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o EFE mRT R AE A M. BN A S NI E A, TS A RO R G 2
, 527 U,

| BEEEETEA
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naamingss ]

o BEFE BDERSTRY AE AR h . EE O i T A DR ST RN PN L, TSI O ROV S Y
RN &, 25 29 T

PSS (WE) NEERE \KE R, bt VPN IKE &I, 25 10 U BTk

W6 (k) AFETRE |Psec LI, WP VPN IPSec L1 , 25 13 WIh iR,

PR (W) AMETRE SR EI i Ebh A sk AR T VPN R, 5 15 TUh TR .
PIE8 HiiRTE.

T—5Mit4
EWE B RS VTL DR VT BEIE )G, SO ZE0E

o FFIERE VTI BEIE L B4 2 0] i VTS i th sems . Ao g &, W20 VT & %
FHA AC TEIE , 25 38 T,

* FITSevFCnes (i A os il i . e SRRE > I el .

N RN BN B i
R DL RS, o S A A1 B A VPN PR

FreaZ wi
FEFET B ) VPN PC & A SRR S, i G d 5L T 3% (el 0] VPN, 26 26 1L TR BT
W, SRIE i & TR .

UK

T AETSAT, NIRE FRE AL E AAE VT BRIE S — A2 i) O s & (PB4 sahme
ZEARe

XEFANRRO S, TR E LT S
1 fRE B4R

2. 7F i |P HuE AN E IP Huhk, WHRACE &0 VTL ERIN—NES, REHEE&D IP b
i 8

3. HilifHE (OK).

AN L BRI S LIRS HUS, VAR |KE JEI h i g SMBE R IR L = 25 8

IR AWS VPC 25 AES-GCM-NUL L-SHA-LATEST £ A ERIASEIG o 11 5 s Fn 25 A4 42 5]
AWS VPC, i5M SEBE FHs4)% P itFe AESGCM-NULL-SHA-LATEST LL## 7 VPN &
B2, MIGTHE S AWS F BRI
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B 5 exmmimEss

FE2 AT O R, BTN EBIRREZED TR RE T A A B VT,

IR

_u:qm 7

SR8

PITE BB # T A YR 1, JF HUER O 9 1 B IBEIE H A% .

WREAEN jL A BRI —SBHE L, A + B IFRCE 7B WA VTT IR, 56 25 jUP T

WER SR IIA VTI OGS, E7EERIBEERE D (Virtual Tunnd Interface) 77 BLfik# VTI,
e i 4REE VTI (Edit VTI).

IR A WAL T NAT e a1, 15k BRIEIR |P 3% A (Tunnel Source P isPrivate) &
WEHE. 7EREIEEZN 2L | P it (Tunnel Source Public IP Address) 7B, i AP IE AL IP Huhik.

1A B4 & 3E B 3T Z 4K (Send Local | dentity to Peers) - 16 $% %6 0 Al A Hb £ 730475 JEL R 326 3 o) 2%
. MWAIER IS N AR 54 & (Local |dentity Configuration) 22— 3t & A< 5 43«

* |P Hidik (1P address) - X & {8 4% 1A TP Hiuhil.

« B3 (Auto) - X UL A 1P Mtk FE X FE 5 03 B2 E TS DN

* EBER ID- 45 5E B T S 4 lpf: 1D, Flls ID 2 W LI 127 D745

* E#1%& (Hostname) - 1 158 4 FRE LA

* %44 1D (Key ID) - fe e HH TS (%4 1D, %8 1D 2h 21/ F 65 AN F4F s
ASH G T O RS IKEv2 BRI G E ME— By, A R BT A R i — AR Sy ME— 50 o
VF BB 76 NAT J5 [T 24> [Psec %1, LMEIER:E] LA Umbrella 224 HIHH M ¢ (SIG).
A RAE Umbrella b L& ME—B&1E ID 1455, 1524 CiscoUmbrellaSIG A P45 .

(Al Wl A& VT e e il VTL 5 OE b &z a.

i BAORPIAS AR SRR I 2500 VIT B ARSI . — & B AN REH PIAS BAT AR BR 1E
YSANBEIE H AR VTL DAL, 335 C B ME— R B M BEE H bRl .

BARREAUREIE L DA ] VTT MRER), Hi tiC & e T WA FEE 2 g B i
o5 I BEIE -

7EHAbECE (Additional Configuration) , $47LL F#AE:

s EHRE K P VTL 5 A3 E SRS (Routing Policy). &l 23 Ri8 & (Devices) > &
B (Routing) Tl

HRTLLN VPN AL E#4. BGP. OSPF v2/v3 By EIGRP ¥ H .
o Y VPN ik, i i AC $8B& (AC Policy). B B Ly 23 5508 AT il 458 1] S s v T

ZREEUS I THRAE VT 2 A X SeVF/BLIERI . B0 VTT I, e Rt 15 35 VT A
[Fi Ff) 22 4 DX 26 BT - AC SRS T TP AR 26 03 VT AN B R 1 L

BT BRIRE , HBAICE MR E . FENGER, ST VPN s S it e
FHMCE . 529 i,
X B R LR
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FIE9 HHE (OK).

T—5 M4
o (W[IE) HIREIE T IKE ED, Wi it VPN IKE £50 , 25 10 119 frid.
o (W[IR) NIREIEE |Psec BTN, 40 EiPrBi M VPN IPSec I , 55 13 TUHHFTA,
o (NEE) HERETR R B LI, W Y AR gk A R A VPN SRR, 5 15 T Tk
* Witk 7E (Save).
o PR A VT IEMRIKER ®& > REETE, b, K5 ad Bl %
+.
WAL VPN WA S E A, s {6 BGP. OSPF v2/v3 5% EIGRP K% i VPN i & .

« SLAVF VPN Jiiie, I RIRIESE SREE > ialisdl. o NI T4 VTT eI . x4
24y VT, S RE 45 3 VT AR 2 XI844 VTL.

BT AA VPN 2 m Bt RIS RELE
D F B0 VN G SO0 R LA T R

Fi&Z /i
LEFE T3 ) VPN PR C & A6 S AR S50, Wb prid, JERE I sk & o AU e
Ly, 27 0L

B2

B b BERGEE D 1P RE B ER RILHE, LUK VTIIP Huhk Al B0 SR 545

B2 kb RVPRBXFRBIEN IKEV2 B RIEHELL S VFR B 70 SR SR 142 A TKEV2 % i .
PRI M EEAR USRS TR

IR Bk A REAEN S5 B A ORI N A a0, AN BESORAT T 2 o

X iE: P Al LUAGR s O RS . IR BRIAIE I

7 LR ST R PR N B R

T U I Bh A VI A oL s 40 S e iy 3k i [A) VPN SRk e 2has VTILL @it
BT VTT R O . 30 TT LUK SRR 9 B0 26 e B N SR 2 s

BB LU N ZHL, O B ERETEY $h 0 1Y RO B A iR VPN 23 .

wazEA VPN |



sk EIsES VPN |

B »omsnminass

LI

Nil

B

FHia Z |l

FEFE T K VPN B O R S R AN R AR S, T QLT i 13t ) VPN, 5 26 11T
THETIR, SR R & JETIR .

oK

(=]

E

fE RE&EB/TR

a)
b)

<)

d)

e)
f)
2

h)

R + DATE R ) 1% A H P S 0T A
MigE FRgIRPESE L .

XHFAMER Gy, R E LN S AL
1 HINBRI AR,
2. BN IP Hihb. WIRECE S VTL HRIN—NE S, REHRE &0 1P Mk,

3. Wi E (OK).

Ty AN S LR 2RI FIR SRS, AR |KE JEIR R TR g i AMEE M R T IE 5 4]
TR AWS VPC 2% AES-GCM-NULL-SHA-LATEST {E Ky BRI\ SIS . 1 Sz Fn) 25 fA

5| AWS VPC, M $BE FR5IF % $E AESGCM-NULL-SHA-LATEST Ll
AL VPN ESR:,  IE T B AWS HPHRER I .

MBS EPIBEEZEO iR IEREIE VT,

DVTI $2 (1) B8 5 BC S A2 om Pk Y, DR A 8 H rb o0 55 A SR a2 20 S H R IE H o

Ali + LRSI sh s VTL. AT U IR [0 10l sh 4% e 55 1P,

MR EEIE NEIA VI, SRRSO, RE080 RiE VT,

(Al IR & B 457 T NAT W45 1, ik BEIEIR |P AFAE EIEHE, JiF BERA
IP bk 7 B e v b I Y5 1P bl

riili BERERSRRE . A ORXTEC s R

i AC SREE DAFC & Uy in) 2 1 SR

BT SRILE DAEELS FRCE LML E .. ARG R, ES LT M VPN L 28 A
DI FRBCE , 532 T,

BifAE (OK).

1fE TR b

a)
b)

st + LAAE R ANER i 0f U A A C B2 S
Mg NSRS .

KA 3, iR E L NS
1. WA ELER.
2. FE &im |P MR, ERELUT®EIZ —:
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<)

d)

2
h)

)

)

phmsaEiegss |

© BRSNS IP MU T IP ikl CAnRFTED .
© BNES: EFRILLEIA] D SMEE R 73 2B A 3 S TP ik

3. AiiE (OK).

M BETSEERREIE O N AR Ik RS VL.

M+ IS VTL. #845 VTI RS 1P 2 A7, ER R TP Motk 4 302 —
[
WERE G TS VTL IEEEED, AR5t i VI,

CAe) G SR I 2 B 2447 T NAT W4 5 1, 15k B&EIR | P A% A (Tunnel SourcelPis
Private) 5 EHE . 45 B o 75 A T BE A YSE 1 kSR AE S E G B H bR TP Ml . ERRIE
iR/t P #uik (Tunnel Source Public IP Address) FBH, i A BgiE 24 S IP k.

CAl g ) 452 B 49 & 1% B 3 254K (Send Local | dentity to Peers) - % 7 i 52 BEHE i At &
UM R IE RN % . WA B ECE (Local |dentity Configuration) FHzs) & bkl R
SRz IR E AR B

* |P Hbhik (1P address) - X & i FHEz L1 1P Mtk
* B3l (Auto) - XL 2 P 1P ol I JE F-30F 15 193 H2 8 HIE 1) DN
o FBEB ID- 45 EH T S Wl f: ID. LB ID e 2 ] AR 127 D35
* £ (Hostname) - 158 4 FRE EHLA -
* %40 1D (Key ID) - SR H TG0 (1% 4 ID. %4 ID AU/ T 65 NF1FF.
AHEH I Ty B IK B2 R T — S0, AR AT B T — A A . 5

iy SO B DI £E NAT J5 A 24> IPsec bEiE, PAMEZEE:T] Cisco Umbrella 224 H I B 5
(SIG).

1 KAE Umbrella b ECEME—FEE 1D TEAN{E S, W20 (CiscoUmbrellaSG A/ $5F) -
Cnlik) A& ® VTI LR ot VTI 822 Oy 0210

iR TR PR X AR A R AE [R]— P AL & VT, Blhn, S 254K A ()P
A VTL CEREAY) BUE T — /M@, #1401 10.10.10.1/30, WX E5E4K B 1) 2
N VT AR H — A& YR 1P, 5140 20.20 .20.1/30.

BARREAUFEE 12 LR AR ] VTT M RRE R, (Hi BB PE T WA REE 2 g A 3
% 18 o5 I B2 I

il BRE R o ST R
il AC SR LU s s 10

JEIF BRILE LIAES Y ERTAALE . A B, WS BT B0 VPN s s A
YRR . 4 32 0.

ST (OK).
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B 2rmmmvenrgessnsznsans

T—5Mit 4
o (AIIE) AEETRE IKE G, 4 gobhBifil VPN IKE 26350, 25 10 (k.
o CAIE) AEBEIRE |Psec LI, 1 EPrBit VPN IPSec L5 , 25 13 TUP Tk .
o CAIE) NEREIRE SR LT, P B A S 2k i B s VPN BT, A 15 DU TR
* MR TF (Save).

ETIRERY VPN R E&SFMO X SREE

LI

T4

N FE T T VPN A PO R S e DA e R

FHIEZ Al
FEFET B K VPN LB O AR S R RISEAR S, i O oD S R A B K, 56 29 0T T
B, IFREIT BRIRE-

UK

R EMRREE D |P ZE B RIEHE, DU VTIIP #uhk Al 2 534

XTARLRs, WAME T BGP 11 i b, A2 S HE . G AT RAE BGP % iR
FLEEIRA] TP Huhk

X0, RIS ER IR
AN ZARIPEIM LR LUE X2 1% VPN L fRd (14 . 35 il + DL IR 45
X HRLAS, TCEARE AR A T2 ORI R4 . TXLeA5 BN 7 SO AR I 2% 23 A2 1 o) SC VT ) 91U 3R

AR BN VTI S ds EREIE AL DGR H . SRE S /ERR I LA 281 BRI 3 A 61
SRR BRI L 1

XTIy, THECE D SIS IR R4

TN SR MRS, SN RN B2 ), iy TPsec B IRk b R Y 1) i v A R
HE

0 %44 H BGP. OSPF & EIGRP, AT 52 I e 1
T 5ok B X ERRE N IKEV2 B8 S EHE DL Pk B 70 ORI SRR 48 N IKEV2 2% 1 .

BFFAXAL: fF IKE A4 0], SELLB W sh SR BRI AN DB &5 50 %, R0 c eIt
VTIIP Huhlil 2 A 4R 2 2% .

X0 PRI ER IR
7E LR sk, LU IEI
IR Bk A REAEN S5 B ORI N A a0, ANBE SR T 12
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XiE: P il LUAGR s BOERE . IR BRIAIE T

FEHETRHA VPN PEE XS M EZ%S

by — 1o I E R 2 A dndh . f - MRAS RS R A, ST D] BN AR 2
A AR R N A .

FE NI RIZRBIR, AR SER R URS i Reds 1 R TR, B2 as 2 RABIEL
fro AR EHAPLL I E LR LS, D ZRTC R T R R O A T A A

o A 1. FEERRS 1 ERFH 1 45T 2.
o b 2. FEERDS 2 IERA S 1 A 2,

192.1Ga|i0.0/24

y e
3 puside—7) Sv
dh: "o
SPOKE1 m==iiz BEEUR SPOKE 2
- -
192.168.20.0/24 192.168.30.0/24

EECERI 1

UK

PR RKKIESE & & > uhmE) , A5 + b siE VPN,
1 #RENEFR AU, WA VPN SR AR
FIE3 ke ETRRE (VTI) > R RSB > &%,
TR4 FEE&FTHED:
a) sl + N INER LA
b) M igE FHyRP RO 1.
o M EZSEMBEEREDO Ty Rk sshad VIL sifd + imiimshas VL.

N
&
N
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B =27emavensmEsrEss

FRATTAE UL IR 145 11 4 Zh A8 L RC B T 1P

d) (k) Q&G &AL T NAT W44 a1, TEiE BEEIR 1P AFAE RIEHE, JHE BERAE
| Pt 7 B CE B GE R 1P Hodik

e) Al BRERSRES , P AxCE B SRms . nT LM BGP FL & 20425

) RBIFSREE. BoJUHELSBEE NP, UG HIKEV2 B, R RAME & H,
DU R] A FH X S 4

o (TEE) LEh I ERRRERED 1P RE R W EAK LI,

P RIFR B ERAEN IKEV2 B REHELLAVF OS2 R A ARSI d1, IR BORT
.

© WIRRIBIR L% EHEEE O “X 7 .

g) MiifE (OK).

PES £ AXTE P
a) gl + I 3.
b) M Ig&E TR ERELRE 1.
c) M ERASIEMRRERE O Ty iksE SVTI-1AE N 70 KRS VT, 83 s + U o i &
VTIL,

TEPEANHE IE K SVTI-1 (IFEIE Y . SVTI-1 [HREIE IP A& FSE K, iR IP bk T
AN 2 S T AR AR ) S ME— 1

d) BT BRIEE. WRAERZAE R, AT LA E X S5 Kk 43 3R A IKEv2 #5 H .
o P B EIRRERE O P RIXBIITEMR SIEHE, LUK VTP Huhik Ak B0 SR B %
P REFR BN FEEREIEN IKEV2 BRE SIEHELL AR VER A SR AR N TIKEV2 i .
© W RHFI L L P R b “Bn)” .
¢) HiiE (OK).
f) EEIPE 5a F SeLhN N 2. ¥ SVTI-1 B E K52 2 A VTL.
HIB6 MY ENCE IKE F1 IPSec 24,  lffi FERIME

T—% it a
1 mEIE3I 6, A 2 WAL 2. 231 ML 2.

B SVTI2 B & 470 ~C 1 RS VTI, B SVTI-2 Bl & N7~ 2 IIERAS VTT GEZ L) . SVTI-2
F4) B 30 9050 8 A ) — AR 42 11

2. WFENY, FEBHKNE. FREAER, ESMAETE B VPN PR Z A EL IS E
B, 5535 T,
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HETFHmm VPN s Egsngnn [

3. WIERCEMBEEIRE . AXREAGELE, S0 BT VPN P2 HOiiE , 28 36
e

~

AETEEAY VPN F Y% N ELLER B IKH
AR B E RO s 8 8 FRCE S H, DAl AR 4 5 A e B I T SR 1 i o

FHIa Z Al
BCE SN 1 R0 2, G 7ERE T 2%t VPN icE 2 AMELRSS . 5 33 TUh TR,

i

W1 i BGP WAL AR L B s A& M o
a) R IRE > IRFEIE > KA.
b) fEAME RS, W BHMIRE > BGP.
c) & AR BGP SIEHEIF A ASHRS .

ST DU 5 S A 7 B

d) PHIRTEF.

e) FELM TR, 1%EFE BGP > IPv4,

f) £ Enable|Pv4 & iEHE,

g) miih SBRE ER, AU RN O E S

1. IPyib: H TS 1 HIBEIERE O 1P Mk,
2. MIEAS: 331 AS HiT.

3. ikt ER AN FIEHE.

4. FiiE (OK).

BEE LR IE, % Spoke 2 AN K AR o

h) iR EE.
i) sl M TR, ARG R AR, KRR R R 2 T 0 AR

FR2 M BGP b 73 SCHE BB A H
BRUAT 225080, 2232 BGP BU B 4R 2k 43 (1) BGP L B 264U
o REIREAS 1 MR SS 2 BUE NS SCIIAR e, IR AR 2 25 O BRTE 2 11 TP Sk
BB LT, TEERE 2 SC T R I R 2%

HUB 3 AR A TS I
a) (EAMEHER, P BETREE , K550 Hwm.
b) M FRFIERFESE AQZEA
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B cisTemnven oz hoRE

c) s i DARCE UTAC ACL,
W, T3 1, WML N 192.168.20.0/24, BIFIMZ Kk 192.168.10.0/24.

d) & &XEF) FhoyEd, i hnEEn”
e) M BEOHEEF FhslRrhigss Wy .

f) 3EFE SVTI-1 A SVTI-2 #1044 08 0.
g) HiiRTF.

R ER R AR R S B, A ZNC & ECMP.,
B A AN R AT .

T—5#tta
WUERETE RIS AS . A CPEAIE B, W0 UM Tl VPN i O, 5 36 0.

IR T 5B VPN F % L ELE
BERAIEZ PO N E PR TR, W IAT LR Ak

« WRE T, AEFEHITIAR A A BRI IR A

o DAVt e )t A ) A ASE P S 0 BRI AR IO IR A R R e R AR (PR 1 BUARZAR 2)

o XPREAN 3 HI LA show iy 446 UEAC . «
* show run route-map
* show run access-list
* show route-map

* show route

B VT BRERARRE
Cisco Secure Firewall Threat Defense S 4 3 T+ 11 () (VTI) VPN AC & & GBI . 243 VTI JoikEk i
FUET, VPN g il & 0 VT ALIX .
AT LAELL R 508 44 VTI BRIl .
IR EARHAT IR S5 FEBE R TUR & A
LEIXFM S A PR, o) 78 5 SR K A VT (F BRI i .
o LA —AXER B IRS SR TUR &1
TEIXFMHLL T, AT XSRSy MR &0y, TS om R AR U
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Bid & VTI B ER R E

SIB | HERRIE BEXER
1 PGV ) AR 4 Virtual Tunnel Interfaces #EMFIPR ] , 55 21 7L
2 B VTI 21, W VTI RO, 25251
3 1t B E VPN $hIMES K RN s o AN AWM E LK, 27 W
XEHEF, S Rm&e VT, A 4
o Sy rhp g B R IS
AN AR AT N R A8 A 2 1T S AR T NG e, 55 29 T
4 TiC . % P SRS o MKIRIEFE T > RFEIR, I H YR
Bt o
o .
5 i ) 8 S SR o MEFE SRRE > ialsEl .

B & &1 VTI BxE Ry AN
o S T ANBE G A

IP.

T AZEFBAE B0 S5 L4 28 26 % 1 AR B U TP bkl R C B F%3E H A

AT LLZE B FTAY VPN $RE1 17 10 2858 | P #hlik 7 Berh§e 58 &0 X444 1P Huhik.

Create New VPN Topology

Topology Name:*

| VTI_VPN1

Policy Based (Crypto Map) (® Route Based (VTI)

Network Topology:

LTINS NI Hub and Spoke|  Full Mesh

IKE Version:* | IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Node A

Device:*

‘ Extranet v

Device Name*:

Endpoint IP Address*:

‘ Primary IP*, [Backup Peer IPs]

© FERCEA O RE FUR, T A rh i e B e SRR U ) 7 SRS
HART VTIAIE] VTG 2l ], (HGR R el i i SRS o e B i Bk A A R fE

B, S0 VT BCE % A AC g

o 38 T,
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B ez ven BBz v

o BUE & VTII, 1565 3 VT A 22 2 XA & 0y B TE . AC SRS UL 1 4447 VTI

AN E M B
* 209 VPNCE T2 JHREIE, U5 HCE HAT A R bR IR AR EE i, DU AL PR L % B (¥ 9 12 10
RS o

Ak AL S E VPN BLE #3175 VT

AR BP0 O % B Y3 R VPN BCE B0 VT iEHAT L MR A

pZ TR R HR1E BEEER

1 RS A EAIA SN VTT H: 1, AN VTL I, 5525 1T

2 TE4r 3 OIS VT HH . AN VTLED, 5525 0L

3 )48 % HH AL A5F] VPN UL T B2 k50 VPN, 28 26 7T
4 PiC 5 4 T S R 1] 32 o) SR AR AR A G 2, 5 29 T

AEMEE A sh 75 VTI BC B EHUBS 25

AR L0 el 2 5 H] VPN BB B A A VT RIS 8%, AT L R A

T RS HR1E EEiER

1 AR b Eh A VT PRV S B | QIR T th (3t 450 VPN, 56 26 0T
A VTT B A T8 b B4 3 5 11) VPN

2 O At REAPL T 45 Bt REAOLS Eh 4%

3 W12 1 53 OG5 1 0L 8% Eh 25 TiC & R AU R 2%

4 Ay PO S AT P R Ay PR A A G 22, 29 T

5 Ay e S AR ) SRS Sy rhu RS AL A E 2, 3 29 T

77 VTI BL B #%EHF0 AC SR ER

EW G
* HTid

| BEEEETEA
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VTl BYEg FRECE

nvmEegEmaiacEs i

XF VTL#21,  A] DG & i A %t sl et 13, 49041 BGP. EIGRP. OSPF/OSPFv3.
1 RUGER IRE > REEIB, JEHgl @b w&.

2. Rl

3. MlEHAKHEE BGP. EIGRP. OSPF/OSPFv3.

picg:

EXER

Static Route

« FEO-VEFE VTI . K54
bEiE, TEEPRRO VT E .

* BT i P 4% -1 PN S5 A 1) 52 PR 4
[T

o K- RN SRR BEIE #2 1 TP
Hohke T HEERIE, TERE
REXRSEAR () 25 HIBEIE 42 11 1P 3
k.

* fEER-0F TR HIBEIE, ERCEAS
PR, DUMEAL P 24 S E
FR L ) A S

A IR A %

BGP

< £ EMIKE >BGP N
BGP, #RALAHE A AS 4
5, AN Ay ID Can SR
EETED .

* /£ BGPI, JiH IPv4/IPv6 JF £
i 4B FE TR DATC & 4R

o | P Hbhib - FE X AR VTI
e IP Hhik. WF T4 RE
W, AN EA R
SR VTI 82100 1P M
HERIAR R .

 ITFE ASTEREXT SRR AS
i o

s milt BRI &R TR, K IR
BRSO “CER” , DMER
FHERZ 1A i T TR 50 o

fic & BGP
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sk EIsES VPN |

picg:

EXER

EIGRP

* JAF EIGRP, #ALAH & %11
AS9n's, JFiEFHES Y EIGRP i
Ph o A A R 2% B AL

* miili 4B IEIRIF 5 X EIGRP
ERER A AR

o TN VTHE B Sk, 3
fESCadbht W< LN EO T
Frp gk VIT . W
®ONPAIERT, ERE AN
B

s S EO kTR VT
Ji BB LR € 1) EIGRP % )&
T

FAERZ 1A ] EIGRP /K74
H, kKIS E (Split
Horizon) & IEHE, f& 4 n] AR &
¥ £ 75 EIGRP Hello {4 £, i
I ARFFRT ] .

fid & EIGRP

OSPF

* %32 1 (Process1) 5 IEHE,
SR 1% $E OSPF 1 {h.

o i EOEIR, R)EIER
VTI #:1,

il ' OSPFv2

OSPFv3

o I LA 1Sk
HE, #RJ5%+%& OSPFv3 fifh.

© gl A IR, Rk
VTI #11,

i ‘& OSPFv3

AC R &R

B U7 T P BRI 0 2B 26 B IR U5 ) 5 R sems, DR ARV ] LR BEEAE VT BEE 2 8]0 i o
1l “AVE” BRI .
2. BEFEAMIB A VT 224 DA I, AR PRI RS SRR I VT 22 2 XA F AR XK
3. IEFHIERON AR VTR A X AR URIX I, AR5 I FEAH B %5 10 VTT 24X I8 AE 2 H AR

A RC V7 4 R PR 5 6L, T2 D QAN 2 4507 i P2 R o
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| sk&Ei4 VPN
saeumazs ]

EEFEMUBERER

B UAE R & LA RS T B A VPN IshSREAS VT RTEAE B XHTF8A VPN b, s
LA SR80 VT AHSCEC R BT 80 242 1 e 3007 i) 42 1 P45 B .
FrIEZ |

o XTERAS VT b i oA 7.0 5 s A

o XFFEhAS VT Ui i BoA 7.3 J 5 s A

UK

S KIKIEPE % (Devices) > i F & (DeviceManagement), Jf £l i W41 4RtE (£ . &
GEERINILFEE D (Interfaces) T
B2 pihERIEE (Virtual Tunnels) £

LB VTG R, WAAFR, 1P Hdih, IPsec B, BEIE U OVRANE R HIbEiH
AZRERT 55 TP I A A RE N LS R T AR

7€ Umbrella EB32Z SASE [*i&

Cisco Umbrella J& BB T 2 (1) 204 B M M 3¢ (SIG) ~F4&, Tl EFFRE T~ ELI0E W 11 Jg i B A 22 AN 2 5l
FIB5fE . Umbrella £2/% T 2¢ 4] Web 2. DNS 2 %4 F = Vi ) % 4R EE (CASB) ThRE, MR AR
SR S o

0] DA 428 B A0 2 ST BT A1 15 4% 21 Umbrella [1) IPsec IKEv2 P . 1% 26 i 5.5
Y5 M % 3] Umbrella SIG BT &AL 38 . 2Rk 7 Rt rp e 28 B, R M 2% 45 7 0
AN BT BRREAS 73 SCH U (1) 2 A e o

T 2 I U 77 A 6 TC RN 5 58 Umbrellla Figied, 448 0] DA FH 175 5019 1) 3 R ) 2 SASE #1 4. SASE
AL —FH A (g AR VPN #0630, JIF BB S F

« LT VTI (F3 208 VPN,

o LRSS, Forh Umbrella f& 0y, TIFEE P B A B 45 2 20 3
o BET RIS R G B 0 E

o SN 7E HA BER EE

« 2 AEZSBEE T, AR A Umbrella K/ .
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B 5 umbrelta & sASE Bz ERIFIR S

N T S R A, AT UM g 9 8L 95 A A PR T

A PEIE C AR A Hu %I 1D

H T RAECE, B AL B ERIA IPsec A IKEv2 5l .

BRI IKEv2 S i & -
* SEHEVESIY: NULL
 IN# S % AES-GCM-256
* PRF #i%: SHA-256

*DH 4: 19. 20

2RiN IKEV2 IPsec SEMS TR E
* ESP #4%1: SHA-256

* ESP Ji%: AES-GCM-256

X EHR

W fE Umbrella F#5E SASE B%iE

77 Umbrella Bt & SASE [iX;

SASE #h4h 3 #F:
o« AXFHET PSK (K5 4y B

* IKEv2
* A R

FAECEEN

, 43 1

sk EIsES VPN |

o IFHEER ASRRIE I I BEIE . fafR N

A& B4 4 U 0 PR )

EILLL AN R E AT Umbrella b 612 ) B 5 iy LAt . FH A1) g (1 g 1

o ROLRER: R LIS I SASE 6 M K £ .

Xl X, mar T SRR
o ZEM B BRACY INBRBEIE N, G0 5 Umberlla TGy N BRB&IE, 0148 00250

R TLMHBR o

o WRIEAERHTHE 2] Umbrella, WS TGTEgm oM B SASE #i4h. &

SENURHIE R INAE

* [i] $ /1) Cisco Umbrella fic & X 15 AHE

o E AUESFIETTR R
o Ui fUIE] VPN PR TR

| BEEEETEA

ST

INMEL SR FIR

T EIAS NN M B 7% o

i %% Umbrella T-3))

T LLZE Umbrella _FEFH %



| k&gl veN
snfi7E Umbrella 235 SASE i [

o USRI ) S ) E BB R R E A S EAE, WAEAE Umbrella BECEBEE S, 4
SAE MG L% Umbrella SASE 44L&

B AP ID A GEAE BB EER S Umbrella Bt . 4 P90 7F Umbrella b3
ER¥IEf, Umbrella 245 5EHEABEIE 1D (<prefix>@<umbrella generated | D>-umbrella.com)s.

o TR ANSHAERRA 7.3 Z AT AIEE ) Umbrella 20805 0 #4000 SASE #i4h . #80207E R
A 7.3 hAIEETK SASE 04 I ERELAT K14 41 o

o BB T FIVEVIHS . SASE $hAMRE AN S R AEul fU Bl i A/ VPN AR b . K
AT AL ] vpn-sessiondb logoff index itk FIRETE , 8548 FH B A ER ER A K LT IT

PR ]
SASE #iFh A HE:
o SEF
o FETUET K S 50AE

* IKEvl

01T £ Umbrella - EBZE SASE %18

A PR A O BB BT 1245/ Umbrella 35555 SASE B&E (19156 1

LB | HRRE BEZER

1 P3G R B 61 Jy Umbrella it & SASE P& (O UEFIFR &l , 26 42
L

2 ORI L35 A2 T34 o it & Umbrella SASE B%if [ RTHE 44T, 55 43 1L

3 il & Cisco Umbrella JE#:% & . * il & Cisco Umbrella % &

o WL B rhLLy Umbrella Z230F1 Cisco Umbrella
API %45, %5 44 71

4 7F Umbrella I"/i'& SASE F¥if. 4 Umbrella fit & SASE [%¥iE , 45 45 70

5 1% SASE BFisE 1R ¥ & SASE BSFIEIRA , 47 )T

fii & Umbrella SASE % & HIRIIZ &4

1A ZIHIA Cisco Umbrella %24 H R W 5¢ (SIG) F&At 1T H .

o R ZUR T BAT R D RER R REVF T UENK S, A BEA A BEHHUOE Umbrella b8 FE .
RAR RV ATUE, W R0l SASE #hfh. IJCVAT Umbrella b5 B&iE .
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005

. 5 &8 il Umbrella Z£5#0 Cisco Umbrella APl 2548

sk EIsES VPN |

o 1A Z04E https://umbrella.cisco.com /i f] Cisco Umbrella il —/Mik /7, 4R )5t
http://login.umbrella.com ¥3% Umbrella, 3K 5 Cisco Umbrella #3734 It i (145 B o

o HRA0 ) PR VA Cisco Umbrella, JF4F Cisco Umbrella ZE 21 & H AC B & PR3 EA A4 P
BN, RO LA PR SR A AA BE SR IE A4 B MW B AL Umbrella = 3R BUEE O f5 B I8
W ZAE R Umbrella iEH WS PECE HZUID. M5 M3 &S8R TH IR M 2% 3% 54

o,
HRFEN, HSH-
* Ml Cisco Umbrella 3442 &

o WU S PRI Umbrella 23081 Cisco Umbrella API 2547 , 2f 44 1

BRI\ BN BE VT ) Umbrella B85 0.
* 1% LBEFE Cisco Umbrella FI Jg B 18I FRAS 7.1.0 S B i AR 2 [R] S E BEIE .

RS & 18 Fr o0 Umbrella 2%4#0 Cisco Umbrella APl % %A

ZE[) P E L FEME Cisco Umbrella JE B UG AL Umbrella 24, 470
1. &3 Cisco Umbrella.

2. kPt B > AP B > REER.

3. ERUFSEHIITE ) APL 2% 5H.

4. {#F API ZiHAE RO A E Cisco Umbrella E 24

T BoR TS 5 F L) Cisco Umbrella EFEHHCE 1155, DNScrypt 28 JLSE & vl i%

ﬁo
Cisco Umbrella Connection
General  Advanced Cisco Umbrella Connection
General Advanced

Organization ID*

DNSCrypt Public Key

Network Device Key*

Management Key
Network Device Secret*

Management Secret
Legacy Network Device Token*

FEER T 1 & H 0 Cisco Umbrella I 2425 48 F 1Y) Cisco Umbrella 71 API 2%

| BEEEETEA
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005
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 Umbrella B2 & SASE 5z ]

Cisco Umbrella

© Ui APIKeys o

API Keys

0

! Umbrella Network Devices

Umbrella's Legacy API keys are used to authenticate your Umbrella API requests to the Legacy APIs. The
i

expand a listed AP| and generate a key. For more information, see Umbrella’s Help.

iese older APIs are stillin use though we recommend migrating to the current Umbrella API Keys. To get started,

Legacy Keys

4

Legacy Network Devices

Umbrella Reporting

Umbrella Management

Documentation

Examples

& 2.5t S0 Umbrella 23130 Cisco Umbrella APl Z %A

Investigate

S FLESE

Cisco Umbrella APl %%H

W £ 8 %
W £ 5 %

Umbrella P25 15 £

[Tl 199 5 52 54> i

(IR 19X 2% 1 46

I

’F‘,uz}
I

Umbrella & H

77 Umbrella B & SASE % &

FHia Z |l

R EE BL'E Umbrella SASE Pl FIRTEESAE 26 43 T1 A1 &y Umbrella it & SASE B it A4 D) A1

BRI, 28 42 U0 PR HTSR A PEATHE N .

UK

P
PIR2
FIE3 FAME - HIRINEFR.
$IRA4

YIS P A U B AE 73 SO A1 Umbrella Y38 1] .

R BV B L, P IR > VPN > Sh S E]
miit + SASE #h# LAITIT SASE #idh i 3.

= %4A (Pre-shared Key): IH#HHS IS Umbrella PSK 25K B A . X T AN h4h, k=

s st A VPN ]
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. 71 Umbrella B & SASE fi%i&

4 R Cisco Umbrella 45351, KEv2 ¥ 5L T-EHM I . R FLE LA, KIEBAA T 16
HOANFRLI, TG —AKETRE, —ANEFER AT, IR RERTR. B4
H A S PR — TGS, SR 2 ABRI, DT B o T B L

$IE5 M Umbrella #3E &0 (Umbrella Data center) 7413 Pk #5805 bt CFF BB A LI B 3%
i, CABOR AN S S5 A8 AT 15 7] Umbrella DCo )

BYR6 sl TN LA B A A s

a)

b)

d)

MR E T RIS AL B

R A 2 Bos i A B A B BEAE . 0 T AT IR, R A PR R AE A B2
S

M VPN ##0 (VPN Interface) g &iEHHA VIT .

LEPEPIES VITR L, i sid +. RG0K S RMERBERE O MHEHE, &
RIER AL -

* BEIESA NS

* %Wk A <tunnel_source interface logical name>+ static_vti +<tunnel D>, 111,
outside static vti 2,

* [BIE ID 23 H 3R M ME— 1D,

* BRIE IR D4 AR ANl AN TR O
* IPsec FEIEAEA Y IPv4.

* IP Hihl-7E 169.254.xx/30 & F TP Huhikvis i Py

{EAHBBEIE |D (Local Tunnel ID) 7Bt g A A HF% 1 1D HHTEE

M2/ DaE 8 MR, WmEHE 100 NFRF. BHHLLE Umbrella b3 F%iE )5, Umbrella
2l e HE ) B%E ID (<prefix>@<umbrella generated |D>-umbrella.com). X5, FH LSRR
e BRI ID,  FER FL 3 e B B i 8 2% b REANBRIE AR AT ME— [ A BB I 1D,

R RTE (Save) LURF iy s s AN I 20 4 .
1A LAZE SASE #i4h H s in 2 /> % o

$B7 i T—% A E Umbrella SASE B i ic B 4 2

* & (Endpoints) k. (s CUNC & 2 (i 22

o MNZEE s TRt IIERIA IKEV2 SEIEFI IKEV2 [Psec H5 44 .

$IB8 vkhERNBEET S L ERE B E (Deploy configuration on threat defense nodes) & EHE, LUl % 45 k9
2[R B B A . R S TR R 2 2 Umbrella 2 5 HEAT o Ja bl B 400350 28 75 LA b B i
1D,

PRI miRTF (Save).
IR
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a5 sase i [l

1 EE BRI
2. ik s W 25 BEIE 2 31 Umbrella.

3. ARSE FHURIETI, T2 ik 4 190 465 B T 025 21 BT DT AR B 2% o R R ATT R B L IRAE R
R DR BB (K A IO BN, BLAR AR VPN S .

4. #TH Cisco Umbrella Bt & (Cisco Umbrella Configuration) % HJf 27k Umbrella b [ B i 340 &tk
A, AXHAMER, EZSWEH SASE BFIERA , 28 47 Ui,

T—F 4

X1k SASE BEIE [0 75 EOGE M E, R e ILEC 4 HECE PBR S50%, LLEE VTTH: 0K

ffifr A SASE #i M IREA 280 T B PBR 5l o

& E SASE [FEIRES

LI
$IE2

$IE3

UK

EFFi% % (Devices) > VPN > ifi &5 8] (Site To Site).
&iihi + SASE #a#l (SASE Topology)-

W AME—I¥RINBFR (Topology Name) Al £ Z 2 4A (Pre-shared Key), EPEAEH0, Nk,
RIG i T —3 (Next).

1% Umbrella SASE BB AL & 1M 2L, AR5 mi iRk 7F (Save). R E0Hs ks CiscoUmbrellaBit & (Cisco
Umbrella Configuration) % I .

AT AR EANE B, BIanbEEfE A4, Bdnrho . Bl o IP il JFAR I A A4 g
[H] o

AT LAE Umbrella [ 7 BRI (38 Z0RA . AT R B 0B RAS  F
o FRAbEE. A PO AR L B HEIX £ Umbrella.
* ) (Success): B L TN TE Umbrella | P& FETE .
* AT (In Progress): & ERHLESE Umbrella [ b5 IE
© R B RIUOTGVATE Umbrella |G BEIE .

A AR o A A A B BRI, 35 A6 T BAIAS ) Bl B AT B R o R BAIAS 2L DL A R AT
AA5 S, B APL. RIS A Umbrella W21 I 1 o
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B =ssasemigns

Transcript Details X

POST https://management.api.umbrella.com/v1/organizations/7979046/tunnels HTTP/1.1

Request JSON: {"deviceType":"other","authentication":{"type":"PSK","parameters":
{"idPrefix":"blr-bo-ftd-1","secret":"******"}} "name":"vpn-MumbaiUmbre-blr-bo-ftd-xyz-
-4294969730"}

Response JSON: {"organizationld":"7979046","transport":
{"protocol":"IPSec"},"serviceType":"SIG","client":{"deviceType":"other","authentication":
{"type":"PSK","parameters":{"id":"blr-bo-ftd-1@7979046-588746892-
umbrella.com","secret":"******"}}} *createdAt":"2022-07-
12T15:48:49.704832591Z","modifiedAt":"2022-07-
12T15:48:49.7048325912","uri":"/v1/organizations/7979046/tunnels","id":588746892,"nam
e":"vpn-MumbaiUmbre-blr-bo-ftd-xyz--4294969730"}

SIES S Umbrdla=#|EiR , &F Cisco Umbrella = () R 4% Bk 15
SIB6 W LU TALE & F Umbrella FEIE 3 Z R4

* #BZ (Deployments) FI{E%% (Tasks) i3 -< T~ [)5&@%A (Notifications) i [fi.

Deployments Upgrades © Health Tasks Q Show Notifications
I
0 waiting 0 running 0 retrying 20+ success 0 failures ‘ Filter

@ Umbrella Tunnel Deployment

Umbrella Tunnel deployment for Site to Site VPN vpn-MumbaiUmbrella has succeeded 2s X

© Umbrella Tunnel Deployment

Umbrella Tunnel deployment for Site to Site VPN vpn-MumbaiUmbrella has succeeded 3s X
Deployments Upgrades © Health Tasks () Show Notifications
S S——————.
0 running 1 success 0 warnings 0 failures [ Filter
© blir-bo-ftd.xyz.... Deployment to device successful. 4m 25s

o 34 ) VPN W daashl i (#BER (Overview) > 3554 E#R (Dashboards) > ik 28] VPN (Siteto
SiteVPN)) .

PR SR Akl S M) VPN #6405 2, 4045 Umbella SASE #hi4h . #0] LU B X 45 B4 Z M)
BEIE A SRS BETE PR o 830 vT LU HT CLI i A0 (o SR B 245 ROX B T 152 1) A Ao )
AT B FERR o

B :sEsEE VPN



| sksBsE5 VPN
AN |

Ll:l.?.* ﬁll\\laj VPN

Cisco Secure Firewall Management Center $&ik3 55 (7] VPN B (P, U35 SASE $#h4hpgiE, LUE

Eﬁilﬁ'ﬁlEﬂVPN% TERPRAS o 0] LA 0 45 U6 2 [A] (1 BE 3 41 4 DA S A AR TE (FPIRES : 3530, E
AR S s . BT DRI A i . AR R R P s . I s b ) kg
23 WoR SN AR, AT DATC A F4 R g 1R IR TR] TR] R SRR 250 o« 3R Mo T AR T s LR ) VPN )

RO R AR SRR DA S A R b o BETE AR SIS 2% tH 8 VPN Bl RER TE 2 11 (VT B £d

T AT LU H e -
o e A U VPN FRIE AT S
o BOUEN AT IA] VPN A5 6 6 2 1] 1% 4% .
Wi VPN BEIE IS PIRGL,  LMETE 5l 5 142 AT ) VPN &8z

A O B R TN Wi A st s TR] VPN MR R, T 2 D 0 S Bt i R) VPN, 565 6 0l
Hx VTI BfE &, 1EZ 0 T Virtual Tunnel Interface , 55 17 U,
A% BB VPN I R HERR 115 S, S VPN IS R HERR .

JE U FR PR 1
© IZRS BN O R AR, 48 SASE 4h4h, VPN HI513K. EA S BoR CBIHMER R 1 BE
< RS BRI TSRS (1 VPN R4 VT (1454 BRI (145 5L

XTI, RN WoR SEIN HE (3 A e e B VPN AEAE ) & [ 4%
R RAMEHESEEE THE AM, FR8EESCTSERT ALK,

ufi w5 18] VPN B2 I E R

HEREEAR (Overview) > = HIE MR (Dashboards) > ifi 5. 18] VPN (Siteto Site VPN), #7 JFuli g Ja) i #5545
T THIAR o

Sty i H) VPN M 2 il TR AR S 7ty 55 H) VPN B TE [ LT #4124
o BEIEIRZS- 21 A A B r Lo LS (3 U] VPN (f33% Umbrella f¥) SASE B&i) (RIS IR A
* B&E;C R (Tunnel Summary) - DLICIR R BRI 2 AR 3
* $R# (Topology) - 444 Fh AL B B TEIR S o

VPN B8 BIR 7S
ol s [ P AT AR 22 91 1 DA IRZS 1 VPN BRI

* 3E5E BN (Inactive) - WR AT 1PSec FEE AP, WSRIEAY (FEF I 1) VPN Bk 4k T
AEESPIRAE . Wi VTI 2R SASE 14 VPN B i 38 24T (] fic B sl 4z ia) L, 0B T % P o

wazEA VPN |
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B sz ven

sk EIsES VPN |

* JREN (Active) - 76 B HIHRL L ok ATE]) VPN 2 ARPE /4 VPN #i4h) IKE SIS AT IPsec 2%
KIECE A an St B HE by LR SR 5 5 B Rk B O 75 e i a,  SRIE 7Y VPN Rz i b
TR . R M2 A IPsec il IEHIZ1TH, IKE BEIE A4 2 IE R 1817,

## 2 VPN (VTI) A1 SASE #i4h VPN BEIE A ZEHTOCTE It i A Ts sl kA e T e
FERB B, el TR AT ak &,

« TiEBEEE (No Active Data) - 5% VPN Al SASE 4h4h VPN FRiE 45 “ILimsh3dE " (No
Active Data) IR7S, HIE XA EFIEEREE. “TimshEdE” (No Active Data) IR E 2
B1) H B H ) SR LR i FH 7R VPN

BXRBERSHEEIRP SR B0

< B Y VPNORSIE T, L AR SPIRA TR Rk, F2 T AR i B A
RIBETEARAS AT REANULIL . R80T AAE BRIEARZS MIPH CLI RIS B bR i &G IR RS

o 2 P DIV B SR, RO R BB AR ) VPN BERERAS AL . 2k
OB LRI, 2 BN IER I REE RS .

s WAEPASG, B AT 7.3 MO BB R IR A . FRATE I
f# 1l #i74 vpn-sessiondb logoff index 5¢ FAIFEIE , R ] Zodhs G ER ER 4 4 AT T

B ERTS
IR B T B b0 R (K3 5 0] VPN, BLEE SASE #i4h VPN B RUbia s feinh b, )5
B R ©, AHARZIHIMNILL TS
* B - WA RN R AR R, B TP M A A AR
* CLI #ER - Wbl R a2 CLI iyt -
« show cryptoipsec sapeer <node A/B_ip_address>: is7E ™ £ A Fl B 2 [ K9] IPsec SA.

« show vpn-sessiondb 12| filter ipaddress<node A/B_ip_address>: 7~ 15 % VPN 21 (115 .

DS RN R & N S TV i e TR

ML i IR ZE TR AT G TKE A IPsec 23 il OB SEVEARE 6L, DU ACHF IR ks s o
BT A — X EH ARG R 1RSSR IR S I e PL =8k
HPE T . VRN B AARREANBEIE 1) IKE it SR IPsec SA Ziil s B, 1 R iR:

| BEEEETEA



| 3652055 VPN

wizsksia ven [

1: BB > BF > CLIEAER

Tunnel Details @ X

Summary

Node A {

IPsec Security Ass

(Lo ) Tumel ] PFs Group 21 | iev2 V]

pkts Enc
E Dca

Remaining Lifetime

Remaining Lifetime f

B (VPN Interface IP: ) (VPN Interface IP: . -

show crypto ipsec sa peer show crypto ipsec sa peer ]
show vpn-sessiondb detail 121 filter ip.. show vpn-sessiondb detail 121 filter ip..

© 3R BLERBRAS - AU M S ER ER R AR BB 18 VPN BEIE AT SRR HERR o

Packet Tracer

BAE AL B 28 SOV ST P 6 BN B e #4522 TR 1) VPN B I AT WO HERR . 8 ] IR B 8 4% A FIiE
B VPNEE ST IR . b C EB 0 Ay A\ v & IR RS N X i 2 H O o E s Lo
B, AR E RSN DO LZAT ML 5, % LA E . Hh RS R IER ER
P AT, ACL. MUK . NAT Fl QoS 2R He sk v At Hicdhs £,

[&] 2: Packet Tracer

General CLI Details Packet Tracer
e ———————————————

SELECT TRACE

& INTERNET

TR WA, 1Z LRSS AN RER AR R RO B o Cfif 3 1 VPN IR .« BATLL
FEBLA N R H 1 3 1 22 RV A T DUARRAS R A BR IR o o ek 38 A D R g B T IRl J P A P R B

IBATERERIN % A% LU M hA T R

s st A VPN ]



B sz ven

1 A R BRER o
2. B IfiREIRIL,
3. B e R
4. A MfRE IR .

PRERSERON, BT LAAA BRER IR S L ACRE MR K 45 2R

)

sk EIsES VPN |

R BARS B (BT VTD i) VPN BT8R

FHEATHIR R RS, T AT U R $4E
1

A BEIEMES UAE VPN DL HK. VPN 300 1P #hlik, VTI 3 4R & VT 1P #s

Hks

N

CAFED M S0 4l i Wi . %87 LLik$E ICMP/8/0. TCP B{ UDP.,

ICMP/8/0 ZEERINIET . WItRIEFE ICMP/8/0, NI 8 Ko ICMP 2 Ky [nI Wik K, 17 0 &7~ ICMP
A, IR E$E TCP 5 UDP, i M B#RiH O (Destination Port) K #7412 thk £ H brifit . 705

&M 0 Bl 65535,

3. MAR#EO (Ingressinterface) 47513 ik 248 EERERECR AP B A 8211

4. N ZRIPEIMES |P sk 7 BUF AN L A 7 R ) TP

5. i ILRNERER (Trace Now).

FEJASNERER A, T LA AR MR R EE )  WRBEESCH], Wk Baoh .
REFETT I, WEgtes Wos e, WURBEE COCH, 1 midh EFHIRER IO TIZ T H. X
TEET AW K] VPN, B IEAL TARE SRS AT 75 EOQE MR, AIURERE AT e 20
o it EFIRER LU GEATERER

3: TN ER BR 5 B EUHE E R ER AR

A: B:
General CLI Details Packet Tracer
SELECT TRACE
IT: =
ERNE
= - - -
I

Node A Traces % Node B Traces
> A:In — Out >
> A (Decrypted): In < Out >

| BEEEETEA

I
g g g

B (Decrypted): Out

B: Out — In

b

»In
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wizsksia ven [

SNEK T3 22 (Extranet Nodes): #57T LLA 8 VPN FEIE (8 LR ER,  Herh— AN 0 AMERIY o X
TANBRNY A, RN DR O B A ERER N AP ISR . S8 TCIRAE SN M e A T ER B o

B, U SR A ST U B, 1Y R B SR ANEC R
s BUE A AR,
* AR A N B BCE ORI

« N ALANERER (Trace Now). FREZE/RIOZETT A A, MAZT N B.

B s & E w3

P s VPN Bl 23 e WU HT . S0mT ARG A D LURS € (I BE e Hr VPN M i Ks, sl oG B3
Hdhe BT o

sialiRI#T (Refresh) T]Fa R8I, A r FH A% T] e e i) b 3 3 LU 2 (1 2508k -
[ 4: RIHREE AR

X Apply Refresh every | 15 minutes v ‘ 1l

5 minutes

10 minutes

30 minutes

RATE S (Pause) AT AR it 245 15 S B RBT o 0T DL ol i) F2c B gk Bl s e -
[ 5: Z1F EHBAERIHH

Apply Refresh every | 15 minutes | 1

XFufi (8] VPN ESimEUR # 1T iR A HEF

T AR A AREORIL A A A VPN a3k h 4 .
B, GnT LA RS T Hh b b T O IR A R B

TR B SAE b i B B A AF, AR IR A

s st A VPN ]



sk EIsES VPN |
B a:zavenwmeios

Topology

Status

T LU 7 2 2 AN I B A 1R B Hdie
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