7517 o] SR g

AT ] S (DAP) LIS GRS L & ff v VPN FREE S 2 i) B2 A . #8mT LAk B — AN 505 P s
BTG ORIR VT M4 R PR AR G, TGN B AR U7 ) el o X 28 g M mT gt 22 20 A 0 B 4 0 4 i
A )

* XT Cisco Secure Firewall Threat Defense #3255 [ 5iM% , 2/ 1 00

* PSRRIV, 553 1L

o BT )R b A, B3

o ZNAS VI in] SEmE P HEN SRR, 5 3 0L

* BCE B)A Vs ) HE0E (DAP) , 5 4 1(

KBV ) RIS S AR VT ) VPN GG, 5 12 11

* BNAVT R SR B s, 2 12 00

% F Cisco Secure Firewall Threat Defense 517537 0] 55 B%

VPN M SRAESNAIE MIafT. 2R REL TR VPN 8. il , S s oA I pl &
RN P AEA R REA AR, LSRR AN I AN 224 0] N RV 1) ol i 258
PRI SO EL A 45, BB AR S54E VPN IR rh S04 =%

BT DL S S ) BRI o U OQIBR I Uy ) 5 B R PR R 15, I B s 24505 ) S . X2 g
PE T vk 2 B A D3 B A AN 28 2 A (R Tl B 917 2 MR 0 SCIR B, AR S IR 2 1 ) g o
P BT VIR BB Pt 2l i A DAP ek IS sl B m P, e
SR 2L DAP. AR5, B S IR IERE B a6 0 S 22 i L, DL S gk g L 0
AAA FBUFE R, IEFEXLE DAP idsk. RJa, &SR DAP ALK N B BEE B4 i

B BRE A BRAD B 14 Y 3R IR SE Tt /= IR 45 44
B W S FRI 1L EBURPE (ORI R VPN 68 . WL SR I

DAP. AMBEHR I UE IS5 45 /B AL AAA JIR 5545 (RADIUS) B JUBMST 1 1546 b R4 s 1 s
Pk
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LR o L e e

Un SR BB B A IR E BT AT R AR, Koo XL m AT VRO . SO, DRI 2= AL
Filig . WIRK H DAP. AAA fik 55 as BALHNS (1 VE 2 MAFAEPh S, A DAP SRAS I B PEIR 28 S

BT 5L 26 42 LA U 1 P Jes 7 -

1: KM L 2

[ Dynamic Access Policy (DAP) ]

L 4

User Attributes
(From AD, LDAP, or RADFUS)

h 4

[ Group Policy Attributes ]

(on FTD)

L 4

( Group Policy Attributes ]

Associated with Connection Profile

1. FTD £/ DAP B4 - DAP J@ A5 T B HoAh 1 J8 1k
2. SMERAAA BRE 2 EHIARBEM - 2RSS 25 7 S0 B UER/ B BZAUS T 5 IR [P 26 &

3. FTD LECERILARRE - W RADIUS Jik4-#% b H iz [A] RADIUS K& 1 IETF-Class-25
(OU=group-policy) i, BB 1525 245 1% FH 7 CE S FR AR TR (P A skeme A, R Si it 4 SRemes o 1%
R 55 38 AR AT B A Tk

4, FEELE XY (BRARIESR) 9 B RYA R ERACE M RA ZIERNYPD RS, BiET
GOy B E AN H - FH P BRI AL S

N

ER B A A AN SRR NERIAZL S DfItGrpPolicy 4k 2k RGERINEYE . XTI iE, WA S
Iy BCA RO B S AL SRS LR Jm b, BRAREATEOR B AAA RS54 KT Pk o4 SR 2 i o
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Bj]n_.\lﬁl'ﬂ H%lq:_.l-

BB A 40 B AT LR Secure ClientF ] UE 2 —:

* Secure Client Premier
* Secure Client Advantage

* IV FR Secure Client VPN

BERERRVF AT IE A 25 SR VF HY 1 P2 2 g

7SI )RR B &1

x1

pnagnrT ]

AR EE

kil

7]

o BT A E /DA LT Secure Client
ﬂﬁEZ*:

* Secure Client Premier
* Secure Client Advantage
* {Y PR Secure Client VPN

o JE 7 A BERIRRF T IE A6 20 SRV H R R D)
fiE.

=

HIRAHELM N E B, 1530 (Firepower &
B E R RS Y ¥ Cisco Secure Firewall Threat
Defense )75 Vs 7] SWE 5B 47

A L FEVS 1) VPN 28 S E RO & PR {5 5L
i (Firepower & HU O EFER) ) Cisco
Secure Firewall Threat Defense 7217 ] VPN 3
e

BN 7517 18] R B B AE U] 5 PR 7

ST AAA JIRSS 23 W5 B0 B R AE X I FE B2 N VPN 23 1 HEAT 5 473 50 UF s ASUIN 3 [ L 1) g Pk

7f EUCHC DAP i AAA JETE
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B == ar)

* DAP SZRFIIRAR 22427 )7 3t A1 HostScan S ELARCA . 4.6 {5 Z8E SR T S Bk AS 1) 22
EcC-IRb P

o HAT AL IPvA/IPv6 Hilikfr) DAP 45 fhASIE FH T A< b 5 43 B6AIF o

it & #7517 0] 5k B% (DAP)

Bl BN 7517 i) SR A&

Fri&Z 8l
LENC B AT M SENE 2 B, iEHI B HostScan BAEL . £ DLl & > IR ETE > VPN >
REE Pim X KA HostScan 1.

UK

FIB1 KL% (Devices) > Bh 751/ 8) % & (Dynamic Access Policy) > £1 i@ 17517 18] 5 B& (Create Dynamic
Access Policy).

B2 Jy DAP 5k 15 & &FR (Name) FInJ %135 B (Description).
FIE3 NHEK PP HostScan 4 & (HostScan Package) .
PB4 R TE

T—% it 4
LACE DAP UK, WS 5 BIEs) &) i SR il sk

B EN S B REGIC R
251 ] 580 (DAP) AT BLEL A %/ DAP i, 57 B oo 1L I e 65T LA
5% DAP ity DAP 2905628, BLE BB 76117 28 VPN 6N R0 5 1

UK

P KIRIEFE & (Devices) > #7518 5 & (Dynamic Access Policy).
W2 GuiE AT BhA UG ) SR s AR TR, SRS G
123 J55E DAP il E M &FR (Name).
FIR A4 O DAP KA ER (Priority).
B BAR, RSB .
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m & DAP i AMA 5412 E ]

FIRS EFY DAP L SKILALI EHAT I L FEAEZ
* 484 (Continue) - s LK Uy in) S ms Jg PN T2 i o
 #21F (Terminate) - PR LAZ IS T

* [ 3 (Quarantine) - £ LARE 59144

PE6 L ERHERAERAPER SEAEIFR IR
1 DAP ISR UCHL, DB i R e B R g
ST b R ER M ACL FIEHE, K5 M FRg k£ vs 56513 .
FIE8 P MA—1HE A SecureClient BEXB M RIEHE, K5 TR AR R A e UB TS
FIE9 HTHRTE (Save).

B & DAP B AAA & B E

DAP ] ffit— 2 BRE IR BURYE, IXLEm T B o AAASRBEREYE, AT AAA IS5 BB
T SR L ) AAA FBUE BN 2 U 1 28 i 22 A VPG 5 S HE DAP ISk o BUPMSI Al wT R b A5 6
EFEZ A DAP AL, R HIT R LA DAP SRS M

UK

FE1 KK FIR & (Devices) > B7S 181 % B (Dynamic Access Policy).
IR 2 SR DAP FISEEIEHT) DAP HNE, SRS % RN .
WIR 3 1%+F DAP Wkl BIERd R, AR5 %% DAP d3k.
FIE4 i AAA £ (AAA Criteria).
TS EHBLZEEREE .

* {3 (Any) - VBT =41

© A (Al - ILRCHT A 4P

* J& (None) - AVEECATA 52 5E [ 451

HIR6 LR (Add) LRSI B R VPN &4,

JEBL VPN S0 4R 415 ms (R J@ Mk . 20 IPv4 Hidk . Z)C i IPve Hihl . M s SoiE. 44,
FH 4% 2 FT 5 ) SCEP,

a) EFEEIEIHIRE B
b) iR EMEH (Add another criteria) DL INTE £ 4414
¢) HilifR#F (Save).

Wi % SCEP
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$IBT kP LDAP &1, RADIUS &4k SAML &4 Jti5¢ B 1D 1 1E (
PR 8 riliRTF (Save).

7t DAP L & % in JB [k 5 K

A SR AL S 2 RGN . K 2 A VAL £S5 SN IO AR OGAS B o BB B A £ AE 4518 37 3011 5
A& RS, TP X B MR S S ih B Bt 1 b o B> DAP AL %4 i ik
PRIE M, Xm0 B L, T A REE R L T SR SR R L AR
(K14 1EI) DAP 0%

B2

HIB1 KL% (Devices) > B175 1 8) 5 #& (Dynamic Access Policy) > £1 3 57517 18] 5 B& (Create Dynamic
Access Policy).

HI 2 ZilE DAP &, SRJG % DAP id3%k.
a2 A4 DAP SIS 1 DAP id 5% (SR .

$IE3 il &5 (Endpoint Criteria) JHAC & L F & 444 @ Pk
R 0] LG R BEA 2 i Jg PRI 2 AN S 0 REAS DAP A5 1 28 i Jo 1 5 e A7 PR
* [} DAP %51 Anti-Malware 23 )& 1
* [i] DAP W35 £ £ Sy g 14
* i) DAP VNN 22 4% ) i 2 s Jd vk, 55 8 L
* [1] DAP 31 NAC %3y J& 1
* [i] DAP S0 Ja %
* [} DAP SIS A BT K 56 28 i Jeg Pk
* 7] DAP VNI 2R 40 2 i Jeg
* 1] DAP ¥ e £ v Jeg P
* [ DAP W8 I 2 £ i Jeg
* [i] DAP W81 ST A 25 i Jeg Pk
* [1] DAP S IHE 15 5473 B iE J 7

FE4 HTHRTE (Save).
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) DAP % Anti-Malware 235 E1E [

5] DAP ;7550 Anti-Malware &% 8 14

UK

L1 Yull DAP Ik, ARG IEFLIHEZM (Endpoint Criteria) > BB B M (Anti-Malware).
BIR2 LA IEERE (All) 8RR (Any).
PEI  AAR (Add) USRS E R
PB4 BRI (Installed) DAFR/R G JE AN 2258 ik 2 vty J M S SLB PR 1]
RS G SRR 5 B2 DABEEUT S S SRR
W6 MR PGS R AT R R ) A4
PTG &% AR (Product Description).
LIRS PR RAT W RRA (Version).
IR IR EXEH (Last Update) R4
] DUFR B B 0 A BB IS ) N/ T (<) BOR T () #8350 R %k

FIER10 SLRTE (Save).

[a] DAP iM% & 2 i B 1%

UK

TR GidE DAP ik, RIFILH LinFkH > /&,
IR 2 EFEILECSAEERE (All) SR (Any).
PR3 SR (Add) JFkE = 57~ IS8T, DU AR M A T eSS TR UT R A BAH
o EME-ZINR B A T o A ST A4, A 58 4B E 1844 (FQDN).
* MAC it (MAC Address) - ZEMEA T X 4582 1R 1 MAC ikt HiuhbdA 20 xxxx.xxxx.xxxx #%
30 Horb xR PN HERI AT

* BIOS F%51|5 (BIOS Serial Number) - Ll 5 # (1) BIOS Fral'5{H. e 5 #% X il iy 4

P

f

* i 05 (Port Number) - ¥ £ A5 W 5.

« R ZMEARZA (Secure Desktop Version) - £F 2 iz 47 (K E LIRS I RCAS o
« OPSWAT ki (OPSWAT Version) - OPSWAT % )7 S il A o

* FaFA{RP (Privacy Protection) - o ZEAFiGEH S . A 5Ll .

* TCP/UDP i A5 - ZEAE M AL T (i WrtRA 1) TCP 2 UDP i 1
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P4 SHRTE (Save).

[ DAP ;{0 B & & FPint&in/E %t

UK

P YifE DAP sk, RJGIER BinEkH > REEPin.

IR 2 EHILEAIEERE (All) BUEM (Any).

FE3 IR (Add) kR = 57 BHA, DR AR ES T EmARE.

$IB 4 PR PIRARA (Client Version) f1E& (Platform).

LIS EFFARA (Platform Version), #RJ5H5 e & & 28! (Device Type) i & ME— 1D (Device Unique

ID).
L6 K MAC Bt %) MAC Huhbitd .
R MAC HihE D20 XX-XX-XX-XX-XX-XX #& A, A XAGE S35, Tl

AR NS — 1 MAC ik (Add another MAC Address) DL INEE £ itk

PR HHRTE (Save).

[a] DAP ;7570 NAC &im [ 14
12
FTIE1 Yl DAP ik, RJGEPLIREH (Endpoint Criteria) > NAC.
IR 2 ERILEAIEERE (All) BUEMR (Any).
FIE3 AR (Add) LU I NAC J& 1.
PB4 BISHFRENET = G T # ZoHPREZTH . AR EFMHIKT (Posture Status) HEH 4
NGV FRIC A
PIR5 mitiRTFE (Save).
=) DAP ZRAnL F JE 14
UK

P YifH DAP Ik, RJ5IEFLIREH (Endpoint Criteria) > B2 (Application).
P2 EFEILRCKATERE (All) BUEAAT (Any).
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i DAP EmA AR atisE: [

PE3 Ul Awn DL IS R
TR EFET (=) WAET (F) e RV RIS B RmEEE .
SIS mlifRTF (Save).

[a) DAP AR A B K128 im 8 1

i

B Yl DAP %, R)GEFLIRSEH (Endpoint Criteria) > 4N AB5 A3 (Personal Firewall).

P2 PEILACAERRA (All) BAE (Any).

FE3 0k A LIS AR kB R

PB4 il BRE VIR R0 A RN N5 K e Ja 1k S FL iy B e il C “RaRR” 1 “4AE” Al
FINTHIFBD

SIS P B 2R DG EUE B KRR

PIE6 MFIRPIERERT KRR (Vendor) TR,

FIBT EFEB KBS )= Shii B (Product Description).

P8 EFET (=) BAET () BN, RIGIEREY BRI R

PRI mtRTF (Save).

[a] DAP RANRIER G im B 1%

UK

TR Gt DAP id3%, Rk IRE Y (Endpoint Criteria) > ##{E& 4 (Operating System).
PR 2 IEFEILACAERRE (All) BUEST (Any).

FE3 0k A0 LA I 2 JE 1k

PR EFET (=) AET (#) B85, RFEFIRIERS (Operating System).

PB|S ERET (=) BAET (#) BESF, RIGHEHIERGRA (Version).

FE6 LR TF (Save).

[ DAP iR AR AE 22 i 8 14

UK

W1 G DAP idsk, ARGk iREH (Endpoint Criteria) > ifi#2 (Process).
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PR 2 EPEILECAKAFERE (All) BUEA (Any).
$IE3 AR (Add) LU I8 .

$IB 4 %HRIFTE (Exists) Bl RTF7E (Does not exist).
LIRS 7 E#HIEZFR (ProcessName).

PE6 LR (Save).

[a) DAP iR ANEM R & im R 1
AR LR B OGS T Windows $4E Rt

FHIa Z |l

FERC BT MR L8 v JE PR 0, 4 JERR 22 4 SR E SCELAE Host Scan i R R ER I

i

W1 g DAP idsk, RJGEFLIREH (Endpoint Criteria) > i M3k (Registry).
WIR2 IEFEILECAERTE (All) BUEST (Any).

S 3 SN (Add) DA IR JE M .

HIB 4 YEF IR & B 1R (Entry Path) 145 & 5645

BB S kP & LT (Exists) if /& A 727E (Does not Exist).

PIR6 IR PR EE MR ZEER (Type).

BT EHEET (=) WAET () BHEAT, RIaAENIRIE.

$B8 EFRX S A/NE (Caseinsensitive) LU 7L T I Z B E ML I 1) KNS
$IE9 JHRTE (Save).

[a] DAP AR 2% i [ 1%

UK

PR %i%H DAP Ik, RJ5ikFE£%in %4 (Endpoint Criteria) > 32§ (File).
PR 2 EFEILHRCAKATERE (All) BUEAAT (Any).

FE3 R (Add) DU ScrE @ .

T4 5 XHHBE.

PR L FE 8 AEE DI R AR

PIR6 EF/NT () BURT () JHRE S B X IER (Last Modified) K.
BT ERET (=) ZAET # BEMF, REMARKIER.
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m pAP EmiE B sHwiEEe

FIE8 MiRTE (Save).

[a] DAP R ANIES S 3KIEE %

AT LORHREAMIEFB A HI 2R 51, DUSERC E AR T LLS R AR FTE TS . LUK SRS 7 BONSEA,
AT LLBCE DAP R SR VF B4R 2

i

L1 90’8 DAP sk, R)GiLFEE&um 514 (Endpoint Criteria) > IiE$ (Certificate).
BIR2  EEILEAIEERE (All) SRR (Any).
HIE3 SRR (Add) LU INE JE .
PIRA  EFIET Certl 5L Cert2.
HIBS  EFERFE (Subject) Jf45C M H H .
HIB6 MMM (Issuer) IR EMEHAE .
$BT  EFERAEBRRBIR (Subject Alternate Name) FfHi i i [T & (.«
LIE8  IHEEFHIS (Serial Number).
$IB9 P IEBEEX: L. IHEHLEH
VPN % )7 it R IEUE P AEAH X A5 S
L0 LR E (Save).

B.E DAP BY SRR E

e LUAE ] “wmi2%” (Advanced) YETH KRS B AAA Fls & M X ek o o] e A2 IRk #e 4c1F . 1)
i, RGN BB e E N AAA B XU PR AT R . BT e 5t B AT B L
Rt i, ZmEPER B, I HSA L . AL LW A M AN AN K Rk,
T ZAEIE 10 Lua BRI, HFAEARAELN].

UK
IR FRIR & (Devices) > 175718 5k #& (Dynamic Access Policy).

YnH DAP TN, ARG %4 DAP 0%,
bk o] A4 DAP % FI DAP 0% (SR aad) .

$123 i Advanced HEIR.

HIB 4 EF AND 5% OR 1E A EAE DAP BL'E LAFH I VCEC A .
SIES 7/ ATERBEMEEEA Lua BIZAR FEPSIN Lua B4,
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FIE6 M RTE (Save).

RN 751 B SR g 532 77 18] VPN KEX

PE1
7
$IE3
PR4
$ES

TR

Ehu»ﬂﬁ“ﬂ

AT LI B 2577 1) S (DAP) 585 i) VPN SIS OCHR, LUEAE VPN 215 S 50 Uk APz U ] T
BCBD AV ) S ms JE o 488 0T LAZE BB Al b 5B 28 e FE5 ] VPN,

UK

PR & > w2l

2 i E S AT I H ORI RE T 7] VPN SR 551 1 448

s IRV ) VPN R BB LA B 20 A5 U7 In) SR o
M ENZSITIBISREE Ny AR Pk, it CUBETRYENAS T Bl SRBE LAC & HT 1) 845 Uy ) SR
FiiAE (OK).

X6 niidifRTF (Save) LARAFZFEVT ] VPN 5 .

MIEFEYT ] VPN P 220 65, VPN 2 & e & (K 3) & V5 18] S AC A @ P . VPN AR $iE TR 1K)
BNAS T ) ML B B A U7 ) 5w, 6 VPN S iEHUITIE M 181 .

RESEY[A SEid 3%

LigE RIK B | &K B ¥
Hols B 1D
ZNASTT IR HEws 7.0 e FINT HEIIfE.
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