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BRAE SR BRI . OGS B, TE S, R R BT R S 40
it VR BE T I EHRAE 5B 36 L.
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MRS 5 M B R AT B e S 28 BdE L 4 38 T
o BB ERARAL BV G5 S 1 58 ST EARED, A EE T E . R,
POk, (BT FE s SRR ] WL AT R B 7 TID

« TR, A Mg (O . WA, 7 MK “(Delete) KA o MIBR— UK
B 5 ZIERIR I P AR RS o RERI DU EON St m] RERMIER ;. WREAT S R FIR TR
TR, XU EO GG IR

Cisco Secure Firewall BLih & 455 [5) 2§ .



| EEE

RIERER

FISRHERER

Cisco Secure Firewall B S8t S |

YR IR CRCE I AR R R R TR s 1 B TR B . A7 X
TRV S, TSR A CRC E BB U] SRR IR, 5 8 I,

FEB it AR
AR RN
i VEIA A 2 CsTox BOFmSCH) o
At UM BE S 1A T TR R T
#BR1E AGERC B 0 UL RC e b A 2 S R U B AT IR (ki) .
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 IEFES AT B IEZEALER- BUM R - ) o IEAE SR EARAS o
* BIE BB AE T i o0 AR IR
* BB, BEEBIR-EEGE TR S oSO YRR, B0 B RANZ SRR
* SHIR-BU R RE T ) Ay BB R, IR TR E T EERER A TAXI 8 URL ¥, Jf HAR® 5
B WU PR RE-T i A R AE TR ORI BRI
T RRIDE e T SRR A
g (7)) S B T G R 1 T

mie (0>

R ALY EY /N R

[l Cisco Secure Firewall B 8 5 5158



I Cisco Secure Firewall B & Gt 55 28
wrsitaEs |

IR FAER
KRR “ U U P IR (L LI, BRI B 1 5% 0L R IR 0 SLAR A1

i
#iE 08
HAsHE ] 92 UL I 4 R
LREH A i WUV AE S 0 DB TR
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* SRR RE S A CRIIRIBG R 7R A8 O AT SR

* B, BEBER-EEGET A CoEBERBUR RS, HILE WSS R
SCHRFEUTERL

PR VRIS U R F A IS 2 AR S R
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FEE 1% BB

AR RN FE

Description DL FR 7R B8 0

kiR A TR A IR

S HA MRHEIRT TTL AH, FRon sl 06 H 3R]

B®RIE ¥R a8 B E . BORVEAGE R, SRR R as o nT WS G 9000 S i 3 e 5
A EelE , 2 36 L.
FRARER T LA YR AR AR IR AE W, T DS B ] UM AR /s s Ak A IRIE I B . A R TEIME &,
S U e T 1) 2% BCE P4k, 5 34 Tl

&l FRRBIIR AT E « FIHRVEAEE, TES IR $5 75 2% o n] W8 S0 52 20 5 87 450 sl ok A Ja i
fe g s . 56 38 UL,
FRRFR AT AN ARG A A f i B, 1TSS G ] AN TR Rk ik R . A R TVELIE &,
T2 U RE 0] 2 B R4k R 5 34 L

FERBEN Rl FR 7 g U ] I G RIZ AT o I8 AT SRR aS W I T G d: . AND LRl
AND IZH 74578, OR KA OR B8 A7k H 2 /N TS0 % 1 55 1 LR R
i, Al RBIARPR IR FA, T W G I BB RS . AT E R, iE S
KW B Re T 1 2% DS s n g “ANBHIE” FIE, 2 39 T,

EFEMEEAIMENNR

CAIEER R TR R PTA E NI TSN B TS B TS GRS R, 5 33 L.

FF6 Z A

o JRIRSRELEE PRI TAXIL U , 55 9 5T, M URL SKREUUE , 55 10 vrak AL A e F DU AR
S 11 TR U E AN R AN

i

S EHIER > B,
$IE2 LA MENR.
I3 OHEELHIHI AT WS

« SRR VO BRI AR, W R (RO o AR, 1S kR
(K U RE 2 [ 4% Kodls , 2R 34 UL
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EEESEYES W |

© WS BT, PR BRI B AR

« WEEOE AN SRS, W RTHE RSP IS . g IR AT, IR
AEEN GAEAE v ds . ARTEAE R, S AR SRR, 4 30 7.

SRR A TR EE B
© EGNHHRAE, WS PLEN. SRRa BT GO R PON G A U BE T AR ERAE 5B 36 UL

o TR RN B AR RE, SRR FRnasol ] WS 5 900 B 5 ook AT B fe S
s s, 5 38 L.

s BHSCTWERN RN BH I, HBESCQIENTTL. AXTEHE R, WS RARMNEHE, 58

27 T,

o BERE AT G INE] “CARBHLE” FUFR, U A RINEIRELE TR L. ARG R, 1S
B SCTRE B RE T 1 A PO SO IR INE] “ANBLIE” F13& . 28 39 T,

AYRENRBEER

RCIRYE =50 B S I RTANE RN VG ORIPYIE o UK DI S EYS
R 16:AIYBEMRHERER

FH

152 FA

T BN G F R (2K sHA-256. Domains URL. IPv4 BX IPv6s

&

(ENEEIPIIE ~ 90 R = /TN

BNKT

BRSO BN S HR 7S s IR

1#1F

NG BRCE M. ARWMEE, SR, TRrRas TSR S 900
G ST RE T IR B R L 2R 36 L

TR AT DL ASCYR AR ARIRAE UL, 1Al SR G ] DAUM AR /RS AR B B . A
RVEAE R, TSP BE T 1 & BCE PINZRAK . 58 34 1L,

i

PSRRI RATBCE; TSR FR 7 B SE0 R G5) B 45 B AT B
eI Ay Bodl , 2 38 UL,

farn s i AMACUR AR AR R f i B, 0 PDWEEN T L ACH R /R8s R R A B E . AT
KVEAME R, S RE T 1) A% BB H Ak . 55 34 1T,

B #ET 8]

JEME BE T 11 4 L U R EES B1 1 YA I ] o

oLl

T ALHR R A B TTL H 2 P fE T ) 215 B nDUL S 21 H 30
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FH 15t A

ARINEAPRLE | i dediedtl 2 D EER QAN “RBHIE” HU3; 1S RO A U RS T 2%

JISR (Add to | ar et Sy “ApIE” 513, 5539 7.
Do-Not-Block

List) 4241

WIERME P B E RS E=5 2R

UK

SR EFLUT R A B e T 1 A R
< =X > IR > B
< = > IR > IR
* BB > 1R > IR > RRER
« BB > 1EIR > IR > ATRENR

HE2 il R () IR IR R
BRI %5 PEAS R R B M
IR A RN
SW4 (AT FEEA BT IE, WAk 3EE (), RIFEEHUT LR 2 AL 3,
S5 LI L SRS T S, 1 G
SUB 6 ek R L P 13 D8 SR

SRR ZRM R g AR E I, W AR IR m S A MR (7 O . RS Rz A (Apply) LA
.

BN &S Be (0] 8% B & P RY 28K
1 R e 3 1) 2 BRI TP (R R e B I, R B R R 2R AT VE A IR TR R RIS S
Joi, IXEEF RGO N ACHC Ak KRR Z AR E
FRoRE ARG AKX B Fronas SR — AU
FAREENS 5 NACHE /R B AR IX SE W S . T NG 5 T LT 2 AN SLHR s B
ARV, HSH:
« PARZA LM TID WHE , 5351
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mxsrgmTnigE [

« KTk TID WHE , 55350

YA DR TID g E

IERKEA TGN GA AR ds, WA SR A KPP A R BCE, IR 2 4k iy
BeLs ISR S -

° ??T‘éﬂf Block Hﬁ Monitor ﬁé
e K%7: on b ofs A

51, SourceA R4 Tk IndicatorA FIAHICIK] ObservableA:

wE SourceA IndicatorA ObservableA
1RME R (Block) R (Block) R (Block)
bl el el el

115 SourceB LL)5 Tk IndicatorB, HIAMHE ObservableA, N &R Si<1504 ObservableA, W FHN:

BE SourceB IndicatorB ObservableA

B1E Yipisps Wpas Block (M IndicatorA 4k
Z9)

£t 1t 1t on (M IndicatorB 4k
Zi9)

FESL/RBIH, ObservableA PN — MNP THIRMERE, H—ARYHTHARIE. W
RFYGAE T MEXNGRE, REMERE, NWASGSHIRIER TN IndicatorA i, K &A%
& B %N IndicatorB {H .

S FBEMRE TID B

LR AMKINBE, R TRESILRE; ES RN, R sO] WSO R P04 B e
[ RAE 55 36 TURIZENE . $a7s e o AT LGS G20 0l 1 BOR AT IO E- 3 ) 4% Hudls » 2 38
o BRI E )G, RENSKRETES, HTRIRE %R E.

B, TG E L R AR BCE, 1A BB 1

BE SourceA IndicatorA ObservableA1 ObservableA2
bl el el el el

U7 % IndicatorA HIWCE, NWEIITR:

HE SourceA IndicatorA ObservableA1 ObservableA2
VX K 197 197 ¥
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. R, TSRS A MBI KRR FE B E S mRIRIE

FERXFMESL R, ) SourceA 1% B E T AT AT 5 C#8 AN A 302 B 21 IndicatorA. {HZ, M

IndicatorA %I ObservableA1 Fll Observable A2 kA AELRL:, DAy n] W SE0T G 150 B 2 i A e i b 78
i fH

I LLJE 78 i ObservableAl [F) 13 E

wE SourceA IndicatorA ObservableA1 ObservableA2

Xl KAl T X% T

X} IndicatorA (1) & % e B T AU I TAR 56 C0# AN B H 311 )2 8 31 ObservableAl. {HJ, IXE6 5 pofs gk 458
JZ7& % ObservableA2, K h'e R E 7B GH.

FETT SRS G 0], R8T DL o BEE KR N AR I BEE, RER 2 BB SN 4 A 3)
(USEELIETIPYE ~S0E

iR RS AT B A KRR A dmiE BN & BE S [0) 2R 4R 1E

T

ot

© GRS IR A S 0 P T IR EAZARAT . WURAEVE SO0 G % AT, W2 A JEP A fias ds st
FAZIRAE . WERAESR /R AR SUN AL IRAE W2 0 FL AT Wl 0 5 e B %A

© G T I ERAE S P IR R . WURFESR /R AR SO G A% R, B SRR A iz 804, 0
TEGR AN TR7R A IV RAE 20T, ARG IREIZIR R A IOERAE o WIRAE RSN S 000 9 1% 4%
P8, BJE AR /R AR 0N AR 1%, WIAEG 4 A rDR SO BRINIRAE 20T, R IR D5
G INERAE FERTEEN S0, 1G0T LL AR 2SR nas I BRAE . AT RARRINE 25 5.
TS BUYME RET ) A8 BCE PR L 2R 34 T

T e AR AR A R T AT BRI 3, 5 22 0L
UK
SR ER TR

« &> IR > R

e 24 B B8 5 1) SRS SRR TR BRI TAXTL Y. 015 TAXT Y40 & — M B s R
P&, AT LAZEFR 7 28 ml ] M6 5 g 3 TR AL

« B> IR > R > e RaR

pE JEUM A RE- P ] 2 AN SCRFBILIE SR IR 7R A%, 102 A R e a7 o 1 BELLE SRS RS0t
%

« B > 1BIR > IR > ATUBENR

S1m2 {17 $B1E (Action) FiulZeiktr Wiz () mmitER (@) .

[l Cisco Secure Firewall B 8 5 5158



I Cisco Secure Firewall B & Gt 55 28
sraexn |

PRI (PADUENZ) WREE NSRRI SL AR AR AR VR, 1 R a0 R IR AE (Action) BE 5%
LK) R E (Revert).

(FEEER
* WERAEDNBEGONE 15 KA, RGOS BRAEEAE B T ER _EPT A SO E HE T 1) 25 TSRS 52
XRMAE B BRI # TCR I WA B . SR RS R AR R T REANZ R

CISRAENE AR BT LGN R R A RAEHE DI 6 S R R ) BRIV 5
2 OGS, DA IR

C RS AT TR T IR R AT, W2y BT AT B T A
AR BT B AT, W22y BT WL 5 7 A

C W TIE RA AR RSN S RA BURAEIR AT, R A G
BATHHRFFET PR, LB R A BB 0 SR T LGN R B 0, B
HORBYRAT, WATT IO B I RAGAR BN, BTG R A B
AERT AR R, T L 1 BRI RATRE . HXARITE 05 B W20
W 5 RO P IR 5 34 00

M ARSI R AT R SR BN

KB RAT RGN B 5 TG RS “RBLIE” SRR, ST
0 TGN NS “RILIE” 504 . 5539 T

SRR T L9606 5 4 A P T O S 40 A T L4656 5o
A TR R

*AERGAEIOUE LTI <R . BRSBTS I AT . 5 39 T

o YR TR B IR R ARATEAR G T R 0 B
WA R

£1F BB RE T RE FNTETIER B E sEF @3 40R

AR MWBER P ICR AN, TEERICER AR PT EUE RE T 1 A TSN R, IR A
AT BUYME e 3 17 A D REde A A
LHE SR A ZONZE N TSN G, SRR SR8 s GO0 R G0 245 s A Ui 8 g
e K . 2 38 I

EELL EREdE (DU FEECE R, ERas TSR 5, DURORIEERER) A2 E 0 .
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. ER. BTHRBAABMRRAN TSR ARG HHE S EE iR

UK

TR RS> RE.

FE2 niERE.

T—F Mt 4

IHE RS IR R 20 038 K B A BE T 1) 4% B PR BOW SR G RN, AR DU TS E A -
B b B WSO GORE R I R A B TR TR

TR, FERB[NAIMEN RN L FRET BN E SR B
USSR A, R 1B A A, 0
- SRR
RGBT Bl TTL S5
EFU P AR (BT, 35 sk LA R IR B )

Y

AR BN ABE G FIHERIT B RE T s nDREON R, S BT U BE T R T
TCER NG ER B RE T a4 Bl . 2R 37 T

FiaZ |l
FERHERAT LA, 8 TSRS KA, 20 37 JUh g i e 2R .

UK

SR ERI IR
M > 1ER > IR
* BB > 1R > IR > ERER
* &M > 15k > iR > AT R
2 §F &4 gk (WD TR,

FIEI (A BT %) W N TR R e Ak SL R R AT BEE, 3 sl il BT % (1) % %5 (Publish) ¥ & 5%
W E (Revert).
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xmmsngn sz |

T—5Hita
¢ TS 10 400, DMITCR I B AU S O T K

o (TR FE TSN G 00 BE 2 TID Hodls (A AR s i S P E DS B R ATHR , 5
39 5l

IS B AT I B XS R B & o SR
WAL, RAEREND S 42 TGO R A A8 TID 2%, A IR T4 B 0 3
fisfi.
i

o SVFAETT GO R B A TID SR SAT: W BB $55 9 T LS 5 0 7 s A
BRI B S 5 B L 4 38 T

UK

PR AR > WRERE.
$I22 PR L1EIR (Security Intelligence) > W& 5T FAE (Network Lists and Feeds).
$I®3 £ Cisco-TID-Feed #: 11551411 4t (4 .
PB4 NEFINE Ty R h ke
o EPEEE R I K nD SN SR R AT BT E
o R A FEA AR P e ] LT G R AT I (] B

PS5 HHRTE (Save).

AT B E S mEE AIUEXRIFE “HREL” 5I5%

DR B G R BT AR R A P RS DO R AT IR E N #R4E LRI, i AN AT I sl
1) LR SR RIS GO “ANBHLIE” B

FER R SR N A, UM RE P [ 4% AE VP AL PRI 2 2 “ANBILIE” ZR R AT B, BTS20t
ZdE7R s P I AR T GO RAAT VP, B, WORAR RS AR TSN B 1 AT R 5 2,

Hild AND B SRR, JF HAECK T SN R 1 I “ANBIE” BUF, ) BB e I A £EE 2
LSRG 2 IR A e A SR i

M2 N, FER—AN ARG, R PSR R 1 iRAT, AR A “ANBHLLE”

S, W BUPE RE T 1) Ay AEFE B TILGERN B 2 K AL G 7 SEBL A S
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B s s ms mumEst R mE REL 5%

\)

AR S BRI E] CANBHLE” FE, MG AR T HRAE W, BRI R P
BCE LR EIE A R H R

PP A W E P& IR G RIG “ AL PR B E .

1% B E RE SRR AT BEM KRB RS

A RAMEHIALIEZ IR PG R, WS B0 TR U RE 2 [ 4% DS I 2] “ ABLIE” 5114
, 539 L,

Je

B «yimE RBLIESI%” (Add to Do Not Block List) 3 (I9) AT LG Web £ Lty 2 A r . 165
T DU s AL T BSOSO BT AL R B 1 RBHLIE” 9%
uLES

S e B> 15R > B > TNENS.
S 2 ST AR TSI S
H|3 Lg% M (B R 1513 (Add to Do-Not-Block List)) .

T—5H#tta
i) SURETRI AL SRR TNERT S, T A b LR T

BE STIXEX 4
iz
S A ER > 5 > IR AR
SW2 SRR L.

T3 LT E STIX,
SIB A AE ORGSR AT .
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sameesngitmusg

Xt BB BE5 [m] 2R B I T AU PR HERR
DUR BT/ 200 UL S BE 3 % T AT RE ARt R 7 SRR AR T 5

RENE EE R HRESE R EIR

WIS ARG LR FAL P SO, R AP SO i Eies S 18R > IR U bR B A 2 AR T
fic.

TAXII = URL R EFT <4 IR

G 9 TAXTI 8 URL 35 508 A8 G 0IR & 58, TR B 8 IR 45 28AE 12 75 Cod 3. e 1 2k 39,
TN B 1 AR 55 25 UE B S BRI AR Z S iE .,  DAE i & e T 28 vl DU T uE . A OGR4
{5 5, SN B R S 2% JERCE TLS/SSL Bl , #5 12 i,

“PHIE” #RMEFR R TIEREEUE, RE “HiE” Al

1nT LUK 2R 7w s R S 0 S A

BN E S EE RUEIRE “TER”

KUWECFEIR . FBRES. AIME AT RAEH I,

WIRAERAS BUP R e 1 25 R Th A B B
o RO BRI R R IT B R E AT DA R MR (R s 1 2 0 I B A rh ) g R
Ty B, B 34 0L
© ARG AT IERIRCE T HI; 12 RS IR, 5 8 1.

o U 7 AU I 42 S SR s RA X SRS PG D S UMD BB 3 T %5 T 2 G A s LASZ R B
A RE SR A, B8 7 0L N, WA SHA-256 il 8 Gl A O SR &5 R, T I IE
ARE U PR S A AN RS E IR & B o PR L SR SO S (1 D7 1)

FERIR o
o BURRE T O BUPMEE T [ 2 SCRF A U7 1) P SR AT OGS F8 38 I (MG 38 IS I & i
BN

 BARERATAENREON S 5 UM e T [ o B AcAins WS B8 15 B BE T R4 JF MOt R
TG ER B RE T I g A . 5 37 UL,

RREAEZHEET ISR T
A RNEREE M I PEANE ., 1 S BB S IR T A PR e, 55 3 0L,
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B ssmeesasTams

Cisco Secure Firewall Management Center3R 41 B~ 2 7~ BN E #5025 £iRF

DR SN R R AT BN 0 ER, AHBRAT B e T n) 2% 2008 oR e . 2 afhe. S0k
MR R, AR A BN O R U AR RSO S . A OSTEAIE R, TS PR
W& LSRR B R R A%, 28 7 0L

B S S mE HFESH—IIEINTEZTEER

TR B e ) A B T BUE I — AN AR AR T, T RS U e T 2 AN
THRAAEAE R e R EREE . ARTEAE R, IS B fe T M JEMOTEPIE R B

BaeTm s Bl 937 L.

AFEEWITEERHFZEXMAZ TID R

KRBT RER . ARTEME R, 16 PR e T ) 25 -5 B O AR SE S, 56 23 L.

RFEENMITR L EAEDk DNS SERSIR(E, MA2 TID 121E
KRR RER . A IRTEANE R, TS R AE T A B O BREIR RS, 5P 23 T,

TID #HZEF
o MBERININNAT . BUIME RS M 28 R AEAE NAE 2/ 15 GB s LA .

* J} Cisco Secure Firewall Management Center)i} /] REST API Vi) . 4 <TEAN{E A, 1S (Cisco
Secure Firewall Management Center % FE45Fg) )5 F REST APl 5 1] .

REAEN B E RESE 3 FMENITIETEIN B E RS @25 1RME

© BB TP A B OO B R RE R ) 4 IR R TG E . S AaE TR (ERE)
) P E T ) 5 RS S 35 26 DTN S EE SRS DA SO BB RE T ) #8557 DL

* B CRAT BT R B DR 5-10 20BN IR], A R R A BRI, T RE S AN )
c A TDWEN RNIRIEBE . S AR MNE WSS, 5 32 1,

ARG R G IAT K] IR RE T [0 4% BRAFI AR 3R B3R, TE 2 BT AT R A 1 A 3%
. 22T,

c JLE REWRE) R RN ENINAT Mg . WSO T R kAT, 537 L.
B — X ERMESERE NEY

R IPANMR RS AR AE 2N, T RE B AL
ARVEMER, SR EL RS, 912 7.
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REFEIER

wreiezaneesnz ]

M r o4k E o4
B A 10 REN & GEF D) 85
Ihie =K B2 |RK B |1EE
Al R
WEFEZAS STIX Py | 7.1 A= W STIX YA S AHF 7R 4%, W2 A RN EI R — AR A, X
ke Al Ress PECY A FRRds A G LA, R EJE N EIEA &=
R
BRAEDL AR AL 6.5 fEE WA 210 Firepower Y HE n] G H THF & nf SN 5, X LA ih
H.
TID BH /B 42 v S0 SR A AR S AT e T2 A ) BELLE /e 4
EEEW RENSBRUT PSR B R . R L AT
BeBH I, JF B2 A 2l . X Hask ik
H A E SO I E . T REIE S F BIERL T 2
TID A}
o QURMECE T FHIETID APSON G4, MR f Al b 5B B
AP 1 B E VLR -
o G AT NS TID BH kA /4.
* RGBS TID HifF, Hh S b iR A
o QPSR ARG E A% TID rIRSEN S 8l  RITUR & 22 i i i a
DG C 2 b
 ERFP IR IR TID #5851 — PR
* RGN AERC A TID 4, b SR 54t
CLHE, & FIRRERMEOLE, Rk /a5 280, HAR4ER TID &
o
Cisco Secure Firewall g | 6.2.2 A=Y SINHIYIRE: R XDI6Ee, 0T DUk B AR I b s ke O i
Jolp R i 5 ) 4 AL BRI o
Brbts: AE 2N IEIRAH T B
SCFFIFG:  Cisco Secure Firewall Management Center
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