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fRJ3 E (TCP/UDP). 3 (IP) 8% 4L (TCP/UDP/IP/ICMP) $ 15 7 44 4575 14 52 PR ISF 1) 1) B P 1 i
i CLARP ) o BRAb, 28 T 2R A s .
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* [8F% (TCP/UDP/IP/ICMP) - 60 )
 TCP/UDP portscan if [#1-120.
* TCP/UDP i HiE43 EH1EE-180.
* 1P i I E-30.
* 1P 33 E M EL-25.
* ICMP E#H#E EHEL-50.
o H- RG0S TN A S /D0 ER LB A58 . HJE, AR IRERI AL () o 2% 4

BAsRACED) WAL BRI . ISR AN B RIS P2 . KRB ABUREE 2031
W MREF I A

* [8)F% (TCP/UDP/IP/ICMP) - 90 5,
« TCP/UDP portscan i [ %4-90.
* TCP/UDP i HiE43 EHEE-150.
* IP I E-15.
* IP i F 4 EHEL-20.
* ICMP M EHNE-30.
o B MO o sty ARG FE S A (RS TR B 10, 9k 1/ AR AR A B A

P, RIS S AN M s A 1, i W REE B, IR T REE BRI T
Wi . i Jrim, BGON T RES UK R Z B LR, JF TS B R IR R

« [8F% (TCP/UDP/IP/ICMP) - 600 ¥ (10 23%h)
» TCP/UDP portscan i 0 %7-60.
* TCP/UDP i HiBEH3 EHEE-100.
* 1P I E-10.
* IP i F A EHEL-10.
* ICMP E#113# E M #-20.
* BEX- WRERCE 5 HEATE CRBUEE GO A R FTRE, 58 248 F R e AL 1S

H, GOl Ashis] “ Qa7 o WIRERBEI, TLIE RS Pk s LRI g, 2R
Jr MR 38 e G R AT
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WUR RN A7 AR SO VEANBEL I iR, DR Pt/ RTEL L R ) F 22 S o b S A 2 iy 1 L e
FEALBILIE R RO R, AN AR A

X A ANTE F T IR C B 032 ) UDP/ICMP #E4% .

W, EARARBERIN, o O 120 BRI, TR B0R0E R 120 1Y 10%, B 12. BLF
JEAEICE N RG] A H i 1 R A ) s

« Wb RO S H AR 131 AN &R, B e sl kol m D vk 8=131, KT BIfE,
HHTHRA R EMIN,  BIAS Sl A b 45 R

© BEEFE SO S F AR 131 AN FERE,  HARE @A 121 KO, fERiA 10 K. i -4
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FEFRPTAS AT e B A0, JATT o 2 BT AR $A -
1 JFaRAeA A A o 4140
2. WA 1 A A
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B ARSI B K AN b 2 SR

BESXiF
BB 1247 A 7.2+ Rl Snort 3.
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B, ATLGHIE NAP S B i R R, BUMMSINZh R85 NAP S b ¥ 1 314 20
REAN] o W RATAE Snort 3/RRAS 7.2+ Bt 73 BC 2 U 1) 12 T SRS, AN Re i A 0 15 8 2% 31
IXIEANEZ SRR B4 o

WRAEIEAT 7.1 BB RS 13 2% 1 1 NAP SERg FHC & o D 3, WEFHR] 7.2 1, ZEE
ANEEAON BRI EhRE . AT SN0 E BRI . EAR NAP FE BRI portscan 2 T AH
L, AHEAIARE % —ChL .

D SR ICE BRI, U NAP S0 KT S 30 B AR s, I ELAS S A8 SRR UM
e BT .

XFFIRAS 7.2+ B2 4%, URZEZNE Snort 3 1) NAP i [ T 66 . B g IHHG, 25008 FH b
BB E

AT FRREB R, ST AR RIS B M . AU, WML LA R34
S, LB IR, LA R

et AEMANSEIEY R B REA TR A, Rt U, R S B ARSI B FERLoKk B AL
O A ARSI BN, A DG EA SRR R F .

X T IR G BRGS0 %45 (ECMIP) it DX — 3 R 11, A DX 58 A AN Bl 477 o
5 DB B A 4 1 B A AL LRSS B [RIRE, BN UB L BB A BRI, SAEARRY
DB B AT 4% 1 BB L

SR IBUMST I Dy REAE B A S AR R E L Snort D S R AR PR i R RAEAR ], (HEEE R
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Uit ARG EC B AN S FF FQDN, Gl AT #EMS . any. any-ipv4 Fl any-ipv6 WMZEXT 5. IXEEXT R AL R
M3 (Monitor). ZREFIFETEF (Ignore Scanner). Z.R& B #x (Ignore Target) fHEF% (Exclude)
BT

UK

S AV RIS GRS T, NEBIRRRIT RRINES THfikh A SPRE. Ra, sl B
W5l 4w ()
B2 {E BN &I, R um DR
« BER- S I RO BRI T DUA T RE BIEOA DI BRI ERE -

o AE- AT S ARG, (EAAE E L B R e AR . TS 20 RNBE I M AT R AR AT
BRI SR, LR BRI v A DA i 22 R iR o

* B AT SR DN O T2 B B SR AR, BEAERAT S R 3L

SR ACE MEIREF L.

ViR P IE TR € BT RO R4 AR AR, DA R 1 I DA 52 M4 P 4% IR R A AT 41 R 1 B
HAR TN BRNTEOL T, RGP M4 ERVrrEs:.

o FUEARI- EFORE IR LS EBER A T, B ETA WiE. BN RIF.

o BEFE- ML E ORI I L M BEH FE S AR I U E0 B o BRI AT AT 45 . TPv4 54
IPv6, A FH I TG AT R A AN 32 A5 AR R 2% 4 4 o

o PBEIAAZ FF- S ML A 25 ROV T AP SO MR PR SE LB R 2% (R I 20 B o 9, 2 R
BCE T A ORI ECRINAR 2, WA DU G fl AR bk, DUBE G AN s Bl AR o 3520
B2 IR I 28 AN IRk, DR DAk e btk O b 206

* W BER- T SONAE A H bR 200 1 ELE s 2 CRL 4 B 2 338D IR 4 .

TR sl BB ENUR, R R IGO0 .
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WEBE IS, AT ULAE N ER TR B BIAHE{E: TCP. UDP. IPHIICMP. 1158 ST ikl
AR SRR R AL 4, REVERSAENCE “BEX .

AERFA I, S
TRV 2 S LR OGRS L CBLBSR SRR . i, S 90 B
AT 60 {115 TCP 5 CTHISH T8 TRV 75 % 42 90 B3 1ML R0 60 AT, A2
VLA L SRR R RO . GRS ETIRONHD B, R4A 20k
R
TSR 30-600 B2 IAOTEFR . I IBGRR, HLE RB0 EE F  REEAbR K
* 38 1348 (TCP/UDP) - o H R 75 M 0/ S LIS 0, 558822 6 P 5 T 035 1 5,
AW L VIR 1-256.
1A (TCP/UDP) - 3 ATt 2 AL 0 LI, D B A 2 205
F Ui S LU R DGR ARVFIGER Y 1-256.
- PSR (IP) - KGR TS UE R A UL DT, JFRRSCE R AU P, A e
L SV 1255
- PSR (IP) -G AE TSI A UL DT, SRS AEIR P 2 A 28 DS i 2 0
BUA BT B R Ao VPRI 1-256.

* EHIER ICMP) - I FRTEN 2 A AL ICMP EHLEH, IR (L] b A 26 20446 1 3
LG A RER T ENUHHEGE . SRVRIRTE R 1-256,
SRS WORGESE TP, Ry BRIk e B

FEWIBEATT, SAERCE I FF S (0] A A SRR BRI D T I i 2. 5 a s
R AT 24, B IR G IRUR AR
* HERR- A AR 00 2 (10 5 PRl N 6 8 5 SR 1 B BELLE PP HFER (K LR 2 g R 20 . B il i
TR R TR S8, Rat AL b e,

o FHLERTIE)- M FLLE F B R R A LR A AOBAT A I R i CRARR Ry )
BRI g an, NS BaERR, FEH T LGB % & RIE R R . RVFRIVEEA 600-2592000
oo ERIMEH 3600 75 (1 /NP

W FLEFZHOHEBHIE N, EE I SSHIERL I IE LB k5, F#48TH clear threat-detection
portscan attacker 4.
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ID 4 1 227 MARFAF AT IXEedify, e Eh < Bbin (port_scan) F4F it . F AR HEEH
FOAF IR DA R A fioh AR R S AT S ) B 0 3
B G AR, HE R 9 > NMR > B4
TCIB AR HE RS B NAP BCE W17, Portscan #i4s & HXLe =i AU RRE P B £ 8 i h R
5 PR ST 1) [V 88 PR Ay 44 A 20 P s 0 T T 8 s /A LR, A R . — HaA 3|
B, R A VLR AR S e RS BCE I TR RS N A AN A W A — LA R [R) R
W R ST s 4, ANHRES AT A
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TCP HH W 73 An N4 122:1 (port_scan) TCP i 134
TCP i FEH 122:3 (port_scan) TCP ¥ 15+

IP R K A 2 U 122:9 (port_scan)IP ¥ SCA

IP P+ 122:11 (port_scan) IP P F14
UDP . K 204 X6 122:17 (port_scan) UDP ¥t 144
UDP iy FE 122:19 (port_scan) UDP ¥ 75+
ICMP #14 122:25 (port_scan) ICMP 14

R A e s O34
LA I A, T ke CLLJFEHI LR dr 4.
* show threat-detection portscan [attacker | target | shun]
BoRFARACH) TP sidik . ST (BRI MR LR Rl 3 B 41 H AR AL
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* show threat-detection portscan statistics [host [ipv4_address | ipv6_address] ] [protocol
{tcp | udp | ip | icmp} ]

R0 A R G RGeS B . BT DR E BL. P BNV, DRt aE
P s &
* clear threat-detection portscan [attacker | target | shun] [ipv4_addressmask |
ipv6_address/prefix ]
FANHOGH LAY (BahE) s U E bR AT SE a4, LSRRI Sk #
H bR B8 1R AL
* clear threat-detection portscan statistics [host [ipv4_address | ipv6 address]] [protocol
{tcp | udp | ip | icmp} 1

T B B AR SR O GETHE B, DUE RS AT LUSE 3G 2 1 A Tl 0 e W R A S AR . B
AN SHH) a2 UG BRI gevHE B 8, $8E AL, Ohi e =AU S, LUK B B BRI,

FaE I H .

BGHFELE E#
U SRAE R AR A AT, I HRGERH L T A TE A R B B ML, T DUAE RESE I R] £
WS B ABOHBLE L T TFE B L ENL.

SLTE OB TR, G B AU % CLI, #RJE%mA clear threat-detection portscan

attacks iy % .

.

> clear threat-detection portscan attacker 10.2.0.100 255.255.255.255
1 tracker object deleted and 1 shun entry removed
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BSR4 clear threat-detection portscan.  show threat-detection
portscan.
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