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| mnissems
maEnxnasz [

P2 N FHAIRF, EEPTRR IR R 2
$123 EERIRMERE M (Virtual Router Properties) I, #5n] LUE it i
PS4 TN, TEERTREOMNE FIERE D, AR5 N
WAL LA
o AT AEEOHE MV HAT A2 BRI 10 . e Dlgmta b L R frdE O iRt 2 0k, i5iedE
PRAATE R, DM E AR

o AA IR Ay nTH TS, BT AR O HEAUA R 2 B AT A T0Ad P e SCIR) R RO E 2 1
O, RIS BRI e fic i 0. FERO. RO, B4, VTI F1 EtherChannels,
EARBEA TR RO . g D vkar 4, B IEiRE RS b .

IR IZ T 11 0l 2h 4 ey KB T FH 4

PR LRAFIE, HRTF.
HIR6 TR IULG AR IO E B RN, S A FAO AR, TR A 0 T

o OSPF - JT] P 52 X UL B% th 284N 32 8F OSPFv2. OSPFV2 [H A Hidth i B 5 A e 40l % th 28 18
F—FEE ], RSO VAR B E AR S 1 Rt S 0 1 S m] DLk 4 R R FL ey
#% 7€ X OSPFv3 1 OSPFv2 i HH 3l . 47 ¢ OSPF & & 115 5, 15Z [ OSPF.

* RIP - REE A4 Rl 28 id & RIP Mt okHg . H ok RIP WHE HIME B, 1EZHRIP.
* BGP - WL Won S AE IR B (Settings) WL & 1) BGP J H ik & -

© BT B A IDWESL, IS DU BT BRSO DU U BT S R
KA AR E (Settings) UL E SCIVIES H14% ID B .

 BICE A BGP IPv4 5 IPv6 W &, WAEEMIZE (General Settings) K BGP L
JiiFd BGP & 17 .

o xRy AR AT P S SCI R AU Hh 25 28 S RF TPv4 AT IPv6 HLhik R 511K BGP FL & .

bl

LML E BGP BB ME R, 1EZHUBGP.

* BHTSERH - ﬁimﬁt&%‘ﬂ%ﬁé}(ﬂﬂ S H AR PSS SRR A B . Rd ] DU T B B R G e i
UL rh o ) A Al it o SR AR P 2 Sl Jd R UM 6 v 8 PO 1 80 S o e 2 o A it
. FMC B4R Brgt, DR e@ 15— AL i as IF ol BT it . Db Ak it
TR, EAESRE T B OC.

FRAS IS B AR AE B M E L ES H 25 5t 41 Bos 08 OV 1% )l s (P R 400 R 2% o WA 2 A2
W, WHZA 7R N/A

TCIR AR TR REAUARR 4%, A2 S Nullo #5211 BLK S i s i b oI £ ] — RSO0
LiE AN

IRERS I M BENER, WS RS MBOAEE .
* GBIE - HAE o AR R UL oh AR E B ALRR R Sems . A ORI EE R, IS 4.

| bt |


management-center-device-config-74_chapter26.pdf#nameddest=unique_1039
management-center-device-config-74_chapter29.pdf#nameddest=unique_1040
management-center-device-config-74_chapter28.pdf#nameddest=unique_1041
management-center-device-config-74_chapter22.pdf#nameddest=unique_983
management-center-device-config-74_chapter30.pdf#nameddest=unique_1042

Engns |
| R

TR LRAARE, HRTF.

T—5#tta
- AR h 3.
o IR A 1152

1 8RR 0L FH 2%

TAT UG U RE AL 35 PO U0 B R G A 5 o SRS

UK

P RUIERE R > REEE, I HYwE Bl sk
P2 LULEKA.
PR3 nihEEEMIEHEE (Manage Virtual Routers).

FITAT REAUA R ph 45 DA S 20 BC ) 8 Sl s /6 R UL ER BB 2§ (Virtual Routers) LT
S A CEUUR R, 1 IR A RS A dREE ()

R TOEAE A R A A A RO B . DRI, ASBEXT 4SS i e b T w4t 41
(©) KEFKRE.

PERS LA, I A dHRTF (Save).

T—9#Mita
o MR R SOLR F 25 o

P 5k 2 oL ER 2%

FHIa Z Al
o ANBEMNER 4R RE AU S h e o PRI, BRI IIUAN ) ] T4 ) B UL e s
o ST LA IR MR 2 A R SUL S R s o
* B B3R P K2 0385 £ 25 1) BT AT B et SRONGS L A3 5
* WM P R 0L o 2 1) BT AT 4 1 A2 3 2 4 Je) R UL e 2%

W EngmE



| mnissems
wrgnxns

© WURE MBS A AFEAT AT BRG] (IS 1P B phoss) , WA LR U 58 J5 A Remh bR %
H1 %%

UK

W RIERE R > BB, JFHauwiE gt sk
T2 LGLEKA.
FR3 AL EEENEEE (Manage Virtual Routers).

FITAT RE LI Fh s A A LS 12 1 #1 S2 n 7R R #LB% FR 28 (Virtual Routers) TUTHI H .
S 4 FNR R S, T AT R A S R (W) .

SRS LR A g, TR CTRL B, ml SO ER i R ol s B nials, AR5 sialimiBk.
FER6 ERAEN, I A RTE

R E E LS B 2%
TR AL AR AT A AR B, T S ok B CLI R LA M 4.
* show vrf: S7R RESULEK 2 B HORIBHE: R TR E B
« show route vrf <vrf_name>: Z7< ME 401 1t 2% 1 1% 3RS 5o
* show run router bgp all: &7~ EALES H 25 1¢) BGP #% tHiE 415 S .
* show run router bgp vrf <vrf_name>: %75z UL 45 1) BGP % fi 4115 B
« show crypto ipsec sa/show crypto ikev2 sa: {7 b 1 A I R 0L rh 28 10 PRGNS S o
o ROn] ARl p Bl O AR AR b ARl (A > sk 28 VPND .

1 BREIRTS HPErh, A BB e b b, Ml m ©, BUF ik SR GIREREE LA S B
B VPN [ I AT e o

FE $A % B 2% BY BC & 7 151

Gn{e]iE s FE LB R 2R B N B A2 AR 55 28
CEREARAEH e, T DLOIAR A 0B H b R B e, TSI 5 5.
SRS, ST A 5 S L LB o O . BRI DE T RS
25 B LA AR S50 DT T

| bt |



Engns |
B voEsenmmssmazenss

Bltun, ABBE— SR 2N A RS R AR L T A S I R I A AT A R AERE R
IS, B HAS CREEMTD SRR AHEE 2 Bk RS 8 2 ()M B o 2 Pl it
T RS 0 22 Bk e R SE R, ESEIRRE R, TR T Ik ey (U PREE -
ZlAE PR BRI A (HAD TR O SR, U HRMSAHE 2Bk, BIETREN ‘&
FE” Lt A e AR H AR S (B 10.50.0.0/24) [FIEEHH o

1: XA A EEBUER A 27 - TP

Internet

1

Threat
Defense

10.30.0.0/24

Al

Virtual Router Virtual Router
Sales Warehouse
Gio/1 Gio/2

2

2
-1 e (10.20.0.0/30 10.40.0.0/30 A
Sales Warehouse
_Router 1 _Router 2
9 10.10.0.0/24 10.50.0.0/24
Sales Warehouse

FHIa Z Al

R BB IS L & Sales Routerl, MRS A 10.20.0.1/30 42 11#% H #1] 10.50.0.5/24

i

SR FCE T “BYEET BRI 2 W & 1 R T (Gio/1):
a) WGk E > IREEE > #END.
b) ZwiE Gio/1 $£11:

© BER - AHIP “VR-Sales” o
o R R SAHE .
* FEIPVAH, T IP B, TEERHERRRS P
* IP Hidk - i\ 10.30.0.1/24.
o) RdEE.
d) riilifR7F (Save).

PIB2 AU BB B BRUES H2% 0BEA N E 1 (Gio/2):
a) WUGE#FIEE > REEE > #E0.
b) ik Gi0/2 1

W EngmE
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smsEnsnssnmnenss |

o ZFR - Ak “VR-Warehouse”
s BRI,
* L IPVA T, XF 1P 2B, IR ERERS IP.

o P HuhE - LA X RGEA VAT AR R 1P Hbihik (10.30.0.1/24) FLE#H L, A

AR P € SCH AL 25 o

o) MiiEE.

d) sk (Save).

Gl T R B LK th AT E AR 1

a) RUIESE & > R EEIE, H HYils Wit 3%
b) KIKIEPEERE > BIREBEHEE.

c) AUIRANEPIER BRSSO BT BRI .

d) AUHRMEPIEEBRSEIFAIE O BRI R

e) ML s FRAIR R S . RIGEEBEREFEIET, N “VR-Sales” 1 IEE

EOIF AT

) MRERLE & PRSI T, RISEEMERERRE T, W “ VR-Warehouse” 1

IR EZE O IR
HFi A “VR-Warehouse” #2111l &
a) KREFIFE > IREEE > EQ.

b) EI%) “VR-Warechouse” #2111 fithiéwmig. K5 IP Hullb$5 2 4 10.30.0.1/24. IUAE, T4 15 540 Bd
ZE PSSR MDA A, DRI R GE SR “VR-Sales™ (1) [R]— IP ik dFAT A &

c) MiiHARE.
d) riilifRE (Save).

HABENRSS %% (10.50.0.0/24) FIG M 58 (10.40.0.2/30) A1 9 45 0] % -
a) MKIEHEITR > WM REE.
b) MKUIEPERINMLE > RINAT &

* ZFR - A A “Warehouse-Server” .
« W - i M IFRIA 10.50.0.0/24.
o) milifR7E (Save).
d) RIEFERIMFLE > RINFT R
« ZFR - ABIHH “Warehouse-Gateway” o
© W% - gy “EHL” JFHIA 10.40.0.2.

e) miliftR7E (Save).

5 XM “VR-Warehouse” 4 111f) “HYE5 7 mE4LS 28 Hh i i ch it -

a) MKUCESE & > REEE, JFHIHE BB B

bt |
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b) EFFERH.
©) M RHFIRFER “HE” BT, N5 ERSIEE.
d) sUlRNBEE. ERMBSHEBEE T, L FA%R:

« 0 - kP “VR-Warehouse”
o L& - £ FE Warehouse-Server Hf % .

Add Static Route Configuration

Type:
Interface®

VR-Warehouse v

Available Network C
Q_ Search

.an','—:pvzt

| IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway™

Metric:

Tunneled: [_| (Used on v for default Rout

Route Tracking:

e) MiiHE.
) AR TE (Save).

TR AL O B R, € SR B A 2 PO
a) MW TRHAIRT RS O B hE, N5 R ERSIEE .
b) RINRMMERE. ERMERSEBEEET, HElTAA:

W EngmE

s O - %F “VR-Warehouse”
o M4& - P Warehouse-Server X% .
* [ -1k $¢ Warehouse-Gateway X % o

Kt e 21 55— A AU R AR, 20 FE R OG .

Selected Network

Warehouse-Server

o)

Engns |



| mnissems

Add Static Route Configuration

Type: @ IPvd () IPVE
Interface®

| VR-Warehouse v |

Available Network C' -+
|q Search

any-ipv4
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

Selected Network

mim@i e msnnanenss |

Warehouse-Server

L1}

Ensure that egress virtualrouter has route to that destination

Gateway
| Warehouse-Gateway A4 | }
Metric:
K |
Tunneled: |:| (Used only for default Route)
Route Tracking:

v |

c) MiiHAE.
d) riilifR7E (Save).

YR8 L E SVFUS A5 & 0 il R o S fr) P2 R

vird
, &

ity AN X, IR R>

FMREE > EFEO. KKIEFRIN > R£XIEJF N “VR-Sales” Fl “VR-Warchouse” f/)## 24X 1
%f F-Warehouse-Server M 28 % %, il Warehouse-Server 2 140 (K KiEFRFHn > 3 E0O4R)

PIR 9 KIKIEFESRRE > 7 BT T RCE V7 MR, DU VFRE 89457 REAtls b & b il 1 21

] H ] Warehouse-Server W Z5%f %11 “ G147 L s HE: 0.
Blhn, S “HE” BRI RSP O T BB e XK, 1 PR RS s

(R DAL T “ X 2 A DCarh, UG )42 LR G i«

SalesWarehouse

Enter Description

Rules Security Intelligence
—

HTTP Responses Logging

Advanced Settings

‘ Analyze Hit Counts

Inheritance Settings | Polic

Filter by Device

‘ ¥ Search Rules

Source Source
ko Zones et Ton Networks

¥ Mandatory - SalesWarehouse (1-1)

1 Warehouse-Rule Sales-Zone  Warehouse-Zone Any

Dest
Networks

10.50.0.5

VLAN
Tags Users Applicat...
Any Any Any

Source
Ports

Prefilter Policy: Default Prefilter Policy SSL Policy: None Ide
X | [[] ShowRule Conflicts @ ~+ Add Categ
Dest Source
Ports URLS saT Dest SGT Action & @ B
Any Any Any Any © Allow &

gEnmE I



v |
B vertessswu=anERREERR

AR 61 = B ik == 8] B9 B EX ) 377 5] A PR

5 FH B FOLR FH AR INF, AR DA B B AR SOl 2 TR i 2 AN VB E AR R M g ko (RO, T
T4 RO R AU H 2 R 4 R TP hEARIR], DR HAR A SR K NAT/PAT Jth Sy 454482 11w
NAT/PAT #L), AR R IR [P B0k IE A 00 H i3, Heos @424t T 48 3 535S ok 2 0] i e R 400
% 28 A1 NAT/PAT #1U) (KIFEF

Bilhn, S 4z 0 vrl-inside A1 vr2-inside 4 5 SR ] TP Hihik 192.168.1.1/24, MK £ iy
FOEAEILAE 192.168.1.0/24 W45 11 53 B b o B SO VFI i P9 AN FH A 7] Rtk 2 ) 1 52 400 5% b 48 U 1) L
IBERY, A8 TF 20K NAT M43 0 N TR e F st ds v 04 O, B 0 FH SR MUY NAT 55 PAT ith.
Al LUME ] PAT K5 VR A k44404 10.100.10.1, J66F VR2 bk #44 4 10.100.10.2. F
BIE7R T v i, i ) ELIER (1) SN 102 4 ey B p s (1) — 330093 o S5 20047 Y A iff 2B 36 P i
1 (vrl-inside Fl vr2-inside) K32 L NAT/PAT FEI) - fF ] “ATAn]” A R iid 0B RS 07R0NE
R, X R AN AR 82 1 AT REAELEAH R (1) TP Hbtik.

[ — PAT to 10.100.10.1
- = ey 172.16.1.0/24 -
192.168.1.0/24 7| VR1 | b —= 1
192.168.1.0/24 i
-1k F1p PATt10.100.102 T
Inside Networks ]E IPv4 Public
o Internet

\}

AR RAE G AN S s () A AL ph A P ) SRR 1, Y 1 SUNAT R, DU
PR HEER IR, T O/ SRR AR DX 20 2R 1955 IR 052 (¥ 45 R AL £ s ] (R A

i

$IE1 4 VRI BB W& ERE O
a) WIEFIRE > REEE > &0,
b) MRS EAECY VR 4L
« ZFR (Name) - 7L/~ ok vrl-inside.
« B RS
* EIPVAH, XFIP 2B, HIER{ERERS IP,
* |P ik (1P Address) - fii A\ 192.168.1.1/24.

c) MiifARE.
d) HHRTFE (Save).

W EngmE |
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mmtassswu=ananRsanE |

$IR2 4 VR2 it B BN
a) WIEFIRE > REEE > #O.
b) B E LY VR2 [
* ZFR (Name) - ZELL 7R 6] 4 2 vi2-inside.
o kR R R IEE
* TEIPVA Y, X IP 2B, HIER{ERERS IP,
« |P bk - R A R REA RVFEAT AR IP bk ie B4 O, U ARG e
IR RO 2
c) MtiHARE.
d) MiifR7F (Save).
W3 FCE VR FIRSNEEE I ER S BRI R it -
a) WRKUGER: && > REEIE, I HmWE b 5%,
b) KUGEFEEEH > EREMEHEE. AU MERIEEHEE (Add Virtual Router) Jf 4 VR1.
¢) AT VRI, #EHLIFEAEERE!M (Virtual Router Properties) H43 At vrl-inside {47 .

d) AUlERSERH (Static Route).
e) }{—:T‘I—_Y__IHJ\J]HE%HH E:/J\JJD*%"‘E%HHEEEEP ? UTI’\]»’?

* 30 (Interface) - EPE4 a4 S0 AMERHE 1 .

* W4 (Network) - ZE+% any-ipv4 X 5. XA L8 ETVEAE VR N HT AL AT I & BRI
5

© WK - KL R A i R 2 S AN R s, TR 204 R OG

| bt |
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B smrsessam=anERRSDRR

W EngmE

Add Static Route Configuration

Type: @ IPvd () IPv6
Interface*
| outside v |

(Interface starting with this icon [%signifies it is available for route leak)

Available Netwark C + Selected Network

| Q, Search | any-ipvd

|IPv4-Benchmark-Tests

IPv4-Link-Local
IPv4-Multicast
IPvd4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

L[]

Ensure that egress virtualrouter has route to that destination

Gateway
| ]+
Metric:
L |
Tunneled: (] (Used only for default Route)
Route Tracking:

v |+

Cancel m

0 ShETE.

g) MilifR7F (Save).

Pt & VR2 FE AN EE C1 A A BRI % itk -

a) RUKIESE & > R&EIE, JF HYnds Wit B
b) KUGEPEERE > SREMBEHE. AR MEREEHES (Add Virtual Router) Il VR2.
¢) XIT VR2, 7EREIIEASEE M (Virtual Router Properties) H 4 At vr2-inside JH 1547

d) MRS (Static Route).

e) MIHRMEEH. ERMERSEHEESE Y, Hobl FHR:

* 0 (Interface) - EFE4 R4 & AR .
« M4& (Network) - 245 any-ipv4 XF 5% o IXANRILE AL TCHEAE VR2 P 4% b 4] 37 B2 1 BR A %

Hie




| mnissems

mimpessswu=anapRsawE |

© WK - KL R A i R 2 D AN RO AR I, TE )RR OG

Add Static Route Configuration (7]
Type: @ IPvd () PG m
Interface*

| outside v |

(Interface starting with this icon [#signifies it is available for route leak)

Awvailable Network C' + Selected Network

)

| Q, Search | any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local
IPv4-Multicast
IPvA4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| w |k
Metric:
L |
Tunneled: [ ] (Used only for default Route)
Route Tracking:

v |+

Cancel | m

f) sEHE.

g) HilifR#F (Save).

FEAS SR 2 I AME O LB E IPv4 B A BARG i, B 172.16.1.2:
a) MKKEF: && > RFEIE, I HE BUhPis .

b) EFEEE (Routing) Jf-gmfH 4> =) i i #s Jm 1

c) MiiERSEEH (Static Route).

d) AERMEE. ERMERSKHEETD, HEblPNE:

 #0O (Interface) - P54 5% 2 AR
« M4& (Network) - 3% any-ipv4 % . 30K FH T IPv4 & B A S H

gEnmE I
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B vertessswu=anERREERR

* WX (Gateway) - AR OO, M FRAIRPEREFENA . DR EHRCENS, F AR
fn (Add), AR5 R AMEREE L1 1 2 % g — i IR R G I TP ik (FEAHIT R 172.16.1.2) €
MENNS. QEXNG)E, £ “MWR” (Gateway) T B HHIEFZN S .

Add Static Route Configuration (]
Type: e IPv4 IPv6
Interface*

outside v |

(Interface starting with this icon @siéniﬁes it is available for route leak)

Available Network C + Selected Network

| @ Search | |W| |

| any-ipvd |
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

| IPv4-Private-172.16.0.0-12

-

Gateway*
| outside-gateway v | +
Metric:
1
Tunneled: | {Used only for default Route)

Route Tracking:
v |+

p—
M..:\I:I-‘.He. | m

e) MiHE.
f) mERTE (Save).
HIE6  FEHiUT I vr2-inside B2 E -
a) WIRIEFIRE > REFEE > EO,
b) i vr2-inside £ 1) 4R%8 (Edit). % IP HuhbFi 24 192.168.1.1/24. BLE, T80 07350 Blgy
PRSI () UL Eh 2, DRI R AR VFIEAT ] vrl-inside FRAH A 1P HhikEAT RO
c) MiiHAE.
d) riiifR%E (Save).

i
g
~

B NAT #UJ, L% VRI (¥ PAT A-4MEAE4iE] 10.100.10.1,

a) ILFIEE > NAT.

W EngmE
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b) riti#ETRES (New Policy) > BiABATE NAT (Threat Defense NAT).
c) % InsideOutsideNATRule 1F X NAT RIS 4 FK, ARJFIERE BUBIH %% . R TE.
d) 7f InsideOutsideNATRule G, sidiidRAn#LN (Add Rule) 3£ LEL T A %%

* NAT HL0U (NAT Rule) - & “F-2) NAT U ” (Manual NAT Rule).

* £ (Type) - £ “3)A” (Dynamic).

« HA (Insert) - WAAFAEAEMTE)A NAT BUU, WIEEHE “ 1757 (Above).

* niiki Enabled.

s FHEEOX R (InterfaceObjects), £+ vri-interface X7 %, SR midi iR AnZiE (Add to Source)

IR S AT H, WE7ERT SR (Object) > 3R &1 (Object Management) > $0 (I nterface)
A — %D, RS IEREANEBAE LR NE B4R (Add to Destination).

« {E3EHR (Trandation) |, iJ&#43& (Original Source) %% any-ipv4. X T-45#:B9j% (Trandated

Source), AN (Add) FEH 10.100.10.1 3k 5E X EHIN % VRI-PAT-Pool., 1EF
VRI1-PAT-Pool, 41 FEFiR:
NAT Rule:

Insert

In Category
Type

Static

Enable
Description

Interface Objects  Translation
——

Original Packet

Original Source:*

any-ipvd

Original Destination:

Address

QOriginal Source Port

QOriginal Destination Port:

e) MilifzE.
f) RdRTFE (Save).

R0 NAT #UU), L% VR2 (] PAT HN-4MAEALHIE] 10.100.10.2.

a) ILEFIEE > NAT.

PAT Pool  Advanced

Translated Packet

Translated Source:
Address

VR1-PAT-Pool

Translated Destination

Translated Source Port

Translated Destination Port:

b) w4 InsideOutsideNATRule LAsE X VR2 NAT ARl

* NAT | (NAT Rule) - EFE “F3) NAT HU” (Manual NAT Rule)s.

bt |
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* 2K (Type) - EF “Z)&” (Dynamic).
* BN (Insert) - WIRAFAEAT MBS NAT B, LS “ EJ5” (Above).
+ 15 i Enabled.,

« fEEO XK (InterfaceObjects) ', 1E+E vr2-interface X%, #RJ5 fid+RnE]R (Add to Source)
IR ZATTH, HEITER (Object) > MR EE (Object Management) > ##0 (Interface)
AR, SRIEIEFRAMAE N AR nE] B R (Add to Destination).

« {E3EHR (Trandation) ™, 4J&E143& (Original Source) 1% #% any-ipv4. X T-4#:#9j% (Trandated
Source), AidiiRAn (Add) FAEH 10.100.10.2 K€ X FEHLXF % VR2-PAT-Pool. EF
VR2-PAT-Pool, I fR:

NAT Rule:
Insert:

In Category v NAT Rules Before 5
Type:

Static v

Enable
Description:

Interface Objects  Translation ~ PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
any-ipvd v Address v
Original Destination: VR2-PAT-Pool v
Address v

Translated Destination

Original Source Port: Translated Source Port:

Original Destination Port: Translated Destination Port:

c) MiilifAZE.
d) riiifR7E (Save).

HIR9  FLE SCVFAE M vrl-inside T vr2-inside 322 1 1) 482 1 (R U7 [l Fas i) S, 48 75 B 1) st 20 4 X
AR > M REE > EO ., EFRMN (Add) > L2 X8 (Security Zone) I vrl-inside. vr2-inside
AN D) 22 A X Ik

$IR10 LSRRG (Policies) > i jalx ] (Access Control), 4R & Bc & U7 in) 4% ) LA 8 VFKs vrl-inside-zone Al
vr2- inside-zone ' [l S AL 4 £ outside-zone.

s s g 7 DARE i 44 I DX, U SR 70 BT A Ot T U v LB I PRI AR KUK an R s #85m] DRk IL
il ZH0N F - e Vs 1n) 428 1 S s -

W EngmE
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Add Rule

Name
AllowinternetTraffic Enabled

Action
D Allow v

Zones Networks VLAN Tags M Users

Available Zones C
Q, Search by name
wr'l =inside-zrone

vr2-inside-zone

s 2 BBk e B P P 42t £7 RA VPN o) [

Inser
into Mandatory -

Time Range

Applications Ports URLs SGT/ISE Attributes |

Source Zones (2)

vl =insade-zone

id to Source vr2-inside-zone

GnAAT 52 1 X+ FE 6L ER P B BRI 48 7£ 1T RA VPN if7 [g]

25 I REAU S K BE e b, R AR SR AU e 1 _ES0FF RAVPN. 7R B3R 1 SLVF Secure Client

PP R 2 7 R SCH RE UL b 25 P 25 RO R o

7E R M7 %19, RA VPN (Secure Client) H /7 IERE:RIMbAEY 172.16.3.1 (1) BB 4h# 00, I
1F 192.168.80.0/24 115545 1P Hudik o 1% H ;GBS 0] 4 =) R UL (o o8 (1 N SR I 4% . B2 A vPum e ai i
FH 5 SRR HH2s VR [IR4% (R 192.168.1.0/24) , 5l 764/ VR R E A ok

T %

inside ~————, 172.16.3.1

Inside Network

192.168.80.0/24

192.168.1.1 '
VFi-nside Jhreat
Defense

outside

Secure
Client

gEnmE I



B o s v sl e B PO BRI 4247 RA VPN 37578)

FHia Z |l

ez |

PEZR BIER S COBCE RA VPN, 58 SO ey, OB PR Ho g A1 R RE UL 2 o

UK

SRR BCE AR R 2R 2R B VR % it -
a) MKUCEFE & & > REEE, JFHHWH BB B

b) ridiBEH. BIAME T, RSN “2REHEE” (Global routing properties) UL [l

c) AiliERSEEH (Static Route).
d) ARIERE. ERMERSHEBERET, el PN

* ¥ 0 (Interface) - £ VR1 W E#HH .

* W%% (Network) - 14 VR1 RESULER @ 200 5 mT LUEATR AN & (Add Object) L5

H—A

© WK - REILR A R kR 2 D AN RO AR I, )RR G

Add Static Route Configuration 9

Type: e IPvd IPv6
Interface*

vr1-inside v

Available Network C Selected Network

Q_ Search nw-192.168.1.0
IPv&-Private-T0.0.0.0-8 N

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

o)

IPv6-to-IPv4-Relay-Anycast

nw-192.168.1.0
Gateway*

Metric:
1

Tunneled: [ ] (Used only for default Route)
Route Tracking

-

(oo | I

% S SR VFLE VPN W 40 JC TP Mk 1) Secure Client U7 1] VR 1 REF0LE% 281147 192.168.1.0/24

[
e) MiHARE.

W EngmE



| mnissems

ST g4 5 9% o v 9 B 32217 RA VPN 78] |

P2 FUE N VR 2045 2 H0K b 25 16 2% o it -
a) WUER: && > REEIE, I HaE i %%,
b) riE&E (Routing), #RJ5 M F &L VRI,
c) miiliEa7SE&H (Static Route).
d) AERERE. ERMERSHEBERET, el PR
* $%0 (Interface) - HEFEA % thas AN E L.
* [4& (Network) - L4 Ja R 0L FH 7 P 44 X6 52 .

© WK - REIL R A A I 2 DS A R AR I, TR0 OG

Add Static Route Configuration (-]
Type: e Pvd () IPvB
Interface*
outside v
Available Network C' Selected Network
Q_ Search | | vpn-pool H

-

.outside—qatewav

| vr1-inside
VR1-PAT-Pool
vr2-inside

VR2-PAT-Pool

Gateway*

Metric
1

Tunneled: [ ] (Used only for default Route)
Route Tracking:

v

(oo | I

Tic R A R 11 AR 192.168.1.0/24 4% (VR1) 28355 [ £ VPN #2rb 232 1P Hihik () Secure

Client K iCiEH
e) MiHAE.

T—5H#tta

1R RA VPN Huhibyt 5 H P s SCRO B LS el 28 1 1P shbb 58, IR Z50%) TP Huhib s AR NAT
KW, DUSFHIEMR M b, o, ATLUE L RA VPN Hbfibits, DAl ES.

bt |



Engns |
B somimisssE ven @ipk a2 A ENHEEORSTE

gn{ATiE i3 4 = (8] VPN fR1P5R B 2 M E IR R 2R R WS

25 H AR K BE a6 b, AT 4R RSOty a2 1 _E S0t sl 18] VPN AN REAE ) 11 )7 02 LI
AU H A A% 1 ERCE JH:TWJ%W AR Pk S e 9 A vty R 18] VPN ORGP R H s EE P 5 X
FRT REAPL IR £ P9 A R 8 PRI o A 5 22 SO ot 5 ) VNSRS, DAALHEIXSE ] 7 5 SR KR LA o 1A
%

BAMEBIZRE— AN 70 SR 28 R0 A ) 5 2% 2 [ Bl 2 i) VPN 2 AL R I FTD
HA B A% . fEXFESL T, Bhaili] VPN 7E 172.16.3.1 [ 2R AM 82 0 g . 1k VPN

AHE AR LS 192.168.2.0/24, T LT HATHSMNICE, K4 AR D2 4 L th s 1 — 384

fHIE, 20 192.168.1.0/24 P2% (I VR BB 48 (1840 R4tk fila] VPN s, W2
HEAJRAT VR LGS A s okt EE 4 el JF8 VR M4SNk ARl VPN FCE .

— 172.16.3.1 L
| outside "

___________________

inside

192.165.2.0v24
182.168.1.0424

19216811
vri-inside FTD

FiaZ |l

BEoR BB I CAE A HE I 44 192.168.2.0/24 5 MBI 4% 172.16.20.0/24 2 [A]E & 3 5517 VPN, & S
U %, O 2 1 R LA C 25 AH Y. 1R 2 U008 e 28 o

UK

W BCE AR LS AR B T E E L VR IS B -
a) KUGEFRE > REEIE, A% FTD &%
b) mEEH. BAEN N, REKER “2REHEEM” (Global routing properties) [
o) MiiERSEEH (Static Route).
d) mrARmEE. ERMERSEKERETD, el PR
* ¥0 (Interface) - £ F VR1 W,
* M4E (Network) - ZEFE VR REHLES B A% 2500 5 8 mT LT H RN &R (Add Object) 21161
#—A

© PSR - REIL RS i R 2 D A R dr AR I, TE 20 OG

W EngmE
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Add Static Route Configuration (-]

Type: e IPv4 IPv6
Interface®

vr1-inside v

Available Network C Selected Network
Q_ Search nw-192.168.1.0
IPv&-Private-T0.U.0.0-8 N

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

o |

IPvB-to-IPvd-Relay-Anycast

nw-192.168.1.0

Gateway*

Metric:

Tunneled: [_| (Used only for default Route)

Route Tracking

]

L RS S VFS2 0k AR VPN [ISME CGERE) 280 DRI R 283 17 i) VR REFOLEK £ 25 1
192.168.1.0/24 % .
e) KiFE.

IR 2 FUE A VRI 24 )5 M40 EE fh 2% 1 2% i vt -
a) KXIEFIRE > REEE, R FTD &%
b) ridiE&H (Routing), AJ5 M FHFIEFik#E VRI.
c) MiiiERZSESH (Static Route).
d) SRR, ERMERSEBERET, el PR

* #%0 (Interface) - EFE4 ik AR /M E L1
* [4% (Network) - L84 Ja RE LS FH 2 P 44 X6 42 .
© WK -G ILR AR BEE IRER) AN R AR, SRR OC.

| bt |
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Add Static Route Configuration

Type: w) IPvd () IPvB
Interface*
outside v

Available Network C
Q_ Search

.anv—ipwl

default-ipvd

inside
IPv4-Benchmark-Tests

IPv4-Link-Local

Metric:
1

Tunneled: (Used only for default Route)

Route Tracking:

Selected Network

external-vpn-nw

o)

=al o |

ez |

BEERAS I R 192.168.1.0/24 BIZ% (VR1) ¥ £ KRR R4 0l 1 TR) VPN BEE &Rz, 7EAS R~
M, IERR S IEAERYY 172.16.20.0/24 M4,

e) MiifARE.
IR 3 K 192.168.1.0/24 ML w15 0] VPN IEFRACE A

a) P (Devices) > VPN > ufi s (8] (Site To Site), 2R dwf VPN #ifh.

b) 7E£&RiR (Endpoints) FF, iR A A i,
) TEHEELER (Edit Endpoint) (11 4R M4 (Protected Networks) ZBcrf, s ali iR AN P 48 3t 5
(Add New Network Object).

d) INMI4E A 192.168.1.0 ] VR P4 %5 :

W EngmE
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safE a7 VT @it ik s VPN Rk a s e msnmnsng [

Network Objects [+]

Available Networks C'

| @, Search Selected Networks

nw-192.168.1.0

L1l

IPv&-Private-Unigue-Local..

-192.168.2.0

nw-192168 2 0

o)

outside

Cancel ‘ m
e) RUifE (OK) HRTFILE

an{AI{E A 2075 VT i@ d ik = (8] VPN ERIPR B 2 4 RE LS B 2R B W 4537 =

ISP W AN[A 3 P B AEAN R R 20 B 2% o S mT LA B UG 2%, B804S VT 5 ik 2 i 0L 1% 4% o
6, IEEM R FEshA& VTI RS, v LUK EIA VT 54wl 7 SO R LK 1 2% et B
JEN BT % T LA S M B A R E AN E AN P U B R 2 3h A VTT K. AN P e
SCHRE RS 28 R v DU — AN 44
ETRATTHG FEAE PN 2 ) S5 DX 485 5 TE PR AN 0 SEATUAR) 19X 495 22 TR TC B 3 B85 el 1ol s 2103 0 VPN [
%1 ISP FIE BRI —ANEhAS VTIAELSs, e WA P s SR REFOL bh 4 5 B N 28 A R
M2%: VRF S0 VRF Z40{0. h2S VTI A48 7E LUF X %2 8] 373k S H]) VPN:

« &1 (VRFE £(0) F4rSZH 1 (SVTI 4332 1)

« 22 (VRF 40{0) F4r=ihli 2 (SVT2 4332 2)

bt |



B oz v BT s SE VPN RipsR S 5 AR B RN R TR

Nil

B

[E 2: BB SN ERIIE RS VITHYSE S8 VPN

Inside network DVTI1 Interface
unnumbered Interface
SVTI inside network
@ '_ﬂ?— SPOKE-1
VRF Green l‘ . n [£|
|e | [ S—N
Outside A M -
Outside1 /-‘ '-
(VRF Green)
o
- L
DVTI-Hub ™ me
= A Dutside2 ‘ .
(VRF Red) H H
Outside m ‘ '.q—p
- -
VRF-Red
SVTI
work
SPOKE-2 inside netwo
[ —
Inside network DVTI2 Interface
unnumbered Interface

L7 451 3 B e e R AT Zh A VT 3 s IR) VPN S B R AT 20> REFDLEK 4% (1 2%

UK

ESELRAS FRCE S VT #:H,

a) MKUOER & > RFEIE , HH4i ik

b) EF RMIED > ERREEZEO.

o) P BE MENBRIESEE .

d) KO SFRIEE N DVTIL, I 4804 VTIELCE i 240
e) MiifR#E

f) EEIE la-e, HEHELR DVIR LREESE —A8h& VL

1 EREEA VL.

a) WUGER: I&&E > REEIE , I N ik,

b) IEFE ARNIED > ERRREEO.

o) EFF BEREAB 1EH B

d) BRI FRIEE N SVTI Spoke-1, WA VTI ECE T H 4.
e) milifRfE

f) EHELE2a-e, 72 LRERAS VIL: SVTI 3% 2.
S SVTL 145 3 e & % HH 284 3l 2] VPN

a) WKUGEH: & > uhmiE , A5 s + uhsiE VPN,

b) 4 RINEFR FEP, N VPN S AR

o) P ETFERE (VTI) JIEF RO RSTE 1E 0 &b,
d) sl #&5% EIR.

e) B LA (DVTIL A SVTI 4332 1) M Ho s sk
f) WERFEE, K VPNEE IKE. |Psecfl B2k %I,

W EngmE
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| mnissems

S %
>

B

~N o

WAEEMBRTHRNIEERNEENZEEARE .

g) RiifRTE.

h)y BRI 3a-g, EH0 (DVTI2) FI SVTI 42 2 2 AL E 55 AN E T3 i 13k 55 8] VPN 4 4h

TCE PR A R T PR

a) WUGER: & > REEIE , I 9By,

b) sidiE&H.

o) MFEIRENIKHEE (Manage Virtual Routers).

d) Aits Add Virtual Router
B ARRYE N VRE Zf (0, JEEEAL RIS (2 i ] .

e) EHLE 4a-d, lilE VRF (1.

W AT B2 o 4 R U0 rh 2

a) M FHgIRT, PR .

b) 7F EIBEHBEREM v, &R ATAEO A Y.
BB VT #1105 A3z 11— 40 il

¢) AN (Add).

X} VRF 2 B F K D Sa-c.

Tic E° L8 T 1) 5 £ SR

a) MTFHBIRY, EREPE .

b) miih BRESESEH sl —FhEh A& f b

c) MHEKHSE.

d) iR E.

T—$Htta

R OER A, ARG A ERE . FEEE, AT DULE S, 5 Bl S I AR (GBEAR > i 5 (8]
VPN) i lli$ VPN B%IE.

ROEFT U] PR 4% 20 15 00 sP A N fir & B0 AU Eh o o6 L BEAT Wb FR B

MAEEMBERPRIRNESNE NN ERBRE

Tem] LUAE BATAH ] P 2 bk 0 REfol it ey s BC B AL W R EAUVREOEAS, 07 DARCE UK NAT .,
ARG BT E NAT MU DU B 5 0 2 EHLAIRR .

TR RE, G ENLENLAFENBE TARFERLE h#s: VRG (11 vrg-inside) f1 VRB
(30 vrb-inside) , A AT HHFI 7 10.1.1.0/24. Eikp & EHGELS, i50IHE— 1 NAT 5:0%,
b VRG FHLEE 0 G A8 i) NAT Mk - 20.1.1.1, 17 VRB ML 16 G4 i 5 NAT b
HE-30.1.1.1. RISk, FEHLA S 30.1.1.1 5FEHLB#EE; FHLB S 20.1.1.1 Uil EHL A

bt |
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| Outside | Internet
1 172.16.3.1\
|

FiaZ |l
Sl e s C

* vrg-inside F1 vrb-inside £ 73 i 5 MEAULE I 45 5CHK:  VRG #1 VRB LASECE 1 AR [H] 1~ W ik 1)
vrg-inside fl vrb-inside #%1 (401 10.1.1.0/24) .

* 3t vrg-inside A vrb-inside 2 A 142 1 X 3 VRG-Inf. VRB-Inf.
* VRG FIENL A, BRIAM K vrg-inside; FAL B {7 VRB 1, vrb-inside 14 ERINM Ko

UK

FHIE1 Q) NAT U LA FEHL A 2 FHL B FIii . EFIZE (Devices) > NAT.
P2 L HTRES (New Policy) > BiAMFA#H NAT (Threat Defense NAT).

PR3 KN NAT gL FR, RIS EE BUhpi . PdifRE.

WA E NAT JUIT, fUlARmMN (Add Rule) & SLELF P4

* NAT 10 (NAT Rule) - 3% “F-3) NAT #0]” (Manual NAT Rule).
* A (Type) - W “HiA" (Static).

* A (Insert) - WERAFAEATAT NAT B, WIEHE “ EJ57 (Above).
* Miili Enabled.

* fE3EOX & (Interface Objects)h, 4+ VRG-Inf 4%, )5 fidiRANENIR (Add to Source) (4
WA Z AT, THAEFTSR (Object) > 3+ & &I (Object Management) > 1 (Interface) FF 17—
MRZ) , ARJGIEFE VRG-Inf X% IF sk 2] B4R (Add to Destination).

* {E¥EE (Trandation) H kDL ki
4478 (Original Source), i%F¥ vrg-inside.

W EngmE
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wiEEngatnmrEans sz agane ]

* [R% B#F (Original Destination), sidiiAn (Add) J-AfH 30.1.1.1 & X5
VRB-Mapped-Host. E# VRB B F4L.

 #HRFRYIR (Trandated Source), , AN (Add) F-4f ] 20.1.1.1 & A%
VRG-Mapped-Host. EFE VRG B ML,

. #3889 B4R (Trandated Destination), %+ vrb-inside, 1 K B JiR:

Add NAT Rule (-]

NAT Rule:

Manual NAT Rule v
Insert:

In Category v NAT Rules Before v
Type:

Static v

Enable
Description:

Interface Objects Translation BAT Pool Advanced
—

Original Packet Translated Packet
Original Source:* Translated Source
vrg-inside v Address v
Original Destination: VRG-Mapped-Host v
Address -
Translated Destination
WRB-Mapped-Host v vrb-inside v
Original Source Port: Translated Scurce Port:
v v
Original Destination Port: Translated Destination Port:
v v

=] o
15 BB ¥ e% 13247 show nat detail fir &I, BORE ZISRALT LN W2 A4 -

firepower (config-service-object-group) # show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static VRB-MAPPED-HOST
vrb-inside

translate hits = 0, untranslate hits = 0

Source - Origin: 10.1.1.1/24, Translated: 20.1.1.1/24

Destination - Origin: 30.1.1.1/24, Translated: 10.1.1.1/24

FES LLE.
FE6 slifRTF (Save).

NAT B~ fros:

| bt |
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Host2Host Show Warnings
Enter Description
Poli
Rules
—_—
Filter by Device
Original Packet Translated Packet
: Source Destination Original Original Original Translated Translated Translated
o Diectun Iyee nterface Objects Interface Objects | Sou Destinations Servi Sou Destinations Servic Oet
NAT Rules Before
1 & Static VRG-Inf VRB-Inf By vrg-inside By VRB-Mapped-Host By VRG-Mapped-Host By vrb-inside
Auto NAT Rules

NAT Rules After

FEFREBC B N 2> I — 4 7 S

Validation Messages:

m 1 warning
ManualNat64Rule: Host2Host
w | Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak

between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]

AT {EF BVIHZE O A RMEP KSR T EEES MR

TETT LAAE 22/ T 75 100 265 22 [R]375 W M 038 50N FTD R/l 7E [R]— W 4 1) AL (RSB E By Kkl o RSBt
PR, T AU T2 OKICE BVI. NI4T LRI i #s TH I E BV IR .

BVI 2%t s A RSO 1, FLAR T SRABL 150 % e 1 o EANSCRF RO, (R i e PN 6 3

F AT B IR AL A% N B Y IX SE M0 1 ) P Bl e A sl BVI 4 1. BVI AR D4 5 2
JE AU 11 B AR K P B AL K1 93 5

FELLRonfilH, 78 VRG HICE T BVI-G, MR 1 2810 Go/1 F1 GO/2 Ifis ez 1. [RIFE, 1

VRB it E T BVI-B, WAL 2 J&82 00 GO/3 Fil GO/4 R 3% 10 . B A BVI AT HA R 1P 1
WL, 140 10.10.10.5/24. T BRI RS, eI R LYRE 2.

W EngmE
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i Bv EOEgmp e Tereang

Internet

.!dnma':
s3plig

- ||

aspug

7 dnoug

G0/3 GO/4

TR EFIRE > WEEE. MEITNBG.

FIB2 40 (Interfaces) 11, E#F%RN#ED (Add Interfaces) > Mif¢H3% 0 (Bridge Group Interface).

a) A BVI-G #i N FAITEANE R
* &R (Name) - 7Eb =B, by BVI-G.
« 1748 ID (Bridge Group ID) - 7E A4 1 A 1,
« ATA#EN (Available Interface) - P81,

s FEIPV4A H, XFF IP B, IR RERERS IP.

« |P H#ihit (IP Address) - i\ 10.30.0.1/24.

gEnmE I
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Add Bridge Group Interface

Interfaces IPv4 IPvE

Name:
BVI-G

Description:

Bridge Group ID *:

1
Auvailable Interfaces C*
| Q_ Search

GigabitEthernet0/0

GigabitEthernet0/2

GigabitEthernet0/3
GigabitEthernetdf4

| GigabitEthernetd/s

b) AdFAE.
c) MilifR#F (Save).

Selected Interfaces
| GigabitEthernetd/1 -
Add GigabitEthernetd/2 .

Cancel ‘ m

a) b BVI-B A\ FAITEAI1E B
* ZFR (Name) - 7R GIH, 4 BVI-B.
« M#54B ID (Bridge Group ID) - ZEAH K 2,
* AT A#ED (Available Interface) - B8 T H: 1,

s AEIPVA T, X IPZE

B, THIEFERFRESIP.

ez |

* [Pttt (IP Address) - ¥t B R A, A RGEA RPN D BHAGESW 1Ptk &)

DA U 0] WO AT 20 D5 RE DL T % R O68 5% J S (AR TR] 1 TP il

W EngmE
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Add Bridge Group Interface [ -]
Interfaces IPv4 IPvG

Name

| BVI-B

Description:

Bridge Group ID *:

[2

Available Interfaces ¢ Selected Interfaces

|, search | | GigabitEtherneto/3 =1
GigabitEthernet0/0 : ‘ Add | GigabitEthernet0/4 .

GigabitEthernet0/4

GigabitEthernetd/5
GigabitEthernet0/6

| GigabitEthernet0/7 T

Cancel | “

b) mdiE.
c) RilifR7E (Save).
SIR3 QBRI IS, Bl VRG, SRJGEEE BVI-G 1 LM%
a) EHFEE>REEE.
b) iEBEAS, ARJEIEFEEEH (Routing) > EIRELIE HEE (Manage Virtual Routers).
¢) Kiii Add Virtual Router . #ii A FERLEK tHa 44 FK, K05 midifE (OK).
d) EERIEEEBEM (Virtual Routing Properties) 1, 1£#% BVI-G, )5 sdiifkin (Add).

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers Virtual Router Properties
These are the basic details of this virtual router.
VRG x WRF MName:
Virtual Router Properties
OSPE Efesc:ript on:
v BGP
IPva
Select Interface:
Static Route -
| @, Search
General Settings Available Interfaceg” Selected Interfaces
| Bvi-B
[ vrg-inside

e) HiifRTF.

FIE 4 QIR g, Fll VRB, RJ51ESE BVI-B /E L HM %
a) EFRE > REEE,
b) RAEBEES, ARJEIEFEEEH (Routing) > EIRELIE HEE (Manage Virtual Routers).

| bt |
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B veoerREsRscRERPRSHRIE

c) siii Add Virtual Router . ¥ ARSI A4 HK, AR5 i B ZE (OK).
d) 7EEREBEM (Virtual Routing Properties) 1, #%$% BVI-B, RJ5 Aiidiikin (Add).

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRE v

VRF Name:

Virtual Router Properties

OSPE Description:

v BGP
IPvd

Select Interface:

Static Route -

Q, Search
General Settings Available Interfaceg Selected Interfaces

@ vrg-inside

e) HiifRTFE.
WIS FFrViin BVI-B BLE:
a) RUIEPHRE > REEE > #EO.
b) s BVI-B £ 1 W4R48 (Edit). K [P Hhhkdeeh 10.10.10.524. IUAE, BT 0050 310 FL4s P
AP EAARE 35, P RZ AVFEAMT BVI-G 1I[FR— 1P Hhhk b T &
c) MR,
d) riilifR%E (Save).

WA BVIGESE, 5 H AN th 2 E B DG, fEEZ N BVIsh, WA PR, ff
FHPI IR NAT A5 B2 E 4 W Ok BVI IR . A AL B 03 L B NAT B, 75258 2 i
Pl EASBE N MMFLH$E O (BVI) A LS NAT. LEMFREA % 0 3% 0 2 (R FAT NAT I, 235
SEBR e k. R REfR A “ATR MEEED .

MAMERES M RECE R P 59551

B, AT LI E 2N HAES 1P MESH P RS HEs . EAfH, VRGH VRB 2
AAHSIP-192.168.1.1/24 M4 E thas . PRSI I P R RIAEAL T H 8 1 R 2% TP 192.168.1.20
o N Tik VRG I VRB FI U5 R LRSS 2% 172.16.10.X, TR i s 210 4 = R U 2% . Al
U5 NAT RACFEE S 1P, 24 T#H VRG I VRB F P HIV5 i), 2004 A BR PO BB H P AIE.
L S F A Active Directory St LA S Bt 3 RN S W SR 30 UF T St e b T 8B
TEH - S B0 E J5 A R EAAE T, DRI O8] 45 1 S me s B P U ). B R B RS
FH P B e, VST FH B 47 SRS R I A i) e v 4 ) S g6

W EngmE
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mmeREsRsrRERrsHwiE ]

FMC

172.16.32.X

172.16.10.%

VRG-NAT 10.1.1.

192.168.1.x%
20

[E—

L
] Outside

-
1?2.16.3.-1_-1.&)

Domain/User:
abc.comfuserl
Domain/User:
wyz.comfuserl

VRB-NAT 20.1.1.1

FIaZ Bl

PR e S
* VRG #1 VRB I IIPI & AD JiRk%5 4%
 ININTAEHE AD 4431 ISE.

giz

$IE1 4 VRG it & BRI D
a) WEFIRE > REEE > ZO,
b) B E Y VRG M3
* ZAFR (Name) - 7EM <68 VRG-inside.
s B RS,
* TEIPVAH, X IP 2B, HIER{ERERS IP,
* | P itk (1P Address) - il A\ 192.168.1.1/24.

c) MiiHE.
d) riifRF (Save).
SIE2 ) VRB L E XA AR
a) WKk #FigEE > REEE > #0D.
b) G IEES ALY VRB H: 1

| gEnmE I



ez |
ERERMERRER R SHBIT

* ZFR (Name) - £E =45 41 4 VRB-inside.
s R IERE.
« FEIPV4AH, XFF IP B, 1HIERERERS IP.
< IPHbhb - B LR A . Z ARG VA AT R TP Mk & e 0, DRSS MR Al ] P e
SRR R 2%
c) MilifARE.
d) ATfR7E (Save).

HIB3 K VRG AIFRS BRI b AC & 245 B g i e 10, DUE VRG FH P U il 18 IR 45 %
172.16.10.1:
a) MRUKIESE & > REEIE, J Hyids BBt 3%,
b) KUGEPEERE > EIREMBE AR, AR MEREEHE S (Add Virtual Router) -6l VRG.
¢) XT VRG, 7EREHIEEEEERE 1 (Virtual Router Properties) 1143 fid VRG-inside Jf 1547

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRG i VRF Name:

Virtual Router Properties

OSPE Description:

~ BGP ‘
IPv4
. Select Interface:

Static Route

‘ Q_ Search
General Settings Available Interfaces C' Selected Interfaces

(@) VRB-inside
(@inside
(@Joutside

d) sihiERSERH (Static Route).
e) MdRIEERE. ERMERSHEBERET, el PR

* 0 (Interface) - 4 )m B A% 0 AL H .
* M4 (Network) - % $f any-ipv4 X1 %,
7S N R 4 SR e/ ESI R R M o N = A EEE A I ik = S

f) HEE.

W EngmE
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wmeREsRNsrRERPsHwiE ]

g) Hilifx#F (Save).

L4 F VRB IR BRI R rh e L S 2045 % el 8 1 3Bz 11, DUME VRB 7 U5 ) L2 iR 45 3
172.16.10.x:
a) WKUER: && > REEIE, I HaE P 5.
b) KKIEFEERER > BIRENBEHEE. AUlRMEMEEESS (Add Virtual Router) -6l VRB.
¢) XIT VRB, 7EE#IEEBEEM (Virtual Router Properties) 173 lit VRB-inside Jf 1147

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRE M VRF Name:

Virtual Router Properties

OSPF Description:

v BGP ‘ ‘
1Pvd
) Select Interface:

Static Route
‘ Q_ Search I

BGP
Available Interfaces C Selected Interfaces

VRB-inside (@ VRB-inside

d) MESERE (Static Route).
e) MiiRIEEEH. ERMERSHKEBEEEST, HEUFHNEA:

* 0 (Interface) - KE+£E4 R % (s 1K I .
* W% (Network) - 1+ any-ipv4 X % .
© PR - RILRE Ao g i B 5 — S ALK AR I, T )RR O

f) RHE.
g) milifR7E (Save).
£S5 HPT7 0 VRB-inside 35 10 &
a) RUIEPHRE > REEE > #EO.
b) siili VRB-inside # F1 ¥ 4R45 (Edit). 4 IP Hilib45 64 192.168.1.1/24. BAE, T804 550 Ad
A B g, NI RS RS VRG-inside (A A TP Huhb b4 HCE
c) MiiHAE.
d) rlifR7E (Save).

$IB6  ANYPEXTER VRG F1 VRB Z3 I NAT BN, 55 73% & (Devices) > NAT .

bt |
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W1  AULFEES (New Policy) > BiEMBA{E NAT (Threat Defense NAT).

PIR8 N NAT ISR, ARFTESE BB . iRz,

P (L NAT s, sdRm#n (Add Rule) 3£k VRG 5 LLL R NAT:
* NAT #L0 (NAT Rule) - EFE “TF-5) NAT #)]” (Manual NAT Rule).
* A (Type) - EHE “HA” (Static).
« $/N (Insert) - W RAFLEAT /] NAT B, WERE “ EJ7” (Above).
« fi i Enabled.

s fE¥EOX R (Interface Objects) ', e VRG-Inside X§ %, X5 i iR nZiE (Add to Source)
CHRXZATTH, TEEITR (Object) > 3R EIE (Object Management) > ##0 (Interface)
A%, RIFIES Global-Inside X% Jf fidi 71N Z) BH¥R (Add to Destination).

* {EFER (Trandation) Tk £ LL L.
* [E44i% (Original Source), %+ VRG-Users.

« $E [R HOIR (Trandated Source), s5iliiRAn (Add)FFEH 10.1.1.1 2k % VRG-NAT,
1%+ VRG-NAT, U1 K EfiR:

Add NAT Rule (]

NAT Rule:

Manual NAT Rule v|
Insert:

In Category v \ i NAT Rules Before v
Type:

Static v

Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

L

Original Packet Translated Packet
Original Source:* Translated Source:

VRG-Users v| T Address v |
Original Destination: | VRG-NAT v |

Address v i

Translated Destination:
v i | v

Original Source Port: Translated Source Port:

Cancel m

W EngmE |
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$E10 SHHE.
SN /6 NAT Jf, SdiRanin (Add Rule) 3% VRB & X PL R NAT:

* NAT B (NAT Rule) - £ “F2) NAT SUJ” (Manual NAT Rule).
* KB (Type) - £t “HA" (Static).

BN (Insert) - WHAFAEATAT NAT B, WIEHE “ 777 (Above).

* fiii Enabled.

 fE$E O %R (Interface Objects), E#% VRB-Inside %, #RJ5 Al InZIiE (Add to Source)
CINEX AT, IETEXT & (Object) > 3 R &1 (Object Management) > 1% (Interface) 14
H—MN5) , SREES: Global-Inside X% Jf sl NEl B 7 (Add to Destination).

o 7EREHR (Trandation) FHIE P LL R T .
* [R#4i& (Original Source), i%#% VRB-Users.
* 4R FRYIR (Translated Source), Sidiifan (Add)FF# T 20.1.1.1 K E X% VRB-NAT.
YEFE VRB-NAT, WIF Ex:

Add NAT Rule @

NAT Rule:
Manual NAT Rule v

Insert:

In Category v NAT Rules Before v

Type:
Static v

Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

I
Original Packet Translated Packet
Original Source:* Translated Source:
VRB-Users v | Address v |
Original Destination: VRB-NAT v |
Address v
Translated Destination:
v v |
Original Source Port: Translated Source Port:

Covee )

F£E12 R
NAT B~ Brs:

| bt |
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Rules

Filter by Device

Original Packet

o . i T Source Destination Original Original
irection ype Interface Interface Sources Destinations
NAT Rules Before
1 & St any any fg VRG-Users
2 & St any any Eg VRB-Users

Auto NAT Rules

PTA3 AE BH AL TSRS VRG I VRB U INHSE— 1) AD JIR45 345 - P RS (System) > K
(Integration) > 4fid; (Realms).

FIR14 fUEFESUE (New Realm) JFHHE 7B A RIXUFEAITEANGE E, 1S OB .

PIR15 LRGP H VRG 1 VRB P V5], i € X 2 4> Active Directory, i 2 [ 4tk H s 1 7] 25 7 Bris
27413 LDAP 4 sl Active Directory Als Fl 45 H %

$IE16 /8 0 RN ISE - %R R % (System) > & B (Integration) > 5443& (Identity Sources).

£ B9 BRSS 51 EE (1dentity ServicesEngine) IS 7B, XX FZBUA SR, ES WA
JC AU ) T 7 4 il G & ISE/ISE-PIC.

PIR18 QIR G G SR AR, AR5 2 SCUs IR Pl sems,  BUESRHISK 3 VRG A1 VRB I E & (K751 .

gn{AT{s£ A BGP >R E % [E FUE% FH 2%

U, T e s ERCE BGP I E, DAHAE MU thas (xR P o SO RS e ) 2 1)
T o R AR (AR B B H AR B S B BGP R, AR N S AT H MR 8. BK
Mol 5 A SRR AU 85 3 = R R A iR, SRR . TEERL, Tkt B BGP R I &
NS AR P 8 SO AL s 4% BG4 4 e R AR i

B L) B KA A e T LU M 40U b 2 A 11

o AR 2SI E T A EE (10.10.1.4/24) FIAREE (10.10.0.5/24)

* VR-S CE§85) mEALM 28 ® T Insidel (10.10.10.7/24) Al outsidel (10.10.11.7/24)

* VR-W ({xF) L% h2SAC S T Inside2 (10.10.12.7/24) Al outside2 (10.10.13.7/24)
BRI E (VR-W) (% R 45 8565 (VR-S) FI4 A, 1K VR-S HI4MER#E 1% %] VR-W.

IR, AR 4 JR s b 2 PO A B4 11 8 R R 45 B B (VR-S) o o i T S Dtk o 253 TLIE ) BGP
Lo R A

W EngmE |


management-center-device-config-74_chapter69.pdf#nameddest=unique_1054
management-center-device-config-74_chapter69.pdf#nameddest=unique_1055
management-center-device-config-74_chapter69.pdf#nameddest=unique_1056
management-center-device-config-74_chapter70.pdf#nameddest=unique_1057
management-center-device-config-74_chapter70.pdf#nameddest=unique_1057

| mnissems

st Bep skEEEnmE ]

[ 3: 1M BGP iR & R B iEE IS

1 I 1
Inside1 10.10.10.7/24 | | Inside? 10.,10.12.7/24 |
Outside1 10.10.11.7/24 | : Outside? 10.10.13.7,/24 I

Export Inzside2 and Outside2

m ig Export Dutsidel

- ;R Export Inside? and Outside?

¥ b

1
Inside 10.10.1.4,/24 |
| Outside 10.10.0.5/28 |

FHIa Z |l

o {2 R LS th 2% - VR-S Al VR-W,
* JAFH BGP, I NSRRI 2S£ B BGP LAE #7014 111 (Configure BGP for

redistribution of connected routes).

i

fid & VR-W DR ILA 7 % e H AR 6 B 5 HH 42 VR-S:
a) PR E (Devices) > R &EIE (Device Management), 4%+, SR 2 H (Routing) 115

e

b) TEMEPLEK A T g Ik £ VR-W.
c) Miii BGP >1Pv4 > EEHS N/SH (Route Import/Export).
d) ZLF VR-W B MRS VR-S, AT HASbRic s B, LUK VR-W B B 5 H 3 H BGP %

v, IFEE EARIC R HbR. 7EE8H BFRSH (Route Targets Export) ‘7B, #A—AMH,
40 200:200. s ERAN (Add):

Enable Pl
Manage Virtual Routers
A5 Number 100
General MNeighbor Add Aggregate Address Filtering Metwarks Redistribution Routs h
Virtual Router Properties
e Foute Targets Import: Route Tangets Export:
TELF ASNznn (or) ASN:n ASN:nn ASN: | A | AsM:nn for) ASN:n ASNnn ASNy | e
~ BGP 200:200 M

Pud

e) ML th#s T g R hik$E VR-S.
f) i BGP > I1Pv4> R B AN/SH (Route Import/Export).

bt |
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g) N VR-W G, 1EME S AEH HAR” (Import Route Target), PUEM OS54k ik
FHr KD BGP R EAbMCH Bt HFRK VR-W B . /£ BFRS A (RouteTargetsI mport)
TR, BN VR-W ELE (FAH At H AR {E 200:200. HhERam.

_ e Pud
Manage Virtual Routers
umber 100
General Meighbor Add Aggregate Address Filtering MNetworks Redistribution Houte
Virtual Roarter Properties
ECMP Routs Targets Import: Route Targets Export:
Ly ASN:nn (or} ASN:nn ASN:an ASNa | Add ASMN:nn for) ASH:nn ASN:nn ASN: | A
~ BGP 00200 1l

Pad

iR WHRZF A VR-W R (R0 % 3B AT 40 1Rk, ] DAAE % B 6t B b i s DR RC 454, IFAE
AR ELKEARSHEKBME (User Virtual Router Export Route Map) H1ik#i% Ll 4
o [RIRE, A SARGEE N BGP 53\ VR-S B I3 T 44k, #5n] LU B P R SRR
2SN\ HEMET (User Virtual Router Import Route Map). IFLFAE L IR 3 thidkdT T

4.

FIR2 flE VR-W DKL i S o 304 ey R UL Pl s«
a) BHEAIE ARV VR-W S H B4R bR h . L3R (Objects) > WHRE
1% (Object Management) > &1t E (Route Map).
b) iR BHEE (Add RouteMap), JHdr44 (Wi Export-to-Global) , #XJ5 fidhiidan (Add).

¢) 1BEFFIS (SequenceNumber) (Lt 1) , ARG NEFH S E (Redistribution) Fhz5#RIEH “iz
417 (Allow):

New Route Map Object ]

MName

Expart-to-Globa

» Entrie= (1]
Redistribution
B P
Allow Overnides

d)y BR%E.
TEARBIF, B VR-W B HEESpitm 20 4 R k. KIok, ¥ 0 % b i i & DR 444

e) TR AMMELE (Routing) IR, 4R f51EHE VR-W. r£iili BGP >1Pv4> i S N/S H (Route
Import/Export).

W EngmE
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MNEBEPIEEES K HHE (Global Virtual Router Export Route Map) #7414, 1wk
Export-to-Global:

Enable Pvd
AS Number 100
General Neighbor Add Aggregate Address Filtering Networks Redistribution Houb
o g =y d
Route Targets iImport: Route Targets Export:
ASN-nn {or) ASN:nn ASK:nn ASHN Add ASM:nn {or) ASM:nn ASN:nn ASN: | Ad
]
L. virtual R
rt Rout P
--select-- * --salect--
Global Virtual Router Global Virtual Router
mpart Route Map: Export Routs Map:
--select-- - Export-to-Global

,

HIR3 LACK VR-S HIHME 1 it 2] VR-W, 35 HAT LT # 4%

a)
b)

<)

d)

e)

2)

h)

i)
k)

MRERLER FHAS N R A ik $E VR-S,

#iili BGP > IPv4> S N/SH (Route Import/Export).

SOR VR-S % ittt 2 VR-W, 3518 Hbsbric it th, DM VR-S #% 1 3 21 3E BGP %

o, e BibRic st HAs. 7EE&E BFRS U (RouteTargetsExport) 7B, i A\ —AMH,

fil11 100:100. #Ad3RAN.

MIEFAES i #s Ry, EdE VR-W, K51+ BGP > IPv4> BEH S AN/SH (Route

Import/Export).

BN VR-S Bt ) # tr, ISEE “ S A M HAR” (Import Route Target), LAMEM Chf &5k

sCEHT KD BGP K T ARMCH B (i H AR VR-S B i, {EE§H B#RS A (Route Targets

Import) FB:H, Hi A\ VR-S it HFx{E 100:100, 30,

BUAE, BT 0K VR-S R4S 1 % tH RGN IE 2] VR-W. EF TR (Objects) > R ER

(Object Management) > BiZ8%13 (Prefix List) > IPv4 BTZE%53 (1Pv4 Prefix List).

MR 1PV4 BIZR51&R (Add | Pv4 Prefix List), #2447 (41 VRS-Outsidel-Only) , 4R /5 i

RN (Add).

R F55 (Sequence Number) (tbin 1) , X5 WNEFH 4B (Redistribution) 7513 1%
“1B17” (Allow).

i\ VR-S outsidel 4% /) IP Huht CRIEAS 74D

TR
LA AT match AR OISl . % A (Route Map). sidiifRAnES BAR

5t (Add Route Map), #5E4F (1 Import-fromVRS) , 4R J5 fidiiian (Add).

bt |
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)

fRE 5SS (Sequence Number) (Ltan 1) , A5 NEF S EL (Redistribution) 41| 3L #
“IZAT” (Allow).

7EEE F4] (Match Clause) i, i IPv4. ettt (Address) k0 KT, sdiaTgslsk
(Prefix List).

7ER] | Pv4 BT43%51 3k (Available | Pv4 Prefix List) &, i%#¢ VRS-Outsidel-Only, 2R s ili A0
(Add).

i RE.

SRR A IIBEE (Routing) BT, R)51EFF VR-W. £iili BGP > IPv4> BHSN/SH
(Route Import/Export).

M2 B B RSN B E (Global Virtual Router Import RouteMap) Rz, ik$
Import-from-VRS:

) Enable Pwd
Manage Virtual Routers
A5 Number 100
General Neighbor Add Aggregate Address Filtering Metwiarks Redistribution Route

Virtual Router Propertias
ECMP

Route Targets Import: Route Targets Export:

OSPF ASN:nn (or) ASN:nn ASK:n, ASN: | Aad ASN:nn for) ASN:nn ASM:nn, ASN: | Acs
- BGP 100100 i 200:200 i
Pud
Pyt

Static Route

General Settings

BGP

Usear Wirtual Routsr ==r Wirtual Router

mgart Roube Map: Export Route Map:

| Impan-from-VRS = --zalect-- -

nort-to-Glob
Expom;by; Clobel e Sictal Virtual Router
Impart-from-Global Export Routs kap:

Impart-from-VRS b | Export-to-Global |

FIRA FLE VR-S LUI G N4 ) HESULG 1 4% (0 S0 5 % i -

a4

b)

©)

d)

FENA S UL st i e A 2R3 T BC B R B H B T 8 SO R R . TALUE,
FEAMBIF, VR-S & 42 fay R & (1 b 1 N R I H (0 e s o

IR (Objects) > # R &I8 (Object Management) > B2 %113 (Prefix List) > |1Pv4 B 5%
(IPv4 Prefix List).

AN IPv4 BTER%13R (Add | Pv4 Prefix List), &t 5% (41 Global-Outside-Only) , 285 £
i An (Add).

{555 (Sequence Number) (Ltan 1) , A5 NEF S E (Redistribution) " Hi 413k $

“IZ1T” (Allow)s
1\ Global Outside % 11 TP #uhik CRTPAS )\ A2 4l) -

W EngmE
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h)

)
k)

D

st Bep skEEEnmE ]

Add Prefix List Entry o

Action

& Allow -
Saquence Mo:
Range: T-4734307237

IP Addresses: (Limit 250) Address:
0V24

Min Prefix Length

Range : 1

Max Prefix Length:

mange - 1 - 32
Tange

i ERE.
MiliBR B (Route Map). siidiiRANEEHBRET (Add RouteMap), fREHFR (Wl
Import-from-Global) , #A )5 siiidin (Add).
R F515 (Sequence Number) (tban 1) , X5 WNEFH 4 B (Redistribution) 7513 1% £
“IB1T” (Allow)s,
7ELELFA) (Match Clause) ¥E3iK b, st IPv4. it (Address) k5K F, sidipIgR%y%E
(Prefix List).
ERT F 1PvA BI48%13 (Available |Pv4 Prefix List) T, 4% Global-Outside-Only, #X)5 fidiif
fin (Add).

Add Route Map Entry

Sequence No:

1

Redistribution

& Alow -
Match Clauzes Set Clauses
Security Zones Address (2] Mext Hop (0) Route Source {0)
——
_ Select addrezses to match as access fist or prefix list addresses of route.
Pyb an _ SREE
Arcess List
P
8E %) Drefix List
Others
Available IPvd Prefic List L4 Selected IPwd Prefie List
4, Search Global-Ouwtside-Only ]

Global-Outside-Onby

BilRTE.
SHEIE A B H (Routing) TR, #RJ5IEHE VR-S. fiili BGP >1Pv4> S N/EH (Route
Import/Export).

M2 BRI R S S A\ B E (Global Virtual Router Import RouteMap) Rz, ik$e
Import-from-Global:

bt |
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Manage Virtual Routers
VRS
Virtual Router Properties
ECMP
OSPF
~ BGP
Pl
1P

Static Route

General Settings

BGP

EHIEEH S

.

AS Number 100

General Meighbor Add Aggregate Address Filtering Metworks Redistribution Route b
Route Targets Impart: Route Tangests EXport:

ASMnn (or) ASM:nn ASN:nn ASN: | Add ASN-nn {or) ASN:NNASN DN ASN: | A

v

Usar Wirfual Router User Virtual Router
rmpart Rowte Map: Export Route Map:
| —-select-- | | --select-- |*
Globad Virtuad Router Global Virtual Router
mipart Routs Map: Export Route Map:
| Import-from-Glabal | --select-- -

Export-to-Global

$IB5 {R7F (Save) FIEFE (Deploy).

FEFARS 2R R A SEiE R

LigE RIKEE &KW FEAES
Hols B 10
HABA VITH L | 7.4 74 WAL, BRI LI T#% h 0l mi ) VPN B E B A 3028 VTI R

o

o

B RS %% (Devices) > & & &8 (Device Management) > %
x4 (Edit Device) > B H (Routing) > FEE& B 238 1% (Virtual Router
Properties) > A Fl#£ 0 (Available Interfaces) NI “ZhA VTI £

1” (Dynamic VTI interfaces)

SEG R A SCREANISE A B a5 By ] PR £ o AN SRR AR S
BRI o

X+ ISA 3000 [¥) EFLE H | 7.0 7.0
MEr.

T LATE ISA 3000 i 2B E 10 B0 2.

FEF 7 52 SCHR AL % e | 7.0 7.0
P 11 SNMP 37

LEH P e R RS i #8 L Hd & SNMP.

W EngmE
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Enmnznneins

Ihae =K B2 (R EH FEER
s B 1
e MR R as. 6.7 6.6 S mr LAl 71— R Bk 22 A R UL % ph 2
BrEAE P B 4. 1] (Devices) > X & EIE (Device Management) > B%
M (Routing) > EIREUBE B S (Manage Virtual Routers)
FH T R 975 1 R 0L % | 6.6 6.6 RAE AT LGSR 2N LS h ds ok B DAL i s B i % .t TR0

HH#5 f11 VRF-Lite.

AL 8 A B M, s a] LS 440 BR i £ w45 1 i .
NEFLIS R A STt R FUARS Hh AL R ThRERY “8 MW7 A (5 VRF Lite) ,
AR FE BGP [ Z N d JE (MBGP). R DL 2 i 5 K e 1L 2 B0
9 5-100, FEHGR TR RS
MG bR & > REEE> i &> BRE EITR
BB AE I CLT Ay 4

* show vrf

« [ALLR CLI AT [vrf name | all] Set4E, Jf HAEEH

IO BT FR s UL R 2 45 E %t clear ospf. clear

route. ping. show asptablerouting. show bgp. showipv6route.
show ospf. show route. show snort counters.

PG R ANSCEF Firepower 1010 2¢ 1010E.

bt |
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