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RN 1dP 1) NotOnOrAfter &R, T 20 Fi 2 RIS,  Hf1E$F NotOnOrAfter I . Witffg
SEHE I A NotBefore #8 ) fr] 5 FIZNT- NotOnOrAfter B 1a], ) g i A8 i 278 26 B R o

N LA 1-7200 B8, BRIA: 300 £

* BR{XERERM L AT 889 1dP (Enable 1dP only accessible on Internal Network) - 715 SAML

IdP {7 F BN 4% I, IRk . s A 2 78 Mo, 48 ] BE 44 webvpn 2 18 2EH P A
IdP 2 [A]EE 315 .

1B3K 1dP 722 b EHT 1T B0 B8 IE -3 8 M 38 100 DUAE B O S5 F P AT B A 36AIE,  BAE 2 iy
[ IdP 231545 3%

* SV A -1k L HE LU SRV X I A R SR R 55 e SR A T A i

PR3 mdiRTF (Save).

X ER

B usEeE

BLEEFEYT ] VPN K] AAA ¥ H
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EIELES

Vi RRTF (WRR AT IR [ACLD , EFRIRSE N T B E. ErT7ER B e Thhg ()
U s, 0E R e B S, TR ACL BT R VERI R, RGN
%, T “PHIE” FRENS MRS R HERR . MRS BRI B AR U SR S L AR .
T DAL LR 2R ACL:

o PR - AR YE bR v R H AR RE s R . SR IPv4 R IPv6 ikl CRTBAZESS e B

WAD .

o bRUE - SURYE H ARl B = . INSCEF IPv4,
ACL H—AsZAVi #5114 H (ACE) B4 . ACE FINFAE R FE 2. VPl ACL LA & %L
WAL S “AVF” ACE UCECR, A0 4 4k B 105 P £ XA ACE HEATIIRR . 48

RIVCACTN S, ANFEAETEZ ACE. a1, WHRE “ 4”7 10.100.10.1, {Hi2 “FHil-” 10.100.10.0/24
M Ak, W) R4 H AR R4 H 2 Rir. Sk Ut, K5 58 BAR RN E T ACL R THER .

5“7 4 HAVLE S g a0 A 52 B E .
PUR A A e & ACL X %

AL &3 & ACL X%
M FEAR PRGN H ARk PR SCRE L  H 2H D G e e Gn F A e o IPve, BT E YT ACL X
%
JUE ]

W R R > WREE, RGN H R EEE 18153k (Access List) > & (Extended).
P2 PATUL P AL —
o AR RiA B33 (Add Extended Access List) LLAI &5 K ACL.

N R (D DU R

DIE3 A CHEY R ACL U ARSI S ” (New Extended Access List Object) S iEHEH, FAX ZILAFK R
FOFEAZHD , HFRCEVI R H
a)  HUTULFEAEZ —:
o Sl (Add) LLEIEEET & H

< il gREE (D U4 H .

b)  GEFHRLE (Action), JEAVF (ILRC) MR CRITRD 51T

| sgeE ]



B ==rrawus

sggE |

iR HEIEF (Logging). HERF (Log Level) LI & H&EFE (Log Interval) 231X 1
F7 R RN E03% 0 B4 RN T ACL) o [T ACL S AN T-i5 il JE)
VK I S O B LR AL
c) ERUL MME— R4 (Network) 304 _FAc & YA H brithbk .

« )\ “AIH” (Available) 513 LT M 48 6 G oldl, SR )5 s nZl & (Add to Source)
2R INE) B#R (Add to Destination). % m] DUl sl 413 LJ7 ) + L B F T % .
LA A TPv4 A1 TPv6 Hbdl

o ZEYREY H ARSI T I g AE R A bt I 5 T30 (Add) . #8 AT AFR 2 AN M LHBEE Cln
10.100.10.5 8% 2001:DB8::0DB8:800:200C:417A) 55,1/ (10.100.10.0/24 5% 10.100.10.0
255.255.255.0 ¥, B 2001:DB8:0:CD30::/60 iXfh IPv6 F& )

d)  sidig A (Port) IR AL LA MR — T AR B S5 o

o AT FIB R APk T 5 1 6 5, AR5 e AN N2l iE (Add to Source) 54 A0Z) B 4% (Add
to Destination). 0] LIl 5554136 L7 I0 + el At % . w4 n] LR 2 TCP/UDP
Ui 1. ICMP/ICMPv6 1 B ol A i (A% “AFR=7 [any]) o (HAE, W A0
Uit 11 3252 TCP/UDP. 8 JCvak £ 1141

X} TCP/UDP, iEiER, WA FEREE TVEA B A 7B WA Z0AE 1 34 Hh A R AR 1] ) B
W B, WASGERE 2 UDP Y 1F1 TCP H AR .

- AR H BRI T IO 0\ RO 58 1S DU Kt (Adid).
HR SRHUEII T P LR H, WS P DML F R R S
©)  AiRLF (Application) M, HAJFUEFERE 15 TG ] I S0 A AL
EEET - RASHENRERE S, Wk, SRR TR R
o X A T o S FTAEFE ACL . 501 BEABENS TP AP, TR BT
AR A 55

pE s * RTARZ A 913 Wos — 4L 5 A TE SO o A2 Vg ) 428 Hh SRl H )%
MR, B RA S EdE . (FQDN 28t 4 1P Mk Al 1) mI Ly
K 23X Le i o W] sE Gl RE VDB SR EAT B8, A i S5 3] ) ik
2 EBTE
o NSRRI E SCIK B RE SON T BN T4

« FAT, BB BEANSOR I E SO B E SON BN AL, A fevr ek

e AN B3 -
o BT LU B 1L 9 & T S 1) R AT B RS (Application Filters) SRALIL LS
Ko

f)  mdiRA P (Users) IIR, RJFIEFZON G AL th (PBR) 702810 I Bl .

B usEeE
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mErEAcLxz ]

BERW SO HSALE b TR P B ACL.e 20 AE HAR SRS A
Ve, DO HAT A RF HASZ SCH

R * ] FAGitE (Available Realms) #1525 i 7 TV L & ) Active Directory/LDAP 413
A RBIH R BAE S, 1E 002 M A1 LDAP #if 5l Active Directory
VTR BRI, H SR P A0
et d ANSCRFAH AR Azure AD S0
* AR P (Available Users) #1134 W7n Jiri AD/LDAP 43 1) & & H -~ A
U EERET S B, W TR (Integrations) > H AR R

(Other Integrations) > 4fitg (Realms), #XJi5 4 A< 1) Active Directory/LDAP 43
1.7 T8 (Download).

TR JE 97 A e 2 T SZHE 512 AN H LR 64000 /N P TP LA .

o FEFH R R A AN 2 R DA 5 0 SE SO, P 21 TP RS R 2Lk 4 B
O R ST N A B0 HEIE 2 B

g) AR 2AFRIE (Security Group Tag)iE I, SR JE B 20 B H I U7 in) SIS /3 2R 196 SGT
FRid

BEER USRS ) SGT Y 2 ACL. B2 HAh sems b4 F e, oA HAT A
KA HAZ S FE.
P23 - TR £AHRIE (Available Security Group Tags) 71|34 B OVl & 11 22 4 41
Fric. #AT LLGESRAE T ISE SGT s [ 5& X SGT.

* B H] ISE SGT, MRl ciT HMSIEBRES A SXP @4 ISE 5 2
ALy SR, A OC ISE SR RNAE B, 1ES R BCE H 7 #54 ISE.

a2 TR ISE BRAAUFE 3.20 34 1. 3.0 F1 2.7 BBAMNEFF 2+,

* fRBIEE B E X SGT MIfF R, WS eI 2 adbnid i 5 . 28 39 1.

h)  EBETHERINH, R AR E N (Add to Rule).
bk =3 * WHVIEY JE ACL Xf G rhC & H AR &8 FI N H

o AT IS B P TR (Nertwork JIRZS RS 41— 48 i 4541
(NSG), M4 FEAE P . NSGH T HREE R VT, H4E -5 ik i H
A (K VO3 IR B T4 2K

i) sUlERIR (Add) DU HES B % .

P g, W REIESN A, DRI LR s N B R AL
AL IZ L LB At e R S b LAl A H

sgeE ]
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sggE |
B ==rm6acws

PB4 R ARV IO ST E R, IHETT R IFBESIENE; WS AV GER B 12 0.
PS5 LR TF (Save).

B & #r/fE ACL X5

LR H bx 1Pv4 MhEVURCH R, S bR ACL XS5, A0, 49 € ACL.

g2

P LR W& > WREE, AR5 M HFZHIES 7181513 (Access List) > Standard (Fr4).
P2 PATUL FEIEZ —
o« pidi RIERAETRIGIZR LLOIEEHT S .
« i mEE () LIS Y .
T3 AL CHEHEACL Vi ARG WIEHES, A BB O RV JFRCE Vs 45
4 H :
a) PATLLFEAEZ —:
o SiRAN (Add) LAEIEEHT S H .
s il AR () UREILEAH .
b) XTEAVIMEHISH, WHIE LN E .
« #21E (Action) - & fo¥F (UEFD) iSZEBHLE (ASUTRS) i SAriE.
* P£% (Network) - ¥ A T IR H AR 1Pv4 4850 G a4 .

c) AN (Add) LUK & BN 2R 4.
d) wE W, ES ISR H, DA BRI R R A BT AL E

R IR DA s 4R b e Ak H

PB4 R EAVPS IS ST E S, IHEP RIFBELIENE; HSHAVNSRERS , B 12 0.
PS5 LTHRTE (Save).

bk it
AT LAy IPv4 FITIPVG it 1P bk, iZsthhbwh ol TR 2 Wi 10, 50 T VPN SR 1) fic
B

B usEeE
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UK

FHIB1 EFITS (Objects) > R EIE (Object Management) > ik ith (Address Pools).
$IE2 N5 IPv4 ith (IPv4 Pools), 2R sitiidsan 1Pv4 it (Add IPv4 Pools) J-Hc & DA T B :

o B - BN TR R E A OE 64 LT
* YRR - it T B

o |P #bik - Fy At R a] bk YE ] . A FFAR Hhl R0 5 o bl (A4 T e Tk A S R T
Fl4n: 10.10.147.100-10.10.147.177 .

* AL - bRyt 1P Mok T 0 M
* RFEBE - W ILRIEHE T RN S de . Rl REIT R S T BoR B R AR . T LU S A
RSB . ARG R, WSS, 9 11 0

PR3 LR TF (Save).
HIE 4 St IPV6 it (IPV6 Pools), 4R Ji 54 iR n 1PV6 it (Add 1Pv6 Pools) JFHC # L F 5Bt

o AR - W AHHE B AR . I EZ AT 64 NFAT
* VBB - it N ATk B

* IPv6 Hiik - iy A\ B E B o] A S8 —A TP M ik RATRT R (DI ) o fildn:
2001:DBS8::1/64,

o BILEE - AR RETE A N TS TP Huhik 4G 1 TPve bk %

© RVFES - P ILRENE R B . s ETT ST Bon B R . T BUE R R AR
B . ARG, WM RER , 911 0

YIRS it RTF (Save).

o=
B

HIN RGBS A IERS, A nT LIRS N AR IR (GRS, MR 25 RIRPE S SRR
AL, WA N 0T IEXT G B gs o, LR SR B DERS (415 N FE Al s LY,
FIE B e SCALE D B, QI BT SR AR A I e SO L g4 . A ORPRATE R, TS
IO FH R 2% o

=}
3

AS %1%

AS 12 R T % & BGP T B M. "B & AS 5 F4, @it H vl PLysn M 4% . AS-PATH J& %
PRI AL 36 1R 5 1) 9% vh ORI B A 86 2% 2 TRT R R ) AS g5 4. AHAR B iR RS0 (ASes) 1§ H]

| sgeE ]
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sggE |
B s

BGP A #F 5 3 A ] AR AS BFEIITH S o AEREAN % th 2 12 A 5 H b (1) S50 8% v 1R 8
AHRIE G, e 2R 1% o B AR5 SN LR I B P B2 25 48 b R 6 40 i 2 i B SLAR AN 0 54k . T
DUAR BB L P24 4%, R EAR T 2R O AR B Hh 2% 20 JEnE— AS g5 TU'E 2] BGP 74 BV ASes
IR BEAIR L HITAS-PATH. AS-PATH LK AS Hif 8 ik /9 4% Ay B ) A% i 55 b 8 AR s A 2 o
M “Tii'E AS 42”7 (Configure AS Path) TUII G . & Mgt 55 R4 (AS) ARG % . &
AT LABIEE AS B4R % CAAERC B FHILSS . SRS . BGP ARl sENEH . AS B AR il nEss i me
% 0 A P 1 a8 AR i i Hh BB R

TET LUK MO B 5 g B A B % A

UK

FB1 K RIE TS (Objects) > 3 R &2 (Object Management) Ji M H s HHik £t AS #8512 (AS Path).
FI;2 SR AS 212 (Add AS Path).
PIE3 AR (Name) TN AS BRI R AT ARAENT 15 500 217,
$IE 4 S ENE AS BIEXTR (New AS Path Object) % 1 L7370 (Add).
a) MIBE (Action) FHrzEHESE “ Y7 (Allow) 5% “FHIE” (Block) 3 LG 7~ 8 70 K V7 1)«
b) EIEM A (Regular Expression) B e H 1w X AS AT g 1) IE W ik 5.
c) i (Add).
YIRS WEREAVIN R TE R, EETT RIFBERIENE, WS AVINRER , 5B 12 1L
PR 6 LR TF (Save).

BFD =1

BFD #i#i 45 52 —41 BFD [0] &1 . BFD i & 1) BFD [A)RgE AR e T 0. ok, i

A LA LR 22 B TG E S R I RIS DL R, Echo BERUNZEAPIRGS . 5wl BLAE gk 15
[ %
UK

$H

]
N -

IR (Objects) > R E I8 (Object Management) > BFD 44} (BFD Template).
Rl AN BFD 4R (Add BFD Template) & 4%%8 (Edit).

pEEd USRS IEAE AR, W TCVA B O A AR MR,

Sk Sk

HIE 3 7F Template LI~ b, FCE DL NIEDL:

+ Template Name - It BFD Bl 4 8K, AU 40K, A AR EHEBU R CR S5, Bl
LIRSS, JF AR AR

« A (Type) - Hidi BBk (Single-Hop) 5% Bk (Multi-Hop) 51k 4241 .

B usEeE
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* Enable Echo - (AJ3E) by B BRARAR o FH [E] 1 o

WERAR MR PIN T RE, BED A0 ks DL mide A 20X LA S A s 18] o R PRI D) g, BFD
P A B K LLAL IS (K P e A R, T G T ) [l 2 i s DA ey TR A0 o 2Rl g, Ffi T
BB AL [P N

PB4 AERPRIETR L, FUE DR IED:
a) MIEIFRZEE (Interval Type) T4l Ik £E (Microseconds) BiZ#> (Milliseconds).
b) 7EEE(Multiplier) B, STV SAMHI S R . AER/RAE BFD 75 B0 S5 444 AT I I
WA 3 2 BFD XA G 2 BT 20U 15K 111% BFD b 45 K (134 42 BFD $ il £ (0 44
JulE K 3 3] 50, BRIAEN 3.
¢) fEH/MEH (Minimum Transmit) B, fy A/ MESEIRREDIRE. JEFEAT 50 2] 999 =ZFbuk
50000 %1 999000 =£Fb-2 [A],
d) 7EER/IMEY (Minimum Receive) 7B, A/ RIBE DR Ja AT 50 2] 999 =Pk
50000 £ 999000 & F 2 1],
I8 5 7 Authentication X617~ I, JCE DL F k.

* BHIEIEZEE! (Authentication Type) - M FHIZIK 1 %EF: NONE. md5. meticulous-sha-1.
meticulous-md5 &%, sha-1.

* INEEZERG (Encrypted Password) - CRJi%) Ji 54 56 IE 535 i a5

* Z8G (Password) - WZfd FIEAT S 473 S0 0F 1R 26 H B iSCFE 508 A mh A R I £ 0 60 UE 5
ARAEREE 1 3] 29 DMK FBECF AR IR R, S AN TR RE D B B e e
Mo B, “lpassword” B “0 password” JERK.

* Key ID - VLECEFPHAE L =238 ID. YUl 0 31 255,

$IB6 1HE.
ST Sl Apply UMRAE BFD BEAR IC &

BHEEHTIR

BAEAF IR 2 A B EAFAURMAT S REATUE BT (A THy 8 SSL 5 TLS I
LI — MR 57T LALE SSL ML 8 P B2 RIS 45 B ARLAR R SSL 22 0% 7
SR 25 3 R A A s B e P A . 0 4 BT PEGUER I SSL MU, 11251
AT RSP R ) SSL 2 AL AL B,

\}

AR BORE SR EIRAE Web St b ol 3 AL EANIR, AEANREAN I A& Sl e i s
e

| sgeE ]
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I EREHRYIR

UK

B EENR > HREE.

WIB 2 WX GRAP| R PIEFZEBEHFIFR (Cipher Suite List).

#1237 Add Cipher Suites.

PIE 4 fHi N\ Name.

$IE5 AT AL (Available Ciphers) 51| ik #— Aol 2 MRS,

L6 riili Add.

ST S, AT (Selected Ciphers) 51t BN (1 (T (T ST 155341 MIRR (W)
YR8 L RTF (Save).

X FIFR

T—F Mt 4
© WSS I SN B, T HE RO E G TE S LA

AR ATRE KL JE BGP g ke ARG SR UL RN R PR HAx. €M T diksid. BGPALIX
J P T 23 RO 2R 52 BRI o 2 AL AT B . ARDXRT T hic =i s vk i — AT ad. b
PP AR T LA A bR 10 A T 3E i e S, 9 e P 0 O ARy 7 A L v 1B I e A i LA s 1
i “PCEALXAIZR” GO AN SRR AL X F R SIS G . 8] LA AL X B30 5 LLAE R
LI PR SR SR S I A P o T DU P A (X 213 (1 3 A B b WS P DL P ) A T A A X 4
FEXFIRFEVL AL TE AT RAT P83 . H PR AR UREA T UL, B A R BIVLRCTOA 1k

TEAT LUK M 5 B A % A

UK

WIKIEPERT & > IR BRI H ik 4t X5k

ARt X %R (Add Community List).

ERAMRTET, faetbXyR G 4.

Ml EEA X FERIF R (New Community List Object) & H_E R0 (Add).

PR PR E 42 DU SR 7R AL X R 7Y

FRfEAE X B3R T30 T AL DRI X g5

pEy ANREAE R AL DX BZS R A RIS HATAE R “hreE” FEH] “4 R ” #EXHZER 4 H

B usEeE
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| dgee

rEdx [

a) MIRIE FR AR ES “ RVF” 5 “FHLIE” EICAFRR FoB 2 AR Vi ) .

b) EHRXRFET, fFEtX 5. GRE LI 1 3] 4294967295 53 M 0:1 F] 65534:65535.

c) IEFEAHIR AR R,
o BERR - EFEFRE LI DA X o RGE R A SRR (R ERATANEED 18 5 B AT HeAE X i
.
s TBE-EFREAWEE CAHEX . RGEA AL SR CEEANE) 1 2 BAT At X 1)
B
s TS -EFEREA T O . RGN R — H IR R G IR AR BAT 1) e N 11 A
THIGRG WS BAA AR IS H . ANE R AN 2 15 X 2% i

R 6 EFEY R Lk HH DA R A AR A

37 JE A DX A ST 1 IR U T v AR X o IE RS T4 e 2 S AL X g P VE R A
a) MIRAE M ZIR bk SE “ uvE” o PRk SR LR /R FORr 2 A T o
b) FEFIAR 7 BT R E IEN#RIA .

PR T s (Add).
IR WAL AVEXRMN RHATE R, T R BRI WS AN SER 12 T
P9 LR TF (Save).

i RHX

P REAL D — 2 BRI = AN B LR H . BGP 7 AL X A3 HoAT ) H] ThRid 3L =3 1 s v
B —ZATS R PE o IXebric FH7E 6 E N 1K) match 7Ry, F T I D8 ol DS RE J00 2 H 2% 2 1)
(¥t etk o J0d mT LU 9™ AL DX € SRS S RN S LA T I 98 . 3 JRALIX B2 VUL
AT PRI . B e MR AT VLS, ELRIHR B BAT e ity s Chtfl) sUERRGA S (778D
AIVLECI. AR “4 AL DI G AN G 49 AL X A1 R Mg X 52

\}

AR P RAXAIRAUE] THCE K A S A T .

AT LIRS IO B 5 g A B2 A

UK

BB RKIKIEPER R > WREE, I HFPIERERXTIER > TREX.

$IE2 fidiiRni B4t X313 (Add Extended Community List).

P®I ERAMTB, e JRALRIIEN AR BRI EAGEET 80 N 74T,
W4 LR A DO

* sidikrofE (Standard) FIETHL, $RE N EE AT H .

sgeE ]
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* riilifr R (Expanded) ik, i75E IEWERIL

TR TERl =N AL X AR G A R AR “Ardfe” A1 “PJg” 3 sl X1
% H .
SIS SR (Add).
W6 WK CIEPRRAETE T ALY, W54e e LU R N2
a) EFFISTEEY, HAAEZHNHAT T .
JPHV S AEH R A L ZiE—

b) (EIRME N s, W E SV AT AR TR € (VL ECES th F PRI B i, WEEFE RV W EHE
7 FLATAE AR E RO UL G th H AR b, 1S IE SRR .
) {EEEEBFRTBUT, fEEh Hbr.

o 0] LAYE AN H AR s i BN i AR — 41 LS 520 B 1 % e H bk 640 1:2,1:4,1:6.

o HRAE T LU 1:1 3] 65534:65535,

s —AFHTHRZ A LVES 8 AN H AR,

* NREBS Z AN HBE Z MMt HAr. #lan, BBl A 1:200,100: 100,1: 300 i i H Fric &
seql, Jf# A 1:300,100:100,1:200 % H H brlic & seq2. X&SEHEEZ RMBEHE, HI
s .

ST R CESRT BAE N A LA, 45 A N2
a) EFFISFE, BN E AT I o
FF A5 AE B 2R L2 —

b) (EIRAE N AR, AR AV HAT PAL R E A UL IR R IA SC B iy, TR R R
JE2 BAT AR E RO UL IR WA SR B i, T PERRLLE
¢) fEFRIEA T B E IENRIE .

o AT RAFE RN S H A A IS 4% b H BRE 20 PAZS RS BRI i H k. B, X(16) | (18)):()$.
o 2 A LA —AN4c H P 16 AN ENRIE L.
s NREBEZ N HBE ZRENRIER . B, B EAEH ~(16) | (18)):()$ "4 [0-9]*$
h HARECE seql, FEAE A [0-91*$A((16) | (18)):()$ M i H Al & seq2. XSk E %
KRIENRIEN, HIGEHRE .
< BGP IENFRIER M PEgE S, &SIt
SIBS R E ARG AT E S, HETT RIFBEREMNE; WS AN SES 612 0.
PR LR TF (Save).

LA 6 R LR X6 B oI 81 06 52 1) mateh 1R 5 Y AL X 514K -
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| dgee

DHCP IPv6 it .

o FEM MU X G, PR AL X B A RR R AE R NS R AR 5T £ B > Match F4] > BGP > #t [X
PR > RN B X FIRXUGHEF . A7 I7E B i fic 'S BGP W& ITE4I5 R, 1S %
WL, 5572 1L,

s FEHRMESIZNS G, §T AL X AR I A R R AR ISR AR 5 3 > AL XA > iy AL X 5%
XFUHEF . A RAESRIR SR PG E BGP WE I HEAIE R, WS ARy . 2 67 1.

DHCP IPv6 it

X T4 G TS AT RE (JA FH IPve BTG ALE 7 i) 4 DR A Hukk B 20 C & (SLAAC) 15 7 v,
AT DL 5 S DHCP IPv6 i 14 H 40 lic 4 DHCPV6 RSS2k lic B B8, DAEAESA 115 B by
1 ARIEAT B SR (IR) 24 Ao i 2 it DNS k4528 sl 42 265 B . B B8 A H252 IR Hdin ., A&
sy Be il o R IS AR P v bR R IPve H B BRI B 7 i, LA AE R U TPve Mtk
e Pty b I JCIRAS FI BB B, R 3T b 30 15 v B P B 3 1R AT 48K I B TPve Mkl #afy)
T, AR A AT SR B P A R ETS

s, 120 412 DHCP IPve6 it

A] T HE AR

BEAS AT 3 HE AL TR GARER IR 2 JL B B 1K) A 2 BROWUR 5 (] 73 B A4 Bk . S8 RTE TLS/SSL AR I v 4 H]
AT TR IR G AR P B TLS/SSL 23 1 1% i A IR 55 24 2 105 A R 12 T 43 1% 44 B A kA
FH 5 B 35 R i 55 28 E 5 R il 3 i

CAT o3 F A4 R AL AT AT 3 A RN R i 4 B )

Al HEAARR AT AL 7 X AR . A4 ASURAZURA, HiEHE At — 1 AM4. 6
ﬁﬂ, https://www.cisco.com E@lﬁ%r’jﬁgﬁﬁﬁgﬁ cisco.como ({E'Iﬁﬁﬁjﬁ%ﬁ%ﬁ!xﬁﬁfi, ﬂﬁj}’?@ﬁ
ZFR (DN) BUNZAE SR T i 24w FH A RR . O UE T VRS 2 ANl e R 45 14 FVE DN 4
M T4 FR (SAN). K SAN HITE4H{E B, 121 RFC 5280 2 4.2.1.6 5.

5| 38 FH 2 FR 0] 50 HE TR SR 8 cn=name. WA o= 1) DN B4 2E, RG4S
FRETTHN I on=, FRERAFXS B o

W Aoy AR (DN) BN Z A it — 22 ik, RGOS AT el FH IS5 45 4 Fkdi 78 (SNI) (Server Name
Indication [SNI]) KICH TLS/SSL FLMIH ) DN,

B DA A TR AN A B YE RS RIT) — A 2 i

R LA S PERREE

Bt T SR tE

c [E5¢ /41X AR PR

CN NITL B 64 TR BT (), ETH O 5% ()
R (%) PSRN
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TR EFEHR > WREE.

HIR2 EIFA] 2§ ZFR (Distinguished Name) 5 £, ARGk FEBEANIFSR (Individual Objects).
$I®3 il Add Distinguished Name.

WIE 4 i\ Name.

PERS £ DN FBU, HA R IR ARE A A I S5 DL NI

o WERMSINVT 23 R4 RR, WIPTELREnT p HE 44 Rk, 56 29 TU B INREAS @ PE (LLZSFRIT) .
© WEARESINA A%, WA] A4 2 AN ARZEAE BCAT »

PIR6 midiRTF (Save).
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s ZIPHbbE, A7 EGEAT ERCSIGE K h (CIDR),  AJ DLAE VT [N A, S M E AR

HHAL

o ANSHFESE A e A Bt RV

o AT APT REAT BT .

ARENEBNGIEAE R, WS LT APLAIZEINsIEN S, 5 38 1.

BREETENER

TR AR BT AR, W 35k (Objects) > 33 & & 32 (Object Management) > 4MERIE T (External
Attributes) > #7538 (Dynamic Object) 41 R FT s () T R .

HZ W APENESRG, 5 37 1.

IR C 2 A T —E RN A,

No dynamic objects have been defined yet.

‘ Add New Dynamic Object ‘

OR

Choose one of following options to start using dynamic objects with Cisco Secure Dynamic Attributes Connector (CSDAC):

FMC with integrated CSDAC

1 This FMC
(] == G
Dynamic Objects CSDAC integrated in
this FMC
@), How it works

FMC with CSDAC embedded in CDO

“{| This FMC
@\ Feed o

Dynamic Objects CSDAC configured in
cpo

@ How it works

You'll need to take following steps:

You'll need to take following steps:

1 Enable CSDAC

tegration / Dynamic Attributes Connector

2 | Create at least one connector
Source of dynamic objects
3 | Create at least one filter

Condition to target range of objects

Have guestions? Refer (o our @ Help

TG L UTI, AT DR R AE

1 | Go to Dynamic Attributes Connector in
CDO

Choose your region:

& UsA
Europe
Asia, Pacific, Japan

2 | Create at least one connector

Source of dynamic objects

3 | Create at least one filter

Condition to target range of cbjects

4 | Create at least one adapter

FMG ta which to send dynamic objects

ve questions? Refer to cur @@ HelpD

FMC with On-Prem CSDAC

1) This FMC

Feed
® ©
CSDAC On-Prem
@) How it works

You'll need to take following steps:
Prerequisite: install the Dynamic Attributes

Dynamic Objects

Connector

Log in to the Cisco Dynamic Attributes
Connector
You should have the URL for it

2| Create at least one connector

Source of dynamic chjects

3 | Create at least one filter

Conditian 1o target range of objects

4 | Create at least one adapter

FMC to which ta send dynamic objects

ur @HelpLs

o SRRV R A2 dynamic attributes connector 43
o it TYERER DAAE BRI R %A B 1 s 2 i ) .

PUF Tl it 2 A .

* ffi ik A3\ Cisco Secure Dynamic Attributes Connectorfl| )&% , &5 34 U
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* ffi[i] Cisco Defense Orchestratorfl| s % , 2 35 L

o FEAHAIEE SN A% Cisco Secure Dynamic Attributes Connector , 5% 36 71

* it I8 FTOTAHOCN AL, W B PTR:

« ARG T BB KR CSDAC B9 FMC 757k, T FF48 20k it 2l LLE FIFIRC . Cisco
Secure Dynamic Attributes Connector ¥ & %1% (Objects) > 3 & &2 (Object Management) >
SMERIE 1 (External Attributes) > #7535 (Dynamic Object) .

HIRVEYNME B, 15 )3 H Cisco Secure Dynamic Attributes Connector o
o WA T T CDOR#ER N T CSDAC B9 FMC J57k, W FF1& JH 8)) Cisco Defense Orchestrator .

HAEHE L 5, 214 14 1] Cisco Defense Orchestrator H 1] 2 AS A5 B7 K B B Lo PRI Kk
BE B A

s R AR T ERA CSDAC B FMCJiik, W Frga nlik#E T 2% Cisco Secure Dynamic
Attributes Connector, U1 5 i) A X AEAHL

HREER, ES0 (Cisco Secure Dynamic Attributes Connector it &5 ) o

{FA# AR Cisco Secure Dynamic Attributes Connectorl| & 575 3 5

n A 45 e A 44 Cisco Secure Firewall Management Centerfitt & Cisco Secure Dynamic Attributes
Connector , ZRGuHF i/~ PL R Ifi. Cisco Secure Firewall Management Center L\ £04E /i T~ Cisco Secure
Dynamic Attributes Connector (58X (Integration) > Cisco Dynamic Attributes Connector)s.

FMC with integrated CSDAC X
aws
Public Cloud Feed GitHub o q 3
Guoegle Cloud A Azure
Cloud
"""""""""""""""""""""""""" On-Prem
b O re Cam
P Viware Feec
] vmware

Firewall Management
Center with built-in CSDAC

B LR S
1. J3H Cisco Secure Dynamic Attributes Connector , 41 J3 H Cisco Secure Dynamic Attributes Connector
ik .

B usEeE


management-center-device-config-74_chapter42.pdf#nameddest=unique_1230
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://cisco.com/go/dyn-attr-conn-canonical
management-center-device-config-74_chapter42.pdf#nameddest=unique_1230

| dgee

{$ i Cisco Defense Orchestrator | E #1753 & .

Fo B M IR H R 1P HuhE R RE 35

ARHEAE R, THS OISR

Mo B S AR ML yeas, T e 2% 2 B0 ) TP Mk
AREAER, WSS E g .

A R (Objects) > 3 R ETE (Object Management) > ShER/E 1% (External Attributes) > 7S
% (Dynamic Object)(15h A%t % .

FEVI RN AT S % CGRIg > i eHE®l, K5 il shSE 1 ik .
AT S A G B VT M EAISAEIT H AR e L B3l 8

{# F Cisco Defense Orchestrator | i 17531 &
AR € A $E LR Cisco Defense Orchestratorfit. & Cisco Secure Dynamic Attributes Connector , 5
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Cloud
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o
S 7
" |
Firewall Management Secure Device Connector
Center (Virtual Machine)
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EF' /D o

HHVEGNE R, iES 1R {1 Cisco Defense OrchestratorH? [it) 2 A8 A5 5 K 5 5 B H a4 B 5 <K il gl
Jil 975 0w A B st BE AR 5 40

4. FBEE SCNIERCAR Y Cisco Secure Firewall Management Center o

1R Cisco Secure Firewall Management Center [ Cisco Defense Orchestratorsy #, 1 s iy TEFA
B& % (Tools & Services) > B A 3EE IR AL (Firewall Management Center) , R J5iLH mR 1T
FMC,

5. frF X% (Objects) > X & &2 (Object Management) > 5MNaRE 1% (External Attributes) > Fh7sxd
% (Dynamic Object) [IZh %1% .

6. FEVIFEHIR A S A NG CGREg > igalim®l, K5 il iSRS EiR) .
AL B BB VT RPN EATSAEITT H AR B L B3 3 HT

EAREIZE BN 7SXT R Cisco Secure Dynamic Attributes Connector

A O AR 78 K A 25 Cisco Secure Dynamic Attributes Connector Bt & A4 Kf s &%) 4 & 1% #| Cisco
Secure Firewall Management Center 58 248 -} IR KBS P ALy, 4 2R LU T

FMC with On-Prem CSDAC X
aws
Eﬁh \')II?“\:
Gmg?(_\uurl A rzue
Public Clou
Feed Cloud
”””””””””””””””””””””” On-Prem

+ Bl

CSDAC

s
Firewall Management {Linux Machine)

Center

B A A
1. FESZFF Linux RPN %%E Cisco Secure Dynamic Attributes Connector o
2. BEENZERSRIR P HhERERA .

HRIEANE R, 12 (Cisco Secure Dynamic Attributes Connector BB FRF ) HAA ROIEIEH:
AR 23 o

3. PMUAEIGEMCES, Bf IP Hbhk & i%3) Cisco Secure Firewall Management Center BY, 7528 4+ (B Kk 5587 #1
EP lb\ o
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4. WEBAEMLES, H T E SRR B O TP M

HRHAEE, ES0 (Cisco Secure Dynamic Attributes Connector fit B ¥5 55 ) 1A it B ah &
JEPE I BELS 4

5. #rF X% (Objects) > X & &I (Object Management) > sMNaRE 1% (External Attributes) > Fh7sxd
% (Dynamic Object) (15 &% % .

6. FEVI A HIEUIN P EhA N G (GREE > iiEissl, ARG sh sisEM LR
TEAS AT FH B AR R B V7 PR S e a BHhries B RS .

HREMEE, S0 (Cisco Secure Dynamic Attributes Connector At &5 Fd ) o

LA OO S — S shA %,  ) 3F &R (Objects) > 3 & & 3# (Object Management) > 4PMERE 1% (External
Attributes) > Fh7S3FE& (Dynamic Object) AL H 0T R Box W .

Dynamic Objects @ Filter c

Name Description Last Updated Number of Mapped IPs
0365_Common 21 Jun 23 09:44 AM 34

0365_Exchange 21 Jun 23 09:44 AM 34

0365_SharePoint 21 Jun 23 09:44 AM 9

0365_Skype 21 Jun 23 09:44 AM 12

ﬁtﬁﬁmﬁﬁ%i/ﬁﬂ*ﬁ%%ﬁ%, JFSVFRE B BN B 20 ORI TP ik A7 GRS
B HSI ShAN GG, 58 37 1.

WAL H API 8f# /] dynamic attributes connectorfitt B )70 %, WEHgs & @ ) &L kit
BB MR IR ILACH) 1P,

LA BN 0K 1P b TSR, T Al BARARET 1D, W N E TR

Dynamic Objects @ Fite C
Name Description Last Updated Number of Mapp...
0365_Common 06 Mar 23 08:2... 50
0365_Exchange 06 Mar 23 08:2... 34 [ |
0365_SharePoint 06 Mar 23 08:2... 9
0365_Skype 06 Mar 23 08:2... 12

IP bk Fil N ()BT IN, - DR N 2% R SR AT Bt JEI R AE U7 1) 42 L U AR 42 U I& AT F 17
DR

AXEM
* KT APLGUERIBIAR S . 2 38 1T
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T—F 4
© WSS G RN B, T HE RO E G TE S I

| sgeE ]


management-center-device-config-74_chapter4.pdf#nameddest=unique_45

B xsn=

XS

sggE |

AL RSB R SAEGT T, T AMP 285 U AN SO AR RO, DA AT LUK 2 SO i 21 SC A
B2, DUER R GENS B U A 2 S0 . IX e SO ] SHA-256 HUMEHIEATHE € « BN 31 Rt
Z 0] I 10000 NME—[1 SHA-256 {H .
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Figmlz

AR A AN BN LR, WARSG N AMP = 9 Bl T T A B Ol
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T—5Htta
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w58 31451 = P Y SHA-256 {E

ST IR0 RS PE 80 VP E
T BRSO 0 SHA-2S6 {1, WERE, ASAEAERT SR SLAR o P BRI . %
HEAF R, 5 S EBAS RO, IR R SR IRIA, AR5 LA R (T

iz

P EHENR > WREE.
FI;2 sk File List.
S 3 AEE B SO TR A R A e RN R S g (4 .

AR ERRE (), WERIXNGE T, s A B SO R R
IR 4 T LLHAT DU N R A

o P I SHA-256 {550 4Rtg (), IFHRYETE EME T SHA-256 5Li5 AR (Description)
14,

o SRR SHA-256 {H553 10 MR (W)

PS5 rUlHRTF (Save) LLHEH AR IS4 H .
P 6 LR TE (Save) LURAE LI .

T—5H#tta
C TS IR S, WERE Ei WS HERE .
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PR e

\)

sggE |

iR

EMERE LSS, REAHAH AMP = LA KSR PR

MIHEF R T SRS

s AT M0 R P 80 VF T

UK

T EERR > WREE.

P2 PR ERY L Pk HFIZ (File List).

SIS PR SO AIR B A E SUS I F R S SR (4
WRBRE (©) , WK SIS T, sif G A 1B SO SRR .

W4 RGHE PRSI SR E (O

$£IB5 51T SHA 513 (Download SHA List) J-4% - 7706 St

FIE6 i Close.

FlexConfig

AJ LU H] FlexConfig 50 71 1] FlexConfig SI& X 5 0 PB4 ¥ 2% R ANRE A H Cisco Secure Firewall
Management Center 73 17 1C B I Dy REFE £k 11 2 XL'E . 4 K FlexConfig HH& F 3 215 5, 15 S
FlexConfig HEHg A o

A] 24 FlexConfig BU & LA T RAIKIX % .
AR

A G E LT A FlexConfig X 5 b IAFAR R B BB SISO 15 A o X880 Bn] UHAT A
M, SR ZAMERSIR .

B LR E XA % n] UL Tl X FlexConfig X5 U1 A8 F A SCHE (Y] FlexConfig %4,
W) T G AT I 2, B AT H i X FlexConfig X %L B 45 2 W4 (1 77 300 2E g il XL
MG, ABEERNS GBSO SRS, A B SRS R B, w2
R RE . AT B T3 e i SR o — AN P A 828 ] — FlexConfig X G HI T-—Z1ANA] () e 46 7 -
RSN E R

AR E AN ZIE R, EZHBLE FlexConfig AN 4o

FlexConfig %f &

B usEeE

FlexConfig ¥ & f R AL E 4 DEMEAIE F4. fERE AL RS, Kb mixids
4, DL — RS H e LSHERCE a2, T RCE H AR & B hhg.
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| dgee
sz [

LIRS B2 R 7 R G E U  H O SRS RAE B e D Re 2 AT (s A TRCE, 2
LRI G (B BATHCHE . AU AFATHR T Cisco Secure Firewall Management Centerfit
BRI G (B0 %) (1) FlexConfig B N2 AL EHE, 5 WHEPTT FlexConfig 2% it i Xt
B, ASHEXLER S,

H KHBCE FlexConfig M A 25 E, 1SN E FlexConfig ¥ % .

1 TR TE {ar

W B R A AN M B A7 0 AR R GE U oy 52 i 4 0 0% b it e ) s A ) A A ] ¢/ X K
WMo FIAERSE Web St AOAN A7 B A T B BEE L0 5, AAR VT IR P2 50 . SSL M Al fi {42
o W, T PH LB I ) mok B ARG FE S/ DX PR P U I 42 R o

S DR B B 7 SR DR R 2, AR B A DA 31 S M B A7 KR 17 (GeoDB)o

B IR AL B &

UK

PR EHENER > HREE.

PR 2 WX GRIG R T kP IRAIE (Geolocation).

$£18 3 tiili Add Geolocation.

HI® 4 i\ Name.

IR 6 T HE 2 b s 07 5 v ] SR/ R R AT N A A o 326 P N 2 32k RN i B A 1 5/
HilX, LK GeoDB BEHUE K vl e NN iZ M R 1T AT [ R /M X o B 3% R R A i [ 52
DX A HUH 2 iz R o 48 ] DA% 8 [ b I R KT = 4L

PR 6 At RTF (Save).

T—% Mt 4
© WERTEBNSRME I IR 5, T E RO E G TS & G B

AN AT AR o ey 24 4 DR sl VA . SRJA AR DX L S 1) 2 A s o ol f]
D B W UGk 1 Rl i R PTG o L 2 o S o R 7 PET Y LT
ViRl RIS, SEVFU R N AL RGNS, (HAS SR VF AN N . RS AN S Hy 2 42 X,
1 AR S U S RF DA

ARBOMZ TG R, WS %A XA 4

| sgeE ]
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B =0

sggE |

BRI, W2 00 %A X BRI IR 4.

T AR B (A e AP, SIN T RSN 1] D 180 LAWY (1) IGP X AR HEAT £ 43 Jriil
e Bl Feds PTnT B EAT T8 A R0 1 e D3SO SR R B, ITTORa P 4%, e
LT B R ) B P T B IR o AR S O B T BRI B B A B IR U o AR PG B SR I P
(0 EL LR S BRI, T R P EE E PINC E A R LA XA BT b T e )
I 2R B PIRY IAEAE o SR DI OGEH] T OSPFV2 M. A SR 1 A A I 2 ) HoR 4K 205 5))
P, W OSPF Sx A il dme i — A RO PIRYERFA SEAR 2 AR R

N

AR SRR MDS Sk,

THEFY

N T YEFFROE A, REAS B 2R s PIRE B O IR AR S AR, X e Zh e Al A 22 Ao
Blo WIREE BAE TSP RO R A7 ], R0t T P HLHDRAC B PIR SN . BER A %
PIEAF AR 2 S DB AR L s P A 5 Bl IR 2 o

WAVRE P R YL RAT A A A7
o PR EATI] - WARAE S I WA AT A Y 1R 1 52 B A I 1) 1R o
o BOLAATH] - WA AL ) B HEAT ST ) IR) A3 e T A I T TR o
FEFPIROREAA N, Bt i e O B Y] R, M RRR S P B BRI
PR AAF I, Bk AN 2ok B A B % AT
URAORIE B AAF I, A S T E BT I (M 2K MDS S350k 2 8 .
THRIERE
s MEPIBES A 2 MR YIS, OSPF 2y F/ LA IR KM% 9.
© HIERATERAAF Y]
o WA AN R, T R ST D B K

B2 % AT R

EHTR > WREE,
G 2T 1) 35 v ik 2R 4R i

B usEeE
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| dgee

Err el |

MR E .
TE USRS 57 XIEHEI B FR - B h i N s P RE M 2 Pk
RATRDIALL FRIZ S F BTk, RN RE AR R R (-0 L+ D
LR AR IS, 1 AGE RN,
TE%4A 1D FBUT R E B AR R
FHID EH A AT 0 B 255 Z [0 AXAER B TC R YINHALE HIE 0.
BR T BONBERB AN 2887 B3 ) /s SCRF I SE AT A 2828, B MD5 M S
FEMZERFFRZBEPMANEL, REEHANEZATT R FB IR %%,
o WRDIR R ATl 80 A
© WRBANRE N AN BRIk o B, €0 pass” B 17 A JCRUE .
TV E Ve 5 HAD A AT S R 40 ) B 52 O S I N TR IV B, TS IR R AR 75 1A
F BT R A A
R “HI R AEERA Y UTC X,
SRR )T A R eI 1), BR324 5 TR (R 4 e B 1) A B30 o BRI 6 SR I ) Ay H S
G
LA 24 FF (R0 45 SRR (R 560 J )«
« FEHRSE T GRAAEIANT, TR AAE AT Ky 2 AH
o B2 BRI AT S I T U A A7 06 250 R TR L (1 45 R A A7 4

JR g 18

ERDIRS )10 LGS Y], Oy BAT S A WIS IR eI B AP, AT B TPk i Tt
b AP S AR VS MU R

BRI G (R 78

o WUREE SRVEGT X BB TR R, IR RIFBE RN, HSH VPN SERS . B 12 T,
o TR T TE SR NI %, E T “FE 7 (Override) #5400 (Add): 1S N
MHEER , 013 il

MR TF (Save).

T—% it a
© WESRTE SNSRI I SRR B, B O E G TS I B

sgeE ]
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sggE |

T

o) %
W% GNP Uik 0] AAE 2 M B AT 2 AN, E 4R U7 [ 42 SR .
AR SO PRI R R B PRI AESE .

G AT EE RS BRI, ARG AahidiEsIR, LA Tz iy R L 4. i,
FLCRL Tty ZEEHIN S, AL T 5 257 K

P20 G LU L R R —
FM
A TP Hisdit.
1Pv4 755451 :
209.165.200.225
IPv6 743 :
2001:DB8::0DB8:800:200C:417A ﬁ 2001:DB8:0:0:0DB8:800:200C:417A
IP Mtk .
1Pv4 755451 :
209.165.200.225-209.165.200.250
IPv6 71543 :
2001:db8:0:cd30::1-2001:db8:0:cd30::1000
M £
kb, WA T,
1Pv4 7 Al :
209.165.200.224/27
IPv6 71543 :

2001:DB8:0:CD30::/60

\}

AR e RET S ISAEH] Jo FERG TP Mkl

FQDN

BANSEA IR B 44 (FQDN). £ 1] LUK: FQDN AT BRI b A 1Pv4 ihit, X IPv6 Hihikok IPv4 FlI
IPv6 Hitik, FQDN @420 AE 78 A REFF LRI S5 2 o FQDN A R VFAl FH A B8 $e Fke Rl 2k 1

HP TR
ot

B usEeE



| dgee
memren I

www.example.com

\)

FERE TRV 045 R A TR e R0 R 48 B FQDN X%, % TFEh NAT ), AFR o 00 PC
i+ DNS 2r#e3R ) FQDN IP Hbdil. 4§ 1] FQDN W28 0%, s O 2 MIFE DNS 45 241
, 2 31 TUAIDNSH S DNS IR4s %8 1% &A1 DNS V-5 %K H .

TEANREAE S MU R A FDQN R 284 52

M G AR R R A AT LUE A AN SRR ) A S gt
IREAL. 2 LURE 10 N4

o] 2% 188 e 7 48 A5

AT DA “X SR (Object Management) UL [ 1) 2 1 @ fic 745 #E 15 %6 42 .

T AR B AT Y7 P TP A 280 B o DIAT I 2806 52 4 Jie O SC47 W 46 A1 9 28 S BC A0S 52
A5 FH T FCAT HERT 0 199 28 0 BAE I 2% 0 B 31 2R T IHT R 2R 2 (Type) 518104 I 4% i@ BC 75

M ECATHE A T AN IE L AR R I TP b hik o W] LA IR S DAy T AT X 28 06F S ) S b A 9 2% 6 B AT

NS HIHERD o

IP bk 7R i A 4% 1R L 7 ? POE &S]
192.0.0.0/8 AN RS
10.10.0.0/255.255.0.0 SE CE3
10.10.0.10/255.255.0.255 2 o % 30 044
72.0.240.10/255.255.240.255 I A % 388 i 74

)

ER SV ERCE AN S0 I A fo VAl 9 5% 200 G R 5 DA B A 5 ) 48 T I 1 6 5 1A 4«
o Tl 825 SR
oy ) 4 il SR
* NAT 5l

AE T FNPR Y

o TROIE WAL S, IEAE B EHL UL K IKIER: 3F5R (Objects) > 3R &R (Object
Management) > F£& (Network) Jf: i &R M 4& (Add Network), #XJ5 midiRmnid & (Add

sgeE ]
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sggE |
B ozrsns

Object). HEFEM%E (Network) IE L4 NG &7 M AL AR 23
10.0.10.10/255.255.0.255,

© AFP G S ANFICRE, AN GBS R SCARRBERC AN ST
* X IPv4 bt 3235 P 28 T BC AT SR

o R AT BT A 7.1 B i RS T SCRE ) 45 3 AR B

* X Snort-3 SCHF MM A0 % o

EFEA TR

i

B OERENR > WREHE.

R2  MWNZEMHR LML (Network).

3 AL (Add Network) T3 #h ik FR IN3TR (Add Object).

A, TR AR 5, AR G S B AT I I R G . ik BE T IR IAT R 2 0 5
TR R AR

$£IE5 4 A Name.

$£IE6 i AiiAR (Description) (FJi%) .

BT AWM TR, EREPTEEDL, RERAE S WSS, 5 48 T,

$ES (VPR FQDN %%) ME# N7 b EF% DNS T LU E 52 75 06 TPv4 Huhik . TPve Hidik, mixX
P/~ ikl 5 FQDN Gk .

PR EHRN RIS

o WIRBE ARV R TE S, HIET RIFBERENE; ESR AN S EDE 512 .
o WIREETE s AR B %, EREIT “7855 7 (Override) #8743 I siddiidiin (Add); 152 s n
XHRER , 513 Tl

L0 iR (Save).

T—F Mt 4
© WSS I BN B, T HE RO E G TE S A A L

FAMBEITR

ARFAMEN R E R, ESHIEETANS , 54 5

B usEeE
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| dgee

PKI

ri i

FAF SSL Rz &Y PKI XF &

PKI X GARR SZHF I (0 FR 28 P R A PIRIE B A ECR RA S . BB ATAT S CA XS A FRIE B AU LA
(CA) UEH: AHE CA XN ZRIEEHE S UEBEI A . A EEAIAMBUE T G AR RSS2 UE o A HBIE
PR RIS EAE S UE RO AP .

QSR AT E AR ML) S R0 P SRR 156 GOk AL & -5 ISE/ISE-PIC (14,  WImT{ii H ISE/ISE-PIC
182 54398

Q1 AT PN BAIE 54 G R S R R 4 1], AR RI ] P Web 0] BB I, ZR 8 AT 06 E S o R 2%
YRR & =

L AT F AT AR E B AR WU 0 ORI B A, WIRTIC S 5 LDAP 50 AD JIR %5 2% (¥ 22 ez
W RAE SSLOB A T PRI X%, ) AVG AL FH BAR GE 45 0 )i i

o HNHUETIN G RE

* MG CA MR T CA B4 MU EE CA I ATRE T 1IUETS

W RAE SSL A A PKI X%, T LAfigss

o AR GEETATA A CA X% RS SIE PR T 2

o e NV A P9 RIE P S rp i A FA D
A PAF B NAE BASHGE R, A EIXE RS, ERLEMT, B nT LU T CA IE
PR EH .

FER G P B PRI RINEI, RGeRFE A& W B s 0 A0 KRt
PR L T A F A 0 e BT h WA AR . AR LA IE B I TEA(E B, 5 9m%E PKI X4

)

AR PO B AERAEAFRE N TS CA X SN BE B X R T R i, A HTBERLA:

JREV B PP EA AT NG o« WR AL SZ M R AL, BRI P S e s e i s e
SRJE FHBEALA a3 PO LN, AT OR17

FTE$ M AT PKI AR

UEASEM AL S QU I 2 415 5K (CSR) AL AF € FIEFS MU LR (CA) BRI 43 UE45 i 1Y)
CA R 55 #3158 SANEM Z 4, IX8e% 3l K AEAE S K AT S P HE R B (PKT) A

UEFTE IR GO v] B FEIE AT R . A% PRI BCHEBANEBENEAE S, 1EZSHPKI
BN VO AT

sgeE ]
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sggE |
B smEsmenmss

PIERIE F A& A A X &R

TC R AREAS P IE T A0 kﬂﬁ@mmﬁﬁ%ﬁm#%MCAmCAﬁﬁa%ﬁ% BT % X%
AR CATET AR RAHAL R . 40T LAAE SSL BRI A A FH P 38 CA 6 S R 4 ik A FH P 3 CA X i
%%ﬁ%ﬁﬁi%%@%%ﬁ%ﬁM%ﬁgo

)

AR WRAERE - EFE R (Decrypt - Resign) SSL HLI 51 F P CA X5,  HAZ M5 N8 25 15 AH T
P, R SSL #R 0y, F P R Wi as vl GE S5 UF AT {5 o BB uh ) 8, 15 N CA A%
TEFAR N 2052 A5 AT R UE 15 /%5 g Bk 471 35

AT LU AR 5 A0 A CA X5
o« PN LT RSA o E T-HAE Hh £k 1) CA IE TR %4
o ZERGHTI3E T RSA [ A4S CA IE P RIFAE %4
o R4 AT RSA 1 CA IEP R B N EE CA S22 A7, Woim s —4 CA
LU L4415 K (CSR) LAKHIE BRI T4544 .
RIS ZUE BN CA X2 JE, FTLL N3 CA IEHMALEH . REAEH P 3Rt S8 mat &
FIE A AL HEAT I

Toie e ARG A A T B A CA ST R AR, SRR LA FR, (AR B SO S s
P

ANBEMIER IEAEAE AT A A B CA XH 5. BEAh, fESHHT T SSL SRS KA AR CA X5, FHIRIKA Vs 1]
P SRmes S I o o200 FRHr A ) 425 1 SR A e A BE S 2B Rk

CAFEFFLASAEN
Al LU S X509 v3 RSA HE-PFIFAA B4R B E N CA M5, mJ UL EAE R R Hp—Fhaz
Fis X gt i S

I3 Pt ) (DER)
o AL SR AT (PEM)

WERRAA B P B R, Bn] DUSS AR B i . i AL F A PR ] PEM RS (il iEmT L

SHIFERNEAE B

R AR SO, SO S E AR AR B e s R, I T UM E RN . R R AR i
I AE X o

A

AR WRBCE HA Decrypt - Resign B IR, B TAEATHC E N 41 2 86, AZAUE RS 5 RO Y
i CA UE PRI & HE R VL R . fldn, 620 A — DL TR thZe i) CA UETS,  DAMR 2%
TR b 2 ) S0 A T N ) L A

B usEeE |



| xgeE
sxcairsiigg |

S CAERFOFALH
3

BB EHENR > WREE.

P2 JEIT PKI 45, RJFEFEMEBR CA (Internal CAs).

PIE3 miidiSA CA.

FIE 4 i\ Name,

$IB 5 7F Certificate Data 7B [ J7, sl Browse [4% DER & PEM %ifi5 (1] X.509 v3 CA iF 45301«
FI6 F Key 7B 15, sifi Browse [:4% DER. PEM %ifith (¥ X AAAT %6 BH 301

PRT WK BB SO B R Y, LT B, R4 (Encrypted, and the password is:) 5 EHE 4
N
PIE8 Ll RTF (Save).

T—¥ it a
© WEARTEBDSRE I IR B, T E L E G TE S I L

4 BCRTEY CA SEH FIFA%A
A LUE U LA B T RSA FY 1125 CAMERALH BRI E I I CA 1 4.
AR CAEPA 0NN 4. A RONRA T e 2

UK

TR EFNR > HREE.

FIR2 BIT PKI AR, RJ5IEFEAER CA (Internal CAs).
$IE3 i CA (Generate CA).

P4 Hi N\ Name.

SIS AR R

$® 6 siili Generate self-signed CA.

IS
AT CA RIS 4 HEFSRRLTE 1 B CA X 5. KL 8

 FAEUUIE R EARCE A EE CA X5 X EWAREAUE T FIECA R, JFQIE [ 535 E 1 CA
R IEF 254475 3K (CSR).

I sgeE ]
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wgEm |
B o=xzzmcairsmcsh

* fE CA MR A, W EAAERSEIAES CA X5, ML SRS .
BCANE CA MR UGB, A REFE SSL M 5Tz % .

Bl R % 2 Y CAEF#0 CSR

i

T EFENR > WREE.

PIR2 BIT PKI R, RJFIEFEAER CA (Internal CAS).
$IE3 % CA (Generate CA).

FIF 4 i\ Name.

LS AR REE.

$I% 6 i Generate CSR (4 CSR) .

I S CSR LI HARAH] CA.

$IE8 il OK.

T—H it 4
o WJ AL T CA MU ZAED, W FTd EAE IR CSR AR K2 4T , 8 54 1

e naR CSR MMiA K2 & IEH
EAEZ )R, EAIE AT AIZE SSL IS

UK

B EENR > HREE.

PR 2 JEIF PKI A, RJGEFEARFB CA (Internal CAs).

FE3 TSR CSR ARSI CA MR %L i (4 .
$£IB 4 il Install Certificate.

HIB5 55 (Browse) 4% DER 5% PEM 4wl (1) X.509 v3 CA iE45 0.

W6 WR AN S H MRy, Wk Em®E, i34 (Encrypted, and the password is:) &L HE I -4
N,

FIRT fRTF (Save) LUK A UETS LALE] CA X 5.

T—F 4
« WARESh M G RS B, RO E G TSI A E S

B usEeE
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| xgeE
cairsmii T [

CAEHFIFATEH
AT R 4 F CA R EHIE PSR B 5 L SC K 4 A CA E TS RIS 1.
A

EE RGUAEK T EEIE BAAE R A E .

RYGAE RIS B0, S A TBHLE B0 B IR TE 4 CA M e (ORI AT G . B0
WP CA FHAEBARY], YA QI TR G B0 SCAEZ AT, £ R 5 AT
W, SR, G RGN T RO B,

A

IR AFNRGEEN I PRI RS AR I A S

el

T CA JEP FiFA%H
T LARI g 24 BRI S 8 F 4% CA TP

UK

T EFENR > HREE.

P2 BT PKI T, RJGIEFEAER CA (Internal CAs).

SIR3 8 N BRI CA X555, Al dwig (4 .
PEBA4 T E.

$IB 5 %A (Password) Flff5iA 285 (Confirm Password) 7B HH i AN #4649 .
PIR6 RHE (OK).

ZASEIER A AT R

He B I REDN ZAFATAE -BAUA L (CA) M SACKE T35 1E CA 19 CA APHIEF . IR i 54
PR CA AICE IR, 0T AR LU B AN CA XS4

* SSL 5, T H A 3254 CA BUFATRET IATAT CA 2844 IRE 15 I (i

o SBEECE, T TEAL Y LDAP Bt AD RS 2e it 22 4%

o 1411 ISE/ISE-PIC %%, b pxGrid AR %5588 CA (pxGrid Server CA) Al MNT PR %588 CA (MNT
Server CA) X Rk HE 2 5 AL B MR HUAA 5

QI AEAE CA XS5, MBS PR INE-BA 514 (CRL), (EAGEESOABR R E k. W]
AR B IK CRU B A AT IR 2B E AL BN R K CRL, AU R 26 G I HOBr B 52

sgeE ]



wgEm |
B =cawcaus

\)

ER fF ISE/ISE-PIC 4 Ac & h A 6 %k, K CRL W8 i BZ 0 S A AT VE H

ABEMBR EAERE I IR (5 CA MR MAh, FEGRIEAEMETINSZEAE CA X n, SRIRIN VS I 1761
SR Sl T A E I ES 8 Uy T 428 T SRS 4 RE A8 S 5 A R

Z{51EH CA &
AT LB FAE X509 v3 CA F ORI B AN CA X%, 1l LL FAERH A2 rh—h sz 32 He % X4
T 1) S A

o 0] HER AL ALI (DER)
o BRFARE G IR (PEM)

UER SO S B AR, AR AR s 2 i o I SRUE TR H] PEM AR ity 38 T USRI (5
SO EE AR BN, A AT P EAE CAGIETS: RGAELRAEN B AT 2 HIE AT R IE -

IR AS1E CA X KR

UK

PR EHENR > WREHE.

IR 2 JEIF PKI 1, RJGIEFZIE1E CA (Trusted CAs).

123 507 Add Trusted CAs.

FIE 4 i\ Name,

HIE5 55 (Browse) 4% DER 5% PEM @l (1) X.509 v3 CA iE45 301

IR 6 WA M SRy, ER T E®E, %34 : (Encrypted, and the password is:) i HE -4 A\ %
it o
PRT miitiRTF (Save).

T—5 it 4
« WSS G NI B, AR RO E G WS B I E S .

Z 51 CA MR FRNIERREHTIZR

& LK CRL FAL RS2 (5T CA X5, W sRAE SSL Sl i 5| F 24541 CA X%, T LUARYE AR 2
T UETS ) CA B2 5 S UE TR BN it . 7] LA B AR AR 21— P32 SRk A% 5
B (4 SC A«

* N[5> HEgmiLFL) (DER)

B usEeE
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| dgee

mEEE caxtgiEmirsunsiz

o BaFALG 5 HL B AF (PEM)

ANINCRLJA, TULES CHEEB ISR, ZENC AR S CRL, AR %0 50 5561
X

HBE EALREIE Y CRL IS0, AT N2 2 54E CA W51 CRL B BoA BRI (H2, BEX AL
CRL ZJa, WAUGRAEX AT —4> CRL.

)

IR fF ISE/ISE-PIC £ hc & v A I %, K CRL U3 in B1Z6 S B AL VEH

EI52 51T CA 3 RIRINIER M TR
“

AR {1 ISE/ISE-PIC G E TP A IR B, 4 CRL U 220 AL AEH]

UK

PB1 EENR > HREE.
PR 2 BIT PKI R, RJFIEFEZIEE CA (Trusted CAs).
H3 LS CA XN R FILN g (4 .
ARG RIE (O, WIRMRE 8 TG, s A5 Ui & AR .

$1E 4 iR CRL (Add CRL) 4% DER 1%, PEM %wft (] CRL L1
PS5 HHE (OK).

T—% it a
© WERTE SNSRI IR 5, TAERCE LG TS A& I E

FNERIE S R &R

TR W ARE N MBIE R X R AR R — DA R T A IR SS 3 APUE T . 2 R X R A FRANIESS
AR T LAAE SSL ORI rF A Y AL -0 G MR SR 4R P A R 25 sl P s i e i, 465
UL AR SEARAT I A 28R 55 2 E 45, HAREAE T IS CA IE-FREA TR
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FLSEMEAT BT B 1 AR BB 5 = 5 A BB TR AR ECUE 1. N T S EHIA% 2N CA s #s48
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A i p AR T ARG B A BOE 2 s 1R . SRS AR ] U AR A TRSE A AE VL RS AE
IFBEEAER] - BRARWUET A B SRR SR AMRNC B AR 2 A SIS R AL RS B 45 H AR ATIL
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TCP #h UDP
IREAR = DI (RS AR5 N, 0 kAN TR K SR 1 el VG D im X5 4

. TCP(6) /220
ICMP #2 ICMPV6 (IPv6-1ICMP)
AR B 2P S0P I b ] e S R AR (1) g IR 5o B 0T: temp (1) :3:3.

T A] DL R ACHS Can B3 D SRR ICMP 88 IPV6-ICMP %t 5% % . 5 % ICMP 258 A14L
WIEE B, 2

* http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

* http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml

Hit
AT DA AN FH st 1 A HeAth B8 i s 1 X6 52
ZG8 0 Bt BB A X5 . BTV E Ul I B IX L BRI 5 o BRERIAKT G LSRN, b n] LAY
[eAEFERY R AP -
AJAE R 45 Web F I A [R) A7 B A i 16 S G S 20, ARG U7 in) 2 R S By In) . 4% A 1
KR, s AR AN G2 N, fn SR 4L U ) s X s P R s e L g S 2
R LG 2R S, AT DU O 4% 2 TS I S B ) X s 11 1 g
A5 P St D% N, G DA R V)
o ANRE A o) a0 0] R s A5 AAR INR TCP 8% UDP LASMEATAT M . ek, e
B A ERD H ki D4R, AN RETR AR S
o QSRR AN B2 SR B G I 21 TR 1 A 6 A, DU S I A A L
TS558 B o5 AR
o WA [R] I AL TCP A1 UDP Sy 13 RS, 3R i B s I o ) i ity 1 46, AN
bR I, R IRR,

Bl um AX R
iz

T EERR > WREE.
P2 PWNZEMHIR D ikSFum O (Port).
PR3 NiRnEm O (Add Port) Tz 4L ik £RMITR (Add Object).

o, AT AT i LW B, R i S B LR B LM R i B B A AT S L R
(¥ SebE Elbr.

$IZ 4 %\ Name.
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http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml
http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml
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B s 00

HIBS P (Protocol).
W6 WARIEFEMPNL, im0 (Port) ZEATRE, BH LR ICMP 22! (Type) F14X%3 (Code).

A 1 £ 65535 2 [F) (1 o Al AR i LVEH . WAGERE SRR (AN B ULES, )4
AL E At (Other) "1 81 4% v 11 FRTIXT 5

PR EHXN RS

o WRFE AV N S TE S, EHET RIFBEEEMNE; ESR AN GEDS , 512 T,
o W R T AE SE A N B B, E BT “FE 7 (Override) HB40 J ARAN (Add); 1S RN
W%, 5513 U,

IR 8 L RTF (Save).

T—5#ita
© WSS I X B, T AE O E G TH S R E L A

SN im O R R

ARG R TEAE R, ESHIEATANS , 94 5

HIZR 53R

AT LUKy IPv4 FiT IPv6 G #E AT 4R XS % LLAERC i s . SR sy . OSPF i & o BGP 46 Jiti ik
JERHEH

AL & IPv6 RIS 53

fHH “PLE IPv6 [T 2H 4115 ” (Configure IPv6 Prefix list) DU OIS HIFIn iR AT 4820 % . rTLL
QI TS8R R AERC B B WS . SRS . OSPF i JEuk BGP &F fm iy H]

BT LR IO B i A B A .

g2

N
£

LT & (Object) > &R EIE (Object Management) Jf M H 5t Fhik FET42 513 (Prefix Lists) >
IPV6 BT4%%513% (IPv6 Prefix List).

R ARINATER 53R (Add Prefix List).

TEFTIZRIB TR 3T SR (New Prefix List Object) & 1 L& FR (Name) B NATZR IR X R 14
e

s BRI EBTIRITR (New Prefix List Object) % L LK) #Ki0 (Add) .

% S
8 3
w N

Ni
g
S

I

B usEeE
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PS5 MIRME (Action) FHIAIR P EFAH N #AE C “ RVF” [Allow] 8¢ “FHiE” [Block]) , BURZREH 70
KViE

$ER6  (EFFIS (Sequence No.) FEx i A THREZSHTHT AR SR 4 HAE OO IR R E M RTS8 4% H 31
Rl RA RO B ROME 2 5o WEREREIZE 1, WSS R BRI B B8] P i fsc K915 K
5o

$IRT  {r IP bk (IP address) B8 1P Mkt /MRS BEAK 1) IPve itk HERDGKEELZUZ T 1 M
128 Z [A] A RUE -

L8 Em/BIEIKE (Minimum Prefix Length) i N/ INITSEC ST o A% 0 50K T-HERS K3 I /N T2
T “BRRATEKE” (Maximum Prefix Length) (A1RFEE) -

LB  AmAAIEAE (Maximum Prefix Length) B H i N KT o IZ{E A AUK T80T “ I
A2 ” (Minimum Prefix Length) (HURAFAE) , BE K FRMKE (R E “B/Pmgkk
f%” [Minimum Prefix Length])

L0 SR (Add).
PEN WREAVIIOS S UATES, R RIFBRIENE; WS AV SER 12 1.
P12 SHRTE (Save).

B & IPva RIER% 3%

i “PCE IPv4 125147 (Configure IPv4 Prefix list) J & . S IR FI LR 5. Bl L
I RTZEHN RN G LATERC B 2% th s . SRIS WU . OSPF I JEEL BGP 4B Ja i yk i 4 11

BT LR IO B i A B oA .

Bz

HIE1 K IKEFITR (Object) > IR EIE (Object Management) Jf- M H 5 H % £ RTEE 53R (Prefix Lists) >
IPv4 BI43%13R (IPv4 Prefix List).

T2 AARIEIESIFR (Add Prefix List).

$IBI  (EFHEAIERIIRIT R (New Prefix List Object) % [ L ZFR (Name) 7B i N AT SR X 514

FKo

L®4 i Add.

LS IRIE (Action) FHFRPIEFA N HEAE C “ RV [Allow] 88 “PHIE” [Block]) , LAFR/RTEH 4
R

L6 FEFHIS (Sequence No.) “FE I A T /R B aT 28 5138 45 H1E CON U S BLE T 4881 4% H 31
KAWL E MY . RIS, WFFS Bk B mr i e KF51045 K

5.
ST 4F P #bdt (IP address) 7Bt 15 5E 1P Huhib/AE ALK BEA% 2 IPv4 Hidik . RS K E AT 1 F1 32
Z A SUE

L8 s BIERIKE (Minimum Prefix Length) i AN B/ INITSREKE o A (H 500K T-HEM KB IF /N T 505
T “BR KK E” (Maximum Prefix Length) (U1RFEE) -

| sgeE ]
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| LT

P9 ERABIEIKE (Maximum Prefix Length) B AN SRATEAC S o 0N TEEE T “ el
A8 7 (Minimum Prefix Length) CAISRAFTE) , BOE K THEM K (WK “EB/Dargk
J%” [Minimum Prefix Length]) -

L0 SR (Add).

TEN WURLEAVPN I R TE S, HETD RFBELIEE; ESM AV RES 12 .

L2 LR (Save).

% F A 5

PN et FEOBT 70 A BT R LR R I, g 2 (0P B RS o D B e i P RO B It 2
JHES RS o it P R A 52 SC T SR VRS R 1 4 0 1% P SL KO MR L i T SO0 0 A 21 H it chdE R . TG
B ETIRSRT UGS ph SR S B (R e ph ST 2% H mi g R AT B e RS A

TEAT LUK M B 5 B A % A

FHia Z |l
PR AT U R G — AN AN 5 ARSI AR SR o AR 5 2 QU IR SRR 2,
LA E 6 P SR

* S0 ACL.
LR

< NN AS BA2.

N IE A

© ININgT JRALIX B2

N

AR PR X AIROGER] THCE R I S A ST .

* USRS 51K o

UK

P11 KOEHIR > MREEIT H Pk £ H ARG

W2 AUHRINEEERET

£33 R BRE 3% (New Route Map Object) % [ _E /i Am (Add) .

T4 EFRFISTEF, A 02 65535 2T, ZECESR/R BT th LS 4% H AE o0 BRI LS 6 4

Pe L 1R i ET SR 2% F 23R A

B usEeE
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wmmst [

iR AN E DL 10 A faIBEA A B T, UK R AR 3 N\ 1A IR B g 25 1] o
SIS NEHS K FHE P EPAN R, B C Ry o “PBiE” , DRI KU .
$E6 SRR F Ak LURYE 7E B P ag S LR SR ITRE (% /i) -
o X - ME N/ BOUCERE . 7 DUEFRX IR X se X d, ol g s AN 14
PRIt N sz .,
« IPV4 - H4E DUF 4 ULE IPv4 (B /i) Pz ikl e X451k

1o Gl R DU % e SR DU RGBS o 0 T IPv4 ik, 33 IR 513 hidk 6 24 1
Y7 BRI BT R A IZRIEATULRC, AR AN s £ 2] T- UL R ACL X Bl BR8N 4

2. gl T — BRI DU % N —BE R DURCES B 0T IPv4 ik, BN s
WEPEEAE VT M B3I AT SR BEATILAC, R i A\ B P T ILAC ) ACL X sl iy
LIRS B

3. s ERIRE I DARR 6 b Al S YR R PRGBS . %) T IPv4 $idik, 35 R s
HEPESAT VT ) P3RS R MEATILRC, AR A\ Bk £ T ILAC ) ACL X % sl
BINEN R .

* IPV6 - AR B R 0 % Rtk . T kb il BE 5 YR R ULHC TPve (% HHAR D

* BGP - #R#E LR &A1 RILHS BGP (i thi/ii ) 5 SEFEZI IRl 2 L&A

1. sidhi AS BEAZEII R LLSZHR BGP HIG R Gk AR ) 1) 413 15 48 5 B8 A2 07 1) Z1 R AH VLT
WERARE Z BRI P, i byl AL RCAE— #4215 i 513K

2. R XFIFRGEI R LLSCRPRS BGP Ak DX sy ik X 7303 15 i 0 (1AL X B IR B ol ek IX
FIE XS GAHILHL -

« TR E ALK B, W THEEH RIIR BT A EHRE (4 o HEXAIER R
ERT A XFIR T . WHPFHIIE, Adifim, RasiliE. ARmmeIEtx sz
MERER, ESALXAIER , 526 1

© TERINY AL AR, W RTHEET R RFIR BTG ERE (4 o PRILX
R AR REXFIR b EHFIHIE, mhiwm, N5 rb#E. e
Y RALX VRN R G R, ES Y A, 527 1.

FAE BGP AL X S X SR A R e VL, I e REEEA X REM. HIETIA
T ALK

pE WERFRE Z AN, RGN IGUEES 1, 2L A VLA VP e 4 4%
PR ARt ot R R AN Sl o 5 23 b AN UL ECAE X AN UG E (1 #5 £

3. Rl SREEFIZRIE TN DAKC AR d WA R VP A AT AL 2 BGP SRl o 2120/ S 51 AT % ph S
ZH AP PATIL I, BITAT kg SR AAEAR N s PE_EREAT UL .

o H At - ARG LL R AR UL O S i sl i
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EIRFREE HE F B P N T UCRC I FRARE,  DASCRRUCHCES i 4R bR . T LAT N 2 /N LLiE
SRR . L b E T VL AT $R e TR AR IR T AT 4 . FEFR(E YO T LATE 0 31 4294967295
Z [A],

ERRBETB P MANEA T ILRAFIPR S E. A PURAZ AN LUEE S PR . @ e E nJ It
FCAT-AR] HLA 45 58 e g bR i M FRicEYE BEAE 0 3] 4294967295 2 4] .

396 A Y 1) B R ZE B TR L S s 2R ULAC . A A0% 287 0 Externall. External2.
Internal. Local. NSSA-Externall 1 NSSA-External2. 1] UL MBI k32 AN 2,

PR IR E T REIR DRI AL H S ISR LU 2 AR B R e h /i
* FEHRME - WA IR T BRI

1.

TET 3a 7 B AT /R0 g B i NFRARE BT B8 o AT 2E 2 V5 LA 0 3] 4294967295 1113844
fii,

MIBFREE TRy R P IR B R H AR i FEAR 288 . A RE N . internal. type-1 BY,
type-2.

* BGP F4] - R LA F &% & BGP M G FZIg iR ] @ 41

B usEeE

1.

2.

s AS BEIZIET-R LME L BGP % H1 (1 H A R SR AR

1. EFE AS BEFETHIAN AS B4 S, LU EZ B RSB AET R B TNE S BGP %
Ho JHEAM AS a5 TUE 2K, MBI AR REBAKE. WREE 21 AS BiE
Y, WA AT LATEAT— AS 0.

2. EBmEBE—N ASTEZR AS BIZ BRI AS 429w, KA AS AR TIUE &5 —A
AS G’ A AS Gits AN 1 2] 10 Z A FE.

3. LHHIGEREAREIEIRIY AS BRIE S IEHE LUK th AR 0 IR R LR AT

iiliat X BN FRAE I LA B AL X
TERERR T
L St de Bk ol LA FH T4 J3 0 o LSt (0 T 88 P I B A X i
2. MEFFEM X PRI AL X g5 (CASEHD o AR 1 %2 4294967295
3. ETPIRINBIIA AL X LUK AL R B DL AT AL
4. &9 Internet. JTiB&E BT S H R EAE LUMEH A 2 —.
EREY RAX T e H BAR BT, Hi\ ASN:nn kIR ER i H bR 5«
o ST LUBINAE 1:1 F) 65534:65535 J 1 A (FI{E
TR LALESRAN % H s s ol B BR el 41 LOE 5 73 BRI 2% B H w9140 1:2,1:4,1:6,
s —AEHTERZ LAY 8 M HAR.
o B HBUE AN RE LS 2R B HARSH .
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3. sl EAIETR DL A Al E
1 ETIRE B ESRE Z UL A3 SRS

2. EREBARMERITEHMA BIG RGBARN HIETE. A 0 2 4294967295 2 [HIfK)
{H.

3. HIRENETFEBPMIANKHEN BGP ALE., KA 0 3 65535 2 Al fR1H .
4, EFFRE BGP YA . AR{EANARRE IGP IR,

5. £ “IPv4 WE” o, efi B2 ~—Bka0 F —Bk IPv4 Huht, EATFERE
AHALEE s . WIRIEE A IPv4 Huhlk, WA ] AFEAE— TP Hodikdm .

EPEAERTER TR TSR TR E Pv4 25114 .

6. fE “IPv6 BEHE” FlrH, L Bt th U N — BT Bk 1Pve Mok, AN EUE
FHAR B 3. WRFRE A IPve Hubik, DA (L] LAAEAE— IP Hubikb i

I FERTRBIR TR HROE IPV6 11481

8 sliiidAn (Add).
WIRE VPR R AT 5, kT RIFBEEENE, WS AV RER , 12 U0
10 iR 7TFE (Save).

AN
8
(1-]

8 3

L 25

G RE T BIPS VErTUE GE T BB 54 SRS Ve ity M i #2880

LA NEIR HIF YR & TP Hhhik, R URL (8R4, nl - FHuie 385 51 % s ¥4 H ISR
« BIRR AT TEE B SES.
P AL — M@ HTTP 3k HTTPS HBsh&ES .

ANEARINR A5 2N -
* DNS (34)
o W& (IP Huhl)

* URL

R -1R AR
Cisco $#RALLL N AE N 2 a5 a5«
o A IRUEE Bk B LR 5 IR BT P AR . Talos

| sgeE ]
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B waexzemrds

* Cisco-DNS-and-URL-Intelligence-Feed (Yt DNS FIZRANYE )
* Cisco f{figiitt O T 1P Hhhl, 7EMZEFIRFIIE )

HARTCIEMIBR RGP Y8, B rT DU SO Tg AR (A8
* Cisco-TID-Feed (7EMIZEH)KFR T
BEIEANTE Uy ) #8 BI SRS 1) 2t -k .

B, B3R FHIFRCE Cisco Secure Firewall BB RE T 7] ds DUE A ULIR, &2 TID Al %<
ME LA EHE e

] DU e 5 ok v B R LE 2R kA B TID Jt 3 B
HHVENE E, 1527 Cisco Secure Firewall J&J1h 2 e 5 17 25 .

MEXFFR: 2BFBEILETIRMESFHARHELILTIR

RYBEMIR (DNS) | IP Huhil: (45) F URL M TE X4 R BHLIEF R FIABH RS
RBHIRAEIH I AN . EERBSIR, HS0 e RAkg e RaE , 5 77 it
FRNIE DL, Ui 2 IR DNS S A X 28 4% s A 0 22 s i) 23

BEXIR

AT DME R 3 =R, s, AU B XARETE, 8] LLAE R £ Cisco Secure Firewall Management
Centerh £ [ KB 2 Hh A i i b R BH B2

HS A E gl , 56 82 1.
BEXFFR

e AR AT s R I A 4 R 41 3
W HE X g EiRyR, 584 it

BEXREFEMIIRFRERAR T
o IP HChEAN I IEDR - 05 i 2 10 SR (O B E AR AN LSRR, A 2 e 4R — 70
* 54 - N7 DNS SRR -8R AABL RS, A 22 R —HB ).

* URL - M- F-U5 il i skmes (R B E SR AMIANRLAE B, 00 Al ity — oo Bedh, LTl
FEV R I QoS NI AT URL 213, X LERNIf) 7t AL B BOR AAE 2 ik L

MAIE R 2 FHRITR

FEN I BR B RS . ANBLIES R . J5Ek Sinkhole X G P H , T AT LT #:4F

B usEeE
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spmmzeERiz

xR LR HmAETNRE WERETTEENNE?
5 MBI RUASBH 141 2% TP G BLES AR PR AN | A
HIIE

BN (H B E A7) BRI | A ER SCe okis g H sl fi | AS2FF
FMABLIES R AR, JEAURIR: | FDN S8 B s R 45 H .

Ik

ARG PRI AP B8 B AR B A ST | A5
e

€ U XA S AT B . |1

Sinkhole AR S PSR B T e . |

ZRMEEEFHRTIF

BBy BB S K 4R B E RSB E S, T LRI 17 99 26 R RSP ST RIS N URL, - 8T TP 3
fiko XEEHIR ARVFEATT L ARG LR e R, SOl I 2 e R e bR e e Bk, AT
FVFAE CCEL (10 A O A R 0 JEREAT PR AY

B, R B F A — 41T % 1P HhE SRR BGT 4R, T RASZ EIBE X L TP bk
BRI RERT 2L BRIN 1A) 4 BE S AR 48, (HAECH R iE .

BROATFOLT S Ui 2 A DNS SR A X 2838 H] TPy 2 e X A JR A 3 o 4T LIOh RS SR
FAMERZX LT

)

AR R IUGE T2 et ik et iRIOERIE O PR E . R, e s A
BR SZAF AL BRI AR VL L S A BRI . ATRVEAE R, WS ST 2 Al

22 FRIIRINZHA
EZ IR
* BRFIF - I A SUB T FREE TR SRR ILESI R ., 2R AL & I A1 22
TR - LT BRI AR I 081 F 0 BELL 81 FE R R BILIE 522

IRTIES

BT RERS TN (HANREGNHR) @Rk ZAh, R THERA A Clm A sR, aasRIARER
P Tk Biln, 442 Company A fF 4414 :

o TRH - A W) A FHSASBH RS- A 7] A
* DNS 15 -] A, DNS AR IEAER-A T A
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B ssammasmzemEsE

* URL BPHIEAZK-A ] A, URL FHIRASPHIEZIER-AF A
2 HTER DL b AT B B3 AT DAIEL AR X A 2R . S8 n] DU S OB 2 iy AT e AR R R T
H AN FLIES R FIASBH IR 51 3% o AH A S i (45 BE 54 ] DAAH R 481 2 i 50 E

i, 4 JR i B AT DA R 42 R soRn 22 =] A (R (AR 7] TP st ik AN BILIE SR, (HANBE/E A ] B
AR AR LRSI . EER A2 TP Huhik s I )«

 afafHibgEe U 4R BE 63 AT LUR LR
© BREHLEAIER - A7) A CRA AR A B G0A] DUREH I ER

RREIZ*E
Jr AR LI T ) S AR B R K AR E SR AN B E SR o 0 A e AU

S AR ZARAT F > DR A 858 i ) AR Ay B B3 AT LUK AT P 22 A B, (B3 SR VF 1l - g
B O T I H SN BLES R AN 1RSI .

i, AR AT LR S AR
o ISR - 2R, EAAHIESIEE - 42 )5
* J54% DNS FHIFZI% - 25 J548% DNS ABHIESIR - 425
* Jif% URL LIRS - 42, J54R URL ABHLIESIEE - 425

\}

AR RS LR EN G B, RO EA DRSNS, AETIHE IR, e egn]
LAAE R EATIA, B i il 2 S AT DNS SR

BERERMAEBRREBRYIE

BAFAE PRI N, 50T OB X Se A rp SR TP il 380N URL 4800 2 HUE Bk
HIFe, SLRIEH X

FIRE, G022 TR L T 875 S AR 22 A AR B L 2 ) b g T R RS i, U m) DLk g
PR TP Mkl 48R URL 28 N80 TE SR “ANBELLE” 513

FEBMSI ¥ 2 A5 IR B, KRR 28R R 1K) 2% H PPAS
ARZXEFIRTEAE R, WS SRR, 577 1T

FFiE Z 8
R4 B 2 2 iR S m vy i #sdl,  Rbos 2 A UR Hdh—fp A o
L0

G WSRO LR, N e TR 2 A A

B usEeE |
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o [A i AT “ABmoi 3 5ms . (Modify Access Control Policy) Al OB Hc & ¥ £ 4~ (Deploy
Configuration to Devices) B PR 1) H & A4

WAGE, R UK LR A T A e AT e
iz

SR PO E LIRAE 2 RS T 222 R R R R 1P ikt 3(sk URL f44F.
P2 frid i 1P k. e URL, SRS HEAH Y R I .

I B A FTCSBIAR
IP itk LR L IEE[ERTRIE S

Fe 1P AN ENASBH 1151 %

TXLLTE TS TP M 11k As 0 21 AH R R 2% 513
URL ¥ URL 75 In%] URL (14 JoBEL1E 5112

¥ URL %5 %) URL 14 RASFE -5

URL B+ #) URL 35 BTN E] URL )4 R BH IR %
B IN 3] URL )4 R ANPH LE 51 3
DNS Ay B 3k B3N 3] DNS 4 JRiBH i H41) 2

B8R N2 DNS [F) 4 JRASFE 131 22

T35t 4

$45 T T B A5 B 2

RIS MR H 55004 R A s R 4 H L 48 79 0L
NERREFEMIIFRPMERFZE

)

AR B IXBIIRPAINAH, SR A HIRNEI e R 2 e ffieEk . 578 i,

UK

TR LR > WREE.
FIE2 i iR 28R (Security Intelligence).
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B =swmunzmazEs

PRI il U ik
* MEEFIRFER O T 1P Mkl
* DNS FIRAiE (T84
* URL FIRFAiR

A L “2RFHIE” (Global Block) 5% “ 4R ANBH 1" (Global Do-Not-Block) 413 55121 [FI412E
PR A E MRS H 55U r 5 b 4

22 FIRBIFIRINIRE

BRI SEFT 2 K BUAT B3R S SC A 4 B SR IR A o BT SCAERDET SO I N AN & 5 0T
WER ARG N BRI AT VR O (46 H YR, MR ST RS20 T IRV B0 (BRARZS KT

BO o HAE, WRRZEAT LU RMES P — D H, BT U4 H .

ERUANIUL R, A NN BT RS, (T A O . PR P OB AR O S
SEMMEBEHTE R . SO, STER A 30 BRIV BT LT R RS
%,

TSR H G, 55 S B AR SRR L 4 80 5L
B R HRIERERRE

{45 LUK E Firepower 738t T % A WY T

AXITIH VNS B, B2 NIRRT 5 80 7.

UK

P EHENR > WREE.
$IE2 RITRL1ER (Security Intelligence) 755, SR i e 3 T S HR (Y5 2570

ZE AL URL Y85 DNS B3R F0E T ke & 91,

T3 EEEHEFIL, Al wE ()
IR B RME (), NERHINSGE TG, B BB O SRR .

1B 4 4i%H Update Frequency.
PIR5 Rt RTF (Save).
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BEXRE(FIRTIFRNIR
BEXFIRMER: BX

FRFFAER

BN G R BLH A FUEAN KT 500 MB FRTR] BLSCA SO B3R SO A HE axt T % . BHATERE—A
SZHEBERE: —ANIP Hulk. —4> URL. — 4.

Je

BRI 1A H AU SO BN 0, BeAERE. P URL KR 100 747 (fufd
Punycode 2 4 3 L Unicode F/xAIRATHT) 1) URL FIR A5 524 JTALL ERH .

75 DNS ZI 2% H i, 60T LONBbREE 8 € 22 55 () MRCAT . Pradssedl S mE Ay UL, o, 4&H

www.example.* 5 www.example.com %D www.example.co ﬁJIT_E@EO

WARAEPESCAF P A INERAT, WIS () FAFIT o WER EALFATHERBOCHE, MRS 2
FE_EARSYIRIMIER LR . 8 PSS AR 4 H .

REX

BB YR, W URL $8@ & ; {H URL ARE(EH Punycode 4ifid.

ST 30 204 el 5 A B YR S B ARG, 4545 E MDS URL. X A] LABT IE S N 80 8 Do i, o Sy
AR5 2 ARHRAE MDS URL, U205 FH 42 70> 30 204411 K 2 1R) B

AT BT MDS BRI, eso A AU O E DUHAT B SR SCA S o RS VR

URL %1|3=#05E: URLE3LFOPCHD &4

LA URL ZIRANYE (R 54 R B E SR AN RS2 b (1) B 2 CHRAYEAI 5 H D W LA LL
WA EATRA PRI ILECAT A -

s B4
B, www.example.com.
* URL

example.com LAC example. com fTH 7k, flfi www.example.com.
eu.example.com. example.com/abc fll www.example.com/def -- {HAfULEE
example.co.uk I examplexyz.com i example.com.malicious-site.com

T AT LR RS URL #%42, Bl
https://www.cisco.com/c/en/us/products/security/firewalls/index.html

| sgeE ]
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B ccxzemnn

\}

AR TR B E L URL. W48 RIDNS Y4, Jorfr, #n] LLYE URL s n
JAA RS, 5.

https://admin:password@server.domain.com/list. txt
HE, WA SRR AT, GIInE S ) B @ 77, WARSR R
WARAE T A AT ATREBR 70 o o, 0T BAZE URL b PR 4
fih

* URL KREMFHL, HIT-45 e KL BC I
example.com/ {{ /L]l example.com; AL www.example.com ST h URL.
* %75 URL "ARATERRE AT (%)

AT AR R B I S8 B P AT o, (HABEROR M B AT R, ANBER AR URL PS>
AT T AR # 50

AR
* * example.com

* Www.*_.com

* example.*

(lhn, XFVLRC example . com fll example.org fll example.de, {HAJLFL
example.co.uk)

* * example.*

* example.*/
TR :

* example¥*.com

* example.com/*

* IP #uhil: (IPv4)
KT 1Pv6 Huhl, 8% 48 F Gl Ek CIDR F7Rv:, 8 24 Ge M 44 61 % o
Er L E — A2 N LR ) AL EC AT, #1140 10.10.10.% 5F 10.10.% %,

HIES I H e LA TIRIIR 5 84 1L,

BEXREFHRIR
1 5 XU 7 A R AV 4 P LI A e 395 L5726 R R 5104 P 51
Ry Fo R GEMONHIT. 207 DI Py 0T WS BEA I — MRS FEK T BB 1/ Ciseo

Secure Firewall Management Center % %%, XK 1R45 .

B usEeE



| dgee
ngzeinn

\)

AR AR AR AT PR o PO HERY, A IE IS NBILIE SR SN AE S . i R
BEL 11 S b et i BT 9 i, 1 20 S e P /0 2 B8 42 (Monitor) BXFELLE (Block) KB4 (15 1r) 2 il B
Mj, FEXFEM4E (Source Networks) #1 B #xM 4% (Destination Networks) i I BRIAME any.

T AT DL R ST A MDS B30 ISR 2 S 77 N BB IR R A A _ECR SR #E L

HREATHESL ARSI FFT P EGZI. T REA LK MDS AR T B, JCHGR AR OK )
SRHI

\}

AR R E SR, RGERPATHAE SSLAUEIE, REBASCRAEHIIE-B IR al A 2Rk %
EIZFER A5 B 46 o

QSRR 2R G TR R S K N TRDREAT P A P, mT AR BB SR . (H2, B3R
i PR SRR IR AR K o

T B 2 A IR R A, AR
WS A XPIRAE: 2k, 5 81 TUselEk
IR EEMIR
TEAZHIAT TIPS VFRlE GEF T BB o) R VrnTiE Iy M s &3

UK

PR EHEWNR > WREHE.
$IE2 JEITRLER (Security Intelligence) 755, SR B FELR NS
W3 NS A A by TR 1)1 I
< RIMMLEFIFRFNRE O 1P Hhhb)
« 570 DNS %) #0iE (Add DNS Lists and Feeds)
* /0 URL %R F1E (Add URL Lists and Feeds)
B4 NN AFR (Name).
PIRS MBI (Type) FHigIE PSR (Feed).
$£126 i A& URL (Feed URL).
P71 i\ MD5 URL.
KT A LRE R DORIRA A 5 D, IR G A & N8R T S
/T30 23R SE BT A B 5 4E MDS URL.
WIRPE RS 2 A4 MDS URL, WA Z0%$E 45 /D 30 4380 (1 ) B o

HIR8 P EHIHE (Update Frequency).

sgeE ]



sggE |
L

FIE9 fHRTE (Save).
BRAEC AT R, SRS S T EIFR RN,

FHEH R ZHRIE
L ZIAT TIPS VFWIIE GEM T B et ) ORI VFATIE (FT 7 Hofh i 2580

FHia Z |l

IRE NG — AR IR B L

UK

B EENR > HREE.

$£122 EITRL1ER (Security Intelligence) 15 £, ARG EFRUEHISH
$IE3 L EHIE (Update Feeds), 4RI .

PB4 5if OK.

Cisco Secure Firewall Management Center [ 2 FSGUEIE T BT 5, 20T 0 ol a2 i & . 11
BB T 4 Al ST U DR A

BEXR£FRTIE

ZAERANRLE T30 LAER KGRI IP Mk Fib bk . URL 8idli 4 16 RS 203R . W B 78 A%
W ¥ Cisco Secure Firewall Management Center[#) 32 5 B4 IR o A — A4 /4122, A @ XIIERIR
fHH.

B, Dn SRARE R R Y % b PHL L b0 BRI U ), (HAEAAROR SO AU AT, R R A
Y RANL TP bk (1 5 5E SOANBHLIEAER, T ANZ AT i P24 SRS £ BELLE 5103 I3k TP 3t Bbsoxt
%

\}

ER AR AR A NEIRSNR AT o S HERY, K bhik SR NBH ISR ECR BRI E SRR . dn R
S BH L S AT R I T R, 3 3 A L BE4E (Monitor) BBELE (Block) F NI ¥ U i) 42 1l
F, FERLIR M 2% (Source Networks) F1 B #R M 4% (Destination Networks) i ] BRIME any.

ARHNF S B, R S0
o HihEPLRT S HERD AT LA o B 32 ZIA)EE o 3 128 Z [A]IHEE (7300l T IPv4 FI IPV6)
* 34 "1 (1) Unicode 242018 ] Punycode ¥ kAT 4ifs, I AAX KNG,
© BA PR TFRAR KN
* URL "f#) Unicode NAY ] 1173 g it XEAT S ) o

B usEeE |



| dgee

188 % 2154k 5% L 153 Cisco Secure Firewall Management Center .

* URL 1 HRH I TAF X0 KNS

« LIOES (1) T804 H B A TR -

< B HEXPNRAYR: R, 5 81 U A H A AR A ESK
A RICRCIIBIZ S H, TR LR

* WRAE URL 5 DNS #IZ P AEEBR PO R, WRSE Y 72Okt hc. fln, ik
example.com (ﬁ%bﬂi” DNS @Ji%, mu%gﬁ‘% www.example.com %” test.example.com i@@@ﬂo

* RGEAKT DNS 8 URL #1132 45 H 44T DNS £k QR BRI o Flan, wlikia URL S13& s
j]ﬂ http://192.168.0.2, ﬁﬁﬁ;ﬁﬁ*ﬁjﬂ http://www.example.com, U‘JJ%?}ELQS http://192.168.0.2
VLA, ﬁﬁLj http://www.example.com KIT_EEBO

B % 21548 5% L1£2 Cisco Secure Firewall Management Center

T
$IE2

SIE3

Bz 2IFwIIR

LI

LR LML, BIESAESEIF EASERIA . ANGEAET Web FHRDRIEBOCIF A R
TCVEVT RSO, FTRAMR ST 2EIA

UK

EHRR > HREE.
JETT &R & 18R (Security Intelligence) 5 i, ARJGEFRH LA,
TS A A T IR A 2R R e T
s I EHFRFAIFE CF T 1P Huil)
« /N DNS %% F0i& (Add DNS Lists and Feeds)
« N URL %)3RF0jE (Add URL Lists and Feeds)
A\ Name.
MR (Type) FHugET, EFEFIF (List).
MRISE (Browse) HI VL EIFR L exe XM, ARG s Ef& (Upload).
iR 7F (Save).

Tt 4

180 e TR E B IR S R SR AT AR WS R P BRSBTS AR A SR AR TR
%H, %79 .

UK

PR > HREE,

sgeE ]



B sinknole

sggE |

$I2 EITRLER (Security Intelligence) 75 i, SR )5 B4R,
ST 3 FEBHIPIERS, St g ()
ARG RIE (), NIRMANE S A, B A5 i B AR .
T4 WL TTE BRI SRR R, TR, SRS R A R 12 3 T A7 R SCAR S
SIRS AL T A R AEAT L
HIB6 6 “ AR A T, SERSE L R EUS AR, SR A g
PIRT mitRTF (Save).

T—F#ft4

18T e FRT IR S R KB AR WS R R HER S B, TS AR A R A R TR R
%H, %79 W,

Sinkhole

Sinkhole X} % X% 4 Sinkhole #1478 4% $L A A AT 4% dh Hb ik (1K) DN'S AR 25 2% BR B AT fl AT B IR 45 2% 1) TP
Hodik. #0T LLAE DNS B AN H 5] A Sinkhole %§%:, LUK UG 7 & 5 7] £ Sinkhole. #5050 4 i}
S [RIIN A3 IPv4 itk Fl TPve itk

£1/2€ Sinkhole %%

L ZHIAT TIPS VFWIE GEMT B v BRI VFTIE (T Hfh e 2880 .

o2

TR EFHR > WREE.
P2 WRZREF L rhik#E Sinkhole.
$IE 3 fidiR0 Sinkhole (Add Sinkhole).
WIE 4 i\ Name.
FHIES fi A\ Sinkhole 1) IPv4 Hbilk (IPv4 Address)fil 1IPv6 3t (IPv6 Address).
LIR6 WAL Nkt
o QIR SRR R HE ) 21 Sinkhole k%5 4%, W EFRIER S Sinkhole BYi%E#E (Log Connections to
Sinkhole).

o QSR ER L v T ) B ARMEAT TP Mok, 1 ERBRIEFFIER S Sinkhole B9i%#% (Block and Log
Connections to Sinkhole).

FIE T U BB E FH LRI (oC) KA /M B4, Sinkhole, i MR (Type) Ry & rhikie—Fp2sm,

B usEeE
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P8 MitRTE (Save).

SLA ¥z =g

FEA BRI B SIS O B (SLA) #5248 8 OS2 I s b R e e, R bk 2% b v

W 3% ICMP BN SR IFSERF M N, HIRS 75 2% e 1 T Rk o s SR, B i B e
TR A8 FH 50 2 tHoR . SLA MRV A 5 LRI TR AR IR R 18T, BRAEI IR & I E R B
SLA W48 (WU, W8R8 o M BSOS 2 Ph il (SLA) M5 83 0 % A 1Pv4 #is i
FH RIS IR “ B EHERER” FBH . IPv6 i eIk B ot i PR ER AT ] SLA =48 .

TET LUK XL R 5 Bl B il Al

UK

F$I1 K KERITR (Object) > 3 5 &IE (Object Management) - M H s % % SLA #4428 (SLA Monitor).

2 AN SLA 51588 (Add SLA Monitor).

$IEEI  ERZFR (Name) T B AT S 2455

SE4 (JE) R TBUT AT U

H$IES  (ESRE (Frequency) 7B A\ ICMP [F N SRAE AR (DLRR AR o 5 REYERIN 1 3
604800 #» (7 K . BRIAE N 60 #.
P & BEANGE /N TN D2 S0 3 4 Ay 2= R0 A vl LU AN o

$IB6 7 SLA Y5358 ID B PN SLA #REM ID S5 (IR 1 31 2147483647, AN ik%& FiR%
aTLAANZE 2000 4 SLA #4E . £FAN 1D G5 £E SRS FN 5L 45 L & v A 2002 Ml — 1) .

$®BT ABRETEP, AL ICMP [PINE R 2 5 HAEE S ETHRAE 2 0T A4 il i) (=R
1) o RIS 031 2147483647 ZFb . ERIME AN 5000 Z= 8. BI{EANH T-Hal i e SUE I
AT LU X S AR DA S B I o B AN S 32 W P bk m) ik 1 i E R R
iR 1] (AN I8 R o R N

SIS /E#BET (Timeout) FBo, #iN SLA #RVEZEAF ICMP [R5 (F e ) & (LA R0 Ry o) o fH
JLFER 0 31 604800000 ZFF (7 K) o BRIMEH 5000 ZFb, 40 S7F b7 B A s SR IS [A] P R 32 1
Pt ke B N, D) A B p R R IR R R A i p o P A% 0 % i R e
iR ABRHE A GBI ARG CREATRA 45 R 2 R0 AL AN BT

$IR9  EFEE K/ (Data Size) T B N ICMP 3 SRE 0 730 KN (BAFA AL o (VSR 0 3
16384 745, BRIME N 28 771, Bl — ANt 64 FA5 I ICMP $dis 0. 520K E W s e T
PR AR e K AL AT (PMTU) FCVF I RAE . A T SEBlml A e, a] B 75 S0 K BRI B K,
DU IUYEAT H A5 2 (8] PMTU B 2. K PMTU £ 520215 MERE, 40 A 2 tets v, W nl fER s B
A5 4 Bh 45 4%

e
|



sggE |
B s

S0 7E ToS F-Beh i A AE ICMP 15 SR B 3 1) TP 4Rk rh o2 SRR S5- 287 (ToS) HiIMH. {EYE A 0 3 255,
BROMEA 0o BEPBA SRR e WIAEMESEAE R . AT AEm g LI A e 46 T SRems % b R 7k o
N R ETRE .

TN EHIEEEE (Number of Packets) 7B i N K IE M EHH AR . EYERDY 1 3] 100, BRIAH 14
Hfut.

TR I SAHO B ] BE 2 iR HL S5 3 Cisco Secure Firewall Threat Defensei’ 25 WA 4 52 Wi 44 (16
WETCiE ), WA BRI S B .

12 (- MRS (Monitored Address) B, S A 1 SLA 4845 i L T YL TP Hudik.

13 AT XK AR BRI R 4. 7R XA O SR, WIS s vl ik L S A AR 1Y)
RO D IRE e 4], SR AN, TR S %8 D A ek 4L 16 S P A e 4 X
L AN G AR AL 3 ik 4 Vs IX Sl i, RGA e B EICE F L.

L4 LR (Save).

e R

B (8] 35 B
0L B ST T SR I O
A\

ER N BB 7.0 FFUA, Snort 3 S HEEETIFAE] ) ACL.

£ B (855 Bl X &R
D R ARy B SRS AN AE AR A I TR R P S S B NI TRV RO 5, SRR AE SR 4R e 0 5
TR, IO BROGE T BB B
JUREAEAS T RIURE 8 H (10 SRS SR r i s I 1w v L X 52

)

ER I XRR R AN TR], AN - E SRR I TR 9 L SR Y s TRD S B o B XA 2 B 50 % PR D
A, EIOURRCE, 1EAE BB fE CLIH, Al show time-range timezone Al show time 4 (1
[ Cisco Secure Firewall Threat Defense 22 % $85d) o Btk HUAR IS X 278 56 8 HE O X,

FHia Z |l

AR 5 Ah B (4 VA SRIDR IR I DX FH B () Y Pl BRIATE W 2R UTCo BT 0 5 v 4 ORI IR IR X,
R & > FARE.

WREHE
88 |


management-center-device-config-74_chapter13.pdf#nameddest=unique_650
management-center-device-config-74_chapter13.pdf#nameddest=unique_650
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| dgee
b el |

UK

TR ERENR > HREE.

WIE2 MRGRBHE S, R ESEE .
PR3 pidiiR et ESERE (Add Time Range).
g Y TN

THIEST LU HEN :
o WURGEAER N HIN G A4 PR R 21— DR, WRROERR RS 2 @8R 7B Ll 2 iy 44 [
il o

o TN UTC, BRARELE 8& > FEI&RE P A WA ER X,
o {FFT 24 /NI B AR . Bildn, N 13:30 o 13:30.

o BHRE - ANESAVEE, IR R ORI ] CRIITLRNE S RBUEN] - B 8 AL Rl
ARG, THIEFE “VEHRAL” SEE .

© BHREZ Ry, Gl BRI T B 8RB 5 A OSSR H e L O
MR, HER “VulRM” FHER.

* BRI DAE A b d AR E 28 AN T B

o B — RECAFIR AR I 8] 5 2 S ANIELER ), QI 2 AN ER G, G, ZArbRiE T
VRIS TR] LA A I T S S, 3 03— BAy U i A T A2 18] 5 10 5 I ) ¥ [ 0 2 «

< W RUEMTI R 5 SRR 8 I EEH ARG, DAK
« BTN 5 BRI B 8 KU B E AR AR .

YIS LR TF (Save).

T—%Mit4
P & LA AT S )Y
o V)R
o O P8 A F )
o P R
* VPN 4 55

7E VPN 415w g, {EH] el B8] FBaRE I e X % . 7 PEgME B, 1520 & 415000
WS, 111 TR SRS Sk, 55 116 T,

e
|



sggE |
B ==

B X

FONFUEBCRIREAMIN D, THEIEEIN DN B, IFAE IS B I B 5 BB RS PR e 0 5

PR A IR RIS 75 SRR IN TR PRI SR (A Ay frd 22 TOURd i s A VPN 4L 3R ) T AN
P I TRV R o I SRAN A Ve S BCIN IX, AR IX S SR o B T I TR L, R BRI UTC. R4
PR A iy A L RE AR AN 2 1 Y I XN 52 A 48 5 AR IRFXC

SR DO 45 S R
A\

ER L 7.0 JFAR, Snort 3 SR T[] K ACL

‘\ ‘\ A

ik iE [X 3
I DX SRR s O HEA TR SR 3 M T WA AC (R s ST W S ARG BETE . BOR T nT LICKE FRIE X 1
FIAE RS E B P A BRI, HE AR R &R .
ARVEMER, TS BEIE DL T JE

URL

| &

EERW 3R LA TR B P SR ORI R IR T B S, AR [l 4] A QoS SR P i URL #i
N, &2 T35 URL i JEE T,

URL %1% 52 X ¥~ URL 8 IP #bhik, 1 URL %5 a] PLE X 24> URL sidthhik . A 7E R 48 Web A
T A FAS TR A URL X BRI G4, A5 V5 ) 35 i S ms A -8 2%

fEQI3E URL MR, 1G4 LA 2
s WRAEEBAE (W URL G/ 745, MEEANIE T R 4528 A4 . WS —A kA /

FAF, WA URL P47 8RB T A AF R ILIE . AR5, WAl 2 LR AE— 450, T URL B
PN

« FRFPHREALT URL 13k
© PR E A AR

© PRI RS A R
© TIPSR o/ FAF

%ilhn, ign.com JCRC ign.com A1 www.ign.com, {HANJGHL verisign.com.

B usEeE |


management-center-device-config-74_chapter46.pdf#nameddest=unique_647
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| xgeE
ALECH |

\}

AR RATHEEA LA T3 URL i JERH L FeVEAS 3 9 0 sl 73 kst (BRI,
WA /PRI URL) IR IXRE AT RE 2 B 5548 01 DTS 2 T kA

* RGAMINE YL (HTTP 5 HTTPS) o #fyifivd, WIRFLIER b, REURBL LR R M 1)
HTTP FI HTTPS ik, FRAFGAEH] DN AT E R 2 . E8E URL X4, AT
PR 2 G R . BN, ] example.com 1A /& http://example.com.

o ARG THRIE A URL 6 SR UGHC Y i) 422 80 o 1K) HTTPS Ve, VA n s das 2 Bsf e A5 T e 22
b AR AR ZN G 1A, RESZMAEHE AL T, Fit, AR
W5 B Bltn, i example.com M4 /& www.example.com.

RIS, UEB I A 4 T Re S Wk 1)k 4% 580 0%, B, youtube.com UF 45 H R4
& S A * . google.com (43R, XA RESSBEIN TN o A1 RATH] SSL % 5 g fift %% HTTPS
it DS URL Iy R0 w] T s, D)) Bk A B — B 45 2R

\}

ER WA TUERE EAE A, WK E TLS £1F, W URL X%k AT
i HTTPS & . [Nith, HfikiOolcE URL X%, e 3A—80
HTTPS %45 R,

£1)32 URL X%

UK

PR EHENR > WREHE.
P2 NWZEMHIFR LS URL.
$IE3 MR URL (Add URL) FHFIFRFIEPERINAT S (Add Object).
I 4 i\ Name.
HIE5 i NIt B (Description) (FJiE) .
$®6 A URL B¢ IP ik,
P FH LM S
o WERE RVEXS LN ST E G, WL RIFBEEELE: IS AN SE 512 0
© WUREDGE BRI, WERIF IR (Override) #5 F siRAN (Ad); 1S BN
MG, 513 T

FIE8 Mt RTE (Save).

| sgeE ]
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B z=s
T— 4
o LN S I R BT S M
A 2 4
TEE

A AR B AR AR R R SR U TP Mk Hobs TP Mk Y FA0 H Axsi 4. 4 nT AR
AR S S A R s AR 1k 8 3 I E B SO S A FUUPR A P ) 1P ik

Je

BIn IR AR AP AR 0 208 A SCHY SR AL, AR B8 B U8 mT DA g e

Al DA AR AR R AT R, Hoe XA, w] DUl Rt BONE R, ] LA
H O HEXEREE, v IR P S e SRR &, DU INAE SO e AR &
R K 22 HL 0 G R IR ARV SCAS TN 1) A5 FH T SRR BRIA AR 5o o SO &% i 150 431
n, KR BEIAL FH A B snome NET $5 8 SR 4%, A AR B sExTERNAL NET FREARZ LR (B4R
) M. eAh, L H R 2 A LAt e SRR . B, RSN T I 2 ik 45 s 1A D I B
FIBEMER sarTe sErvers Ml seTTP PORTS AR 3,

7 B A b e B P B IR B IS, R B R . B/ NAESEOAR EEF A B, Wi
PRAF B (14N snome NeT) IEAAHLE XMW H sarre servers (LG M ZE FIFT A M4 RS %%, ML
A A BEFN M 42 BT A DR R GE ) P BTG )

BUF AR, 1R AR R AR B 5 U7 i) BRI U A DG IR NAR SR B ) 425 11 SR I R ER AR A . BN
TEOLT, BROIA G E AR BEHE 215 in] 4 ) SRm A8 1) I3 IR SRS

B — N EBNEME L EESK IR MBI AR, WEd, BMEEEAE R YHi
B TAR RS AR RS, AT LU I e AR & DL B e SCAE )AL S R4
B, FRGHRAL PE SCBOIAME A A BN RAE . BOAR EAE 4N i B ) v i o SLER
IME, TP ARG, IZERIAME A2t Talos TR /N ¥ & IE A8 0 58 5 vh At 4 .

AR BT LUK TIE SCER AR S OR B O I A BROEL,  (RUER  SUEAE e P e SO (1) 14 .

A DA BN AR TR AR &, (HAEVF 2500 T, $UTCU N EE T B 2R Raakt: min—1 ez
A HEE SR RS, AR EEPIEAR WA EE; RN E.

{2 AN AR 45 b1, BRIAAR F A AT ] A8 5 1 2 i e P A LAt AR A h i A i (1) BR A
i

WHREFE “X LA (Object Management) L[] I ) 25 £ £ (Variable Sets), XS %45 Fi 4 471 H
BN AR DL RSB AR o R .

W2 RS b, BN ESA RS SR BRIAAL 541

R AR A OTE R AL AL ER AR & DL S M AS B AR I A 1 8 SO & VTR, W] A
HEOANL A, (HARRE 4 B R BN AR,

B usEeE
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| dgee
regwrnzes [

A

AR AV RGNS BN R S DL AR BRI AR B S R B AR P LA BRI AR B W R B
WEBEUSG AR T PABNZEEN A€ R, R 2R,
AXER

EHAR R, 5103 T
AT EAE , 5102 7L

NRRBRHTEE
B, Firepower 7402 KBk IR < 5117 bl ons o P RO 7 A2 0. 638 407
NG M L EMGING 5 000 1 T B8 F s A A A

A8 TR ] 37 T SRS (R N A SR BT A T 10 5 SO AR, AR GE 4 IRIZSRIS IR, 7E Access
Control BT LR HORZS Wos Al b o 0 Z5U T s 28 i 0 I 2R Sms A Be Al A AR S LU/ 18
e ERINAZ AR, AR GE SR AR SRS FR) T AT U5 1] 42 TR S (KRR S N I I, DAL, i 250
P8 P A U T 42 FR S A R Al B e

g
iR LN R —:
BN E
Firepower RAHE LI AL & . AR Ay 4 s PR BN AS &, BABE ST SO BONE . B, WLLEY
BRI AR 5 1) B A
HEXTSE

OV &, XA n] A
© BT RN
G BN EIERN, RESKZALEMN “ERINE R (Default Variables) X 2] “ A
& XAF & ” (Customized Variables) X3k, i+ ERINEREAEF FIAREAERE H g LB REES
A BOME, P, B SRR B T BV B U A HoAth AR A P iR
LNIER
o e AR

T AR IFI R B AR, fEAN AR RAR T B SOX SR 1A, DLACK A e U R
HEOVEONME. FE M e WA RR, X BRREE “Hw AR (Customized Variables)
X 3

HIP e AR AT LG U 2R 2
* IERASRARE P28 iR T A ENLA TP ik,

* Uiy AR R E 9 2% 9L i 1Y) TCP 8 UDP 3 -, A8 IX W R 1 2R AL IR any

| sgeE ]



B rexminzs

sggE |

o, R G R SRRSO, T T TS SV [ SR P A, LU
i S R0 s S ey S AL B e A, ok, WSROI U BB 7 (DMZ)
PPN, FTLLOIEEA S sovz A Y, BLATAUL C R EEROIRSS 28 1P HubE . SXRE, 7EFH
VA SRS 9T B P 1] DR sonez A8

aRTE

Firepower REUAEHFE TG UL M I AR . KSR EE AW AT IR

MEXBINES

ERINEOL R, Firepower RG-St HUE SCBRANAZ R AR M ERINAZ T4 . Talos fi /AL A8
O S R AR AR PR R ST (9 AR U e J At AR SRS e 3R, AR BRI

M1 T RGPV 2 AR AL T POE SCBOAA R, PRI X S8 B B IS A R ) AEAR ]
BT A AR P B X LU BOA A R I, AR g T2 o i P AR B YU I 2 Y A

A

RIAZRGEWTE

AR YT S AR H 2 LSRN R SR AR R A LA BOA S . R
v)\ CRAECE AR T RABNASEER B E SRR, W IR ZME— AR

RN ARGIRAN AR IR B R AR BRI 4 E T A8 AR 5 T3 B,
THIBCR Tk MR 55 B RFR T

TEAM

1L RA O

SAIM SERVERS

€ L EVHIH) AOL Instant Messenger (AIM) IR%5%%, JFHFRTW | ANFZE.
RIFIFRFIE £ ATM I3 Bt )

$DNS_SERVERS

E X4 k55 (DNS) k554 WAL 15200 DNS IRGAR1 | 75 9 A AR P 7 22
B, ArLAE A sons servers AR A A H bRk 1P Hudl,

SEXTERNAL NET

& X Firepower RGN N AR ZORY M4, FAEVFZ NP T5€ | F5 48 Nz s e X

AR R4 o suoME_NET, AR RN
snome_NET E N sExTERNAL NET [
fH.,

SFILE DATA PORTS

S8 SCAR R B 1, R A 22 Bt i R SR RN AR BRI AN

& R4S - FTP g5 a5 1X5m 1, 1 FTP M55 s il Aoci U o | 2R FTP i 55 & A A BRER A s 1

PFTP_FORTS DUAMIISR ], s (AT BLZE
Web FL T2 BB AS ) .
core o 5 SRR A RT3 FHREL GTP GEF )41 541 %% [GPRS] B% | AR,

B PDU 1) 528 i b 15 1 oy 1 o

B usEeE |



| dgee

mexailzE [

T8 A o8 BTN
o o S NS M 0, P TV 5 SN IO OB . | 7532, LA ELES Py I 4 1 TP

Hudik.

SHTTP_PORTS

B X% Web IRES 24103 11, FH T Web AR5 28 i B $000)

L SR 258 i 55 s A P B EBR A i 1
LA I, J et (AT LU
Web Frifi P& A BRI 1D

SHTTP_SERVERS

M2 I Web I 554% . HI T Web JIk 55 a5 i Bodi A o

W RIEAT HTTP RS 2%, FE1E
Mo

$ORACLE_PORTS

& 24 E ¥ Oracle £ FE R 45 i 11, H T 13555 Oracle %4
P A 1 B (R o

U IRIEAT Oracle k554, Wi 2ME
g

$SIP PORTS

conmiicons sonpe | ALREAT AT SEICRR 031, A TR ERIAMG | AT
- RSB
i XK | SIP WS BB T, 1T SIP M BB . | AT

$SIP_ SERVERS

ESCMZ% LI SIP R 554%, B0 SIP (R i Bl (R L)

W2 WRNEAT SIP RSG5 4s, Y
A0 E X sroMe_NET, RJEHL
§fi sunome_NET YE4 $sIP_SERVERS

I

$SMTP_SERVERS

S SCMZ% LI SMTP IR 5545%, I bt x s R 55 & 16 s ] (4
A

W BLIiZAT SMTP R4 2%, 511G
Mo

$SNMP_SERVERS

X2 L1 SNMP [l g5 &%, T T4 %10 SNMP iR 5545 (1 Bk
R

U1 IRIEAT SNMP e d5 s, i 2ME
g

$SNORT_ BPF

WAL G AR 5, {UAE V5.3.0 Z A Firepower R AFRRA
CakTH 2 v5.3.0 s8R mhicA) FINARSE LA EZR RN, 74

SRR s fr Az
XTI, INER S
(L3

o

AN
H=N
o

Ey
g
WABE

$SQL SERVERS

S8 M2 IR 55 e T T AR AT S P (e IR PR R o

WnARIEAT SQL eds s, i fs
5o

$SSH PORTS

B XM 2% F SSH ARG 28 )3 11, FHT SSH AR 2528 s il Br ot F )

IR SSH AR 45w A8 FH BBk A i 11
UM T, TR EME s (Al RLfE
Web FHiH A A BN G ) .

$SSH_SERVERS

7€ 4% 1) SSH esw, TGRS SSH KRl i LI o

i LB WRIZAT SSH RS
%, NWiAZA T E X $HOME_NET,
SRIGALHE suove nET 1E N
$ssH_SERVERS [F{H

STELNET SERVERS

2% EIEA Telnet Ik554%, I T-iF edtx Telnet i
VIR

U RIZAT Telnet IR554%, T EE
Mo

sgEE [



sggE |
B rzzs

T8 A L8 REEH?
oemn ot SN TR, L RN B AL WA TR0 | RS2, AR s T o
- BT S HE N B0 AT
FEAE TSI suser_cone BB & FERLIEIL.

=
:brg
Kt
il

W 2% AR AR ATAE CAE AR SR AR SRS R ShaS AR 2SN B 3& I C B S0 AF R AN
A T B TP ik P28 AR B 5 2R M 206 R AL AN R ZARAE T, ERAR R 8 T AR
SRS AU U, (EAT LU P 190 2% 56 BRI IR 2% 06 B 2 40 R ST I 2% S P K S R AE . CRLAG D 1 42 1
il MIZATE . NI I ACBUN . SRR 25D SRACEE TP Hudik.

FTAE LT CE PP A58 P 190 2% A8 ok 52 R 45 LI TP Mk

o NI - 3@ A2 HUUR 1P (Source 1Ps) Al B4R IP (Destination 1Ps) i k7B, #a] LUKE %L
P B A B 95 B 8RR TP Huhbk i .

o JHH - £ERr 7 TP sk AN YE H ) TP Huhik ok 2 A AR 00 sl P b #E 28 0, YR sk H AR A2 )
I P 2% (Network) F-BE, 8 mT LA A S50 4

* A HUNPIRZS - A P H AR sh A URAS T P 28 (Network) 7B, B8] DU AE S5 5 I 1)
B A Y B AR R U Ak 25 TR U P e 2 DG 0 1 P 156 0L o

o UGN CE SO - 5 A NG B SCFBEORTIN 3 A SO P g BN A B AR T
A S AR B 7 BOR TCP it S 41 EAL.
FEATT P 7 Boh AR LN, B A8 AR SR 1Y) A 0 42 P A P A AR SRS TR 75 T 42 1l S e Ak 4L
F 199 2% it T AR AR HE
ALK LT 190238 B EL (R A T 2 A o 8 A
© WATHIMI 8 IR FP IR FEI I 8 ARt . IR AN 8 0 S MR AL &

o I “BrtArsE” (New Variable) 8¢ “4u’ A8 57 (Edit Variable) UL [HIVN JH I FRAN £ 5%) 5 (X 48
o 5 B J5 T AN N 1) A% e DA R AR A FRE Sk A D

o FAANSCF TP Hihk Bl kbR B

A DA I AN IR 22 S0 TP Ml fn bl B . m) LSRR A B TPv4 FT TPv6 Hihik DA K Hiudil:
P, sREVIH IR EA LS. 1558 IPve Hulibi, W4 FH REC 4291 g T - 4008 .

FEATAR At RS IRl 25 R 28 PRI BRAAAEE B47] any, "ERORAERE IPv4 B TPV Hidik.  CUHERR 2% (1 BR
WIMEA none, "ERANLMLE . AT LMERISCAHETREHIE <, DHRER B S SR P IRAL T IPv6
Hohik,  BHERR R BAT TPv6 Hbik .

K WA BIHERR I & 2 AR B kAT BOE R, 2B, T RAVCHCER T #HERR 10 TP M ik 5
Mok B CLANE B AT TP il

Wﬁﬂ, ﬁtﬁé‘ti?lﬂiﬁ 192.168.1.1 %}E‘EB{% 192.168.1.1 Wﬂ]\[ﬁ‘]ﬁﬁﬁ IP Pﬂﬁt, ﬁHz/% 2001:db8:caze::fadc
2R 5E 4 2001:db8:ca2e::fadc LASMEI AT 1P Hidik.

B usEeE



| dgee

3E

Kt
gl

wnze [

A SC 7 W 2% BT FH 2% ] DLHEBRAT B i 4 B B, HERR SO 192.168.1.1 Fll 192.168.1.5
S5 HR 192.168.1.1 8% 192.168.1.5 LIANFKATA] 1P ik, sk eiii, REKIERAN “BEAR =
192.168.1.1 A2 192.168.1.5”7 , XuteVCHLERFS 5 F 51 H i 1P Huht LA BT TP Mtk .

N N B 5 PR £ AR RIS, TR DU JL A

s R E, ANREHEERE any, WURFRERIZAE, REsotult. G, ARER A any MAZETS
INEHEER M2 513K .

* AR RN R E AU AR SRS D RE VUMM . WERD, TR AR A (199 25 22
v B QO S IR KPS T S EiE IR IR 1 Vod S B

o CHERRAE DR CRFEIE R T4 B, AR S Hskb 192.168.5.0/24 F-HERR
192.168.6.0/24,

iy [ AR F AR AT AE AR g Hh R T IR BRI )R O (Source Port) A1 B #Rim H (Destination Port)
kT Berp A A TCP T UDP i o i AR H -5 3 0 5 A 148 SR g T AR BRI Py o 11 %) 52
YIAIH] . wTLLAER TCP A UDP AAME AL B A gl LI 5, 61T LAYE R 48 Web FHHTH (AN [l
BT O 5, ARG R U AR SR . g R IR A R

Al LAZE R HE Source Port A1 Destination Port 7 3k 77 Bt H A F i 1128 84 FRsBIAAS 25 5k B Bl 1T
¥ TCP 8Y, UDP 3 [ (K308 49,

FEIX L7 B A AR SIS, B 210 5 5 1] 473 T ML) 5 SRS A O FAY AR SRS P 2 4 i P8 28 ) 4
I SRS PR 0 2 7 e K AR P

AT AR DL sty P PR A 5V o 8 A

* Uity 1A 5 55 A AN AT 3 11 470 3 rh B R ¥ 3 16 R IRATAT 4 &

R, A LS RANSS Bl LN R AL, RIS A BRRF X £ 156 G478 0 2148 4o

« M “HrAFE” (New Variable) o, “#m#H48 &~ (Edit Variable) T [ ¥% A BN o 052 (I 2656
SR 5 RS 0 304 £ DL R A A AR ke 1) AR D
HA7 TCP R UDP ¥ I CELFRAT— 28BN {E any) A2 200 A8 . 2 SRR A0 FH I 11 sl A0 ot
GUTHT AR DA A2 A 8048 S (B PG 285m0 5, UNE SRS N B R 48, (RS BoRAE ] FH
GHNE T AT 0T G B 88 oK i A e P A 103 6 R, R A B SO A AR
HH.
FAAN SC i PR 3 115
TR AE AT () 2 B VE L AR 5 () e B Ve B SRR ) 5 s, (A RE
FERS AN )ty AR P E S .
8N LU AR AT AR 20 & v BN AN SO EECRIVE L R 51t 22 AN S0 3 EE RIS FL

FEVS N i B 1 AR RN, VR DA

 FERSAS IR A R, AR L BRI N ST any, &R AR ) Bl Y o HERR
FERINEA nones “BIRZN LG o

sgeE ]



oo}

Kt

sggE |

EBATE
je,
RT AN any MRS, IEMAIHRIEZER R, AT AR,
o AR EHEBRE any, WIRFRRR, XEXRRTH . Gl EARRLERAEN any FAZ TR
T2 S HERR 3 R 1 2 I R A7 AR B A
o R FA N2 T HERR 51 AR AT e v R VS DR BRI AT DLRAR AT s 1 5 SRR 1 o
B 190 R AT DL AL .
o CVHEBR B AR AT 2 AR I 4. B, BORREALFR NG 1YEH 10-50 JRHERR G 1 60,
REE
fEr A s L A B A T TGRS E I D Re . R ANk, R
USER_CONF %z,
USER_CONF
USER_CONF #2fit—ANsH T H, 1k Eeie e & vk AR T Ui Web SR — DA 1)
G
N\
AR IEMEH s USER_CONF KA E N2 HuE DI AE, FRIED)ReRIR B RN R X e A7
MR EE L E S TR ARG L.
%% USER_CONF i, HfTie% BILnlHiN 4096 745 kBB GE, 174 Ashffr. weia
TAEREE ARG EAT, HRARA SRR KBRS (8192 747 BB E] (5l 0
WAL o fEATAFRA T, AT AEATAT 58 S Ja A R () BAT4F
i H USER_CONF 2 HiE 4% .
=5F

FEAR AR i B AR I b, ATDOR AR B EON B . RS T AR A .

ROLEEEE

EEEMNTELXE FIREEERE EERME

NN E NN SWUE S EiEs

AP € X ENNE] any

BRIAAZ B ] o S AL I E 3L i?ﬁ%ﬁ%ﬁﬁ(ﬂ@ﬁﬁ*@

L A E SR IR R R I B 2 BAEBOA RS R A PN A A

B usEeE |



| dgee

X
il
b
[

BTERmaT

M, A BB SN AR R AR R (E B & BUFT AT A SRR AR 2R R N BGAE. W
REEEBEKOER, FRARERRR, REWEZRRAIZZRETRA B EE. BiEE
SEXT HE AR RAR ISR N, A5 W BROA A S A h iz AR i 1 B O S B i A AR R Y
FRART AR SRS R AR PRI

\}

AR FAAGERE SR R AR AR R, DADPAG IS B8 e ] s R e SR R TR i
AR IAEATT AR SRS, UL AE 1 A 1) 1 AR B A v A BRI

Kt i BT EEER LA EEM. 2 A SUEMEE MR, XRR-LF
— RO 5K

S5 1 SRS AR T FLCE BTSN T ) any 256
AR A SRR, AEICR N T R A A R, OF PR T IR E A B

R A g2 sAR 2 R LR N B A A AR A . 3 n B SO R AR AR R, e AUE R A
A P P AL A D BRI

s NRERECEE (F1U0192.168.0.0/16) , WZAFELW S IN2IE F A E(EAE A e FiME . BRAE
M any FIBRAEEAEY . BT BRI m AN 2 au il v e o AR s A BN, BT DA e X
AR B VTR BRANE N L B (FEARRI TR 192.168.0.0/16)

s MRANEREEE, WZZ AN HBOME any BT RS, P HAD A 2 X
A F LMV A anyo
=~ BRAREXTERNBZRKINTEE
TEH T E AR vart (HAE RN 192.168.1.0/24) WINFIEBINAS AL N KA AR R AEAT

H,
Custom Set 1 Default Set {ariging Custom Set 2
Warl customized valle Warl custarmized valle
{192 168.2.0024) (192, 168.1.0/24)
reset & tacet 4
Y Y
Varl currant cefaut set valle Warl default value Varl current defaut sof valie || o,
(192 168.1.024) ; (A ! (192 168.1.0024) g
(=]

1 DAAEATAT AR AR H o Y vart IO EREE X var: I E EREE 2 o, AR
192.168.1.0/24. FEHC XA EE 1 H, vart MHCXH 192.168.2.0/24 B T EINME. EEERIA
A A FEAN P AR E e T AR AR %A IR AE EE N any.

PRER)— KU, FEARGI, WA R B AR R 2 ) vary, 23— B CaEE BN
RPN vart 2 FBOLH A € SRR 2 o vars MELME, AR 5 38 T AR IR B A7 =
S o

| sgeE ]



sggE |

B =0 sRpcxsesmaaE TEe

=Bl BRREX

ot

K
HED

TER, BAREATREIRR SRR, A E R AS R BRI S & (AR AR AT R A [, I — AN
(1 T R A P IR BRI AR R S A 2 iR S o A Ty e R R B )

TERMIBEXTES

CUR PSR BIBE R 7 P o R AZ S s 21 B e SO B AR I AR A 2 T A2 HL . DRAT BT AR S
RGN IR FOE TR B A A AL AR BN AELL RonBilvh, S PefsE PG B

Custam Set 1 {origir

Default Set Custom Set 2

Warl customized valle
(192 168.1.0124)

Yarl customized valle
{192.168.1.0024)

Z

reset reset |
clrrent cefault set vale clefault value cuvrant ciefaul set valile =
{192 168.1.0024) (any) {192 168.1.00248 al
P~

TR, BRT varn KA HEXRRSE 1 LS, ARG5S LR var: SSINBBOAZ R R 7642
e H vary I B EE 192.168.1.0/24 IRINEN A8 AZEAE 1 2R 2 H R HIRIBOAZ =L, LI
HERNEN any BB E XM )5, varl RS H R BR vary SINBIBRNAZ L . Tl
£, SR AslFE, B B CEEE RN AN var: 2 T EUDR A E RS 2
varl IIBRIAEL, AT 2 5 A2 S SR AH ORIBR K I A7 AN AR SR

=B, Gar— DBl —FE, 3 vart (FLEN 192.168.1.0/24) ¥z A e X EE 1, H
EPEAER var: O S (E1F A Hoph AR 5 4 v R BRI

Custam Set 1 {origir Diefault Set Custom Set 2

Varl customized valie | |not copied
(192168.1.0r24) at creation 1

reset

clrrent cefault set vale Yarl default valle cuvrant ciefaul set valile
{any) ‘|' {any '[’ {any)

372258

Wikt vary GEERIAMEDN any) IRINBIPTAAR RS . W80 vary Ja, ATRAEARATAS AR H E X
I WA RS, W E A AR B E L vart, ATRARRRIZAEI XS AEERIA
AR AR E SO R N, JEE ST MR FE X vart ARRAE (B, A AR 2)
R A

HEHR BRI N, il DUREAR R . ASCRHRER . E R E.

BYHHRET =S
FEME R, SMTP_SERVERS. HTTP_SERVERS Hl OTHER SERVERS & &% i ik 48
o

B usEeE



| dgee

TE i) BRI HERR B ) 2%

SMTP_SERVERS 5 BRI 10.1.1.1 -

HTTP_SERVERS o SR 10.1.1.2 -

OTHER_SERVERS P e s i 10.2.2.0/24 -

HOME_NET o SR 10.1.1.0/24 SMTP_SERVERS
OTHER_SERVERS HTTP_SERVERS

THBIBRELTE

fEAHBIH, HOME NET j&— Bk E% &, Ko HOME NET [k EZIGH; 1,
OTHER_SERVERS & X {14 HOME _NET, Kit#ek: L 35 k% HOME NET.

TE e i) BRI HEBR B ) 2%
SMTP_SERVERS o SR 10.1.1.1 -
HTTP_SERVERS o SR 10.1.1.2 -
OTHER_SERVERS FA P s s 10.2.2.0/24 -

HOME NET
HOME_NET i BRI 10.1.1.0/24 SMTP_SERVERS

OTHER_SERVERS

HTTP_SERVERS

FEXIFHREN. BENTE

RN A AR R AR SR, DIASRERE FIABI BT 7<) 42 - NONCORE_NET K&
SR L Z A TP HhiE

TE e it BRI & HEBR B ) 2%
HOME_NET 158 SER 10.1.0.0/16 -

10.2.0.0/16

10.3.0.0/16
EXTERNAL NET 5 BRI - HOME _NET
DMZ_NET P S A 10.4.0.0/16 -
NOT DMZ NET P e S s i - DMZ NET

sgeE ]



sggE |

TE i) BRI HERR B ) 2%
NONCORE_NET F e XA i EXTERNAL NET -
NOT DMZ NET

FPEIFHIREN. EENLENBRTE

VER 7= B AR v, 180T DUE I 61 i 45 8 NONCORE_NET KRR ZARY W 45 2 HMT
IP hil, WABI TR,

TE £l BERIME HEPR AT 28
HOME_NET E15E SR 10.1.0.0/16 -
10.2.0.0/16
10.3.0.0/16
DMZ NET P A 10.4.0.0/16 -
NONCORE _NET P s i - HOME NET
DMZ NET

Yorlas
EHETEE
T AR, AP IPS VEaluE GEM T i ) R VEaTuE Oirfg Hfth i 528
wy
g1

TB1 ERERER > WREHE,

P2 WG EMY| R EHF T EE (Variable Set).

$1B3 FHAEE.
o IS - QRSN H o R R, 15 M RN 25 (Add Variable Set); 152 i Al @ A B4R
%103 Ui,
o R - R EEINER A R, AR R AL MER (W), SRS AR (Yes). ANHE
T B BR AR A i T AL Gk i A
iR 53 ) A2 e v ) 2 ) 28 e AN 2 A Bk e DA LA g 5 AE SLA AR 5 v 325 o

© Gk - ARG AR, TR E B SUARRAETHUN G (L) WS RIEN S, T
T

~

B usEeE



| xgeE
teres |

o WK - WUREHE AR IEAR R, IR SN, DU R L R IR ) 44
Pro WP B R A RRITIE, i AT RE R T BRI SERR (PO
CEHAE - R A RE PSR, HSHEHARRE , 9103 0

P11 EHENR > WREE.

FIE2 NGRS R P EHRTEE (Variable Set).

P} 3 AR ET =5 (Add Variable Set).

$£IB 4 i\ Name.

=5 i A\t ER (Description) (A[3E) .

FIE6 FHAREPHLE;, HSHEHEAR, 103 U,
;1 AR TFE (Save).

T—9#ita
© WSS I SR B, T AE O E G TE S A LA

)]
I
Kt
il

L ZHA TIPS VFWTIE GEM T BB ¥ sUORVFATIE (T Hefh i 2880

B2

B EETR > HREE,
PIR2 W ZEMY| Lk 25 (Variable Set).
SB3 AhEgm A AU g ()
RS RRE (), WIRIECE & TS, sl A 15 SO B R .

P®A FIA .

© SR - W ORI A, W R EN B SRR S IA ) E (Value) B FIE BT

< USIN - WERERS AR R, TR (Add); ISR R, 2 104 L.

o MR - AR AN B (W) . R R I RS DARAEAS R, i AR (Yes) LURIA

TR A

| sgeE ]


management-center-device-config-74_chapter4.pdf#nameddest=unique_45

B vz

gyl

et

ar
3

=
=:1

sggE |

AR LA AL
- R
o BN SR AS R (O 5 XAt
SR TR T

o Gt - SRR IR SN SRR (L) s WS gL L 3 105 UL,
© A - QURERN OB SUR R EE N HBOME, R OB RSIAN EE . DIREE R KA
B, ERWILL RSOl — BT
* HEE S 2B
o BoE s T e

O KSR B 1 A2 B I T B b ] s BRI

FIRS rHRTF (Save) LIRS WA AR IEAE LT W P HIHS AL, 15 fiih 2 (Yes) LA ZE4R
A7 5

H1 T BRI AR A 1 2 i ELE AT AR AR AR T (BRI, DAL, Bl BB AR R AR T (142
R BARZ AR BRI HEAT B R SRR LA R A v A% A e 2 i

T—¥ it a
 WSRIE SNSRI I KX B, T E O E G TE S I E

L ZIAT TIPS VFWIE GEMT Ui v BRI VFATIE (T Hfh e 2880 .

UK

T A EEgwESY, R (Add).

B2 /& Name FE N SN —ME— K.

$IE3 NEEB (Type) FMglERAF, EFEMLE (Network) aima (Port).

LB A N E(E:
o WIHEERE I H AT FH ) 4% sl 11 51 KR ) B A sl HERR I H B3R, W LUER N EANH ,
SRIGHH TN, 8 S84 (Include) SHERR (Exclude).
'R G G ) 8% ity 11 AR b PR AR i 1) R RN HE R AR B A1) 2 v i M b Bl S, HEBR K

ik 5l A5G

B usEeE


management-center-device-config-74_chapter4.pdf#nameddest=unique_45

| dgee

~
’

AR

sazs W

CHIANAICTE, ARG AR (Add). T RIZE AR, AT DU SN TP ik et bl e X T
g AR, AT DA IR A i 1 B VS, & A () BRJT LRRAT R RRAE. Wiy Rg 2, wWEKE
L BN Z A

o DR BRI S MR L, 0 i iR (W)
pEa s LA BHERR AT H S AT DL ISR R AR . B R S T
AR MEE4E.
FYRS il Save (RAFACH . WIAZAIN H € AT REAE P (FFT AR L, ] AGEHE LR I

o SRR (Yes) VR IR TR (ELF Jo SRS T Ao 1 (152 SO RO U2 HA 1 2 XS R S e g
R MR

© miiE (No) R AZ AN A BRI AR AR A (BRI any CHEMIAEHAR [ € AR B B A R ER
WD .

FIR6 rlRTF (Save) LIRS HOUORAF DN, 5% AR AR B (K0 P A3 U I 428 1) SR 229 8 s Dy 3o 30
W&

T—%Mft4
 WERTE SNSRI S S HIX 5, T ARENCE G TES 0 A& e E

AT TIPS VFRTIE GER T BB ) SR VEnTiE O HAh e 2880
Al DAE N4 B e AR I ERA AR &
ToHE T SO A AR B B R (Name) BRZERY (Type) 1 .

i

T AR REGE ST, A EERN R SUN RE (4 .
IR B SIE (O, NERHIXGE TG, s BB O SRR .
T2 B

o BEEDRE I H AT 0 2% i 1 81 8 2 20 65 sk BRI H 2102, aT DAk AN e AN ,
RIGHHTHIR, BeE S8 A (Include) 5iHERR (Exclude).

RN LR I 246 e 1 A R PR A 15 AR R A RN R AR R P K B el L R, HERR I
M1k = AL

sgeE ]


management-center-device-config-74_chapter4.pdf#nameddest=unique_45

sggE |
B vaniz

BN AICTE, ARG AR (Add). T RIS AR, Al DU SN TP ik et bl e X T
g AR, AT DA A i 1 B VS, S A () BT LRRAT R RRAE. Wiy Rg 2, wWEKE
L BN Z A

o WS EANE BRHE IR A MR 0 A iR (W)
pE s SO HERR P H AR AT LR ISP AT ML AR R R R A (T
AR MEE4E.
PR3 sl Save fRFARH .

TR A fHRTF (Save) LIRS WERAR AR IEAE LT M I A AL, 15 Rl 2 (Yes) LA 20k
FEE 0 SECORAF IR LD, 5 AR AR B (1 I A I 42 F SR 22 5275 i RS

T—% Mt 4
 WERTE SNSRI S SR 5, WA E IO E G TS e B

VLAN #r%&

BCE 5 VLAN ARic Xt 248K —A~ VLAN Frid sibric yu [
ALK VLAN ARiE T S T 08l HRRZ NS St BN S, ERAg i — &% VLAN
PRGN A 41

A LLAE 22 48 Web S0 )& AL EAE ] VLAN BRG], WA RS R it v LLg
EAETHEE VLAN U7 il 42 R0 .

£ VLAN FRicXf &

g2

B EETR > HREE,
PIE2 P ZEBGIK S, L+ VLAN FRi2 (VLAN Tag).
$I1E3 IR VLAN #5128 (Add VLAN Tag) Rz, kRNt 8 (Add Object).
SIE 4 i N Name.
PIRS MR,
FIE6 {F VLAN #ri2 (VLAN Tag) FEH . T HIEFETF A #e 2 VLAN bridii .
FET FEN RN %
s WRE ARV IO RIATES, LT RFBFELEME: HSH AN RES , 512 0
o IR S INB T %, BRI “ET7 (Override) 20 IF RN (Add); TES NN
MG, 13 U,

B usEeE


management-center-device-config-74_chapter4.pdf#nameddest=unique_45

| dgee

ven

P8 MitRTE (Save).

T—% it a
© WERTEBNRE S I S HIX 5, TIENCE LG TS & I E

VPN

TEAT LAAE BN e EAEHILAT VPN X5, BRI 5, R AURAT A BB, I HLA&
(KIR BEVF RTUEIR 7 2000 AL T HE P R o S REAE 2 kP G B X X R

E 3 BR AT X SR
UEP G 5 5 — 4l & WA USSR o 3 et 5 B TR B A AIE A R 43 N VPN 541 & S
PE2Z TR AE eI . JE BRI B SO RN P WL X G A2 I FE B N VPN SEIG 0 —38 05 o G SR e (A
LSUE P e b i A RN AR VS AC, Rk “mhit” , B SR e AR B SO A SR, A
VARSI, IF HAZ IR EATIHE UL 0 Bom RS EAT VO AC o 24 30F 5 e S 6o 5 o () 55— AN 00 0 7
H—ANUUHC R, VCHLZS R,
W& > W HEIE > VPN > iEH kgt

FE
o AR - bRt %, DUE R DO ILABAC S (W fE N VPND 5 FZA S .

o BRE S - SR8 BV IE A A . W RAE PSS LU RN AL B3R, U R e s 214
N B R TG B A

© SFPER - MR S A A A s A T R DT C R 17 B
U SR B v B AR T A el e IS, WA R 45 0 A~ 7 BL
© B - EREE T UL ECHE AR 2 S R A AL A

\}

AR SER (FFIS) B - #ifkh “T8” FBIRC AT UET WU
I A RR A K 515 R PEVL RS .

< BEE - HILECRNERIEHAT, W PR
o T - AEBAMF RIS AR . WEREAIATEILE, WO ph e .
* WE - AEBAMFLAEE AR GORAMFAU SR, WIS PR,

| sgeE ]


management-center-device-config-74_chapter4.pdf#nameddest=unique_45

MgEmE |
. Secure Client B EX B &

o ANET RS TRARE. B0, 5T — e “E M uEhgif:,
AR “SEHE” {8, anR% ) ) “E M7 AT “SRE”, WNERR et
4.

* NG EBAEARRE S MARE. B0, T AEER CE M UE AL,
AR “SEHE” {8, anR% ) “ESMIX 7 [as “SRE” , WNERREEE
4.

o B - VRRCRUUAE . F A BT L A LA AE ST SRR

AXER
P EE A 5 W

Secure Client H EX B X &

H 52 k1 Secure Client JT J-C & Per App VPN, AVFEUEIR THR A Sh AR B 5 e, — A
H 5 SRR — NI — N 2 . o UBTEZRAL, SR 5 n] DL A — e 2 AN 42
8o HTT LIS 4 B bt SR 2245 % P i (Secure Client) 8 SUBTEXRT %, W0t S8 In 340 5
W&, FFRELH g S AR N VPN 6, LLE T VPN &7 5 i T fig .
B AR A B s B PN % 3 FE DL R T g
* Per App VPN- Per App VPN ZhfER] 5 Bl 5 sl & 2 Gl ik VPN SR VF 1 8 H R4 BETE 1
.

* RIFSIEIR AL - SEIR T2 FuVF Secure Client ] F' #EIR Secure Client TF2R 1) F 3. 14 % by
BB, BRI LABCE Secure Client H)J@ P,  LMEFT HF—AN iy in) I & AR EE3EA T B id 2 AR AR IR
T R TEHE o

7SR 2 BEE (Dynamic Split Tunneling) - i 2h &5 bgis, &0 LLFRLAE VPN FziE 4y
SRR TP il sl ) 2% (19 SRm o e G 19 S Pk R HOA I B4 S m, T OB B A oy EI k%
iH,

7KL Secure Client 1152 SURYERI 5 BB, 121 VRN Secure Client F15E SURPEX %, 45 108
BT AN

AN A ThRER B E B e UBYERTEANE B, 1S 5T Secure Client i A () ( Cisco Secure %%
Js (f35 AnyConnect) 453 A F5ET) .

HxEm
20 5 1% Secure Client 31 , 55 113 T0

7N Secure Client B EXE X &

FraaZ 8l
75 Per App VPN I H & SUB XS R 21T, iR O o8 EL T 5 4E
* Per App VPN 24 Z5iid ik MDM IEffLE, I HARAN B a5 #2420 M 21 MDM ik %528

B usEeE
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77N Secure Client B & B MM & .

* {fi /] Cisco Secure Client {iM W FHIZERERS T H A REAN N HI G4 base64 G 745 i o
1. WX HLF# Cisco Secure Client kv %858 T H.
2. JITFMHBER TH, AR5 MWAE AR FRse i s s ra.
3. JEIEHA K LR AFRRIN D A AR B IR B
4. FESEEEL B, phili 5REE (Policy). Zififf) base65 ML LAIL S ik X o
5. MERIFEHIKNE FAF R, A HLRAE LU 5 75 6 2 Secure Client 1 7€ S M G A o

UK

$IB1 EFITR (Objects) > 3R EIHE (Object Management) > VPN > B E X B4 (Custom Attribute).
FIE2 HHREEPIHEEXEM (Secure Client Custom Attribute).

WIR3 HN ZFR AL E R AR

$IE 4 )\ REEFiHEM (Secure Client Attribute) T H751 3 ik F—AN g bk

* Per App VPN-IEH AU /L B IEE HEF 5 E base64 Fii i) 745 Hi .
© SRVFREIREH-LEFE LU ML — I € Bl B4 IR LA S VFERSESR Secure Client 75 )™ 3t 5T -

* RTRREEIA PHUTIRE- WoRidorgs VPN I, BRI P IE S R VFEHEER VPN %) i
BT

© BRRTE BRI PRI I n] SRR SRS A PR, I B R HE P R SRR TA]
* TRFRRFHREE SHRIE-IE P I L A ) SR VF sl s VPN BRT .

o BRIASRAE-IEFEAE AT AN N I £ 4575 SEINC 15 8 sl A T A i P T T R B A B
YE. $TT L& PEHHT Secure Client 25/ b AR 57T .

- BHRARA-SE % R S b VPSR B 2% U A
« FASHRS BB FEFEEIE TN 7E VPN Bieh (0 2 sk e TP Mo i 2.

o B L LR ) VPN B 4

» BERRIE K IRV 1 VPN BE PR B4

HBS kP RIFESE LIEHE, ARV I S AT 5
B 6 LR TF (Save).
EFES@EL i SIEIRZIE TN

T—F 4
R e S RS SRS A ORI . 15 2 B 1) 2 SR s on B e SO, 26 110 2

sgeE ]
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B aazwsmmazyEs

(=) 2B SR B FR RN B E R 1
WA 2240 P R SURPE LM I, A RN SLIT TR i) VPN . 165

i

T MR > WREE > VPN > AR
IR 2 VN IR 4 SR s kg AT 4 SR
$IB3 fidh REL X iR (Secure Client) > B E X /& 14 (Custom Attributes).
PR 4 pidiiRm (Add).
HIB5 kit KL XK PimE M (Secure Client Attribute): Per App VPN. A VFEIR 5 5 sk sh A 73 #IB%iE .
TE6 NFIELTEE BEXEBHERER .
R MR (5 BLYBTIE 22425 7 i RPN (e SUB M S . IR T LLYE 3F &R >

FREIE >VPN> BEXEMHEIE 82 EtEX % . iES RN Secure Client H E X
JEEXT %, 108 Vi,

TR il N0 (Ad) s PEORAF B ALSRNE AR mUHARTE (Save) H B DR A7 2 41 5

X ER
2H 5% Secure Client JETH , 8 113 7T

R AY ’r-
BB B 1ED 2 TR B X R
UF B A AL M 01— LR PERVIXY, I3 SRV VPN R 10T, {2 St
Ro, WLARLEHLAE . D SURIIE B BLR

FEFEST VPN BRIEIN, CReffe N HT T AL 560 . RADIUS AR S5 dhs 23 70 B AL 5Ems, sl 24 iy
G S AR

\)

AR BRI LR TSRS AR AR SR . 0TI ] SE R AL SR B o I ER SN AAA RS54
BUNFIAL AR 5 IRORTR E LA 5, WA O VPNGERRIC B K BRIA 4L 3k o 3R AR
SRS R LA B N BRIV, (AR 12 SRS 70 e 4 3 4 I S EL R Y AR R A 2 et I ik 2% 5K
W% o

TN S, B S IR REVF AT IEIK P SCHR KX 2 Secure Client VR IEZ —, JFRH T %
e

* {{BR Secure Client VPN
* Secure Client Advantage

* Secure Client Premier

B usEeE |
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HXER
FC B AL RIS S . B 111 7T

B B A RN R
2 B B LA R B L 2 110 91

i

P EFETR > WREE > VPN > LHRKEE.
RIHGHNH 2 ATRCE RN, B RGHOME. REERUi g, Tl A o ER A SR
IR 2 SR hnaR 5 B gk BRI G AR Y 2 A TR
T3 MANZRIERZFR, @] LAER S NI RR
WA Z T E 64 NFRF, VMR M. B Z TR 1,024 74
SIR 4 QSRS I , 58 111 TR ATIR, A RIS fR B S
SIS UIZH KM Secure Client ZETI , 28 113 0Tk, ANILAHKIKIEE REZPimSH.
SIR6 W ENS S OET , 55 116 TWHATER, NI RIEfR EaRSH.

P} 1 AR TF (Save).
B SRS AL S I B B v

T—3#ita
K 2H SR 0 AN N RIS FE Vs ) VPN G & SO

40 SR IR H AL TR
Sz
MR > MREE > VPN > A5RRE, sl sl iR InE SR ek B g (1 T i ., ARG B
# (General) ZE5iF .
VPN #8F g

¥ 5 I e 20 SR m ek v A (R AR U 1) VPN BEIE 257, SSL 1% 1Psec IKEV2.

IP ik it

Fa e AR R TRV 0] VPN A 41 bt 5 FH 1) TPv4 bk 2 Fc . 0T #2151 VPN, AT L
SR AL F RADIUS/ISE BEATFZAIA P 21 3 ety a bkt o () TP kb o S8 3 e s Y P 2 e
I 2L “RADIUS #2407 J&@ 1 (GroupPolicy/Class), 1] Lk £ 40 Hh AN H3E 5 43 1 7 55T
JUHTCEEAT SRS S o BT, S DAZ kg i K 2 s T 1 7 0, R SRS S B — R i b,
DA SCVF A AT PR 4 b 7 1) pA) 35 ) 5% o

| sgeE ]
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JBIN S A A5 17 75 ) i 3 T TP b 3t (K400 S T«
1. IPv4 Hitikithf¥) RADIUS J& 1

2. Z3KBSTY) RADIUS J&

3. IR B B SO (1 A SR 1 Mk

4. FERPNCE SO TPv4 bk

ST SR A TP kb ) LB PR A
« ANSZHF IPv6 Hiuhibith.
o~ TR 2 [ CE /N TPv4 Hdibi.
o AZ S R R kR I 2 FR B I A0S B I AT AT AT SE e, AR T

o HA A bkt oG B A U A I, ARE TR R SN R TH ik, R i P
BAGUR:URE RPN 7 SHIE L I

%] (2. 8 A

8 7 Wi e B iy 4«
® show ip local pool <address-pool-name>
® show vpn-sessiondb detail anyconnect

® vpn-sessiondb loggoff all noconfirm

=5

Fe g Bk N B P R RRIE SCAR . KSR ] LA 491 MR RAEBAE. IPsec VPN 5 7 ify
X+ 458 S Fr5E 4> HTML, {H Secure Client {2 £55B4> HTML. B R [l 78 FH P 1B A B i i,
1%} IPsec 2 F i H /m #nic, %) SSL 2 F i ffi H <BR> #ric

DNS/WINS F £

Ikdy 4 A 4: (DNS) 1 Windows Internet iy % &4t (WINS) k45 %%, HT Secure Client 4 FrfEHT .

* & DNS ARS8 /44BN DNS AR5588 - I F il — MR 5, & LA b2 A i DNS iRk45
23217 IPv4 B IPv6 ik,

* £ WINS BR 5522 4B WINS BRS5 28 - L HF b — MEExt g, HAa &4 51 b d i m
WINS RZ5-%% 1 1P Mtk

* DHCP M #&3EE (DHCP Network Scope) - EFE A1 — AN W20 5, o & —Nnl i i)
1Pv4 ik, ST TAER—F M, (HARLEMT N . DHCP IR 45 #5622 ik 1P Huhik By & (17 9 -
MAZ L 73 P TP itk . W AR IERE, VPN SRBS B2 R

WURAE LR E SO o i E T DHCP IR %5 %%, DHCP 1E 3 hr N E T b 4L g st
W7/ . DHCP iR 45 25 (1 Mtk oA 200k 1 AR FH AR R IR —AN Mo 1 Ak e v s i %

DHCP k45 s Hhoe IR kb, Tk E 4.

WREE
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A 3% Secure Client JEIR .

oA E XM TE ], ) DHCP IR 45 a4 Je bk v e B WU 200 TP Mkl R d &N, %)
RIUA I3 IRk 1E

VU T RERSFE ORI IP Huhb T i B . 0dm, a4 10.100.10.2-10.100.10.254, F:HHh
14 10.100.10.1/24, NEF 10.100.10.1 £ 4 DHCP VG [l 35AN L8 FH M 48 4% 5 . DHCP X A] H
T 1Pv4 Fhb. W SRRt A R T b, BT RS T A v PR bl ) A A I 1

H 1 AN #F LINK-SELECTION (RFC 3527) #1 SUBNET-SELECTION (RFC 3011) .
o BOASE - BUAB A FR . FRe T, 1911 example.com.

R BFIEFES
PeorbgiE g 5 — e Bl VPN B$iE (ns) , KR FIMKRESI S E VPN FRIESNE CR
el “LASCE” ) .
* IPv4 ${F D BEB/IPV6 KRS BEE - BUATE LR, AR BEE . XT 1Pva FIPv6, LB
BHRFREREBELFE. WHRMAHILBEE, KA LKA R B VPN 8.
ERCE RO RE, HEE T EEERIREIE MW Ko R T EiE E R M E RS . RGN IZ RIS E
i ) PE 7K .
« RO BEEMEFIRER - R FPTEH VT F1REAL, AR5 PR ot A bR A 8 5 R B R i
BIFIR. BHRIEAGEE, WHSEURAIER, 519 7.
* DNS i&KIF D BEIE - 377> DNS. Jic & FRE i 1K) DNS 474

BRATEOL R, AR IR DNS, IR B E itk 5 BB SRR & 1% DNS K. ILFF 64218
B& & & 1% DNS 1K 58 1K A7 DNS 17 Rt o B i ik 31 4 HI 9 44

LECE 7> DNS, TSR B E &ER BRI, RS ESFR T B A A . XL
TR R BETE AT 2 L IR 2% o A7 LA AL R AL T 22 Y DNS iR 35 s b AT At AR
mEMATARH, FHZEALZ S 2. BRI KEARGE 255 M7

HXER
BB AR %, 111 0L

4H %5 % Secure Client 1£157

XL TEIE T Secure Client VPN %8 /7 ufig (R R AE

IR > IFRETE > VPN > ARG, iR IneE SR Sk PR B Y 4R 1 4 AT SRS . ARG I REB iR
(Secure Client) ¥E3 .

BB T

Be & SO - E Rk B AL LA P il S SO S . B IO A VRN, 1S W S
X%, 5123 .

sgeE ]
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. 4A K% Secure Client 1E£I5

LA R SO AR AE XML X ) — B S 2580, Secure Client 8% 4F# F ¢ R FC & H LA
P R TR A H . XSS E (XML Frid) B8RS & AN 1% & LS 5 £ Secure Client Iy
Hb

T GUI ) 2 4% P omlic & SO gy (MO ECE T HD SRENEE 224 i it & SO
HRHEAME R, lﬁi%lﬂ*ﬁfhﬁﬁiﬁﬁ (Cisco Secure % )i ({45 AnyConnect) & FEAIERT) 1) 224
& i P S A g A —

EEREXHFTER

B VPN BRI T A 20 TT I I IE B2 B b 4%, RIS e 28 7 ATl VPN &b 2 k.
EIE VPN BC & SO B BSOS T & b s AT LA 3 VPN BRIE (1) & .

AT AE B VPN I G B SO as R QBT % 0 SO sl SO IR E B SO 4T OER
PR B by B E S s

BRI E ARG R, 1S %, 55 123 11,

B RinRIRF

Cisco i Secure Client VPN i iof % Fift N BRSO ) 22 4x ko IXSEBEERER AL R 2 224, LRI
5[ 0 20 T AL A 0 206 0T DR SR S5 o RPN P R S, b
AR S5 V) BRI — 41 A 5 C .

PLF Secure Client B8 AT E R, 0] LOKEIX SEREAC S 7E VPN I/ F 2k AnyConnect i T %%,

Secure Client:
* AMP 2 REF (AMP Enabler) - Jy &5 i & 2 2% A B 7 (AMP) .
* DART-ffi 3k & 48 HEFILAL S WS BRP, vl LR 1£ 3] Cisco TAC BEATHbEHERR o

* ISE &% 2144 (ISE Posture) - {f ] OPSWAT AT 280ty 2 A VPAG A A, VP A% 2 1) & 1L
.

* MK ) EEEE (Network Access Manager) - 47 2 FIIGZE M 45 U5 il $2 41 802.1X (55 2 J2) Al
WA SR .

* P& AT I4E (Network Visibility) - rI4& T AV 21 O3 AT A MR ST BRI L w oy S PR 22 42
i

« BFA1AF (Start Before Login) - il i /& Windows & S0 HEHE B2 77 3 5 Secure Client, 7
i F P 72 2 5 31 Windows 2 B IR VPN 3% B2 1 12 4 1 A b it 1t o

* Umbrella ;8% £ (Umbrella Roaming Security) - 75 % & TUE PR A VPN 24 DNS 2
©h,

* Web &£ (Web Security) - A4 & U2 5K /3 i W DL e, RPN %S, IR
R BN AZ A 2

STERIN (Add) JF o4 RN AR e LR 1R I
* B Pimigk (Client Module) - W\ F15E F11EF: Secure Client £k .

B usEeE
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A 3% Secure Client JEIR .

* ETEHBIECE X (Profile to download) - e #4055 22 % ) e B SO ST % 1
KA GAETEAE R, TS W S5, 5123 3.

o BRI -0k 4 ) i LA 3808 i BB DL S RE B S0 o W RORIE R, K L BE R
S G S

{EHIZET GUI W L% i ic & S g ds (—MILZECE TR SRENEREAMEEH 2 by 43 B
A o BEATEAM Cisco AT MO N8 2% 7 i lie B R o AOCTEAE R, ES WAHMN
WA (Cisco Secure %5/ % (flfh AnyConnect) ) H () %45 P i e & SCA- S 2% — %o

SSLiREFE
* SSL [E4E - Je 7 /i A i, iR, BEE B0 H] 0 Bdls 4 )5 i%: Deflate o LZS. BRA
0L N 45 H] SSL s .

Bl A IR T AR, (BN RN AR N AE R R CPUAE TR . Bltt, AR T
ZABA NS AR

* DTLS [&£45 - & 518 F LZS A b2 s e Bk AL i 2 2 4> (DTLS) 14z . BRIATE L 2254 DTLS

* MTU X/)\ (MTU Size) - RV ) Secure Client VPN Jy SSL VPN ¥ 2 37 (1) i KALH B4 (MTU)
KN BRIME Y 1406 7745, ARG 576 3] 1462 717,

* 7B DF i -} 75 RS 20 BRI “AN B (df)” 7. SevFasdblfs & DF A
(K oy Fr s At A R 0 0 B i A% 328

EEIRETR
c EREEFIHRM VPN WXz BB RERFERER. AMLERBE - 2 XS5 A [0 A8 IR ff
BRI, AR EA T AR IE T ACE AR s . BOABCE R . PREFESE H LB
B T R A far . A RUR SR AR R AR AR TKE PR IE B B 2 18] S5 A5 1K) I )
[IfE CLLRR g B0 o BRIATRIRE D 20 #0, A5G A 15 31 600 7.

* BRKYXEEEN... . LILERRBCE - JL0 A5 (DPD) al Al fk VPN %45kl VPN %)
St DR ACT I BT S5 AR AN i 1 LA 32 R I o BRINKG DL &5 2 D W SR 7 i Jied 2% ¢
o DPD iHE LLBCE KN ) W FR AL . WRm M, W AR % v & 1% DPD iH B 2 [A)55
FrIF TRl CRARD A AT o ERINTAIRE A 30 &b, AT 5 2 3600 7.

BRZEPImSITH - BT U E 2 WO B IPvA e (LM e VF IPVE i ) Bk
EIIPvA e (WAL AT IPv4 D 772

4 Secure Client #5375 Sk i) VPN BRI, ki m] LAy 2 P i 23 fic IPv4 M1/EE IPve ik, 4n i
Skuigh) Secure Client EHA /3 L —A IPv4 Hihikbst—> 1Pv6 ik, ST LAFCE Client Bypass
Protocol LA EF L AR/ IP Hihk (ZRIA. 2. KRBT MMKRE, SATFiZRES:
TSkt I N P LA I 5 “ISoEs” kiE (B et .

Blan, R AR I R —A IPv4 bk 43 Bl 45 Secure Client iEHz,  H &um A XA . 24 2
SR U7 i) IPve HhhER, Wi SAEH R P unss g, W& EFF IPve fiam; Hi2, WRBHEN
Ui 57 L, W2 AN P g LA BH SCHE 3R I% TPv6 it & o
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https://software.cisco.com/download/release.html?mdfid=286281283&flowid=72322&softwareid=282364313
http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
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* SSL EHrE MUE A - %) hi e 0 R BRT AR B B, SOOI E S PIRIan e =,
M R 24t BOAEOLR, BB TR RS, W] RAZESR R A I (8] 8] Rt
AT, N BT BEIE R A R B, B I B AR T BOR BB A -

* F% - JA M SSL HUB AR PIN AT H . QU SRRRE (ERIAD B i) RSB R E R E .
* [B)f@ - i) SSL B Hr B s P vl o BN 4 73 BREOER U, NG 4-10080 238 (1
JiD

* B P umBE ISR - A8 ]2 i b7 KBRSk VPN %5 ) s (11 65 OB B K BB . U T
st H AR RN SR A o R ) F R SR A Dot G ] T SO R g A . 2
PO LA SIS 19 ACL. 3 SC& IR 48 I LY i) & P 2 10 K, H/sloe L A
P 28 0 M) L2 R E L S IK) VPN RSB 2 AREL “ WIS TR AR 4 .

\}

ER i f’ ACL {7 TCP/UDP/ICMP/IP 3 1 LL K “AERE” . “AERE IPv4” B
“ATRE IPV6” FAUMPE 45

H 451247 Microsoft Windows [1¥] VPN %5 /7 i A fEAT FH X L Kk RS E .

BEXBMHEFE

AR5y FIHY Secure Client Tt & Per App VPN, SVFBIEIRTFAIBN A BIBSE S Th AL 2% &%
Pt [AsE E . SE RN (Add) LA 41N B e U .

1. % RL&ZEPimEM (Secure Client Attribute): Per App VPN.  fCVFIEIR 58 BR8N A7 HIF%iH o

2. WIIERPIEHF BEXBHEMNR -

N

AR AN () BUOGPTIE A mYEGUHURT I B BN B BOETTLIE W& > W REIE >
VPN > BEX B MEH G B € USRS . 1SN Secure Client F € SUSEX S, 4 108 Ui,

3. i WRAN (Add) H Pk ORAF BILLERNS , AR5 S ARTF (Save) K B i A7 241 SR o

HXER
BB AR %, 111 1L

40 SR B = 2RI T

SMmEE

MR > RG> VPN > RS, RIS PR (0 R . AR SR
(Advanced) ik .

B usEeE |
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simbi psec 12y [

METLERFR
* IFEIFIFRITIEET - X LI PEAS O S A OISR R A ACVFIE 2 FHLIETE L VPN JERZ BRI 1% 40 4
Patso BUOWEETE Wbl HARMBEAT PR 46T TEERD VPN REBE R OUE M T 91451E
o AN T RN AT SR A T OT AR B3, i STP BEARIESE . 9 e Uy ) 4151 R
PR ] T M g A B el A SRS (BT i ACL

* BR#I VPN B VLAN - tBFR R “VLAN WL ” , S HdR e iz 4150 3 FH 31235 10 H 1E VLAN
0. ASA KT A MR MNZAH K BFTiE VLAN,
A5 FH o JeE 1 ) 4 SR 4 BiE VIAN DA AL U a4l i) Bt @ e 2 e il TP ACL 183
BT BB CRBRED 4h, 1% F g RS~k ASA it & (1 VLAN . Fe e
JalE A 1 2 4094,

SEREFTR
* Ty iE) B (8] - PRI BRI TRV DR B o MO B A A i 2 SR W] P I R U ) L FRY I TR
ARHEAE R, WS NEH , 2 88 1T,
* BT P RRIFRE RE - 352 VN P AT IR 2 RN G, BRIMEDD 3. S/MEN 0,
RRERIE G SIFRLIE P Ui . SRV 2 A RN ISR fe 6 3 2 VI L g .
© BRAFEFERT (B)/E R B PR - $50E OO PR AL, DL ROh . BRI TRIGRIN, REia ik
EERE . d/AMEAN 12y R IR RE TS 5E A BIE O RIERE I TR L) Y S 7 3 5 22 T A e Tr) ]
I o
© RGBT/ EAR RS - 5ESLH )T RS RGN TR, DL BN A . S SRAE BRI TR Be AT IR
EEATIHAR S, ARG R IRER . AR 1738 BRIMEDY 30 70h. 4R Wl a5 E 1k
57 RN 1) A 1) FE ™ S5 75 ¥ SRk T PR g 1) T o

X ER
BB ARmE N5, 111 0L

BLAM B 1E) IPSec HE1Y

FEBCE VPN $h4hI, (A IPsec 7758 (BUfEHtE) o fE155 ISAKMP HEAT IPsec % 4 SR i SU1 ],
X R ) T Al PR 5 5 SR ORI 8 B e PSS SR 5 S 25 [+ o

F4 IKE A (IKEv1 85 IKEvV2) , fELEAN[FI) [Psec J7 A %

* A% IKEv] IPsec /7% CEH8E) XTGm), nlLLEFE IPsec 1847 1M, I SUFT 75 1 s Al
GOSIRAEITY . S AT DG BRI BT WU R VPN AR R AN, 1B 2 AN IKEv]
IPsec J7&X %,

o A% IKEV2 [Psec /7 ZX G, T LLIERE VPN Hh SV BT Inss Fsy | &0 . 78 IKEvV2 This
JHIE],  H AR e L 43 91 S 3 AR e A 3 I T

IKEv1 Fl IKEv2 IPsec J7 25 #4 FH 353 22 4 W% (ESP). ‘& nf DL AL BHAIGAE . N8 Al e AR IR 4%
ESP 4 IP B 22 50,

sgeE ]
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B = ke ipsec mEnin

\)

ER AT VO IPsec BEITEAL b AL 43 B4IE .

B2 & IKEv1 IPsec /5 =53] &

UK

FIB1 Kk T & (Objects) > 3 & &8 (Object Management), 4R )& M H stk VPN > IPsec IKevl 75
% (IPsec 1Kev1 Proposal).

R UARTICE 17 %, A5G R G0E UNEBRIME. ARG g, STl 4wig (4D « )
(©) s MipR (W) T,
S8 2 YPSR () FRAN IPsec IKEVL 152 (Add IPsec IKEv1 Proposals) PAEI &8 7 4.
FI'3 NHITREMABIR (Name)
RGBS HR . B Z VF 128 D74
FIE 4 NIk EHi R (Description).
SRS RO UL] o B2 SEVF 1024 T4
PIRS ILFF ESP INE Jyik. MUy E B A bl (ESP) I k.

ST IKEv, EFRAHSGEINL — o FEPRE T IPsec 77 S MM A ST, S8R T~ VPN
B P SCRFI S A ORI SE BT, 6 2 B e A RIS T 6

I 6 4y ESP &5 (ESP Hash) 2k — Mk,
A RIEIA SEREVL], 155 8] w4 FH B Le 51 S

P} 1 AEHRTF (Save)
BB T AR SR
B & IKEv2 IPsec 5 EX &

UK

FIE1 K UGE TR (Objects) > X &R EIR (Object Management), 4R M H sk VPN > IKEV2 IPsec
7% (IKEv2 IPsec Proposal).

RGO CLRTC E 07 %, AUHE R0 E BRI . RIS U7 20, YSTTLL 4Rsg (4D .
() M (W) JrE,

B usEeE
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P2 EESRI (T SRAN IKEV2 IPsec 752 (Add IKEV2 IPsec Proposal) LA BT 77 % .
X3 hTr RN AR (Name)
HREERT R W2 VT 128 DN TF4F.
P4 NI 1% R (Description).
TSRS RNV o B2 VT 1024 DN F4F
PIES EPREALA T ZHHT SRR ESP 8851 (ESP Hash) J5ik. #Uy| sk s sk k.
R J BT AR AN SCRHE ] NULL N i) IPSec F¥iE . #i0RAh IPSec IKEvV2 #23EF: NULL

ez,

1
w
1
w

P IKEvV2, P8R T 508 ESP 831 (ESP Hash) Mk, 7 IR e U, 162 ik
58 1 HIWIRLE IS 53

PYR6 LFE ESP MNE TiE. U7 RAVEH 2 WL (ESP) N H%

T IKEV2, s “3EFE” (Select) BAFTTF— X IRHE, FEXSTHHE T AT AU FE 2 SRR B T A e 0. 1
YUE T IPsec J7 R IINE AP HIEN, EAEFAR T VPN (8 & P SO R 5% . A7 RIE I
MI5E BB, TS 8 P IR s 2k

Y1 AHRTF (Save)
T Sy ETI LTI e e

BB IKE SRR%
HHEM AR e (IKE) 72 %) IPsec XS4 T S 6 0E, Wi 4 & IPsec N2 %47 DL & 1 2l
A IPsec ‘22 4=KRHK (SA) HIS A HPMN . IKE Wh S B . 58 1 B Beih i A IKE X &5k 2
[B] ) 224 Tk, HXTEERRERS AR SR 2 B P 22 il . 2658 2 BB i AIR],  IKE b HoAth W N7
SA, Wt IPsec. P/ BAE W i 3 e 340 FHHE I o TKE $2130 2 — H AN AR ] T3 2 ] 1)
PR . FES TR B3 (JL5) IKE %% )5, RIJTLE IKE P . I SRms ms i mp it 22 4> 5
BOH TR )5 42 IKE Whi «

X IKEvL, IKE J7 A& A FR R AL . 50T LA A DR 22 S0 S 10 1) SR ke aff £/ 42 /b —
AR I RER AR HEIS UL . 55 KBy A, 7R IKEv2 75, BnT DIE— A S hak e 24>
SREMBEAL . i TR AEARAESS 1 B Bl ra SRl gEAT 264, DRI AT Qs o IKE 75 2%, HEHIEL
MAFRTT S, P s L5 SR i se e X T IKEvV2, SEESXTRARE S gk, 1L
MG A 2ITE SCEF A BRAIE ER

AT kA B0 5 IPsec VPN I, 7581 IKE 3% . FCTEANE R, iR VPN,

Bii & IKEv1 SREE T &

{fi/ “IKEv1 5#&” (IKEv1 Policy) WU . wfHEiillE IKEv] SRBSX 5. IXLE SIS0 G4 7 IKEv1
SR T IS4
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B == ke sz

Sk SF Sk SR
S8 O S SE
(2, IR — S 7L I N ]

A

sggE |

UK

W31 5 (Objects) > ¥ & & I8 (Object Management) J- M H s 1% VPN > IKEv1 5B (IKEv1
Policy).

RYGH WL E 1R, ARG RGeS ERAME . ARSI g, T AR (4D L )
(©) oMK (W) HE.

(A[iE) EERI () N IKEVL 588 (Add IKEVL Policy) LLAIE: ¥ 5Ems X % .
NN B R (Name). 2% foilF 128 44

(AF3%) ey S A BE (Description). % i 1,024 745

TERLSELR (Priority) i N\ IKE S I 56 A -

MR R WA B (SA) B, A5G A8 AT ff 5 WA P 7o o S AR LR B TKE SRS o 2o Szt
IPsec X S AR AN S FRAE R I B — AN S rh ik e B8, e sl il R M b e LS. 1
AEIE A 1 3 65,535, BUMEEAG, PUegim. Wt B A, &t AR A 4
BefE, M1 ITFEESRIG R 5, JFLL 5 i gkas,

FENNTE I I 1

TEYE A TKEV S WAL PR 0 25 FIECH LRI, 388 AR B R T S5 ¥ 48 SRR I 0. 6 T VPN4R
NI AN, PR AN SR B 5. X T IKEV], SRR —. A kI
FISEHEUL I, T 2 B vk s 1 TN Jn 5 s

RO A BT (Hash) 503, FH T AR R I o2 45k

LE R N TKEV] 7 S48 TSRO B AP v i, SIS B IR T 32 B W 4 SC R vk . %1 F VPN 3R
AN B, SRR PN AR (5. A ST R e B B, 5 I v o Al P
U Sk

% & Diffie-Hellman %H.

FIF s (¥ Diffie-Hellman 2H . #8022 APy, (H T S0 2 (R AL BRINFIA) o 5 S SF 2544 20 L
HUCTR R . EFEEAE VPN th RV . A7 kIR (M 5238 U B, i 5 0 vl o B4 FH 11
Diffie-Hellman %4 .

WE LA (SA) 1 HREEARR (AR M BAT) o wIFE5E 120 3 2,147,483,647 Fb 2 [0 (M . BRIME
4 86400,

PO R IBR I, SA ] HLAAZIAE AN A 2 I S il o R, FRERIIPRERAE CRERPRL
), IKEWrize 4. B2, FRetlIEAS, Kok ik B TPsec 47 4 S Ik I T8 A Eb e J o S 1 R 1
TR,

BB AL IS XS54 2 A A8 H K S5 36E 77 3% (Authentication Method).

» T =% 4R (Preshared Key) - 75 S ERT B, P2 %050 fo VR 28 EHAE AN S5 AR 2 TR) JL =2 F
B IKE A o a0 FARAEH [ — Pt 2 3 1 e e h — AN S 5 05k, WITGTE#E 7 IKE SA.
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| dgee
rE ke gnxtg [l

* JE$ (Certificate) - 24K “UE1S” (Certificate) FHFE VPN 82 (1) 5 0 56 UE T kIS, 5454 )\ PKI
FERBUE I (1) CA MRS 28 RIS A UE 15, A FLEAT S B0 E

IR (ESZFFIKEVI ) VPN $L4h 1, FTik IKEv1 SRS % iR e e i B 0 38 7552 1l IKEv
BRI IERBI B BN E . XSS AZIUCES, B0, S B A .

$EN LHRE
IKEv1 SRR MEIFIEH

A& IKEv2 SREE 3T &R
] “IKEv2 550 (IKEv2 Policy) XHFEHEARBIZE . MIFRAI4i4E IKEV2 Skt 4. XSRS 0 50 3
IKEV2 S0 T 75 (240

UK

F$IE1  ROEFEIT S (Objects) > F 5 E I (Object Management), 4R J& M H stk VPN > IKEv2 %R
(IKEv2 Policy).
REKHIH 2 ARG E RS, S R0 LRI . IR g0, rTLidRig (4 .« M
B (©O) HiMipg (W) .

SW2  EPERM (T FIN IKEV2 8% (Add IKEV2 Policy) LA BIREHT s .
PRI A ABFR (Name).

KM BRI IR . % VF 128 DNFAF
WA ISR 1R (Description).

SRS BB % fOVF 1024 74T
LS HEARER (Priority).

IKE J5 ML 2B 0 WL A RHK (SA) I, RSB mT 605 P A Bl i ot 25 A LU B
IKE J7 &M W RR [Psec Xf AN SCRAAE RGN S — S P sg 240, B Sl il P —4
BRI R o IS HL. AR 1 3 65535, HIEAIR, PLsbdofm. Wbt 7B
B, LR BRI RO, A1 ITIRRIE D 5, JRLL S g gk,

HIE6  WE LKL (SA) () BEHAMR (LU AR o TS 120 1 2,147,483,647 b2 [HAfE. BRIAE
M 86400

M RFEYIBRIN, SA B LML PSSR 2 (M B i %, RREUIRROBRE CERREE
B> IKE Wi ar. Hd, FFEHUIRGIIS, KR BEE TPsec % 4 ORIPK K A P 5 SYIR 1)
R

M TKE S oA FH A0 B 530922 1 S R 1 5% (Integrity Algorithms) 8y . B S G  i EL A 22,
0 R RUIEERERSN Pt

N
&
~J
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. Secure Client B EX

sggE |

FE Y 5E M IKEV2 J7 S48 FIWI R N s FO B SLvE T, S R PR 1232 & SRS 6T VPN
NSNS B, D AUERE S A PRICEC IO 59 . IEPEEAE VPN I RV T k. IR
MISEREULR, S [ e e A MR L8 A v

BERER T2 1 BYBE SA (FHFERYEE 2 B i) AN &% (Encryption Algorithm).

FE Y E N IKEV2 J7 48 FI WA s FO S A SLvL I, S R R B T 32 A & SRR, 0T VPN R
NSNS AR RS AR TTIC I 9. JEREEAE VPN HH RV T k. Ak
T SR UL, 12 e A B AN In o 0

1E$PRF 3% (PRF Algorithm).

IKE 0 A F 108 L D BE AL R 2L (PRF) 573« 7 IKEv H, SE3EVERI PRF LA, (H

FE IKEV2 Y, ATLIONIXSE SRR E AR 5k . WEFE 24 VPN SR VFIN BT Sk, A RIBIN 5¢
UL, WS B e AR RS S

1% £ DH 4B (DH Group).

%7 Diffie-Hellman 2 . A0 SE K 22 4P sy, (H R BT 2 AL BERT (0] . /NS AR 2 B
HVCH AR B . EFRIEAEAE VPN P RFRIH . A IR 52 3500, 52 P vese B 10
Diffie-Hellman %4 .

riitRTE
R R FAT AR, MBI TIKEV2 SNSRI BB o WERARIESE, AE & Rl g,
FLAZGAR AR BE S, DU e D DR A7 B SRS

Secure Client B X

U, SnT LA E SCRA% 7 i, FPRIXEE A SCHE B VPN Sk i ] 7 N2 48 i 4%
I, BT 2 R X 2 5 ST B K i

AR H g SO R RN T A S P SO DUR & SRR 22 A P i [ E X
* GUI SCAHII B
* EIbRAIEIS
* JHIA
o HERISCrE
o HE BRI A
o A ML L BERE i 4

A7 KM EIR L 2 4 i € SUMTEAE R, 121 1€ X Cisco Secure 7 i o
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| dgee

XHRER

bty |

FEF “HSISCAEXS B A “ GBSO ERT R RHEHE AT LG MG 45 S 5o SCH I SRR i B
RIS, B EH] TR VT ) VPN SElg . e VRS 22 4% ) e B SCHR AT 22 42728 7 i
| €

A T (P CE SO S A5 A BES AnyConnect BEEUFT Secure Client 72 VPN G & Bt & S04, I
YRy 2 A P i ()0 700 8 2 A B 0 o SR i FH P SRRy o PR B4 B0 UIE S mgS ,  AAT TRE
LI 9 % G B S AR A s i P P AT

FERUEESCAF XS BNy, A8 B OO AE LA P B AZ SO I RIAS . AE QU B 2 R 2 I K 54
R R ZE A, R RIS ARG SOAF S 2 A B O~ 5 DU T30 5
I, AN EERAZ SO R B SO A

TEFRBFR € SO G E I, ¥ AH IR S R BEBAR H kb (e 4 o
FnT LB AR SO s LA R eI

* & (Download) - fihi T3 4% F i A

* iR MBSO R EAE R

* MIB% (Delete) - M Secure Client SUAFR G0 FEMIERSCAF XN GRIN,  ANSx WS A76f 2 p IR AR G
BRASCAE, T S MBR A 5

SMmEE

38 (Objects) > 3 &I (Object Management) > VPN > &£ & Fim 34 (Secure Client File).

© BIR-BASCIFI A FR AV SCIERT 55 fe 2 ] LA AN 128 745
o XHRFR- T RUBE BLUESFE A WEHSCIEN, REQUSINICIEA RSB R AT
o SCHZEBL L Pk SO XTI SR A PR SCAFRA AT

« REE ARG (Secure Client Image) - 24 %78 Cisco #4240 F 2 Secure Client
WG, TR,

R RT LICKEBT 1) BN (¥ Secure Client W% VPN SIS ARG . 8t ] LAY RIS AZ SRR
FA B8 AR i JE B 20 B 0 S R S

L2 % ik VPN BLE X (Secure Client VPN Profile) - iy “224x% /it VPN Bl & S0 Fik ¢
iyt

LT GUIR 224 unlbic B SO gmdaas (MOIACE T H) ROVERCE CfF. H 1Rl

{55, TEZ WAHNRAH] (Cisco Secure 2%/ i (fiff AnyConnect) H 'R HH) %4
P AL E S AR A — .

s REEFAIHEIE VPN B & 3 (Secure Client Management VPN Profile) - ££°4 2244 7 b
EHL VPN B IS INAC & S IR R A
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B xonz

sggE |

M Cisco #AF F#cHO N E 22 4% 70 VPN B IRREI T BL B S aRiEEE (WA MR B
B, I AR i B VPN BRI I i A 1 E G G SO

« AMP B2 FBR & B & X4 (AMP Enabler Service Profile) - % & U4 T 4% ) i

AMP S IRERS . MV i) VPN I EE4EE] VPN I, AMP Ji 8@ RIIEEC B SO B
I3 0 3K B 24 iy o

o RARECE ST T DL I AR S B C B SO R PR A, DRI 5C% ) A HI AN

AR D BE AR5 R

* ISE i % £ 14 E B X4 (ISE Posture Profile) - 41 5132k 2242 %¢ 3 ISE 2 22 4 PEAk

BEHAS I B SCAF, TPt

* NAM BR £5 B2 & ST ] W 4% 7 ) 45 BESS IC B S i 28 0 5 RIS I NAM fic & S0
o« WLEATARMERR S5 B & ST (Network Visibility Service Profile) - 22437 )7 S W9 2% ] R MR B

FRIBC B SO o R8T LU ] NVML FC SO 20 4 2 1 2 e 35 S0P

* Umbrella i8iff %2 4 Bo B ST - 10 SR A8 s T C & S04 4 28 QR /Y json SCIFESE Umbrella

AR, AU P I SR
P £ 22 4 R 55 B0 B ST -1 190 4% 2 A MBS TN NE 5 SR I B R SRR

* Cisco Secure Firewall £&if5 % £14& & — 3N Cisco Secure Firewall £ %2 4= PEAl 4

PRASCPFIN SRRSO, RSO AR C BB AV M s (DAP) I TSR A7 S b |
TRIIRAE RS, BiwRe, SRR KBTI

s REEPIHIMERK YIS E (Secure Client External Browser Package) - I SCEE R T4

* 15 FA

HXER
1%‘*4
A

B usEeE

SAML B 555 55 W0 25 B 47 56 T 38 45647 D s D U 4 A e, S
T80 LUAE BT A R 930 SR AL A, S ] T IR I 2k, Sk o
HRVEAME R, 153 I E LY VPN K AAA & & .

-%bnﬂiﬁﬁ% o
LA i BB
% Secure Client £ , 55 113 T
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MREMER N EIEFR

weeenneies [

DigE

=Kk &8

il

AR BLAf
B 1D

1

431 ACL 1 AV
ACL

7.4.1

=

B RS 3R (Objects) > > X &R EZIR (Object Management) >
RADIUS AR5 2&4H (RADIUS Server Group) > i/l RADIUS B (Add
RADIUS Server Group) > ¥4 7] T3 ACL 5 B%} AV 3t ACL &3 (Merge
Downloadable ACL with Cisco AV Pair ACL)

B CLI i34

* sh run aaa-server aaa-server ISE-Server protocol radius merge-dacl
after-avpair

* sh run aaa-server aaa-server ISE-Server protocol radius merge-dacl
before-avpair

Secure Client H & X

7.4

U, SEPTLLAE % i, JPRIXEE A 52 S 2] VPN ki .
MR AT PRI, BT 2RI [ E X A B

.

%I CRL 1 OCSP URL
I IPv6 24

7.4

HIAETT LAC & IPv6 OCSP 1 CRL URL.

ER[EI R PRS2 1 41
PO

7.4

IAE, 8T DL AR 2 B B e O B 2 PR R 11 e 1 4x)
%, KRG, BATLUK XS T PR RE, 441 DNS A4 28 HTTP Ui
8l SSHo  SCRFFR I AT hRE AR SZRFFARIZL . BT R, DNS AL
R Epi O,

PSR R > WREIE > EO > K> Z0O4

IRIEZ OS2 AAA

7.4

AT LAEF PR Bl 1 410 & RADIUS il 55 4%«
WGBS b RE: MR > WREE > AAA BRS58F > Radius AR5 =540

0 190 2% AT 11 0] ¢

7.4

TR INAE T LU e B 2% Rl I . fEXT RS (WR > WREE)
sk 11 B R 286 B 55 L IKET TekE KR, RS, T DATE OB
G0 JE M A B R ERAEE
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B ssemvmneics

sggE |

=Kk &8

Hols

AR BLAf
B 1D

#fh

DHCP IPv6 it

(=S

7.3

fii 1] DHCPv6 BZ8Z)R% ) iy, mbhls i BLAE S R4 1 DHCPv6 T
RS 29 SLAAC 75 i ) JguP B 480 ik A B oK (IR) Hidls £l
I, PSR 25 ) EAT ISR A AL S5 HLANAR B . BB RS2 IR i
£, AN 2 o3 o bk
B MG ) B«
* 1% #% (Devices) > & & & 18 (Device Management) > £ (Interfaces) >
wn/4REETED (Add/Edit Interfaces) > IPv6 > DHCP

* X% (Objects) > XK EIE (Object Management) > DHCP IPv6 ;th
(DHCP IPv6 Pool)

BrME S T4 show ipv6 dhep

BFD ##)

7.3

LEZ B RRAS R, BFD M figiliid FlexConfig 78BSt _LiEATHC & -
FlexConfig AN 3 FF BFD FU'E . BUAE, #B80) BLAEAE B Ay UT o0 b
BHfEIACE BFD #ehg. [Mk, 5IN7T BFD B4 .

BT A /A5 D) S LI
cRE>IREFETE > KW > BFD.

* 3% (Objects) > 3 KR IR (Object Management) > BFD 44§ (BFD
Template)

FHT SR i 1Y) B
NH” (New
Applications) JE I~

B

7.1

PREVT IR BIZI G GIN T —ANBrE i, - a ] Ao E T
W i Sk CROm R eh D I

BEAE I bR 4 I TAERCE 3T &R (Objects) > X & &1 (Object
Management) > 37518513 (Access List) > # & (Extended) U [ I £ Y
FH 8T I .

YA Cisco Secure Firewall Management Center

Wy ALK H 0 %
il

(=S

7.1

FINT Y AL IR G, TSR A b 5. i AL X 31
B GALTE ] TAE RE S 23 1K) BGP %t SOy b 2 A BT HH g .

BrIEME S B T B SRR 51 B b ] KT 5 38R (Objects)
> W RETE (Object Management) > X513 (Community List) > 3 &
# X (Extended Community) T f

SCEFIMP & Cisco Secure Firewall Management Center
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weeenneies [

LigE RIK B | &K B ¥

il ikl
Xt SRS B AN | AT 7.1 P75 SR s 51 AN i i AR B R8T 5 N B AL X B3R R R LB T
IS oS B2 (1 48 5

BB B F T OB SRS S SRR EH SR R T I XF4R (Objects)
> W& EIE (Object Management) > 5RE& 53R (Policy List) > 4 X M|
(Community Rule) TR, LLAIF&R (Objects) > 3R &I (Object
Management) > ¥t [E] (Route Map) > BGP > #t [X 513k (Community
List) &I,

SCEFPP & Cisco Secure Firewall Management Center

Snort3 ETHTM R |70 Snort 3 oL SRV R T 28 000 T T L0
ACL %Fj SCRHAT R BB

A EST | £F 7.0 SCRFI I 2 A AR A T A -

B AS I RS R B R TR (Objects) > PKI > iEH ;E 4 (Cert
Enrollment) > CA {2 (Information) i i i (1) 8y iz 1t

il

SIS Cisco Secure Firewall Management Center

¥ EADSA WF PR | 4T 7.0 W0 T EE B #5425 - EADSA, #5 kMK 256,

BRI B4 fERCERTR (Objects) > PKI > iEF iE A (Cert
Enroliment) > %A (Key) & 10 I (8 iE 5 25 B 1B 10

FFIT-E: Cisco Secure Firewall Management Center

Eil

C I AN R S =y 7.0 AN RSA #3825 44 5005 () SHA-1 E 5 LA S /N T~ 2048 £i7 (] RSA
WAH, BRI UE T LAIX SRR, AT AR BB AR a5 0
WL, {HE, EANREE RN 2048 711 RSA %41,

B B S ARG & (Devices) > iE$ (Certificates) I (1181

et
FFHT & Cisco Secure Firewall Management Center
A AR YR I 2= 6.7 I SC2A W AR 0T SOBT AR I IT (5 73801 15 7381 .

ANF 30 4 BRI T4 5 5 MDS URL, LAY 1l 5K S ol itk
FRLENT

PSR RE: AEFC R £ E ¢ (Security Intelligence) > P4& %13 FA
iB (Network Lists and Feeds) i 18 A 26 101

YHFF G Cisco Secure Firewall Management Center
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B ssemvmneics

sggE |

Ihe =K B2 =K B |1EE
s R i
RIS 70 B (esv) [ AT 6.7 AT PAMIZ 5 3 BRE SO AN G — R Z 1T LU 1000 N34
AR EAA 5 MO B LR R A 4R [R5 363 (Add [Object Type])
FHAE A HA B S AT R (Import Object) 11
* A[ 9§42 FR (Distinguished Name) > B4N3F 5 (Individual Objects)
© MLEITR
< iwmA
* URL
* VLAN #r%
SCEFIP & Cisco Secure Firewall Management Center
Al B O B0 | A 6.6 P 3 R 5 1R S
I PG RS P8R (Objects) > Xt 5§ &8 (Object Management) 1
30 (Interface) x5 Uifi 4 A Hiko asskEmmR A ma.
SCFFIE: Cisco Secure Firewall Management Center
FINT X X4 B3 6.6 TSR] LRI DXy M2 Jal Bl A e, DABEAE N 1 I ) FR) SR I i
.
BT RS 3R (Objects) > X &R I (Object Management)
BBt X33 & (Time Zone Object).
SCEFIP & Cisco Secure Firewall Management Center
PRAE AT AE 7 [ 23 RO | AT 6.6 HE IS (RGBT 5 5508 (R I DX G 4G A, DASEAE D 1) 428 i R0 Pt ot i 5
ol SR v Al FH BT WS 8 P 5 I T R )
XS T A L 5 050 T S R s D6 . 9000 2
A B AT (1) TR £ RN X SR A
NI 8 g R D A | A 6.6 FINKIThRE: (EEE T SRR, T A S Eon G4 PR

BRI BN

JSYibprATI

PrEIl: A R UL RS WA L AR AT R e, R T A E X
GRS SIETH: PEREE . HFRMZ. P . HAxRm AT VLAN bR
e

SCEFPF & Cisco Secure Firewall Management Center
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