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oz aws x5

}
1
}

HIE16 AT T—5 (Next).

LT SEHEZ (Review).

PIR18 L “EAHRME” (Review Policy) T G RIME R, ARG riditIZ %M (Create Policy).
L9 7E “IREE” (Policies) Biif b, 7R T-BrP i N a7 Sk 4K, SR 514 Enter .
W20 AN EE s .

HBN LHRME (Actions) > Bitin (Attach).

PR WL, WEEERTFBNSWEIR S A 4, R854 Enter # .

PR3 Ll MiANSRES (Attach Policy).

T—3Mit4
Bz AWS EHAs , 17 T,

N

2 AWS iE1E23
AT 45 o (T A SR A AW'S R 31 AP LU 7 Tl 5 ) S 1346 2

pe)

FIAZ 8l
B g 2 /b HAF 684} Cisco Secure Dynamic Attributes Connector F A5 fi /MR 1T AWS . 55 15
GO TR AR R

UK

W Gk FHEL,
$£12 2 i i £/ (Integration) > Cisco Dynamic Attributes Connector .
$IE3 %S (Connectors).
T A PATLL PR HAE:
s INIBIERSS: AERINERE (@), AR5 SEIERS AR

© G EMERIE RS MEES (D, BRI TR RIS (Edit) iR (Delete).

]S MALUTEL.

18 15t B

AR Cbitio ) HIANAAFRUAME— bR LI 3% -
VAR | AL B
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B e iizs - £ FRARRIS A MLR

=l

15 FA

12 EL )

%

CBRINAH 308D, ) M AWS K22 TP ISR 1) 6] B

X

Chifie ) BIAER AWS DBATHS o

e

A

CRhitge ) RNV

S
I

A

(7o D BTN E Y

FIE6 L RTE (Save).
HIE T ik OIRA” (Status) 5 BRFEE (OK).

[=1=]

Azure 2% - KT H PAURFIS N BIEHE

Cisco Secure Dynamic Attributes Connector 245 8 JE M Azure SN BBy, DUE T ) 421

el o

HERHEEEAN
FATMN Azure SALLFEA S

e
© B2,

SRR BRI F OCHR R BEAE X o

B{IVENR, 1S5 Microsoft SCRY A R A T .
* Azure FEFIHLI 1P itk .

Fir e B S AR A PR
Cisco Secure Dynamic Attributes Connector %3k /> HA715# (Reader) BRI A e S N5 &8

PE.

Cisco Secure Dynamic Attributes Connector |

£1] 32 %} Cisco Secure Dynamic Attributes Connector 25 & /)N X R B Azure Fi P

PEAR S5 TR W] v B R AT B AR R K AR 5 7, L) A B by ROk ahas et . A ok L m rE i 5]
R, WS Azure JERAT - KT BURAN G A8, 28 18 1L,

FiaZ |l

B WINEZIHHE Microsoft Azure K7 . BHITRE, 1ESH Azure SCRY U & _F AU
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
https://azure.microsoft.com/en-us/free/

| Cisco Secure Dynamic Attributes Connector
8113234 Cisco Secure Dynamic Attributes Connector £ & /MR &Y Azure F§ 1 .

S LUTHITAE RS0 E %3] Azure 17 »
$I®2 i AzureActive Directory.
SIE3  ARERERINHK Azure Active Directory SE45 .
LA LA (Add) > Bz EM (App registration).
LIS {E BFR (Name) FEB, A THR UL FH 4 FR
W6 {RUL T BT SUT BRI AR B
BT AUTEM (Register).
$IB8 AN UL, W TR ID (BFRCANA ID) FIHLT ID (WA H D)
ZN LN
i Just-a-test =~ -

£ earch (Cmd-=/) « [i] Delete & Endpoints (] Preview features

]
e @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

& Quickstart

#" Integration assistant A Essentials
Manage Display name : just-a-test Client credentials - Add a certificate or secret
= ‘ Application (client) D : 449af2cdn ™ol @™ "N m of w32 Redirect URls : Add a Redirect URI
Branding & properties
Object ID R TR R REE . O Application 1D URI : Add an Application ID URI

3 Authentication
Directory (tenant) ID : ScdSade me™ w0 Bed™ ol "97b90 Managed application in |... : just-a-test

Certificates & secrets
Supported account types : My organization only

il Token configuration

LI R u RN R INER A

P10 AUHFEREPHZES (New Client Secret).

TN BAERIGEE, KRR (Add).

$IE12 W E FROVEE R B LR s, A B ID.

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T New client secret
Description Expires Value © Seeret ID

azure-doc-test 12/11/2023 7o upmmn e . Rma ROt D MR b T dEmEs D0

FIE13 R[FIF] Azure 1/ FET0IH, ARG T (Subscriptions).
PB4 AUHRETT AR,
HA5 BT ID K5I 8 .

A Essentials Copy to clipboard

Subscription |D 1 01249b" ™ol | 0" ™ 0cd [ _ Subscription name  : Microsoft Azure Enterprise
Directory : cisco-fpiden™ o a i e T ST Current billing period : 6/1/2023-6/30/2023

My role 1 Owner Currency : UsSD

Offer : Enterprise Agreement Status : Active

Offer ID ME gy Secure Score : Not available

Parent management group @ 5cd5 s o™ w0 Bul™ ol * =l

Cisco Secure Dynamic Attributes Connector .


https://portal.azure.com/
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T

$16  AiliiAiaiEEl (IAM) (Access Control [IAM]).
LT s (Add) > RnA &S EL (Add role assignment).
HIE18  iliEH (Reader), ARG Ml T—3 (Next).
W19 SEER R (Select Members).
W20 (EUHAM, s N A RR, SRR R (Select).
e Select members X

Add role assignment

Select (O

57 Got feedback? | Just

- 2 : Mo users, groups, or service principals found.
Role  Members Review + assign

Selected role

Reader

Assign access to

F oo

(®) User, group, or service principal

O Managed identity

Members

t Select members

; Selected members:
MName Object ID

Mo members selected just-a-test
Remove

Description

Optional

Previous | | Mext
| o 2

BN SiLEE + S (Review + Assign), SR G IR R 52 ARAE .

T—2Mit 4
ZR G Azure EERE . 26 20 UL,

Bl ZE Azure EESE
HARZSHE T B EE M Azare [a] B EEACy REEER IERSS, YUH TUimEH sk,
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FHia Z |l

B2 Azure FRSZFREIE

zz I}

Gz T /b B QX Cisco Secure Dynamic Attributes Connector H A I /MU FR ) Azure I /7, 55 18
U TR LRI Azure FH P .

UK

LI G AL,

HIE 2 i i &R (Integration) > Cisco Dynamic Attributes Connector .

PIE3 piili %S (Connectors).
P A PATLL AR HA4E:

© WSIETE S RIS (@), ARJA RNERESR AR
 GRAHEUMBRE RS EES (D, RJEAEHT AR (Edit) iR (Delete).

SIS FALLTE L,

& it AR

AR (LTFe ) HNAAFRUAME— bR iU s .

L RA AlaE ] .

REEIRR | (ERIAK 308D, ) M Azure 2% IP WIS 1B o
iTAH ID (WhiF. ) #iAN Azure 1] ] ID.

#HRAID | (.

) HyNFL ID,

ERwmID | (1

=
T o

) EANSI A G 1D

BRIWRE | (L.

) BT R o

PIR6 mtiRTF (Save).

FET Hifd RE” (Status) ) ERHBE (OK).

£l Azure BR SSIREEIE

AT T U Azure IR R2EEIE S &
SR TR X ARG TP Mk S HK

2] Microsoft TechNet | [ J& 484 % 2% R 45 b 2%

Microsoft 4

ﬁj&ﬂééﬁﬂm (h) -[/FJ

= og
ZAA

R (RIS

AR 1] 47 H A A
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https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview
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B oeemcrses

UK

TR G FEA L

$12 2 i fidi &£ (Integration) > Cisco Dynamic Attributes Connector .

= oo

WIE3 il (Connectors).
IR 4 PATLLIAE—#RAE:
 INIBTERESS: AASINERE (@), AR)E SIS AR

© GEREUMERERE S MBS G, RURAEHTAR RIS (Edit) SRR (Delete).

SIS FALLTEE,

& 15 EA
&R (AT ) HIANLFRLIME—FR iR R as .

152 AR A .

IREUEIR | (SNA 3075, ) M Azure Ky IP WUHTAIF K

ITHID (5o D) 4N Azure 1] ] ID.

#AID (WTFe ) A 1D,

BRI ID | (WiF. ) WAEIE ) ID.

BRHE | (. ) HAERE PR,
=

FIE6 LHRTE (Save).
FHIET ik OIRA” (Status) 5 H BRTEE (OK).

Bl 1B AR EIERR
AT 55118 AT G2 T-ah 4E 3 1) TP Huhib it 5128, FF ik Bt TR M) B CERIAIR L T 20 30 #0)
TR %R . 8] DABE I 58 8 kb 51 3% o
FFIaZ B

GRS TP bk (K SCA SO, IR HEAE ry A A B A0V 18] 1) Web A4S 2% 1o TP bk ] LA
CIDR KoRnike SUARSCAFERAT KA — P Motk

Bldn, ViR ) © SRVESIER” AR AN TP HIhESIER, Vs IR ) “BHIEANER AT
REAT 53— 1P Hbhik 415K

AU 2 0] LAFR 52 10,000 4™ TP btk
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o132 itub 3z [

\)

ER G 75 1P kAT & (http: // orhttps:/ /).

UK

T ER HHApL,

$2 i &£ (Integration) > Cisco Dynamic Attributes Connector .
I3 &S (Connectors).

P4 PATLU N

© USIETE S ARSI (@), RJA RNERER AR
G EMERIE RS MRS (D, WBUE TR R IM4E (Edit) SiBR (Delete).

Qe

Sk Sk
S8
(-1] (2]

fiiy N BRI P L 0

(WE. > 7rizBUEIRE (Pull Interval) FBiHr, SHAE)A B PEEHAS N text SCAFRLER TP Huhik (1) 4%
CLLRB N BAfr) o BRINAE A 30 5,
76 URL 2B, MANZE MR 1P Hihk 945 URL, 47— URL.

(W ¥E. ) il IRnEAM URL DLV INZE W45 1 Hifth URL.
B9 (k. ) WA IERES] Web RS ae T BHIE T AE, B DL Nk
o sili SREGES > 3REX DL AZSRMGIET, 0%, R CEERIGE T, 1% T3 ROE ik
UK (CA) 8, 5 35 U TR T8k BGIE1 .

o il REGES > MR BT DL EALSZ fr T 8 ik

)
g
~

%%
5
(- -]

W0 AUENR (Test) Faf ORI B P ORAF & B o
TEN LHERE (Save).
HIE12 Hafr “IRA” (Status) 5 EORIBE (OK).

£1)3Z GitHub & 315£28

SEFR I3 W] B R it Ak 21 A8 bl DU 0 Il I s (1 GitHub JERES . X LEARZEC
BRI TP Mkt GitHub ZEAT4ES" . A DA SN JE T e 4 .

HREAME R, ST GitHub (1) 1P Hilik.

N

IR IEZ M URL, 75 WPK AR RATA IP Hohk.
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/about-githubs-ip-addresses
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B coogle =it - £ TR ARIRMS A MR

UK

TR G FHPL,
$12 2 i fidi &£ (Integration) > Cisco Dynamic Attributes Connector .
WIE3 il (Connectors).
T A PATUL AL AE:
© INIEERERS . RUTAINERE (m) , AR5 REIEEAR AR

© GEREUMERERE S MBS G, RURAEHTAR RIS (Edit) SRR (Delete).

WIS AN BFRFI AL .

PI6 (k. ) EIREVEFE (Pull Interval) 7B, HTahA 8 &4 I\ GitHub A% 1P Huhik fr45i4
LI 0D o BRUME A 21,600 78 (6 /NP

P} NIRRT (Save).

HI8 it “IRA” (Status) ¥t RFAE (OK).

Google =iE%ss - KT A PBURFASNHIEIE
Cisco Secure Dynamic Attributes Connector 24225 5 M Google =7 A H Ll DU 17 ]
2SR
HERMEEEA
A2 Google 5 F AL Fah A& @1k
« b2, W H T4 Google Z B IN LN -
FRVEAIE I, 152 Google = SURY Hh K Bl RIS BLAR 2%
© WEgARIC, S SO H ORI B o
FRVEAIE R, 1521 Google z SCRY Hh (K BI LRI BLbR %5 o
* Google = HEFUALI 1P Hutik.

FreE B S A PR
Cisco Secure Dynamic Attributes Connector 223K /> B EAR > BFEEN IR P A e R A& B IE,

£1]3 3+ Cisco Secure Dynamic Attributes Connector .5 & /MR &Y Google = F P

PEAE S TR I ¥ B R A SR AR R AR S5k 7, L) A B by Rk ahaS et A oKL m L 4]
R, WS Google ZIEHLAT - KT HI P BURM T ANIIH . 25 24 1T,
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https://cloud.google.com/resource-manager/docs/creating-managing-labels
https://cloud.google.com/resource-manager/docs/tags/tags-creating-and-managing
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#)Z %t Cisco Secure Dynamic Attributes Connector &4 & /M BRAY Google = FH 1 .

FHIEZ Al
LI W E Google MK o A7 RIAT LRI I PEANE KL, TS Google 2 SURH B B .

UK

Qe

LA & t i 7 B 00 6 S 5 1) Google KT

AIAM F1EE (1AM & Admin) > BRES M (Service Accounts) > 8| AR S5k~ (Create Service
Account),

P ALUTEE:
* BRSSP RFR: ARk T 428K #illn, csDAC.
* BRE MK ID: AR ARSI A4 FR e S ME—(H .
BRI MUY,

Sk
g X9
N =

A RIS BIVELIE S, W2 Google 2 U TRk 5K ) o

$IBA 64 (Create and Continue).

WS B LR, EBIROR RTINS K U AR B4y .
WIE6 WTHIEE>EFEMAO.

HIRT s (Done)s

R B IR H1
SE®S AU EHOE RS TR B O .

PRI ALHEE%EHA (ManageKeys).
FE10 SdHRINER (Add Key) > B2 40 (Create New Key).

< JustaTest [£] HELP ASSISTANT
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading
service account keys and instead use the Workload |dentity Federation . You can learn more about the best
way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies,
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new key .
& Key creation date Key expiration date

S i JSON,
$IR12 Hditl# (Create).

JSON 404 F 2 BB v EH L
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https://cloud.google.com/run/docs/setup
https://cloud.google.com/iam/docs/understanding-service-accounts
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. £1l7Z Google =i%E1£8E

SIB13 [E GCP EFN, W S HAE T L.

T—o Mt 4
2 A Google &4y , i 26 L.

£1]3Z Google =iE1E5%

FHIEZ Al
HE 4T Google v JSON #% M IR 5K ) Kot s & W EERR AR T A 5 (1) o

UK

TR G FHPL.
HIR 2 i i R (Integration) > Cisco Dynamic Attributes Connector .
PIE3 niiiEREEE (Connectors).
TR A PATUL AR 1E:
C WNIFTERSS: AR INERR (), R)E SEEER AR AR

- GO IE RS AEES D, BJE AT R R II%EE (Edit) iR (Delete).

SIS AL E R

& 15 AR

AR (Lo D HANLFRAME—FRIILIER RS .
15t AR AIE LT .

SEERE] | CBRIA 30 Fb. ) A AWS Hr5 IP WU 1)K
I8

GCP X | (FF. ) HIATER Google s ITTER GCP Xk, 5 XFE41ME R, 1EZ1H Google 5 A%
2 R X SRR X

BRSSMK | Kl Google 2 IR 451K 7 1) JSON AL,
P

FIE6 M RTE (Save).
HIET ik OIRA” (Status) 5P BRFEE (OK).
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https://cloud.google.com/compute/docs/regions-zones
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£l 7 Office 365 i E31Z =8

vCenter ;

t132 office 365 5722 ]

PEARSSTHE W Office 365 Fric BIEERLES, AT £l A 21 45 B rby DS Uy 1) 42 1l 5k

% . Microsoft

SRR SR X SRR ) TP Mkl ORHK . S AN Gl B 725 e v s R 8 FH e

HR1EYE K, 12 docs.microsoft.com | [ Office 365 URL F1 IP ik yiuH .

UK

TR Gk R

HIE 2 i i &R (Integration) > Cisco Dynamic Attributes Connector .

-+ oo

WIE3 il (Connectors).
IR 4 PATLL I AEHRAE:

© WNIET S RS IR (@), ARJA RERER K.
- GRS IE R AUEES D, BUE AHTR R ISR (Edit) St (Delete).

SIS FALLTELE,

& i AR

AR (DT ) HNAARREAE— bR e -

1% A8 ARV .

IRELE PR (ERINK 30 B0 ) M Azure KiZE TP B [FIBE o

EK API CF o D FIANE AR Office 365 15 ELH URL (WURILEHERMEAFD « HX

URL PELIME KL, 1510 Microsoft SCRYSE £ _L Y Office 365 IP Hihil Rl URL Web 45

KAl &R (. ) WFIFS, s S 28R, A OCTEAIE R, 1525 Microsoft SCAY 3l i
{19 Office 365 IP Mkl Fl URL Web 2% .

BEMEIP | (. ) A true Bl false.

B6 LTHRTE (Save).
7 MR “OIRA&” (Status) 51 BREEE (OK).

EFERR - KT H PAIPRFS N BIERE

Cisco Secure Dynamic Attributes Connector 232 & J&PEM vCenter ‘T AE B0, DI T 0] 4

s
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https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
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. €132 vCenter 1£7522

HERMEEFAN
Al 123 A\ vCenter T AL BNAS @k
c IERS
* MAC Hhhl:
o IP Hhik
* NSX brid

Fir e B S AR PR
Cisco Secure Dynamic Attributes Connector %23k %2 /b HAT RUSAR I H 7 A4 e S A& @ 1.

£/ 2 vCenter &322
MATS5 1S AT 25 VMware vCenter G152 ZEe g%, M TR B 328 21 A& # Hpo0y DL T Il 42 5 S s o

i

W G FEL.
$I% 2 i i &8 (Integration) > Cisco Dynamic Attributes Connector .
PR3 PATLL AR AE:

 INIUBTERESS: AEASINERE (@), SR)E SIS A

G EMBRIE RS MRS (D, R ST T AR IM4E (Edit) SiMIBR (Delete).

FEA FALLITE

& 15t AR
AR Coitse ) HIAAFRAME—FR IR LS o
15t AR B AN T IE IR BEH o

1R B8] [ CERINH 30 FPo ) M vCenter K522 TP WIL5) )R] [

EM (o D AL PR 2
* vCenter #5684 fi € F 144
* vCenter 1) TP il
o (Wi, ) AuiH
EHOMATT S (Bl https://) SRERAT.
%41, myvcenter.example.comi{ 192.0.2.100:9090
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£1/32 vCenter JE1522 .

B AR

R (7. D WANRDHRGHmami 4. HPaxs s,
D @/ NIDE: PN Al R TS

NSX IP WA ] vCenter W45 22 4x AT AL (NSX), B AIL TP Stk

NSX RPN\ /b FAT 58 LA (1 NSX P I 4 .

NSX K& |4\ NSX-T.

NSX Z85% |4 A\ NSX I J* 1)1

\:/F(;:enter WE | AT LA R

o R AR B HIE-BHBL (CA) B, W1 T 3RBGIEMUA LI (CA) 8, 28 35 Ui
Pk .

o U ERER (Fetch) LLAZERAGIESS, B, WERTCIEIRBGE S, T T2h 3k
UEBMUR B (CA) B, 55 35 TP BTk Fahak BUE 1S .

o riili FREGES > 3REX UL HZRBAE T, 2, i RICFARBGIE TS, 5% T80
SPGB AU (CA) 4, 55 35 TP Tk Tah 3k BUIE1S .

o g SREGIES > IITHRI ST DU EARG T T 3R .

PR 2 B 3R BUE B K 75
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B o webex =iz

pz 4

£ Webex i

Add FMC Adapter

U

Name' (@@ Certificate chain was successfully fetched

Here are certificate details (priority order descending):
. > firepower - 1 certificate

Descri
> firepower - 1 certificate

Domai

IP* | firepower

Port* [ 14733

User* | rest

Password* | ........

Secondary IP | firepower

Secondary Port | 14833

Secondary User |

Secondary Password |

FMC Server Certificate®

|u.,¢..,.d 3IN CERTIFICATE----

4

| Test |

oo | I

JETT XS TEHE TR FIE TS CA B2 WU T BUR A FIRIETS

o Certificate chain was sucecessfully fetched.

X

Here are certificate details (priority order descending):

> firepower - 1 certificate

> firepower - 1 certificate

e

QR IV X Ry SR EE T,
35 Tk,

MR TF (Save).

iz

15
i IP Hbhik d1 Webex #EAT 4P

ARVEHER, WS

2N

Gl L FshaRBGEEE, 1 FahakBaE1m

PSR ] R ks P 32 ) A B AHT T U7 T 428 1 SRS 1) Webex
o A A

i Webex Calling (13 [12:% .

L)AL ERS .

TR AR (CA) 5, o

EERA . X EERREE ORI
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https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling
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B Zoom EiEE .

UK

PR G LD

$12 2 i fidi &£ (Integration) > Cisco Dynamic Attributes Connector .
WIE3 il (Connectors).

IR 4 PATLL I AE R AE:

© WNIETE S RS IR (@), ARJE REERESR K.
- GRS IE R AGEES D, BUE AGHTR R IVSE (Edit) St (Delete).

SIS FALLTEE,

& 15 BR
&R (T ) HIANLFRLIME— bR g .
15 BB AJIE B

12 BN 8] [ (CERIAH 30 FP. ) M Webex Fr2Z 1P WL (TR KBS
EEBEME | (B, D (BFH. ) WEE T H UK R 6 1P k.

PO MR (Test) I IR IR BTN 5 FFORAFIERERS -
FET HHRTE (Save).
HIE 8 ik “IRA” (Status) 5 BRHEE (OK).

B 7 Zoom EIESE
B4 i T B g ) B e L T 4500 W ) Zoom FEBENE . 153 B B I
) 1P Mt Zoom HEFFAER . T A O 1A I P 5
FXPEMEE R, 5 Zoom V4T A At B 6 55 1 B

UK

W ok HEL.
122 i i &£ (Integration) > Cisco Dynamic Attributes Connector .
$IR3 %S (Connectors).
PB4 PATLL FAE 4 AE:
o ININETERERS . SUhEIIERS (@), SRS Rl AR
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https://support.zoom.us/hc/en-us/articles/201362683-Zoom-network-firewall-or-proxy-server-settings
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B oeasrmes

- G TR IE RS AGEES (D, R AGHTAR R II%EE (Edit) iR (Delete).

TS FALLTEE,

& it AR

AR Coitie ) BIAABREAE BRI AS -

15t AR ALV .

1R 8] F@ (BRINH 30 Fbe ) M\ Zoom 32 1P WL (1 1] KR
IJIEDE.'ﬁ CdFe ) TEBIECA M B R AT OR B 1 1P Mtk

PIR6 midiilis (Test) HH IR MK D) J5 A ORAFEERL 35 -
T AHRTE (Save).
HIE8 ik IRA” (Status) 5 BRFEE (OK).

ﬁIJEEjJIL.\E HE I)I:LE.\

] Cisco 24BN A @ M Ha4s 2 U B2 S8 M Ik Y8 A8 S5 7E 45 F0 0y v s A T 7E U il 428 i S s v
{EFBhEXT S Flln, Gn] DRI 453 156 AWS i 4585 1615 il 8P B 4 Microsoft Active Directory
rh o SR 25 4R 7L

\}

ER EOAREN A SUAR. Office 365 Azure R4S Fr%5. Webex a4 Gl sl & @ EId pEds . 1KLL
G4 E SR IP Mk,

ARV AR PR S, 15 S B A T Sh 2R s Ml v R G s 4 AN, 58 38 1.

FHIa Z Al
QUEIERSS . 21 14 1T

UK
T G BRI,

HIE 2 5 i &K (Integration) > Cisco Dynamic Attributes Connector .
P$IE3 HEHEESEMITESE (Dynamic Attributes Filters) JE3i <.

s INIETERSS . SEMERE (@), AR5 R AR
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pumaEze [

o G EMER RS AEES D, REMTTRRNYEE (Edit) SRR (Delete).
q 4 -H’J'JAUF'Tm %[
InH it AR

ES FHTAE 7 ) 2 ) S s R A% b X R A S (4
EEM > BT R) PRI ER (Eh3)
X)) HFIME—4 K.

By FEFFR R ik B Y IR R A4 K
iy s BIFrLyE RS sl A INE RS (a)

o SR eUMR eSS HEES G, KA A
AT R B 4mEE (Edit) siMIE& (Delete).

FES ER g i, RALL RS

W= 152 AR
Y] M AR AN . B IR SR
#AR R EUR BT

* ZT (Equals) 2 Y] 5 {E5E 4 LR

« §4& (Contains) ¥ 8 S{HUCHL Can ALK
ATATER VL) o

1 M EE (Any) BEER (All), K5 ST s £
—ANEEZAME. R IMEME (Add another
value) LUE ) 2 i) A e

PIE6 LUl BRTALE (Show Preview) DA k7= 2 )1 [H] 1) 19 45 55 TP Hitik ¥ 5155 .
PR 7RG, SRTE (Save).
P8 (k. ) WiF EHEA L FHIBIAN S,
a) Z/DBIDLEAT LI R A P S S L.
b) riidiX &R (Objects) > R EIE (Object Management).
o) fELMEHT, MdisMERE M (External Attributes) > E1753f & (Dynamic Object).
AN B A Zh S 5.

BN7S IR 1T R 2R R

A LRI T B E SR PRS0 LR
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B osrinesse

=~f5l: vCenter
LR /RBIE R T —4N45AF: VLAN,

Edit Dynamic Attribute Filter

Name* Connector*
TestFilt vCenter
Query*
Type Op. Value
network eq myVLAN

> Show Preview

LAUR7RBi o 748 ] OR JEH M = A4 Bl UL =D MU AR — A

Add Dynamic Attribute Filter

Name* Connector*

[ veenter hosts || vcenter

Query*
Type Op. Value

eq host-2868
host-2869

host
L host-3780

> Show Preview

~f5l: Azure
PUR RGBSR R T A4 bnic A 55 0 10 IR 5525

Add Dynamic Attribute Filter

Name* Connector*

Cancel ‘

‘ Azure Finance ‘ ‘ Azure

Query*
Type Op. Value

Finance eq App

> Show Preview

~f5l: AWS
LR 7RG s T — 45 {50 1 1 FinanceApp.

Cancel ‘
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Add Dynamic Attribute Filter

Name* Connector*

AWS AWS

Query™® ‘_l
(211)  FinanceApp eq ‘g_‘ 1

> Show Preview Cancel ‘

FENIREGEF M % #1449 (CA) &

AR R E S HGE BATUR UL e, A DL Y 5 F 2 — SR T 5 EBE v Center,
NSX o B B L A UEF 4 o
UEBHERHAE A BTA MW EIES .
T AUE I LA P P 22— IE R BI LR 4%

* vCenter B¢ NSX

TR TR S Azure 5 AWS [1E 14 .
o EHRL

$XEVEH 5 - Mac (Chrome #1 Firefox)
{5 R P 7E Mac OS _EA# ] Chrome F1 Firefox 3 5 4% 2K $REIE T54%
1 TIPSR
2. WAL RS
security verify-cert —P url[:port]

e url 42 vCenter &, E#E .0 [ URL (B35 HFZE) o filln:

security verify-cert -P https://myvcenter.example.com

9L AF F NAT 8 PAT Vj i) vCenter o, & HErbuCy, 0 LA 4N 7 8 N 11«

security verify-cert -P https://myvcenter.example.com:12345

3. HFHAMIE A7 BIAL SO

SR EE i) < p— BEGIN CERTIFICATE--—-- | — END CERTIFICATE----- ST o
o FEBRAEMFCORMSCA (N, UEFH M AFRFIARIES (< and >) AL AEF AL, LRSS
AL,

4. X%t vCenter Il 5 H 0y FE HATIX LTS,
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FREWIEH % - Windows Chrome

fi L RE 7 Windows |- ] Chrome i1 5 &5 K SR HUIE T4 -

1. f#J] Chrome %53% vCenter i #5210,

2. FE AR A b R LA 2O BB A

3. FESR (Certificate).

4. NIAIERRTZE (Certification Path) 17 .

5. RUdAEPBEEH K CRIZE—A) HE4S,

6. miEFIER (View Certificates).

7. SHEHER (Details) LT

8. sl EHIZ|3CH (Copy toFile).

9. IZMELROIEA S HEANMIE T EER) CER M UIE P30
M AG IR R T S A, s Base 64-Encoded X.509 (.CER), i FE PR,

x
& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)
Mext Cancel

10. IR TERT

11, AR ERS TP IHE .
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12, SHIEBEEHR A E P ER S R .
SR IE R W N UE TR G B SR g a2
13. % vCenter £l FMC B & $UUTIXLL(T55,

$XEUE S 5% - Windows Firefox

A LA MRy Windows 5% Mac OS L1 Firefox 3 S 25 K SREIE 155 .
1. il Firefox %% vCenter 2 B rf 0,

2. Rl ENLA S BTE b

3. miifEik (EREFEFERER o FEERT orbl.

& =0 htt ps:/ onld=vsphere.core.inver

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

4.  JHHEEZEE (Morelnformation).

5  MiiEFIER (View Certificates).

6. WA HE AL S IR O, B A S THUZE CA RN R IR LT o
7. EHF| “HAh” (Miscellaneous) 547

8. AUl F#ATHIN PEM () (PEM [chain]). FEIE/RT—Anfl.

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:A6:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. fRAFSCAF
10. %} vCenter Il 4 FE Py B E PUTIXEE(FSS
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B =rosnzmbERasHg

A7 HI REE P E RS TR

1B 1T dynamic attributes connector , %81 LUAE VS ) 35 B0 A S B Bh A Ry (FF BB Fha 41
HENE) .

KT i A= H AR A B FAS X R

TERVEEE AR TR B S B JER 2 J5, AN %45 F 3)) M\ dynamic attributes connector
1% 3 Cisco Secure Firewall £ il 4%,

F& AT LLAE Y7 I 4 RN ) “ )4 JE " (Dynamic Attributes) JEI0-R U FAFHIZhAN %, X BMF
i 2 A bmid (SGT) 175 3o SEWT LLRE S AT RSN PRk H AR s B, £ il F2 I B AR
peb, AT DURE I 55 Sl A0 AN H xR, DARH. k3 3o DG e 0 o JF Al 2% P AR50t 52 177 1) W 55 ik
558 o

N

B AR B UA. Office 365 Azure RZ5FRZE . Webex BVZE I QB ShAE M i as . X LRI
ARG AR A A 1P Huht,

ERzZSRE IEZL_/}::E 55K 61 22 177 ia) 4= 1 2

A RS e 8 FH Bl A0 G G Dl P2 R

FHIa Z Bl
QU EhAE I uess, WelEsh AL ES: , 5 32 ih k.

\)

AR AR MAISCA, Office 365 Azure JIi55HR55 . Webex B A A s MEL I8 A . IX LMY
BB E O TP ik,

UK

P Fx FHpL,

SB2 Sk RIS SR g () .

FIE3 LEHRMMN (Add Rule).

$£12 4 N7 E M (Dynamic Attributes) £ .

WIS /& “AHHJEME” (Available Attributes) #73H, midIR BB ER (Dynamic Objects).
NEER T AR
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sasnzeysrtzzs [

Add Rule Q
Name Insert
Enabled into Mandatory v
Action Time Range
Allow v =] None r  +
Zones Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Attributes (= + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any

| Dynamic Objects

FinanceNetwork Aodt raton
W

AT R B E7R T — N4 FinanceNetwork RIS KIS, %X %X T Cisco Secure Dynamic Attributes
Connector "1 fRIZh & & P IERS -

HYR6 RPN G I 2B H bR
FRRT WERE L, NP as I Al A 1T

T—F 4
CHRE AP ks B D S BCEAR M) P U ER” - GRATEERD

ZHER TS E T ERES

W RIEAKE T N =PI ES) AN S, ATLIZEH] Cisco Secure Dynamic Attributes Connector H 1] Cisco
Secure Firewall Management Center , 41LA F A4S iTik.

T W NWARE K, 1% Cisco Secure Firewall Management Center o
LR 2 i S & (Integration) > Cisco Dynamic Attributes Connector .
YIR3 EE 22A.

Cisco Secure Dynamic Attributes Connector .
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B =asset

&£/
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ITHI R HERR

SITHITEEHERR

H T A AT R O HE R A R TAC, FRATERAEL LR s fsHEpR TR . Ef XL T A,
1 MTA] ] 8435 541247 dynamic attributes connector fJ Ubuntu F4/L.

MEARFNRS
TR Y dynamic attributes connector Docker 28 8% (R ZS, WEHIALL R fiv4:

cd /usr/local/sf/csdac
sudo ./muster-cli status

Ay o
TR RN IR
CORE SERVICES
Name Command State Ports
muster-bee /bin/sh -c /app/bee Up
127.0.0.1:15050->50050/tcp, 50443/tcp
muster-envoy /docker-entrypoint.sh runs ... Up 127.0.0.1:6443->8443/tcp
muster-local-fmc-adapter ./docker-entrypoint.sh run ... Up
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp
muster-user-analysis ./docker-entrypoint.sh run ... Up 50070/tcp
CONNECTORS AND ADAPTERS
Name Command State Ports
muster-connector-o0365.1.muster ./docker-entrypoint.sh run ... Up 50070/tcp

{21k . BEisiEH /B 51 Dynamic Attributes Connector DockerZ 25
WA Imuster-cli status $575 284 O OGP AR H I n) Ny J 307 Bl A s, T LU BL R4
5L FEE A )

cd ~/csdac/app
sudo ./muster-cli stop
sudo ./muster-cli start

BOEEIR

cd ~/csdac/app
sudo ./muster-cli start

BN AER B RIS T4 RS HERR S
R EER TAC BBUXAEA, 58 AR H &0 S IR o s =R e fF, a0 R s

cd ~/csdac/app
sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

e FE 5 S 44 4 ts-bundle-timestamp.tar H7E[R]— H sk 1 .
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—

Edsi

3
2

41

sirasig ]

i

NREIR T SEHERR SO AL DA HE R SO I H
NE EEIHAR
/csdac/app/ts-bundle-timestamp/info eted B EE N &

/csdac/app/ts-bundle-timestamp/logs RBHE S

Icsdac/app/ts-bundle-timestamp/status.log | 3 SRS BOA RIS R
x

AN

ABBRRIAK
W R S R Uy SRR AR A FR, AT AR AN 7408 0 T R K

cd /usr/local/sf/csdac
sudo ./muster-cli versions

T

CSDAC version: 1.0.0
CONTAINERS VERSIONS

CONTAINER | APP VERSION | COMMIT
muster-bee | fmc7.4-13
944d50c6c384567693d6eccbal31420deb7f6ce2f
muster-envoy | fmc7.4-25
5e5f6d83164ad4acbefbbl06aa39%e2e3f68£fa738f
muster-local-fmc-adapter | fmc7.4-17
c5902£818baa8e27d7c0b8027490dcacc28c0168
muster-ui-backend | fmc7.4-64
165a1£f5£0d763aa75829a30b5£fbddf0012682b6
muster-user-analysis | fmc7.4-43
63cd64e29a92599908c3eb684d91e9£685d8c740
muster-connector-o365.1.muster | fmc7.4-8

28£075d315c8867£6670828970c9fbad35fa89cc

#lhn, 2% Office 365 ¥4as i HITHIK, THMALL T i

sudo ./muster-cli container-debug-on muster-connector-o0365.1.muster

TR, WAL F s

sudo ./muster-cli container-debug-off muster-connector-o0365.1.muster

qJﬂEEﬁu»Rng
BTG UEERL A AR AL REIEXTR, ST DAE L RSB SR BUT 2

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

B RS

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServiceImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]
**% ID : 18b25356-fdéb-4cc4-8d27-bbccb52a6275
** URL: POST /audit
{

"version": "7.1.0",

"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",
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"data": {

"userName": "csdac-centos7",

"subsystem": "API",

"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625¢f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a new

resource being created",

"sourceIP": "192.0.2.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",
"time": "1629981695431"
}I
"deleteList": []
}

EH SO THBEHERR

WAFZ51HE I 4 Cisco Secure Firewall Management Center”t il i b £ B SC A4 o

FHia Z |l

B IRMEEHERR Y sc 415 B, 121 (Cisco Secure Firewall Management Center 75 FEFR g ) H )k
B — .

UK

I 1 G %Cisco Secure Firewall Management Center .
SE2 ik R D > BITRR > K2,

PRI skt sl BAREE PO,

PB4 SR RENEREHRIEAER.

$IB 5 1t Generate Troubleshooting Files.

SIR6 F SRS ER TAC SUE Y Beta FRIMA I o

F ZFREGIEF i & 1144 (CA) 5%

TEFHE R ICVE B SRBGIE MU EE, A8 LU 0S8R e R 2 3RO T2 24231 vCenter
NSX 8¢ B B O IR
UERRE AR AT B IE .
TR FH LA IR 2 BB DL R e

* vCenter B¢ NSX

To T SRIUH T & #:3) Azure 5L AWS [IUIE 0 5E.
s EIPL
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$XEUEH 5% - Mac (Chrome #1 Firefox)
i R P 4 Mac OS _EA# ] Chrome F1 Firefox 3 Ui 4 2K $REIE 154%
1 TR
2. AL A
security verify-cert -P url(:port]

Horp url #2 vCenter B¢ E#E A0 ) URL (B3EHZ) o filin.

security verify-cert -P https://myvcenter.example.com

i R4 NAT 58 PAT Vjin) vCenter 5%, B BEA .y, W LR 5 2075 s 11

security verify-cert -P https://myvcenter.example.com:12345

3. R EEANUE-PHE CRAT BIZESCA SR

SR ET i) < p— BEGIN CERTIFICATE--—-- | —— END CERTIFICATE---—- S PEET o
o FEBRAEFTCRMISCA (i, UEH R AFRFIARFES (< and >) TS FAER AL, LARFE S
AL,

4. *f vCenter F1 & .0y T E HATIX LTS,

FREWIEH $ - Windows Chrome

{8 b2 )7 E Windows 487 H] Chrome 1 W25 SR HGIE 1555 -

1. f#iJH] Chrome %% vCenter 5 B0y

2. R G AR LA rh sl LA e O B B A

3. MdiESR (Certificate).

4. P AERETE (Certification Path) T

5. RFUEBEEBTERE CRIEE—A) GE4S.

6. mEFIER (View Certificates).

7. rG¥HER (Details) ER

8. sliliEHIZ|3H (Copy toFile).

9. IZMELR OIS HEAMIE T AE R CER M CIE P S0 .
MAGHR B S SR U, Al Base 64-Encoded X.509 (.CER), 1 FEI iR
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B =osmramsni ca) s

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel

10. PR BT .
11 7ESCARGRERAR T TFUES .
12, RFERHEET T IR RS MR,
S DA JT AL 3 45 B ANE TR I 2 SO A B
13. %} vCenter Al FMC # & #UATIX 4155 .

$REYE$ 4% - Windows Firefox

A5 LA R A2 Windows B¢ Mac OS _E [ Firefox i 55 2% K 3K HUIE 154 .
1. A} Firefox &% vCenter 5 & By

2. i BN 2R AR .

3. miiAEk (RETREEFEMRER o FTEERT —Arbl.
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B "0 https:/ ! onld=vsphere.core.inver

Site Information for

Connection verified by a certificate issuer
that is not I'Ecﬂgniled b‘y Mozilla. Show connection details

Clear Cookies and Site Data...

M E %152 (MoreInformation).
R EHIES (View Certificates).
LR AR R TR REAL B B IR U, 3 AT S T CA G R 20 BT

7. B “HAh” (Miscellaneous) #5457

o 0 &

8.  mii FEATHH PEM ($8) (PEM [chain]). FEERT 4wl
Miscellaneous
Serial Number 50:E0:3D:46:00:C9O:AG:AB:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2
Signature Algorithm SHA-256 with RSA Encryption
Version 3
Download
9. RAFICHES

10. X vCenter F1 & BLH .0y B E PUTIX LTS

4 T f&¥%" Cisco Secure Dynamic Attributes Connector, 44 22274 (1) M 45 . SR dynamic
attributes connector i it B 4 A Hi2 w5 (1 il 55 Ay 11, AEL A DA Z0U B DRI A P AN 22 52 3 Mt

45 dynamic attributes connector A1 & B A0 A7 T[] —/NRI L, S8 0] DB B F Pty #8385 dynamic
attributes connector AH [A] (K152 AR5 N T 4% .

TR EE B, WIBRGEERIALINE . B2, BRI, iR Z R Az
PP, PHEESC BB, Biln, 1520 A4 I 55 (DDoS) s i A H i .
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B =umzazx

BEAMIZEANZEK

BIAMEHL T, dynamic attributes connector 23 e & 4 487 F %y 11 443/tcp (HTTPS) _|-f#) HTTPS i@ id A
M 55 Firepower R40IH 5. U1 R AF . dynamic attributes connector BLfE15 i) BLEERY, T nJ DAL
EACEE RS A

PLUR{E B4 5 4015 dynamic attributes connector K5 & B A0y FIAM IR 25831845 1) URL.

%< 3: Dynamic Attributes Connector = T8 J.:0> if5 [5) &K

URL B
https://fmc-ip/api/fmc_platform/ivl/ B4 IIE

auth/gener atetoken

https://fmc-ip/api/fmc_config/ GET F1 POST sh&N %

v1/domain/domain-id/object/dynamicobjects

https://fmc-ip/api/fmc_config/ vl/domain/ NN g
domain-id/object/dynamicobjects/
object-id/mappings?action=add

https://fmc-ip/api/fmc_config/ T 164 e
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

3% 4: Dynamic Attributes Connector vCenter i 51 & 3K

URL 5

https://vcenter-ip/r est/com/vmwar e/cis/session | & 43 I8l

https://vcenter-ip/rest/vcenter /vm FFEL VM 12 B

https://nsx-ip/api/vl/fabric/virtual-machines/ | iy 5 UL ICER ) NSX-T Fr2s
vim-id

M DockerHub i #%Z%] Amazon ECR

Cisco Secure Dynamic Attributes Connector HJ Docker M5 I 4E M Docker Hub iT#% %] Amazon Elastic
Container Registry (Amazon ECR),

SAE BT 7 B, AU VR Bl K g s AR DT 1) BL R BT URL:
* https://public.ecr.aws

* https://csdac-cosign.s3.us-west-1.amazonaws.com
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| Cisco Secure Dynamic Attributes Connector
Cisco Secure Dynamic Attributes Connector 8977 i & .

Dynamic Attributes Connector Azure 37 ja] 3K

dynamic attributes connector 2> 1 | N & SDK J5 1A SR SEBIE 5 o X 2L Tk 24 I 1
https://login.microsoft.com (G345 UE) A https://management.azure.com (] FIRISEHIE E)

Cisco Secure Dynamic Attributes Connector B[/ 5212 5%

ThRE =K EE | REB |FE
Rl gl
Cisco Secure Dynamic |7.4.0 7.4.0 SINT I ILEE.

Attributes Connector . . . . .
Cisco Secure Dynamic Attributes Connector JIAE 3 & 7 Cisco Secure Firewall

Management Centert'. %0 LAE; [ I HU oA H] dynamic attributes
connector \IEF=HIF& (U1 Microsoft Azure) FRHX IP #itk, MG
Tl B2 E R

TEAIE B

* Jbr= S Bt B 1F) dynamic attributes connector :  2XF+ Cisco Secure
Dynamic Attributes Connector , 5 1 1

* JIt37. dynamic attributes connector:  {Cisco Secure Dynamic Attributes
Connector Iit &5 R )

FMESUG I bE%E: &R (Integration) > Cisco Dynamic Attributes
Connector
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