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*SSL , 3271

s RGHE, #3600

o EN L 553 0T

o WRIES . 2 54 0T

* BfIX, 256 1L

* UCAPL/CC &P , 28 56 1L
o PERERCE SO, 5557 0T




Fars |

e A
8] 71
15 B E SRS R T T SO B TR ) ESRALL T 45 1 828 v LA 2 e A K T (A9 g T 4 A

SRS YRR LI e BB Ak

S s, ATULRIN AR 2 A2 B, AR E Fp PR Ot B R  B T A X BB
SRS TR A AT BE SR S s i L SN (K P A7 32 B BUAE A R S e M BEEA R, thd
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Use) {8 MG BE, ] DAET 6 BEE S BCE - OSSR .
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LAV NS, 0 A AT SRR (New Policy).
a) MR R R B A A
* Firepower & b ML & G AL 500
* BBNBATENRE LG UMM T B L S S
* NMAETERE HT1E2 SN A BP0 B B L 5

b) MR A B FR (Name) F1ijt AR (Description) (Hik) .

o) ELF, PNV HIRNSH) AT A sl ATAAAE . RS A A BSEeE (EGEEO LA ik
Weko AL ER (Search) F-BUH I AL R AT H: ARV B K

d) MiifR7FE (Save).

RGOS, TFHTIT AT o4 -

SR ORIG ) E AR BE A, 3 o SR 1 5 B E RS S5 I dRsE () Ebrs

a) MRS B (Policy Assignment).

b) B BAS Al PR B A A A 4R R, 15 AE T IR B AT LA AR Ao IR T, R)E
il . e nr LU AT HE R

o) EMIBR B, Vi BT B FMEHLFE SR I mnl P El s £ 4 55 1) A
(W)

d) riitiE (OK).

T—% it 4
© WEBCE NG WS A .

A | ===

MiEFagE

ARP &)

U & W EE N T 2 BRI . A OSX SR B RS S, WS RN 6 E.

BRINTILR, MREedl i 2 ) R VF BT ARP s td. o LB S H ARP Kl k244 ARP B0 £ 1)
ARP K 0] {5 1385 1 U A WL % th 2s (PR ARP 5D o ARP IKIWMAEHS /5 1 “rhia] A7
Yeitio B, FEHLIA PSS 88 &% ARP IR WG i a9 G i 4% MAC Huhk B4 7 mi
B, BhEMMHBEE MAC Hihk GAS2 3 2% MAC Hibb) F5HAh ARP W R I2 2] FH. X
FE, Bk BN nl 76 BTy BRI B4 K B th 2% 2 ik L4240
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ARP Rl ff B 24 ARP P ) MAC Huhb FIAH DG 1P Mok EAf, Mk 3 mt vk A H B i MAC
Holil %% ARP Wi MY .

A H ARP KT, OV S A KT ARP R AT MAC Hihik. TP Ml fIs$E 01 5 ARP
KR RIERASL HITI R, HHUT T 531k

o WS IP Huhlk. MAC HuhERIEEE 5 ARP 45 HUCHD, % A nT LA R .
o Q1R MAC Mtk 1P Muhbslds O 2 [BIRUCHD, W) s fi e 2% = EF 5.

* Wk ARP it 5 S ARP R AP IRALAT 4% HARAULHC, 0T LUK B s s 46 B8 0 BT AT
O R G2, B k.

\}

AR WIS HOCE N flood, & A I LB 4E AN 23 DLz 5 A it 0.

i

TE1 G IRE> TARE , HOIE ol wUihosfE SR .
SIE 2 EHARP .
$IE3 K& HIRINE ARP K& .
a) AdTARICLEIESE A H, WEIZA H OAEAE, W) AR .
b) HEREHTRT AL,
s BRBARTE - ke DA X AT ARP f 2,
s BERAMER - ETEUAVCIHEAS ARP 45 H 1) ARP ik DL T 20 [ e JsidG 4 sk 4 F 45 e
BEODAMO TR R . BT M.
WAL DR UL ARP 1K, W et 5 ARP 4k H 52 & VLRLIE K
o R X - I A B B PAT TR B A DR X, XA I AT P X A . 6 TANTE
X, AT DAAE “prik e Xk 53R R 7 B N DA FR, ARG R
(Add). YA ALE T 8% B X IR, S B SR Y T 4 o

c) MR (OK).

HIB 4 WAERINTA ARP 45 H TR INER & ARP 4 H .
$IB5 LHRTE (Save).

VRIS, SR DA AR E > ARE K SO E 2P U B AEMSE LA, AR
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ST LA T R C BN A R B e A iy AT SR (CLI) I 7RI 22 ]

i

TR G &> TERE , JFOIEEGREE B S
PR 2 EFHERE.
FIE3 P E R
TR G TR 1) LA R AR
* HAVHIH ASCH 77, Bn AT BATHAT (3% Enter) , (HANREATH IR AT
o W5 B $(hostname) i $(domain), 1 LI AT NGBS ) EHLA i 4
o BORBER BSR40 R RS, (Han R A I RGN AR R PRI S, W) Telnet 5 SSH
Fart CSNZIR

© WA ERE , BENERE R RBUR T o THZER] “Xal” 8“3 7 S8,
N ENMEEAEIBITE AR H o LA B ) AR A B U ) B0 TE A )T -

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk criminal charges.

P4 SUHRTE (Save).
BER, 0] LU R ERE > ERE I NG 8 B T A L W #s . FERSE I JE, A AR

DNS

WA 248 (DNS) Ik 554 kK EALA M2 1P tihik. A PIRNE H TAN RS & 1) DNS k%5248 1%
B B AR A R B R R AT H i SEEAT DNS A k¥ FQDN [AEAT Ik 55, it
Yy ) ROUFEE R U 0] VPN PR PR B G0 A8 B 1 bR IR B, 491 a5 R B e 2 B
Bro MRPAGE T $dlE DNS 4s4s. % &P DNS % &, i5Z# CLI configure network dns
servers Al configure network dns searchdomains iy 4>

N T HiE DNS 55 S IBAS (K IEAE 1, 52 s A i ch gk, (R R ik it e AR B T 80R
DNS [ e ARG R, 1S 5T 4 1 B

T AKE I E 2> DNS JIRS5as4l, IR ENIRMENT AR () DNS 3. i, Baraefy — A
NICDNS IS5 2 AT AR BN, M S HIRM IR . WA, AT DURCE N ahmdl, LUBA
i DNS Jl 4543 TNt i, B, Y5 example.com 3 (FITHENUIMATATIERE . BRI, AR 04l
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WL 2 IP,  DUEAS IS — B BN . B T HCE 25 L DNS R4S 25 2 4, #8038 1T LLoKE DNS
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)

AR O THET NI PBR, UG E S AE AR DNS RS54 . I8 200 ik DNS ¥ it A SOk A gl
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Fi&Z wiI
* iR B — A DNS IR #edl. HRHFEAE R, 1ES 500 DNS RS H 4005 .
o IR IE T AT T 85 DNS RS sz A x4 .
o BFIARAZ A W 2% LA I8 2 I A It s sh 23tk 7 1) DNS 4525 .

UK

$EB1 %R E (Devices) > &A1& E (Platform Settings) 61 ml 4 45 5 575 18 S 08
$IE2  fiidi DNS.

$IE3 il DNSI&E %I,

B4 kT RIS DNSI AR,

$IE5 il E DNS R4

a) ff DNS JIR 552 31K AT LU AE— Ak

o BRSNS INEIBN R, TE s RN, WRAE A RS AR ALY R P E T 30 AN jEes L, WG
VRN AR

« TYWRABE, W ASRIAN RiE (4D .

o« THERAL, i SR AITEN MEE (W) . MIBRAIAASMIE DNS RS-SR40 %, HR
REWIN R
b) ERINENgRIEA R, TERCE DL FRE, R AT BE:
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ZHWTTL, WTTLYEG o2 203814 H i A . R TTLEE BV 88K, s 208 23 4% H ) 1)
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R P/ NTTL 138 o JEE 1 5 65535 204t
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SEIR . AR HIBR T A B O 2 AN B R 10

o RIEPATMIEE O - AEFTHE D L ] DNS Bk guprsi {00 A $ods i h % .
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b) B RS2 (5(T DNS RS 25 i) IP Hulil: (IPv4 5% IPv6) , ifAE4 i SUAR B Ak, 4R
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Eﬁ£EMFFM%%§f%ﬂH WS A A FH A58 B 47 36 UE 6 52 Fh §E 5 i) LDAP 8 RADIUS
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HAAN S i e Zerp— A PRI BOT T BP0 SSH U7 il o WERSEAN AR 7 BL, e TR
BN WERAE R S T A E R, KA L 7 B SRR DU i B BT SCHF IR 7 B



management-center-device-config-74_chapter32.pdf#nameddest=unique_712

NN

v

JRY TR Y ]

X X g

W N =

saapiii [

HRHAL 7B, 5% (Cisco Secure Firewall Management Center & FIFERT) HH i (il E & # .0
AN G BIED o

RAR&

F P 24 L N AT BEEC A A I ) 0 () BOE4F (<) 19 Linux F 800 4, HACATHE R NS 7~ 6]
AR HABAR R T, B0 at £55 (@) ARHEL () RNEENAMB S DAL INEIR R . LA
BRSBTS (FE R SRR S S0 E R R I 53 5 ARELE CLI AT WEER, W
PR REAE CLT AN, AREAERE B LA

R Hir Al ] configure user add i 4 &R G B IS AR R BT 44, ) B 40 15 500 Bk
WEBFH PR A0, WiAURI, AT AAA RS % THTE R, MG ANRE FRRHAG AH R A4 PRI A 38
FURIA AN P s ACZ R LLRTAEAE I BB A o 6T RADIUS JIR45 8% g SCHRIF 7, 15 45 KR
PR 28 ) LB Ry S ARART P FH P AR TR A BR o) s A1 WIS e A FH A FH P 3 i 6 3¢

FIER

LDAP HI G2 HAT “BeE” AR . RADIUS I mfe ok “PiE” a “HeAk” H.

FiaZ |l

o FWHFE O L SSH vi M BT 3 IR AR . EFEERFE O 15 A SSH v, 152 W SSH Vi v

(SSH Access) , 5 18 1L,

* W %0 RADIUS H 7 DL R AE, Al ARAT] A5 B e T :
o SN PR OB SR, U B A SR T SR, BARRERIN B P A 1E. P
PTGy 5, BT ashais. P KESIS DU ERRIEE: SR st
B 4. W E BTSSR UR SIS, 7
W F 1) Service-Type J& P A AE RADIUS IRk 4528 o & ke B AN Ef, - HLAE{#E ] RADIUS
SE SR P AT S B UER, PR E RIS LL N AR R B P 2R e Uk
SRR, I REE?
FERLLNENUR, SSH & 7 i 7F SSHIEEA I M CLL & 1, B2 7E W R B2
AR ant. Kk, TR RADIUS IR 4545 1 -6 2 X 1 Service-Type J& P .

REHL, A I, TP Service-Type FEAUA L T WL, WL P 2 4T
HEAF B RE . S L RN R IR T W
LU T

i

ERRE > FRIEE , IO ogniE P SR
M AN B 38 3E (External Authentication).
il BRSNS 6 IE AR 55 88 (M anage External Authentication Server) #f4% .

e nr Ll il fith &4 (System) > AP (Users) > SMNERE 4 34 IE (External Authentication)f] JF4MH
AL oA
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Bl & LDAP S K IEXT %,
a)  AdHRIINR B IEIERT & (Add External Authentication Object).
b) CKEHHREIERERE N LDAP
c) HIANBFRFAIEIRAR.
d) M FHAIRP LR S RS2,
e) AT ERSEZE, WMAEHZ/NP L.
iR R RAF FHUE 53 TLS 8% SSL BT 8z, WE15 P (1) =ML 44 20 5 e - B P Al
MM ENLAICE. Bhah, IS EBALFE IPve Hillk.
f) CaTie) o s O FH BRI
g) (iR MAEMIRERIRSL.
h) %A LDAP#ESH.

o Al DN - 42205 0] 1) LDAP H S ASEAT] 3 #4405 filtar, 2% Example 23 ] [ Security
éﬂé/u\qj B‘J%V\l&ﬁ%ﬁj\%‘ﬁ& ﬁ%ffﬁﬁ)\ ou=security, dc=example, dc=como EE%‘; I'{—IT\!—_E&H—R
DN (Fetch DNs), #RJ5 M 8148 b HAH N (R BE A R] 73 HF 44 F5 o

o BATIESS - il R HFM PSR EA physicalbeliveryofficeName JEBTE, I
HaAlZy I = T ix@ kB B vewvork, ZEARRALN I AEHHIH T,
Ijﬁaiﬁﬁ)\ (physicalDeliveryOfficeName=NewYork) o

* AR - N 2 EUER Y LDAP i 254 I H - S N 0 MR S 8K B, an 4 2
OpenLDAP JIk45#, Hp % BA7 wid J&1, JF H Example 2 ) Security #5142
G B K] wid 4 Networkadmin, WA LUHTA

uid=NetworkAdmin, ou=security, dc=example, dc=com.
 FRIHIHRINERD - W A JEHA ] P B .
o (ML) BREHRIE - BB LLH m gk
* fn% (Encryption) - siti 7 (None). TLSu{ SSL.

R IR 2 i e SO ik, W ke VA 1% T TR X
TRECTLS, i 0K AN BRIAE 389, Wi SRLb$e SSL NS, i 11K B
636,

* SSL iEF _EfER&1E (SSL Certificate Upload Path) - %f 1 SSL 8% TLS n%&, 4t
A% 04 (Choose File) &£ —AMIEF .

o CRATHD RPREWR - BB KAH .

o IR BN B SN ERE TR IR AL (130 F2) o BRIAEA 30,

pE s PN A A B O R I A, DL, RIS, IR
LRI B S E AINERVE R (1-30 5D o G SRR I 1 A S R
{EL, DU B 75 A A1 8 S I R ANAE AR I



saapiii [

i) CAJa) QRS R w2y 2R A 2 S A sevr ) @ e, 3R CLI i RlEtE o flin, 1
Microsoft Active Directory Server I, i il7E CLI iFlalE M FEH#N savaccountname AT H
sAMAccountName ZP5E i Al JBPERT R AN e T ) P e

i) WHE CLIifEdiEsE.

WFELL Ik —
o ST HITCE S O Bk BCE IR e (A I JE gy, PR S BRI IERHERE (SameasBase
Filter).

o PR B ERREHA I 4H, IEEMAEREDIESRWEES . RIE AR 8 e
CHEE SRR o i, a2 A JE A she1l [ manager BT,
e Pk B AT RS ( (manager=shell) .
LDAP 454 B FR A Linux AR F 4
© % 32 NEREUAEAE, ANINETFRT () MR RIZ (O
PN
ORAEBUEA () Tk AEARIT: FIERE O, at i (@ A1 )

k)  RidRTF (Save).

X LDAP, IR LLJE7E LDAP HR%5-#s el ibe i P, A Z20lg i P 3R B & T ek &
a) WIRKIEFE RS > AP > MRS P IEIIE.
b) riih LDAP R&-4e35ii RIgh (©) .

WM P AR R AL, SRR R—&HE, Lw(wjju%*ﬂgﬁﬂﬁ%ﬂﬁ Firepower Threat
Defense - &5 5 EIE 2 /R B 7E “x AN Ehrve s Lk,

c) HEMCEMEN: WS HAEE N E
It & RADIUS £ 3 B E X % o
a)  f#iH] Service-Type J& T 7E RADIUS Jlg 25+ b XH /s

LU 7252 S FEIM Service-Type J& PEAH :
< BRI (6) - Pt CLI WECE UG MR, X4 P o] LAE CLI FEH BT i 4.

* NAS &7 (7) BERGON 6 LSMIAEMTZN - 124 CLI LA i H2 8. IXLeH] ml LI
Hgfn 4, Blinshowdr 4, T HEEATSREHRR .

SRR Linux 47200 H P 4
B 2AFRECE G, AMIETE () M RIZ O
NG
« REELLETRT () Tk RRERMREE: RIEETAM (). at i (@) 34 ()

o, T DHEAN S IR B FiE P (B ER6. . 55 12 00 o AR b
{8 H Service-Type J& 'L I¥1[R]IFSx g B £ A1 A B e A8 A [R] 1) RADIUS JIR54%, 15 g )
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W AH ] RADIUS il 55 a5 P AN MBS R B UE X 5. o — A0 s e L CLI i ia)id
R AT ONT EEApL) S DX CLI miEldiEss W T B

b) A FHEAL B, SERMANRE S IEIEXT & (Add External Authentication Object).
c) BEMIELEREREN RADIUS.
d)  HABIRAICIEIRAR.
e) X TEMRSESE, WMAENR/NP .
iR WA HUE i i TLS B SSL MEATIERE,  WIIEAS i) 144 400 5 e - B A
MM BN, dhah, IS %A HE 1Pve Hillk .

f) (Al3E) o s E 4 K BRAE
g) i\ RADIUS BR& %= .

hy (W) MAEBREHESL.
i) HiA RADIUSHESH.

< BB (B - WNRB) B IR AT AR BRIAME Y 30.
o TR - WNAETR B B IE R 2 AT M 2R RS A E R . BRIAME R 3.
j) (AT3E) A RADIUS & LW/, 75 CLI ipEdiEss &, /& €5 CLI iFR A A 5IE T
BN —ANE S I 4513, i, i\ jchrichton. aerynsun. rygel.

T rT REAREAL ] BUMMBITAE 1) CLI i8] R 2] ik AR Sl By 4 A - 5 SR A A ]
FIAMB SR IUER R o TR, W RAZAL ] RADIUS 5E LRI, A2 CLI i 853
2 At

RS LT 7 44 TG RADIUS JR45- 38 L0 P 4o #4502 Linux A0 7 44
BE AT, AMIETE O R FRI% O
- ANG
« REELLETRF () Tk RREATRREECE: RAEAEAM () at 75 (@) 3R ()
S 1 L BE/E RADIUS JR45- 58 b0 ST, TULBAZUIE B 38 ) 2.

k) RURTE (Save).

RH &> > FRIEE > IMNISHIIE.

s RIE (S aIEE PRI RS

) LDAP 48 7€ SSL B TLS I i, A2 FALIEFA GRS, W, B DR 5 i iRk 55
o

s BT AN S IR B A B E R (W) o HEga %

MiHRTE (Save).
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FEIRE
BRANTEOLT, BB 4 A IP IR O E 205 24 ML LRSS 200 ANEEFFE A )
B, SR e W R AT A BRI T (ll NES over UDP) , ] BEFEELLE 4 B AL T8 (1) I 4%
o (HU R R G SHA ST O BN, AT R S 5 U S 1 SRR I B o0 BB
AL 5 FHEIE 48 IR %S (DoS) Bt

\}

ER XU R RN O B SR (Y A B AT OB R DR E T B RN BIRE, A
Wt PR B 78 a5 IR S . e LN, wT DLk BB 4R (Advanced) > R 2L E (Security
Configuration) F1ET. EFi&E (Devices) > & &I (Device Management), gl jal iy B 1 4
%%, SRIEHEFHED (Interfaces) LAgwHH% L@ .

g2

B G RE > TERE, @B B SR .
$IR2 EPFRERI&E (Fragment Settings).
P33 EE LRI, WRAREAHEIAKE, WA EEABIME.
o Koy (B -k AP ERE AT B8 I AR SR F AL R AR A 2 B s KB R . BRIAMEA 200
NorB.
< HE (ED - PR ANSERE P B BO B L s KB . BRIAY 24 MR AL . #kiE
TV E N 1 RAE 15y B
< EBEY (D) - RPN BRI AL BA T RN . BRMER 5 B SRR RIS ] Py AR
BT 3B PR B T 5 B
PR 4 1R TF (Save).

VRIS, SR DAR AR E > ARE TR S E 2P L B . AEMSE L R, AR

HTTP 15 |o]
AT LR FH HTTPS AR5 2%, DMI A = 00 33 M 23S (s TR A &AL, g, Ad F N R e
W22k AWS 11 threat defense virtual 22 AEE TR A H L&

ANSCHREAE B S A AT TP HAd A &5 il an, BB A3 F -1 AE e/ B S 2R T C 2 1)
Web $.

PERCEAGE A 0, SRR E NS BT 0. e A ER TR HE O, B
B 5 Eg b g B TR E A R L E M R A B L B HAA AT TP B RIS
o

| raws W
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B vreisia

PF R HTTPS, Jo7 A VFENL IP Mok (5 ml EE) . R a3 A H R 4> B & HTTPS .

HEek HTTPS H-FrJ5 a8 1 it HTTPS FHU TAMEBEE D B, W BemiZ oMk 0 5k
FEHEE .

FFiE Z 8
o ANBELE R —FE 10 LA [Rl— TCP iy I [A] B AC & HTTPS il Cisco Secure % ' ¥ii; AnyConnect VPN 45
P, lhn, RSN I R E ST R SSL VPN, B ICEE AR 1 443 4TI HTTPS i%
PR ANEE 1 o i SR DA Z0AE [R] — 2 11 L [RGB X P T T e, U AN TA) e 1 o B, AE
ufi 1 4443 3T JF HTTPS.
o TR, HF e OB AR VR T B & I HTTPS JE R 1 NN 4% . 8] ALE LI FE A
ISR, AE D SR B A X AR R — 4 TP Huhl, BRI R BT 4l C A7 AE . kT
K> MRERBLUIE XSS,

AR AR RGBT EREMNSON AL Y AETER ipv4 sSUEE ipv6.

T R I&E > FAIRE , IOt B s .
S22 EFEHTTPiFE.
$IE3 kb BRAHTTPBRSS S REHELUS H HTTP 45 4.
HEL4 (k) O HTTP 5. BRIAMEA 443,
S5 bR AV HTTP 3ER: 104 DR TP Mk,
AT FH 2R K R AR L 10K Fe 32 HTTP 3, DA VR o IX e JE 2 1 25 it P TP bk o 48 m] DA
FH P48 bk i A A& A 1P Mtk
a) AN (Add) DL BB, 8 i 4mEE (Edit) Dhgmi A R .
b) C Ak
I[P Hhhib- F T AR iR RS HTTP A LB 25 (1 M 48 52 skl o« R hr gl b i £
— A%, A+ LU I 2% %) %

* A A X348 O - N I 20k AR VAT HTTP R 108 I X, X FAZE X S e 0, ]
DAYE BT X g /4% O 513K T 7 B BN A 8R, AR5 sl iln. DO R a s Tk i
FIER X S, A 2R S 87 B 1125 4% o
c) miilifzE (OK),
FIE6 L RTE (Save).
BRI, 0] LU R ERE > ERE I G 8 B FT A L W . FERBE I S5, A AR

W rewE



icve s [l

ICMP 77 9]
BRUAEOL R, T LUEF TPv4 58 TPv6 K5 ICMP $edli o &% BT 10, LU M BB oh
o SN AE AN SR [) A2 R HE T ICMP [ iR
o JEUHSI A AN M R 3% 28 B RE N I3 1A TCMIP bt ASRg e 54 0B ICMP i k% &2

i o

TR B e s Bk, BT L] ICMP RUUKE 12 101 1) ICMP U7 1] BRI A Re 32 EHLS 2% B ICMP
A ICMP U B AR SR 5507 ) RUISRABL, Rt RUMIEAT HE e, 5 B B DT T R 55— 2 FLUD R 2
SHEAT

U0y AN BT ICMP F), T B sCAE 48 ICMP FRIUYR N4 ICMP FUNAI R A R, AN
ESERIAAT A DRI, dn AR AR L LR SR AL, IZ0AE ICMP B AR AR RN — 4% SoiF
ATART I ST RN, DAEE v 38 4 3 LR AR

AT, 4R ICMP AN o] Bk B8 (8 3) PR . 648 ICMP AN Al AT B &25H] ICMP
B45 MTU K3, M rf GeFH 1L IPsec 1 PPTP Wi & . Ah, IPv6 H i ICMP it f T 1Pv6 48w &
ILHERE

FiaZ |l

FRERIU P BT RO R DA . EFRRTR > WMREIBLIFEN S 8 TF M40 G ol 4k e T
TR BRI 2%, I H TR 5ok g B ICMP 34 B2,

UK

B R RE > FRIRE , ORGP .

HIE2 %P ICMP ifig).

FIE3 fHlE ICMP I,
a) AN (Add) LA TR, BN i gmiE (Edit) ARG RN o
b) L E R JE

BRAE- T (V) R4 (EF) UL E
* ICMP BRZ - H#iR ICMP W S 288 ()i 5 % o
o {4 (Network) - Fr TR I8 B33 h) 05 1Al PR 1) 2= AL Bk X 465 P 0 2% ) 5 B 4H .
A A XIE/4E O -5 I S G TR B R IX k. S TANFE X 3 R4 11, ] DALE Bing X 38/
EO SR T FBU PN DA RR, AR5 A iwin. B0 & BT £ 10 s X ek i
A S WG IX R Y FZ %
c) MiifE (OK).
S (k. ) WENT ICMPv4 TGV ) B B R PR




B vetFiow
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o SRERPRE - BEEASATIAY BRG], ZBREIA TR 12 100 &0 B2 E. BRIAME R
148

* RERKN - WERKHEF, HENT 1210 20, REKIZLERNIIE, HAEKSHARR
2 B AL Bk 8:e 5 .

TS iR TF (Save).

NetFlow

fr
¥ 8

wIR2

$IES
IR

P17

BRI, SR DA AR E > ARE K SO E 2P UM B AEMSE LA, AR

NetFlow I e 4 Reg U 4R HE N 8B 2 O F TP PRI &5 B . WIS B AW R0 %
K iZ%] NetFlow WS4 #5 50 NetFlow 73 #T8% . %80T L2372k H NetFlow HIEHE IE S B, 15
R ERUEA B . IR, WERA. RSN . WERE., WEMmERT,
AL NetFlow BL'E SZRFIF, A2 R4 H &R T 8 v EE Bk,

NetFlow HEAEAC E IS H 2 AT AL 2% DL R 0 20 W 32 A I -2 8 R 3 T

UK

EFERE > FRIGE , OISR i .

1P NetFlow.

Jet A R TG L, /B B NetFlow i 5 Hi .

T B FH T2 ol Ak B ER 2% (1) B 26 1) 5 B NetFlow 240

a) EBIRIFEIRE- XS TSR, F e VR A R (R (RI R CRAZM S B

b) MEIRFREIE - f o RIBMA A FE 2 W INER (AR ALY o W B M ATAT(E, WAL 4E
iR, JESAERIE R LB S R e A

o) IRIGEBRNRE - 5 R I % Ak BRI IR B (LA B A .

sl RN EE R DIMC EWUARSY o 16 S BUAE NetFlow HRIIISCEERS , 55 17 L.

Mili R E R DI EREE. SRR EIRRINE] NetFlow , 25 17 UL,

MiHRTE (Save).

SIS, 50T LU 23R8 > BRE A SR 8 B P A e AEARE R e, A AR




# Netflow s35miiEE [

1£ NetFlow H 70U & 25

UK

F$IB1 EFIRE>FERE, OIS BB S
$IE2  EH NetFlow.

$IE3  JHHEHRS IR B NetFlow i S H .

LA N RN ERE IR E S . B2 T DAL E AR R

SIS N EH FTHAIES, EPENTUR NetFlow $Hi 0 5 1% 2] NetFlow FH4 I 4 4% 5l I 45 s W AR 4% 32
HLIP ikl (AP IPv4) o B, el DLy + BIARGIESH P 2% 0L,

$E6 4 imOd FEP, BIAKES FLSUE NetFlow 03540 K& 1% () UDP %% H o

$®T MNAREOSEOSY, EPenaume Loy s SS ri D ek DA BT LR R AN D e 0
Mo LA RS S W& — MR . HAEEN AN U5 i RS . 6% ] LA RS
FOL S G 1

Al + ERR S Bz 4.
SIS AUl iin LA ik e .

P LT LU D ARR, ARG sl R LA I .
IR0 SEHHAE (OK).

% =5 % NetFlow

UK

B ERRE > FERE, HFOI@gis BBt SRk .
$IE2 %FE NetFlow,
S3 A RS IR, B NetFlow 4t 5 Hi .
T4 SRR ER URERE.
SIS /£ B FE, HNZIE NetFlow FHAFICHL I I 4 FR .
HIE6 /8 FBL FRE, PRI LU P T R 2R
© BRIA- W BT R S R TS, TR 2
* aia 5% W5 A NetFlow STl 3k iU &L VTR 19 Hs i =2

FRRT WOREIERE pEIFIER 1 KB, W T EIFIRITR T AR IS 5K 5
pE B R BLsidy + EIRR QIR 9 eV M AR . IS TR E Y ACL X%

raigE IR
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Fans |
B ssHisio (ssH Access)

HIES /0 EHRED, Db ORI S0 R ) NetFlow $H1F 1 SLEAE
HBY JHlARE (OK).

SSH 377 12] (SSH Access)

WARAERSEZ D (BN LR T 8 H L Ui, AR R AR %A% 1 B R T SSH. ATy
SR 3 L B BAE AN A Bl 45 ) SSH ER: .

)

AR OEEEN EBOAC A SSH, AR REA S 5E M B SSH V1] .

BRI 5 DAL O 3. e T REE WA IR LR R B b0 . B D) SSH A
PREE ) SSH AL H W FIAN T 7 412 . HoAth e & bt ATl . T Tk, AR sbhise )i H
SSH Fjy i) #1136 s a4 101 SSH It A F 0 G thlC e, FEAS S T AT i A % el 46 8 I ol CLT
I .

MBI, ERCE SSH Vi n%#2, &% M Cisco Secure Firewall Threat Defense iy 25 2% H ]
configure ssh-access-list 4. ZNCEFHAE H, 52 configure network static-routes iz 4. EAIA
TEOUR, FEAIGR v I i A 0 1 i B BB

TAEI SSH, St AT Z A VF ML 1P HUhE AU )R 5 e # BEASB 7) iC B SSHL

T RE SSH T Uy a4 1 (L8 ] R BB a8 i) 5 W2k SSH EHUAL T4z 0 b,
SURE LR 1) AN HE 1 SOl PR o 5 )7 2 SCIR B UL 18 P ] SSHOJFA B VPN I U5 1) SSH
I, A R E LR R — RO % LA VPN (HER VPN 55— RS thds B2k, ML ZAE i
FOLI T4 < ) T 5 iR o

SSH SZRF LA T % Rt 12 B A Hte :
* Encryption—aes128-cbc, aes192-cbc, aes256-cbe, aes128-ctr, acs192-ctr, aes256-ctr
* Integrity—hmac-sha2-256

* Key exchange—dh-group14-sha256

N

AR EROELE SR SSH Gk CLIRMUG, k21l SSH %

FHia Z |l

« A LL# ] configure user add iy47E CLI FRECE SSH N EH P, #5218 85 CLI H s i i
Flo BRIANEDUT, A —MELEVI LAV I ) 4 FORCE %05 1 admin H P . ] LUERE R4 %
B PECE SMNER S I8E, 7F LDAP 5% RADIUS FRECE AN 5SS RANE S 0 5r , 458
i

~ o
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swrp iz [

o BT BUE OAVF S B 07 SSH ISR M EHLE M 2% 250 B o S5 mT LIFE IR R AR I 42, (5
D SR AR R R A AR R — AL 1P Hhudik, TR ORI R PR A D Ar A IERERT R > W REIR L
e E X 5

\}

AR ORI RS any MZExT 5. &8 any-ipv4 B any-ipv6.

i

P G RE > FRIRE , ORGP K.
$I% 2 HFESSH i7ia] (SSH Access).
B3 AR AOUF SSH B E: R TP Motk

A P P AT DAPR AR L84 LR 132 SSHUIERE, LU SRV It ST IR SRR 1) B )7 i 1) TP Stk S85mT LA
A5 FH A 2% i BT AN 2 PR TP ik

a) KRN (Add) RIS IR, B dmeE (Edit) DLgmiR LA .
b)  C E U Je k-

* |P 3etiE- T hRiR SR VF i 57 HTTPS BEREIK EHLE S I 200 B s o R R8Ik +%
—AXG, B R+ DL IR X 5

« AT X /4% 0 (Available Zones/I nterfaces) - 7RI &% o VFHEAT SSH 482 (143 1 R X 4K
W TAAEX IR 2 11, DLERTIE X 38/4E O (Selected Zones/I nter faces) 51138 T 77 (7B
HHEENFZE O AFR, AR S0 (Add). 8348 m] LA INFAR [R18 1 R0 RS 0L ph i ande 1. A
MV L B TR VBRI IR, A SR SR S FH T % % o
c) riilifE (OK).
P4 SHRTE (Save)s
BEI, 0T LI R ERE > ERE R SRS R E BT L . fERE O e, B ARk

SMTP AR 5585

WARAE “RGEHE” BCEDRCE T ISAFER, WZhril SMTP k954 . A “REHE” BE K
HIS - My ik 06 205 J& SMTP w45 4% L A7 ik =

FHIa Z |l

FERAFAE ] T 52 32 SMTP JIR 555 A B SMTP Il 55 4% (1 LA A 200 B o RIRIEFERT R > 3
SEE, DUESONG. B, W] U7E S SRS I G 4 .

FaiRE
|
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B swwe

UK

B R RE > FRIRE , OGRSk .

FIE2 54 SMTP BRS 28

S R ERRSSS 1P M5, LU T (BB AR S 58 1P Hebit
P4 LTHRTE (Save).

SIS, 50T DU 23R8 > BRE TN SR T8 B P A e AEARE 2 n S AR

SNMP

fi] BP0 4545 BB (SNMP) DAy £E PC s ARl I8 AT B W 4845 B At SC T — M8V 2 R
% CHFEACHNL B a2 A RS PIROUAIRAS FIbRAE T ik, 48] LUEH] SNMP 5T i ki
BT KRR A, DM SNMP B TARREgEAT I

] 50 D00 265 45 BRI (SNMIP) SRR PO AL B M 42 I 45 e 46 o SRH22 A e SR ] SNIMP AR 1
2¢ 3 AT 4 s, B S REBEBER SNMP 35 i), (HANSZRE SNMP ‘5 A5 1]

SNMPv3 28 ] DES (%) . 3DES. AES256. AES192 1 AES128 ¥ - 152 /1 P Fihn s .

N

AR DESIEMICH N RIS O 6.5 Z AT RCA B A4 1 DES I () SNMP v3 I /1,
WA AR SRR IX L T BB 21T 6.6 KOTARMCA Y o (H2, A RESm HIX L ) IF R
DES In#, WAREAET DES & QUEE I o SRR A B O A BIARATIB AT IROR 7.0+ (1 Jgir iy
1, WUEREAEH] DES I (-1 6 1 B SRS 8 2K 28 i By (R 2 R

AR SNMP BCE R B A2 Wi .

ER EAVERIE S IME SNMP HRSS A5 1B, 15U M SR RE (Policies) > #21F (Action) > 3R (Alerts)

L1 %K I8E > FARE , JFQIEgmts Ui g .
P$IE2 % SNMP.
$IE3 5 SNMP FEfd B LA I6

W rewE |



$TIE4
$SIES
IR

TR

% F SNMP

SNMP A&

=7 snve [

* B SNMP AR %588 - /15 A i & (1) SNMP EHLER AL SNMP 15 Bl 8] AR B BRI I, LAfS
FEAR BT E S SR A A5 SNMP .
 TEVH X WA - BNLE ) OB A5 A IE T SR I, SNMP A HE AR wh A% 1) 5350
SNMP #EX 45 e SNMP B B TAE 3G 5 528 (44 2 A L s Bl 22 4 v Al FH b %
TR 52 A2 N SNMP 5K & A R B2 X KNG I F R 7575 8, 2 a8d 324
TR ATV SRR 4
s RFEBRAMN - AR LE B AR NI PR X KNG, 2 Uad
127 NF5F o 22K, BN MG —ANT K.
o MLE - AL AR E (B, 54 X 42 B85 L ZEHEREXSRANE, B2
127 NF5F o 2K, BN WG — AT
< im0 - HEKAE L BRSO K ) UDP 5t . BRIAIE A 161,
(X PR SNMPvV3) . ¥ SNMPv3 H /7, 55 26 1L,
AN SNMP ML, 2F 29 T,
Ml & SNMP FaBE , 28 30 T,
MiHRTE (Save).

BRI, 50T DU 23R8 > BRE TN SR S8 B P A e #fe . AEARE EZ e, A AR

SNMP st —Ff S JZ 030, ATEIE I 245 1 £ 2 (R R A 3 B A He, A& TCP/IP thislik—iB 7.
JBI AR A SNMP WA 1. 2¢ F1 3 (1 48 i3IS kg, I SCRERIE T =AM RAs . FIHTE
JEJE B B2 0 IS AT SNMP AREE, AT LU 5 W1 HP OpenView Z 511 4445 #E R 48 (NMS) I
V% o B A G I K Y GET sk RS2 H SNMP i ). AN fuiF SNMP 5ijjia], B E
Joix) SNMP BT . IEAlh, ASZEE SNMP SET =K.

T T LK B 57 A FC A 1) NMS R FEBIE,  BIER R S FE A 150 4 0% 30 Bl (1) A 4807 3R
TE R CHAEmEAD , a] LA NMS 350 4 e & B IR B B (MIB). MIB & LIS,
T BB A 43 A 2 CAE AL B 22 . 3 MIB B R I NMS &t MIB # () — %51
GET-NEXT 8¢ GET-BULKGET i# 3k LA 5 {1 -

SNMP BT 7E K AR T A A5 BEm A (i, M8 v (R T e sl P IDD F R s 0 i
GNTE T B B o A PR RS Y T 1 B Bt R B 3L 3 B By SNMP OID. A B 23 70 557 B 3
W oRAE B HEAT R

MRS HAEALH SNMP I AR .
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= 1: SNMP K&

Fans |

KiE 15 AR
AR 1E Cisco Secure Firewall Threat Defense 11247 H] SNMP k454 . SNMP {CHEEA DL T IhhE:
o SF R E WA B AR LRI A T SR A HE Y
o PO RS BUE CHD SNMP 1] LLAS & B SR R I EE S V5 ) .
o NAYF SET #:45.
IR TRt N BEAE_E 1) SNMP AR 4G 1 BT 75 455 Bk MR 4845 Bk IR F 1% % & IS A TR L o B3 3 vl B 56 A
I 4544 B % MIB W [)— £ %1] GET-NEXT 8% GET-BULK i 3K LAGf A
B B FHTWEER B L . &, P IX . W B 5 i As L bR AL B 250 . MIB H R 22 0 9 4% 15 7%
(MIB) FEF = S BRI AR vk a2 S SNMP W9 2% 457 #3l v] DL W MIB, 35 SR A7E H BURE o Bl sk g+
IR L R 3%
VK] &8 5 B iy Y PC o TAFuh 0 7 W SNMP FAH A H ¥ 4%
(NMS)
W B FRREF FHF M BEA& 1) NMS R B31% 8 2% 10 5 00 1 1) P FR s s FL R 145 BRI R 4.
(OID)
FE B FHFE i SNMP AQ BE 2 NMS (193 BRI e Xk SR FR R 4k, BInBems T e . B e
#ash. #E3). M EIEE ARG HEHEE
MIB FA B [

MIB $# & ThrvE a2 T4\, FRUE MIB 3 IETF 0@ 310 s A5 & A REC . FABFR S & A= 10 M 2%
P& PRI, KSR A a5, SNMP M BELERE & T-Frve olids 2 T4k il MIB
AT E Lo FrdERARE B IETF G I id XA RFC H1. SNMP B2 215 8 ASA #K A,

WURTEE, e U B M AL E N3 RFC, A MIB FIFRAERE B -
http://www.ietf.org/

W% SNMP X G fiids, ML AL E & kR MIB. FEFFAT OID:
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
seAh, MELR A2 Bl FTP R 4088} OID:
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

MIB 7 3 # R AR AN I &

LUK 3 BIHY TR E MIB SCHF IR AN 5



http://www.ietf.org/
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
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L2 VPN #if)

%< 2: CISCO-REMOTE-ACCESS-MONITOR-MIB

miB i irwisig

TR oD 152 Bf

ESI e crasNumSessions MHTE S TR AR
(1.3.6.1.4.1.9.9.392.1.3.1)

M crasNumUsers AAEsh &G P
(1.3.6.1.4.1.9.9.392.1.3.3) il

WA 2=k crasNumPeakSessions EEXNEEIDE Sl
(13.6.1.4.1.9.9.392.1.3.41) RA 2 THAL

ifi 25 18] VPN B% & %E 1)

% 3: CISCO-REMOTE-ACCESS-MONITOR-MIB

TS oD 15 BA

LAN Z| LAN &% crasL2LNumSessions MBIVEEN LAN 3

LAN 255,

(1.3.6.1.4.1.9.9.392.1.3.29)

I&(H LAN %] LAN 21§ | crasL2LPeakConcurrentSessions EEXAEEDE Q0120

iﬁ (13.6.1.4.1.9.9.392.13.31) % LAN 2554,

EERIE

3% 4: CISCO-FIREWALL-MIB

TR 0ID 1% AR

TEohiE RS cfwConnectionActive SN KB 22 A
(1.3.6.1.4.1.9.9.147.1.2.2.2.1.3.40.6) ERAL

WA 3% 2 cfwConnectionPeak EEX NS S aR ]
(1.3.6.1.4.1.9.9.147.1.2.2.2.1.3.40.7) I ] A5 P ) e vt A %

RIS cfwConnectionPerSecond B K R b () 24 AR i
(13.6.1.4.1.9.9.147.1.2.2.3) B

RFVPIGAE IE B cfwConnectionPerSecondPeak H &SR Zh kB kbt

(1.3.6.1.4.1.9.9.147.1.2.2.4)

R e R
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NAT 453542 1)

%< 5: CISCO-NAT-EXT-MIB

Fans |

THEEE

oD

L RA

5 Bl

cneAddrTranslationNumActive

(1.3.6.1.4.1.9.9.532.1.1.1.1)

NAT B 241l K
HohkFe gk H s . X
B i S A A i
AL e 4 4
ENIUMEPSE

e {375 ) e 5t

cneAddrTranslationNumPeak

(1.3.6.1.4.1.9.9.532.1.1.1.2)

RSB LR AT
A T AR
AL L
7 E RS B UAAE T
I T AR A
L H IR
2t G LA M AFI3)

ASHUEFAHHLE B K
FetizcH .

FHRFARN

% 6: IP-FORWARD-MIB

TR

oD

15 AR

Bl

inetCidrRouteNumber
(1.3.6.1.2.1.4.24.6)

META R
inetCidrRouteTable 4% H
ot i

BEOMTRERIE

% 7: CISCO-IF-EXTENSION-MIB

T3 oD 15 Bf

MARES cielfDuplexCfgStatus X R TR e 2 e e 1
(1.3.6.1.4.1.9.9.276.1.1.2.1.20) A TR

RS 21 R T AR cielfDuplexDetectStatus NS Eizhetsiyct Ju ln
(13.6.1.4.1.9.9.276.1.1.2.1.21) I B T AR o




Snort 3 N REMHRERR

%< 8: CISCO-UNIFIED-FIREWALL-MIB

miB i irwisig

TR oID it AR

Snort 3 Nz FHF#H#% | cufwAaicIntrusionEvtRate et 22 300 #2 1Y, Snort
(1.3.6.1.4.1.9.9.491.1.5.3.2.1) LEUERT K Bl

HA )

BGP X %5 &1 fea P& &0

% 9: BGP4-MIB

g 0D 13t AP

BGP X 2RI bgpBackwardTransition Y BGP FSM M =1 4 5

(13.6.1.4.1.9.9.491.1.5.3.2.1)

N 2 BRI IR TRERIN
A, SRR
BGPBackwardTransition
H1F,

CPU 7| A R%if

% 10: CISCO-PROCESS-MIB

TH#E8 oD 33 BE
CPU S HIH Z% cpmCPUTotal IminRev S — Vel A A% CPU

(1.3.6.1.4.1.9.9.109.1.1.1.1.7.1)

A




Fans |
| IRl

TTEER oID AR
BA CPU O FI % | cpmCPUTotal IminRev < BES HORIE A —4r 8 &4~ CPU

?/\\ | P H
1.3.6.1.4.1.9.9.109.1.1.1.1.72 & *f [J”%JFH#K;E\, i
1.3.6.1.4.1.9.9.109.1.1.1.1.7.(n+1) n” LR EL
)

* 36141991091.1.1.172)
-BE RS CPU A
FRE o (I
L Kby W
36141991091.1.1.1.7.1
W & 498 CPU S T
FAED o

3614199101.1.1.170+3)
- Snort “F¥J CPU i
HEfIS I fy
snort S #) EVED

3614199101.1.1.17(+4)
- ARG
tt ¢ “Sysproc” #%
LEED

\}

¥ 7E ASA FirePOWER FHB: T 5 CPU W45 (hrProcessorTable #1 hrNetworkTable) #H2%[{] SNMP OID
1.3.6.1.2.1.25.3.3 f1 1.3.6.1.2.1.25.3.4. & N g idit 5 45 5 #8828 F R #5525 1) CPU as AR B4
(PSS

7t ENTITY-MIB ', h4difli 2 FI4dAE 3 (1) 242807 K3k 4200 (X0 EPM 2X100G F1 4X200G RN 1
PIAN BRI 7 OID - cevFPRNMA4X200Gng 1 cevFPRNM2X100Gng..

Zn SNMPv3 A A
A\

B BN SNMPY3 G . XL D IRARIE BT SNMPvI 8t SNMPv2c.

THER, SNMPv3 HSZRE S P
SNMP H F HATREH P 4. SOr SRR s B A0 LA S S48 F 10 S 03 B E A I s 5372
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K6 SNMPv3 T HESE sy nl FHPEIN S G RAERT AR R T2 R Jm VS IROBT AR 8 5% BCE J9t i m] 1 2
#o WU SNMPv3 HIP AN SRR e & o G ZUINBR T < FOBAS N, SRS HOB A RO R, DA
REDAN KD ST

BRI T MD5 (3%, UPRTE-6.5) . SHA. SHA224. SHA256 il SHA384.

\)

iR

INes F kT A DES (fiR%5 . {XRTI-6.5) . 3DES. AES256. AES192 fll AES128.

\}

MD5 I A F ] ARG BB AR 6.5 Z BT ARCA BRI MD5 & 4y 5 Uk 5721 SNMP
v3 I, AT DARSERE I LU ] T T84T 6.7 S EARIRARTN FTD. fH32, BOCiRgmiix L]/ o £k
B MD5 S I kA, siff ] MD5 By e SA G T o SR A B L A RIS AT
7.0 VAR g0, WK MDS 5 7 50 UE S35 )1 £ T . SRS 0025 203K 48l 9 oK 2%
.

pEk e

DES EI 77 H o a0 A B B R H 6.5 2 i I ARA B 114 FH DES i % [t SNMP v3 H /7,
AT ARSI 8 P T84T 6.7 S SEARMCAS (1) U B . {FUE:, R REgmARx 24 1] /- -0 B DES
s, WAEEAEH DES I Q0B . an SR B E L B BT IS A TR 7.0+ 18 8B A,
MUPHEAE FH DES I (17 65 15 5 SR W 5008 3K 28 Jg 9 7 A4 25 2RI

B

WSS
Xg

g

UK

WP RE > FEIGE , IOk gmtE i .
i A SNMP> A (Users).
Rtk Add.
MR ERS P H R IEREH 2500 .

 Auth - 5 S B TC R, BRGNS AT 5 5AiF

* No Auth - TEHIUFE HICKFL, BRE AR RN ] 24P E .

* Priv - 5 SO0 IAE AR, BUREXT ST 5 0 50 IR N2
ERRPZTBh N SNMP 4 T . HI A KEARSIEE 32 M4
FENNEE RS 2R B T 41 38 v 1k B AT ) g 2 i

* BAST - S 9 BB 45 A B3 BB a6 I AR e s R A T
o AR - B O AL R LA I A ) A

7E RN E LR R AR P IEBEE I SO RIESA: SHA. SHA224.

SHA2565% SHA384.

&
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pE s MD5 IEIEB T o ARG EE CFEAE 6.5 Z AT RA QIR LT MD5 53 4k 5
009 SNMP v3 1/, IA] AZRESEREX ST T T84T 6.7 K EARIA ) FTD. {HuZE, 4
ToIEG AR XL H] P IR OR B MDS S I0E S, sl MDS5 S B0 ik A BT
DR AR A L A BARATIEAT 7.0 LU RIS BB A, PRAE ] MDS 5 4 B RS
TR I0°F- 5 LSRG O RIIX LY i 77 AR SR

SR IEIEZER B, M TSRS . s e nss sk, s ig .
iR A R xxexxexx..., HoH xx oS HEEHIE

iR BRI BRI HCGR T Tk i) B BE S . T RS, KL AU R 256

Y

=

RIS “WISCT AR CnEERD” R, EERRIA T B AL

TENNZE 2B (Encryption Type) Mg, EHEAEH M4 AES128. AES192. AES256.
3DES.

iR B JT] AES B¢ 3DES N5, WZ0AE e b 2 A0 N VR mTE

iR DES I 57 o W RIS A& G H 6.5 2 A I RRCAS B 45 FH DES Jii1%% () SNMP
v3 P, AT AR SRk Se ] 1 FHIEAT 6.7 K EARRUAS ) B i, HE, BAEESw
BRSSP TR B DES s, tANGEAET] DES Inas G EH . i A A B by 4%
HATATIZATRRA 7.0+ 1 BB fE, TUPEHAd ] DES I (951 6 B8 S 508 211X 28 gl by
7 AR 2= WL

7ENN%E %83 (Encryption Passwor d) - Bt 4 A FH T I 200 . Wik £ I b s g 2sm”
TN 200 DA 20 AL K xxexxixX..., LR xx o NHEERIE . XTI s ay, A K B w1 pr ik
FIInRA, SRR /NTE (A xx & —A4JGEEIED -

* AES 128 75 % 16 A~ )\t HilE
* AES 192 7% 24 /> )\ il fE
* AES 256 % 32 /> )\ hilfE
* 3DES i % 32 AN\

* DES AJ L2 AERUR/D

R TR, KLU 256
U IS0 {0 VR S, AT B A .

R E (OK).
RHRTF (Save).

VRIS, SR DA AR E > ARE TG S A E BUP UM B AEMSE LA, AR
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7w fin SNMP E#1

f#H “ 3L (Host) LLZE SNMP G{ifi_Eff] “SNMP EHL” (SNMP Hosts) % Hs hisidmi 4 H . XLt
4 H 2R SLVFUS ) BBy 4815045 1) SNMP 45 Bt .

w2 A LN N 8192 4 ML (HAE, ¥ 128 & AT H T Frk

)

i

YT J5 1) 7.4 FTD) &

1E 7.4 B EwRCA, B HAZWHE O CA T IR ARG H GRS SNMP EHLIK T & B 1444
FRAREZI R L, W20 5 I B AR G IR B A AR & v e (7.3 FEELARCAS, A

FHIEZ Al
TORAFAEE X SNMP 45 BRUG I Z0 0 5 o T FEIR & > I RE TR LARCE M 45 X0 B

\}

ER LIRSS IPve EHL. IPv4 ML, IPv4 JEEFN IPv4 1 W ok

Bz

WP RE > FHIGE , IO okgnth B E .
fidi SNMP > E# (Hosts).
Rl Add.
£E 1P #utik 7B, By N R IPv6 B IPv4 T HLEE RS X SNMP 4 # vk AL hE 1) 25 6 52
IP Mkl o] LU TPv6 =L, IPv4 ML IPv4 S0 H B IPv4 M.
M SNM P FRZ T $37 413 TP % £43E 24 ) SNMP RRAS
(X PR SNMPv3. ) MR P& Nk iEFERE R SNMP H AP 4.
R A SNMP LI 2l LAt 23 4~ SNMP f .
(fPE SNMPv1. 2c. ) 7EIZBR#T XFRBAES, A CHE X ERFH, DX & &3 T
HUvsin) o FH AN AZ 75 B LA TN .
R 045 SNMP T AE s — A H 1245 o 5 B SNM P BR £5- 855 70 v e U457 HR AN ]
W, AW BT .
R 5 SNMP 45 B, 2 8] AR AR 2870, f8m] DL LU P RP 27,

© B3 - R S E BRI RAE
* BaBH - AER BB AEI, Bt s B PE S AR B A B

iR 4 SNMP LA IP Hiuhit ot 1Pv4 JEH 2K IPv4 5N, %50] ARC B 318 slBaft, AN A I
PC B

Faigs [l



Fans |
B == swwe

S  EHOFEF, A SNMP EHLT UDP &5 . BRIME N 162. HARGEE K 1 & 65535,
L0 {EiFEl AR (Reachable By) XE1i F, EH &5 SNMP & B 2 [AEAE 4 D88 ] DUERE%
% 1S B D Bl AT I 2 4 X ek 4 1 .

« K& EIBIZEO (Device Management I nterface) - 15 7% F1 SNMP & Hl ki 2 [8) 38 i % ¥ e D AT 18
=B
o MIBIEPEILE VT SNMPV3 BRI, RG0H R VFITA TG E 1 SNMPv3 H P 3E TR,
MAKRT 2P 6, 55 29 TTHIERMH . tbAk, SNMPv3 EHLA L1F SNMPv1 Fl

SNMPv2c.
* 0 SNMPvI Al SNMPv2c R MIIEFEILIL LN, Reilise Az JBIR s, 55 29 BUH Pk
FERCA ) B

s REXIEE A RIED (Security Zonesor Named I nterface) - %4 Al SNMP 5 Bk 2 [a) 3 id 2245
X IR Ek 2 T .

* YEA] B X33 (Available Zones) 7 Bt & X 45

o AL B R TE R 5 Y B A 1) 1 () DX R R £ Y X 4/4Z O (Selected
ZonelInterface) 7B o X T ANEX IR 81, R8T AR R XS/ O 810K R 7 IK7 B
HREANGE AR, AR5 Rdnfs N B0y DAASINFA 952 10 A0 R 400 el 2 S o AXAE B
F A Pk e 1 BRI, R4 AR B ERCE L.

LN LHHE (OK).
;12 SHRTE (Save).

UL, RrT DU AR E > ARE K S B P MM B . AEME e n, A R

fic & SNMP [

i “SNMP FEBE” b BB 45 B0 E SNMP FAME (e o FEBEARE T3, eiEe
EF (Bl BATEERS . AT R R G H B SR N B A & B BRI R R “
B %A SNMP X% ID (OID) W7 7E 345 K A% 1 SNMP A FEBIF A o

FELCRE AN ] LR T o G SO SR N JE AN RS, IR R Rl s 5,
FFARTA B S # A DL ) e, PRI AN S AR IS |0 B 3% T S R B 2 1 N TR 14
BF o

SNMP & B AR 2 T B 8 T A MIB WP AT 5 Mo ARUERERTE H IETF G 10 38 4E - F RFC
th. SNMP [ABF2 g3k BT AR 14 .

IR, BOETTELA U AL E T8 REC ARifE MIB FIBRAE K -
http://www.ietf.org/

MBLTR A B3 BB MIB. BABERT OID #5235 51 2% .
SNMP %} % S i #%
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UeAh, MWL EidE S FTP T #U8F} OID:
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz
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B ERRE > TARE, JOIEBGRE BB SR .
IR 2 fiTH SNMP > SNMP &R 4 BBt ¥4 B SNMP FalF (FfFmsn .
W3 IEPRIE MM CTBERE” I, ] LG R — B AN E T
a) T EFETA SNMP FéRrT 75k 5 DA 2 b SRk 25 T A BE B
b) & BARE RS BERRMBLUS 5 PSR g H & B .

P23 SNMP FE BRI T3~ A2 S, IR SE 1 S B 18 At g oAt a4l B . S T
7 SNMP 540 H &P, SNMP HEFE 1T fg & VH FEARERFN M 48 b i 2 980, FER
G, WREBERIARGIEIR . RGRIMERIGE, 7T LUERMEHS H SNMP fl &4 H
A PEBIE . SRt nT DLBR il ™ B ) e B ID AR i R G H AT B R . Bildn, BT AT BA
BT 212 TR RS HEW B ID #5 SNMP 254068, 55 W I R4 H S B A,
R, 548 T,
WA U OUT, A SRS 5 AR A 7 h i i aa b B«

© SRIIE - RESB) SNMP Vil o X1 T HA AN EFKAE X PR R S, fa il 6
AR o

o EATHEES (Link Up) - B8 i) MEfEEER AT (2 “mBL W s

* T4THERE (Link Down) - e 8 i — MBS B O BLicbee,  finid g s

< RIEEN (Cold Start) - B IEAEFF AL F 5, DL HCRC s bS5 A S D nT e S e
« BAEN (Warm Start) - B IEAEFRTAIAG A 5, DURE IS B s s SR SEBLAN S 5

FIRES AESTAR MIB F8 7> rh k£ i ol FX) <3 B o «

s PIFH AT B EAEN - GBI 0 E A0 (FRU), @& s, (FRUGHEHYE. XU
AR R | B2 IR ERZE 44

* AT IR E MR - CMERBLZ P HRIC (FRU), Gl s s
s BEE W - RS, iR

SIR 6 AEFIRAL S ThAEFE P T 10 SRR P -
* BIAEIEERS - BREPHERERZARPHEL, D QAR E FER R

SR T AR TG PR 1 S SR P -

* NAT E#E 6 E 55 - Il AN 7E NAT ThRe 25 1P A A Az ple T A 0 255 ik e 4ok b ik ol 11
CA T BC B A
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* CPU E#H1& (CPU Rising Threshold) - 7 & [1NAI BE P, 24 CPU R B THE i i se S
HINF, Al 40 . P RS AT 5 B CPU L T R 38 401 -

« B4 tt (Percentage) - X TG B AL, BRI R 70%; TEHEAN T 10% F1 94% 2 [A], I
B (BT G Ky 95% .

« H#A8) (Period) - BRI FIIUN 1 208k SEBEAT 1 8 60 438k 1A,
« N7F L7 B1E (Memory Rising Threshold) - 24 A7 R R LA e SCRIEIN, 2528 il
A1, NI T F S o 38 IS XU AT et Y P A T
* B 47tk (Percentage) - X B AT, BRINEN 70%; V[ 1 50% A1 95% [,
« #FEEEFE (Failover) - 24 CISCO-UNIFIED-FIREWALL-MIB 5 [ i b ) Holh A& &k A A8 b, A4
[palisii Ko

* &£ 3% (Cluster) - 24 CISCO-UNIFIED-FIREWALL-MIB #) & £ B iz AT R R A A8 Ak, A stk
Al

o ITEERIERN - 174 BGP %5 () BGP R4 ikt £ 1 5 F v Bkl 45 W 28 v 15 o) PR A5
OO, ARk s

FIE8 riHRTE (Save).
VR, & nT LU R ERE > ERE IR SR8 BT AL W 4 o AEFRE T2 5, WA AL

SSL
%.

AR B IURAT R B AR IFAE 7 P A BERAT AR 55

DAIRHAR AR 12 4T )42 Cisco Secure Firewall Management Center () 5¢ 4 VF Al fRAS . RS2 AE VAL IS
1247 Cisco Secure Firewall Management Center I}, “SSL W& " B#i2EH . b, MVFrI1H Cisco
Secure Firewall Management Center iIRASANRF 53 A AN, “SSL BCE” K448 . a R HI
et A SSL e Vs 1] VPN, USRI T ek /- o203 FH s N ke A XTEAIE R, 32 (Cisco
Secure Firewall Management Center & EEF5Fg ) H (1) VPl iE SR AR KE%J

UK

PR ERIRE > FRIRE, IHOIEEgniE EUuE g o
FIR2 WL SSL.
I3 KA HBMERM SSL BEXT .
a) mlrARICALEIEER A& H, WA H OAE7E, WTmiE .

W FasE |
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b) M FRYIR AP ERT 2 ARE
o WMMARZS - FRIEAEZESERE VT ) VPN 21 i 48 A 7 TLS 3.
s REES - 8RN SSL B W24 g2 A,
LB 4 RIS EIER MR BT &L, AR5 sl an L6 B il 8 X S50k . A QTR B,
HZ T SSL W , 5 33 T
XL ETEAR P LRI ISR AT o REAS 2 bR N 10 B 2 o (e — 5%

PERS sl E LLRAF

T—F Mt 4
HFF BRE > ABE N middy BRE LUK SRS 88 21 Py 73 Bl (1 B 45 o

*F SSLigE
JE BT £l e A2 (SSL) BRI SrJ2 22 4> (TLS) X Kk H e FE % 7 ity I F2 1 7] VPN
R A B . ) SSL W E A N, & LINCE 7EiE L SSL e VPN U el 4% 4 441
FR I R R FH 6] SSL RRCAS I i B33

\}

R ERECE EHPL R B R DUELE %4 F (UCAPL. CC 5 FIPS) &M ~igsr, B &
FEAPL AR E AT RS, fltn, 76 FIPS T, 4Bt i B AR S FIPS (1)
DH 4 5. {H&, BT TASMK N, VPN FBRE AT

LELL R A B il B SSL W
w&E>FHIZE >SS

FE
7E YRR SS S AT AU BRI SSL hRAS- $5E A 78 AR SS w iy, g A e 4513 FH ) e /i SSL/TLS pis i
Ao B, FHAERREYTiE VPN WSS,

TLSRRAR—M N g R k£ LA~ TLS AR 2 —:

TLS V1 PE32 SSLv2 %7 v ) o - Hp i TLSv (B R AS)

TLSVIL1 Fie5Z SSLv2 7% ;v [ g I W i TLSv1.1 (BUEE = hiiAS) o
TLSV1.2 B252 SSLv2 7/ v I A - Hip i TLSv1.2 (EUE mfiRA)
TLSv1.3 F52 SSLv2 2 7w g JF W g TLSv1.2 (BB S flRAS)
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\)

ER V) VPN HY TLS 1.3 75 % Cisco Secure % )7 5 iAS 5.0 S B = AR

DTLS RRA—HRHEFTIE ) TLS hiiA, MR 4R k£ DTLS A, BRIATEDL R, DTLSv1 78 i
By 5 e% FRCE, nT DO H 5 BLE B DTLS FAS.

\)

ER LR TLS PhishoA = T e8s T ik i) DTLS WS hiiA . TLS F A SCRFLL S DTLS hiiAs :

TLS V1 DTLSv1
TLSVI1.1 DTLSv1
TLSV1.2 DTLSvl. DTLSvl1.2
TLSv1.3 DTLSvl. DTLSv1.2

DiffieHellman tA—M g hk 8 —4dl. 7] HEIA Groupl - 768 754, Group2 - 1024 i/ 15
44 Group5 - 1536 1%L, Groupl4 - 2048 itk 224 A7 FEEM A Group24 - 2048 fiFi%L. 256 1
2. BUAMEA Groupl.

#4E fh £k Diffie-Hellman 4B - )\ Mg kst — D4, W HIES, Groupl9 - 256 fiZ EC. Group20
- 384 fi EC F Group21 - 521 i EC. ERIAE N Groupl9.

TLSv1.2 B4 1% LA 345 () SR«
+ ECDHE-ECDSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-GCM-SHA384
* DHE-RSA-AES256-GCM-SHA384
* AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
* ECDHE-RSA-AES256-SHA384
+ ECDHE-ECDSA-AES128-GCM-SHA256
* ECDHE-RSA-AES128-GCM-SHA256
* DHE-RSA-AES128-GCM-SHA256
* RSA-AES128-GCM-SHA256
« ECDHE-ECDSA-AES128-SHA256

* ECDHE-RSA-AES128-SHA256
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¥  ECDSA H! DHE %% H A5 It st 2% .

TLSv1.3 B80T X PAR 2850 1) 37
* TLS_AES 128 GCM_SHA256
* TLS_ CHACHA20 POLY1305 SHA256

* AES256-GCM-SHA384

SSL Mt & 2 7] H T-45 52 BL4E Cisco Secure Firewall Threat Defense % 45 b 32 #HIRITMNMIRAS . 22434 il Fl
B

SRR - 41t Cisco Secure Firewall Threat Defense 5% SCRFFI T+ SSL GBI PMURA . 1T F It
BURAAT -

* TLSV1

* TLSV1.1

* TLSV1.2

* TLSv1.3

* DTLSv1

* DTLSv1.2

RERHN I BB SCREAN T SSL MR 2420 o

ARSI P A B HA VRS VR ATE, BROAE O R g0 “AR” o A BB 2 Revrn]
RIS, BUOAZRZHA w7 o BT LLE R R — R E T 10 2 e 20 -

+ All 35 NULL-SHA %5145 %14,
o Low fudfk NULL-SHA 2 AP 264,

* Medium 135 T %564, {ANULL-SHA. DES-CBC-SHA. RC4-SHA F1RC4-MD5 (X 2R\ s
i) BRrAk.

* Fips tl 4 i 754 FIPS %1%, {H NULL-SHA. DES-CBC-SHA. RC4-MD5. RC4-SHA F1
DES-CBC3-SHA. TLS CHACHA20 POLY 1305 SHA256 [:4k.

* High H{0& 47 SHA-2 N1 AES-256, FFi& T TLS MA 1.2 FIERARRAS.
* Custom f§H#E7E Cipher algorithms/custom string HEH 82 [ — AN B Z AN %0 . IR DEE AT LA
{4 1] OpenSSL 5 1 & SC7-4F Ho B AL A HEAT A T 45 6

TRIEIE/ B E X F - FIH U B A vk SR AU T SSL HER I k. A %A OpenSSL
IR FEANE S, T2 https://www.openssl.org/docs/apps/ciphers.html
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ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-GCM-SHA384

AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES256-SHA384

DHE-RSA-AES256-SHA256

AES256-SHA256

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-GCM-SHA256

AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-RSA-AES128-SHA256

DHE-RSA-AES128-SHA256

AES128-SHA256

TLSv1.1 8§ TLSv1.2 ANZHERI 24

RC4-SHA

RC4-MDS5

DES-CBC-SHA

NULL-SHA

T LUy S Bl A e 26 J &R ¢

Bk (RGHE

o

AT G AT AT B R R DL I 120 14 4%

BB AC B ) . R w] DL — ez i RIA B R G H B IRSS 4% . LUT B84 H A& d s LA

TR H A
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ARG H&

B R g H SRS 4 B HILERH

gL HEMRS -

PR3 H AR H SR U2 ORI AR A

SRR SR B T DI H

*& 11: ..B9R % B Cisco Secure Firewall Threat Defense

«7rze% |

SRSy S E R £ AIIMEDSY Lléz/i FEIT R HE G G TR IR B 5. s Bl
B R R F] UNIX £ &
ARG HEMRSEZHE #J%Eﬁﬁﬁﬁi#rh, R T PR B SO TER T R
A R HE R b B A )

E

Bl E X AR RGE HERFEE, EZSM (Cisco Secure Firewall
Management Center & FE¥E ) H 1) G RS0 HAEEHR MM, .

S5UTEDHE | #$HRESR BEEME
KHEE
WHEMAGIE | IR H &R E v 5 Tl Bigfrohig (BIFE CLI L& | PRIKE
TIRBL W2 | LI ThEg, nILA# A show running-config iy & 2 & X LL T fig
(i ARG R X EFEE I th. VPN, Hdli 1. DHCP g5 45
NAT %52hfg. Hd Vi RE HE NS5, HFHXEHES
IEAT ASA BAFI ¥eas BT AR RIS 89y ) AH R] o {H2,  Cisco Secure
Firewall Threat Defense N — & 23 A BRI 0] H T ASA FAFIITH S
FA ., A XL EME B, 124 AR} Cisco Secure Firewall
Threat Defense /2 4t H &V B, ML https:/www.cisco.com/c/en/
us/td/docs/security/firepower/Syslogs/b_fptd_syslog_guide.html. It
B R AR DA R 8 i LA B
R RS H R R E S O R R AT . e EIRFINAR | U [l 5 i SR
HORER . ARENGER, WHEM X TREZ2HNINRGEH | THEERE
&Y EAT (Cisco Secure Firewall Management Center & ¥ 4555 ) 1 | fl HEIEHE
15
(AW | RS H R RCE A Ui ) A AR NI b B () Hofth ey | 7 [ 428 1) SR s
Sl B PRS- RCEHR, W (Cisco Secure Firewall Management Center | 1 [ 3R fia [z
EERTREED) 0 BOE SRR Y, o X A S S, A0 | BREIER

FTUARCE 2 ARG H SRS a5, JF AT AR SRR R 55 4 HO T S AT A

i1 N 140 SN 7 (R o

TR EANE H bR,

B ARG H S E GO

F 12 RFEAEHEBELRA

&) FEE RS 152 AR

0 V) RGATH .
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B msexusar

R3S B R B

1 R 7 5 3 D RHH

2 "% PR

3 #ig AL

4 s L

5 T ER RN

6 e MELYES%.

7 ik CEUTEIES
PRI, (ORI RICS 0 H & S H &9
SAERAZIE, WITEN RGN

\)

AR ASA M BB AN R ENEZUN % (emergencies) R St H & TH

REHEHRIIE

BT AL AR R H G R, DMEACK R R 4 H A BAR 2R @t HbR. #ldn, T
K D 7 A % T A K T R G HE W BRI — AN B bR, TR S R g H AT R T i —
o RIEE A H .

FLART 80T DR LR 2P AR 40 H S R 1) 2t H A
* AGHEMNRID 5
CEANE T EEMA R R L RN REH LN, D
© ARGEH G R EEZON
* AGHEHEIR GHHT—ADIIRERO
CEANE ] T EEMA R FMF L RN REHENE. D
M GUEE —ANE B E A Y H BRI AT AR 2 T B AR A g SR 5. o, mT LUK B B s
o BB R MR E T B R AOE BRI B bs, ARSI A
GHEAIRAEN FERMANMRFEE L RN REHENR. D
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AR S EEAEN T g GER. MRS K.

AT DLE PRI R 8 H & S

o FRE AN RS H G B 5 AT E

* QR T BRI B K .
45 H &N BRI — N 2R 28 H G 2877k, M T RetEsihag. i, RIP
KER RIP B,

FrE RPN 24 HEH B EHRG HEN B ID S AH R P =480, #lan, By DALY
611 TP RS HEME ID # 5 vpne (VPN % /755) AL, 5 VPN &7 i D BEM SR R 48
H &M EJEE M 611101 & 611323,

UEAh, K2 E ISAKMP R 4% H G B EAT 2 I PIUE R AR T B UM BEIE o X280 G ARG T I i
BT ARG H S B AHGETESCA . WERAE A R 48 H S RN R A, AN 2755 € 1) heading =

value 41 & .
PRI HTSAnR
Group = groupname, Username = user, IP = |IP_address

Hp 2B, H P A2k E A R 8l AAA JIRSS 2 - 44, TP il e R 1) 250 2 i
55 2 SRS A TP k.

RIS LB S 1D YE

RIZRFAEHEBEMXKHER DS

x5 EX AZEHEHEIDS
access-list* AEEIE S 106
application-firewall* R~ FH Bl k&% 415

auth S 5k 109, 113
botnet-traffic-filtering* 158 7 X 2% 37 B i 338

bridge 75 BH By <k R 110, 220

ca PKI {IF 54 A AL 717
card-management* gl 323

citrix Citrix Client 723

clustering™® A 747
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£ 3 EX REATHEIDS

config R AT 111, 112, 208. 308

csd 4 724

cts Cisco TrustSec 776

dap BN AV 1) s 734

eap, eapoudp T M2 EAP B 333, 334

EAPoUDP

eigrp EIGRP # i 336

L F R A (G R 719

environment-monitoring® | BRI I8 45 735

ha MRS 101, 102, 103. 104, 105, 210,
311. 709

identity-based-firewall* FT B IGE IR KBS 746

ids UNEZoRERS 400, 733

ikev2-toolkit* IKEv2 T HA 750, 751, 752

ip IP HEfk 209. 215. 313, 317, 408

ipaa IP Hiuhik 53 i 735

ips N RS 400 401. 420

ipvo* IPv6 325

licensing* ]| 444

mdm-proxy MDM £ 802

nac ¥ 2% 1HE A5 7 731, 732

nacpolicy NAC K% 731

nacsettings Bl NAC W&, LW A NAC g 732

nat-and-pat* NAT 5 PAT 305

network-access-point* 2% e ek e N 713

np REP e 319

np-ssl* NP SSL 725
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x5 EX REAEHRID S

ospf OSPF 318. 409. 503. 613
password-encryption* SRR 2 742

phone-proxy* i fL 337

rip RIP # 107, 312

m GRS 321

scansafe* ScanSafe 775

session P2 106. 108, 201. 202, 204. 302.

303, 304, 305. 314. 405. 406-
407, 500, 502. 607. 608. 609.
616, 620. 703, 710

smart-call-home* Smart Call Home 120

snmp SNMP 212

ssl SSL H 4% 725

sve SSL VPN % /" Jif 722

sys System 199, 211. 214, 216. 306. 307,
315, 414, 604. 605, 606. 610,
612, 614, 615. 701. 711, 741

Fric A e JIR G5 BRIl A e 779

threat-detection™ R 733

transactional-rule-engine-tre* | 55 4% Hj | 5 | 2% 780

uc-ims* UC-IMS 339

vm VLAN Mgt 730

vpdn PPTP il L2TP 231 213, 403. 603

vpn IKE F1 IPsec 316+ 320, 402. 404. 501. 602
702, 713, 714, 715

vpne VPN & J bify 611

vpnfo VPN B 7 720

vpnlb VPN 1383515 718




Fans |
B esemen

£ EX REAFHEEIDS
vxlan* VXLAN 778
webfo WebVPN i i 7% 721
webvpn WebVPN F1 Secure Client 716

UL AR L Web FUIT AT IS, DME T OISR XS R R G L

IL,\]'E% /E y”J

AR AR B H 0 3 RN [ P v U R PR A

IPv6 N
« S IPv6. ATLUE] TCP 2E UDP &% R4 H ik
s ORI E H TRIERGHEMEO T/, SR IPve, JIF Har LUl 45 e N BIA R4 H &
IR 55 %5 -
o AERE I IPve HEAT 2408 5.

H g
HBCE EEPO A ERGHEIRSS. BFHBL LSRG H G, B, KA L
% Bt PR LR 2 4ok LR AR B FE R R A R, U AE A ] AN BRI F LA
KIERGHER

* R HEME A LIIEAT— N4 M syslogd MRS 25727 Windows $¢4t T — R4 HERS
o, VENILEAE RG I ALEG 77

* RGHEMRESAFE TR kK% ARG syslog-ng HEAEIEIT . 1 2] FHANTECE ST, 540 SecureWorks
1] scwx.conf SCAF o MRS S B AR . T ST SRR, 2 syslog-ng HEFEHE
I
%%ﬁﬁﬂ%%@u%i%mﬁm,Mﬁ%%ﬁ%ﬁiﬁﬁﬁﬁoW%Emﬁﬁﬂiﬁ*%%

mi%&ﬁﬁ,W@%Mﬁu%Aiﬁﬁ%,@%%%E%ﬁﬁﬂﬁﬂﬁﬁﬁ%%ﬁﬁo
Mﬁ*@? SERANA R H &l A H AR

o ARG TCP A AN, RASITITE RGHEMS 810 4 MER, DIHENBEARASE
Ko MREAL ARG H GRS MK EBRESWEEN B, IF HLAIFHER TR RHZ AR 55wk i K
K, ESH UDP.

o ANBERE N AR 0B R B g AN R R 48 H B RS 25 5 R0 2.
s TR Z T LANCE 16 MRS H GRS %

o AZH] LA I P B A o BIA RS H AR ST A . NOREIZBE A G BN IR 2 T LML BIE R G0 H
BRSSO LA ICMP AAATHE, IR R H SRR B IR 5545 . TR CXS BT ™




mE D gEnrgasasas [

EEOE H HEIC . ER LR HERS A0, EH RS H & 313001, 313004 F1
313005 AR

* HT R4 HEK UDP EEA S/ & B CPU B MG TC E 1) R 48 H S M55 2 B0t HEAH
Ko FEAEMTINZY, UDP R 4EH LN HERARSE T CPU BRI LL CRE B AR S H S o5 2% S
MR ETUIAT . W, 425 UDPIERZE RN IEH] TIXLeaih, BOAME N 2 208
R PRI Le 2 1h, ATLU A R, (RIS TP Ay UDP 38, mAME RS H

PIA]

© 2 B A SR TCP AR RS H SN, fERGHEMRSENREE, T2 RKA— ek
JABE

& FID K& RZHEHEILE

Je

2y W%KMEW%UKiﬁ%ﬁé$#(%WL%%A&$#)m%%ﬁi%

BEAGEH TR E . WS IEMN T 2RGS0 BB i~ 6 BE 5 44 00

L, W KZHFID V&

HRERGHERE, WHATUU N LR

FHIa Z Al

TSI H SR, 5 42 TP

UK

R RE > FRIGE , OISR B SR .

MH T EEERG B E.

m BEIERIZE (Logging Setup) L FH H &S, R FTP g av i &, IR A L. A%
TAE R, ES)aHH SIS A RE , 5 44 1T

mii BRIE23R B#rR (Logging Destinations) 1] LA fE FURFE H bR I H & d5%,  FEHR 86 Hls A H 1k 2
Al SRR H E R AR IS E . AOCTEAE R, WES A H &k HAr . 3 46 1t

WA HTH &S5 B A REEE % H AR E

R EREIZ E (E-mail Setup) LAFE & FAE LLIREEIE R 26 0 R 4t H o S Ys sk iy s 2k ik .
KGR, ESHE RS HENEREAMANE , 5547 70

M EATIR (EventsList) iJ € AR P E SRR ID 1 B € XF5E . R0
FEL IESHAE A FEAEK , 547 T

AT RFERHI (Rate Limit) AT 45 5 A28 2 BTG TS & (1K) H R B8R, I e OBk Ho oy e 3 % R
FIMREE e TS . B RVEAIE B, 1S R H R g H G B ERGE %, %4mﬁ

Ml B BEIRE (SysogSettings) LLIE & H &0k 350, 5 FH Nk R &% , IFJA Al B E LU IR
KR EN—NREHER . HXREHNELR, ES @m%%%afu% 5549 71




Fars |
B eaTzesursasnam mpme FagE

FER9 miili R4 BERRS 25 (Syslog Servers) DU A i 5E 24 H S ik H AR R 48 H G IS5 43457 € 1P Huhik
RIS A8 A X, A7OGEE R, WS HICE RS H GRS, 551 0

ERTREEHARGEHEHEEMN BIEE FEIRE
AT WRRER . AR N LR RS R AT

w& > THIRE > BMHENIRE > R4 A& Wi A HETR B RS H S B EE T 2 gt
MARGHEHR, ERZEHEN T5HRG2ATIROUN AT I HAFIE

LR & EEH T L eF MM REHEN R
s BEIEFIRELI k-
s %1% EMBLEM &R REZK AL

* R HERIREEIR:
« ERGAEHB BB R ER
o BB BiAg =X
- BRAZHE®RE D

* R HEMRSSBRILI
c RMARFHERSF R LR (LLLCHEMRSSHIR) ERPTH L.

ERBEERAEEERLE

JAM H L FIF RO EIEA B E, MRS B i R R H SR 808 T LU A7 B F TP
55 % b R4 U D0 AN M o DX I (A i 7 e 0T DU ORA 7 R s Bl Ja o Fe kAT
BeAEe B, W LU E AR I Ry 8 R AR 48 H ST R BT IO ER A, N H S S ICE s FRd %
ORA7 BLAR SR DAREA T, s A R o T3l e (O JRIA BRER S T

FHBEA AT ARG SR
Je

B WRENE R USOR A R 7 (BIUBERRMARFE) WARZGEHGHE, K2 8 g
FAERENGHTREHE. HEHEN T 2af R HEH R BIBP FEBE . 28 44
T

~

B2

TE kS RE > FARE , JFEIEGRIE BB S
T2 ERFEFHE > HHERRE.

W FasE |



pREseesnasseE |

P$E3 PHHECRIHCE LA HEIC R BE .

* B BEIE X (Enable Logging) - oA B A1 4 it FH A 1 1 & 4 H &l .
« EWEYIIRERIEE EBRBEICE - b BB A & H B (i) B HEIER.

* LLIEMBLEM 8% £ ZZHE - M MHEEFEHAREH EMBLEM K H &2 % . R EH
EMBLEM, @7 Hf UDP Tﬁw&l@’i%ﬁ A4 HEMWNE, EMBLEM 5 TCP A%,

iR RFC5424 k430 R 40 H B SIE W SR tie i (PRD o (HA&, 7E & FEtrp
A 918 15 | Cisco EMBLEM #4201 H 75 uﬁlﬁ 2 WoRFEE W B 1 RS
VAR PRI, 4% PRI MELE R, 1550 RFC5424.

* KIEWKXHEBMEA RGBS - K MR FE B R G H AR WA T s, )
FEHE P AR E R REHEHE. Bk, ZafimneE, M\fﬁf?ﬁﬁ%JALFﬂ%E LR IR
Eﬁﬂaﬁﬁﬁ?% ARG 5 H SR GO H AR, ARG H A S 9552 711001,
ARG HE E’Jgij\El AL A T

s HERERRXBIRIFERN - TR EA T HECSEEMN XSO T, ¥R H G0 BTSN
TR IR ARG, B . BRIMMEN 4096 715 TCEUMO%@J 52428800,

FRA (WD) BUEHR ARG HEN k3] F .,
a) JEIT ik B & R Cisco Secure Firewall Management Center (Enable Logging to Secure Firewall
Management Center) & i%HE/5 ] VPN H&id%.
b) MBEZIEFERA (Logging Level) FHrd k£ H G il B R4 H & ™ =k .

* VPN B 1 H &l R B BOA R E N $EIR -

VPN bR R 5E H AW e /e & H b0 BRI 2 1058, Bltl, TR T ek 1.
Uesh, /\%‘“ﬁEETEﬁJH mi [0 B RE YT ) VPN ¥4, B s BOA H 38 TR VPN & 48
HE AL R B . FATEE UK H S0 S G0N BB S8R VAL, ARSI RS H S
ZHui e B R, JCHUR AR M2 A B RAVPN 15 LL T o

A RPONIE R, WS EE ), 5 37 1.

PTG (n[iE) WA SE 2P X B H BRI X N B ARAE R FTP R 452%, IR E ZIRS 2. faaE
FTP R4 %315 B .

* FTPBR% 2842 1M X [@ 4% (FTP Server Buffer Wrap) - BE7ESE X A 289k 7 o5 2 Wi HoAR A7 5 FTP
J4s 2%, 1L A HHE T DL B P N B H RS S . EMIER FTP AC'E, 5 I e etk
Tt

o |P btk - EPEE S FTP A4t 1P Mok i E N Z8 % %
* R & (User Name) - it N iER2 3] FTP RS s B I H 1 44 .

o BRIZ - WA T FTP AR H SR AR, 2200 X ) 28 N ARATAE AL

* HHL/HIA (Password/ Confirm) - i A FEAfIAH X U7 ia) FTP 5w 0 H P 2 3547 5 40 B0 AIE 1) 5%
W,

PER6 (AL WIR AR SRS X 2 HR G S X A B R BIN AR, 15T E N KA.

© TF - BLEGEMN X N A o 2 PR SLORAT 2T, TS RE H EAE .
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Fars |
B =reziezer

« BRIERFERZRKXAEKX/) (KB) (Maximum flash to be used by logging [KB]) - #&:& i T-H
AR INAE AL i e k23| (L KB A7) o 5k 4 & 8044176 T 715,
* ERES/FTATE (KB) - fi7€ BAE WA PR B 5 T A0 (LLKB AL o JEHy
0 % 8044176 T- 7.
TR HdiRTF (Save).

BRI, SR DA AR E > ARE K SO A E 2P U B AEMSE AL A, AR

BRBFEICKER
WU F i E A B A 4 AR B T ELRRIS, 500 ¥4 E B LU 2
Je

Ron UUR B BB URE A R L e (BIINERM AR R MASHEHER, WAZHFTD Y&
BEAEH TR R WS HEN T 2R G H SR BB 8 80E . 2 44 T

UK

TR R RE > TFRIRE , OIS BB S
TR2 EFRFHE > BHEIERBR.
B3 pUdnR LR H AR I H Al st g ds, s BT Hbx.
SR A AL HRICRBAROSIES, B85 H AR RCE T H i IE s
a) fERFIERBRR MusRT, SRR HAR. BT LR AR QI — Nk igds: #HIE .
HEPE AEBZ X . SNMP BaBlE. SSH 23l Fll 32 48 H A ik 55 4

R FEHI G A SSH 231l H &l A 7Ei2 I CLI b TAE. %A system support
diagnostic-cli.
b) TESRMRET, KPR N TR PRI B BT 2RI D 2s
AT DASC B IX Le L R s«
s EFEEMRIE - R EMERON  HEZ) BSHE v O (R 2 KL B H AR

c EREHTIR - PE GRS MFITESIER . /ERHFISR (Event Lists) Ui E X 448571
o

* ZFHBAFIER - BB E AL R H AR,
¢) WEREONEEAS ARG ES, W AARRMEL G eSS, s LA uE S, R
PERAN FAEGON LLRBNZR I S o i E LR I8 &% o
ARFRIUN, SRS HEHES, 539 1.
d) sihE-




wrgassesxamrss ]

PS5 L RTE (Save).
VRN, S nT LU R ERE > ERE IR SRR B BT AL W . ESE T2 5, WA AL

BRFEHEEERZAMEER
S BB R B P IE5 A  FR 2 B P ABI
Je

R RS BB USOR A R g At (BIIEEMAR R MAZGHEHE, WAZHFTID Y&
BEEAEN TR WS G T2 f e R G H AN RN BB - 6 B, 26 44 i,

FrIaZ |
* 7. SMTP R4 45-F- & W B I F LS SMTP [l 2%
< A BRI E A RS , 544 T
* oA H A H bR

UK

B G RE > FARE , JFQIEagmiE BB S .

P2 EPERFERE > BHRE.

P 3 FRE AR LRI 20k 1 FR 48 H A& B s bl fry s 2l

FEA 5l Add UG E 1R ZE H G B E s 2E ket A

WIS N NRFR PR PR E LA N R G H ST B E
FT HARME AR IR 2R 48 H & i S ™ B 828 25 3 BUR 1% $i 58 7™ B PG RN 5 v 7 5 PG 19
Boo FRYONMER, WS EIEGD , 5537 I,

P 6 SEHE (OK).

PRT R TF (Save).

VRIS, fnT AR AR E > ARE T K S 5 2 P LM B o AEME LR, A L

tIZBEXSEHII%R

FHAFFIRRE A FE LRy, BT LU LN T H S HAR, DL IR RUE 2 H br .
M, FUNRH ™ ORI I F AR, HAT DG SRS MRGm S0 SRR BAR AT (ID)
At DI ERR R -




Fars |
B mazgsnzsssmes

I [ XFB R WD . (IR (Event Lists) AN H @ XA, AR5 F5 %45
AR BHR (Logging Destinations) ' 2RI AL H AR SCH LR Iii%

Je

Ror AR B B DURE A R (BIINERFINR R MARZSEHENR, WAZHFTD V&
BEANGH TR E . S HIEMN T 2R E ARG H SN S0 B 6 a5 44 10

UK

SR L RE > TRIRE , JFOIE o B S
P2 ERRFAE > /IR
T3 BCEFIIE,
a) AR AL INET SR s A LA 1R
b) EBIRTBUTHIAFIIIRMATR. ARV .
) EMRAEMEM S IO VUGN E, ST EM BRI & H .

ARARNGER, HSHAGHENEX, 239 ut.
ARGHNEE, HSH™EEGON . 26 37 0.

FACRAERAE RGN AGE ] T WERICE 7RI, R Sad X I, A LA
Ho

d) A ESmEE R ID WA N R, TEIEFEE R 1D (Message ID), Jf¥s nsldw i 1D,

AT LU & 45N ID JE I, #1201 100000-200000. 1D &N A oW = A F v fa]
WL BIThREE R, IESRHAZHENES, 5439 0.

A RFHE MBS, S Cisco ASA R HEHE.
e) Ml E RIS,
$IE 4 il BERICFE B#R (Logging Destinations), 4R & s Il g v 4 F ik g 2% 1) H A
WS H &S HAR, 28 46 UL,
IS AR TE (Save).
UER, EATLAE R ERE > BB I IS B A BC M e & . 7EE T n, A A2

R 51 7t FI G B R

T LABR s 422 ™ B 2 ) 5 G ID ZE R &t H RS B R o 0T LI R4S H L sk GO A A &
g HAGH L 1D 458 PR IR W RBEE PR, W% 8 AR 40 H S B ID R



http://www.cisco.com/c/en/us/td/docs/security/asa/syslog-guide/syslogs.html

nEzasgE [

Ron AR E B DURE A R i (BINERFINR R MARZEHENE, WAZHFTD V&
BEAEN TN WS G T2 f R G H AR S0 BB - 6 BeE , 26 44 it

UK

T % I&E> TEIRE , FOIE i gy g .
$IB2 RFERGEHE > RHERE.
HIB 3 B RGN BRI A, 1 AT BEIERR A (Logging Level) > A0 (Add) , RJEHCE LT
T
* BEICFERA - BB R HIHRAEEESON . A REONE R, ESRM™EES . 537 1.
o HEE - 7E4E e R BN SOV FE s 2R 1) B o A
* [BIBR@ - FER R IV B T AT AN
T4 HEHEHBE (OK).
PHIBS Ty ARG H G B ID BREIISAEE R, 15 ARG BERS (Sysog Level) > R0 (Add) , 2R AcE
DL 3% I
s RGHEID - BERFIHARK RS HEWNE ID. ARFEMEmS, HS IR ASA R4 £
ZHEWHE.
o SEHBEY - 7EFRE IR BN SSRGS R OO B
* [BIB@ - FEHUCR R BITH RS A AT IR
HiE (OK).
R RTE (Save).

SRIN, T U 2 808 > BRE A SR 8 B P A e AEARE 2 In SO B

A e
g X
~ o

Sk Sk
8

RERGHERE

ATDRCE ARG H SR E, RE BRI IR B R G H GRS 4 10 R 48 H ST B b i %
ARB s F55E RS DT BRI R $8E  Reveas ID WS AR B s AA A B o B ™
FVEGON: LLAEE AR E T R AR

TR B e A LURIE AT R e il (BIUnEEFI AR F ) MARZGHEHE, Mol bl
WEATEHTXLEHE . WiEZ6  (Cisco Secure Firewall Management Center 2 P45 R ) H (1 & H
T AT R G H ST R BB T & BOE .

UK

SR L RE > FRIRE , JFOIE o B S
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Fars |
B ==z48024s

FR2 KKEHRFHE > REHTRE.
PR3 RE NIRRT R G H GRS A IEFZ AR SO BRI R 50 H S Bt

BRI N K Z 8 UNIX RS LOCAL4(20). {HJE, W MBIt =nl &, Kkl REms
BN RS0 H S A .

BRI 5 52 %, MR FHFEEN B PR ERIEE, 1SR (Cisco Secure Firewall
Management Center & FEAE ) H () 22 FF 2 40 HE W B P 1w«
SE4 ETESNRFEAEER LERREBSEHE, ORI RS H RN ARG B H IR ).
SIS P RGH &N BN R g
* fE45 (MMM dd yyyy HH:mm:ss) 4% 24 R 40 H & B R 2
HEREL I RIS U, T EASTRRIIX, I X424 UTC.
* RFC 5424 (yyyy-MM-ddTHH:mm:ssZ) il [l RFC 5424 Z 45 H &A% s0h H8 5€ 1 1SO 8601 i i) ks
o
WRERERFC 5424 4550, WISTERENI IR BN “Z2” , PAfR7s i @ H UTC I 1X .
S 6 WA N RS H BN BRI AR RS CeRBpiCEEN BT, WiGkh BR A% RRE
£ 1D SEHE, SRIF1EHE ID 2%,
< O - R ATIER: O TP Huhl, TES AN CUR G R . EFAR I O 2 A X, 4%
DX 3 DA ZRUSRS BE—F 1
* AREXH D - [FHNEN A TZR R (R 16 MR .
* ENE - WHERA A
i “RGHEWHR” FRE ST R4 HEHEMBIARE . ACHF RSB RER, 4%
S R AT B R OU) T DAE e oy P T R T, s ) DA S R A
BRAKSOL R, B Netflow, JFERF BR4H.
a)  ZEIA Netflow MITLARMI RS HEMNE, ik Netflow ZEHRZEHE.
ey LR EN SN (ke I HANRMENSSAY I ES REE
iR R ILA AT 2 R G H G D Tz b, WIASS 7 o5 I B

N
>
~J

b) ZEIHRLN, SR (Add).

o) WURA IR BT ACE, WIEHEARGZBEZ ID MhusR, A5 MNBFIEREH Fhr
BZIES b2 5 T P TR | e pi 2 1 1D S M D S S Y B i R NS il G X 7S B S
ARE R, IR FEEE, RO I A7 Bedk AT 5 2.

d) s RE LU LA I Bz R

T8 iR TF (Save).
SRIN, T DU 2 808 > BRE A SR 8 B P 0 MR e AR 2 e, SO B
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mezsisnss

T—%#ita
© EEBCE NG WS A E

BB A% HER S5 28
LE RGBS, DI RG ARG, WAL T DB,

IR B IR G H S S5 S MCE M AR F AR s iE, RNIESHIEN T L af R gH &
TR BB B BCE R 44 T

)

ER AR 7.4 RSN, AN CREIT . WA RG H GRS AL SNMP EALIT & E LA
PRARE IR L, W20 & I B ARG IR B A AR & BB s (7.3 FIEE RS, A
BTSSR 7.4 BB .

FHia Z |l
* WS P H RN, 5 42 TR REDR .

o T DRSS IR Ve mI LA D9 3% Vg ) S5 1) R e H -G W

iz

TR L RE > FARE , JFQIE R BRI 5%
T2 KIEHRFRE > ZEHTRSH-
TR 3 WERARATAE A TCP PR R e H S A5 48 G . WL R G B SRS B XA R IFRA AR ER
B R SUHE, DLV,
pE « BUAGOLR, BLIESE M. BRAER 2, S4B kUi WA TCP R4t H Sk
Sras iy, PA TR SOVEIE I JU B B o e A HEATIERL

o {5 BB BOA 6.2.x BUEARMCA T 25 TCP A4 BERS XA, RIFAPR
S/ LI, HEETHREBRAR 6.3 B mIRA S, EURRAL TAAMRE . #itk
FaRME,

« FEAEFIBLIETR SO, iR PICE T 24> TCP R4 H GRS i, W2k g
A AT ) 2> — AR SS A%, WAV it . PRI, 4 e BT A TCP
ARG H SRS AL, A NIRRT Waa Bl T REHE, fiid
M B U AR 2 R ARAR T A

$FTD-3-414003: TCP Syslog Server intf : IP Address /port not responding. New

connections are denied based on logging permit-hostdown policy
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B ==z40xms:

Fars |

$IE4 EEFIAR)N GEE) (Message queue size [messages]) 7B 24 R 45 H & IR S5 oe B 42 4
N T AR 2R 48 H B BB A K/ e e/ MEA 140 R BRMEDR 5120 $/E 0 T A
FRECE T S HEBL (2] FHERN A 3D

IS L E W BASIRANE, EMSEEIIFSBRGEHEE R, Eae BRI, &%
0 E AT RO B A7 . A show blocksfir & T il 4 i W AFAE TR . A7 k& KR PRI AR5 R
iHZ W (Cisco Secure Firewall ASA R3S % 1) o Wikt 2, 55 0R TAC BER.

FES AR (Add) BLZS g &= 40 H S g5 2s

a)
b)

d)

f)

FE 1P HesE M a R, RS ARG H RS 4% 1P HuAk 1 2% AL .
PP (TCP 8L UDP) , SR AT BB A e 45 55 AR 4t H Al iRk 55 a2 TR (14 3 15

UDP [t TCP 4R, JFHAEW & LA B s b,

2RI\ UDP &t 14 514, #455004 TCP F-ahlc & i 1 1470, AT — W5 SCEER i D {E R 1025
% 65535,

% Log messagesin Cisco EMBLEM format (UDP only) & ZEAE LS & 2 75 id 5% 8RB EMBLEM
RN E (INAEERE UDP AN RS0 B A WD .

iR RFC5424 #6202 4 H BN SIEF Bon e i (PRD . {HiE, EFHpLf,
17 24448 )5 ] Cisco EMBLEM #& 20 H &0 sk, A4 Bon32 8 shBhi R4 H &
WHEFH PRI{E. H% PRI FEEN{E B, 1EZH RFC5424.

T EARESRGBEEEEMNE, LI#H SSL/TLS over TCP R ¥ 5555 IR 4528 2 0] (& Bk AT s
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R WEEERE EIALF BAREAKHEE LI,
s XSS ERED (Security Zonesor Named Interfaces): M B FA X1 (Available Zones)
PP B, ARJT SR IN (Add). 838 T LAV N R4 % 2% B n 2 1
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* Floating Connection - 4 /N W 25 A7 BATANFHRFR (1 2 ANt RGE&Al HE LA i Fa br
BEERI M . 0 A A AR R, B I TR DG T, AR B A i v B
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QS by pH AR R 400 HURE ISR PAT Sty I RN #:, (8T e AR BA EE i, R DAY i 2
7E A& T REAT AL T TR IBCIR A

* TCPRRIEEL - S5 EA MMM IR0 EF =S W TE], ZEANAT 0:0:10 £ 1193:0:0 Z |1,
BAOEN 1 73%8 (0:1:0).

* ARP #BR}-ARP R ERZ [AIMIFLEL, M 60 3] 4294967, ERIMEA 14,400 F2 (4 /NI

TR A SR TF (Save).
SRIN, T U 22 808 > BRE A SR 8 B P O e AEARE 2 e, SO B

I E 7

A7 A 265 I TE] I EL (NTP) IR 5544 Rl A0 e 26 LRI pisd . d iSRS A5 B b FEAE IO T AT 9 1
FCE A A — & NTP IS5 @ 10 A B JEUBMST 8 B4 MBC B AONTP IR 55 4 AR TR o 4 2R
JEUBSITAEN E E AINTP R S5 & 1 TR DCE Ul Wty A Ly A2 I A

W4 SCFF NTPv4.




wiaas [

\)

AR W ZLLE Firepower 4100/9300 HLAR L3035 ibpif, WL 204E Firepower 4100/9300 AL 1Al &
NTP, LMERBEVFANIER AT, IR B MR AT IE S N L. %] T Firepower 4100/9300 HLAH
ARy, NAE FHARF ) NTP IRk 55 45«

FrEa Z |
o WERIE GG BUP B AR v LATS ) 1 — /N B2 N NTP B g5 s, 154 &0 B RS (System)
> Fg & (Configuration) U [ B A i a] [F] 25 e B 16 2% AR R 9) NTP R 5545 .

o R T AN Y A ED B NTP AR S 2845 B 0 I F A I i 5 43 56031F [ NTP IR S5 2845 B ry,
DU F- 48 (R W 46, AN F T W Nl i BEA T S 0 SO AE O NTP IR S5 # . (FLAEF Wb A 5 A Hl
Lr ABIF] ) NTP RS 2%, {HH NTP &8 AEH S 5E. )

o QR HR £ TCTE VT ) NTP AR 45 23 8IS AL R HE NTP R4, A ZfdE H DL R R HHitie
BB BRI NTP 2830 .

UK

T EERE > TRIEE , OISR PP
$18 2 HPFETEIRE (Time Synchronization).
SIE3 ALE LA R LT
* JBId NTP MBAEIAR L - CBRILD o FEE A M B0 OB NTP RS # (21d S5
[¥) NTP 25 25BR4M) SREURTI), I H 5 IX LIRS D I 1) o (DR, G S /2 LU R AT — 4%
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%/ DNS fRg5 284 . FIXEL DNS IR 4528 4R AENT XS A [ DNS 3k fgigsk. #ltn, #rges—
MER AT DNS RS 2SO HRER A, H TS5 HEEMNER. K5,
el DIRCE — Nl ff 2, DURBE 58 DNS ARG 28 F T N Ei &, 9l
5 example.com 3k T EAL TR &R, BIUL, {#HERHR P4
5 FQDN [ 8 H A3 DNS RS 24T T, 15 A LIRSS 281
R H AMH DNS AR 4525
BATHE S T FE&ARE (Platform Settings) > DNS T [fij .
W28 % %S HTTP. | 7.1.0 7.1.0 AR, AEBI BT 6 B E S P S TP sk, w] DS AL EHLER
ICMP F1 SSH “F-4 % XK 8% 14 W) 288 6 552 1 D9 488 6 5 4 o
e TEE A R
TR EZEFIDNS | 7.1.0 7.1.0 SINT H T8 e 2e 48 BB T B Uy ia) i m] LR T3 ki #T 79 7T {5 DNS
MR 5525 R 55 25 (13 T

FATT A 0 A IR I U ] PG 52 A5 AT DNS IR S8- 288 I T — /M
Hi+: &% (Devices) > F A& E (Platform Settings) > DNS> Z{51E
DNS PR %588 (Trusted DNS Servers).

ORI G BB




B scszwmeis

Fars |

TIRE =K EE | RIEK B |HF
s R i
X SNMPv3 H i |7.0.0 7.0.0 B AR SNMPv3 F P () MD5 543 56 UE 559251 DES 1% fERRAS 6.5
MD5 5 4356 1F 528k W e A . W SR AL RR A F MDS AE 5L s DES In# 1)
DES I 0°F & WE L SNMPv3 I/, T8 2 6.4 ok S8 L R A B e iy, U aT L4k
B FIEAT 7.0+ BUAS BRI ATIRAS 6.7 B F A (¥ o D17 480 15 46 A FH I SE FH P o (H, 46
) B B4 B 4% ToVE G X ST P JE 5 B MDS5 5% DES %%, tBJ5i%4# 1 MD5 5 DES
BEERBNEH o WA ) 4 B A BT IS AT AN 7.0+ (1) J8
B, U MDS 54356 UE S8k DES i k) SNMP v3 I/ i) iX 4%
JE DB A BT 1 SRR R
FrME SR B %E: 1R % (Devices) > F&1&E (Platform Settings) >
SNMP > E# (Hosts)
LR E: E i
S SNMPv3 I 7 (124 | 7.0.0 7.0.0 BAE, BEATLICh SNMPv3 P IR B SHA224 B SHA384.
HdiE SHA224 B Brias I R %E: 1R & (Devices) > &% & (Platform Settings) >
SHA384. SNMP> B/ (Users)
YRS B
52 WA TR X 6.6.0 6.6.0 NFCE AR AN DX, DU 5 I 1 S s
HEME S bR 1% & (Devices) > &1 E (Platform Settings) > Bf [X
(Time Zone)
YRS BB
5 5€ T SNMP i {5 1) | 6.6.0 6.6.0 R IIAE T LAE R FH 170 18 4% R SNIMIP 85 B3l 2 B0 AT 0045 1) A0 B 11 o
BN B S B 1848 (Devices) > FA1RE (Platform Settings) >
SNMP > E#]l (Hosts)
B S R S PR Y i il
i SNMPv3 ] /' {24 | 6.6.0 6.6.0 TEILAETT LUk SNMPV3 P IS 1 B SHA256.

kR SHA256.,

PGB bR %E: &% (Devices) > F &% E (Platform Settings) >
SNMP > P (Users)

SCREE G U A




roiganneies [

I &E =K BEE &K |1FEFE
s B 1
B fE - SNMPv3 [ 6.5.0 =3 BAVABUEAEALE g Bt 32 % 5% SNMPv3 H i F MDS 54y 5611
JH 7 1¢) DES s i 559280 DES I, RUMIX SRk 7 o W i B s 6.4
MDS5 G356 IE L O ZATHIRRAGN G A H MDS £ 43 56IE 5775 5% DES % () SNMPv3 H
. F AT DAAR ST IR S o HE, STV gn X e ] IR AR MDS
o% DES #&'%, WIidi ] MDS 5k DES ¥ & kG188 1
BME I b4 8% (Devices) > F A& E (Platform Settings) >
SNMP > i P (Users)
RS B
TCP #4: H &R %4555 |6.3.0 6.3.0 YA TIEVT AN TCP R4 H GRS 4s iy, TSGR B
PN, VR P I JUpB AR £ AT . BRUEDL Y, SFERETH RIFRPIREETCP
it ARG HERS [ RFAMIBEE GRER) EmoEH.
PRI SSH s ik 6.3.0 6.3.0 I SSH Uy ATAR ¥ 4 T IE S IR ARG S RN, &k
% SSH £xifi.
b SSH I A & 47 | 6.2.3 6.2.3 IAE, AT DARC A0 5 43 B0 F UE X8 LDAP 8¢ RADIUS 1) /iy
BOAIE BT SSH Uila) .
B AS S % 18 & (Devices) > F &% E (Platform Settings) > SR
B4 364 (External Authentication)
SRR IR S P17 UK i
% #F UC/APPL &bt 6.2.1 6.2.1 Al LA CC #X8 UCAPL £ N B e & . 3 %4k
P HREARIUE A% 55 & e 2 U P 2ok . A Gk B 2D BRI
TEAE S, WS B A E SR B AR IR G ™ b IR AR DG HE ]
PG R4S & & (Devices) > A& E (Platform Settings) >
UC/APPL &#i1% (UC/APPL Compliance)
TR G AT 3
FFREfE N\ VPN [f) |6.2.1 6.2.1 BB AV £ T e B 7 (SSL) MMSURAL i 2 224> (TLS) %K [
SSL # # o TR P i e Rt N VPN B S He 22 A SR . 8] LA B e 3

1 SSL Iz #E VPN 2 A A% R A1 2 1 s A 1) SSL A AT 2 55
.

PG MU R 1% & (Devices) > &% E (Platform Settings) > SSL
B O PR 17 i ]




B scszwmeis

Fars |

Thie RREE |REEM |FHE
Al ol
CUIERIE A T SSH #1 | 6.1.0 6.1.0 T S LA S A A BT ), PR SRR P A ] SSHE AN
HTML {585 4 5 HTML Vi [l #ds 8 H. jehh, Baen] DASFAEH] SSH Vs 2 Wrk 115 1
i AEREME AT H SSH Vs @ 45 #E 4 11 (G A== [i) — 43l 1) o AR,
IS HFFANER B BAE A6 T SSH A HTML V5 R i2 Wi A2 11, [A]IsHY
SCREAS I P 5 0] 8 B
FrAE MU ESE: &% (Devices) > &A1& E (Platform Settings) > SMER
B4 I8 (External Authentication)
EEE G B
Firepower Threat 6.0.1 6.0.1 SINT I ILEE.

Defense Y ¥ o

PGS B %E: R (Devices) > F&1&E (Platform Settings)
SRS B A




HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



