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UDP/5060 7& NAT64 ok NAT46.
CAERE) JoH#AS PAT.
Skinny (SCCP) TCP/2000 T4 JiE PAT. s
JC NAT64. NAT46 5{ NAT66.
(BEHE) oS PAT,
SQL*Net TCP/1521 T JiE PAT. Fep
(A 1. 2) J& NAT64.
(EEHE) JCift 4 PAT,
Sun RPC TCP/111 T JE PAT. &
UDP/111 & NAT64.
TFTP UDP/69 J& NAT64., 2
SRTE) JLif4s PAT.
NI 57 28 TP bk

meiities i
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| EREY

Kz F MBMEI RS, KO | NAT BRI BT INFL
XDMCP UDP/177 T4 & PAT. A
JE NAT64.
(EEHE) JCif s PAT.

FQDN H 5/£ 0
fnT LT 58 4B 2 844 (FQDN) W 48 X6 G i A A& TP HhhilE7E T2l NAT RO 45 e 4 (W) H
Hlo lhn, %] IR RATE www.example.com Web R 45 2% Ft) U & G 22 JE ) .
{fH FQDN K}, FRZHE TR Atk 3R HE DNS fi# 8T -4 5 NAT B a0 5 A H 2/~ DNS i %5#%
A, WRGE AT AR, R I B4 AR Y. 413 Sk itk . an A DNS k4548 3R E 2 AN
bk, A ik 3T DU 4
o WIERSEAS IS Fe e B AL T AR 09 _E, TR izl s bk A7 T AR R 19 L,
DA FH 0 [ ) 25— A Ml

o BT VR RN L B 1 H AR TP 2B AL ARG D . B, G0 SRS K5 sk R 1Pve, ) FQDN
X GAZFR T TPv6 AE bR, an B J5 (1995k TPv4, WUl FQDN X %] LA$E & 1Pv4 X
IPv4 F1 IPv6. fEIXFIEHL T, WiE$E 1Pv4 Hulilk.

ANBELE T T3 NAT H M 284 40,75 FQDN %% 7F NAT 1, A5 k8 ] FQDN %1%,
H A AN H I BN TS H TS NAT B,

Wt FQDN JCykf@t A 1P Huhl, WIAESRAS DNS ffE#T 2 Al iz A A AR H

H {th NAT AN
o XFFAE A IMRAL R e 1, 8 T B R B T 4 S NAT B 80 Mz iU 11 (BVI)
ARG 405 NAT B

o TEANHE Ak TR VPN FRAS T I RE AR G B2 11 (VTT) 4w 'S5 NAT SR . hy VTI 34 1 4 S A )
AL NAT T VPN BgiE . 32455 N T VTL il BEEAL 5T VPN IR E 1 NAT S,
TS “ATA] 7 VN1, AR REWIRTR 2 11 44 K .

o (UFRT A3 NAT. D AU s e G SCHRAS NAT B, i B, BEAS K Sl E 2 A
NAT BRI, )55 22 G il AN [R] 42 Bk s /] — 1P Hbhik i) 2 S0 4

o WERTEEO e X T VPN, T FNES ESP Mt A% NAT UL R . RS fRir gt
SLF) VPN FEIE ) ESP i i, 1 &5 S BEIE A S . SEBR HI3E AT ESP A1 UDP ity [
500 Fi1 4500,

o W RAE Y 37 PAT W2 )5 158 4% g i 58] VPN, LUE UDP % 1 500 14500 A4 52
B FH Pty 1, A2 PAT ¢ 2% i MR o8 RS IE R o WY 5 oV RS 22 A2 5Bk (SA), IR AN
I I Rt 1

| R
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© WERFC NAT RO, JfF HAVEEERF U Fe Bl N 5 AT NAT BCE, Wa) LAE# % CLI
f#J clear xlate fir NG FREEHRA . SR, 175 BRI BB T T A8 e 0 1) 224 i P A 4

I SR N Y T &R (1 VPN BEIED B NAT RE0), D5 2448 1] clear conn k£ 11
R WA, ZREFTEOERNAT G NAT B, HIER N IEHPIEAT NAT,

\)

ER WA MERENAS NAT B¢ PAT KU, AR 5 AT H 55 T3 R0 00) e b k- 5025 1 i
ST IO DRI, R SO AN HEN, 2 O B DG I () i
FERSEN, s cear xlate 2% clear conn iy &KX Se G . I
R3PS Tt e AR 7] R M B AN iR & 224 1ML

* ANEEAE T RN AL S IPv4 AT IPve sl 4L, W R RE R FhSR AL gt

o NAT P AE I M 28 X ANBEAL SRt 131838 /N 1P M, Joid e i aCik Bt A & e bk 1
e G L SO 31 Rt 51173 93 SR N R e 5 E PP 1SS E 5 NP 2 T RER SR N F S W 8

o (PR T30 NAT. ) ¢ NAT FU b4 ] any 1E 0Py, “4F47” Wi (IPv4 5 IPv6)
(5 BT . AT B5 004 IPv6 25 IPv6 BX IPv4 %5 IPv4, IS M ¥ % A BERT B A0 3k
17 NAT; 5B AT HE4ctE, B it Be & vIafe NAT JUUH (6 any (18 B, o s
CATA” BN IPv6 RS AN, FLiZ AR 55 %% N TPv4 HuhE s, U {EAaT45 “ATA0 TPv6 i ” »
WIRBCE N ATAT” B AT (RO, JF EoRIR B 28 10 TPv4 Mk, WEAAT$s “ T4 IPv4
TR, AW Dk R H bR TPv4.

o ATLAAEZ 2% NAT RO rb A [ — S o0 5 sl
* SR TP bkt AN BEALHT :

o WREFE T TP Muhk. W E ARSI, AR IEPTA R D IP Mkl X%
FPAT (AL s, e i A BRI AN 4% ik

o WPEE RS R 1 TP Hidk
o GEWIRE. O AELIP bk,
« (Zh#& NAT. ) JidH VPN I 1% 82 00 1P Hbhik,
© WERERASRIZNA NAT S ES bk, B, (FHESHbE, W5 PPTP 140 BhE By
T TTAES)AS xlate, ¥ TGIAHST PPTP M4,
o JCVEAE NAT B 95 bk Az 25 i) VPN Huhkyt A &S ik

o WURAERIN R Fa 2 HAs 0, Wz DRI DR 0, A AE g ek b Akt . (O, Xt
T 5 NAT, ST DAGE #0800 A5 T % i 2 4R

o W T8 NFS JIRZ545 1) Sun RPC s ] PAT, &, (i PAT J7 2% 4 i i 11
S KT 1024 I, NFS 45 23 vl e fidaidids . NFS RSS2 BRI B 2 400K o 15 K+
1024 ARz, HPRIEH A “BURBEHE” o R E R O B ot 1 (1-1023) ALFG4E PAT i 1) i
190 BBl PN RTRE 00, TR 4 2 LSS v 1 1024 i 11 &80T LIGE IfF NFS 448 e B 58 Ok s vr
IREETIRRSES N AT

| meiities i
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* NAT {UEH] T Hl AR . R4 RMRE AT NAT,
o AR TR S BNE TR AL A R i 44 R 250 SR B pat-pool .

o BLEEIEZ T H I, ATREANE A T IAT PR B, STP ZSRIAT bR 25 LA ] NAT
Fete SIP 3k, (HISRB B B iy, AN R A IO o

* ABEAEPMSTCRALHR (PIM) 27 A7 a3 1 9 #1488 H] NAT.
* (T3 NAT) Jy XU ISP #2 LB E (I AT i i C L AR 55 200 Db B 3% ORISR D 9'E
NAT BN, E20AE R SRR FbR &P o B OR T242 11 UIAE 6 P42 VRO 2 i 3X e vF

B AE T ISP AN AT I AR 2 1 2% IR A PR E A K NAT H . 5 e HARN %, NAT
PR AR 25 FAB LN F T 1

o W RN 5 A8 158 UK NAT BUUUCEC )9 5 1¥) ASP drop reason nat-no-xlate-to-pat-pool,
VH RS2SR I R G 5 NAT FU, DA & ] LA 4 et i .

* 410 GRE BEiE A lie & NAT, WL E S AR RFFIER:, SR ok diarfziE . 4
i b DR E e I B I b

218 NAT SR B

W4 25 M i 4 (NAT) 206 NBR LR TP Bk 648 0 4% th 5 60 b i) HoAth b il . NAT 19 = 22368
Z el L 1P 4 T DUE BB BB . NAT F A H 1P Mk 4 & ) 1P kb, ¥ Py & FH I 2
(1) b1 48 Ay ) 7 20 FHECIER I B A PR v i ik o NAT 290 S b AT IR R (kR xlate)
DA RO IR [P et 1) 20 0E e () R e 48 e ML

UK

L1 EFLE > NAT .
S 2 I NAT SHI% .

o QIR - sy FESREE AL, SRR IESE BRARBATE NAT . 1526 NAT 5l , 25 17 Ui,

- ST - R s S8 FB). RAEURE RIS O AR, %R
A SR WA, (HA S B 7 i .

R - Al IRE (B DERECER . RESHREMAT PDF IR, b aIn e m . B
o R LR A8 A5 R

o Gkl - AU YRR K SRE S5 AN dREE () . IESIECE T OB NAT , 5 18 T,

o TR - A EEIMBR T S S5 10 MR (WD, RIS AR (OK). 4 RGEH AL T 4kLE T,
T4 T RN AT AT AT P AE SRS P AT AR OR A (K B 5

| R
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il

B NAT S0 8 T3 e m, b AN BE B BRSNS o A, SRR 32 i
# LUK NAT A0, DA 25050 38 AN A AT KLU K] NAT S s th A REMBR B
—IRERE AR H AR A f s, BIAEIZ SRS Sl i . 58 MRz s, 2
ERANHIE R

i

il 2 NAT B8

BIEEHT I NAT SIS, a2 4 /b g A — AN 24 FR . BLARAE Gt SR M ol B AN 7 1R ) SR s
HAr, (HAIPATXA T IR)G A GESSE MG o WK AN MU ) NAT S N TR 6% %, RS
2 MAZ B R BT NAT K

B2

TR ELFRE > NAT .
TRR2 WM upIR T FEREE, AR5 BB e IE R BB NAT

Firepower NAT & FH A SCRY P AT 55 () B 150 -
$IB3 (ERFR (Name) i A ME— 4 FK .
Y12 4 iy N BB (Description) (FJE) .
IR GEPEEIE G I A
* \A %% (Available Devices) 51| ik He—A 1%, ARG sidiiRnEI 5K B (Add to Policy).
« ki AT F % % (Available Devices) #1136 H 1 1 % -1 S 21 BT 1% % (Selected Devices) 41135

o MBS MR (W), ABFI%IE & (Selected Devices) 412 Ik i 4.

FIE6 rHRTE (Save).

Bc & NAT RES B R

QG M Iy, nT LA 2 EEA TSRS (152 8 e T MR R A0 ] HBeae A el HIPERT, JF
R AN B ik v A1

pUE ]
HIE1 HFEE > NAT .

SB2 AUHEE N NAT S50 4t (4
AR ERRE (), WIRBIECE B THLe, B B 8 SO B M BUR .

I AL 1R
|
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B ==mTsmeme Nar

PRI MR
TR PATLL AT A

o WD EA . ] M B A 4 LA S, T AL AT AR (Available Devices) 413 Hok ik
W, ARG S TR INEI S (Add toPolicy). AR LLBE T HE Y .

o TR AT, 15 A BTk IR & (Selected Devices) 1|4 (K% 45« i AT F R B 15 45 21 5510
fro MR (W)

HIES SE (OK).

[===] 2 e/
Ao & T B A BLfE BY NAT
W) 265 M 1k e 45 m] e AR . FAT TR SO R AT BE CRAF T B, LUEE S HH 3L A 6t o) B 3 LABEA T e
BEHERR IGO0 . 7RSI NAT Z Birfr ik, XIEE . DU RBF U] 7RI BEA T
NAT SR A L2 5ems o RO & 3 Bo 2 Y 5 AT 848 NAT ;00 ) B4

SRS (K325 R U A5 P 20 BC PR B0 b BRI A T e 0 B Coe DXl V2D kAl
WEREE OO AR BRI D El MR, RN 2 538 2 et o DI, Sl A iR X 5,
T T DAPC B N A S S A K e AR, ST AR B DO SRR 2 B 2 B
[

SRR R S SO ANIE T T BLRAT 1285 1 ¥ D F BRI NAT SRS RO TY, - SRIE 2K 1%
BIbRIC N “CMIER” o 75 NAT HH it R 7F (Save) 23 F S SIS I R4 1 o

B 45 41 S ER O ROR, T LR 2 NAT 00

i

FIE1 EFIE (Devices) > NAT.

o i ERIESE R (New Policy) > BiBIBATE NAT (Threat Defense NAT) DAE! a8 5l . K SEIG v 44,
W AR &, ARG M TRTE (Save).

T DAFE DU B e 4 e, s g S o s T SR & 42 B (Policy Assignments).
o Sl SRR () DIGnEEILA UM E NAT S, 3i7ER, A2 SR Firepower NAT 3
W, SIS 5 B AN S Al FH I L SRS

MR RIE (O, NI E B T, B B I e & AR .

YR T IR L SR [ U

ATLLEIEE SN NAT. 33 PAT. Hids NAT FIEfy NAT B, A 0MEE, 75200 NAT K4, 5
2 ﬁo

TR 3 PoE PRI T3 5 A 3 NAT SRS

N
5
N

| R
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A RIX PR SEHEIE I LR, W20 A 5 NAT M5 NAT , 55 5 1T,
IR A YRR Y AZ AR HE B AR H E S

1 T8 7T LOKE NAT SRS 73 Bic2s 2 6 e, AT LAE 2 & e ERCE AN (Ha2, &Erags A
A LB RS YA NAT AN AR ORI, B Lol ] T e AR .

A P R GOR P AR L e 5 EICERN . SR, FERIZE S B AR 0 G i DL B e URE B 8E
ALtk .

ARTEAME R, WS A 2 A0k HE U NAT U, 28 20 UL,
IR G LU S 43 v Ul G R
« A NAT, 5523 1L
« )& PAT , 5529 T
* A NAT , 538 1

o B4y NAT, %47 1L

HIEG Z I NAT SH B FHE
ST AT LT B A ok A BE SR S FL R o
o PRI SRS A AR B, IEAE IR Boh i, NS, RS AE B 2 A k.

 BAHALEAUE TR v RN, 35 iR & i e (Filter by Device) JFik T 9B %
TR BN B AT T A3 UM R R IZ B L 1, RS T Tkt .

o AR G PTG B R, 1 T B ANEE S (ShowWarnings), , AR IEFI& & (Device).
A A IV AR IE H 2 0 AL 7 A AN R 56 ) i BEL RS SR s 5 28 R T

o B MG BT I BN A, 1 AL SR RE 2 BD (Policy Assignments) B54% 3T AR T T S48 Mok 1
P

o SE SO HBE AR, 35 A A A o s koA i I State iy 38 £8 i g 1AL T T LLETIN
ZEPH 2 RO i ANASE P T 2B 47 TR A M R AN ) o

o ZERNINB, AR (Add Rule) $24H .

o SR, SR e (4 .

o SR, R MR (W)

o ST SRR, TS T T (Rows Per Page) Fidi.
-iﬁ%zﬁmmuﬁﬁ\%QQM%,%ﬁﬁﬂ%%ﬁﬁﬁﬁﬁ@*%ﬁﬁﬁ,%ﬁﬁ%ﬁﬁ

TR HilifRF (Save).
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VRIS, 50T DU 23R8 > BRE TN SRS T8 B P Ao AEARE ECZ In, S AR

AE N IE B EX NAT Z

HIF NAT S O 52, o RIS E5 e SRS 70 i gn 2 A ek o (I 2 R U AN e R CE > H
ZNAT . DAk, G R SR PO T A 00 (R 52 T N B BN (R PR e i, D S AR
X5 Caehe Dol VAL AE SCR b bk (K P9 268 6 B i

P2 LU0 Gy e E MBS 1 £ RO RN o % 288 6 52 7 5 72 &5 38 W A% R S A RS TP Ml
GG 5
* FTD-A FI FTD-B HAF I ERES|4 0 “inside” MR AR 4% 192.168.1.0/24.,

* 7E FTD-A I, %% “outside” # I, EEDK T 192.168.1.0/24 Hihk¥4# 4 10.100.10.10 -
10.100.10.200 Y& H P9 A — NAT #8.,

* ZEFTD-B I, M#:%E “outside” #OR, BEWFTE 192.168.1.0/24 Huhlt#:4# 5 10.200.10.10 -
10.200.10.200 i [F A 11— NAT .

TSP FARALE, BT O N ERE . BRGNS T 8h A B 3 NAT, {H4&8 8 n] DUR I 7 v
I BTSSR ) NAT ).

B2

W BRI R 1O A 2 4 X
a) EFEITR (Object) > 3R EIE (Object Management).
b) MHZHIEFEOX SR (Interface Objects) I siii iRk iN (Add) > &£ X135 (Security Zone).  (f&
AT LA A2 AN f2 X3, )
) MCE P X g

* ZFR (Name) - AL FR, 1, inside-zone.
« KA (Type) - J it i B & IE PR EE B (Routed), hyifs AR 20k £ 32 #e (Switched).
* FTi£$E N0 (Selected Interfaces) - ¥ FTD-A/A Al FTD-B/PY 4 L8 N2 prik 5135 .
d) HdiRTE.
e) siidiAdd (FAn) > & X% (Security Zone) Jfi& AN X I 1 o
* ZFR (Name) - AL FR, 11, outside-zone.

* 0% (Interface Type) - ik AR S ILFE B (Routed), i WAL £ 32 4R
(Switched).

* Frif$EO (Selected Interfaces) - K FTD-A/ZMBFI FTD-B/AM4E LI N2 ik 513 o

| R
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) HilifRE.

SIB2 /E “XHEHL” (Object Management) UL [T L Ay JiR U P4 35 04 28 6 73 DX 48 5 2
a) M HZZFIEEEME (Network) H i ids i 4& (Add Network) > 7 nxF % (Add Object).
b) L N 2 S

<)

* Z %R (Name) - ALK, 14, indde-network .
« P4& (Network) - G N s hil, 4, 192.168.1.0/24.

RTF

PR3 LA NAT B k4 250 %0 2 O i

a)
b)

<)
d)

2
h)

)

AR M4 (Add Network) > iR 034 & (Add Object).
4 FTD-A it & NAT b & I

* ZHR (Name) - AN FK, 1, NAT-pool.
* 4% (Network) - i N EE40 5 7E FTD-A ¥y bk [, 4140,  10.100.10.10-10.100.10.200.

EFRIFEZ (Allow Overrides).

i3 (Overrides) bl LTI 0 R d5 5114 .

RN (Add) AT “@nx %485 (Add Object Override) X[ i HiE .

1E+% FTD-B MURAA (Add) LK Hs N3] “prik 4" (Selected Devices) 514

M ii7B 2 (Override) ¥ M 4& (Network) B %4 10.200.10.10-10.200.10.200

sl N (Add) DK 5598 i 21154

Wit L FTD-B (7 5, B4 RS/E FTD-B L& B, K B B 26 A0 A 2 JEL s % v
& I

HitiRTE.

$HIE 4 Fil'E NAT S0,

a)

KIEFEIR#& > NAT, TG ok 5 BB i NAT S

b) iR ANAL .

<)

B LR Ak -
« NAT #17 (NAT Rule) = [12h NAT #LU).

« A (Type)= 2 %.

d) FHEOXF K (Interface Objects) At E DL Nk

« JRFEO XS (Source I nterface Objects) = P &5 X 4 .
« BFRZEOXM KR (Destination I nterface Objects) = #Mif X 1k .
iR P U0 G T N AR R L v 8 ERCE R T AEA XA L FTD-A Al

FTD-B HJ# 0, I EIME NAT S5Ens 7 Fogs JAb B, R AR 21X P & )
Fr o
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e) fE&:HR (Trandation) FACE DL R LI
* [R44iE (Original Source) = M 4514
« $E3 [ B3R (Trandated Source) > i3k (Address) = NAT x5 .

f) R,
TEBLAEAT — 4% FTD-A A1 FTD-B AT AR AR, D9 BEANBI7 JCha OR7 (K P #8190 2% B2 AL e —
.

AT IE NAT JL0 =

T LSRN, S8 NAT B, DA B B 5 2B sl 3 (. 3 IR, A 7s DL S A
Mo TR, UG R SO 1y 248, (RS EAN 2 S S B U - R U £ 3 R AR R T
BRI (R B o 1 S O T LU B KA 2, DA B 485 0 ) R S ) L o

i’ NAT HEmSIN, m] DUME IR B0 )7 BeAT AR R A% 2R/ 9k -

* RIZ &I E (Filter by Device) - riili #21& &3 UE (Filter by Device), #RJ5 LR LA A RN 15
%, ARG ph R (OK) o MU 538 H T e A B T 3 O BR o 4 S 952 11 5k B A
Bl g e e A K el 4L, W& 1 2 /D — AN O Tz X ek gl A i, 2 ks v 1
%A . W NAT HENE AT AT H b 10, e & T B % 4

IR AT IR B Z SRR, MR R TPk B

BRI DS, 1 TR IS (Filter by Device) IS IERE 4%, BUEFLER (All), 4K
Ja R E (OK)o

B R XA R TR e, BAFRTH, RJ51% Enter 8 o 14T HOR S U A 16 A R 3E
T B, Wi “network-object-17 (IZEXT I AFR) » WISSRIGAEYR . HARFIPAT
T P A Ao G R

T P 288 Rl IR 5, %A H a2 5 TR A P PRG0N A AT LS. 9, Tan 2R PAT it
%4045 10.100.10.3-10.100.10.100 Y5, JJZE 10.100.10.3 58 10.100.10.100 (5%#B43 10.100.10)
AR B R 1% PAT WX G0 . {H &, DUECAZ50REff: 76 10.100.10.5 38 24 A DLRL
I PAT vtht%, RAdi 1P Huhb 75 % ) 1P Mok Sa A &

LB IER UF R g A AEAT I X

Z BRI PO RR MM LGIRT L, LUV R E 2 M. mddiEsF (Filter)
HELLFT TR PRI, SRR F sl N B R IR PRI 745 R, e i g s 4l XL )m it
51845 NAT BN E R R AR . R PE CHET AND Ja 8, Db vk )m i 45 R A 5 5 48RS
BT e VUL BC R R o

o XpF bR YE, BIaIUPIRE OR A« RARCE T PAT it OF HI/ZERD « B
77 ) Cuni/bi) BREEIMZERY G807, ARk sUH B A B A SR HE . R AN
RO JEVEE, WL IZPANEIEHE . A RIBOH I IXPANE,  UBA TR 5 i g s DL
fic.

| R
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« XTFAF R EYE, A SR A O SR R > A R o IX L g D L A
90 208 0ok G B IR B RN R A4 TRt AT L P 48 s LR B 9, DL IC 5 2 j .3
AL A

LR e S, WA “LuESR” (Filter) KEATDNM x , sy “afygas” (Filter) HELLFTIT T4
N, e mdiii R

BHR. ZEREMIERS AN

BRI A 5 R -3 NAT BUW, sl MBRAL T NAT Ao St nT DAL 2SR, I 5
PN T TR TR AR DGE ] T T3 NAT,  WEREE S TR RN, 20t
SRR SEIMBS o

TEERG AR BRI, e —2 2R A N AN 2L, i, R 2R AR
bz er £ 5 APIRES -

UK

P LS RE > NAT, IRJ5 9B 1 NAT S0 .
P2 (k. ) RLUE NAT B, DA HRE 25 Sty .

IREAT KA NAT Sems, i s8R M B, fn] DL ZR AR P 0 00 DL 7y 75 25 T R0
s

PRI RPN
o R N2 A SREHE, DUEESE (RO R SRS RE
o R FCK I SEAE,  DUSTE 2 A s v L R A A
TERTU, SRR RO . (ASEh b, Bl YRR B N — DU i DU L B MU RA THRAE
FBA PATIFHNEAE. WAERE T 2N, RESEOREHFNRAE.
TR, X LE R ) T I A B R SR R T
« BUR PT35S R R HE R R AE (Select Bulk Action) > /5 (Enable).
o SURHI TR, 3 AR I E R AE (Select Bulk Action) > Z5f] (Disable).
o BURIBRETA RN, 3 TR R EIRIE (Select Bulk Action) > il (Delete).

zh7s NAT

PAF T 413 NAT LLA G e B 3) 45 NAT .

| meiities i
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B =7osnar

X Fzh7S NAT

BNASNAT KA S P ik 21 B4 o — AN T AE F AR 9 45 13 i A IS M it o IS e 60,5 /D s
Bk il . 2 R R Y LG ) H AR 2% I, NAT 23 SRt o 4% B AL B TP ik . R
FESEBR ENUAORIERL N QU He e B AR IR) A A, T HLAR ORI e, 45 Tl ANREE A —
IPyuht. [RI, HFRIZE LR ASRE AL I Zh A NAT i) ENUAGR rT5E 344, BIAE DT IR R feVF i
SEE

\}

AR JERARIOIN, G SRS R SR VR RS AL, IR AT DUAGR R A . PR A AN T,
PO ENLRBERA TR A SR, AEIXPPIG L0 T, AT DAMAE DT A 2 4 SR ALK 1
DER W] B EE R A T I 3%

TR IR BN NAT 5. AP LT LLEIEE NAT 23, SEVFiR [a]m Wit .

5: B 7S NAT

Security
Appliance B
10.1.1.1 f 209.165.201.1
; >
10.1.1.2 209.165.201.2
Z '

Inside /Outside

PR G B U B bk 3 . b AT AR T Dk, SRR
Al

| R |
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[ 6: 3T E 4 Sixk (eI BRE Mt & i I

Web Server
www.example.com

( QOutside

'

\‘_'\
—‘ 209.165.201.2

209.165.201.10

Security
Appliance *

Zh7s NAT B9t R 5
B4 NAT A LA N6k
o QSR s bl D TSR, HIR R BCR KT, Hhk T RE S R

IR R ARIXFE DL, S PAT 8% PAT [HliE Jyik, BRI PAT n] DA B — bk o D42
HEHE T 64,000 Vi

o ANTRANFIFH e B v o R AT B b, T L AT R AT B R R B E bk R
A NAT LS AE T, FAetp AN RE ] PAT. PAT AN T-BA R I
o WA R D TP WM, 140 GRE 0 fitAS
o UL RN, EATE AN D BB, A D BRI, I B TR
i
Bt & h7S 530 NAT
I 8h % F 2 NAT FE DK k% 3k nT 8 H AR 25 i i (0 HoAd TP Mokt

FHia Z |l

FER R > FFRETR I P i 280 el o s, T DAAESE O NAT B xf
G0 X GABIHAL LR BEK

* RigHE - AR RS GlidE4D i HE DO AL TR
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i B 375 B 5) NAT

o BRI RYIR - BLE T AT DU N R i, HAREE S P AUANGER S TPv4 F IPv6 M
bk, B R AR E RS b . A RN RIS S YO R ML TP Mk, WY LK T Eh A&
NAT, T4 IP HuhbK 4 PAT [HI3E,

UK

P KUOESEF > NAT, IO Wit NAT 3RS .
W2 PUATUL M —:
o SR (Add Rule) 424 LLG LB R .
« SRR () DIgREEEIAT R .
A B A SR B AT T BY ). S RGO e N TR B R ) P 2 T
IR 3 WCE FEAH I T -
* NAT 0 - &+ B zh NAT #0 .
o FR O EPEEES.
$£1B 4 E3EOM R (Interface Objects) FFd & LA NI :
CEEOXMS. BFREZEOMNSR - (NHR4DR D LE. O T UR51E NAT B 4% H
MO G CRAaXIEEE 4D o R E g OIS, nald gk %. B
PR B MU O S, Mm% S % BROIASOUR, SR S FH 1B D9 A7 41k
REOZAM T AED (EE .
WIES {E F e LEE DU

o JRIER - A0 T B A R b B R Y 28 06 52
* $EIR R RYIR - G WG B R Y 20 G B4
$IB6 (Wik. ) EFHZK (Advanced) ik FE T T L

« SRS M PCEC B DNS B8 - J& 7555 e DNS &y 1P bk X 1 M S22 1A% 46 21 Sz B
PO DNS [1142, Hudik (IPv4 A B IPv6 AAAA) 0584 ML 5 O SEprfl . M, X T
M SERBREE A4 2 Wbt B2 I DNS 4, % sk I SERRE TS WU . PRk I 55 e 1
W, AT NAT64/46 4 (P H G W AE A Fl AAAA 02 (A1) F A IR I . A%
PEANE S, 1IEZ T NAT 5 DNS &R R , 55 100 71.

« BREEEIEDO PAT (BARZEDD - SO0 FC AL bl f5, & A5k H ARz 1 1P Motk A %0
Jrik (8210 PAT [FHE) o AUCHBIERASE MATFALR A 1 H bz Oy, PRIETA nT . 2
B L1 1Pv6 Mk, 551 A 1Pv6 LI .

* IPV6 - & 15 8 10 PAT il H rsthide 111 1Pve Mk,

TR s REFLLS IR .
FIR8 xiih “NAT” Ui LR ARAE 2

| R



| Mt
mExsFHNAT [

it & 2175 F 5 NAT
(15l NAT A L G MR, 56 EhA T3 NAT S, B, s SR FARHEAT A A
[ . Bi25 NAT 2ol Hb ik #0 hy T 1e AR 26 0 2 i 0 30 TP i
FrE = B

WOGEFEI R > IRETR, N5 QUM b T 200 e okid] . HAGE RN A5 1Pv4 A IPv6 i
bk HAef s —Rheal. i, BT RAYEE S NAT BUUIS QIR 5o X GO b 20 2 B R 22K

* R348 (Original Source) - LI n] DUE 450 G e, i He ] L& EAL. JEHET k.
PRI ITAT SR AR ISR, AT LAk AP BRI A P R SE R ART (Any).

o SEMR R BN - LRI AT DU MR TR A, (HANBEA S . i SR RN [ I, 5 9 LA
FHLIP Hukk, WG ERE T304 NAT, ML IP Huhibé FH4E PAT [HliE .
DRGSR [RiE BER F 25 g 89 BAR B0 AR, 80T DLk I Se i b 1) 8 ) 48 0 5 g,
2.
X304 NAT, %36 ] LI H bR AT D, XS sasd, iSm g ol T IR is BixRim QM
530 R B B FRim O L % . RG0H 28 186 2 i 11 .

i

PR KREFRE > NAT, JFEIE iR ol NAT SRS .
B2 PATLUNRAEZ

o AEERINERN (Add Rule) #5H DL A1 25 B0 ) .
o LhREE () DLt BLA RO,
A e R A TR D). & R S AR BR U 3 1
I3 BCE R AT .

o NAT 80 - 2EFEF 30 NAT 20,
o RE PRI, BT T, W BRI S, WA N A
- R - R A AU TR . T DABS AT BN (Rules) TUTT L1 8 2 i 00

T B A5 R o
< BN - ZEIRUAI AL E . AT LR AR A I T (FE A 3) NAT N2 B sz Je ) s AL R
FIrEh T

$BA4  AEEONSR (Interface Objects) L E LU E:
CREOMK. BAREOXMR - WA ST O U0k NAT B 2 1
ME XS CeAaREEE D) o BRSSO S, Rl O#ENEE. B
PR U L G, T R LR R A . BRIAIE DL T, RIS T R R 2
REFEHZ AN L (R .

| meiities i
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B ==9ssanar

WS (fERgRUIm b D e A bl (IPv4 B IPve Hidik) + Ban, SR TE B an s L b ) B

(R
W NEL, TR GG EER S e 5 B A s )
Source Destination

IR
(\Eiutsidej) I:li

. _—

i
I —(_inside )
A — & I

st

Real: 10.1.2.2 Real: 192.168.1
Mapped: 192.168.2.2 Mapped: 10.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Translated Packet

Original Packet

=1
i

o TSR - (0 A BRI AL R 2 X

c RIGEHR- (Wik. ) BF HA AR RSO Zealid]. AR b 2, WCie H i H AR
HCRE Y P U IE He fe. an SR AR bR H Ak, A7 DU 2 Bl e A i AR e 49 i U2 Dy LA e
56 NAT A Tzl

Al LA $EIRETED 1P (Source Interface | P) AT J5ias H 13 T T (ANRED “4FE” [Any]D)
W IEPEIEIE T, WE LR — A D5 1 H I H AR G 2200 H 9 H b bk S i sy 11
AT 1 NAT, WEBIEEI, 124 H 0 H bR B0 2 i A 4

$EB6  iiC OB AR AbE (IPv4 BLIPve Mtk  ltn, WondE HARE: DR 2% b s f ik . R
L, A[{E IPv4 5 1Pv6 Z [k AT

© BEIRTE YR - 00 WA M R FR) 0 4 0 sl
c EMERMBERR- (Tik. O O& CRAMEERHARIH H bt bk g0 S a4l oy Rig
BARIEFE T — A5, W) DU ek e PEARR] 00 Gl NAT (HIGHEH

PWT k. D e T IR HARI H AR IR S im 1 [ReE BiRim O $RER BiRimO.

BN NAT A Rpom LA, DI, 35K R iR TR Im O B 38R O B OR B 0. AR, il - Hx
FEA IR 2 O, DRIy H b 1 PRAT 3 1 e o

NAT {2 FF TCP 8% UDP. 46 LTI, 15 A OR 52 Bn ARG ik 2556 G iSO 1) CIA) g TCP 8% [+
J) UDP) o TG 43 NAT, KA IR R 25 5 5 [ Bk FH TS o R e s ot 1

$£E8 (k. ) fEEHR (Advanced) ik LI

o (MGEH TR, ) Bia5 I MMEE R DNS EIE - £ 56 DNS N& i) IP #ihik. XF T
B B2 A5 31 5 B2 11 () DNS 142, Hihl (IPv4 A 5% IPv6 AAAA) 0k NLHE RS
HSEBRE. A, ST LR AR B B2 I DNS 15, 1Zid s 4 S BB 385 0 LSS
fHo SR TR RO, AT NAT64/46 it (LB ST A Fl AAAA 32 (R
TR IR . AR R, WS M NAT H5 DNS A fm R, 25 100 72,

« BREEEIEO PAT (BHRZEDD - SO0 R ITAb B kil f5 & A58 H bR$Z D TP Motk HVE %t
Jrik (810 PAT [FHE) o AN IEBASE AL G2 1 H bz O, eI T4 nl FH . 24
FLET 1IPvo Mk, 5323 1Pv6 I .

* IPV6 - 215 2 11 PAT ] H rshidz (%) 1Pve Hitik.

| R
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axrear

PR sl REFELLR I
PR midy “NAT” GO ARTE L ORAY S

sh7s PAT

LR 3

X F#h7S PAT

@
A

e
o3

14 PAT,

T S o b b NIy 10 e 40 Il S ik RO ME — i 11, B2 PAT W] LUK 22 S B b1k e 0y o — i
Sk

BF NI AR T B R e 21, DR AN IE R YRt VAR AN AL 9, 10.1.1.1:1025 Tk H
10.1.1.1:1026 F) B g 5 460

THEER— BRI A PAT 5. AXSERR EVLAT LAEE NAT 206, VIR [F] ) 5 7 . LSS Hb
RN TR A AN R, H S 11 55 B sh A5 .

[& 7: #h7s PAT

10.1.1.1:1025

Security
Appliance

™~

10.1.1.1:1026

209.165.201.1:2020
>

209.165.201.1:2021

10.1.1.2:1025

>
209.165.201.1:2022

VNN

Inside /Outside

X TR N 0], AR U7 R Fe e, H AR 2% b I iR L AL AT DU B4 Ja ELIRIERE . I
s FUHHE CSEBRATRGS ) ANeI I, prABRZ EHURERA W ek b, SR, AEIRXAE LR, W]
AR D 1) LI 14 22 417

feiE

\)

ERRLIR, i PR et it

IR

EN7s PAT B ER =

SRR LA AN PAT o AR 2 A% DA —t, JCHORHIT “ARf” 5 Hmt, iZitfy
WERIEFEIS,  HIBA i 1 A T8 R 4

Tt 24 PAT, AT DAE ] sp—mesp b, AR A7 o] % th ik . B2 m] LUK by i & 42 1 1P
Mok FIFE PAT ik,

FETF] & A WIAFAL 3% O Z AT RS, ARERE )25 PAT HIT IPv6 (NAT66). IEFRHIANE H T-4%
A AN ] AT 2 B A B — AN O IR AL s g — AN A b i 4 AR L

meiities i
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A PAT ANIEF TR HR R R T2 AR ) 2 SR N . HRPEE R, 15 S BRI 21 i) 5
W) NAT S FF, 55 12 T,

A PAT 0] UG EE e BE S5 K 10— TP M, IR 5 S nT B L 7 SRR S DoS Tt
A DIEC B — PAT Hudibyts, {8 PAT Hbshib%6 k)45 Bc Sk ik G B0 X Ap s o o
PAT ;th Xt 5355
45k PAT HBIEE I ZE 0 s 13RS LT 45 5 g,
*FF PAT jth
o BT E] 1024 5] 65535 55 B A T AT 1. AT DIV AL A (R B I 11, BT 1024 LLF i

g 1, DU LR g Ve LA T3 4

FEERRERISATING,  AEAN UK 512 4N BRI MC AT SR DY, JFAEIX L0 LV H A BEAT A
ARG R B RS, SR P B R CRBRIME R 512) R Bc s H -

o T SLGE PAT dthJE FHER M AC,  WIANAE 1024-65535 S0 A 20 Fcsm B, DRI, 4 SR 8 5 451

Fut 145 (1-1023), ‘B RIREAEAER . #lan, &Sk 10 22 (SSH) AN H S 343 1024-65535
DAL 43E 1) 2 AL e 3 L A 1) IS i 1 o

o TAE PN AS [ AU F A58 AT ) A PATT ot 5, USR5 B R DA 5 2 LU 2 A1 ) )38 . il

IR — SR E Y PAT, W55 —Z Mt 255 E ™ i PAT .

« MR THINA DA SR, WK B Z VU5 S0 R A R PAT 1P Mk, fn A vl Al
B, XA e B HERR o Af HTRE VL I AT S bt )

o NRAFRAETERE, WK PAT WA ) TP Mkl % &= BRI A 10,000

% F PAT StE403" & PAT
« VEZ NIRRT E PAT.
« W1 o E A PAT MU FIL 4 FE PAT, WU S/ S0 1 BE OUN 1 5 — 16 45 NAT T A ) PAT 3t

PR R R PAT Hiuhik. Bidn, Witk PAT A6 10.1.1.1, WIJEVKE 10.1.1.1 /E 4 PAT Hihkgl
Ayt R U R A NAT,

o G PAT e, JFNIBFEEE O, WIGILIEEP E PAT.

* X T4 ICE 8% TURN [1J VoIP &%, 15211+ PAT. ICE F1 TURN K#i T PAT 485 A4 fig

Xt BT A AR OREE AR ] o

* BARELESRRE P K BE % _EAE Y PAT.
* I PAT 288Nt _ERIA AT

P 2% Stk 454
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mEmsasear [

XfF PAT it 895216

© WERTNIIABLAER, JF Him R, WK FZ LK G SEERCRAL AR IR PAT 1P dahik.
ANRE, IR CRETE” ARG DI R R AT R D), Ok A BRI S SHE R T RE
AR TP bk

o WIRAER 0 _EWRA TR PAT /S i HUURTEE 11 PAT R, TP bk kbvE th 252 252 .
KA A D, HES PAT holid% O PAT; 152618554 PAT B .

BT RESVHAE K ERINAT, (59 PAT A S I JC It . 1 TR A B — N WS B3/ TP
ik /d S G5 NAT 3, Ak, #il0 s SECRE IR NAT b, MM AEAN A7 37 PAT
LA T EOE 2 B0 (0K NAT i,

B & %175 8 3 PAT

15 Zh 2 8 PAT 0000 ] ik 5 38 kg i — (1) TP Hbchk/si V25, AN SN G 3k 224 1P ik, 143
T LA Ry S ik CH bREE Okl BRILAb ), B AT ik ) PAT Mkt i 55 £ ] e
e,

FHiaZ |l

PR > FFRETR I P (K P 280 Rl o s, T DUAAEE O NAT B I 6 xt
G0 XFGABIHAL LR BER

* RigHAE - AR MR R GlidR4D i HE A DO AL Y TR
* SRR IERYIR - A DUR BT SR € PAT Huht:

« BAREED - ZAEH HARE bl ANTERMAENS.

© B4 PAT i - G R 5 B LIRS0 5

* PAT itb - QI MU STER MR SR, SEIE NN T HE X P 400 5
Mo Afetld M. AABERNE IPv4 M IPve Hidih, & AEAE — MRl

B2

S KUCEPIZE > NAT, JROIEakgnis gvBi i NAT 5.
P2 PUTLLFHAEZ —:
o SR (Add Rule) 4241 LA B RN .
« pligREE (L DIgmERBLA .
AR R OE B TBIYI. S RS N R 1 38 T
SUR3 i I AT

* NAT ) - EF B 30 NAT #0,
o BA L EPEMS.
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$IB 4 FHEEOM % (Interface Objects) [t & LA %55 :
CREOMKR. BFREOMS - (BF4UE 8 ORI, O T IR50 0 NAT A0S %
Bz O 5 CeARIgEE: 4D o RSO S, e iz A RS. B
PR LS B R %, DRI i VRS I o BRIAE BT, BRI N FH - 53k 09 7 2 i
RN ZAMNFT D (EED

SIES £ B FE LRI

 RIGIR - W5 S SR R B ) P 28 X B
 BRIRIERYIR - LRI

« (B PAT. ) 2T A HArg L Hbdil, 15 E# B#r#EO 1P (Destination Interface|P). #

AR HAREE O B AR D IPve sk, B4 %i4E B4k (Advanced) - ¥E$¢ I Pv6
T, Bk LA PAT W if 0 0%

o EAEH] H AR OOk DL AN, SRR BT QR I BRI 23 5. Bkid Bl PAT

HuKipaZt s

o FPEEH] PAT Wb, 1EFEEHRERIIRE 2,

PO WAL PAT i, 15IEHE PAT Ui AT LA N A
a) %EFEEH PAT itb (Enable PAT pool).
b) IEFRL T PAT > ik 7 B (1 it bk 1y 19X 466 65 5.4

B, ATLLEE B AY$ED 1P (Destination Interface IP), ‘& /&S24 11 PAT ()5 —Fh 1%,
o) (AL MR ZEEHE L N LIl

fEARIE B - L7 U Bo bl e BUATE LR, WERACR AW, AT —1
PAT $ihit- 2 1, e rBC PAT Huhik i P A i 1 o #8055 70 Bl ok Bt A4S PAT stk —A4>
bR WA R A A [EI R QL AR I St b L1 I 7 < il S M b 1 P ¥ 5 {8

R PAT R - {3 PAT. @ibF H (Kt bk Al D gy N 8ufs B, A T4% TP Mk,
¥ PAT ¥ R4S FH 65535 N 1o I8, B PAT #6#ei), A% L8 H i R
hE, DRI PR b BEAS PAT bk 65535 AN 1. B, @ity @ PAT, #n] LLEIEAE D) )
192.168.1.7:23 B4 2] 10.1.1.1:1027 4%, LLAAEV5 M) 192.168.1.7:80 4% %] 10.1.1.1:1027
M . ANRERE LB I H] T4 11 PAT B4 11 PAT [HB .

s BRESROSEE. 83FF 80 - 4241 TCP/UDP 3% I EHME A 1024 2] 65535 [ 178 BEE A

A PG . (6.7 BURRRA) by et PRI o 15 I, PAT A3 S Briliion 115 G nl
D o AR, A RAVE T EIET0, D)2 52 B AN Al IR, R BRI b S B i 115 [+ 1
Y0 PRI PR R 35 . 1 31 511, 512 %1 1023 L% 1024 5] 65535, 4 1 38 G R 1570
FELFg oty 11, T PSR B . ZEAEHT 1 31 65535 MAEANGE, 53l Ak B REiH O (Include
Reserved Ports) i3 X TI24ThUA 6.7 B i ROA K BB Bt 096, Toi & ik Pk
T, GRS Tt G . AT AT DA iX 28 R G0k £ B B4R B 5% O (Include Reser ved Ports)
HI, I RGO R R

« BROEC - Jo Ml DERIMAC . 0 THI8%E R GO PAT, T LLOGREA ML il — Ao B,

| EES RS

T B NAT SRR 7B e R Rcin LB, R B EHLI0 R SHER0R AT
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mExaFHeAT [

BRI A AR 1 o A SR SR URE T A S ARG sl 4 B TRty nIR G 2 s %
Yoo HBEAE 1024-65535 Y Bl N 73 s Bk . i T ER PG S R AR A, (EVEHS SL S 4 i€ PAT
SNy B G R I A L JEIRAE I #2 1 PAT B3R .

$EET (A[ik. ) EEH%K (Advanced) bk .

- BREREIEO PAT (BRREDD) - UOARCHABMUE HES, 2708 H AR 1110 1P ik HI/E &4
Jid (B PAT TR D o ACHBIEBEAE FIFFALR 0L 1 H (Kb R, ek IsiA n . 240
i) TPv6 shhk, 5337200 PV T, IR CUBC T B 11 PAT 1R 6 i Y bl o PAT i,
VAR BEE B UL T o

* IPv6 - 15 A 4% 111 PAT {3 1] H 4% 11/ IPve Hiudik.

SR8 U ARTFLLR I o
TR i “NAT” Ui E R FRTFAORAF B 2L

B E BN7SF 50 PAT

24 A5l PAT AN L BRI, T 2has T30 PAT AU Biltn, o R ZAR I H AR AT ANIF]
(WA . B)AS PAT K HObEEE A A ME— 1) 1P Hhkik/oi 24, AR AU 2/ 1P ik, #n] L
et B CHBRRE D bl s bl s (5 F bk ) PAT R B (3t 55 20 1wl e e 4t

FHia Z |l

LRI R > MRET, W5 QU T (4t el gl . ARERIN A% TPv4 A1 IPv6
Bl HAeff—ApRd, B, R LATEE SO NAT BUOUE GUEDN S RGO 25 2 LT 23K

* [R#&% (Original Source) - BLIE T AT LUE 460 R s, iy HE T L& AL, JEFET M.
R S eI R, T LAk e D BRI AU P R 2 R AAT (Any).

- SEIRIE RO - L DL BT & PAT Hibl:
o EARIED - A AR L, RN
- A PAT fok - OIZEEL A A LI %
« PAT ith - O MO A IR %, SRV AU T HL o PR 5 1 B 5 00
Y. FREELS TR,
A DU R EAR N SEHS RO EAR RO TR ASEEH, T TT LA S i bl )l 5 0 5
1.
ST NAT, ST LUXS FARIVT i TV B, o0 B g e, i (s T T B B A O
RIS B B AR 3 5. RS0 B e OB

i

PR KREFRE > NAT, JFEIE SR Ui E il NAT 5.

| meiities i
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BB F 5 PAT

P2 PATLU AL —
« SUERINA (Add Rule) F LB EEHTRL)
« fihEREE (4 DAgmAEILA R
A SR BAT T B0 L RS e AR R U ) T
PRI FCE AL .

o NAT #01 - SEFEF 50 NAT 0.
© RE EBEE. KRCE DN T . g B AR SR, WK AR IR s
* B - RS AN TR IPRA . AT LABEE AT <R (Rules) GTTRT b fR 47 B At 2

T B A5 AR o
< AN - ZEIRUWIALE . AT LLR HAR AN (FE A 3 NAT SN2 BTz J5 ) mldae U
FIrECr 5.

$B4  {EEOXS (Interface Objects) 1 Jic & LA N 235 :
CEEOMR. BIRMEOMNSR - (XA DR, > FF U NAT JUU S 8 0
% CeAX a4 « BRSO S, Rl g AR B
PR S A 5, R I % S T e o BRIAIEGL T, RO Y F T BRI AR 4 1k
RO Z AT ERED (BB .

PE|S  (FEERIUN F. ) #E RAEdE bl (IPv4 B IPve Huhl) B, SRR SR A ECE o ) o

(O LR
W2 N, TR AR AL e S B AL R
Source Destination
| R - T |
Real: 10.1.2.2 NAT Real: 192.168.1

A
Mapped: 192.168.2.2 Mapped: 10.1.1.1
10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

o [RIAUR - 07 L i) i Bk 1y ) 23 0] S a4

« RIEEFR- (A%, ) A HIW HARIE ST Lo . Wk S, TSR H K E AR k]
HRAE N FH PR R e . R s H bR H bk, w] LAy 2 bk P A e e i R S A R
Gy NAT izl

Al LLEFEIREIE O |P (Source Interface | P) LA s H 36 TR0 CRREN “ATR” [Any]) o
WIRIEPERLIE I, R AL — A DS 1 B0 AR 5. 24 H 1) H b bk S5 i iy ity 11
AR P ERASE O NAT, WSERRIET, FF24 B I8 H brm O 150 1 00 D0 4.

SE6  HiC OB bl (IPv4 s IPve Hihik) o i, Wondr H ARz 0 ML B bk . o SR
THEL, AA{E IPv4 5 IPv6 Z [ EAT 44,

* BERERYIR - LU NI

| R
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mExaFHeAT [

o (JZIPAT. ) M HARE DML, 1516 BERRD 1P, LU AL FERS E H AR
Flo ZAfHIH T IPve Hudil, IEWIIERZR (Advanced) Lik4E IPv6 E5l. Bl A& PAT

NP2 8
o S H b Lok DO AN i, IR IR BRI L8R 5o kI C A PAT
NP 8

o A EAEH] PAT o, TSI R BOIR B A

c BERERIERR- (AR D Q8 DRI St AT K H PRt ik (K R 280 SR ol . AN R %A
BFRIESE T X5, W] DO i AR R 16 G NAT (B

CAIE. O W TR e i H AR R S5 1. [ReG Bfnim 0. AR BiRimA .

BN NAT A Re o LA, DRI, 1K R iR IR IR O B 38R O 7B OR B . SR, BT Hix
FEARIR NS, D AT b 1 PRAT 3 1 e o

NAT {32 #F TCP 8% UDP. 4 10, 15 OR 52 Bn RIS ik 2556 G iSO IR) CIR) 9 TCP 8% [+
J3UDP) o XTG4 NAT, BRFAH R A6 IR 55 % 5 1) i FH - S5 B AT S o 11

R R 2 PAT h, 15IERE PAT sth U AT DL R #AE:
a) EFEBF PAT it (Enable PAT pool).
b) BT PAT > Hidik o Berb it ik 1 99 26 6 S 4

i, AILLEE B AY$ED 1P (Destination Interface |P), ‘& /&S24 [ PAT ()5 —Fh 5%,
o) (k) MRHETHEIELELL R IEIN:

 ERRIESEC - DU S o hl i e BRATE LN, WERACR AW, AT —1
PAT Mk 2 1, H43 FC PAT Huhik i A7 s 1 o #8107 1250 FO oK B &R PAT Mk —A
bR WA B A A [EI RV QL AR I b L1 P /5 < i S b 1 | P 91 5 (8

« B PAT 3k - Y& PAT. WDk H ik Rl Ty N 4ds B, M 4% 1P Hbdik,
P J# PAT K i 55 H 65535 AN 11 0%y, A7 PAT 3640y, AN 18 H r Mg H R
HE, PR AR PAT Hidilk 65535 AN 0. @ltn, 4 @ PAT, #n] LLANEAE D] i)
192.168.1.7:23 W% %] 10.1.1.1:1027 fE45, LLAAEDI M) 192.168.1.7:80 4% %] 10.1.1.1:1027
M. AR LIE I 142 11 PAT 842 111 PAT MR,

s REmOSER. S4FR B O - 760 TCP/UDP it L IAE ] 1024 3 65535 A3 K78 44 A
A E . (6.7 UMY R P s vt 115 ), PAT A5 1 S Bl 1145 (35 7)
D o AR, WA A IR, ) SRR AN ] F S, BRI SE R ity 115 AH [ ) ity
IV e el i 11 1 3 511, 512 31 1023 LUK 1024 3 65535, 4 1 38k G H YK 153
Rl 11, THECE L . B 1 3] 65535 HI3EANIE, 5 ib Ak B E R B0 (Incdude
Reserved Ports) ST, XTIz THAS 6.7 B m A 1) b B0 845, it e ik Fzit
T, GRS o VG . AT AT DU IX 28 R 40k P B 3E4R B % O (IncludeReser ved Ports)
I, I H RGO R %3 E .

« BROEC - Jo Ml VBRI IC . 6 THI87E R GO PAT, T LLOGREA ML Il — A o B,
T H1 NAT SRR BN e, R Bcin LB, R B EHLI0 R SO R0k T %
BB RLLE S OB 1 o A R S HURE DT A S ) ARG Sl B T ooy, aIRE & E e %

meiities i
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B smsnnsmes ear

Yoo HBEAE 1024-65535 Y il N 70 P 8. S FTER PG S R AR A, (HCVENS JL S 4 i€ PAT
SN B G R T A L JEIR A I3 1 PAT [RIR .

HIB9 (Wi, ) AEHR (Advanced) LIk FRIT LI
« BHEEEEDO PAT (BFREZEDD - MO0 RCIHAb S b5, 275K H AR 01 TP bk FAE 443
D7 (3211 PAT MR o AU A MR R A 1 H ez iy, e 354 my . A
O IPve Hitik, 55iEA% |Pv6 1T,
* IPv6 - &5 310 PAT i ] H HOHEZ 1) IPv6 Hudlk,

PR s RFLLS I .
TN gl “NAT” U AR LORAF S 5

£ Aim O RS BECEE PAT
o} T IE 8 B B MR PAT,  #50] L& & ENLA s D, 175l NAT — KB — 4 ui 3%
e (GEZ % RFC 6888) o WA/ 1B, K Hi% EHLIK G SLE R F %3 rh AL 52 35T i
o WHER N BT A i 1 F3G shidE e B T3 ook, AR 75 B Al s 2 b o 2 P rb s 11 ) B
S — N R, RGO REZER.
B B R DR T b e st Al sk AL, ] sERE, (HANAIE S AR i 1 e
BRI ES . 5 —J7H, XFEAEHE I ARS EInE .
HUREAE 1024-65535 Ju B N 40 Fic i B . Rk, SR8 75 A 1) 0 11 5 (1-1023), ‘& AT REANEEAE
o Bilhn, sk 0 22 (SSH) N FH £33k 45 1024-65535 5t [l P9 R0 43 fic 31 AL e e 38 Bl A £ ISk s
o B0 RLEIEE— AN B NAT B0, 3-8 A s 115 A N AN B4 e s %P5 2k NAT,
TR LRAZ A T B 43 T U 22 i

FFiaZ Al

NAT AU A8 i -
* AT LM E AR 4 B (Use Round Robin Allocation) 335, {HIGTEAL 54 i PAT ME—1k .
M FEIO . B R B (3 1 B IR 4398 1 PAT (FIRE T, bAb, 3 Ao VFCAb s/ H bt bk R 1
(-8
o [FIFTA NAT A5 —Hf, QR BT A, 6250355 Bk -5 A S AR S AR e e, B B 4+
SR WTULEAIERR TN, T LTI . FEARE IS T, LA EREAN R 4
JRiF R xlateo

\)

IR AR B PAT FIH e PAT WU 2 [a) Yk, s 5205 i, 4%
JEFHERR . SR5, R LB IR % NAT JU). 50, %ok
show asp drop #irtt 4" & %1 pat-port-block-state-mismatch 3.
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* XFTHREAE PAT i, A2 AT I I AT BUWHRE (BN E ) BRIMIL. AREAE DRI 7

Bod, MRS NSO E . TS () PAT ML A REIRA R . Ah, RS
NAT ANRE 55 1 3450 ) 518

(k. ) FUE 4R PAT i IR E -

A e n] DUl BB A R R W R X e T BRI, 20T & — ™ FlexConlfig
W%, IR LN INE] FlexConfig Sl

a)
b)

©)

d)

e)

IR > WHREIR > FlexConfig > FlexConfig 3§, R /J5 G5 6% .

e B BC RN, RIBEAN P ) 3 145

xlate block-allocation size value

JUFE A 32-4096. ERIMES 5120 Al “no” B n Pk & ERIA(E.

WERAMEFHECAME, 5Tk 64,512 RERCIEPTIL I /N EEER  (1024-65535 YT ¥ 450 15
W), 2 R EGVEAT I R o i, an S48 E 100, 27 12 AN AT H o 1

P RS ML AT 23 G B K

xlate block-allocation maximum-per-host number

BRI AT X AN, PRI PR 4 RoR A LI Z 4 > UDP Bt 44 TCP HLRil 4 4~ ICMP
Peo Julh 1-8, BRINMEA 40 AFH “no” TBaUnI Pk B IME

(k. ) JaHImE &g H &A= .

xlate block-allocation pba-interim-logging seconds

BROATEOUN, R D P @ AMIBR A A E AR R g H MR a8 I H &1
K, RGES AR IS AR AR B BA RV R IR Y RS v S AR B BT O 43 C R B i
Hdk, @HEPHL (ICMP. TCP. UDP. U1 HArE D5 IP ik, DL A A, nfBAfEE 21600
£ 604800 F0 (6 /NN E 7 KD IR IR R B -

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interface:real_host_ip to mapped_interface:mapped ip_address/start_port_num-end_port_num

il
LR RBIH A RN B 64, 585 EHLBCHOR B 8, IF LA 6 NI LUK F i

xlate block-allocation size 64
xlate block-allocation maximum-per-host 8
xlate block-allocation pba-interim-logging 21600

7E FlexConfig X} 4 WPk 8 LR e T :
i1 SO
* KA = [
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f) iR #FLLEIE FlexConfig X 4.

g) EFIEE > FlexConfig, #8501 Bl /3 Ao 4h 75 22 A HEX L1 B 15 %% 1) FlexConfig SR o
hy FERTHIX GBI REN S, ARG st > BB S R Pk 2513

i) HditRTE.

AT LLS R B E, RN H bR, JFRAE xlate Ay 2 S 1T IEA R
VR I0AE ] PAT i 1 B3 B it NAT $H0),

a) MKUCEPEIRE > NAT, JEUS naid e g b 8 NAT 5ng .
b) WINakguiE NAT R, Jf 4 /DR0E LN g,

« KA = FHE

o T R > RIRIRT, ERE SUEHLEEIN % .

* 7€ PAT jth (PAT Pool) it & L F 3L :
LR PAT it
* {F PAT > ik i B £ 52 S PAT 1) 190 26 %) S sl 4
© PR EIEII

) PRAFRTRUIIFN NAT HEms i fi v 5 5

DL A 5 A NAT LU i) SEJiti i A NAT.

it NAT Q1 2 SR ik 2 St bk ([ 5 e e o DX A WSS ik T A AN B LI A2 AR R G, BT A
A NAT SR VFXU R ERRGE, RIB ENUAGERA A ENUAGE  CUn SR A SR VPR RS U R D o 55—
JiTi, s BhA NAT MPAT, A & NS S el AN R e ik sl 11, PRIk, ASSCHRERUR)
Kl
RS SR S NAT 5. Ben2A TimaIRas, Bribl,  Sefs BENURZ RS EHLAT DU
%.

| R



| Mt
s s amzs NAT I

8: E87s NAT

N

IR WURTEE, AT AR X
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S LRI A NAT 314607 DU SRR D% 1.
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P SRR 4 ) SRS NAT S5, Herp S 7 e 214 B (10 vty 11 FH IS 1A [R)EL R 3y 11 5
TEIXPHFME DL, 1P HuhE BRI BN FE . S 2 TG SIRES, BTLL, Fedie s FHURZRE ML ]

PUARE #2 .
9: STFFIR M BAEVBHTS NAT 155%

SR 1 e 3 (B S NAT RN SZ REAL U 1) 45 5 3 G H b TP ik o G 3R 48 23X 1) Hoftbs 1 1

NAT MU AR (I H AR TP Huht, ERRREBH L. BE4h, X T-F8h NAT, WS NAT BT
5 IP HEEANUCAL, {H5 HAx 1P HbhEVCRC, Wt ss 537, A H s DA Rk, 528 it
VERIER] H br 1P Huhk (1 B A7 SCAB G S A/ R0 o g dn, 48 mT LA TP bk fic 5 i AS NAT B
AN Bty FUREYED R L8 A vy 1R 40 ) 5 1

\}

R T HRES B EE ST RS AN (Fn FTP A1 VoIP) , NAT <= H &l b Bl 11

I TR A S o A R 2 NAT (1 A O
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A 51im QMR AIES NAT

AT AT AT P PSR R AN T iRl o i, RS AEAN [ O B IRSS (f51 1 FTP. HTTP
A SMTP) ¥ =N RS 45, T LU P B oA TP dhuhik DL R IR 2R 5% AR5, W)
DATSC B H AT 53 3 o VR PR A NAT, AR 98 22307 10) 7R 3 114 AN 1508 TP b il il S5 3] 512 B
RS54 IR TP Mok, S8 o S 1, R IR 25 2 A0 F (R A 11 (4300002 21, 80 Al

25),

XFAEfR L C#E A Tim O33R ATERZS NAT

T DA FH S R V40 KBRS NAT B —AS 2 A D A3 — AN Eba v 1, RZ IR #il
wr, AR Web JIiR 552548 i 11 8080, R LASSVFAMES FH - i 2 11 80, AR B e ¥ 2]
JR b 11 8080, [FIFE, BLHF—DitmeatE, nILL S0 Web F P& B2 dEbrvESG 1 6785, SR
i HH B 48 31 11 806

BHim O RAERSED NAT

T DAMC A AR NAT, LUK —ASS btttk W ) — e Co ki DAL 5o i, W SRELREXT B4
AR TR Telnet Uy ) 25 1) 52 A A8 A HL,  JURT LUK Py 3B E AL TP Hukik/s 11 23 WSt B 4h iR 1
Hidik/o 1 23

HH, HOE A MR AR S NAT. AR, 7ESCSEEO0T,  wl e 2ORs L — S Pt ik g 31 2 Ak
Sl (X)) o BUE- X ZEA NAT I, H50b BEHURTRR, SR — D mu b
ko AR, AR ENLR SR, UG BT AR A, R AR e AT o s
b MLk

RS AR X B R NAT 5.l 52 ENUREAT R A AR AR 28 A 56— WS ik,
PRI B E i, SEBm AL TP/SF NS TP P i e — PR X1 e fe
10: —34 % &7 NAT

fltn, £ 10.1.2.27 EA— Mg . RAEIER I URL, "Eoof it HET € 7 2 1EA K Web ik
554 o
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Host
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@uiside Undo Translation
Undo Translation — 209.165.201.5 = 10.1.2.27
209.165.201.3 —> 10.1.2.27

)

k
Undo Translation
209.165.201.4 - 10.1.2.27 side

5

oad Balancer
0.1.2.27
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“ar

Web_Servers

HithREtiA% (RHEH)

NAT BAMRE RGN, SV S st MR —— —xt 2, eaiibx
2 XD RE WA FRATTIEAE DL T X8 XF 2 Wi SEAMR R IR] BE 2 S BURANE

He's ~7 LS
2.

SN by DRI AR UL, ORI RS, LSRR TR R A —H T4,
R BATRA TR SO A 2 X BB SE ML OV AR . BT, TR0, b RSl
HS 2P AT MU BEE (A B0 1. B2, CE3) o BUSPTAShRmutEny, £k
SHLHE SIS SERHIAL, (B, ELEIWON T FPATMABRAL YL (A B4, BEIS, CH)
6) o BCH SEA SR A EAWAAL . BUE REZRCE FE, DU BRI EE
RS T DL R RSB SCR L, (LT A SRRSO DA 58— MW B 3.
TR /001 % s NAT 35
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s

XS Br il 2 RS Lk 22 0 D s 0 BCE, BN bk AR SE R S 22 ATSE RS R
ARSI s TP 1k R SRSt 22 1) (K IR A5 T DAS SO0 I it o 4% 1) B v [ S Bt B ] DUOAGE DR A, HAS
RERFUR R RGBSt (il T (R IP. HAR TP P F bndm 1 B mE— 1, 3R
(38R [F3AE o 2 S ) B IE A K S B ik )

)

AR ZXDIE N NAT A2 PAT. QR & SEBR AU [R5 5, SRR ] Ah & e 5545 A1 [+
— TCP Hazui I, I HMW & L EE — 1P Huhk, Al Tk ChocAmE—) , &
B ER.

T BoR AN LR Z2 6DiEAS NAT 55t
13: % 34 D& 7S NAT

FRATE WA B REAL T AN, T DA e B0 1) A PR B s — 0 — R, Oy A s bk G 5
SR

B E 5575 H 51 NAT
TS B 3 NAT BRI 3800 w7 H AR 90 2% b s b (R LA TP ik o 08 7T LLIE R i 245 NAT
FRIPAAT 5 1 e e o
FHIa Z Al

EHERTR > X RETRIF QU R T (20 R ekl s, T BLAEE L NAT JUUIR Gt
Go XS GBI AL LA R 2R

* RIaHAE - AL AUE MRS CiARLD T HE A DOE AL JEE TR
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© SRR IR - T DU DR IS E H R (R bk

« BAREED - S0 HAREE Dbk, ATEERLEN SR 1 IB IS B A i R A
NAT: Y5 b/ 48 A 122 1t bk MR R P 1415

o dhub-GUE S BN JEH BT RSO R a4 . AANRERI N AL IPv4 Rl IPve Ml I
AR A —MRAL. W, BCEA RO B b RSB, DUEBEAT — X — Wt
SR, Mo kb K T LU UG

g2

HIE RKUGEFEE > NAT, IFEIdaigmtE mBhfE NAT g,
W2 PUATUL A —:

o SR (Add Rule) 424 LLG LB K .

« idREE () DAgREEIAT R .

A i I HAA T B S ORI 3 AR B R0 00 () 3G 3

IR 3 L AN 1 T

* NAT 0 - ZE5 B 51 NAT .

« A (Type) - IEFERS (Static).
$IB 4 F3IEOM R (Interface Objects) FFd & LA N kI :

cFEOMR. BAREOXSR - (HARSG 3 TR i D 3R NAT B 4% 11
R N % (AR EEE 4D o RRUFIhRE RN, Rl HEAL %, B
PR B N A 5, FRDE I BT B . BROAIELL T, SR T Bk ) A 2L 1k
A2 D (ERD -

SRS (E B ERCE LT

* RIGUR - G5 S B AR A R 2 B2
 BERIERYIR - LR IIZ
o ZFH—dithhl, TR R R O A i P AR A . T, TG AR TR R
S hEAN S Bt DUEREAT — X — W . SR, Ml AR AT BUASULEE

o CHA I AR IS HEDNAT. D S HArse Dbk, 151E+ B#R$%0 | P(Degtination
Interface |P). %4 i HbR¥E 0 . 48 8 L IPve Hubl, B AiE S5
(Advanced) FIEFE 1Pv6 I, 2 T T B B AT iy 1 0 () A5 10 NAT: bt/ 114
e Ry F2 11 (1 B b RO 7] P 115

o (Wik. ) RigEHH. ¥RERR D - R L TCP 5 UDP i 1, 1575 R 3R H ik HE b
B IR SR ML i L G5 o B0, Ay s 2L, T LUK TCP/80 #4462y 8080,

PIR6 (Wik. ) £S5 (Advanced) bk il :
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o 33 5t SN FE PTED B9 DNS 2% - S 1555 e DNS & 1P $uhik . 6 1 Ak S48 1A% 46 51 52
Frf% /) DNS B, Hulik (IPv4 A 55 IPv6 AAAA) 0% WY 5 Ry SERR . AR, XF
TN SEBR B AR B WL 2 R DNS (I, Zi0 s 2 N SEBR I 5 O el E . IR I T4
500, A NAT64/46 #: (JLrp S5 MA7E A Fl AAAA 02 0340 T8 k. A
KVEAME R, 1ES MU H NAT S DNS & fmay , 25 100 00, RIS AER T o 4, )
BEIETCAN AT

* IPV6 - 215 4 11 PAT ] H rhidz 117 1Pve Hiutik,

© LR M LRRRET - X1 T NAT 46, W5IEREMLIE T LK 35— 1Pv4 HhES: 4 55— TPve Hill,
5 A 1Pv4 HihE R4k 55 AN IPve Hidik, MKIGEHE. WAV bk,  WPKEAE A IPv4 ik A
K gk e W —R—#4, WU FH I I

< BMEBED LERRIE ARP - g 1P Huhk 4 N BHE A HIACHE ARP. Qi A% Y 5t
S AR A M g8 e sk, R GE 2 Al AR EE ARP KN 2 i S b bk (AT ARP 53K, M
PR AW Motk H R R . R s ST AR AR R, RR B a8 AN b S AT ] T A R 2 1
PG, WIRFEEL, nfLAARHACHE ARP, EURAEO0 T 75 20 O L uife i h o L A IE A % eh .
W, AT S0 NAT, JEATFEACEE ARP (), 1 HAE RSO0, £t il )

TR AR I .
SR8 il “NAT” Gl b FRTFAORAF B 2L

Bo EF#75F 3 NAT

2 A 5 NAT ANRER LR FRIN, U5 TS T30 NAT BUW. flhn, a8 2R H ARt AT AN
I . A NAT SoRF bk e o ar 7 H b 9 2 o it ey O At TP k. fEd w] DU 2 NAT R
DR AT S 1 A o

FHia Z |l

LRI R > MRET, W5 QU T (480 G elidl . ARERIN A% TPv4 A1 IPv6
Bl HAeff—AhRd, B, R LA E SO NAT BUOUE GUEDN S RGO 25 2 LT 23K

* [R#&% (Original Source) - BLiE T A] LUE 460 s, iy HE T L& EAL. JEFET M.
R S da IR, T LAk e D BRI AR U P R 2 (AR (Any).

* BEHRIERYIR - T DO I BLR IR E e i bt .
« BAREED - A H AR Dbk, ATEERLEN SR . BTN S B A i R A
NAT: gt/ VR 40 A2 10 A0 b AR R P 15
* #hiik (Address) - SR TN JE BT R L0 GalA . R, HCE AR [ R A
HEA SRk, DAEREAT 0 — o SR, Mk Kl ] DAL

Ty SRR AR R A JR 38 B R (Original Destination) Fl4%# /5 B9 B4R (Translated Destination) fi &
BT, B AT DA Se bk G 0 28 5 G A o D R L S R R R A H bR A
NAT, WA LBk A H bR ks o S it #8,  JFAE) e e e .

SA83A TT LIS AN/ H ARPAT 0 D e e . AEXT A Bas R, A RAT o] DU s i i 1R A48 114 g 11
(3 10T o

| R



M 45 H i 5 3

mEnsToNaT [

UK

WUGESER & > NAT, IO g B NAT s .
PATCL P EAEZ
o AN (Add Rule) #24] LGB A
< plEREE () LIGRAEDLA R,
A R OE HAT T BT, S, RGN e AR R e T
TAC i A O ) 3 T <
* NAT #0 - SLFEF h NAT 0.
© KB GEPFERAS. W E N UL Sy H bR bR SR, WL IR 2O ERAS
* B - BT AEMNATESPRE . rTLAREEH “ R0 (Rules) T AR A7 5 i S 3
T B ) o
« N - BRI A E . LKL AN (7 A3 NAT BN Z fieks Ja ) aide e B
R .
EHEOX KR (Interface Objects) [ & LA Rk
CREOMSR. BREAOMR - (KBS O RQNEI. > U500 NAT BN 8 4
MO S CRaXEEEENAD o RPN RS, R ixEnEAN RS, B
PR B O %, I TP % . BRIATE O, SR FH 1B D9 A A1k
RENZAMT AL (B .

(FESEHR I o D W€ UGBl sl (IPv4 BUIPve Hht) 5 4, WondE Jsldn s b i s
ER: N[

WS N TR AR S RS s s

Source Destination

8- 8 o 8

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

* FRIGUR - G5 A B ML LIk R R 206 5 ol

* RIEBFR- (WJik. O WEHAH Rk 20 el WeR s =, eI H K H AR A ]
HCKe IS I e . U IRAE E H bR H Rk, wT LA 2kl e B A A e 4l 2L D A P
S0 NAT I3tk

AT LLEFEIRTED 1P (Source Interface | P) LA 5 4A H 136 FE: O CRBER “4TE” [Any]D) o
WRIEPE LRI, TIE LR — A T4 S 1 H I H AR 5o B2 H I H bk S ity sy 11
e O NAT, RSB IT,  JF24 B H bR F S 2 i) D 4
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L6 i CHESRN IR b (IPv4 B IPve HbE) o i, SoRAE HoARE: M4 b i s ik . i
TEL, WIAE IPv4 5 IPv6 Z [AIEAT B4k

 BEIRIERYIR - LR IIZ

o BEH—dithhl, TR IR 5 S I Y 2R A . JE, TG AR TR R
S AN S Bl DUEREAT %W . SR, kAR AT DU

o CHAUG AR MESTECINAT. O B Hbsde D piul, 15 i%$E B 47#% 0 1P (Destination
Interface |P), i ds i H bR 0. S48 ] 8E L IPve Hublk, B 5%
(Advanced) ik 1Pv6 LT, 120 TUC LA Sy 1 % 0 (R 25002 11 NAAT e Y5t /iy 11 %
e R #2211 (1 s b RO 7] P 1145

c BERERIBRR- (Wb, D O OIS T B AR R 250 R e . o R YA
BFRIEFE T — X5, W) DU i e PEAR [R] 10 B NAT (HIGHAHD

ST ik, D AIRESES A e IR sk H AR5 i 11 .
G ARG E ST Fr O R M ERAS NAT, A DO ERT /a8 B R 1. 4, v LAZE TCP/80 A
TCP/8080 X [f) 34T 55k
NAT {37 £ TCP 5% UDP. #3uiity II, 15 O S Bn RIS ik 2556 G A SR TR) CIA) &g TCP B[]
J3UDP) o XTG4y NAT, wKsAH [R] i I 25 X6k % 7] i T S B A e S ity 11

* RigIRIH O FEHRERYIRIR O - € SCE ML b S
* RigBERim 0. BEHRERBERED - 52 X H bbbk f i 1 5

I8 (WL, ) fESH (Advanced) FEFEIT T

o G35 5 HA N HE CTAC A DNS R2Z - 2 754640 DNS N2 rh i) TP Mkl o F A Sh42 11454 51 sz
Frf 1/t DNS [F142, Hilik (IPv4 A B{ IPv6 AAAA) 052 IS8 55 Dl SeBrftio M, XF
IS AR B W2 D DNS R, %40 54 N SE B 55 0 WS . e 00 45 e
500, I NAT64/46 #: (PG4 E A Fl AAAA 02 IR B T8 eI . 4
KVEAE R, WS AT NAT 55 DNS A di R sy , 25 100 01, an SR LE A7 om D 86 4, )
PEIEIAS ] H o

* IPV6 - & 15 10 PAT i H 1tz (1) 1Pve Mk,

© MR R M LERRET - X T NAT 46, 5 LML LUK 55— 1Pv4 HuhilE 340 55— TPve il
B2 AN TPva HihERE4 0 55 A TPve Huhk, ARKUESSHE. WA FHSbIE D,  RKEAEH] TPv4 Hik A
KT XF X4, DAl H eI .

< BMEBFIED LERRIE ARP - W) 1P Hulk e AN BE A EEHIACHE ARP. T A8 5t
S DO R B M g b sk, R G2 Al AR EE ARP RN 2 i Hu ik (RAT AT ARP 153K, M
FEAR DAL ko H IRt i . AT SR DATRIA Rt DR R A AN 0 SR AT A LA 9 5% 1)
WG, WIRFFEL, nTLAZE AR ARP, TEURIE L N 75 Z0f ORAE LU th#% B AT IE A 1 2% e
W, KT H4 NAT, JEATEACE ARP [, 17 HAE RS 00N, £t it )

A=< W 5 = 315 im0 Y N5 Y S I 7 L g [ 78 L 9 = = <A 1 v e 9 2 e o = ¢ PR
ANEHF AN B, SIP ZLRAT SRS A LUE A NAT %4 SIP ik, (HUSH 41
HELA], MIASS R AP L.

FIER lREFELLS I .
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512 NAT

REA /N NAT FCE, (EH 20k 1P bk ol JUAR S o i, R — 408 NAT M T4F
AR E (R AR BRI, AEARAE — NP2 6T NAT, J0 ) DAGIEE— 45 NAT BN, DLK bk 3 4t
NEAL,

N EER IR B ) NAT 5%

14: 51 NAT

PLUR 32580 28 o] ic ' B 4 NAT .

Bo & 51 B 51 NAT

RS 500 B 2 NAT BUOURTE b4 B, 97 b ik i 46 15 5 .

FHIa Z Bl

TR > 3 RETRIF QU R T (20 el s, RmT LULFEE L NAT JUUI G
Go WS GLABIH AL LLR BER

* RigHE-Z AU SO 5 G AR M H e AT B L, YT K.
BRI - JLAR S JEIRTEON B 58 A R R I 20T R B AL S nT DAAE AR ) FRoR
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FE2 PATLL TR —

o SR (Add Rule) 4250 LLEI LB RN o
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* NAT ) - L+ B 31 NAT 2.
o A (Type) - EFXERTS (Static).

I 4 {FEOF SR (Interface Objects) bt & LL R I
CREONS. BRREONS - (AR O R0NIET. ) HF3R50 0 NAT BN 4z 0
PG CERXIREE A o RS SEhrE %, el N &S, B
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REEOZAM D (R .
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SE6 (k. ) EFR (Advanced) [ EEHFI T IE T :

* B 5 AN TECAY DNS B € - 1570 0 54 NAT B & ik i

* IPV6 - 1521 A 5y NAT B & T

« LR M LRRRET - 15 7) 0 &4y NAT Fic & gk i .

s FEBRRED LERKIEE ARP - WL 1P Ml 45 NBOE 2811 4CHE ARP. 01 5 A 1] 55 ke i
B UM R R 2% T il ik, D0 R 48 2 Al AR ARP KB 25 Wit v dik IR ARP 5K, 4%
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Ko WIRTEEL, TTLASHIREE ARP, 7EUCIEOU N B RAE LRk thas AT BRI . @
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(IR 50 5 NAT TR

UK

Qe

Sk Sk
S8
N =

UL FIEE > NAT, JFOQIERE G BB NAT 505 .
PAT UL FEAEZ —
o S ARINERN (Add Rule) #24] LLG BT A
« piilidREE (4 IgniRILa .
AR AT HOE B T BIDL . S RN N R o) ) 3 T
i " A D T

o NAT # - EFEF 50 NAT .
o A GEPRERTS. ZWCE NN TURHbHE . G Sk H AR bR e S, WNZE IR & N ER S
* BR - BRRAEMNATIESPRES . AT LS BN (Rules) BT b A 8 xoh = PR

N
5
w

TS HZ R .
© FEN - ESIEUN AR E . T LR AR (FE A 3 NAT B Z Arelz e ) sl S
e 5

$B4  AEOMNR (Interface Objects) L& DL R LI :

CREOMSR. BREAOR - (KBS O RQNE. ) U050 NAT SR 8 0
MO G CAaX ke 4D o BRSNS, il k%. B
R E MU DN S, R DT BROIATE DU R, SRS FH T B 9 7 2 ik
REEOZAMITEED (3D .

PSR bl (IPv4 5 IPve Hilk) 5 i, SR AE IR AR EE L b A f
WS N, TR SR O S R Bl R, e AE A R L ST S0 NAT,  (HEH AL

HEML
Source Destination
_f_“\_q\ . e
I:li—(( Inside ?— —f’(Outside ‘—I:ll
=‘ \-_\M__/_/l .--u ‘\h_\___F,_) —
10.1.2.2 NAT Real: 192.168.1.1
Identity Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 10.1.2.2 ---> 192.168.1.1
Original Packet Translated Packet

IR - 1 SR U H L P 4 0 R A

meiities i
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s R BHR- (Alik. D A H HERHIER R e . SR A, WIJGIS H B H AR A ]
HRF I PSS 4. A SR E H bR H 3k, AT DL iZ bk B B i A Pl R ok HAd
B4y NAT ] T-iZHuhk.

DR OGE R ORISR, DUE UG HARTE TR 0 ORGESD “AER7 ) o IR PRIkt Tt, U
AR CHARR K H I H SRS 200 H IR H Frty ik S e o 1 9 6 (15 254 1) NAT,
TREFRILIE T, JF o H I H AR R FEE 2 i X

fifi e s it (IPv4 B IPve Huhl) 5 i, WoRTE H bRz g h i3 b bl . an it
L, A[{E IPv4 5 IPv6 2 [AJEAT i

« BRERIR - SRV RO A . B, AT LG RN A o8 A [R] B T EAR T B
c HMERMBERR- (fik. D W& SR B AT H bRt bk g0 G sidl. Wiy Rie
BARIEFE T — X5, Wy DU i e PEAR ] 100 G NAT (HIGHEAHD

CAIE . O DA IR S5 B et e U5l H A0 il 55 3 11

G RN E S Fru O R ERAS NAT, A DUORERT /s B R 1. 1, w7 BAYE TCP/80 AN
TCP/8080 [ AT #e4#e

NAT Y SZHF TCP 5 UDP. #dui I I,  Tf OR S B MBS i 2506 S P B SR IRl 24 TCP 2]
4 UDP) o X5 T 543 NAT, FDREAR PR AR 5500 G [l I P 3 S5 B M B 55 3 11

< BRiRERO. FREIRREDO - FERuE i D
« B Birim 0. FIREBirim O - 2 S H bRk e
(Hik. ) fEE%K (Advanced) - 1EFEHT Tk :

* B 5 N TECAY DNS B € - 157 0 54 NAT B & ik I .

* IPV6 - J& 15 42 11 PAT ] H fhiz 119 1Pve Hitik.

s AEBWMED LERRIE ARP - g 1P sk (4E N BE A HIACHE ARP. 0 A P S5 e
e UM R 2% T gk, DU R S8 2 A AR HT ARP S 25 Wit i dik AT ARP 35K, 4%
FRCAWLS Hhk ok H (b . DRfig w5 2T LATRIAL %l DR A 180 4 AN b S AT A At 19X 4% (1) D)
Ko WIRTEEL, TTLAEHIAREE ARP, FEUCIEOU N W EEHRAE IRk thas R IEfM k. @
W, T B0y NAT, ZATEEACHE ARP (), 1 HAER S SR, 2 sl B in)

o X BAREORITIREE R - 10 5070k JE A U5 Hb bk R O 4 45 Hb b 3 456 [ — 6 5 I 3 36 54 11
ARz, AT DAEPEREIE I,  LAAS 2R G M 4 % phy 28 i AN 2 A /E NAT R0 b e 1) H Az 1
e Hbsdz 1.

o BpE) - GEPRIE I CARE IR H bR bk AR PR S . P IR E B, nTRE
ATER T HTA e B, SIP ZERPAT PSR 2 LU NAT #54e SIP 43k, (H a5 i 4 i
HE], WIS RAX AP O

s AR AR DL R o
s “NAT” GO _E AR LLORAF S 5

| R
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smbi oo naT st ]

BB BAED B NAT 20 2 14

A FH P 2% i B e e (NAT) RDNDRE TP Stk 46 D4 FCAt TP Stk o 364 FH NAT REUPHS AA AT Mtk A4y
TR itk e AT DORE— SRR p oy — Ntk mmT DUAE TS L ik #45 (PAT) K 224 3t
HERE Ay — A s LA L, IR H S 5 X Y.

NAT FEHE DL R IEA B . A3 NAT F1T-50 NAT #UU @ A R, BRaE S 4T35 0 .
NAT 25

R ENCE F 3 NAT BB 30 NAT S . (13 NAT SU it ANGERRAE H br bkt
T A K H3h NAT S5 TRCE, IERART 2 T30 NAT fFnzheg, mTLMEH A
B NAT. HRMWEX BTG, 120 H3) NAT M1F-3) NAT , 28 5 i,

Eid)

=

BN 2 RZSIE I RRAS . ARSI PAT IV, ShasHesess B2l Akt o B F36 e S F) 2t ikl ak/
S A B QAR ER A E SCBRAS A Mk 11, 3 i A e i

BR UXPRF1 NAT. D

R A BTG BIRAS o W] BABES AR “ ™ (Rules) GUTHT - (047 B e ol SiE A0 B 45
FRZAEN . ANREREH] F ) NAT B0,

BN (UPRF BN NAT. )
LRI AL B T DORE B A (FE H 3 NAT U2 fT Bl i) sl s #0177
VE

WA (FTiE. {NF 3 NAT. )
TR P g 5 1 o

PAR 4 NAT R0 e 02 e 3

EOXR NAT 1%

PX % (AKX N4 & SCGENNAT R . AE# fBialr, rOR BRI “ARAT” [N
UM E bR, UG T BT 3 BB a (B e 1 o (ELIHE 4 A B PR 52 TR F ARE% 1

==
IR

o AR B MESIEAE ] TR A L . SR e AT BRI, NAT KHERR BT
MRALS B T BRIE, S04 NAT N T AR AL 5, DA AR 2 i e 11 o TSANRE A Mr e KB 40
O (BVI) AGAC'E NAT, HAEH K3 OfL'E NAT.

IR R AR, MBCSIE ORI e ERA BRI S ik i, 4
SAEIZBC EECE NAT R fhn, W R EIN e 7 X H AR 242X, KPS DAk
AR A — A A TR e e K 1

o R TS PAAEZ MO S, WISs A RANE DA AR [ R . X nT e 2 o B 5 B A
R RS NAT BRI R, T NAT SRS T35 i Pt Sy H - DALk A R 0 e )
F— A DRI S R VCH . A H AR B S NAT B, iGN RS w2 O
AL LN S (OIS NAT 5608, DU SR T 75 I 45 R

| meiities i
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BB L

BEOMR. BREOMER
CRIMFZH B 3 42 TR 6 300 ) FH 3 TR I NAT R FH 042 1 A R 3 (g 4 i 1
4D o R E LR OIS, RSN AR . BRSO SR DR, R
R Z BTG . BOATFOUR, RN N T TR AR AL 4 D 2 AN BT AT e (E
=) .
B 51 NAT B4ER 8 1%
AP it G TUE SCUTHAE RS 1 4 i ik BN S PEUE ] A 3 NAT,
[F16IR (32 AWIHTD .

A5 TR B B MU A R 25 0 B o izl B 2 B Mo ARZED i HorT R L. Ju
EISRER

BN R4 XK any-ipv4 BY, any-ipv6 X %617 H 3 NAT B0,
HIEWIE GBEAVETD .
TR AR B [P e ok o BETE EAb R (1) T v T 5 S A R S 2
« THZS NAT - A5 Wi ik (i B2 5 R el . i bk ] U 46t B mke, (H2 B AR &
TW. AARERINEL S IPv4 F1 IPv6 Hihl, & R AEES — PR A btk . SR REAN 2 R] i
BB VAR EAL P ik, VSR H T-2)4 NAT, F41 1P Hisik# HAE PAT [HIR .
« HZS PAT - LR IZ —:
o (E:10 PAT. O ZYFH HARE I RhhE, 5i%+$ B#x#Z0O IP (Destination Interface
IP). RILWIUERREE B AREE o Z L 1) IPve Hudik, LA Z0{E S 4% (Advanced)
kS IPv6 T, )L E PAT b,

o BME A HARZ AR DLAME SNk, S5 IE RN IEHTIE QIR R N B 20D

e

5

H PAT .
o B PAT Jth, W5KAEHRERRIE WA (F PAT b (PAT Pool) L%+ PAT it
%

« BB NAT - LLUR I —:
o TP — 41k, 35 IR R S W B R R S B, i B A AT LA
FHL TR TEE, A 1A 1 R b R SE Rl DAEREAT X —
S AR, ke W] DUARITHL
o CHATU DRI NAT. O BHITH A Okt &R BAcZEO 1P
(Destination Interface | P). &I Wik 4 H bt 1. ZF R # 1 IPve Hubik, &
INAE B RIE TR L IEPE |PV6 KEII . 136 T 15 EAT i 16 46 )i A5 4% 1 NAT: U3
b1k /ity 11 %% 48 Ay B 19 btk RO ) 3t 1145

© S NAT - 55 JAGHEAT R AR e B, G507 LAk A A 58 AR I 0t 5 .

| R
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s NAT st [

[Rogim O, FHREWmO (XEES NAT) .

WUR T TCP 5% UDP 5 11, iEER AT O RIS, FH4 N R FNEE B 1 45 . ]
t, A LE, W LUK TCP/80 #44k 8080, ANEL A Bt 4y NAT it B X SE1E Il .

F =1 NAT BY3Z#RE 14

AP g B 10 SCYT I BE AT (e i e ko DU S PEDGE M T T3 NAT. AT IE sy lik,
BRAESIAT TR o

[R16IR (3R A WIHTD .

L B R I P P 280 SR B2 o izt T DU R E8 0 e, i He T L ERL.
o7 9o AR R T AT JsU i i, T DAAE RN P i 5 (AT

EiERE GREAWETD .
S B o0 ) ) i S M b1l o JAS A AL 3 PR PR R U e T 2 SRR A R D 28 7Y

o FN7S NAT - A0S Wb Hichil () X 28 o S B . bk m] DUJE 28 0t sk 2, (HIE S A Ee s

TM. AAFER AL IPv4 Al IPv6 Huhl, & RASAL S —FPRR k. R AN [ i)

A VLR ENL TP sht, WIVEEPE T304 NAT, EHL 1P k¥ H E PAT [FIE .

« B7s PAT - LLRIfZ —:
o (10 PAT. ) BHH HEsZ IO AL, 1% B4R#EDO IP (Destination Interface
IP). L WIUERREE BAnEE . ZF L D 1) IPve Hidik, LA Z0E S 4% (Advanced)
FiEEE IPV6 T, E AL E PAT it

o SME I H AR EE O BE DL ANk, B RN SEHTIE B R NSO S 20T

H PAT ith.
o B PAT yth, T5KAEHRE BRI WA, 1F PAT itb (PAT Pool) L%+ PAT %
%,

o B475 NAT - LRI —:

o TR — 4k, 35 2R e NS S R R R R B, 1% R A AT LA
T TEFEEC R TEE, AR R ACR W R SE Rl DAEREAT X —
S AR, Motk CE W] DUARITRL

o CEATu DR RS NAT. O BUITH A O kht, &R BicZEO 1P
(Destination Interface |P). #ILDA AR & H AR o BT L) IPve Hilil, &
WIAE B RIE IR LIPS 1Pv6 BT, 125 T C LA oty 1 e 4 (R 5 A5 B2 11 NAT: I
Hbtak /ity 171 %% 480 Ay 2 1 19 btk RO ) 36 11 5

© S NAT - 5 JRAGUAN R Ao o B0, BT LAk A A 58 AR I At 0 52 .

[R1&6 E 4R

B H I H stk P28 5t R el . R SRR S, UTCTR H K F b o ] #0Rs B Tt il e
U SRARE F AR FR ik, R DA 12 k0 28 A e e o - D A P K 53 47 NAT I T izt

| meiities i
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B raritnaT R

A DAL FEIRIZ D IP (Source Interface | P) LA s H (¥ T CABED “AER” [Any])
U REFEBLIE I, IR AR R A CFAHUR (1 H K HARX 5. 204 H 0 H bm bk S i 1
FH RS NAT, TR FIIEI T 0 H IR H bR GRS 2 (K35 L6 52

i B R

B F CF A B B P AT H AR LR A R 200 S el . RO JR9A BRI T — X4,
A DU A R A B NAT (IR

Tl LA $R 0 se MR e A VE A B M0 % HRIEZER, 1S5 FQDN H i
n, %14 vi,

FEigiRin O . #EMRRO. FiEBirm0. #iRErERRD

O TSI AN 35t i 1) B0 0 5 SCUSERT L b I 55 (R0 1 R 5 o S mT ARG s 11, B 6 R — X 5
USEAEAAT e s L (K15 D0 B AL U SR B 2% IR 55 o ARG B AR 55 IS 10 A LR U
© (BhA&NAT BLPAT. ) AREXS [RIG IR O AEEHR fE BYiR S DT He . ] BUSOR H bR i
AT e e o

 NAT V32 FF TCP 58 UDP. #4#ini L1INF, 7R £ S b A0 i 55 K 456 % PR I B SR D (TRl
TCP 5% [F] 4 UDP) o XTG4 NAT, w]KsAH R R 25 56F 5 5] Bk FH T 52 B AT S ity 11

PAT ;ti NAT 1%
FERCE 57 NAT i, Afblog —ANHuhbath, DUH T PAT ibik ik L EvEn < Dbt 4
?ﬁ » R
B PAT it
VEFE MR IR 7] Ky PAT Fe B — ik .
PAT
FFLUR PAT bz — R dil:
o Hbhb - 2 X PAT ihsthb xS %, s SRR oMM %, s A E N, JuHE
RSN R . AEEEE T M. AR RIS IPv4 A1 IPve Huhil, ‘& A& —
A g ok
« BERED IP-$5 R 7538 B b O HAE PAT Muhil. % T bk, Dok —i e Br
EOMR: Aok E0/ RO XS PAT 15 —FRh 5k,

GES

LA 7 3000 Pl it/ e BROATOL T, WERACSR AR W, FEAEH] R — A PAT Huhk 2 7, #55>
FiC PAT 1k i T A7 3 1 o A0 RIT7VE 23 TCoK B i h A4S PAT Huhik il 1, AR5 A4 3z 0]
FRRAEFIZR — Nk, 3250 ik, DLSRHE.

'R’ PAT &

{2 PAT. @K H s kA O gy Nl B, A 4% TP bk, $7 i PAT W44% IR
AT 65535 i 1. JEH, B PAT #63ei, AN & H (st DR L, DR R R AR
PAT Hitil: 65535 i 1. i, @3y @ PAT, 40T LAGIEEAED ) 192.168.1.7:23 I 5

| R
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=2k NAT B¢

sanaT R ]

10.1.1.1:1027 AE#, LLRAEV ] 192.168.1.7:80 A5 10.1.1.1:1027 FHE# . ANHEKF %L T5
T2 10 PAT 5dz 1 PAT [FIH.

FoBmOSER: SFFRERD

7543 i TCP/UDP wii 1A ] 1024 £ 65535 1 i AR A AN e . (6.7 BUFRRASD 4
M PRI o 5 I, PAT AT SEBrdliiom 5 CEATHD o KT, WAk, )Y
SE R ity AN T FH I, K BRI A S B sty 1715 7] 1) i 11 9 FEE PR SR o 112 1 3 511, 512 3
1023 DL} 1024 2 65535, 24 7 3k fp A A 150 BBl o 1, TSRS b e i . B8 1 21 65535
FIRAJEHE, i %k 8 3ER B O (Include Reserved Ports) #E15. Xf Tia4T A 6.7 B8 =
FECAS () R B A8 e 4, OB A AR IEPRIZIE I, A0 B Tty G o AT AT DA R IX A 2R 4 ik
FEHER B O (Include Reserved Ports) ¥E3, I H ARG H KK E .

FH1E 53 Ec

S P s VR A3L o X6 FH388 P RO PAT,  wT DU LML — o B, i dE i NAT
R AIBC— o e 3. SR Fdus B, Ok BZ ML G S Bk A F iz A B A LI 2 (58T
Uity 1o AR AR T v L TG A& BT o, nTH e 2 . BB 1024-65535
TR Y ARG B, S TR S A A, (HETRK L S5 R PAT s 4 Bty 11 Y0 [l e 10—
B VAT #2111 PAT [FlIR .

FERCE NAT I, AT DESRIET PR E IR L AU IR S5 (R k. I IX L Ja P2 rT ki O
TS5 AR AT E

iR 5 N TEC R DNS [ &

ST DNS N H 1) 1P Huhik o 6)T- MRS 32 1AL R 21 s B 1117 DNS [1152, Hubk (1Pv4 A
L IPV6 AAAA) 0552 WL T 5 hy SEBr o A, % A S B 4% 6 2 -2 11 1K) DN'S
M5, Zids o NSEPRME TS U E. OIETH FHREe oL, A1 NAT64/46 #eik (HdE
FSTE AR AAAA LR 2 M FH) FFEAF BRI A CPEAIE R, 1S HEH NAT =
DNS £ A , 55 100 7o R AEHA NAT M A b4 7m0 4, ki w1 .

REZEO PAT (BfEO) (X1 NAT. )

O EC A R R HE T, R H AR T 1P sk AR Uk (B0 PAT [BlB) o A4
IR PEAZ PIMFALIK 51 1 H R O, ek I T Y. S B2 L1 TPve Mk, 5332 ik
IPv6 XETi . R CRCE 132 PAT Mo EAF A e st WARELEFEILET . J34h, BCE PAT
M th AR FE T

IPv6

FETT 4% I PAT A H A4 1) TP btk

P& R LEBRES ({XEHTS NAT) .

HFT NAT 46, 5% FE I LUK 55— IPv4 il 4k 55— IPve Hilik, K55 — AN IPv4
HEREH A 55 AN TPve Huhk, MKIEISHE. WARAE A BbIED, WEKEEH 1Pv4 ik AUk . XHF—
Hof B, AL I T

EESHE o |
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B =erems

FEHEOLFEA/KIE ARP (X7 NAT. )
S WS TP Mk AR N Bs 045 FACEE ARP. 40 LA FH 5 WSR2 VAR TR 1) X 4 o i i, DU R 46
2AF AR ARP SN 2 WLk AT ARP 53K, M AW skt B b i & . itk
fit 7 Zn] LA B, RO W AN D AT SEAb X &8 . an it 28, n] DAZEHIACHE ARP,
RS OU T 75 A ORAE L e s E R RN B . %, X T 5 NAT, 2ATEACR
ARP [, 1 HAERLeE UL, it i 82 in) il

S EREORITIRBER ((NESEH NAT. (BEHEER. D
L FEAE g S5 A YR b R O Sl b b e 6 [R) — S i R PR B VR H AR 1, )] DL Rk
T, LMl RGARE % H 2600 A 2 A0 FHAE NAT B0 o e 2 1 B bR R H Ande .

B\ ({XFzh NAT, {XEE7S NAT. )
EPR LRI LLBH (F H AR Mok A i m) P bk (v e B e I A IR ), AT REANIE
FTEAML . B, SIPERPAT URSR A LA NAT #6460 SIP 4Rk, (H W Sl 4 4 i g ),
AN 2 R A2 TP

%35 IPv6 X 2%

205 AR IPv6 IS RN IPv4 (2% 2 [RAE i i, 5 B4l NAT e b8 A 2 (Al R4 T 84, Bl
{EPINERIE IPvO PL%, 145t ] e 75 B3 A5 0 4% ik PN 30 bk o
X 1Pv6 (&%, AT LIE ] DL 425 7

* NAT64. NAT46 - K IPv6 Zudls kil IPv4 i t, 2 IR, EEw R HNE, —
FIF 1Pv6 [5] IPv4 4L d, 55—NHT IPv4 [H) IPv6 %6 H . EARMTT LUE B T3 NAT #)
W SE R IEAT %5, (H A1 DNS B4 2807 TAMEIM 4%, W GEFS ELE S DNS N . HTFAEfRE T
HARR LR, TCVEAE T3 NAT MU 5 F DNS E5, Bt LU B PIAS A 30 NAT SE.

N

AR NAT46 SR AU

* NAT66 - ¥ IPv6 o3y AN G 1K) TPv6 Hidk o FRATTEE IS FH %28 NAT. LA LIS F NAT
of, PAT, {HH T IPv6 Huhb KEftRy, A B EH3)4 NAT.

)

R NAT64 Fll NAT 46 1] LAFEFRAERS tHEE 11 FAEH . NAT66 W 7E 5 e R AR ALk b B2 1 B

NAT64/46: 1% IPv6 Hhtit3E3a 4 IPv4 Hbiit

M A IPv6 45 HE N TPv4 INZE I, 1 T5 20K IPve Mk # 4 1Pv4 Hibik, JRaiiE M Ipv4 IR
[l IPv6. M2 WAk, —N IPv4 Muhikith T4 1Pv4 W45 i) TPve Hulik, 35—/ IPv6
Mokt T4 58 IPve M4 i 1Pv4 Hihik .

| R
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NAT64/46 7~ 151 :

NATG64/46 5= 15): PIER IPv6 [ 4% 5 51N&T IPvd EEL M .

* NAT64 FLI () TPv4 Huhibyth— e /N, 85 A BERCAT A2 05 (I ik 55 TPve 2 7 sty Mk — 3 — Wi
H5ENASGHA NAT /L, 3075 PAT nf DLSE 25 503 2 vl e K& IPv6 25 ) v bk 75 22 .

* NAT46 LNy IPv6 bkt n] PSS 5K T ZE MU 1) 1Pv4 HihE%0 . X RVFREAS TPv4 Bk B 31
ANE TPV Mk, NAT46 (N S FrEf AW, LA REE H 8) 2 PAT,

TS T B AN SEmS, — AN T IPve 4%, —ANHT B AR IPva W45, ARG ] UEH . — F5)
NAT B 5E AT 45, (H a1 DNS R4S a7 FAMHN 4, W] e 2285 DNS W, T 7EfRE
T HERED R, TCEELET-3) NAT HUU A 5 DNS 5, BT DA 602 piAS F 3 NAT AE) .

K ER IPv6 M 4% 5 5MER IPvd B BX Y

PR A& —ANER R, R E AL 2 IPV6 (K T 2%, HLA 75 B 30 380 T 6 I 1 7 i
AN 1Pv4 . SRR e #8077 DNS 4,  LAE a] LLEE SRS TF-3)) NAT BUUH $0AT NAT64 Fil NAT46
Heffe

= |

Web server

| 2081852002257

autside
IPvé | 200.165.201.1/27

2001:db5-100 — 208165 201 1 P
209.165.200.225 — 2001-db8-D1A5:CEET Ens

inside
1P 2001:db%:: 185

E Inside client

2001:db3::100

—_—

LEAI, (SN D 1P Huhik, 48 T 8h7842 0 PAT #4346 IPv6 28 4k IPv4. B4 IPv4
TR AR 2001:db8::/96 M4 HH bl  FRIFAE N B M 25 H AL i

i

B E U TPV6 W9 2% [ Y 48 5t 52

a) LR > WREE.

b) MHHIEFEMLE (Network) I i iR nm 4% (Add Network) > iR InXt % (Add Object).
c) &M IPV6 P44,

FM R G4 (BN, inside v6) , ARG HIA ML HihE 2001:db8::/96.

meiities i
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B vavease w0, 9ER IPvE WLk 5 518E IPva HEER

New Network Object

MName

inside_vb

Description

Network
Host Range (@ Network FQDN

2001 :db8::/96

Allow Overrides

d) iR,
$IB 2 GET-3) NAT FU LUK IPve W28 4y IPv4 FF TR VGR [A] .
a) RUGEFIRE > NAT, FHOIeE ok g gBh i NAT 5% .
b) AR,
c) ME L@

* NAT #LU = F-3)) NAT BN
« A (Type)= 2%
d) FHEOXF K (Interface Objects) AdE DL Nk
c REOXMR =N,
- BFREON KR = 4K,
e) 7r&EHR (Trandlation) b & LN
* JR3AR = inside v6 MEZEXT % .
- BEIRNR = BHRZED IP.
« JR44 B ¥R (Original Destination) = inside v6 F£%%f %
« #3589 B4R (Translated Destination) = any-ipv4 48X % .

| EES RS
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NAT64/46 /5l £1% 575 IPve ELEE 70 DNS #53e0pas 1Pve sk I}

Add NAT Rule

Insert:

In Category L MAT Rules Before L
Type:

Dynamic r

Enable
Description

Interface Objects  Translation PAT Pool  Advanced

T
Original Packet Translated Packet
Original Source:* Translated Source
inside_v6 - Destination Interface P v
ﬂ The values selected for
Original Destination Destination Interface Objects in
‘Interface Objects' tab will be used
Address - i : = %
- Translated Destination
inside_vo -
any-ipvd -
f) REHAE.

A IR U ISE,  AAPA 322 1 _E A 2001:db8::/96 1~ WAL [ia) /Ml 432 11 FRATART s 1 00 22 52 A FH) s s
B0 IPv4 HuhEEAT 1) NAT64 PAT 44k, i, AL AT IPv4 sk BA pyEBEe0, #8
B iR N2 TPv4 Huhik 73 ok 2001:db8::/96 B2% Hh [ — ANl

g) il NAT MU LT | 1R TF (Save).

NAT64/46 7<{5: €2 5MER IPv4 B EX N DNS 2535 5 3B IPv6 X 4%

TSN AL PR s RIS SR TPv6, {EARNE LI A R P T I AR 4 SRR
1Pv4.

| meiities i
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B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

Web server
209.165.200.225/27
EJ 1
: Y =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201 1/27
é’ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
333112282016}22_5’ iugal[]{ilsﬂzt?;&&&c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

FEAG T, A5 B AN BE G TP sk, i 3h 4% 0 PAT 5 N5 IPve MILR 4l TPva . K4S TPv4
U AL M 2001:db8::/96 ML R bR, AR VFLE NI 4% AR . X NAT46 BEIJE H DNS
5, AT DNS ARG A5 R T LI A (IPv4) il AAAA (IPv6) idsk, HubiEtAE TPv4
HE#E 4 1Pv6 Mk,

MR IPv6e W25 LA 2001:DBS::100 1% 7 i 22 i F] FF www.example.com B, 1 Web 153K 1)
SR

1. &t R Hidk A 2001:DB8::D1A5:CA81 (1) DNS 4528 3% DNS sk« NAT Fi %k
DNS i 3R o YR H REE4 T LT $ e
* 2001:DB8::100 %454 209.165.201.1 L AME—3fi 1 (NAT64 #2211 PAT $E0). )
* 2001:DB8::D1AS5:CAS81 ¥4tk 209.165.202.129 (NAT46 ¥, ) DI1AS5:CA81 &
209.165.202.129 [ IPv6 X M4, D

2. DNS HR55 8% LL A 0 SEd- TmR, F5 H www.example.com 7 209.165.200.225. NAT46 ¥ (2
JAH DNS 5D 4 A0 i3 4 IPve M N AAAA LT, FH1E AAAA iE3% T4 209.165.200.225
35 2001:db8:D1A5:C8E1. IhAk, DNS M 5 H (15 ik A1 B A bl oA 5 46k -

* 209.165.202.129 %44 2001:DB8::D1A5:CA81
* 209.165.201.1 #4524 2001:db8::100
3. IPv6 & AL Web Il 55 #5 (1 IP i, )& 17 47T 2001:db8:D1AS5:C8E1 [¥] www.example.com
K HTTP k.  (D1A5:C8E1 & 209.165.200.225 [1) IPv6 % Ni#). ) HTTP ik o isiFi H (1
HEAT 46 -
* 2001:DB8::100 ¥4 4 209.156.101.54 F[¥ME—im 11 (NAT64 #2211 PAT ¥, )

| EES RS
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NAT64/46 {51 €12 5745 IPva EELR A0 ONS #53e0 P05 1Pve % [l

* 2001:db8:D1AS5:C8E1 # 4t 24 209.165.200.225 (NAT46 . >

LAUR B BERE A 21 T dn e e B e 7s 1 o

FHIa Z |l
R A EE T TR DR DN R (a4 o EARGI, TAMREE O F 2
YO RERAISNERIN 2 42X HRER IR, WKKEHR > MRE®E, RiLFFED.

g2

FE QI LPEE TPVE ML RN TPvA W) 44 (1) N 48 % 42 .
a) EHFEFRR > WREE.
b) MHHIEFEMLE (Network) JF i iR nm4% (Add Network) > iRInXT 5 (Add Object).
c) &M IPV6 P44,
AWM G s (I, inside_v6) , SRISHIAF L HLE 2001:db8::/96.

New Network Object
Name
inside_v6

Description

Network
Host Range ®) Network FQDN

2001:db8::/96

Allow Overrides

d) HEHREF.
e) MR (Add Network) > iRAI3F & (Add Object) 52 XA TPv4 M4,

J MR G4 (BN, outside v4 any) , ARJEHIA ML 0.0.0.0/0.

meiities i



mugititisie |
B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

New Network Object

Name

‘ outside_v4_any

Description

Network
Host Range ®) Network FQDN

~ 0.0.0.0/0

\ Allow Overrides

f) iR,

FIE2 MR IPve MZSHLE NAT64 545 PAT M.
FIR3 NHMIE TPv4 W B A NAT46 LN
a) AUl ANEL
b) AcE LA JE
* NAT #M (NAT Rule) = E %l NAT #01,

o KB =,
¢) EHEMOXFK (Interface Objects) A& DL Nk
 FREOXMR =M.
- BFREOXMSR = W,
d) {E¥# (Trandation) FECE DL LT
* [R34iE = outside v4 any M 8N4,
« 45 FB0R > Hodk (Translated Source Address) = inside_v6 FZ8 4 % .

e) TEmZ (Advanced) EIi-K I, L+ #R 5 AN LA A DNS B & (Translate DNSrepliesthat
match thisrule).

| EES RS
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Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Static v

Interface Objects Translation PAT Pool
|

Original Packet

Original Source:*

outside_v4_any v
Original Port:
TCP v
) MliAE.

Advanced

NATG6: 5 IPV6 et 54 TR e 1Pve sttt [

Translated Packet

Translated Source:

Address v
inside_v6 v

Translated Port:

A FUCHRUBSE, A0S R 28 o iR AT AR] TPv4 Mk BIE B8 1, AR RN 2K IPv4 itk v e
k1 2001:db8::/96 4% 1t —ANHihl. Ak, DNS B M A (IPv4) I35 3 5 AAAA (IPV6) ic 3%,
Hohikto )\ TPv4 Hudik 4 Kk TPv6 Hbdil .

NAT66: 1% IPv6 Mt ib4%3% /5 A< [5] B4 IPv6 bt

PN —ATPv6 BEEEEN 75— TPv6 WL, 8] DK bl 5 #  A158 X 25 L IRAS [R] TPve Mkl . 3k
1T 5 2AS NAT. JLE AT LUI FH NAT 85 PAT, {Hi T IPv6 Hulib KA, RIS OME FH 3h s

NAT.

DU AN IEAEAN [ R b S TR e e, T AR 5 2 — AN P — 1) NAT66 B . 1] B 50 NAT
FRRA L RSN . HE, W RANE S VRR B, T DUAUE T3 NAT K & NAT

W2 A B o

NATG66 7~ 151: 4% (8] B ER7SEE 1%

a0 LUAE ] H 3 NAT 76 1Pve Huhibjth 2 [RIC S B A 3. LT 2 35 B Wiflks 2001:db8:122:2091::/96
0% 8% T () P S sk A 3 K 2001:db8:122:2999::/96 ¥ 2%t ffy AR bl

meiities i
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B nates o1 mia s

—
=L
T
IPvE web server
outside

IPvE 2001:db8:122:201b::1/96
fm—,

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

L

Inside client
\ 2001:db8:122:2091::121
—
FIEZ Al

PR RA S TR L I DR (X adR a4 o AR, TAVRER X% 2
Z N REBMSMNEBI 242X . ERCEHE NS, WIRKIGEFNR > WREE, RGEFHFED.

F

UK

B E LB TPV [ 48 FIAME TPve NAT 2% [ 4 £ 5 5%
b) MHFEHIEPEMLE (Network) Jf i iR NM 4% (Add Network) > i3 8 (Add Object).
c) EX I IPv6 M 4%,

HMZEN G4 (B, inside v6) , ARJEHTA M 45 HbE 2001:db8:122:2091::/96.

| EES RS
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NATss = f5l: Mesimmgsitin [

New Network Object

Mame

inside_vb

Description

Network
Host Range (& Network FODN

2001:db8:122:2091::/96

| Allow Overrides

d) iR E.
e) AiliRMMMLE (Add Network) > RII¥T & (Add Object) Jf & AN IPv6 NAT k%% .

HMZEN G4 (B, outside nat v6) , ARJEHIA M L HIE 2001:db8:122:2999::/96.

New Network Object

Mame

outside_nat_vb

Description

MNetwork
Host Range () MNetwork FOQDN

2001:db8:122:2999::/96

Allow Overrides

0 iR F.
FIB2 N ER IPv6 LI B F A NAT FN.
a) MKUCGEPIZE > NAT, JFaIdt sk gnit b8 NAT 5% .
b) Al ARANELN .
o) RLE LT EME:

* NAT # M (NAT Rule) = F3) NAT S,

« LB =,

meiities i
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B vaves w5l e ipve sE0 PAT

d) FHEOXFKR (Interface Objects) A& DL Nk
cREOMR = N,
- BFREOM KR = 40K,
e) {ri¥E#k (Trandation) b LA kT
* JRYAR = inside v6 MLEXT %,
« 3R R RYIE > Hblik (Trandated Source Address) = outside nat v6 P48 X} % .

Add NAT Rule
MAT Rule

Auto NAT Rule v
Type

Static -

-
el

Interface Objects  Translation  PAT Pool  Advanced

—

Original Packet Translated Packet
Original Source:* Translated Source

inside_vGb - Address -
Qriginal Port: outside_nat_vb -

TCP kS

Translated Port
) HNEiAE.

A5 BB HN, A PN B4 111 (9 2001:db8:122:2091::/96 1~/ B 4P H58: L1 AT I S B s &4 s
NAT66 #4:H 2001:db8:122:2999::/96 W 2% 1 [ty .

NAT66 =151 & & IPv6 #% 1 PAT
St NATG6 19— 07 VA 1 Bt bk 5 5 R4 S 62 11 TP Sl bR L3 .

29 NAT66 Fic & 2 1 PAT FUIRS, iZ3: 0 _LACE BT 4R ak ) 7 PAT Wed. %4 D RBE A
b M bk sk sSAR M iR T PAT.

| R
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naTe6 7= &2 1Pve sz PAT I}

IPvG web server

L

ol;iside
IPvE 2001:db8:122:201b::1/96

F. b
rr

2001:db8:122:2091::121 — 2001:db8:122:201b::1

IPvG 2001:db8:122:2091::11/96

Inside client
2001:db3:122:2091::121
—)
FIEZ Al

PR RA QS TR L 4 DR (e adROA) o AR, AR ER X% 2
Z N REBMSMEBI 42X . ERCEHE NS, WIRKIGEFENR > W REE, RGEFHFED.

UK

B U TPV6 W9 2% [ X 48 0t 52
b) MHFEHIEPEMLE (Network) Jf i iR nM & (Add Network) > i3 8 (Add Object).
c) EX I IPv6 M 4%,

HMZEN G4 (B, inside v6) , ARJEHIA M 45 HlE 2001:db8:122:2091::/96.

meiities i
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B vaves w5l e ipve sE0 PAT

New Network Object

Name

inside_v6

Description

Network
() Host () Range (® Network () FQDN

L

I 2001:db8:122:2091::/96

| Allow Overrides

d)y PEREF.

FIB2 S IPv6 N4 HC & 5h A PAT HL.
a) KUKIEPEIRE > NAT, JEOId sk g by NAT SR .
b) sGlARANEN .
¢) FoELLFEE:

* NAT 0 (NAT Rule) = H3)) NAT #0,
« %A (Type)= 3.
d) F#ENOXF %K (Interface Objects) A& DL Nk
REOMR = NS
« BAREOXM R = 4MiB.

| EES RS
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e) friE# (Trandation) b DL R LI
* [R14iR = inside v6 MZEXT %,

- BHMAYIE = BARIEO P,

f) £ BR L, EFEIPV6, FRANAEHIM HARER O TPve Hudlk

Add NAT Rule

NAT Rule:
\ Auto NAT Rule v

Type:

‘ Dynamic v

-y

Translation PAT Pool

Interface Objects
Original Packet

Original Source:*

inside_v6 v

Original Port:
TCP v

g) Miidi OK.,

Advanced

Translated Packet

Translated Source:

‘ Destination Interface IP v

o The values selected for
Destination Interface Objects in
'Interface Objects' tab will be used

e |

A FH IR, AP ER3E 18] 2001:db8:122:2091::/96 - WA ) A4 1 FRAT () i B3 <5 id NAT66
PAT #5454 Ry A4 VG & 1) IPv6 4 itk 2 — .

1= NAT

O NAT JERGEAT MR R, 15 8% 8% CLIJFEH LU N 2.
* show nat 75 NAT FBEIANRENS KLU ) iy b vF K. 0 A7 FAd G HE 7l T ek NAT [ He A7 i

fHE.

* show xlate B 7~ YA TG BRSSP NAT #4t.,

meiities i
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NAT {51

* clear xlate SLVFIHERAL TSR 1) NAT Seffe. R 50 NAT BN, 85 mT RERT 2RI 30 1)
B, DUNIUAT EERARSEAT T IH R Huhl, BENERAT A TERREH AV R G B B,
FER o )R — DGR 2k P A 5 i R S T (R e i

NAT 7451

PATR it 778 i 0 i o6 B G NAT )74l

¥ RER Web AR5 288917 B4R (575 B 21 NAT)
LA R4 P 5 Web 5 BT A A NAT. St B T IS 1, BRI ASEHBEER D6 AR 7
SEHAS NAT, DL BLAES 1 ) Web 55 0370
15: T [3] &0 Web FR 55 25 BUER 7S NAT

E! 209.165.201.12

L

J/- B
( Outside )

g et |
209.165.201.1

Undo Translation
10.1.2.27 —» 209.165.201.10

B8 Security
%% Appliance

S myWebServ
— 10.1.2.27

FHia Z |l

FAORAFAE AL S DR Web [ 55 a8 OB 2645 I AOHE N 5. (e XIeidi 4D o fEAREIT, JATER
SERL DN G4 H RERRISMNER I 224X B B LI B, I IKUGER M &R > MREE, RIRkHF
#0.

UK

BER QT RS A A A A IC A 200 52

| R
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2 4t 198 Web B 25 5to i iaan iR (saaNAD [l

a) LR > WREE.
b) M H kR ML (Network) Jf 4 iR in M 4% (Add Network) > /0t & (Add Object).
c) X Web JIR554s (1AL HutE o

JM LTS 4 (B, WebServerPrivate), 4R 4 A\ SEFs AL IP bk 10.1.2.27.

New Network Object

Mame

WebSernverPrivate

Description

Network
e Host Range Network FOQDN

10.1.2.27
Allow Overrides
» Override (0)

d) HiiRTE,
e) sdiRINMLE (Add Network) > FRAN3T 8 (Add Object) Jf& LA Ttk

W% 0t % 4 (B, WebServerPublic) , FF4mA EALHNE 209.165.201.10.
New MNetwork Object
Mame

WebServerPublic

Description

Network
#» Host Range Network FODN

209.165.201.10
Allow Overrides

» Owverride (0)

) RdREF.

| meiities i
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B i=smmEm web R sa0isEAUR (2875 3 NAT)

P2 FLEN LA NAT.
a) WUGEFIRE > NAT, FEAIeRsgmi b NAT 5.
b) TR IE .
c) ML AT JE k.

« NAT #0] (NAT Rule) = A 3h NAT ${0).

« KB =,

d) F#EOXF K (Interface Objects) A & DL Nk
c FREOMXR =N,
- BFREEOXM &R = 4.

e) {rE#k (Trandation) b LA kT
- R 14iE = WebServerPrivate P28 X1 4 .
BRI R RYIE > Hillk = WebServerPublic P48 %1% .

Add MNAT Rule

NAT Rule:
Auto NAT Rule *

Type
Static -

o

Interface Objects  Translation PAT Pool  Advanced

|
Original Packet Translated Packet
Original Source:* Translated Source:
WebServerPrivate v Address v
Onginal Port: WebServerPublic v
TCP r
Translated Port
f) iR,

HIE3 Ll NAT S0 E AR 7F .

| EES RS



| Mt
T ) P8 4L 40 5175 B3 5 NAT FO 11128 Wb i %5 28 0275 NAT |

H [a) AERE MBI 3175 B o0 NAT F0 [5)5PER Web BR 525 895275 NAT
LRI RN SR U7 R 2858 Web BRS5 235, LR /s o IXSeFH P IE B S A NAT. AN, 34N
R P& RS Web IRZS 250, 1% Web IR 55 25 bk gl i 46 0 Wom 7B N F8 45 L stk .
16: E 5] NER Web BR 5% 2884937 NAT, TE[@SMNER Web BR % 250537 NAT
I:l Web Server
209.165.201.12

|

g &
( Outside
N
209.165.201.1
Translation
10.1.2.10 — 209.165.201.20 .
'8N Security
Undo Translation Appliance
209.165.201.12 <— 10.1.2.20

248773

FHiaZ |l

B ORAFAE AL DR Web IR 55 a8 O 45 AR DN R CasXIedi 4 o fEAREIH, BATE
SERL IR B4 0 RERRISMNER ) 224X B B I B, I IKUGER MR > MREE, KAk
#0.

UK

W bR A LR ) B3 NAT b G — a0 4 .
a) EFITR (Object) > W HREIE (Object Management).
b) MHETIEFEMLE (Network) H st iRAnM4E (Add Network) > iR AN3F & (Add Object).
¢) & XBA NAT it
HMgE R A g (BN, myNATpool) , Jf4mA M £ bl Hl 209.165.201.20-209.165.201.30,

| meiities i
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New Network Object

Name:

myNATpool

Description

Network
® Host Range Network FQDN

209.165.201.20-209.165.201.30

Allow Overrides

d) iR

IR 2y TR L O X 46 5
a) ATdHRIMML (Add Network) > iF ¥t (Add Object).
b) MM G a4 (B, MylnsNet) , Ffi AR 28k 10.1.2.0/24.

MNew MNetwork Object
Name
MylnsMNet

Description

Network
Host Range o Metwork FQDMN

10.1.2.0/24
Allow Overrides

¢ HilifRTF.

S 3 AN Web IS 2861 8 M 450 5 .
a) AR mM 4 (Add Network) > %t % (Add Object).

b) MM G4 (BN, MyWebServer) , FEHA EALMNE 209.165.201.12.

| R

Mt |
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T ) P8 4L 40 5175 B3 5 NAT FO 11128 Wb i %5 28 0275 NAT |

New Network Object

Name
MyWebServer

Description

MNetwork
e Host Range Network FODN

209.165.201.12

Allow Overrides

c) MHRTF.

WA R Web i 2525 Huhik 61 2 9 25 6 52
a) AR (Add Network) > 55 An%t & (Add Object).
b) AMEXI G4 (B, TransWebServer) , JE4A FHUNE 10.1.2.20.

New MNetwork Object
Mame
TransWebServer

Description

Metwork
® Host Range MNetwork FQDN

10.1.2.20

Allow Overrides

c) HilifRTE,
LIBS I BIA NAT x5k P35 W 25 1 & 57 NAT .
a) WUGEFIRE > NAT, 0ok g oPBh i NAT 5% .
b) dHRAAN .
c) MELLR @bk

| meiities i



B @amsmEian7s & NAT A1 E 50D Web AR 55 28 89875 NAT

« NAT #17 (NAT Rule) = (45 NAT #i].
* £3 (Type)=3hAs.

d) fF#EOXF %K (Interface Objects) Fc & DL Nk
REZEOMNR = W,
« BAREOXM R = k.

e) fEiE#k (Trandation) b DL R L
* [R147R = myInsNet P54,

* GEIR R HOIR > ik (Trandated Source Address) = myNATpool M54 .

Add NAT Rule
MNAT Rule

Auto NAT Rule -
Type

Dynamic -

Interface Objects  Translation  PAT Pool

Original Packet
Original Source:*
MylnsMNet -
Original Port
f) FREF.

Advanced
Translated Packet

Translated Source

Address -

myMNATpool v

L6 H Web RS- AeiC B HH A NAT,

a) AidrAN IR .
b) HCE LAN Pk

« NAT #0 (NAT Rule) = [3)) NAT i),

© HB =

¢) {EHENOXFKR (Interface Objects) [Hc & LI Nk

| R

Mt |
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BAS mEHIMABaELEE BsamnNaT, —xz) [

© BHEOM KR = 5.
- BfrEONER = N,

d) {r&E#e (Trandation) FJCE LT LI
* [R4AE = myWebServer 254} %,
« 3R R RYIE > Hblik (Trandated Source Address) = TransWebServer 484} %

Add NAT Rule

MNAT Rule:

Auto NAT Rule -
Type:

Static 'r

v

Interface Objects  Translation  PAT Pool

fe=aa—— )
Original Packet
Qriginal Source:™
MyWebServer -
Original Port:
TCP v
e) HilifRTE.

Advanced

Translated Packet

Translated Source
Address -

TransWebServer v

Translated Port

ST L NAT 0 7O R TF .

BAEZ BN A HISE R (B3 NAT, —X%)

LUR 7R B s e 221 TP ShEFR) A BB 0 88 i s o M8 BB R ML ) b — N TP Hhib I, K
ML S 1) B ok B — S B A T s i . RIS SR Y URL, &2 BHE 1) B IE A 1) Web Jii g%

Ao

meiities i
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B 2esrmshpnmnmasines GBS NAT, —4%)

B 17: AR S BRI 2R A — X & 3875 NAT

T ™

@uiside Undo Translation
Undo Translation ~Aee 209.165.201.5 > 10.1.2.27

209.165.201.3 —> 10.1.2.27

Undo Translation
209.165.201.4 = 10.1.2.27

oad Balancer
0.1.2.27

Web_Servers

FHia Z |l

B ORAFAE AL DR Web IR 55 28 045 O3RN 5. CasXIsidi 14 o fEAREI, JATIE
SERL B4 0 RERRISMNER ) 24X BIC B I S, I IKUGER MR > MREE, Rk
#0.

UK

W B ) HWU GBS T 2% M ) 2 R 4
a) JEFERTER (Object) > IR EIE (Object Management).
b) MHETEFE L (Network) I iR nM g (Add Network) > iR Inxt & (Add Object).
c) & k.

JM gt SR Ar 4 (Fln, myPublicIPs) FE4A M 4570 H 209.165.201.3-209.165.201.5.

| EES RS
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BAS mEHIMABaELEE BsamnNaT, —xz) [

New Network Object

Name
myPubliclPs

Descri iption
Network
® Host Range Network FQDN
209.165.201.3-209.165.201.5
Allow Qverrides
d) HliRTE.

WIB2 N NIRRT S
a) ATdHRIMML (Add Network) > iF ¥t (Add Object).
b) AWML G4 (B, myLBHost), X5 LML 10.1.2.27.

MNew Network Object

MName
myLBHost

Description

Metwork
® Host Range Metwork FQDN

10.1.2.27

Allow Overrides

c) MR
TIB 3 NI A I B B A NAT,
a) KIREFIZE > NAT, JEOIEakdmiE BT NAT 5%,
b) iR AInARN .
c) MHELLITEM:

* NAT #0] (NAT Rule) = 55 NAT #.

© BB =

d) 7E#EOXF% (Interface Objects) Fic & LA Nk
CREZEONS = N,
« BAREOXM R = Mk

meiities i
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

e) fE&:HR (Trandation) FACE DL R LI
* [R14iE = myLBHost P25 X% .
- $E fR AYIR > ik (Translated Source Address) = myPublicIPs %444

Add NAT Rule
MAT Rule:

Auto NAT Rule -
Type:

Static -

Interface Objects  Translation PAT Pool Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
myLBHost v Address -
Original Port: myPubliclPs v
TCP v
Translated Port:
f) FERE.

P4 G NAT B i E R F .

FTP. HTTP 0 SMTP By Ea /M ibiit (B Hix Ot pyER7s B 51 NAT)

DL SZ Fpi IV 40 ) B0 A& NAT 7~ i #2 4 7 U i) FTP. HTTP Al SMTP $2 4k s —Hbhl . S2fs L,
IX LR 55 B AL SR 2% E AR W 2%, AEX TR RG2S, AT LAFE 2 K ity 1 50 U P 5 4 NAT,
XS A ] [R]— RS TP b AAS [R] i 1

| R
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FTP. HTTP 71 SMTP g2 it (BgisnstmassazmNaD ]

[ 18: STk QAR AYERZS NAT

Host
—
S,
Undo Translation Omsff/
209.165.201.3:21 —>» 10.1.2.27

Undo Translation
209.165.201.3:25 —>» 10.1.2.29

Undo Translation

209.165.201.3:80 —» 10.1.2.28 F—

HTTP server
10.1.2.28

FHia Z |l

BRI DX 5 CRAXIEEE D & R IR A BRI D FEATRIT, BAMEE
PN B4 0 RERAISNER A 22 42X o SRCERZ LN R, R R >R ERR, RnikfEd.

UK

LB Ny FTP RS S 45 61 5 o

a) EFEITR (Object) > 3R EE (Object Management).
b) MHEHIEFEMEE (Network) Ff s i iR nm 4% (Add Network) > iR n3$ 8 (Add Object).
o) AMEX G4 (BN, FTPserver) , RJEHiA FTP k5% 055k [P Hilik 10.1.2.27.

New Network Object

Name
FTPserver

Description

Network
® Host Range Network FQDN

10.1.2.27

Allow Qverrides

meiities i
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

d) RdRTEF.

$IE2 Jy HTTP RS #e i 414 .
a) AdiRInMLE (Add Network) > 55 hn%t 5% (Add Object).
b) MM G4 (B, HTTPserver), RGN LML 10.1.2.28.
New Network Object

Name
HTTPserver

Description

Network
® Host Range Network FQDN

10.1.2.28

Allow Overrides

c) HMRTF.
WIE3 Ky SMTP e 557 B M 45 50 %

a) AdiRINM 4 (Add Network) > &A%t & (Add Object).
b) AWML G4 (B, SMTPserver), #RJafi A EHLAIE 10.1.2.29,

New Network Object

Name
SMTPserver

Description

Network
® Host Range Network FQDN

10.1.2.29

Allow Overrides

c) MEHRTEF.
TEA IHT =8IRS B AILIP bt G M5 .
a) AdiRInMLE (Add Network) > i3t 5 (Add Object).
b) MM G4 (B, ServerPublicIP) , SRJEHIA FHLHHE 209.165.201.3,
New Network Object

Name

ServerPubliclP

Description

Network
® Host Range Network FQDN

209.165.201.3

Allow Overrides

c) MR

SIES Jy FTP RSS2 IC & HA iy L A e 554 NAT, J50 FTP ui i 2110 5 & .
a) WUGEFRIRE > NAT, FHOIEE kg i NAT Hg .
b) sdERAAN

| R
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c) MCELUTEE:
* NAT # M (NAT Rule) = 13 NAT S,

« £ =
d) FEOXMKR (Interface Objects) FHCE DL R
CRIZEOMNR = N,
« BARIEOXM R = k.
e) 7r&EHR (Trandlation) b & LA T
* [R5 = FTPserver P48 15 .

FTP. HTTP 71 SMTP g2 it (BgisnstmassazmNaD ]

« $E3R R HOIR (Trandated Source) > 3k (Address) = ServerPublicIP 485} %2

« [R44i% 0 (Original Port) > TCP =21,
s FigRRRO =21,

Add NAT Rule

MNAT Rule

Aurto MAT Rule

Type
Static

o |
o

Interface Objects  Translation  PAT Pool

Criginal Packet

Omginal Source:*

FTPserer

Omginal Port
TCP

a1

f) R

Translated Packet

Translated Source

LI 6 Jy HTTP R4S #slic & FA v D F 3RS NAT, % HTTP i U 23 3 5 .

a) KA .
b) HCE LA Nk

meiities i
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

* NAT 0 (NAT Rule) = H3)) NAT #0),
¢) {E#EMOXF %K (Interface Objects) Fc & LA Nk .
< RIEOMR = .
« BFrEOXR =M.
d) 7E¥s# (Trandation) b E DL R L
* RIAiR = HTTPserver 4551 % .
« #E38f5893F (Translated Source) > #i3it (Address) = ServerPublicIP 4% %)% .
* [R#43% 0 (Original Port) > TCP = 80.
* ¥R YR = 80.

Add NAT Rule o
NAT Rule

Auto NAT Rule v
Type

Static .
4

Interface Obyacts Translation PAT Poal Advanced

I —

Driginal Packet Translated Packet
Onginal Source:* Translated Source

HTTPserver v Address v
Oniginal Port ServerPubliclP B

TCP v

Translated Port
&0 8l
e) HilifRTF.

WIET N SMTP HRSsAsf B AT iy UL 35135 NAT, K SMTP i LB 2 H 1 5 .
a) AR mEm .
b) BCE L@
* NAT #M (NAT Rule) = H 3 NAT #E0.

| R
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FTP. HTTP 71 SMTP g2 it (BgisnstmassazmNaD ]

« KA = K,
¢) {EHEMOXFK (Interface Objects) A & DL Nk
c FREOMR =N,
- BFREOXR = 4.
d) 7% (Trandlation) b & LR 3.
* JR3RIE = SMTPserver P&% X5,
- 3 EHYIE (Translated Source) > Hitit (Address) = ServerPublicIP 2% % % .
« [R44i% 0 (Original Port) > TCP =25,
< BiRERERO =25,

Add MAT Rule [+ ]
MNAT Rule

Auto NAT Rule v
Type

Static v

et
wall

Interface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source

SMTPserver " Address "
Original Part ServerPubliclP v

TCP v

Translated Port
25 25
e) RiifRTF.

FIR8 il NAT JU i _E 4R T .

meiities i
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B ssmaiEms hsFHean

i E Birma (3175F 50 PAD

TR 10.1.2.0/24 W4 E 1) — & EVLELET & A RS A 9 FENL05 47T 209.165.201.11
(RIS 2SI, SR HhE A B A 209.165.202.129:port. 24 LT IF) 47 T 209.165.200.225 IR 5% 251
S fr kK B 4 209.165.202.130:port .

19: B 51 F BiRrit it B9 F 50 NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

E ]

A

e
—(owe

IQ

209.165.201.0/27 209.165.200.224/27

Translation ] Translation
10.1.2.27—> 209.165.202.129 10.1.2.27—> 209.165.202.130

Packet
Dest. Address:
209.165.201.11 _—

Packet
Dest. Address:
209.165.200.225

FHia Z |l

FfR AR O S CREXEEEEO4D , RS R IR a0 fEAGI,, FATHRE R
SEFE I ZOE A N RERA dmz )22 Xl HERCERZ DN R, HRHENR > W REE, Rz
Ho

UK
IR Ay P 0 285 ) 5 X 48 0
a) IEFEXTHR (Object) > ¥R ELE (Object Management).

b) MHETIEFEMLE (Network) H iR nM 4 (Add Network) > R N3F & (Add Object).
¢) AKX G4 (B, mylnsideNetwork), 4R 5% A SZEr M4 ik 10.1.2.0/24.

| EES RS
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wpEEETS @sFaraD [

New Network Object

Name

mylnsideNetwork

Description

Network
Host Range ® Network FQDN

10.1.2.0/24

Allow Overrides

d) iR

SIE2 ) DMZ 4% 1 B3R T 5,
a) MidRMmMLs (Add Network) > AN 5 (Add Object).

b) AWML GarZ (BN, DMZnetworkl) , SRJGHI A ML HAE 209.165.201.0/27 (FMHEAD K
255.255.255.224) .

New Network Object

c) AHRTF.

IR 3 O DMZ %% 1 [ PAT Huhk @i i 456t 4
a) ATdRIMML (Add Network) > &%t & (Add Object).
b) AL G4 (B, PATaddressl) , #RJa %A EHLHBAE 209.165.202.129.
New Network Object

Name
PATaddress1

Description

Network
® Host Range Network FQDN

209.165.202.129

Allow Overrides

¢ HilifRTF.

FIE Ay DMZ L% 2 B ML 5
a) AdiRInMLE (Add Network) > 55 Hn3t 5 (Add Object).

meiities i
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b) AWML G4 (FlW, DMZnetwork2) , SRJEHIAM R 209.165.200.224/27 (- MHERS A
255.255.255.224) .

New Network Object

Name

DMZnetwork2

Description

Network
Host Range ® Network FQDN

209.165.200.224/27

Allow Qverrides

o) iR,
FIRS S DMZ W44 2 [ PAT Huhk @it i 6t %

a) AdiRInMLE (Add Network) > & hn3t % (Add Object).
b) AL G4 (B, PATaddress2) , #RJEH A LHLHBAE 209.165.202.130.

New Network Object

Name

PATaddress2

Description

Network
® Host Range Network FQDN

209.165.202.130

Allow Overrides

c) iiRTF.
$IB6 4 DMZ M%K% | it & 51 A T3 PAT.

a) WKUGERIRE > NAT, O oidmis gt NAT S .
b) AR,
c) MCELLT)EME:

* NAT #0 = T3 NAT #LN),
* 3B (Type)= 3.
d) F#EOXF KR (Interface Objects) A & LA Nk
< REFEOMR = N,
- BRYEAXM R = dmz.
e) {r&E#e (Trandation) LCE LA LI
* [R147R = mylInsideNetwork %% %%
« #E3R [R HOIR (Transated Source) > i3k (Address) = PATaddress1 PI455%f % .
* R34 B#% (Original Destination) > it (Address) = DMZnetwork1 M Z55%f % .

P & 1t 41k 4 3R
88
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Add NAT Rule

MBlanual NAT Rule
Insart
In Category

Type
Dynamic

Enable
Description

Interface Objects
Onginal Packet

Original Source:®

mylnsideMetwork

Original Destination

Address

DMZnetwork 1

o 335 5 A9 B ¥R = DMZnetworkl M 28 %1% .

wpEEETS @sFaraD [

iR AT T RN EE R F bRk, DRI S0 O S0 F AR R 8 () H Ar ik
T AR sk, AT JERC 5 0 NAT . g PTAT o 7 BB A

v NAT Rules Before L

Translation PAT Pood  Advanced

Translated Packet

Translated Source

- Address -
PATaddress1 -
-
Translated Destination
. DMZmetwiork -
) HidifR?E.

FET ) DMZ 45 2 ICE S A T-3) PAT.

a) iR .
b) HCE LN L

* NAT #0 = T3 NAT #L0),
« A (Type)= 3.
¢) EHENOXFK (Interface Objects) A & LI Nk
FREOXR =N
« BRYEOXM K = dmz.

d) fr%E#e (Trandation) FECE LT LI
* [R1478 = mylInsideNetwork %% %%

- #3958 (Trandated Source) > #itlt (Address) = PATaddress2 4841 % .

meiities i
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« [E44 B#F (Original Destination) > it (Address) = DMZnetwork2 F£%%f % .

o 353 5 A9 B ¥R = DMZnetwork2 M8 %1% .

Add NAT Rule
Manual MAT Rule w
Insert
In Category » MAT Rules Before v
Type
Dynamic -
Enabie

Description

Interface Objects  Translaton  PAT Pool  Advanced
R ——

Original Packet Translated Packet
Ongmnal Source:* Translated Source

mylnsideMetwork - Address
Onginal Destination PATaddress2

Address -

Translated Destination
DMZnetwork? - DMZnetwork2
e) HRiifRTF.

S8 ik NAT M 7 L RTF.

e Birse it s OmM & ($175F 30 PAD

Mt |

T R VR BRI . 10.1.2.0/24 4% L (1 =ML IR I R g 9 2% R 4% F Telnet B %%
Vil BN ML 4 EHREAT Telnet MRS V5 0] IS5 # i, S2br b #4 4h 209.165.202.129:port. 24

FHLIEAT P2 I 55 Vs Il AH TR i 552 I, LS bR 4 460 209.165.202.130:port.

| EES RS
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& 20: &5 < [F B frim OB F h NAT

Web and Telnet server:
209.165.201.11

Translation Translation
10.1.2.27:80—> 209.165.202.129 10.1.2.27:23 —»209.165.202.130

Web Packet
Dest. Address:
209.165.201.11:80 | ==~

Telnet Packet
Dest. Address:
209.165.201.11:23

FHia Z |l

R RO SR CLa e 04D, HaS RIS SR i 0 fEARRIT, JA TR
TEFE I GOE 4 N RERA dmz )22 X il ERCERZ DN R, HRHENR > M REE, Rz
Ho

UK

IR PR L O X 56 5
a) ILFEXFTHR (Object) > ¥R ELE (Object Management).
b) MHETIEFEMLE (Network) H iR 4g (Add Network) > iR INxF & (Add Object).
¢) MM G4 (Bhn, mylnsideNetwork) , AR5 AN 52k 45 ik 10.1.2.0/24.
New Network Object

Name

mylnsideNetwork

Description

Network
Host Range (® Network FQDN

10.1.2.0/24

Allow Overrides

d) HBEHRTEF.
HIE 2 Jy Telnet/Web AR 55 5 61 i B Z8 X1 42 .

meiities i
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a) AR MM4 (Add Network) > &%t (Add Object).
b) AWML G4 (B, TelnetWebServer) , SR A AL 209.165.201.11.

New Network Object

Name

TelnetWebServer

Description

Network
® Host Range Network FQDN

209.165.201.11

Allow Overrides

¢ RdRTEF.

HUE 3 fifi ] Telnet I5 4 PAT Hubik-6n) g3 28 %1 %
a) HdRInM 4 (Add Network) > hn%t % (Add Object).
b) MM Gdn4s (i, PATaddressl) , #RJE %A EHLHBAE 209.165.202.129.
New Network Object

Name

PATaddress1

Description

Network
® Host Range Network FQDN

209.165.202.129

Allow Overrides

c) HiiRfFE.
FIE 4 ] HTTP i 4 PAT Huhib i 8 M 4555 %
a) AdiRINMLE (Add Network) > & in%t % (Add Object).
b) AWML G4 (B, PATaddress2) , #RJa %A EHLHAE 209.165.202.130.
New Network Object

Name

PATaddress2

Description

Network
® Host Range Network FQDN

209.165.202.130

Allow Overrides

c) HEHRTF.
$IES  Telnet Vi 0 G178 51 2 F-5) PAT.
a) KIREFIFE > NAT, JEOIE ot BB b NAT S
b) AR AnARN .
c) MoHE AT EN::

| R



| Mt

Add MAT Rule

Enabile
Description

Interface Objects
Orniginal Packet

Onginal Source:®

mylnsideMetwork

Original Destination

Address

TelnetWebServed

Original Source Port

d) 7fF#EOXF %K (Interface Objects) Fic & DL Nk

« NAT 10U = F-3) NAT B0,
* £3 (Type)= 21k

« REOXNSR = .
s BRYEOXM R = dmz.

e) 7r&EH: (Trandlation) FfdE LA R kT

Translation
———

Original Destination Port

TELMET

* [R14i8 = myInsideNetwork %% %} % .

G TE e R T N |

* 5 EHIE (Trandated Source) > ik (Address) = PATaddress1 454 4 .

 [R#4 B#% (Original Destination) > ik (Address) = TelnetWebServer P45 5% .

o 3£ 5 B9 B #R = TelnetWebServer M 28 %1% .
B4 BRI O = TELNET 5 5% (RGeS0 .
B3R EERiE 0 = TELNET 3 6% (RGEE X)) .

pE s H T RS AN B H bRtk el 11, DRI 00 O st 4 H Fm st it A 45 i 1 H

brtubitg E AR sk, DLEON 5

N EATECE 5 NAT.

PAT Pool  Advanced
Translated Packet

Translated Source

v Address

PATaddress

Translated Destination

- TelnetWebSener

Translated Source Port

Translated Destination Port
. TELNET

UM (1 1 i 5 AR R PR3 11, AT

meiities i
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) RHRTE,

L6 S~ Web Uil &5 AT 3 PAT.
a) iR
b) ECE L)@

* NAT L0 = F-5)) NAT 0.

« A (Type)= 3.

¢) {EHENOXFK (Interface Objects) i & LI Nk
s BEOMNR = A,
« BR9EOM K = dmz.
d) 7E%5#k (Trandation) bCE DL R
* [R44IE = mylnsideNetwork /4% %%,
« #E3R [ HOIR (Transdated Source) > 3k (Address) = PATaddress2 455 % .
* JR%4 B ¥R (Original Destination) > it (Address) = TelnetWebServer 45514
* $5¥% 5 89 B FR = TelnetWebServer M4 %,
- R BFRIRO = HTTP i 6% (RGeS0 .
- R ERYBARIR D = HTTP 3 X% (RGeS0 .

| EES RS
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Add NAT Rule 1]

Enalble -
Deseription |

Interface Objects  Translaton  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source
myinsideNeatwork - Address v
Orniginal Destination PATaddress2? v
Address -
Translated Destination
TelnetWebServer - TelnetWebServer -
Orniginal Source Port Translated Source Port
- L
Original Destination Port Translated Destination Port
HTTP v HTTP v
e) HliRTFE-

FET kil NAT B o R F

NAT #1uh = 2uf = VPN

fERAE B L VPN WS OGR& > uhm (8D G LT SEn 10k s[5 VPN I, A DAIERE NAT He bRk
CLE BRI . 4 AT LAYE NAT SE0E UIRT CIZ#F > NAT > NAT %R & &% 1 NAT bk,
WIERAAE VPN a5 LS NAT Sk, o] DU H DL P AT NAT %bk.

N R RIE B R A S S ST PG IS S R e B R . TR IS B R I (9,

MR I %P1 10.1.1.6 3] www.example.com) , 75 2 F NAT $24L1) A H 1P Mokl vy i) FLEE

Ko DAR 74 FH A2 1 PAT KU AR0M5, o6 22580k VPN BB s (i, M REE IR A 5

1) 10.1.1.6 B2 PH /P A T1#10.2.2.78) , EAMIAT NAT; 875 2L 1 ) 4 5y NAT B #E
Tkt . B0y NAT ISR bk 36 o T [R] bk

| meiities i
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B narrnss sz s ven

[& 21: Fl Fukh S8 VPN BY3E O PAT F1517 NAT

DA 7- il i B Firewalll (REREEINAZD HBCE

FHia Z |l

BRI AT B35 VPN IR & DR O % CoesRkaiiz O 4D o fEARRIF, BAMREEOX% A
%t Firewalll (J#/R#EIp A2 820011444 inside-boulder F1 outside-boulder [Fj 224Xk, ZERLE
PO, HRENER > MEEE, REEEEO.

UK

SRR QIR GORE SR 45
a) WHNER > HREE,
b) M H M4 (Network) Jf 7 R (Add Network) > 1345 (Add Object).
) HKERIREI A Z N HEIL
WILER G4y (I, boulder-network) , SAJSHIAMZHAL 10.1.1.0124.

| EES RS
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New Network Object
Mame
boulder-network

Description

Network
Host Range (e Network FODN

10.1.1.0/24

Allow Overrides

d) iR
) LRI > RANKT R, I AE ST Y R4

N TGN |

AMEI G a4 (B0, sanjose-network) , ZRJEHIA ML AL 10.2.2.0/24.

New Network Object
Mame
sanjose-network

Description

Network
Host Range e Network FODN

10.2.2.0/24

Allow Overrides

f) HRREF.

HYR2 {EFirewalll (H/REEIPAE) b, SYRIRTEI A S 48 0B 280 VPN L B 24 10 Jp 2 S N 1) T30

5> NAT.

a) WKUEFIRE > NAT, JEOIEE s gm b NAT 5.
b) siTiARANAN

c) MCE LT @ k.

* NAT L0 = F-5)) NAT 0.

2 b 5t .-_
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B narrnss sz s ven

« LB =,

d) FHEOXF K (Interface Objects) Ad & DL Nk
« EREOX & = inside-boulder.
« BFrEO XM & = outside-boulder.

¢) {E¥EHk (Trandlation) L0 E DL T 650
* [R#4i% = boulder-network X 4.
« 3 E AR (Translated Source) > Hitit (Address) = boulder-network %% .
* [R4% B ¥R (Original Destination) > it (Address) = sanjose-network X} %

« #E3R G RI B4R = sanjose-network Xf % .

ph s AT T AN EE R F bk, DRI S O S 4 F AR R 48 1 H A ik
fa e A IRk, AT A CPC 5 5 ) NAT . BT i BB 2o IR o4 Y8
A H FRBCE 5 47 NAT .

) 7E@% (Advanced) LI R, EHEAZE BAriEO L{ERKIE ARP (Do not proxy ARP on
Destination interface).

| R
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Add NAT Rule

Manual NAT Rule v
Insert:

In Category v NAT Rules Before v
Type:

Static -

Enable
Description:

Interface Objects  Translation PAT Pool  Advanced

I
Original Packet Translated Packet
Original Source:* Translated Source:
boulder-network v Address *
Original Destination boulder-network v
Address v
Translated Destination:
sanjose -network - j sanjose-network -
g) iR,

WIE3 {EFirewalll (/RSN b, A PFB RS TR 2 5 00 20 PO e N LI 9 I 1) T8y ) 4542 11 PAT
a) miTARInEL N .
b) e LR

* NAT #0 = F-3)) NAT i,
* £ (Type)= 3.
« RN = 1055 — N2 5 BARFIAT S . i T N B H ks, 6
sanjose-network {4 H (1) IR0 20 20075 I KU 2 17, A5 D) 7Kz AN 25 DL sanjose-network Ki
o BRI B KBTI T3 NAT SR “NAT RUUTE H 3 NAT Z 017 #55 AR R
¢) {EHENOXFKR (Interface Objects) At & LA Nk
« BEHEEO X & = inside-boulder.

« B#RIEOM R = outside-boulder.

d) TE#E# (Trandation) FFECE LR &
* [B#4iE = boulder-network %% .

| meiities i
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B =5 AT ES ons sinsm

s FIRERE = BARED 1P kil H bR O G S 1R TORC B #2 1 PAT
* [R4 B#F (Original Destination) > it (Address) = i (FA4%) .
s BRER B =R (F .

Add NAT Rule

MNAT Rule:
Manual NAT Rule -

Insert

In Category v NAT Rules Before v
Type
Dynamic v

Enable
Description

Interface Objects  Translation PAT Pool  Advanced

|
Original Packet Translated Packet
Orniginal Source:* Translated Source:
boulder-network = Destination Interface IP -
@ The values selected for
Original Destination Destination Interface Objects in
= ‘Interface Objects’ tab will be used
Address v
e) HilifRF,

SR A WURE AT BE Firewall2 CGEATPEIAAE) , BRI LY IZBEAHL B AR -

* 4 Hbr & boulder-network I, F-5 5 47y NAT MUK H T sanjose-network. A Firewall2 P4 Al
AN 1A 2% ) BT R 4 0 R

* M HbE R B, FEhEhadE H PAT MUK T sanjose-network.

{£F NAT &5 DNS Z5if) A iy

A RE TSN U B B e LUE S DNS N, J7 2 HIVG S NAT e B )b ik 2 6 3 2 v (1 s o
W B RE A AN, T ARG E DNS 2. DNS Bt #x ) “DNS Doctoring” .

| EES RS
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onses itz [

T AE AT U S UUAL NAT KU ) DNS £ AN 25 b b (i, &R T 1Pv4 1 A dsks EHT
IPv6 [1) AAAA id3%; B, W TI0 ] DNS & PTR IC5%) o % T MBS 2 11 28 i8R BT ] 2L Ath
FEITH DNS W2, ic 62 IR R TE S O SERRE . AH S, 5T WA AT 42 11 2 1 WS 42 11 ) DNS
M, ek SR E A RS g . EDhRRIEH] T NAT44. NAT 66, NAT46 Fil NAT64.

PUF 274 NAT JU0) [ & DNS 55 [F) J LR 3= Z 50 .

* JUU A NAT64 o, NAT46, Ff H DNS RS 2507 T AMH ML o 75 23T DNS 35 LS DNS
Al GEAT IPv4) Fil AAAA it GEF T IPve) ZIal (s,

* DNS JIR55 SAEAME, %) T N i, I L s i P ) — 2856 4 B kA4 A A 1) At A 98
Hle

* DNS IR 5585 £ A BB I UL L HY TP Sk BEAT W B, % s fE AN, I L2 7 S e 435 1) N A4 1)
JIR 55 s 1) 56 4 FRE A

DNS ES[R
PUF & DNS 55 5 S [l

* DNS EENGEH T PAT, K A% 4 PAT MUNGE T4 A 5 AAAA B3, 1EAH i) PAT
AN 5E o

o WREIECE T T3 NAT AU, 44552 T H b Ay bk i, ASAEfc 'S DNS Bik. 4t A
5B, XN AT RE S A AN B AN R e e . DRI, KR RS A DTG DNS N2 TP Hhk
IERfIT X NAT BUUAHUERC; DNS WA AL S A AN b/ H Ax ik 40 5467 T4 7~ DNS 34
SR AL A R

* BT DNS Arpfm R, @0Zs R NAT BUUJS T DNS NAT 55 (f) DNS ) KA.
BRELLR, JA)T 7 DNS NAT HE'5 ) DNS kv o4z RN ], PRI AT REJG 7 B ke e 2

* SEPs b, DNS HGE xlate 45 HiAE NAT BUN_E5gp. Ik, i SR i i sh A R xlate,
MIABEIER SR TES . B NAT 2 HH A R 1)

* DNS 5 A S DNS ShATHHE R GRIEER 5)
PUF 844 T NAT B DNS F 5 1741

DNS64 [ Z &4

P B oRANEE TPvA 4% 1) FTP R4S %8 F DNS IS5 2% . RS0 1 [ AMHB AR S5 #s B A . 7EIX
FHEUL R, 24N IPv6 7 N DNS fil45 24 sk fp.cisco.com fUHIHEI, DNS JIR45 w55 DL SZ brit bk
209.165.200.225 {E K Wi [

i T4 75 B T 7 48] fip.cisco.com fMRHBYE (2001:DB8::D1A5:C8E1, Lt D1A5:C8EI /&
209.165.200.225 (] IPv6 X4 , R T EAL E DNS [FI 2 G A T ER e e . AR 1840 55 1
1] DNS AR 45 % 1A NAT F£ 3R 7] N3 IPve =AU PAT KL,

| meiities i
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B onsss e

ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:
209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:
2001:DB8::D1A5:C90F

Dest Addr. Translation
2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1

User:
2001:DBS8::1
PAT Translation on Outside to:
209.165.200.230

Fia Z |l

FORRA S TR KL I R CraXadzna) o EARIT, TAVRER X5 2
YO REBRISNER I A ERCERE NS, WA R > M REE, RnikEED.

g2

HIE1 N FTP %545 DNS RS 85 P4 FT PAT Jth Q) 2 0 2 5 42
a) PR (Object) > TR EE (Object Management).
b)  MHETEFEMEE (Network) iR AN & (Add Network) > RA03F 8 (Add Object).
¢) i XSZPR FTP R4S ge it

HM IS4 (B, ftp server) , ARJE A HLHEE 209.165.200.225.

| EES RS
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DNS64 [ & 1&25 .

New Network Object
Name
fip_server

Description

Network
e Host Range Network FQDN

209.165.200.225

Allow Overndes

d) BHRE.
e) TR > At &I E X FTP MRS 2% 104 )5 1Pve Hudik.

hMERE G g (B, fip_server v6) , ARJEHIA EAHLHLEL 2001:DB8::D1AS:C8El.
New MNetwork Object
Name
ftp_server_vo

Description

Network
e Host Range Network FQDN

2007:DBB::D1A5:CBE1

Allow Overrides

f R
g)  ROTRANMLE > RN FRIFE L DNS 55 4% K 5Bt ik o

JMLE A R4 (i, dns server) , ARJEHIA TN HEE 209.165.201.15,

meiities i
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New Network Object
MName
dns_server

Description

Network
* Host Range Metwork FQDN

209.165.201.15

Allow Overrides

h)  BHRE
i) AHSRMMLE > RN & IEE L DNS R 458 S IPve ik,

HMZEX L A4 (A, dns_server v6) FFEIA EHLINE 2001:DB8::D1A5:C0F (H
D1A5:C90F 2 209.165.201.15 [¥] IPv6 X NI

New MNetwork Object
Mamse
dns_server_vb

Description

Network
® Host Range Network FGQDN

2001:DBE::D1A5:CI0F

Allow Overrides

o RhRE
k) R > RN SRIFE LA ES IPv6 2% .

KM G4 (B, inside v6) , ARJGHIA MLl 2001:DBS::/96.

| EES RS
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New Network Object
Name
inside_v6

Description

Network
Host Range ® Network FQDN

2001:DB8::/96

Allow Overrides

) RiERE

m)  AUHEIRINMLE > RS &I LA IPve 4511 IPv4 PAT itf.

onses itz [

HM X Z A g (B, ipv4_pool) , ARJEHIAJEHI 209.165.200.230-209.165.200.235.

New Network Object

Name

ipvd_pool

Description

Network
® Host Range Network FQDN

209.165.200.230-209.165.200.23

Allow Overrides

n) HRiERE.
g FTP 245 24100 5 47 DNS & 24 (154 NAT Fi .

a) WRIKIEFEIRE > NAT, JFCIE o is BuUP s NAT S0

b) iR ANAL .
¢) BCELLFEPE:

* NAT 0 (NAT Rule) = H3)) NAT #0,
« KB = A
d) 7E#EOXF %K (Interface Objects) Fic & LA Nk
< BEOX R = SME,
- BFREOXMSR = W,
e) fEis#k (Trandation) b E DL R LI
 [R15R = ftp_server MZEXT4 .

* BEIR R B > Mk (Trandated Source Address) = ftp server v6 W48 X% .

meiities i
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Add NAT Rule
MAT Rule

Auto NAT Rula L
Type:

Static L

el

Interface Objects  Translation PAT Pool Advanced

Original Packet Translated Packet
Original Source:* Translated Source
ftp_server L Address v
Criginal Port fip_server_vG "
TCP v

Translated Port

f) 7EEZk (Advanced) b, EFELLF LI
IR EECIZMN A DNSEE.
© MEMBRES, PRYIXE—X]— NAT46 #54ft.

g) MliHBE.

IR 3 ) DNS R4S 75 0 B 5 A NAT S,
a) SR ANAR
b) ACE L@

* NAT # M (NAT Rule) = 13 NAT S,
o KB =i,
c) HFEOMKR (Interface Objects) FHE LL Rk
 REOXMR =M.
- BFREOXM SR = N
d) 7% (Trandlation) b & LA T
* R348 = dns_server PN .
* BEYR R B0 > Mk (Trandated Source Address) = dns_server v6 FIZ% %1%,

e) fEE%k (Advanced) I, EFMEMARST (Net to Net Mapping), PlRiX&—%f— NAT46 4.

| R
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Add NAT Rule

MAT Rule:
Auto NAT Rule v

Type
Static -

Interface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
dns_senver ] Address -
Original Port dns_server_wvi -
TCP v

Translated Port

f) miii OK.

LA KN IPve ML E B PAT U 3h 4 NAT.
a) iR
b) BB L)@

« NAT #7 (NAT Rule) = [3 NAT #L0).
« 2 (Type)= 3%,
¢) {EHENOXFKR (Interface Objects) it & LA Nk
CREOXMNR =N
- BFREOXM SR = 4N
d) fE%E#e (Trandation) E & LA R &I :
* [RYBIR = inside_v6 WX %,
« #5355 BYIR > ik (Trandated Source Address) = # 7BERE 25

| meiities i
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Add NAT Rule
MNAT Rule

Auto NAT Rule v
Type:

Dynarmic v

P
il

Interface Objects  Translation PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Souwrce

inside_vi - Address v
Onginal Port -

e) {t PAT it (PAT Pool) FHc & LA Nk
* B PAT ith = LRIk il
« R E R > Huit (Translated Source Address) = ipv4 pool FIZ% %1% .

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

w
Interface Objects Translation PAT Pool Advanced

Enable PAT Pool
PAT:
Address v ipvé_pool

Use Round Robin Allocation
Extended PAT Table
Flat Port Range

Block Allocation

f) MilifE (OK).

DNS Bl & 220, SMERIZEC _ERY DNS BRS5 25

NIRRT AR L U5 ) fF) DNS k%545 . IR 454% fip.cisco.com 76N EHE: I Fo K NAT B & 44
ftp.cisco.com SEFRHLNE (10.1.3.14) #A4 h 7E AN M 4 F ] WL 1w i dik (209.165.201.10).

| R
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TEIXPMESL R, B AL F AR 5 A DNS [RS8, DA S Bt ik 15 10 fip.cisco.com [P
HOH AT DABRCR ) DNS 4w i s brtthil, AN A& g ookl o
NI EHLRIERT fip.cisco.com [FIHHEF] DNS K i, DNS i 55wk DAL Hi ki (209.165.201.10)

YEAIEISE . G5 H BRI SS 25 (P AN, IF45 DNS [RIS v [l ik 64600 10.1.3.140 a2 RAH H
DNS [R5 &, P8 AL 22 30K i i &% £ 209.165.201.10, 1A & B4 Vi 7] fip.cisco.coms

DNS Server

DNS Reply

Security
@ 209.165.201.10 Appliance
DNS Reply Modification
209.165.201.10 > 10.1.3.14
£ N
( Inside
@ N

DNS Reply
10.1.3.14

User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:
209.165.201.10

®

FTP Reguest
10.1.3.14
FriEZ Al

PR RA S TR R I DR (X edR A4 o EARIT, TAVRER X% 2
YO RERAISNERIN 2 42X, EPER IR, WKKEHFR > MRE®E, RFiLFFED.

g2

PR N FTP RS ds G M 26 01 52
a) EHEWNR>MREE.
b) MHETIEEMS (Network) I iR nM 4k (Add Network) > 55 03f & (Add Object).
¢) & X SzBr FTP JIRZS Setbdi.

FMXF G4 (BN, fip server) , ARJEHI A EHLHLAE 10.1.3.14.

| meiities i
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Mew Network Object

Mame

fip_server

Description

MNetwork
® Host Range MNetwork FODN

10.1.3.14

Allow Overrides

d) iR,
e) HdnRnMLg (Add Network) > ihn¥t 5 (Add Object), #RJ& & X FTP RS % b4 o ik o

J MR S 4 (BN, ftp server outside) , AR5 HA EALHNE 209.165.201.10.

New Network Object

Mame

ftp_server_outside

Description

Network
e Host Range Metwork FODN

209.165.201.10

Allow Overrides

f) iR,

P2 O FTP %5 A5 lic B 7 DNS 15 2t #4 NAT B
a) KUKIEPEIRE > NAT, JEGId kg g B NAT SR .
b) AGTARANEN .
¢) MoE Lk

* NAT 0 (NAT Rule) = A3 NAT #0,

| EES RS
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Add NAT Rule

MAT Rule
Auto NAT Rule

Type

Static

Interface Objects
Original Packet

Original Source:*

ftp_server

Oniginal Port
TCP

DNS B &£ 224

ons mg s, =M% aons s

o KB = .
d) F#EOXF K (Interface Objects) FAdE DL Nk
c FREOMR =N,
- BFREOXR = 4.
e) 7r&EHR (Trandlation) b LR i
* [RIAIR = fip_server XS 5.
« #ER R RYIE (Trandated Source) > Hdit (Address) = ftp_server outside 2844,

f) 7EE% (Advanced) LNk L, EHEER 5 M LECA) DNS B & (Translate DNSrepliesthat
match thisrule),

Translation PAT Pool Advanced

Translated Packet

Translated Source

v Address v
ftp_server_outside v

Translated Port
g) HilifE (OK).

E 4% _EBY DNS AR 55 2%

N IRAN R ML ) FTP JR45-45 K1 DNS HRE-%8 . FRGEAT I ) F0 R 55 28 I B A e 40 . AEIX B
BN, 24N A DNS AR 4528175 3K ftp.cisco.com [FI3IERS, DNS AR 2% 245 DL s brithdik 209.165.20.10
YE RN . TS SN ERH P fip.cisco.com [IBRES Hihl (10.1.2.56), PRI T EAC & DNS [0
& S AT B A i 4

meiities i
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ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

FTP Request
209.165.201.10

I Dest Addr. Translation
= 10.1.2.56 —>» 209.165.201.10
Security @._

Appliance

DNS Reply Modification
209.165.201.10 > 10.1.2.56

FTP Request
10.1.2.56

FiaZ |l

R RA QS TR L I DN R (2R OA) o ARG, TAMBERE XS
YO REBRISMNEBIN 22X . ERCERON S, WHRIKIERENR > WREE, RniLfEED.

UK

W1 N FTP RSB M2 0 % .
a) EHWR>WREE.
b) MHTIEFEMLE (Network) H aidiiRmnM4g (Add Network) > iR/ A03F & (Add Object).
c) & MSEFR FTP RS #sHuhl.

ARG (B, fip server) , ARJEHIA T ALHAE 209.165.201.10.

| EES RS
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New Network Object

Mame

ftp_server

Description

MNetwork
& Host Range Network FODN

209.165.201.10

| Allow Overrides

d) HRiRE.
e) HidiRnMLg (Add Network) > hn%t 5 (Add Object), #RJ& & X FTP R4S % i 40 otk o

Mg (B, fip server translated) , #RJEfH A EAHLHBHLE 10.1.2.56,

New Network Object

Mame

ftp_server_translated

Description

MNetwork
® Host Range MNetwork FQDM

10.1.2.56
| Allow Overndes

f) HREF.

W2 4 FTP R4#R L E 7 DNS (B MUFF# S NAT R0,
a) RKIEFHIRE > NAT, JEEId kg mih B NAT SR .
b) siTiARANAN
c) MCE LT EE:

* NAT # (NAT Rule) = H 3l NAT Fiil,

© R =i,

| meiities i
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d) FHEOXFKR (Interface Objects) A& DL Nk
 FREEOXMR =M.
- BFREEOXM SR = N

e) {r&E#e (Trandation) FJCE LT L.
 [R1KIR = ftp_server MZEXT4 .
* 5% fFRYIR > Hbk (Translated Source Address) = fip_server translated % 4554 % .

Mt |

f) {EEZ (Advanced) 1B |, dHEE# 5t AN LECAY DNS [E & (Translate DNSrepliesthat

match thisrule).

Add NAT Rule

MAT Rule
Auto NAT Rule i
Type:

Static v

w
il

Interface Objects  Translation  PAT Poaol

Original Packet
Original Source:*

ftp_server -
Original Port

TCP v

g) JHHAE (OK).

| EES RS

Advanced
Translated Packet

Translated Source
Address

| fip_server_translated|

Translated Port
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B A B {E) NAT 897 52

Pl |

IhkE =K BEIE | &I |1FE
Rl il
Yl NAT FUU RS g | 7.4.1 i il NAT FUUES, BRPIZSXTG4b, B nT DL 4541,
P4 . B 73 507.4.0 3 FEIE RS
ety —Oa . AR MEg | 7.2 i Tl LR B2 A NAT JUU, FFFI R . 22 s e, o fzE
MR 2/~ NAT F. FHAGE H T-F30 NAT BRI, 17 R A AT NAT KR,
F-5) NAT ZFee 4l |71 (E=3 ] LU H] FQDN M 4805 (5l Wi4g & www.example.com [1) 19 26 %1 52
FE A4 (FQDN) % %4k VRT3 NAT B0 (3 H britihl . R SRR HE DNS JIR S5 283% [A] [ TP
F L H bk E A
TEAE PR PAT HLHE 4 FiC | 6.7 o F S PATHUIE /R4 S A 7 e AR, kb2 Bo g SRRk DA 17,
M5 . PAT Wb Em DRI L A8 AT PAT It AN SR IR D3 22 /D B — ANk . DUAE, $3I&och
im OSE R LA B ER FEEEANPATHB bR 43 o4 K /INAH S5 e Bk, JEAERESE I 04 2 1) 40 i e
INAH, I AT 1o AN B HBAT FH [H) PAT bk (s 1B, DR, R0 DUAR 8 30 o 75
o PAT HIIEHECE, K PAT MK /NN B —AN TP Hitik . GEAE 1024-65535
VEREI, AF 512 o e oyl B, B & PAT Wb, m] DA FEAE
I e PP AL A AR B 1T 1-10230 01, FEATT AR, AN AR
32N e, SR NPATHIPHLHE AL FE 6553 54N B () AN ST L,
‘EAENE AL PR PATHBIPHEE 163841 4%
VE R I O () —5B 4y, T REIPATIE (TGI8 2T RGSIE JE R 1
FRIZAT) DUAEARME FH 1023-6553 5/ i D Ya . LARY, %snl UEAE
PAT s ) v 404 AR 43 B i I SE Bl (Flat Port Range) 3% 3 5k 1k £ i A
FAARBEEHE . 49 B OSeE (Flat Port Range) 16T 4k 20 «
PAT i BILAE LR LA BER . 180T DLk FE B4R B8 % O (IncludeReser ved
Ports) T, LATE PAT i £04E 1-1023 b 1y [H
VR, WRECE S AL ( BR4ES (Block Allocation) PAT itk
O, WISERHEAECR/N, TAEBRIAR 512 b D He. BbAh, AEEA
BEET ) RS PATIHL B FEPAT .
Refis 1 R AL UE Bpp | 6.7 TR IAE, HERT DU BB E NAT SEmg b8 2], DA B AR 1P Hb

7 NAT FEEE .

by EE L R R AR AR SR EE ROFEI L. R
S PERINR,  DASE 7R DL R R .

RGN BUPHITE NAT SRS I, FATFERUNR BT T — MR
Bto

meiities i
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Mt |

Thie =K B2 |RIK B |1FE
Al B 1D
XF RS R AL RT L NAT | 6.5 R X TS RGOS PAT, 8] LA & FEHLABC o I, 1 G5
) sk« if NAT — 53 B —N e (5204 RFC 6888) ©
B AE I ESE . CUE R ES (Block Allocation) 1IN 2 gk ik
NAT Fi0J[1) “NAT PAT #ti” (NAT PAT Pool) ZEII K1,
SCRE BB B AR NAT | 6.1.0 S TS IUAE T LALEIE AT JaHR 075 A8 NAT A0 45 FH 1Y % 51 FEDG) 532
SR ETEE SRR DU
JA NS AP X 5 b % | 6.0.1 I3 L0 ST AR NAT SRR o

#it (NAT).

BENE U BE e SR S A A A NAT SRS N 21i% & (Devices) >
NAT TUH .

| R
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