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* LACP {lil g FAL S . B MR (EFHRED I, WS mERNRHNIERIZEE. 1
(I35, T K o FRZE 2 PR A M L SR R A T R0 o RV A DL A4 7 9 ity 8¢ W A [ ) R

* Firepower 4100/9300- LACP J# = 7F FXOS HERIN BB “PRid” , (Hn] DU ILRCE D “1E

:]%r » (‘@%}(j‘j “‘l’%ﬁ” ) R
o AR K RE3100/4200- BN OL R, LACP IR B E N IEH (183 , HEnLIER & K
HCE Ay PR

s IEAS-LACP R K ENIER (18) , JFHEHAEE, XEWE RSB IHEMNEZIAR
AU RIS, AT VO AS BN L b 2R B 120, DA g AR [R] 13 6 A 3%
LACP WM& .

* FEMKT 15.1(1)S2 11 Cisco 10S FAFRAH, BB 8 A3 #7Kf EtherChannel 34 #2221 A8 e b1 HE
Bo CERNSINLICE T, WERESHERIES: WP EtherChannel, )Y 3= ZEAZHALOC A I,
PR AR HAMLK) EtherChannel N4> 1% TAE. e A tE, 1% stack-mac persistent
timer iy W E AL KIE, DO ERINMFEAARN: G, nrILacsh 8 e, sk E R
0 AFRIRETT K. o, B8n] DA 2 21 50 nAs e A B WL A, 9lan 15.1(1)S2.

o A BT & Y51 A EtherChannel 311, WA R R BB,

fic & EtherChannel

AHFA-F {6138 EtherChannel 3 B &E 42 170, 404 |7) EtherChannel 730 A4 1, RLA U H 52 X
EtherChannel.

AEW
o HxZ LIS 48 /) Etherchannel, HAREART-H-5 B % O E.

| gomz



Eomiz |
. Bt & EtherChannel

s SR B E P LAT 8 MBI, {H ISA 3000 RN, SCHF 16 MESHE I . X AR 8 4
TR ORI, B2 AT LR 16 N6 D Bess — MlIE 4] (AU 8 AN 1l IR AT
1, LR DU BB 1 R ) 155 00 T AR 6 D

o SEIE AL BT B VAR LA A R IR A PR LR B e o A R AT LU RJ-45 o), SFP;
Al DU A M FRRIZE R CIRZERIYEET) () SFP. ANAE Il il 7R R0 K 758 5 4 10 Fob o 3 4 ¥ o B
RSB O (1 1GB A1 10GB #:11) , {H Cisco Secure Firewall 3100/4200F%4b, &7
SN R VS, LB W E ORI SEP; AR RIS 2 A R A DL

\}

iR XFF Firepower4100/9300, 1] 7E FXOS 1 HC & EtherChannel. 35S 4015 B, 152475 N EtherChannel
oty FWED o

FHIa Z Bl
© WEREOUW B DCE T AAK, WABERZ P B LA IR EE 4. b UG R %A PR

\}

AR WU ARG T O RO B O, IR A ARR S B S T % 1
AT AL

i

N
5

IRk $#1& & (Devices) > & & &1 (DeviceManagement), Jf ik BB %41 4ig (£ . &
GERNEFEFED (Interfaces) T

M4 3 B D R E LUK S48, 55 7 g RN,
rhERANEED (Add Interfaces) > LU Ki@iE1% O (Ether Channel Interface).
7B ETRE L, ¥ LUKIEE ID WENNT 1 A48 Z K%y (1-8 £1%)F Firepower 1010)

S SF Sk
S8 S 3B

S3 8
BN

B o |
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fic & EtherChannel .

[ 3: iR n LUK i & 4% O

Add Ether Channel Interface Q

General IPv4 IPv6 Hardware Configuration Path Monitoring Advanced

Name:
dmz
Enabled
Management Only

Description:

Mode:

None v
Security Zone:

dmz_zone v
MTU:

1500

Priority:

0
Propagate Security Group Tag:
Ether Channel ID *:

[

Cancel m

$®5  /ERTAED (Available Interfaces)X ik, s BN, SR mididin (Add), LUK HB ik
EBYIEN (Selected Interfaces) Xk, i EAH L A ik 4 0 BTG e D R LD IR

il R e A 42 11 AR SRR P A 7)o
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. Bt & EtherChannel

B 4 AEO

Ether Channel ID *:
1

Available Interfaces Selected Interfaces

Q, Search

o]

NVE Only:

PEEe (W) RS Z (Advanced) BT ) H € X EtherChannel. 7E{R2 TIEMW K L 'E IS4

5:8%

Add Ether Channel Interface 7]
General IPv4 IPv6 Hardware Configuration Path Monitoring Advanced
Information

LACP Mode: Active v

Active Mac Address:

Standby Mac Address:

* (IXPRISA3000) fa #4710 7E 2 M 45 1 2 [RDR 50 Gl gEA T SR s B R 4 ik BRI
DU, BB A AR E L A TP M b F AR 1P M hibske e 1 L Bt 0 . iR
B B BT USRI, BB — 4L R Bt R i ) TR R U TP ikt
HUH b5 1P Hudik, W7 BC4s EtherChannel R I U R R 2P, 50 OOk LA S mT A v
IIATSERIS] o AT RGO BNTEMFE LR, WS s, 26 11 .

« LACP #8355 - W% “E3)” « “@ish” sk “HRH” o BATEBUEH Active B (BRI o #i3)
Wi AIE T ISA 3000,

* (VPR Secure Firewall3100/4200 ) LACPRE— Pt “BRIN” . “IEH” o “Pid” . BRIME
ACIERT (R ik D o BRI IEAL Y ELEE O LACP B0 e oE R . BT
DU A P BE AT [

* (PR ISA 3000) ERIEIZEO: SEE-MNZME gk, %$ EtherChannel HAF 3= 4%
T s i/ B 080 (1380 16) o BRAMEN 1. MAMIK FhRHd, 1%E$#¢ EtherChannel

B o



| #omms
5gmporRsEnEy i

AR K EAEOSE (138 16) « BRIMERN 16 WRAHENAE: 16 MEMZD, iF
S5 K iy AV B N 8 BFE /NIIE .

* £H Mac #bhik - WRTE, 15 BE F5) MAC Hilik. mac address (4608 HHH, A H &
16 fr-tosiEdEe. Wi, MAC Hililk 00-0C-F1-42-4C-DE L\ 000C.F142.4CDE [#TEZHIA

HIBT  LLFEMELE (Hardware Configuration) M55, 5k i3 Bl i 8% 1 B0 B A s
P8 i OK.
P/ AULHRTE (Save).

SRIN, T U 2 ERE > BRE A SR 8 B P A et AR 2 e, SO B

S0 (k) VI VLAN FEIES R I,
$ENM EERHSGENESE OSSR B AR O i E .

5 P OLRITEOEY
A TR TR R A B0 A B L AT R 25 . Iy T LI iz
ROBU B 1 4
R SR
© BN R
B S IR B T, R I AU T
- FHL

A5 BB AR ANERAT (0 YRS IR [ 1% 1 S R 2 R

o VAN I E 3 B 10 -5 B 4z 10 B o A A FH 2 0 P00 A PR PR s e/ o EE, MHIBR
LA TE P I3 e . AT DL E AT B e B T IR 2 A S D, R
AL, NAT. SSL. 430, VPN. DHCP R4 2855, MHIRRE CUR IR L5 1242 VA G IO A
BCH o 5 24 DRIk IR SHEmE AN 52 5800 o 38 1T LAZ L 43 BC 1) EtherChannel IR0 KR, 1A
Wi 6 % 2 B R AE A H O BT RZD .

RO K EE N, 07 SRR O AN ERE (OB, CERED
AP

o RO U )4z 1R - G SR A A T A B0 FMC IR 1, 020 A B
Hut FMC 3 AT VL EC A AL E S 2, SRE A 2. configure network
management-data-inter face iX &4z [ 5 (g ok H shidk 47,

ASREFP A A 5 EE T 50 [3)20 ad LL R AR e A A AGr I 2 R BE e dn SR e 26 SE SO IR IR PE AT, D)
ANNAE BB ORGSR B R IR LT ALY

| gomz
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FIAZHI
« HI s
« EEL
o Uy ) B R 5%
o [ 4B Y
UK

W58 & (Devices) > & & 12 (DeviceManagement), Jf fiili it 4 1) 4ig (£ . &
GERIANEREHED (Interfaces) Tk

WAL, W EOA LA APRE

KA EIsESUs, ES LR PR,

NS PR R 4 OO

a)

b)

FM
a)

b)

el LI O EEIAERE, RO E CREEN., SiliaE TREEEEUEERD
X
AISIEE B (Validate Changes) DU £ Sl 5 52 11 5 S5 154 25

U BT R, U5 2 B SO B S RTE AT I

Ml RTE (Save).

UBIN, ST LU 2 ERE > ARE I SR 51 5 B I 73 L 1) e %

CipEEOEXR

A /&7 TUNMA EAE SN AR, R RO ViR E . S EE

I R U AR Z O

Q Deploy Go + @ adminv

| FMC Access configuration change is detected. View details... |

RGKATIT FMC i1 - BREiFAE R XbiE.

W NITE R BRI E, CHER AR Bl s . B EEdE &80 LT E
RUCHES BB E AR fE

Biltn, RO B BB B E A A T B D R

B o
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FMC Access - Configuration Details

semporszEnEy [

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput  Connection Status

Method Name

DDNS - Update Methods
Method Type
Web URL
Web Update Type

w 4. GigabitEthernet1/1

Interface Configuration
FMC Access Enabled Disabled
FMC Access - Allowed Networks
Interface Name
|Pvd4/IPv6 Address

Static Route Configuration
|Pv4 Gateway
IPv6 Gateway

Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh ]

Enabled
any
outside

10.89.5.29 255.255.255.192

10.89.5.1

| Legend: Above configurations will be = added,  modified or  disasseciated from FMC Access interface on next deploy to FTD.

| Acknowledge H Close

PA 7 1 Sl £ 7 B rpo O b OB TR B BE TR 32 BCE VLA, JF B OMIBRR 2L 5 SR

FMC Access - Configuration Details

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput  Connection Status

Method Name:
DDNS - Update Methods
Method Type
Web URL
Web Update Type
w 4. GigabitEthernet1/1

Interface Configuration
FMC Access Enabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPvd/IPvE Address 10.89.5.29 255.255.255.192

Static Route Configuration
|Pv4 Gateway
IPv6 Gateway

Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh ]

Enabled
any
outside

10.89.5.29 255.255.255.192

10.89.5.1

| Legend: Above configurations will be = added,  modified or  disasseciated from FMC Access interface on next deploy to FTD.

s WA

Acknowledge H Close

TRATTER A 52 i B R BB FUE R B8 2, ANZERTTT BN o A B TA KM ER B B
NKEREI, RO OB B B AT TR R AR BCE . AR L,

SUEE EHAPO h TR E.
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B =:= cisco Secure Firewall 3100/42008 5 45 51

d) BEIN, ol LU RERE > BRE JFRE HOK B8 B P 2 O I B4

‘T8 Cisco Secure Firewall 3100/42004% [ £& f& 3

WAL B AT IT B8 2T R A, WG ATAE AT ERAT s R B 23 AT Fr] A A

B WA L PR B BRI 48 B, 14T T # #8#8R4E (ChassisOperations) Ui fil. M &
£#>GEEE, AGHNFE VI B o AT EREGR T HYE, e mGE TR R R
RGN I W FEIRAE vt

[ 6: HLFEIRIE

172.16.0.51 (Chassis Operations)

Network module and interface breakout details for device.

Interfaces

| Refresh || Sync Modules |

Network Module 1 Network Module 2 @ )
mn 12 12 1/4 1/5 1/6 17 1/8 2/3 2/5

() [0l )
TEEET (]

119 1110 1 Mz 113 14 115 1116 /4 26

Physical Interfaces

igate to Interface page in device details

Interface Name Duplex Auto Negotiation Admin FEC Admin Speed Media Type
Ethernet1/1 FULL No AUTO Tgbps rj45s
Ethernet1/2 FULL No AUTO Tgbps ri45
Ethernet1/3 FULL No AUTO Tgbps rj45
Ethernet1/4 FULL No AUTO Tgbps rj45

iy BT DURDEr 8 RES o R AR R SR K B o _EREAT TREPFEE S, 3 niily B8R
USRS T AR AR R B Jo S U a2 e, TS LT R .

B o



| #omaz
mEsxisn ]

A LU BES 40GB 5 & 4R L B 10GB 29 320 1 o MFE A 43 4n4aT Wi 70 3038 b N 10 o 0
S AT DAGAT AT JeAth A 2R LUK 9 s 1 —FEAE B $5%8 N2 EtherChannel.

S RN AN B E B . AT I G, S TEIRPIR B A IR

FrIaZ |
o R AE 2 SR 73 SO . A RTEANME R, TS P R/
o FEFP BT DI I 1T, I AGER T LU R X4
o R R
o SRR A B
s T A THERN
* EtherChannel Ji 7
* BVI i1
* AT NN

o T ECHDET I B T S T I D T RE S (O, SR AL
iz

TN RE>REEE, sGHYFE DI B8 o 0 TR A, I R R
BEws R BRI S S e R R P AT 1 A

& 7: &1 FE

Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

ROKGHT AT MUFEIRAE o0l (EZSepIBiC, oy AEEESS) o msEnix
PR VRS
M 40GB B 5 i 142 140 S HY 10GB i 1
a) AiEOAm g (2 .
FERATEREF ST 2 (Yes)o WHRELITIELEMH, BOKE BR8N S 205G i P T
fEH %], RIGAREEIR 2.
a0, 354 1 Ethernet2/140GB #: 11, A T3 ¥ 945 U4 Ethernet2/1/1, Ethernet2/1/2.
Ethernet2/1/3 1 Ethernet2/1/4,

N
5
N

| gomz
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B ==sxi0

EEOEIE B, WigF im0 2 LUR A8
& 8 4> 3w A

Network Module 2 @[

b

MNetwork Module 1

e

111 Mz 13 e

b) sl IR TR B R e, Fe %0 (Interfaces) Ui LA ARAFHL 1 K.
9 #EEOTE

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

¢) {30 (Interfaces) TMTES, MR THMESEE (Clicktoknowmore). R IFZEAE
2 (Interface Changes) X 1l .

10: EFZEOEK
Interface configuration has changed on device. Click to know more.
B 11:4#0E K

Interface Changes

The following interface changes have been detected. Click *Validate Changes® to know if there is any impact on cument configuration.

Interface Type Change Description
i Ethernat (2 Physical Interface ks disassocisted
i Ethernet2/2)1 Physica Interface ks assoclkabed
i Ethernet2) 22 Physica Interface ks associatod
& Friaenat? (30 bl Imtarfsco e seencistad

d) AHISIEE M (Validate Changes) DL S s 28 10 5 U5 1754 28
L BT A R, D) R MO I EE T IS AT .
B, Mg 22 A SRemes rP e FH 4 S TG B s I o n) DA EAAE R B P AR 2 A E s A,
AFEVT AU, NAT. SSL. S48, VPN, DHCP 4% 2825, M42 LUK I 6 5 %45 1A 6
AL B o 5] 224 X 3 P SR AN 52 520

e) XM (Close) ix[Fl3E O (Interfaces) T .

) HHREE (Save), LUEAGE S fR A7 2B K bk
g) WURELAUESULTACE, 5% 22 38E (Deploy) > #FZ (Deployment) Jfili5& 5l .

B o
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mEsxisn ]

T 828 BT PRAF 73 S 11 B P

FIERI PN S

TEs WA BB I N 245 I I BT i 1
a) SEHEOAMK mA O .

FERTNSTEAE Pl 2 (Yes)o WERAALAT 13 I IEAEREN, SORAR 2] R HHRIE .. it
R PATATAE ] S0, AR5 A RE B -

b) Ul BRI B L, #2280 (Interfaces) TN LAPRAZHE T 5.
B 12 % 2)EAnHE

4 This device has configuration changes that were performed directly on the device. Visit Interface page in device details

c) 7E¥EO (Interfaces) VUi, sidimdr THEESIER (Click toknow more). REKGFIHHEOE
2 (Interface Changes) XJ i HE .

13 EFEOEK
Interface configuration has changed on device. Click to know more.
B 14:#E0E K

Interface Changes

The following interface changes have been detected. Click "Validate Changes® o know if there is any impact on current configuration

Interfac e Type Change Description

& Ethernen2/2 Phyaica Interface = dizassociated
i Erthernet2f2)1 Physica interface s associated
i Etherneq2/2/2 Physica intprface 5 associatod

W Frhwenat? i3 [T Imbartn s b seensistond

Validate Changes

d) rIIEE R (Validate Changes) DARfOR Sl 714 5 XSS AT A1 24
LURSER RS (R: 57 P o - e LW ) R T TR T

Brie i A ms AR 7 D n] e S e B R . ] DA ARG T AR 2 E S O,
AFEVT AU, NAT. SSL. S0, VPN, DHCP %2825, R8s LU I 6 55 %4 1A 56
ATATIC & o 51 2 A X I SRS AN 2 500

e) miiiZkHl (Close) iR[FI#% O (Interfaces) [hi.
f) M RTE (Save), DMEREHE D 58 SR A7 2B kb .
g) WM AT, 154 £ 5828 (Deploy) > E82 (Deployment) 14 515 .
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B enmsms

T B3 B AT PRA 23 S0 1 B

Y8 0 ) 2% AR R

SERIUR IR Bl e 4 P AR DS I 2B k85, AT U 2B 3R A b o 2 B R 30

g2

SRR MG 2R 7 g 2R P
ST AR T L, TEAE T R R M L R
pZ ¥ A P PR e VPN A YR

X AERE B R I, U SEEET A s R B, RIR SR ENTE R A, KA, L
SR R OGS S 20 BRI GEZ B P B 48 i m] A0S o 4 32 625
PR 5 IFHHT A B P IY R/ 3 B

PRI NRE>REEE, sULHFE Sh I B8 o 0 TR I, I R 3
BEgs IR S O R BRI P 1

15: EIRH 48

| Name Model Version Chassis

0 ~ Ungrouped (2)

— 172.16.0.51 Snort 3 )
] ik Firewall 3120 Threat Defense 7.1.0 Manage
172.16.0.51 - Transparen

RGUATIT % HUAEIRAE T I Ui 2 o e RO B I PR A 45 8L
TR A liE SRR (Sync Modules) , A HIHT I 99 25 P PE A 5B B 01

sms apnEpt, satede (O o mmge,
& 16: /5 FA M4z &R

Network Module 1 Network Module 2
WM 12 13 U4 us e 17 1B 21 23 25

W) (W) == ] ol e ) o sl
CONSOLE MGMT UsB
) ) [ O O

1/9 110 1Mm 112 113 114 115 116 242 204 36 28

FIR6 RGN EHIINE T EIT R M &, mili Yes.

B o
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mmmsias [

[ 17: ¥ B A

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

PR BRAEFRNEE B — M8 REER 3 230 (Interfaces) JTIHT LAGRAFHL 1 T K
18: 3B O E

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

P8 (i) {r3EO (Interfaces) LIS, BAFHEOMECEMINE. Bl fiaETHRES
(Click to know more) ] JF#Z A& 4 (Interface Changes) X iHHE LA & B 4.

B 19: EFEOEK
Interface configuration has changed on device. Click to know more.

& 20: £ O &L

Interface Changes

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

‘ Close ‘ Validate Changes

Mtk (Close) 23O (Interfaces) Wi  CH TSR NGB AEER, DRI R A AT ] fic 5 52 0,
BT LA JE 75 55 38 E BB 2 (Validate Changes). )
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| ST

PRI RlHRTF (Save), DUECREE 1 e ORA7 2115 K gk

RS HEEZ TR RS

TEAT LUCRE W) S AR R A SN AT TR R AL R i, I G o OB R 3o (EURE, A 205 P 2 iR A fiE
AR IR . LR P AR O AT IR L 22 BT R LU e 3

T RESE e A I, R Y /e LT U A o SRR o e e o e R
BRI b, ANREAE T iZ AT .

FiaZ |l

UK

SR TR AT I, ST LR DR

* 555% (Clustering) - ffi PR ZERAT BRI e s 2 2 1Y il GRS PSRBT 0D 5 AR5 Ity
wl AEHANEAL TR . TS T R

FESRAT SRS, T R RS N E R . s, R AR Y s BRI TP A, AR5
WA 245 A5 B B SO )20 BT AT i 1Y o ARAE SRS, SR IR AT 1Y s A I

* S AT AM (High Availability) - ZL7E2E ] I 25 ASEH I kG i D) 46, 154047 DT $4

o R DI HAE AL T2 b, W U e el IR TS B s T TR . A fe
VFAE T RAT T3l e A8 BE R 1) W) 2R

o XS REEL b AR T D A% . S DN E & A TP Mk A 4

T2 NRE>REEHE, sGHNE DI B8 o 0 TR I, eI GE T s
BEghs PIZRARHLI S S R BRI A 17 e

21: EBHFE

Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

RGRATIT % HUABIRAE T I Ui 2 o e O PR VR4 15 8L
T3 ERAKE L, sGhiEge (80) DI R

B o
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miEmmssn [

[E] 22: 25 F 0 4 Rk

Network Module 1 Network Module 2
m 12 13 174 1/5 1/6 W7 1/8 21 2/3 2/5

(W) () = ) ol
CONSOLE MGMT USB
TR EE WEew

19 110 1 112 113 114 115 116 212 2/4 216 2/8

ANEAEFED (Interfaces) G EORAAAT AT, TS E MR, Pl A S Ay B P IT AT AT B
AE .

TR A RGBS RO MR, S Yes,
23:HINER

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

WIS S b, WA eReRa e, HUT TH R 0 2 AR I 5 488 A 7 14 D9 2 A e
$me 70 mrn b, medrse O g,
[ 24: 5 A M 4845 R
Network Module 1 Network Module 2 @
11 1/2 173 174 1/5 116 17 1/8 21 2/3 2(5

() 900 == )
CONSOLE MGMT UsB
LI

119 1710 1M Mz 13 114 115 116

22 2/4 2/6 28

TR ARG PR EFIE T EIT R M. mid Yes.
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& 25: #yIA B

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

ST 8 MRS AT Y, EHATLL PR,
* BHE (Clustering) - F415 AURINIRIAERE o 15 S VR IOFT (R A AE 1T 5
&AM (High Availability) -
b SO T e R s A = R O b | ST D R D
o S AR 1Rz D ER e A D M R . TS A TP R 1 M

15 P 48 A5 SR 5 6 g ELth 2B

Eomiz |

DR A S T AR g R g A, DR B DR A B, WO A DD T IR, 2T

T 55 AN A AE R 1 AR SR AT P
PR B R T, B BRI A B BT LA R A

FHia Z |l

XA, A RS D) R AR b, WA REAE AT Z M S, R AUh W T L G2
B b e TR SRR S AR OB R B BB A BN L. RS ER R B )E,

AR e B m] A

UK

T TR, AT U PR

© BEER - WMRISHL, TR R WrREAS T R RS T Y AR B N AN A TR

THZ I T R
PATHHR TR S IRl

B o
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SIS

LIE6

sResrzEnyexn [

= AT PR - A O 2R I R S B A A, I AR R b AR e D s . TS
Jic A% TP Mk s s

Mg > ig&ER, SFE 2 &8 o R e R, R I AGE H R R A
BEgrs AR AR B O BRI 1

26: E1RH A

[l Name Model Version Chassis

] ~+ Ungrouped (2)

] 172.16.0.51 Snort 3
\_| ne Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

RGURATIT % HUAEIRAE T I Ui 2 o o O B I PR A 15 8L

CEHDEY L, il (|0) LI MLk,
[l 27: B PR R

Network Module 1 Network Module 2
1 12 13 1/4 15 1/6 7 1/8

2n 213 2/5
consote vet = ] g W (R

19 110 111 112 113 114 115 116 212 2/4 216 2/8

AEAEFED (Interfaces) GUTHT EORAAAT AT, i T8 S g e, DRI R AN Sx A B A T AT AT B
ARE.

RGUK PRI EOC A B miih Yes,
[ 28: #IAEEH

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

o]

FEBLRE b, RYEREPE SRR, BT TH P8RRI T4 A 7 (8 R 2% A B o
HOBT A BB K 152 B 0% P B TR B A
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T AR R R I, T SE R Sh BT R R, RIR SRR EATE R R B, A, RTEL
FERFEHINT RL GES B S D SRR S BIAE BP9 Al e m] R A D)4 3 e 4%
W JFEDETR B2 AT AR R A

FWT (EE L b, SRR (Sync Modules) B P71 B2 L S 41 125 3K T 7 B
$me  metackms s (B

29: |3 F M 45 E

Network Module 1 Network Module 2 @
- m 112 113 1/4 1/5 116 117 1/8 21 2/3 25
W) (W] == (o] e e
CONSOLE MGMT  USB
C L JC JC JC JC JC JC ]

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

B ARGRIREMYGE T EIT R Mg, S Yes,
[ 30: 1IN B

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

PR Ul R TR S P B, Fe 2420 (Interfaces) Ui DAORAFHE 1 4.
S EBEONE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

RN WUR PR 1 8D

a) 7E¥EO (Interfaces) WA, ridim® THRESIER (Clicktoknow more). RZKFIIFEOE
2 (Interface Changes) X i HE

B 32EFEAEY

Interface configuration has changed on device. Click to know more.
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Interface Changes 12}

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type Change Description

Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

| Close | Validate Changes

b) SdESIEE K (Validate Changes) LU {4 S A 12 1158 B0 15 3%
G BT AT R, D) N MOC S EE T IS AT R .

T s 22 4= S A A ()48 D & s e & . ) DA AE I B v AR 2 A B 5 1, 4507 )
M. NAT. SSL. G430, VPN. DHCP RS #555% . MHIRBRFE RIS S 1% 422 T A0 96 IO AT fl T
BHo ol 24 X SRS A2 500

c) JiiikM (Close) i[F|3ZE O (Interfaces) HL .
S22 FEENEOEE, S0 0 YR OHERCE DKM S5, 2 7 .

BN LB N Rl SFP” , I TR 22k ¥ SFP I IERAIE L . (0518 T3 8 1 B A Ry 58
{EJF HIUAE AT ZOF LI, A 7 2B Rd L

FB3  JUHRTF (Save), DAIRREE B SO ORA7 2B his
TR QR SUEMTICE, 175 2 88%& (Deploy) > &F& (Deployment) Jf 8 5 .
G 8 #8 E BIV AT R A I 2 A R B T
PR X FER G AT I, AT LD R
* B#5E (Clustering) - 517 SNPGRS o TH S BAAS IR IO ERAE 1Y Al

* =R A4 (High Availability) - X W28 AR ER b 8z 11 E 37 e 4 g o 33 2 D0 TG 2 4 T TP bkl
FEE W95 .

HRED P 4R A5 IR

WIREK A MR 8B, AT LR 2D R PRl W 2 b o 2 B R 50
XA B R T I, B BRI R B BT LA R
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AR A R, TR DR RS B AN R A L

UK

MigE > & ERE, rGhHAE ZIP I R o TR T, MR OE A Ty /3
BEws IR AR S O e R IR P AT 7 s

34: ZIBHFE

O Name Model Version Chassis

0 ~ Ungrouped (2)

— 172.16.0.51 Snort 3
O "ol Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

RGURFTIT e MUARHRAE DU 0 Ui 2 o e I B PR £

LR b, i (W0 DUEF ik
FEl 35 A M sk

Network Module 1 Network Module 2
mn 12 12 1/4 1/5

1/6 17 1/8 1 213 2/5
consote vet = ] g W (R
212 214 216 2/8

1/9 1Mo M2 113 114 15 116

TR 3 ALK IR BRI S T EOA M SR, mili Yes.

36: #INEE A

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes

REAE SRR TR 21— 20 s Ul BER T 5 2248 O (Interfaces) UM LA R A7 4% 1 5

B o



| oz

mamsss |

37:¥BEONE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

HIES 7E3E0 (Interfaces) VIS, A 2H: ECE O SUHHE .
BEFEOTNL

Interface configuration has changed on device. Click to know more.
a) milimEE THRES (Click toknow more) 7 71 O B X (Interface Changes) X 15 HE LA & B
39:OFEK

Interface Changes 9

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is disassociated
Ethernet2/2 Physical Interface is disassociated
Ethernet2/3 Physical Interface is disassociated
Ethernet2/4. Physical Interface is disassociated

| cose | R

b) kLIRS M (Validate Changes) LA D SR 71422 11 5 i 5 2
U AT R R, 05 2T O L S RTIE AT IR

T3 2 4= S A 4 D S gl i . ) DB AR B P AR 2 A0 B S O, 4 i)
N, NAT. SSL. G438, VPN. DHCP R&5-#%45 . MhIBRFE 0K M B 5 1238 10 AH 5% RO AT ArT fic
Ho Tl A X MG ANSZ 5

c) siii%kM (Close) 2|3 O (Interfaces) Hif .
W6 SUHRTE (Save), LMENEHE 11RO A7 2B K i
FIRT QR SUEATICE, 5% 2 EBZ (Deploy) > #8& (Deployment) J-#i2 Sl .
W8 HF A BB K 5 S OGP B B e

AR R T IR, 3 T E R A SR R B, RIR ST s, KA, AT
SR R GES PSS /D s e S B BP0 el A o D0 3 25
W FFEER B2 AT IR s/ B
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BB 7.4 BT S RRASZFE G IF A BRI O . W AT 2 Wi R, WAL
MG EL, BHEERATUL N . R EORIEHARCE 0, RO, HEFIMEENR
Ho

o/ B B AL B E PRI RE W] IRAF A R BOIPIRAS (ARG IFEIF) o i, WilRe T
H, SRR AT HAE S R RCE, IR ABC EORE AL TR S IR IRES

TRES TIHZWHE D BT HIBCE, USSR IR .

®2:EEHL SFEEBEOE

IRiZHiEOERE AHITA AEREO EZ X7
#n CEEL RO OHEAEE O DO LU AR R R
* IP Mk i ZE T B ER o SO AR A BE TP M

OF T RIS RE, BB VAN SRR ] TP Mok 1P Huhibiths 436
BEAAT 1 CL TP Mk, OB S IR R PRt AR
TN L TP M b 24 3 A B A A

{fH configure network ipv4 =% configure network ipv6 iy &7t CLI H1i%
Ho

R FIENHEO T | Oy AR .

R ] FoAth
B OHAS
REf 4N
B A
WA 4L
ZFRA T
ISty

e

B o
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BiziE O E BFITA EEBEOLSIHE?
RSB EH i 2B MR o 3Fs.
RO B SR DA E ) Linux 8 2% . @B s2ir B P
“Halm” B —AMHTEERED, S HTEETHED (d%
G iz B0, (A ERERCE AT L D o R E
K, BBYIE St AN EHE, REELRE S AN BHE.
HERA OISR L, AR LY Linux B HE. 700
MIFE, TES S PR R
1577 LIgH] configure network static-routes #ir4 7% CLI H7 % Linux % H
FEVS N A
patis { [] configure network ipv4 5% configure network ipv6 i &
BE BN .
BN H it TSR - Sz
HTTP [l 55 & TCHE B RFE
BB S IR B EATAR, EASMTFERE MR, FE#’
BEAH T2 as, Hihfa gk ait.
ICMP oL Sz
WBCEAE G IR R RS EARAR, HASMFERETMER. P&
BA T Z RS, Hha e R oIt
ARG H SRS H sl s P . Ao
24 HE MRS AEE O A WE B HURIR Rge HERE (N 6.3 FF
5) o AR RN ARG HEESE TSWHED, RESK LSO
RO,
PhaL W ARG H B RSS2 50 SNMP EHLFIE 6 % B %A TR 2
WL, WAZUh A B RN RS T B AT S &
TEE A
iR GBI B DA SR 2R REH &,
SMTP TEH L. Sz

JEU BT A DUAG 7 SMTP e 55 &% 1A 50t i i 4, DALEAN REASE FH e 23 11
FEIHARDUE B O ARG R, 1S B B R % T 35
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RiZHrHZEOGRE aHFi1Th AEEEO LTI
SNMP HEISCH . | .
SNMP EHUACE O BA ARVFEE B O EATH SNMP FHLAIEI (A
6.3 JFUE) o WIS SN SNMP EF T 2WiE 1, KRGkl
.
iR W RS H SRS 25 SNMP BT 6 W B iR L Mg
BRI, A0 A 5 A AR B & ST &
Pa i
RADIUS fliz45 %% HENSCN S . |
WIRERr R T Wi 0, RSBSOS RO,
iR W T e T Aok A Rz L, ) b B AR ek
TN B I D R IS e <A HE” 0
YEAYEEE o AR A B B2 100,
AD JR 5% HASCH . | 2.
WU BV T Wi 0, REA SO A PR,
iR WS T Aok ARV 1, ) R AR ek
RN BEE I O RIS e A3
YERYEEE o ANReA FH oAb A B B2 10 .
DDNS T LT MR . .
DHCP JI%5 %% BT B REZH.
DNS fi45 %% HENSCH M. | .
WUR % BB @S2 B O /B F DNS BT E kM, RES¥ H o iE
R HE L o AERATATH2 1 8k T R A& i 12 W/ B 3232 0 /2 F DNS
B EAER, B A kRS R BT O B i 2k, AN
SR EME A E L A . Kk, BREER DA, RREXT DNS i
HERL O,
iR R A B A AR T HA PR ) L DNS BRI E .
{ JT] configure network dns iy & CLI HH &% & .
FlexConfig T BT M . .
FrEa Z |

o EAFH AN, 154 BT CLI B4\ show management-inter face conver gence i

Lo UM B B O 5T
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> show management-interface convergence
management-interface convergence
>

AT 0 S B R A5 F

> show management-interface convergence
no management-interface convergence
>

ST R IIRER RSNSOI A AT UL 2 IFIORC LS 1130 5 U 6T

B
iz

SE LH RE > REEE, Q5 ah B RE (4 o REBALEED (Interfaces) Tl .
P! 2 gz O, JRINER 1P Hudik.

FEMIERIZWr TP shik 2 i, S IVESE A T
T3 A EEEEOBREX ST NEREOSH.

E12EOEF (Management Interface M erge) X EAHE W7~ L & H AT 4 2 Wik D s ol o AT 75
B T2 I B e PR o B bR . AR A AR BT 6 BB R A 4 B bR,
TN
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Management Interface Merge

management interface merge, even if you discard the deployment.

you can proceed. Learn more
= HA monitoring for diagnostic interface is not supported.

@ = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the

= Diagnostic interface static routing is no longer supported; you must delete the route before

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with

Diagnostic IP address.
Learn more

Review the Diagnostic IP uses below. The ) symbol shows configuration uses that you must edit

manually before you can proceed.

REVIEW 4 USES | C' Refresh |

Do you acknowledge the
change?

Q Management Interface

Management interface (Management1/1) has (IPv4/IPv6) address con... See
more

3 Static Route Setting
Static Route Setting under virtual router [Global] with manageme... See more

9 RIP

RIP with management interface {management) are not valid when th... See
more

A HTTP Access

Management interface (management) is used in (HTTP Access) of PF... See
more

| Cancel || Proceed

SRR A WORTET S MR B SUEAT 5 A BCE, TR T BU R A

a) st BGH LUOCH B IR O & F XTI HE

b) FAURIIRE IR, K5, LT LUNERIUH , B SOy R .

¢ EFIIFEEREOE I,
PRI AN 7 P s A

FIRS X TRAMEES, WATEREWIAER? JIHHE, K5 s,

B o
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Management Interface Merge ? X

@ = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.
= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more
o HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The [ symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 2 USES | C Refresh | DD T D
change?
A HTTP Access
Management interface (management) is used in (HTTP Access) of PF... See
more
A ICMP Access
Management interface (management) is used in (ICMP Access) of PF... See
more
| Cancel || Proceed |

FIFRCE S, BRE BRI

@ The Management interface merge was saved and is ready to be deployed. *
Note that you cannot undo the configuration changes related to merge; you must manually reconfigure the Diagnostic interface and related configuration.

SR6 ASE SR

EE MBS IFMECE S, RN PO SRR L (g, S W DT B TG
B WERIBONEGIFE IR, 5540 7. BeAh, WRIKEORGIFICE, SRR EIR G
JFRCE, BERRHIKE Z ARG IFRCE

wFa, RN BoREEO I L HE R PR

>

T 50, WA SR D EAE RAMNB RS, 18575 R HLECE T SO 8 & L 1 1P bk
1t :
* SNMP % J'iii
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* RADIUS JIk45 %% - RADIUS JIR 45281 % S 36 UL N AT IP Hohl, DRI 55 20K % 1P Mk 50 ot
Sy bk, deA, XETE el P, AT AV AL A R A 1P HhhE A B A BE TP Hb
hbs SWHE O T50RFS W& — AR “Fsh” P, (HE R AR FRZI)AE .

N 4 A3 Vorlas Z‘E
HiEHEHEIEIEO
BT 7.4 R R MO SRR A A BERNS W 1 . W RS T O A S O, IE AT IR
¥ o SRV AERG W 25388 21 A FAR R 2 I I R B 8. T RE AR AT A A SR IAS #1357
P B R T

BUOH G IF B OASIE RIS IIC S (R AT HREHEIHERD o« BRFREFIHEFILE 2
Wriz . pbAh, S OBAEMAZ A “management” ; AAEK I E M4 h “diagnostic” .

o, WERIEAE O DI RECRAZ IHIROR B O FIC L, AT DA BC sl S mT DU T i A B
O BUEPRRIIRE, BER AT RAIPIRGS, SR E R AL,

FHia Z |l

o EEF WA SRR, EE BB CLI L% A show management-interface conver gence fiir
Ao UM SR B 0 25 T

> show management-interface convergence
management-interface convergence
>

PR i b Sl s BR A TIOR3 0F

> show management-interface convergence
no management-interface convergence

o TR P AERRE, AR AR B AT IR ST . AR IR LR B 3 R 2 5
B o
g2

B M R > REWIR, AT BB R (4 . REBULFHED (nterfaces) T, .
HW2 A PRI, W RS EIRED (<),

[ 40: E3PHE QA

Management1/1 management Physical Global

FE3 AR (Yes) M EBN & I 1 .

B o
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Management Interface Unmerge

Management interface static routes that have been
configured at the FTD CLI will not be migrated

to Diagnostic1/1 interface. You must manually add
static routes to Diagnostic1/1 interface on the
Interface page.Are you sure you want to unmerge the
interface?

TERA HEHNAR I E.

(o

R WK E A IFECE, SRR A IFRE, WA RE %A IR .
HIF)G, EEEIOE SN O Wi b, JFEHATEEIZ T BERCE .
EORSE
IhkE =K BEIE | &I |1FE
s byl
IR[AI A HE R O 4 | T 7.4 IAE, 8mT DL s B e 1 BB 2 PR R4 1 e L 4]
POES %o G, BATLUKIX S TP ThRE, )1 DNS IkRS#%. HTTP i
)8 SSHo  SCREFR I L AT ShREAR SZREFRRILL . B, DNS AL
ESR=gLiE A uN
PSS S MR > FWREIE > O > KM > Z0O4
GO HEE RS [T 7.4 XHFAE ] 7.4 2 E SRR &, AR IHIZ ML 10 . AUEIFR)
B BB, R TR 7.4 S m A, IF BT s gk

ARG E, W D A sl A .

IR CTHR R 7.4 BOE A, JF HC W2 iZ AT 7RCE, WAL
BTN, o] DARSAEH AR S W . R, A2
FRAS R IR A2 Wi R SRy, R R R R R
IR R AAA PR RIAT N S SO ERAE Kot i g . IAE
AAEREPREE LT HZD (OIEEEROD I, A nT RIS E
LI,

WAES bR RE > IREEE > #D

B A& T4 . show management-inter face conver gence

gomz



#omz |

B =05
Ihie =K B2 =K B |1EE
s R i
Cisco Secure Firewall | {f-3% 7.2.4/7.3 | {4AE Cisco Secure Firewall 3100 [H 2t 11 F¥ FEC & A HEHN, Xt
3100 [F 5 i 11 LI BRIA 725 GB+ SR, CSR Al LR Wtk #, BRAAMPLAE R E N Clause 108
i [ 44 (FEC) M2 74 RS-FEC, [i/A/& Clause 74 FC-FEC.
4 FC-FEC S U0 56 D s .
108 4 RS-FEC, /1] YHFIAF4: Cisco Secure Firewall 3100
J25GB+SR. CSR 1
LR Uk #%
Xt Firepower 2100, A=\ 12 & 0] LL & Firepower 2100 1 Cisco Secure Firewall 3100 42 1 )5 FEE 2 &K
Cisco Secure Firewall BiLHMY (LLDP).
3100 ) LLDP .
N T R
1% % (Devices) > 18 &% &2 (Device Management) > ## 1 (Interfaces) > &
#E & (Hardware Configuration) > P& %1 (Network Connectivity)
B &4 . show lldp status, show lldp neighbors, show Ildp
statistics
FFHF & Firepower 2100, Cisco Secure Firewall 3100
A Cisco Secure Firewall | {£ & 7.2 WU EON, B e AR T NIC 1 FIFO 28 X 22 v 7
3100 {5t F 1l (1o i H BRI 00 R A . T8 BB DR A T I 4 ] 22 i
I ) R
BraAE ) R % 1R & (Devices) > 1% & &I (Device M anagement) > &
O (Interfaces) > A@EEL & (Har dware Configuration) > f 4% % 3# (Network
Connectivity)
SCFFIFT-6: Cisco Secure Firewall 3100
SZEF Cisco Secure 1= 7.1 Cisco Secure Firewall 3100 25 Gbps 2 [0 32 FraT 1 2444 (FEC). FEC ERIA
Firewall 3100 1) (7 [ £ HERISBC “AF)” (Auto).
H:
i BRSO 8 > BEEE > B0 > REVEED > BERE
SCFFHET SFP A Cisco |15 7.1 Cisco Secure Firewall 3100 32755 12220 1) SFP {45 s BEAT I o Az
Secure Firewall 3100 1 SFP BN KA o T SR ook W 4 A B B o AR Y S, I A5 S
EHE BN 5EH, eI A7 H .
BB b RE > IREEE > ED > REYERED > BHRE
%} Firepower 1100 [ | T 7.1 fasm] LIk Firepower 1100 42 111 F 85 )2 & BLEMY (LLDP).

LLDP 32§

BB b RE > IREEE > #0O > EHEE>LLDP

B/ MU #r4 . show lldp status, show Ildp neighbors, show lldp
statistics

PG Firepower 1100

B o
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Th&e REEE | REBH |F1E

Al B 1D
BT AN R AT [T 7.1 F2 00 A Sl i BULE Bk T T RO T B A, e AL
TR LR, AV, 0] LT A S DU A B 4
1 kA . N N e - _
& ARy BB R > REEE > 0 > BHEE > B

LRS- 4 Firepower 1000 2100, Cisco Secure Firewall 3100

Firepower 1100/2100 | {f5% 6.7 BLAE, 0] LARCE Firepower 1100/2100 28 5156142 11 LA I 37t B2 il A0

RIVDCEHE AR SR
X A

BEERIRAS B o

DUHT, FEIXEed s e a8 L (1000 5% 10000 Mbps) B, 2%
H 2 JE i AR O R AS Y i . IR .

IAE, Hnl DU 2 B SR (Auto-negotiation) J4 3 B ¥ & ol
1000, LAZE I f 4 il AR RS R« 8B AE 10000 Mbps I 25 H]
U

BRI b W& > REEE > O > BEHEE > RE
Y HEFFG: Firepower 11004 2100
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