w AR AT

AR EEALFE B KB i B2 s, {945 EtherChannel. VLAN FH#: . 1P F-hk%,

N\

EB 475K Firepower 4100/9300 I (01464 FICE, 1S 0 & 21

o RN KRR R ESR AL A A, 1 T

* il Firepower 1010 A2 # b/l 11, 25 2 UL

s BUEIREHE L, 512 7T

* it E VLAN 731 802.1Q H4k , 5517 1L

* BiCH VXLAN 1, 5521 I

* BoE B MBI H L, 28 34 1T

* BUE mBIE I WE , %56 0T

* Cisco Secure Firewall Threat Defense & BT k4% 10 77 01 5% 5 26 66 TL

TR A EEONERFIVN&ERYG
RS
B
ARfe
- LR
« 7 8 5

o MEREHG

wapaoEED
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gapadEED |
. it & Firepower 1010 32 #54/i% O

fic & Firepower 1010 32 #4/lix O

W] LK 2% Firepower 1010 42 11 HE 04 15 2 A K S el es 2 JRAEAF AL s AT XA
TR sh A b L S B A S5, A3 R TS P AS MR DL K B3 VAN 45 AR e AT 70 e 4y
VLAN. AATEA U752 S0 Rr 1 B E UK ML (PoE) .

% F Firepower 1010 32 341 im

A /41 Firepower 10101148 L5 11 .
TR s OFEO

wmOFED

XY Firepower 1010 #2111, RJ DURE IR AR BE BN B K i LV BAZHe Lo o 15 2B LU AT K
Py B D A LR A5 R, BUR O A BEAZHe Lo (K132 48 VLAN %11

o PPET KR T - AR pH AT, IR SR L H CUBC L ) 22 4 SR AR 5 3 2 W 48 AN i
PAN I B7 KBS F VPN IR S5  EIEAGR N, XUz DR gl i, T TE28 2 2 — M 4%
B O R R, A UGB R 2 A S N T kRS R S . AE AR, B LUK A
JSCH FHORIRR 422 55 S e 1 — e AR IR A e o, B LA ORI ZE 3 )24 0. BRIMIEDL R, LA
AW 1/1 B2 AL E B KB . 8] DK I ez TGS AR IPS (N IREE R B 82 1)

W ERAE ML 1 - A8 H ALy A R A (R S H D) BEAE 26 2 J2 8 Rt i . [W]— VLAN L1480k
Bty 10 o] A R AT e B AR A, LIRS ANSZ S 05 A 2 A SR 1R PR B A\ ity 1 {38852 A
O, LKA ALY A VLAN. A4k D22 Abd A EAnid e, Halblg TF24
VLAN. BRUAEGL R, LUKM 1/2 32 1/8 it & 4 VLAN 1 RIS Bl Lim . ekt & B
Tic 2 A A e b L 1

@A VLAN #H - K88 1 Ris A7 77 S B O DR, BRI, Toikeig rikn
LIPS e (PYIREERIBE 8410 5 EtherChannel $:1 . U1 SR AZ b Lt 1 75225 55— AN W 4% 1k
AT, W) B A 5K 2 A SR BT 4 VLAN #2101, I th %2 5 — /N84 VLAN $2 1 5%
B Ktz o B4 n] DU it ch A B 5 VLAN B0 — i FHAEMr 4L % . [/ — VLAN Lff)
ACHH L3y 1) 2 1) PRI UAE AN 52 22 4 SRS S5 A RO BR 1, (EATR 4L rh VLAN Z Al 2 32 31 22
LM RORRE], DRI, AT LG RER B AN A B L 1 BEAT 2=, DAAE RS B TR St 22 4
SRS o

LK Mt Fe
Firepower 1010 345 LUK M4 1/7 A1 1/8 _ERGHE5R I LUK B L Hi+ (PoE+) .

Auto-MDI/MDIX I fE

WRSEFTA AL, BRAR BB W B IS FE Auto-MDI/MDIX BhfiE. Auto-MDI/MDIX 7& B 3
P B B 0 LT I AT RS X, ATV BRAE AR F /e 2. an s i R 1Y

B EwpriosEn
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simmoenirs [

Auto-MDI/MDIX, 250K 38 5 B T 15 B B AN PR o«  n SRR 38 8 R0 T A e ok [ e, AT
AR T PR EE ) E SR, ) Auto-MDI/MDIX B4 A8 ] o 2408 B AR T 4% 3 54 1000 F14x 14
N, BEOBL AR B, Auto-MDIUMDIX #4455, HAE LS.

A HR AL [ 4 T 0 R il

= Al A AN SR BY
© TERRESCFY

o AR AT IR, AN A Bl D Shag. T AL DR IE T, I gk EAE T
HIBEes Asg M e B UR . sl E S AERT bl i 4 e, HMLDIREA S R B
Beblim 0. EIEH mrl PEM S BT, PG B LIl s L 1R T 2O 4530 . @il
W AMBAZ MU FAEAT S He I . WEES, VLAN 82 0l febss e B Wi, i sc 4L 11 6
IR . B b, ST LUK BN A L VB T VIAN B ] el
{EL S 5 B B SO B  K  1

o DCATAE I K 2 A O A B e A8 B B

B8 VLAN 30
o AT LLEIEE Lk 60 4N VLAN %10,
o GnARIEAERG KBS D BAFE VLAN 7800, WIJGyR A 525 VLAN # 0 AMHF ) VLAN ID.

* MAC Huutil:

o T RSB - BT VLAN $2 05— A MAC Hihik . AR BT SE L A B L34 v] S FF
W%, I SEBN AT LT B — MAC Hulik, AT T30 B MAC Hulik. 5 &AL E MAC
kb, 2861 T,

o IBEIART KRERL - B4 VLAN D0 #0CA HE—F MAC Huht. a2, e @dFahamn
MAC Hulik78 56 4 fff) MAC Holik. iEZRELCE MAC #illk , 55 61 1L,

Rl
TEARERFIZH VLAN 42 R BB KB R A AE R — A R 4L

VLAN #£ O F13Z #a#flim O AR X FFRY T g
VLAN $2 FURIAZ Hb L AN S -

* BT

© Y1FREK

* S 2 AR H (ECMP)

o NIEAR Bl Bl

wmpsosEn )]
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B Esxsmnsomuamigs

* EtherChannel
o R A B IR A B 1%
ARl (SGT)

Lt 0 0 PR 76
* #H% % A] LAYE Firepower 1010_ i & 60 My 44421 .
o ANRENG BRSO A L

HINEE
© UK 1/1 2B kg 1
© LUK 172 2 LCKK 1/8 S Bcss VLAN 1 HIAS bl
* BUAUERISEH] - BRAEUL T, RIS HRCE ) B3l .

Ao & A Al um O AR LUK ) fH B2

FENCE AN i VR PoE, 5 58 LA FAT:55 .

J& BB A 2 il im AR X
H85 T DI/ 1S B0 i e AT o BRI, BRI 11 I bl
T 4% 9 B P4 B 1 U By S e L .

UK

FIE 1 RIRIEFIEE (Devices) > & &R (DeviceManagement), 3 &iids BB ¥ & 1) 4Rig (#£) . &
ZLERINEFIED (Interfaces) TUH .

SIE2 AT T (SwitchPort) FIpfsEHe, BEEASHMLIG DR, IRy BREEE (E)
o masm (A |

BRNEOL T, Al IT7E VLAN 1 il oA D B A0 F 307 i@ VLAN 1 #:00 (5
I AT ML 1 AT VLAN) , DUE RS i 725 FTD 250 GE S L E VLAN 2
Fl, 35500 o BIoyole s B N B BN ACHel L B . B8 A el Lo BT, 2 BR T A
AN SRR

B EwpriosEn
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Please confirm

9 , Enabling/Disabling of the
\._‘/ SwitchPort will remove all of the
interface configurations except PoE
and Hardware configurations. Do you want
to continue ?

Yes No

BcE VLAN [0

AT F WAL E VLAN 4% 10 DU B Heb L 1 o BRIATE UL, AS bl H 20 Bic 4y VLANT
{2, BTSN InEsE 1 810 (O IXExs S Lo 13 AT VLAND |, DUEE s+ 2
55 g A 24 kg

32
FI1 K IKIEFIEE (Devices) > & & &1 (DeviceManagement), Jf i UG W& 4ig (£ . &
SLERINEFIED (Interfaces) TUHI .

$IE2 SHiliiRiED (Add Interfaces) > VLAN ## 0 (VLAN Interface).
I L EMLE, WELLF VLAN £ S 4

wmpsosEn )]
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WER SR 2B VLAN $21, W SCERHE O R4 otk VLAN _ERAg#b L 1H .

Add VLAN Interface ]

General IPv4 IPv6 Advanced

Name:
inside

Enabled

Description:

Mode:

None v

Security Zone:

inside_zone v

MTU:
1500

Priority:

0
VLAN ID *:
[ 100]

Disable Forwarding
on Interface Vlan:

None v

Associated Interface Port Mode

| Cancel m

gapadEED |

a) WHE VLANID, /1 1 F14070 /8], AELFE 3968 21| 4047 J5HE N IID (AREE ML FAERD
BRAEREED )G, THEH S VLANID; VLAN ID BER2 4 F K VLAN Frid, 2 &N E Pk a

b)

ID.

(Ali%) 4 ##0O VLAN bR R % VLANID, DIZEH#: K 35— VLAN.

B, A A VLAN 73R4 M AL B IR U, 59—~ VLAN 7 Bcss

S Toa A T S

> VLAN 2 Beg3 S I K BEM 2% SBE RSO R U Il Ak k4%, DIk, S8 mT IS E VLAN B

(AR A2 T LAV 1) G BE P 4%, H 55 BE ) 288 AN R 0] Al 9 45

B EwpriosEn



| #mpsagED
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PB4 LR ORE, SRR
* BoEBR BT, 5537 0L
o FUEE AR 013 N S5, 5 42 0T
PS5 MHBE (OK).
I 6 LilHRTFE (Save).
I, 0] LU 2 ERE > ERE IR SRS E B P A L e e TR E N fa, WA AR5k

B im OB E AEAN RO

BB AT HeH L 0 FCZS RS VLAN, 508 LA B N BN 1 N3 32 Rbrid i . BRIAT
BUR, POKK 172 LUK 1/8 22 #eb Lt 2 84 Fe 45 1) VLAN 1.

\)

AR B AN SRR R 2 AT PR BRI P A B B e DRI, e A R P B PR AT R AN S
5 P2 IR i S5

i

HIE1  KIOEFHEE (Devices) > R & &8 (DeviceManagement), Jf iy MBI & 1) wig (£ . &
SR IANIEREED (Interfaces) Ui .

$E2  HEGENELN RE ()
1: RiEIEREEO

Edit Physical Interface

General Hardware Configuration

Interface ID:

Enabled
Description:

Port Mode:

Access s

VLAN ID:
1

Protected:

wmpsosEn )]
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B sxsnsomEsz 0

e B R EAE LR kR 1,
(AT3E) eI RRFBE P i B
— ATV Z 405 200 N FERF CREERIZERD) o
¥im O4&3 (Port Mode) #4318 (Access).
7E VLAN ID FBeH, & A #edlin 1) VLAN, JEEAT 1 R 4070 217,
ZRIATK VLANID M 1.
(FJiE)  EH 4RI (Protected) & IEAE DOKE EAZ AL 114 B 2 Ot 11, PRI a] BABH RS
AL 5 6 — VLAN _b i At 52 CR4 A2 e L 3BT 045

FELL NSO, AT BEARELR (A e bl AR B2 AT A . =2 LA VLAN U5 [ iX S8 47 4 A1
Ui 1 I s AT E ARVF VLAN [AV5 )5 n B 003 73 B g sl LA 22 A YR, T35 200 1 25 AH T
WA TF. B, R EAAFEE 3 4 Web RSS2 DMZ, 4B4E A8 #ellim H F 5 =R 4P (Protected)
Ji, AT LUK Web RS SsAH TR B o N R I 28 FIAMR M 45 3T DL IX 3 & 4IRS 2 AT, =
ZIRIR, ARIX G 0 286 ik 55 AH HL 2 R JCv b A Td A5

(i) HAEEEELE (Hardware Configuration), 8 A T AEE

& 2 R E

Edit Physical Interface

General Hardware Configuration

Speed

Duplex:
full

Speed:
1gbps v

Auto-negotiation:

1 rh B &1 (Auto-negotiation) EIEHE (BRIAD LLE UGN RN T WiRE gk, &l T
S50 B P R T

R i =

* JEJE (Speed) - i%#% 10mbps. 100mbps £ 1gbps.

MHE (OK).
MiHRTE (Save).

USRI, 50T DU 23R8 > BRE A SR S8 B P A e #fe AEARE R e, A AR

B EwpriosEn
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1% 3 A lim O BCE A 5 4kim O
AR P AR AT G 28 v] LA FH 802.1 Q Aric AL 2 A~ VLAN [ 4k o w4k 11352 A bR ic Abs
O . SOV VLAN b9 B i A g s AR AR
ki B R AR S S AR IO A VLAN ID,  LAE ASA 7] LUK 5 56 % 48 11 A A8 B AL
1, slCn] DU R i 22 5 NPT KERR T W ASA A ki 1A A VLAN ID i, W2
MBS VLAN bRid . 1545078 55— G ACHML LK) Fh gk i 11 B ¥ B AT E AR VLAN, DM R bR IR
ML A Al — VLAN,

UK

FIB1  RKIEFEE % (Devices) > R & &8 (DeviceManagement), Jf fidli i &0 g (£) . &
ZERNEFEIED (Interfaces) UL .

H2 RO R (4 .
3% B Ppakin AR

Edit Physical Interface

General Hardware Configuration
I

Interface ID:

Enabled
Description:

Port Mode:

Trunk v

Native VLAN ID:
1

Allowed VLAN IDs:
[ 100,200,300

Protected:

3 B ERSEEMELE .
4  (afEk) AEER BRI GL .
AT UL 2 AL 200 N (AMUFERIEERD .
$£E5 i O (Port Mode) % 5 F 2 (Trunk).
6  7EAH VLANID (Native VLAN ID) FEeH, BB A el Lo M A VLAN, JaE AT 1 F14070
2 Il
BRINFIAH VLANID H 1,

wmpsosEn )]
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B sxsmsnmsEssasn

A R EEHE — A VLAN, (B85 AR VLAN 7] DA R4 0] ORI .

LT IERIFRI VLANID (Allowed VLAN IDs) B, fp At 4k s I17¥) VLAN, [T 1 Fi14070 2
Il o
fsnrelE e BL R 72— £ 20 AMD:
* %5 (n)
* YuH (n-x)

© JHIE SR g 5 ATE T, .
5,7-10,13,45-100
T A A I 5

WRAEME T B P AL A H VLAN, K ZIE %A VLAN; M L R IEAH VLAN WER, 4k
HIRZ4 MR VLAN FRid. AN, AW A VLAN frid i .

HIB8  (WL) L FRIP (Protected) B IEHE LUK AT Bl Ui 1 ¥ B R 32 R4 1, A mT AR 1142
AL 115 [7]— VLAN b (AR S ORA A8 3 b L 1 B4 T I8 45
FELL NEOU R, 8 n] AR BB 1A He b Lo VAR B2 RV T 045 . R 2N A VLAN U5 A 3X 2848 #e L
Uit 1Bt SSANTTELACVE VLAN (81D 100 G0t 005 a3 e ol oAt 22 43I, 0 75 B4 1 46 A1 0L
BB TT. B, i HAGFEE 3 & Web RS #4(K DMZ, 400 HebLi 11 1 5 ] S 4R4P (Protected)
Jois JUTT LUK Web Hi 5% S A TLRG 85 . A HB I 25 RN AR R I 25 3 7T LU 3K 3 6 PSR IR S5 28 AT, )
ZIRER, AELIK R ] 248 R 45 B AT L 2 () TEy A T A

$1Be (n[k) AEEMELE (Hardware Configuration), ' W L FI#E

. Edit Physical Interface ? %

<, CT Hardware Configuration

| | Duplex: auto v

| Speed: auto 5

i | Auto-negotiation:

QK Cancel

& B 50 (Auto-negotiation) B IEHE CERIN) DL SR R T, WikEGE kS, &ar T
B L R T

c ER—ESE £ .

B EwpriosEn
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SIE10

TEN

mauixmts [

* JRE (Speed) - 4% 10mbps. 100mbps 2§ 1gbps.

RHE (OK).
iR 7F (Save).
UEBS, 0] LU 2 ERE > ERE NG SR I BT A I R . AEE I G, SO AL

Bo & LAK M L

DLUKI 177 FHLAK 1/8 SCRF 1P LR ERJCZe B A\ i A5 i 25 1 LUK M ik HEL (POE). Firepower 1010 ¥
IEEE 802.3af (PoE) 1 802.3at (PoE+). PoE+ {if %% 2 K I (LLDP) KW DhZ 4 . PoE+ 1]
PAK 2 LB A 4RI 30 BUIfI D . ANAE T ZEm SR b 2.

U SRR AT 1 B e 1 B K e 1, U A P s 2 LU
FELLRI 1/7 FILLR R 1/8 EJR HY PoE. MUIEREA U ZE AR H PoE LUK i v B Al ik 2 4.

UK

Rk PE IR % (Devices) > & & B 1E (DeviceManagement), it B DM &1 4iE (£ . &
SERNEFEIED (Interfaces) UL .

i #wEE ()

Rith PoE.

4: PoE

Edit Physical Interface

General PoE Hardware Configuration
e ——
Enable PoE:
Auto Negotiate

Consumption Wattage:
(4000 - 30000)mW

Consumption Wattage:

1% F2 B PoE (Enable PoE) 5 ik HE .
ERINEDL R, PoE 4b T 8 FRZS .

(k) BUNIET BshthEThFEIIE (Auto Negotiate Consumption Wattage) e HE, 4 H s 4
Pras ) Thae, i A IhFEINZE (Consumption Wattage).

BRUAEDL T, PoB A FHIE A 52 W1 B 45 A 1 BLECK Ha il 1 A% ik 2 2 L% %%« Firepower 1010 11
LLDP #t— P W i E A FU . i R AmE ke 2 POEO AR AR A LLDP W7, 15% AT 4000 F130000
Z LI

FE6 rLLFE (OK).

wmpsosEn )]
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PR HHRTE (Save).
VRN, S nT LU R ERE > ERE IR SRR B BT AL W . BB T2 5, WA AL

Ao EINE O

A S A ey g B A R

XTIREHEO

FRINE S — Rl oS 3 bz O (O 2B 8- 100 . e d2e O ]l 2 AN P 2 14 TPv4 AT IPV6 Ei )
IR O A Bh T v B et e vl LT B 005 1a), DR, i SR p — ANz O R AR s,
FEn] LU — AN U7 ) 3R Rl .

PRIl 1 A] T

* AAA

* BGP

* DNS

* HTTP

* ICMP

* IPsec Jit 49 - 1XBR Cisco Secure Firewall 3100 1 4200

* NetFlow

* SNMP

* SSH

* BRSHIZNA VTI i

* RYHEK
S BITAE ] LA 225 6 FH sy R R [l bk, ] DAAE A5 B RRCE B th,  LUE BB
TE R 12— FRER ] TP Hudik . NS BEAE G T PRIRIEE D S L e A 1

AR ER
IR RO AE WA R 5 26 13 5T
PCEIREEZE, 513 T

B EwpriosEn
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grznaenmny ]

IR B4 O /Y /4 N F0 PR

B A SEHR
o RS AR 32 5 EF .

= Al RN &R RE
© TERRESH

H At T A0 PR 7
o 0T AIEREL FBIER R LR R, TCP P Al BENAG IR 240 T AR .

BcEIREEO
BB A R
iz

FIE 1 R (Devices) > &R (DeviceManagement), 3 &iils BB ¥4 1) 4Reg (£ . &
GEERIAEEFEE D (Interfaces) UL .
PR 2 RO (Add Interfaces) Ty, EHIREHED (Loopback Interface).
FIB3 AEM (General) IETH K, FLELLFSH:
a) BFR (Name) - i NIz L 4 FK
b) /BH (Enabled) - ik Sk HE v] 5 I FR R4z 1
c) IR[E 1D (Loopback ID) - i AT 1 Fl 1024 Z [A] ¥ ¥R[H] 1D,
d) AR (Description) - F A IR A1z L1360

TH4 WECHRHEANEOSH. HSEIERHBEED , 5837 i

PN CIEZNEIE I brnk-gi wpr e ik
T4t 2 B

TR AZ R [ PR [l 11 TP M Bk ) b A T R B, BAB 1R AR ST 8 e JmT LA 1) 4 Jmj i 55 S s
IS IR PR AR o

wapaoEED
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B wrnsmznoreitmEER)

UK

BB QU TR R FAEHE ) 1P HhE RIS Y eV R 81K
a) MKUGEFE MR > HREE I H R PIE £ FEEssR > 1R -
b) s RN R E SR LLEIHEE ACL.

o) 1F FEY BiFEFIRITR GHEHET, N ACL AR CRAVHEA ) , 5 s i Lo

QR A& H .
B 5 % ACL3#RME B

New Extended Access List Object

I rate-limiting ‘I

Entries (0)

d) 7& M4 ENR LR EWAL (ERD MH il CGRETP M) .

& 6: 70 B R4

Add Extended Access List Entry
Action:
@ Allow w

Logging:
Default v

Log Level:

Informational v

Log Interval:

300 Sec.

Network  Port @ Applicaon @ Users

Available Networks C &

Q, Search by name or value

any-ipvd

any-ipv6
IPv4-Benchmark-Tests
IPvd-Link-Local
IPvd-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

© Security Group Tag

Add to Destination

Destination Networks (1)

. 10.1.1.1

Add

L 1]

| Add "

[ Add | | 10.2.1.1] a

pEEd TREFBROA 1R 0 R£1F (ULEC) AR BEEOREF A

V- FTRIR LG SRR AR, AR n s RN E IR 04 RT DU 4 E U TP ik i AN

RARTR A /N5 ) 51 R v

B EwpriosEn
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o Hin-16 BRRMLE 518 R I i g AT o dm Aol Ay Siin. RHEANERIRE O B Bk
fE,

e) Mt ashn LUK HENInE ACL.
f) A R7FE MR ACL.
& 7: %77 ACL

Edit Extended Access List Object

Name
rate-limiting
Entries (1)
Add
Sequence  Action Source Source Port Destination Destination Port Application Users sGT
10.1.1.1 =
1 ©Alow  any 10211 L u

Allow Overrides

e

P2 L SRR > IFRHEE] > R, ARG A R (D) IR T ) R
FE3 MR URARNES (More) Mk ik E2RiRE (Advanced Settings).
B & sHRE

®' in-out #

;- @ Prefilter Rules + (O Decryption -+ @& Security Intelligence + () Identity -+ @ Access Control @ More

ype to search

HTTP Responses

Soure  |nneritance Settings

Name Action Zones Networks Logging

~ Mandatory (1-1)

$IE4 SRR S %R (Threat Defense Service Policy) 20 1) 4Rsg (#) .
9: B A 5 10 AR 55 SR e

Threat Defense Service Policy

Threat Defense Service Rule(s) 0

WS RldrAN IR LA R o

wmpsosEn )]
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B wrnsmznoreitmEER)

& 10: FAnF

Threat Defense Service Policy Q

@ By default, traffic undergoes deep packet inspection as part of AC policy evaluation. However, for the Add Rule
TCP State Bypass feature to be effective, it is recommended to avoid deep packet inspection by
configuring a pre-filter fastpath rule corresponding to TCP state bypass traffic

# Interface Object Traffic Flow Connection Setting

Interfaces
No Rules
Global

No Rules

EXo LT AR & SIS SS9 72 =R S0 LW ws LU T R
L6 [ EOWNK PERD, sl 2/ UeIEEH FIra R0 w0, AR5 AT T8,
& 11: £ FH%BE
Threat Defense Service Policy

° Interface Object

| Select Inteface Objects

N
s
~J

15 TB DR, ERRETE DU 1, 8 14 SURRIR YR AR R, R Al T
12: £y Bip a5

Threat Defense Service Policy

(1 Interface Object ° Traffic Flow

Extended Access List:

I rate-limiting v ]

PR  7E EEIRE PR, WA R R

B EwpriosEn



| #mpsagED

BLE VLAN T [O#0 802.1Q Hr 4% .

[ 132 BiE IR

Threat Defense Service Policy

(7]
1 | Interface Object 2 | Traffic Flow e Connection Setting
Enable TCP State Bypass Randomize TCP Sequence Number Enable Decrement TTL
Maximum TCP & UDP Maximum Embryonic
Connections:
24 [ 12|
Maximum TCP & UDP Maximum Embryonic
Connections Per Client:
0 0

H B K TCP #0 UDP & R85 W PR 032 L A PR, W s K AIER IE R B B N BRI E 7
ltm, SO E S 52, 10/5 BF 1024/512, BARE T B 38 (T BAER (0142 12 .

BCE AR R A& TCP 248, MRk 24852 2] DoS Buddy GXFPHrdi A/l TCP SYN Hidls tuxf
Bz D .

PO milhi ST AL RAT T A B 2
FE0 SHBE.

TN gl SPRE W@ H P RF
PUR12 PRI T LUK 5 252 5 Y B

B & VLAN F#: 170 802.1Q H 4+

Wit VLAN TR0, Saf LSRR 0 . JU4 R 0 8 EtherChannel 22 1 8114 b krid 5 AN 7] VLAN ID
2 AN B . WE P EEA VLAN D808 Ashid & 4 802.1Q H4k. HT VLAN i
VRS AERF E W FE R 1 B B2 JT, B LASAs o] DA I R4 2% v e B K 1 80k, T i 3 1
EArE-

VLAN F3% [ B4 4 1 F0 BR i)

RS

* Firepower 1010 - A2 1% 11 F1 VLAN #2103 Ff VLAN $£11.
= Al RN EEEE

AR T DU TSR DR AR s, s TR e . 2 SCIBBI A, nT DU LehE
EEAEH] HUAR 52 L r 1
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B seenswssvanTzoss

H At A
o BB O _ERORPRC R - WORAE ] R, R R W AN B B A

UMY BERE OV SRS ARARIC B o SR PEXS A4 1108 P i) S5 A B4 11 LK EtherChannel
BEERFIFEGE ] ot 2005 B 11, AR 1 8K EtherChannel 32 AR 145 A% 36 it
TR AN DA 2 T BC L A ORI DR B 11 L DU #5118 EtherChannel #2 FAME IR . WIREE
YRR I . JUA R I B EtherChannel #2 FR G ARG OB, wT DU G B A4 PR

o ABEAEATPIRL O ENCE TN, GRS CLI N0 E A& A B 11, 38 R T4 BILER  10) 1Y)

LUE/TEz AN

o [Al—SCH I R PTAT T 1% LA 20 WA 2E R DA et R 1 SRR TR B FE I
o BB EAN SR SIS T AR P (DTP), AR 2570 4 A HURE S 32 RO AT # Lo 11 G 2 1) vh 4% b
o PSR RERRE D UM b SCRO TR L BOME— MAC ik, PR E AT I A% 1 L AH ) F 2

b MAC Hutb. #tn, #0325 70 v] BEARTE MAC Hohk AT V7 3], Ah, BT IPve dEig A
ol 2L T MAC Mol A sy, BRIHEE— MAC Hihik 23 Be 4 74 1125 AVl FH e — IPv6 %
AL, X REAEE G B LA R e S P R A .

FIXEFE SH)HKA VLAN FEOKE

NInFiEO

BT T BRI AT G B A B K VIAN 2 Ot R, AUl 0 B AN el A48 F 1 B

BN,

TR AR BRI R

ity &K VLAN FiZEO#E
Firepower 1010 60
Firepower 1120 512
Firepower 1140 F1 1150 1024
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0
Propagate Security Group Tag:
Interface *:
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* JFEE{RLE (Peer Group) - F5 7 H AR AE4 TP bk 1) 19 28 %) 5
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b) K MERIH O (Internal Port) ¥ &k 1024 Fl1 65535 Z [A][F1H .
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£/ threat defense virtual %45 1] DARCE — A VTEP J5#% 1. VTEP 5 Uk M4 B RIL 45 (NVE).

UK

B EFEE > EEEE.

$2  HHERE Geneve [ 455 U M 4REE ().

$IB/3  Aiidi VTEP,

$®4 T BA NVE (EnableNVE).
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B3 Gl ERIRTEY, MAKER KA 48 NI A TR

WS EEAE WMR A 03 2 A R, 9 G i ph B AR 1 s A AT AL A R B, DU 25 BV iy
%o GEAX KNG,

TIEA  {EMFE 1D B, FN 1A 250 2[R M4 1D,

LIS (EIRBAFB, BN B .

L6  FEAENR L, AmEAMNMEOX, KRG AERm, LUE LB 2R EREO X . XS,
MR R A 3 T B D R LD IR

FIET]  GEWE) S IPv4A TR, 7 IP #lbBrh, #i\ IPv4 il Rl 1 RS

B EwpriosEn
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CETETT |

W10 BVI M EHLHIE (/32 B8 255.255.255.255) o b4k, 2048 FEHLHIEA L 34 (400
T U B A RS AR ALE IR R I IAh I, flan /30 19 (255.255.255.252) 0 @B AEI
WS EFAENT WA R G — AN Hohk sl WAL R (T ARP £0diia. filtur, o St H

/30 FM, FHEMNZT WA B a7 — AN TR Rk, IS BB A K 2 5N RIS
PRRIEZ B AT ARP TE K.

X EATITE, AR BSEEER O X R > IREEE > SRR IR A R ] TP k. ik
RBCE S TP udi, T IR TR M sl e e R 0, A REER AR IR s

HIBE (MR S IPvA R R, ERCE P HibE, R 1P B R s R h i R Ak .
i ] FH P R B A SRR S TP HhbERC s NSZ#F DHCP.
s ERERAS IP - SN 1P bR 7 PFERD . X Tl PR, HUREAE RS 1P Mkl 7F BE¥$EO IX
B gE > REEE > SRR FE & 1P Mkl iR wE S A P sk, W)
FHV A& TCIVEAL T R 2 Mk s 4 % P2 11, L RE BRI RIS
* {£F DHCP - il & LL F Al 544
* {¥F DHCP 3%EXELIA B B (Obtain default route using DHCP) - )\ DHCP JIi 2% #% 3 B2k A 1%
.
* DHCP & H1#5 4% (DHCProutemetric) - 7 Ft 2 FT 3k & 4% th A BREE 25, AT 1 A1 255 2 1],
SR BRI SR 1.
$IB9 (k) WESAEE IPve ik, 5 45 TRCE Tpve k.
T (k) EEE ARP FIMAC &5, WEZRNINES ARP 4 H , 4 62 JURISINFAS MAC Hilik:
TR MAFAAE ] MAC 22>, 55 63 0L (fU FiE WA
SEN SULEBE (OK).
12 SHRTE (Save).
MO, 0T LU R ERE > ERE G MG B P A L W A . ERE T S, AR
fe & IPv6 Sk
AT AT E B A RE BB R L TPve bk,
xT IPv6

IPv6 S i1t

ATTAFEIET IPv6 15 B .

AT LL Ky IPve BB P AP i S Rk b ik

o SRy - SR AT IS AT A k. 0 TR AL, 2N BVIE GiAN 2 B4
RO ) BB SR . SR AT LI IE IR SR A B L BC B AR TP ik,

wmpsosEn )]
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&34 9 EUI-64 3£ 1D

gapadEED |

o BEERAHD - BEER AR I REAE FOE M2 AT T Mtk o B phr s AN P B i A s b ik e
REAEA: e U TAER e P B B FodfE . RE Atk v] F Tk i 35 540 JE N B,
Blan bl ERIRL T, S OO D R SR A Ik BV B B A L

Z/0 NG B R A AL, TPve Aol AT WURBCE ARkl R Oy A SRR B A
Hohik, DAIMTCT 5340 T T B s A Ik . 0 T RIBRAL R 4% 1, AE BVI ERCE 4 Rk,
RS R A R 1 B A AN M . URANEC B4 sl T 2L B B el T B e B
P A sl o

RFC 3513: HHMI RS 6 M (IPv6) - ME AR K T S f 1IPve Mkt (L HEHIE 000 FF 3k 1)tk
BRAD) [ DRRIRFF 2 K E A 64 47, I-LUE T BEUL-64 # BT R . J8B B0ve # ml A 3%
PRI A MU BE B 1) EHLPAT IZBK

ERE I LR SR ThRERT, %45 B TPve Bs Ay b b AR I MAC HuhbREAT 30, DARGfR 31
FRURFAE FE 20T EUL-64 k%2 W IPv6 Al A IE 1 BUT - 64 A% UM T#: bR IRTE, W<
B It E UL T R HEN R

325003: EUI-64 source address check failed.

HAFERER RN A P AT bR U IE . AR AR ABA RS . ehh, R A%
NI AL

B & IPv6 RTER IR R Pin

KF IPv6 AIZRIRAX

S T LLAE J DHPCVG BT BACE i, LM% S 11 O .0 ofs 5 o VA 58 O 4 3
Bel ) ATLUBEIL AN BB IPV6 BT, SRS UM T LUK R SO T 0 4 RS S i 1

JEHM A AT LLAT Sl DHPCV6 FiF S8 A e 7 i, LA 7 e 11 A S 20 P 38 30 1 A 8 2 (140 1 0
D) WA AN AN IPVO FTER, AR P A T LUK I S i 48 1 4 23 T E G A e
ARG, EHE R AR T AL AT DA RS Hi ik B BT & (SLAAC) BRHCA Ry IPve ik 3571,
WS B BT A 12 AN AR IS S BT ARBUIR 5545 s JBUB BT 181 L fE 1) SLAAC 7 ) S fit 4 Je) 1P M
ko fhn, SRR dr s PR BB, e LAECY SLAAC 2 RO TP ik (HUZ, R
FEN I A e B R 2 A BRI 2R A 3, WU 20T B o i ) P 8 1B TP G R S bt

B A RS — AN DHCPV6 IR%54%, DAME SLAAC % 7 e ) Bt &t fs SUd K (IR)
B, SR TT DL X He R it DNS R4S #e AU A S5 . BT 0352 TR il
£, ANRE i ECHhE . BRI AR S A B TPve H L BRI E % g, LUMEAE R E A
IPv6 ik, 2% i b FJCIRAS B ShECE I, B8 % ph 28 10 15 7 B I B W AT R I & IPv6
Huhbs AU, AR TS AR P A TS .

IPV6 T 5537 AL /64 1 W 7~ 451

PUR 7B 27 A8 ] DHCPv6 Ml 25 - A i O gl TP bk 16) st . shdb, el i A
DHCPv6 FIZE BB P it — NS o U5 1 s BRI 289 N 164 IZE 17N, JFAil
FHRAUR RIS A N F-a e A 20y 1 B 2) AN _EAY TPv6 btk (0:0:0:1) Sy 3 4%

B EwpriosEn
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ipve sia=E 62 FRws [

HZh AL 43 J5 IPve Mk, 352 2 IX Se Y FRE 1) SLAAC %) b SR A3 B4 /64 T LK) TPv6 Hh
ks

DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
*— <delegated_prefix>::1:0:0:0:1/64
1

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64
SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

IPV6 TiT 282K /62 1 W7 1l

PLUR 7 s T BB 480 K w81~ Kl 23 21 4 > /62 1R r11:2001:DB8:ABCD:1230::/62
2001:DB8:ABCD:1234::/62. 2001:DB8:ABCD:1238::/62 11 2001:DB8:ABCD:123C::/62. 954 ¥+
2001:DB8:ABCD:1230::/62 = 4 NA[ ] /64 12— TIL N4 (::0). Bl 10T LT3k oAt
/62 T T R s . P hi#els 2001:DB8:ABCD: 1234::/62 | 4 ANu ] /64 § M fr) 3 4
M TILNEEE N 4y 25F1:6) o ERIEOLT, WS th 888 1 A ARINZRIR AT, R
WA BB E AR ZRIRATE, ARG A TR has e . Wl ML B,
ISP 204 [l — R R ZRIRGA 4R 25 /7 i, ARG BB 180 K BIR AT g, I o 2006 itk ph 25 i DA A
MiZHiigd . DHCP ME—#RiRFT (DUID) 78 #0878 sl I 2 PR FF AR

wmpsosEn )]
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DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall
Manual IPv6 address:\ Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 - 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

B IPv6 TR AN P i

FE—N B AME D AT DHCPv6 RSB e oo JEUMMSA vl BRHK— A B2 S Al B 7 A7) i
TR K TPv6 TSR . WY, (EIC bR TATSURRER P i 42 1AL H] DHCPv6 Mtk %5 )7 s 3R U
1P tuhit, AT LA BB A 12 1A e A ACEE AT ST 2B g

UED R Rr i iAo BRI REA SCRP AR Bl sy T L

FHia Z |l

AT TSR, DA Z0RE M BT AR TPv6 A0 A I % b A 5 R] B 1 B D S I T DHCPv6 JiRkSs
POYHC AT T AT %], DABH IPv6 VB R . filtur, o SR DHCPv6 IR 55 85 14 3% i A CEAT 234
WIEE N 300 B, MG K Sl B 480 RA TR BR1E E0h 150 Bb. BEUEE 1 IEAT 30, 15/ H show ipvé
general-prefix fir4 . ZWCE U BIfE RA [RIBE, 1520 BCE 1Pve A8Jm &L, &5 54 11 BRIME AN
200 5,

B EwpriosEn
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TR |

UK

W REFEIR % (Devices) > & & B8 (DeviceManagement), it BB &1 4iE (£ . &
ZLERINERIED (Interfaces) VUM .

S22 AhEgE N fwEE (4 .

P33 ki IPv6 T, AR5 il DHCP.

$IE 4 L% g PD RIS FR (Client PD Prefix Name), 4R o #i AL AT 10 44 FR
B 18: BRI EENE P

@) Client PD Prefix Name
Outside-Prefix

Client PD Hint Prefixes

[ Add |

2001:DB8:ABCD:1230::/60 v

name £ 125 200 N 71

PE®S (W) 7EE P PDIZ7RAIE (Client PD Hint Prefixes) 7 BU i N AT A ATZE K%, LA{# i) DHCP
Hi 55 E BRI R BN IR AT M, R A iR n (Add).

HH, TR R E R ATSACRE (I 2:/60) s I R A AR ORI 2 AT 8O0y SR PR AEAH
MBS EFARBOZAT A, W DA SR MBI . R T 2 MR ORI TR e
FE) , W DHCP ik 55 4% Ktk g B8 F 3R s Bl 15 S FL 5

PI6 HHHE (OK).
PR iR TF (Save).

SIS, 50T LU 23R8 > BRE A SR 8 B P A e RS EZ n S SUA AERK

B.E =5 IPv6 il
S0y AT B e A 2 RIS W SR B BVI L 405 IPv6 Sk, WFHT LA F b B,

wmpsosEn )]
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\)

AR OACES R A S E R A b, UG o0 AT S . X TR AL, 7E BVI LERCE
eyt 2x F SRR AT B DA% 1 E G E R A b

XTAE BB b SO 0, BV RT3 18 MAC Hiuhik, 302 PRA e AT A8 A2 1 AR
AL MAC Hitik. T TPv6 FEBS A i bl J& T MAC HuhbAE ety DRRs i — ) MAC Hbtik
Oy EREE T2 2 S VEME— (1) IPvo BE R A H i, I e % 38 G JalFoir B 481 L2 s S5 oA & 2B it e v
WS M E MAC Hilik , %5 61 1.

FHIa Z Bl

XTI TPv6 & Ja B, S 25048 IR 1] 75 il R DU W S VEAR S oKk (ICMPve K7 135) Al
LBJEiE T (ICMPv6 2824 136) K it miff b i ATRAL I 1 4% 11

g2

N
&

KL PER % (Devices) > % & EH2 (DeviceManagement), Jf niihi BB W ) 4% (4D . &
AR FED (Interfaces) T .

sl BRI O dRsE ()

|

Sk Sk
S8 3
w N

Hds 1Pv6 T .
T A, B (Basic) WIERIAALFIE AR, XHFIZEREL, Hbik (Address) T Bkt T
TR

FIRA (k) {EER (Basic) niifi L, %1 /EF 1Pv6 (Enable | Pve6).
Qi R SRR B B A b, T T, B, ACE IPve HuhbK: F B A H IPve AbFE .

PERS  AHLL T I —Fh7 iR B 4R IPve Hihik.

BT e R AR, DL T 3R O, B0 o v i 1P ikl X T4ERE, WA SR T3
B A AL

o D DRESHSIE - &1 BB E S L.

FERE B FICRAS BB BN, R T 2 75 V1 JEL P B SC ) ) i ZBOK C 2 TP Mt ik
FHTCIRAS BN RCE I, R TAE S0 EUL-64 £z 11 ID [ 8h A4 ot 11 BE % A b i k-

AR RFC 4862 FLiE 4 JoIR A A B0 E T HCE ) EHULAN AL e h sl v i S, (H BB i e
FEIXFPG DL il S 25 AR i A 5 S BBOHIE TP IPve> 12 B > /& F RA R LEHELLANHIHE1F o

« FHNE - BEENE S IPv6 Huhl, IEHT UL T B
1 ikt (Address) TUi I ik (H) sRhndett (Add Address).
RG0S TR AN LT HE

2. fEHbMEFECT, HANsedE4 R IPve ik (RFSEED ID) , BTN IPV6 TS LA AL IPv6 R
K. (A nBAGR A TT, E55Likdsas] EUI 64 S 1EHE, LUEHE I EUL-64

B EwpriosEn |
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CEET T |

A AR ID. i1, 2001:0DBS8::BA98:0:3210/48 (5g#%ihlil) B 2001:0DBS::/48 (T
2%, Hikh EUL64) .

FF Al PE (i Bk ¥ 58 % EUI 64 (Enforce EUI 64)) , /1% % (Devices) > i Z &2
(Device M anagement) > 15 A Fi I (High Availability) 51 fii (1) 5 #4Z#% 0 (Monitored | nter faces)
D P A% TP kit o QR RV A ] TP M kb, ) 2 P ¥ 4% TG i A P 4k W 4 4%
e, KRR ERRE IR .

o (1) 1] DHCPv6 SREUMNE - Z{# ] DHCPvG, 15T LR34
19: ;3 DHCPv6 %= i

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware !

Basic Address Prefixes Settings DHCP

Enable DHCP Client Enabl

Enable default route using DHCP Enabl:

1. i DHCP W[fi.
2. %P B DHCP & R (Enable DHCP Client) [ & %4
3. (A[¥k) krh$ A DHCP /B B2 AR H (Enabledefault routeusing DHCP) &k HE, M H
i 10 7 R SRIUER 2% tH o
o (ERERBEED AT HBOITS - 22 B2 ET 40 1L 1P bk, THPAT LA HRA4E

BEThREZER BB A AEAN B2 1 e F DHCPV6 R SR AE it 15258 it I IPv6 HTZH AL
B/, 248 T,

1. riii DHCP Wi,

2. ik () .

wmpsosEn )]
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20: & IR AL BB 5%

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Adva
I

Basic Address Prefixes Settings DHCP

Prefix Name Prefix Length

3. FINEAE S — AN O FON IR P e W BT8R FR GBS [ H IPve N4 1
Wi, 548 1)
B 21- 35 BRI B RNt

Prefixes o

Prefix Name: | QOutside-Prefix

Prefix Lenglh:[ :1:0:0:0:1/64 |

Cancel m

4. N\ IPve Hili- FIBTBEE .

WHEREOUR, AU AT A /60 BN, RIS iy LUK AR S 24 /64 I M. i
A BN 7 o S FE SLAAC, U /64 5 52 SR BE . S8 N 7 1T LLSE K /60 - M 11
bk, Bl ::1:0:0:0:1. fEHRHERTHIN = BURETZ/NT /600 B, 40 FIZAL I 42
2001:Db8:1234:5670::/60, M5y FLes %% 114 )5 1P Hudik & 2001:DB8:1234:5671::1/64. 1L
P %38 I8 2 AT S 2001:DB8:1234:5671::/64. TEAMIT, i B w4 /N T /60, TRTS%
TR BIALKG 2 0, WLWIETF  Prds /s mFe . B, WiERFrE4se 2001:DB8:1234::/48, | IPv6
Huhl 4 2001:DB8:1234::1:0:0:0:1/64.

5 MiHE.

B EwpriosEn
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CEET T |

22: H SRR

+ Add
Prefix Name Prefix Length

Outside-Prefix ::1:0:0:0:1/64 su

6. i, frtbEH EJEFH DHCPve RS RS 4 G213 DHCPv6 TR RS #5) « Wl
RPATICERAE, Bl T U (R I3k v S FE st it B & J8 A3 DHCP (Enable DHCP for non-address
config) .

PERE X TN, ST LR HAE R (Basic) Ui B E T AIME:

o BEYEAMBERS b K) TPve Huhik s il & M) EUT-64 k% X A8 DARIRET, gk agE) EUI-64
M,

© BT BCE BRI AL, TS R RERR AN e b T B P i A ML g

B A HHEY DL FES. FE9. FEA E{ FEB Jf3k, U1 fe80::20d:88ff:feee:6a82, U1 AALL
HA L, HOTEEC R R A, R DOk BT e R A bk . TR, PR
BURYEE S EUTL-64 4% 20 E 3h 70 BOBE RS A b ik 0 dn, G SR HAh % 4% s il 48 F 15 250 EUT-64
R, TFEBh 2 e A B I AR H s ki v g S B0 E SRR D

TEREA SR T3l B A Hu L

PR XD, GO0 LU FAE DHCP Ui L BEE R A
o W At ECE BB A DHCP SLIEHELLLE IPv6 B i il i il 0 b v BT bl B R A

IPv6 it sl i 1 (ARSI S0 IPve H ZhC E 2 i B A3 Y DHCP6 SKERIBUH G hik LU IR A=
R A B E bk

o L AAEM AL E R A DHCP SLEHE LLAE IPv6 B 4% 30 w Aicds A0 vh v B A i i B AR A

IPv6 % 28 15 o i tebs 5 40 IPve H B0 & % 7 uiis M A4S | DHCPv6 )\ DHCPv6 #iE A5
S\, Ln DNS RS gl . 248 ] BT DHCPV6 R 2SR i) DHCPV6 IR A IR 45 2 i ] ik
T,

S$IB8 X THhEO, WESRACE IPve S8 KL, 5 54 T LARC B BI48 (Prefixes) A& E (Settings) VLT I
IvE . AT BVIE:H, SRS (Settings) Wi EHILL T S4L:

* DAD 2t # - DAD =R N KB, AT 1 A1 600 2 [A] o 5% E BN 0 7] 28 1 & 43 Hhhb &
(DAD) i fE. BEEE AL E 4% IPv6 Ml AT DAD I, 4210 bR IR AIE 840 Ja i sk i B %
. BRIMEAN 1 IR,
* NS (B} - B210 L Ipve ABJid K B ik 2 M ik, A~ 1000 F1 3600000 =Fb 2 8], ERINE
4 1000 255,
o ALART 8] - AIAVERA S R A SRR IPve 1Y S M ATIR I K, AT 0 F1 3600000 K22
o BRIEN 0 R0 o 2iZAE N 0 B, K5 A2 A (1K) R U5 1) e T0) o PR A0 WA 4% SR 18 i A R B

wmpsosEn )]
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gapadEED |
B ==reazsn

72 I (4o = R 9w e V= DR 1 IO S 19 P e W STF o ol R N DR R
MR, (HE, IR 4R AR T IPve M4 ¥eas i HI T SE 22 1) IPv6 199 2% 17 i 1 Ak 2 %
Yo AEIEH 1Pv6 1A AN IR EAR A A IC N 1)

PIE®I  RUHABE (OK).
10 SHRTE (Save).

VRIS, SR LA AR E > ARE K S E 2 P L B AEME LR, AR

BCE IPv6 SF/E &< TN

IPv6 &% fu R IR FEAEH] ICMPv6 1 RIS s A ik Mk, 1 [R)— & CARMBBERR ) &0 e 1) i
SR AL L TRE AT S R R S R AT A o

TR CENLD A AR A DU R O B AR R IR B i 0 Jo X B 22 b - DR i kA DA e )
GeAr . TSR R I A AR A O BRI AR e thds . sbAh, 7 s B e
S EREAIIRLE A0S o T i) SRS AR S ANRT U5 ), RN O S AR B R It . 22 e I e (1
fRR AR, L S FEAE AR

FHIaZ Al

IAERS AR 2 3 Rr . A OB IR SCHF 1 IPve 4BJ& W8, 1S I E A=) IPve ik , 5 49
P

UK

%
g

WIREPER & (Devices) > iR & &8 (DeviceManagement), Jf i BB W45 10 REE (4 . &
GiERINILEFEIED (Interfaces) T

SRR U R (4

mili 1Pv6, K5 Rl ETSR (Prefixes).

(AT3E)  ZERCE LS 7E IPv6 % a5l 2 Hh i) IPve A4, 1T L PP BR:

a) s ) SRIETE.

b) FEHEHEF B, M TSR IPv6 Hukl, B P BRI S AE U FHER A TSR .

o) (W% HUHETBESIEHE, DIR/RAME S IPvo Hig .

d) I A SERE R EAE LU R E I AT L B BE s o 1A S i e R 4R I ik R i R 0 4y

B H RN LERE R AR AT Vs i) o BERTZRANS F TR LA .

e) TR MATSHEAT A3 E, Wikt B el E S IEHE,

) X TATSREHE, WS At E s EI A B H .
« FFEERTIE) - DIRD N PR N TR I B IR SO . SR R AT 1 TPve USUE 5 N AL
). B RAEARETLTT K. ARUE N 0 5] 4294967295, ERINE N 2592000 FF (30 K) . LA
FO A BT A N AT ZR I B S HR . R B R Fa e 1 TPv6 4R 5 B IE I W) o e KAEARERTE

O S S
S8 S 3B
=W N

Qe

B EwpriosEn
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PR

Wk

=5
1%6

mE P sEsn

TR ARMEH 0514294967295, BRINTE K 604800 70 (LK) o B, 1EH JehR (Infinite)
S TR ATE LA B AN 52 BRI (R R 52 6 1)

* B B AR - R RO E S H YA A

g) Miidi OK.,

Mg E (Save).
(Al3E)  WE AT 1 81600 2 (8 f1) DAD SR EUm N H . BROAER 1 kR Bz E B E N 0 7]
AR A ST (DAD) WA .

BV E AT G IPv6 bk AT DAD W), $2 0 F 8 I 24 e SRk v B B .
ETRAS AhBCE R, A A I 2 56008 587k IPvo Huhik i nfE—k, FRf bbb/ Fe A6 10 .
R EE LS, kPRS2 1% E N DUPLICATE, HANE il A izl 314 B DL N AR A

325002: Duplicate address ipv6 address/MAC address on interface

T R A o 1 (B R A HhE, IR B 1 RARFH IPve B kb B . G B AT Mk 4 R kb
Bk, DUERE AN i3t

(Al3E) 76 NS [BIRE B E IPv6 28 Jail K Spr L 2 (R (¥ RIB%, A~ 1000 A1 3600000 ZFb 2
E1
ZRIAE K 1000 ZZF5 .

AWEIRIE R (ICMPv6 8L 135) i 22l R BUA B e B JLAR Y md AR B 2 Ik (179 S AEAS I e
ERIE . AR R R RS, HRS Y ROE AR A B B B AR A Sl S (ICPMve 271 136)
(EIVES

PSR AR T e, R R FAR Y RO R AT A . U AR e R R hE S, AR SR R
FI TR RS B ATV el P o 2475 n S0 UE AL (R m g i PRI, 48 SR R P ) F AR ik 2 4
PR AL

ASHLFER o — AN R R Z R A AR, o AR AT el T

(AJ3E) {ERTIART(E) B, BOE vl RN S R AR 5 IR TPve 19 s A A n AN, A1 0
F1 3600000 22K 2 JA] .

BROMEA 0 =R %K 0 I, K ARG AR E R RT U N TR) o b F2 05050 2% 2R 158 8 RN R B ] ) i) s
[A) FRAEL o

A8 JE AT U tn) B () AT i P RS AN o] AR e o C B N T, AT U AN AT FH A0 o P 3 B b, EL, )
6] 45 51 ZN7E T AT 1Pv6 28 ¥ g (5 T T 22 16 IPv6 4515 e AL BRI . 75 15 % IPv6 PffErh ANgd
TSCTE AR A R TC AT

CRIE)  EEAEA] e ph ol A, THIBUHEH B RA SEHE. QRS e b a3 15 A%, 0wy
BEE RA [MAT RO I o

wmpsosEn )]
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BHgs A E (ICMPv6 25 134) 2xB3hk%, LA % i 285k B (ICMPve6 2K%Y 133)
B 2SR S EHUVE RS B KRS, DMEENLAT DT RN ABhECE, T S B4 T i
Fh 8 1E 5 B .

TEATHE Wit $2 4 IPve R MBTA#e10 (fldn, M) b, rRe A AR Sl .
* RA BXER - 7 IPv6 i i A5 75 rh e 3 el s A ROW e, AT 0 F11 9000 B2 1H].
BRUE N 1800 5.
* RA [B]F@ - BC A IPV6 % b sl i A 42 [ Tl ke, AT 3 A1 1800 Ab 2 [
BRE R 200 5

FLE10 SEHBE (OK).
FEN SHRTE (Save).

VRIS, SR DAR S ARE > ARE K S E 2P L B AEMSE L R, AR

& SRizEORE

%N /\é”ﬁnﬁjj IR KRR R DL E MAC Hohik,  dnda] 3 B B K AE S oG (MTU) B Ana]
=1

i
Hofbri 22 5

*TEREOEE

AN A P B

XF MAC Htutit

i}
e

AT AT 320 e MAC ik DI s BRI . 6P T84 5, FXOS HUAT 2 B 3 A P A7 1 A penE—
MAC bk o

\}

ER AR g pi A b SRR I e ME— MAC Hihib,  DRUAE AT A A0 B AR R A
MAC Huhil. Bltm, 161403275 7 a] RERR 4 MAC Huhikb B A7 V7 g 5. bAh, @1 IPve Bk A o st bl 2
BT MAC Hihb A= Bty PRI ME— MAC Hiuhik 73 Bl gs 142 1 2s SRV R ME— IPve BERk At L,
IXREEIRE G DA R S P R AR T

AR TS, MMERORITSE T, BRI TEIRCE MAC Mk, TR RN SR T
AT HIME— MAC Hiulil, AR OR 70 81524 .
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25\ MAC it
Xt F A 34
BRI MAC Mk 73 Bk T2 2R,
PR - PR AR R C 205 MAC Ml

* VLAN #%[1 (Firepower 1010) -#% fB7 k8545550 P VLAN #0538 —A> MAC ik, Bk
P R AN I v SRR T 560 W R AL TG ZEME— MAC Hihil, 7 F-3)50 i MAC
Hiht. ESECE MAC Hulk , 265 61 T,

FEHIRT KSR & VLAN 2 DA ME—1 MAC Hhblk, WE &5, ®alE i T340 MAC
HoHETE 35 A ) MAC itk 1S ANCE MAC Huht , 26 61 T,

* EtherChannels (Firepower Y5 ) - %} EtherChannel, J& -l 2 ()T f5 £ 1 ¥ L= M — MAC
k. HEIIEEAT EtherChannel X /2% 1 FHFIH P& B, PO ABATT G BI— M@ IR, A%
T AANBERE o i W 2 S R At b i E— MAC Huhiks 2 101 Rl 03 B AS 52 0 MAC Hitik

* EtherChannel (ASA B1'5) - i [ 38 38 422 1450 2 5 e /0> PR I8 188 2 22 11 MAC kA Ay iy 1138 3
MAC Hbutik. 838, ST DLy FOEE e LG MAC Btk Bl T A AL 32 11 pk o1 54 5
SO, BCEME— ) MAC ke 0 SN R fit v i TE MAC Hihk (82 01, W) O TE MAC
HESTESO T — AN T /MO, T 250

o TE QEUBEAE SO - PR I T LVERME R ANk MAC Huhk . &R REAR N T
FLETSrBEME— 1 MAC Hulibo 40, & H91a78 /o] Be il MAC HhuhiEg AT U sl tesh, i1
Pv6 it AN Hh i hE J& 55+ MAC Btk AR ), PRI — MAC kb2 s 742 1 2 Vi A
— IPv6 fEH At bl X REALIEE G PR E A e S P R AR R T T

X T & ERLH:

« FrEEEON MAC Mk EL H — MAC Mk, XFF 780, mRyee BTNl E MAC i
HE, EFREME— MAC HuhkH TR 0 BETE THE, TR K IEM . iES A
RS M H 8 MAC bk,

XxF MTU

MTU 5 5E BB A % L2 38 LUK 11 AL 10 S Kt G 280K/ o MITU B A AT AR Bk
VLAN Frid AR RGTHH L0 T AWK N B, FF MTU B85 1500 I, SO 1518
TR 801522 7 ([ VLAND o 520 4 BX SedR Kok MTU E & & .

*F Geneve, It &R UK MR, IRILHT 0 1P AR ALK, THEHAN MTU: 155 %
¥ ASA VTEP Uit 1 MTU {5 4 MTU + 306 717
#1412 MTU %10

JBUBITAE R 2 SCRFRRAE MTU RBL (U RFC 1191 FPITE 30 AT P> AL TR F) 90 244 e 452 v £
FTAT i B mT B MTU,  LUEEA 1T DASRHEAL B A P (R (K MTU .
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BB ERIERIA MTU 24 1500 745 . ZfEAEHS 18-22 AT LUK MR L. VLAN Frid fiiL
o TF 4 o

X 1Pv4, G0 RAEH TP B A K T4 2 MTU, M EEE 4> R 2 el sE 2. FBE Hbssk G
INFAEFR IR R A BEA, 40 Fr il e S EUERE FRE. 6T IPv6, 38 A fo it B itk T 20 BL o
R, TP 3o /NN AE MTU /NG, DA .

¥ TCP # A, £l & 18 F e 1 1F) MTU KAl € TCP H KR SCBACEE (Fil4n, MTU-40) . 40
B2 G IVEAMNE TCP 7k, BAnst T35k 525 (5] (1) VPN B%i&, W) TCP MSS 1] A 55 i B i 4% i s 44
[ R iEEE. %S0T TCPMSS , % 58 1L,

¥ UDP 5 ICMP, NN MTU %76, LURES > B .

N\

MTU #n B

XF TCP MSS

AR B AR, U AR AT BOR T TG EL K MTU K.

MTU K, S REAE MA AR . I nT BT R T3 28 20 o 15 22 5 LA HE

* S5itEBA LR MTU AHUCES - AT BCK Ir BB iz 1 DL s i A i Hofth e 25 2 01 1
] MTU % AR DCEE MTU W] B 1F A 8] 5 26 X0 B ek 4740 Ao

© BN - RS RN, MTU RT3 9000 71588 v . S KGR T 5

TCP # KARSCBUCE (MSS) J TCP S AEASINAEAT TCP A1 IP R LT K/ UDP Hifls U A2 %2 21
SO o RN HERRIN, 5 S NI S5 4 S AE = UKHR T IR A5 TCP MSS i

7] LU FlexConfighunique 170 5 BRIMEDL T, K TCP MSS W E 4 1380 5. 4 i B f %
% T B I A Y B K B AT TIPsec VPN B2, M EAEHA M. Ak, XTIk IPsec &Ky, M
1t BB e EAEH B K TCP MSS.

WIRAE T TCP MSS W KA, YIER AT — 235 3K 11 TCP MSS KT g Jihsii #1546 v 5 5 I
B, R AR £ S AR SR AR T & B A B SR A AL R 1) TCP MSS. S ML 55 2%
BATIE K TCP MSS,  Ja B #1154 4318 € K REC 793 ERINME 536 T4 (IPv4) Bk 1220 F4Y
(IPv6), EASBHSEIEE. Flt, nT LK ERA MTU {R5 0 1500 745, Wik EHLE R MSS
1500 ik 2 TCP FlIP i kK, IXH MSS BB K 1460, Wil gt & L K TCP MSS
01380 CBRINED - BB % 2% 25K TCP i R EH AL P ) MSS (L SCh 1380, X5, MRS #ak
%1380 TSR EIR L. ARG, B nT R e N 2 120 FATINHR K, I EAD
SREGFE 1500 ) MTU k7).

b v] LR B /s TCP MSS; U1 R FHLEG IR 25 28175 5k — N AFH /N TCP MSS, ) g W95 1 15 4% 7)
BZE M S BRUENT, &/ TCP MSS &b .
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YTk, AT SSL VPN S, i EAEH . i & 1 MTU K
'S TCP MSS: MTU - 40 (IPv4) 5 MTU - 60 (IPv6).

2t TCP MSS
BRINTOLR, BB 45 Rk TCP MSS 42 1380 F15. HERIAME T & VPN S E SR (fF
VPN &85, k2 n[iA8] 120 FH4) ; EARRN MTU (1500 735 R A

i HIER A TCP MSS & &

ZRIA TCP MSS 15 5E BB 115 25 4F b TPv4 TPsec VPN £, 3 H MTU 4 1500, 4 BB 0% %
FA4E IPv4 IPsec VPN £y, Bl 34 TCP f1 IP L FHHZ 120 NFT5.

WREEE g MTU {H {EH 1Pv6, SCEAME R BB 185 %5 4 IPsec VPN %8y, I 5 % TCP
MSS ¥ & (ffi[f] FlexConfig H[f] Sysopt Basic %% .

\}

ER NMEEIANRE T MSS, Wi TLS/SSL fif s ul il 45 s & I R4 A4 75 AR 2 MSS, Bt 2 i i
0 MTU % & 1% MSS Jf Z% #9511 MSS .

THZ I LA HEN :

o IEW R - 25 TCPMSS BRI, JF s e e Zm 2 L il . 1 TR Zim— o2 MMTU
3749 TCP MSS, MR IPsec %4k £l 5 7 & 1tk TCP MSS.

* IPv4 IPsec &t - ¥k TCP MSS & ) MTU - 120, #ll1, 40 548 H B i I MTU ¥ &
2459000, NIFEZOK TCP MSS % & 4 8880, LA H MTU.,

* IPv6 IPsec & - ¥ K TCP MSS % & A MTU - 140,

W 17+28 37 = B9 ARP &0
BRONEICT, BRedl i 2 ) R VFBTE ARP s h. o LUE S H ARP Kk 254 ARP B0 4 i)
ARP K0 7] B 1385 1 Bl A WL % i 2s (PR ARP B ) o ARPIKIWAEWS 5 1 “rhia] A7
Yoikio lhn, FEHLIA WSl 28 0% ARP IESK; WS i g4l F 9 o 4% th 2% MAC Hbhkdb 47w .
HE, BhEEMHHEEE MAC Hihk QA2 2% MAC Hibb) 54 ARP W R I2 2] . X
¥, Bk BT e BT BN 5 Ak 2 M b 2% 2 ik 2

ARP KA ff R EHFAS ARP £ 7910 MAC HulibFIAH 5% TP bk IE#f, Mol & mi ey A H Bois MAC
Hudik 3% ARP WY,

a1 ARP KA, U B AR 4 KT H ARP B4t ) MAC kil 1P Huhl RIJEHE 11 5 ARP
KPS HEATIERS, JFAT R IHRAT

o QR TP Huhik. MAC HuhEFIJEEE 05 ARP < HULES, R T LAES .
o WS MAC bt 1P bt sl 102 [RIANUCHED, ) b fi e 4 & EF 5 .
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* Wk ARP it 5 S ARP R APIRALAT 4% HARAULHC, 0T LUK Bl s s 46 B8 0 BITAT
O R G2, B Bk

\}

AR WS HOCE N flood, & A I LB 4E AN 23 LLiZ 5 A% it 0.

MAC Htailk 3=

R WAL, BB AR LA — R AT A T LARRA I 7 2R BRI i MAC ik 54
WA I MR R IR B BT, S A B LR RS I MAC Hiuhik . b2 MAC bk 5954 1
AT, DASE S 875 A T i Gn Am ey 2 A 36 B 18 6 ATl Bt 0 M IE A I VR ol T AR ALk
5 2 B R S 2000 < B B A 2 A SR, DR i AR A AL A H bR MAC M hEASE SRR, 0 g b By
A AR AT AR Lz 7 S i 0 LRGSR . MR, B EIE R A Bk
B E R DL S
o JHI ) LI W A% BB - O 5 B B A A X B b TP Mk ARP iR, DU RE T AR
195105 ARP Wi [V
o TH] [ 328 R A5 O Bt 60 - SR B 40K 26 e — AN BT X H B TP Huhk () ping, DA E RE T Wb~
U ping N2

RYie IRt

AR E
T ARP RO, WUBKIARE S & BLZ PO AR AR TC R R .
B MAC M4 ISR 104 5 4 6.

o BRATSOL R, MAMEOS AR IE TR MAC sk, I HL giu a3 45 208 0k (1) 4% H
W MAC Hihk .

N

% Cisco Secure Firewall Threat Defense % £ A= il B B 53 4 UL BRI
IR AR, EIXHL, BRI H AR MAC HihEASE AR 4 ARP KA 4
e, Mt HEMHIEL B GERD 3R,

ARP #8310 MAC i1k 3=/
 ARP Ry R R4
 MAC il 428 (2 A 41
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BcE MTU
s BT 9 MTU, D SEIA VS 9.

X1+ ISA 3000 F threat defense virtual: K MTU B8 1500 75 LA B4 AZ)E BT . 82550
TR RN RS, REA R H B, W?i’i%%ﬁﬂ‘]threatdefensevirtual, &A] LLLE Day0 BCE S
HEWTE, HIEXFEN FILHEN RS . EinsE, BEITEZEHEMW T . threatdefense
virtual [RIBIAME LA, #8 AT LLE Day0 BC e 25 H B i i (ﬁu%ﬂzh) LR RS A
M, NI MTU #8 . (Hxd, BEWOR S-S WIBEA DG Bl Py iz 1 BB Bl 2 14 9000
FAH . BE HEMRE, AU L MTU #&E 8 1500 =15 A b

BOATFOL T, oAb P& b2y B AT Em

AR CUEERCESE SN, B D s B MTU (2 F007 A 3l Snort HERE, AT IR R BT
A PR D LRI e b, AN R AR B SR O B . SR IR E SRR R
A A AL Ty ANBE DR R T 32 e A R S A R, s G AT B R . G
RANE R mélﬂSnort R EAT N .

UK

FIE1 R (Devices) > & &R (DeviceManagement), 3 miids BB ¥4 1) 4Reg (£ . &
ZLERINEPIED (Interfaces) TUH .

SE2 AU EGIEE O wE (4 .
SI3 FEMETF L, BE MTU. S/ MEAE Rk T4 .
BRINER 1500 -5
PB4 5id OK.
PIR5 mitiRTF (Save).
BERS, 0] LU R ERE > ERE NG SR I BT A A . BRI G, S AR

IR 6 X T ISA 3000 Al threat defense virtual, #1HRAEKE MTU B8 1500 =5 A _E, ME T8 E 3 RS LA
Ja F LR B o 37 2 1) o A BB e s e 45

BCE MAC ik

REFT BN 0B MAC Huhik. 6P UIFEIR & > IREEIE > SR AR EReE A
MAC Hiihil-. ﬁu%ﬁ&%’ﬁ%%ﬁ&ﬁ%ﬁ% FH MAC $idit, WHZEQ > SREDR Lk B A
Bt
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B smssare 28

\)

AR P TAES S, EMERCORILE T, RS TEIACE MAC Mk, SRR [ SR L
T3 HIME— MAC ik, i TR 7028154

UK

FIE 1 RIS (Devices) > R & EIR (DeviceManagement), I fiids BB 8 ¥ &4 1) Rig (#£) . &
GEERNEFEFED (Interfaces) T
$E®2 SN DN &HE () .
$I1E3 Ll Advanced IR .
kP58 (Information) L5
HIB 4 B T AT MAC ik,
a) fEEM MAC it (Active MAC Address) FBH, fis A HHH # 1 MAC ik, Hh H %R
16 £7 17Nk g .
B, MAC Hhil: 00-0C-F1-42-4C-DE ¥ 75 EH 4 N\ 000C.F142.4CDE. ANl MAC Huhik 3 20 4%
fr, BRASHES 28 AN N BERIECT AR R AT A
b) 7E#&F MAC it (Standby MAC Address) ‘7B, i A a] HIPER MAC Hudik
R W R AR R, A ARy A, R 3 A R T AR 2 H MAC b
hk, DA PR Mgk 2D 9 286 wp i, 1 SR P = FH 58 4 3 2% T bk

PIE5 miiE (OK).
P 6 LR TF (Save).

VRIS, SR LA AR E > ARE K SO S E 2P L B AEME L R, AR

n/NE%R7S ARP 55 H

BRUAEOL R, R4 2 18] o T ARP B340 . nJ LU IS /A ARP Rk 4216 ARP #5451, 11)
T GEZIARP KD o ARP Kl wt bt ARP Bt 5 ARP £ K # A ARP 45 H .

YT EBEED, nTRURMANERS ARP 4 H, (HIEWAISKEHEY 7. X Tl BED, T/ ARP %
) FLE A BE . BAR A A N AT ARSE TP sl R AR AL H bR, 1HAE LUK b SEBRAs A 5 1
AT LK MAC Huhl o 486 i a8k S A LA 270 BE 25 AT EAR AT, & kik ARP kK
TR 5% 1P Huhk SCE MAC Huht, SRJ5ARHE ARP My BB £ i LA 4 2] MAC il . FHLEGES 7
AR ARP 3K, JIT DAAS D FF ZEASA RN S AT ik ARP Bk . AR 4% bk ik ARP i
N, (EahZHH ARPER, AR —BIEARMEHEAH, Wesi@Br. QA% B4R (g
€ TP Hidik 1) MAC #ilkc2s) , %4 H S8l s, A fe o Ho s 5.

X IEWIR, BB A OO RE B A B (Bl R ED AR ARP R BN A ARP 4
B
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FHia Z |l
Vb S OGE TR E R

UK

FIE 1 R IREFEE (Devices) > R & &I (DeviceManagement), 3 2iils BB ¥4 1) 4Reg (£ . &
SERNEFEIED (Interfaces) UL .

S 2 AL g (4 .
$EBI BRI R, Q5T ARPETR (FEEWENT, o ARPFIMAC)
H$B4 Sl ) FMARPERE.
5t 4 EREED 2 ORI ARP BC E XA HE
WIES TE Pk B, A ML 1P Huhik.
WIE6 (£ MAC Hilb# B, B A EHLI MAC Hutik; 101, 00e0.1e4e.3d8b.
FBT EXHZHAEPATACHE ARP, i iEH B R B2 KA.
U A B A B 2 TP Ak ARP &SR, Sl 46 MAC bk 5 i i
FE8 SHHE, REHUTHRBERE “mg” WE.
P9 HHRTE (Save).

BRI, 50T U 23R8 > BRE TN SRS S8 B P Ao AEARE T n, S AR

TRANER7S MAC HE4 35 50 AR L% F) MAC 23]

W, MK AR E MAC SRR B AN E N, MAC #2575 In$ MAC #ihkk g, ]
PIAEFH MAC Hotik k2% ARMIBRAER MAC HhbEFASZR B L, A5 08 ) Lm0 b
W% 0] L MAC Hidik 2 h s s MAC ik, VN4 Hi—ANg4ab 2, 1 BLBG ik MAC
. RS AL H LG AR MAC Huhib )% 5 i 2438 1 S i 4 B AR ISRC 82 0 RIS &, )
JEHNBI A B A s B X R R AR ARG R . M INE A ARP 4 HIF GES R INERS ARP 4
H, 26200 , i#d MAC Hibib4k H & AR Nz MAC #ilkkd.

FHIa Z Al
VbR G T IE IR i 44 BVI.

i

FIE 1 KR (Devices) > R & E IR (Device Management), I fili BB ¥4 1) 4Reg (£ . &R
GERNEFEFED (Interfaces) T

T2 g EIE O RE () .
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B3 filiER (Advanced)ik i, X5 il ARP 1 MAC (ARP and MAC) T+ o
FE4 (AT EMEEIET B A MAC 2 3 2 IEHEREEH MAC 222,
WIRS BRINTHA MAC Hidik, 3 sidiiRin MAC EC& (Add MAC Config).

PEH A R0 MAC B & XHEAE .

$IZ6 (£ MAC it (MAC Address) 7-BeH, A\ EHLE MAC Hubik; 11, 00e0.1ede.3d8b. fidiffiE
(OK).

HIB7 SE (OK) LUBH ik E .
YR8 LR TF (Save).
BEEF, AT LLFE R ERE > ERE K SRS R BT A L e o EE IR 5, BA ERL

BELRERESH
AFB A E AT B 1 TP B B SCVF 5485 BE T2 DL S 78 T A S B B R £ ) 15 R R 0 B
WH
FE IR
AR AT AT DAAESE 11 b A% S [ R A8 he . B % RPF M4 B He 2 R T 3 B a5 5 1F
A POV R L UG BC Y TP Hiuhik, AT 38E 50 TP 3k C R BCH 04 A IEAf VR TP ik DAHE 75 FLEL Sk
P .
TGOS, S B W AR R AT AL B e LI AT H AR EE . B RPF SRR & 1L 7Y
PeVR R, HRRE AR “ I AR R 7 o TR fe VR R B A B A AT, A
H ARG [E] BRI . B OCTEAIME B, 5S4 RFC 2267,
B, XFFANRE, s A 15 A& T BRI R AL SRR RPF LRy SR AR 1k
AN, T R AN EIE YR L, T & A BRI R AR 1 IE A A PR .
R B 3 S i S AN R e AN R O, H S R T OCEE, ) R A A %
B, [FIRE, Ry AR IR EEIE N R 11, e s, RUNUCRCHI Ml (3R
N D FRoRshT .
HLPE RPF (M SE it fE an R
* ICMP s A1 2%, b A A RN kA
* UDPFITCP B 21, KRULWIEEE G ENR kin b & . S T/ES N 2ER E S8 E,
S FHAE Ry 25 iE R a3 AT RS AT Y . RS A IEWIA R, LI e 12A )
UEECHE LA A R — 4% 10

BT YRS R

BN OU T, B B e 26 e P RS 1P Bl i 2 0% 24 0B LRSS 200 ANEERFE ALK 2>
Beo A As A s 0 B A i T 43 BUW N H] (il NFS over UDP) 1] fig 7 B84k 23 B T8 ¥ 19 2%
o B, WEREATR R BN AT, BATT U AN EE Se v o BOm I S B A et . 0 B AL
i A 5 A DoS il
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DERENR
JEBITAE BEEIAAT LA R 3 B 4L
* ARG TP 3B HEITE I Bt sl B N A1 R o
© WERIYBURIEG, D Jy BEEPAT e R A XIS AR S . Jo R AR Ao
o 15 BUBIAE B AL LRI TP ) Brin A se e A .
c WAREH T RESRER CGUABE) , WoBERSE R L= DA,

WREM T RESBRER, WaBEELSGTIFN A P At W5, %A TP i
stz ULt D AR,

Fia Z |l
VR D8 TR E R

UK

FIE1 K& & (Devices) > iR & &1 (DeviceManagement), Jf fiili B DT ¥4 1 4ig (£ . &
GERIANEREFED (Interfaces) Tk

HE2 UL EgEE N wE () .

PR3 pimBiEnic, REathREEEEIR.

WA BE R R n AR R, Ik BRI G,

FIBS BT e B R, ik RIFRBORER Sk

W6 BRI RV B IR TN B RN BORE RN, e E DL A
o Koy - B TP B2 e v AR A ALK B KB A BROER 2000 KRS N 1 %%
B
o $E - W CHE TP B A AT A B e K A BROAE DR 24 MR
o RBAT - SRR O BB A BIIA M B KR AL AR A 1 2 — N B BRI A Bl
WTRAE R 2 A BUS B G164 BEAAT Ak, U e 8 0 Bs L T 2 BER B 5 5. BRI
4 5%,

PRT mhE (OK).
PIE8 LR TF (Save).

VRIS, SnT DA AR E > ARE T K S 5 2P LM B AEMSE LR, A R
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. Cisco Secure Firewall Threat Defense 8% #IF5 A EEO R FIEHE

Cisco Secure Firewall Threat Defense 5495 fip5 N IZIEOH
$itFE

Ihee =Kk 518 | &I B |£1FE
s B
VXLAN VTEP IPv6 37 | 7.4 (R WAE, EATLLAY VXLAN VTEP # 5 %€ IPv6 Hiulit . Threat Defense Virtual
¥r AE RS B % 5 Geneve 335N HF TPv6.
B MG AP B

CIRE>IREZEIE > HRiE > VTEP> /0 VTEP

BE > IREEE > fwiE > # 0O > 7 miEQ > VNI O
B B 7.4 BRA
R[BlFE 11 BGP fil |74 1T T AT LI IR A2 1 T

(EEL s

* AAA

* BGP

* DNS

* HTTP

* ICMP

* IPsec JiL it
* NetFlow

* SNMP

* SSH

* RGHE

2 U 7.4 RCAS .

VTI R O3 Fr. |73 1

Eil

TEINAE 0] LA IR A4 1 o BRI DA B T vd IR AR ideha . iz 1k
Ak, AT DOE L A O 2 IR A1 T TP Mk R U M Fr A #2100, X
VTI, B TBIR M D8 & IR O A, B3N T S RELUIR [z 1 4k
TP Huhl, AR AL E ) 1P Hudk .

BTG ) B

%% (Devices) > i% & &2 (Device Management) > ## [ (Interfaces) > ik
hn¥EEO (Add Interfaces) > R ANIA[E$E O (Add Loopback I nterface)
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Cisco Secure Firewall Threat Defense B9 & #if5 A EIEO R FiCHE .

=Kk &8

Hls

AR BLAf
ikl

#fh

IPv6 DHCP

7.3

=

S 1 B SR IPve FHEI LR Thfk

« DHCPv6 Hulik 7% /i - @918 N DHCPv6 55 233K HL IPv6 42 )5
b bk FA] 3 BRI .

* DHCPv6 FIZAREES ;o - JBWr S 18 N DHCPv6 fil 55 78 3R HN 45 2 1
2. SR)5, JEUMNGT A AT DA O S iy 28 R e e e Athy gl 57 10 4%
Ak, PUETIRAHAE B3 E (SLAAC) % 7 i v] LL H Sh i A
— 2% [ [F) IPv6 Hudik,

* BGP %t 2% 25 45 2 1 T2

* DHCPv6 IR MRS %8 - 24 SLAAC 2% /7 it o] BB ik i
SR AR) Bl LI, BB AR £ ) e AT TH A 4% 25 HA A R g
A IR B AL, ANTR) &P iy 4 e stk

BTHE/AE CU)

* %% (Devices) > R & & 18 (Device M anagement) > 3£ [ (I nterfaces) >
wn/4mEEIE D (Add/Edit Interfaces) > |Pv6 > DHCP

* &R (Objects) > 3 R EIE (Object Management) > DHCP | Pv6 itb
(DHCP IPv6 Pool)

Bris e M4 show bgp ipv6 unicast, show ipv6 dhcp, show ipv6
gener al-prefix

threat defense virtual
T Azure W I g3y i
251 R AC
VXLAN

7.3

3

il

T LN Azure F[1 threat defense virtual Bg B ECATACFRAL X VXLAN
M, PUMELY Azure MK F1 47 8% (GWLB) Bt 518/ .  threat defense
virtual 33 ORI ) VXLAN 9 B8 A NIC b5 XAk
PR

TS U R

* 8% (Devices) > ¥ & E1H (Device Management) > i& & (Device) >
#0 (Interfaces) > %030 (Add Interfaces) > VNI #0 (VNI
I nterface)

T RHE S Azure ) Threat Defense Virtual
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. Cisco Secure Firewall Threat Defense 8% #IF5 A EEO R FIEHE

=Kk &8

Hols

AR BLAf
B 1D

#fh

VXLAN 37

7.2

(=S

RN T VXLAN 2534,
BT HE A5 P

* %% (Devices) > 1% & &2 (Device Management) > 1& & (Device) >
VTEP

* %% (Devices) > & & &1 (Device Management) > & #& (Device) >
O (Interfaces) > ixNENO (Add Interfaces) > VNI #0 (VNI
I nterface)

* %% (Devices) > ¥ & &2 (Device Management) > 1% % (Device) >
$#0O (Interfaces) i H %11 > General

SR e A

Geneve > Threat
Defense Virtual

7.1

B

A threat defense virtual B4/ 7 Geneve 323, L% HF Amazon Web
%S (AWS) W KA 35 i % 1 PR AR B . AW'S W K B 3835 1T 4 05325 T
M5 (T REIA — DA DOFE 05 50838 8sagss, %
TS A EL U B I threat defense virtual LAVCE & T K .
HIhRETE ZAEH Snort 3.
B MG L) B

* %% (Devices) > & EIE (Device Management) > 1% £ (Device) >

VTEP

* %% (Devices) > ¥ & &2 (Device Management) > % % (Device) >
#0 (Interfaces) > 7 N#E N (Add Interfaces) > VNI #1 (VNI
I nterface)

* %% (Devices) > % & &1 (Device Management) > 1% %& (Device) >
O (Interfaces) gnf ) #2111 > General

TFHIE G AWS 1 H) Threat Defense Virtual

RN RVAREEE

7.0

=

F T A, ST DUAE 31477 A s A E B B TP kb, 31 47
TS 2 ANl T, %S AN R e — N e U
TMFT R/, B, ArEHAE 2 ANk 7M. (12, WREH
RO SRR, JF AT E MR F L, ) 31 477 MR LE IPv4 H R
BB AT 5 2. T, 2 AN FTD 2 [ s i 4% B i a3 2 AN i
Bk B —un AR AT AT AR 2 th o) —un i, B #E. ik
Al LA IE AT SNMP 8R4 H Ak 19— N EIEE B . M 2H B2 5 1%
1 BVI AN SCRF I fE

B/ E R o«

1’ #%& (Devices) > % &&1® (Device Management) > #£ [0 (I nterfaces)
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Firepower 4100/9300 ]
JE ST A 3B A TR RS
5y kRS Z 1) 1

5

6.7

=

Firepower 4100/9300 AU BILLE AT LLKE mbippls 48 i AT 5 s Ras H el 4 11
P EREE IR 2D . HET, HEEFXOS HHURAN “1817” HAHeE
FORA A “IsAT7, T “isATT ORES, MANEE BU B Y
RV HLRAS . WA N U TR L, Bdnde LrTReAE BUb B
i N sEe B2 AT “Up” MEDIRES, BCEER A3 B 5¢
MG ) — BN I AR EE “Up” RS TS, IRIRASAILAL ] RE
S FEHAR LR, BN SMERER th s nl Be s Ar B B R DAL B
ZHTFFUR ) B IR . %I R BRI A ZE PR I nI 7 FXOS
PR AT —H .

B, A S 5 2 AT Radware vDP 1B 8% 1 095 180 A
SCFFITIRE. ASA A HFILTIRE.

iR

B AE T Firepower MLAH S L2 fifs: 1B3EIRE > BRERRKE

BB ) FXOS fir 4
expand detail

YEFIF4: Firepower 4100/9300

set link-state-sync enabled. show interface

Firepower 1010 fifl {42
B SCHF

6.5

Firepower 1010 SCREHE - LUK 22 1135 A A bl iy 13807 KO8 11
TG AE AU 7
* &% (Devices) > IR & &I (Device Management) > 3% (Interfaces)

* 1% #& (Devices) > 1% &% & 12 (Device M anagement) > $#1 (I nterfaces) >
YREEYIIEIED (Edit Physical Interface)

* %% (Devices) > & & &ETE (Device M anagement) > 1% (I nterfaces) >
A0 VLAN #0 (Add VLAN Interface)

Firepower 1010 PoE + 3¢

FrLURK 1/7 FILLA
1/8

6.5

3

il

FEREIC B AT L TN, Firepower 1010 324 LAUK M 1/7 F1 1/8 |
(13 5 78 LUK I i+ (PoE+).

BTG ) B

%% (Devices) > & & E 18 (Device Management) > 3% [ (Interfaces) > 4
154 IE$E O (Edit Physical Interface) > PoE

wmpsosEn )]
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Thie RREE |REEM |FHE
Al ol
1452854491 1) VLAN | 6.3.0 = PR R EEE 11, nT LAYE FXOS W AlE VLAN T2, i&nf L
THN TEZ AN S TR FE =
B /&Y Cisco Secure Firewall Management Centersi #1301 :
W > IREEE > RwiE KIbr > 0 L0k
T /5 D) Cisco Secure Firewall H1LARE HH 25 55 BTN .
0 (Interfaces) > BiA1£0 (All Interfaces) > #i& (Add New) Rz
> F4% 0 (Subinterface)
FEME S FXOS 14 createsubinterface. setvlan. showinterface.
show subinterface
YHHSEG : Firepower 4100/9300
FT 2538 s it $di 3t | 6.3.0 =y LEOR A TAT AR L, W] AR 2 AN S 2 ) e e
Sk B A& MUY Cisco Secure Firewall LA BE 3 =% BT :
BO>AREO > LR
HiEAET) FXOS fir4:  set port-type data-sharing. show interface
Y HEIF & Firepower 4100/9300
AR R AT 4 6.2.0 R AR R FHAI R AR AL T AR MR 2R % R e 1 2 B EH PR Dl g o AR 4 A

El ok e T QT | 3% = S DA - W< R 47 i 2 D | B W D [ Vi
DR UM A AT 4k 5 78 24 Bl i 4 0 Z TRV St 7 1) 42, O HL#
F A BT KRR A . LU, R REAEIE WP KA 3 e R
A, MICIEAERIBTALZ s b . Tl rbThag, T RLERS t B kR
PO WIARAL, T AE B2 18] LUK AR A L i e 0 2 TRV EAT i o 1Y
R4 O R AU 1 (BVI) A1 0 MIFALI G, b2 S d. Wi
JEHMSI A LI BN T S Be g OMRAL, SRR b AR v SR AR
FEFISNERSS 2 AL ILAb T %6 FEB U, BVI T BUE Ciin
B, JFRST Tk G 0 S TR, s i WA DHCP Ak %5
o

PURShe (e R N 5230 ir, (e b PAZ R R, DU
DhEeAE BVI LA SR shA s b gl #7554

/G A 5 -

* i&#% (Devices) > i &% &8 (Device M anagement) > $% [ (I nter faces) >
RIEMIRIED (Edit Physical I nterface)

< RE > WEEE > EO > RED > WfERED

SCFSF G Firepower 2100 A1 threat defense virtual AZMETE F- &
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