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FiaZ |l
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BB WK, WS EETL.
P2 AL R > WREE.
$IE3  JEIFPKI.
T4 I AERES
$IE5 il Add Internal Cert.
L6 LA (Name) 7B, BIALFLSRRAEUET (a1, MyCaptivePortal) .
PR Ao EBEEE FEh, ORISUET B A ST de A ARE .
UE5 20 FH 44 200 5 A R i W 285 1) 7 - 35 AT S S0 1UE (1) FDQN 5843 UL AL

WS EHHA FEP, ORIWIEP AR ST fe AR .

LB WP O, WEiED emE RN EM B AR .

10 SHRTE (Save).

LN MY (Network).,

P12 A RAIFLE (Add Network) > JEANFH & (Add Object).

B13 1E & 2B, WMABUbRIRN S (Flll, MyCaptivePortalNetwork)
14 ik FDON , R AE 7 Berb i A sl K 25 117 IRIFDQNK 44 7K o

B15 AUl EIREI

FEER T AR
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New Network Object (7]

MName

MyCaptivePortalNetwork

Description

Network
Host Range MNetwaork ® FODN

l mycaptiveportal.example.com| |

Mote:
You can use FODN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

Resolve within IPv4 and IPvé -

Allow Overrides

FIE16 JSHRTE (Save).

T—% it 4
BB SR LT T2 2 #0): QEE S 4 SRS AN L 3h SR e RN, 57 8 T

BcE I ML E 2805 : GBS0 REEFNE 549 JuuEAR N

FHia Z |l

U FT 22 A0 20 21 R RO R e JE2 s S e FH BRIA TCP 3 11 885 LA KRS A EE rLy IR 4528 UL 15 I T8 il 0
2% 1) )N TLS/SSL fiff i R BEEL SR L5 1 1) o A7 P I RN B 00 A 40 P s i R 268 11 RhAT 8
B 5y B UE BT K — TR 55

IR RE R AP D R, AT LR st P 256 1717 e B0 S RS sk A R P A . mT Bk
FAATAERE P B3N8 23 R A A I AR AR 55

ARGCEREFIIREE, S B0 - I E R B 2% 1), 585 L,
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ST WREMARTR, S SO,

H2 RUOTERE > RS > B, RS 0 S GRE

S3 (Alk. ) AASRER, RIS TR S R IR, SRS %M — AN B R
SE4 UL EANSBIIELIT .

HBE  WFIRTEPEE U RS EIES , W s Rm ) LR ImET .

R SR R ST B4 5 (DSA) B[R th &k 3 74 4473 (ECDSA)

5.
$6 N EEMEIENSE (RedirecttoHost Name) TEEHT, fili 2 iU M4 5t sk ik ki (1) .
$BT  EiROTETH 885, REiEERAERSIX .
$®B8  HUNE BERFAIELZ F 5158 (Share active authentication acrossfirewalls) , LAf# il & 5

A BRI SR A P AERE AT T AN R R B A 046 U T 45 1K) 0 2% I FEBT0E AT B 40 B0
ARICEIFEA RS, ES R 7B, 515 I
PRI (k. ) EFENSMIEMMTIE, WoRGIFAST B, 515 SR,

Rules Active Authentication Identity Source
Server Certificate * CaptivePortalCert v | +
Redirect to Host Name @ auth.example.com * | 4 A Supported only in Snort 3.0 and above
Port * 885 (885 or 1025 - 65535)
Maximum login attempts * 3

(0 or greater. Use 0 to indicate unlimited login attempts)
el

Active Authentication Response Page

This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication Type.
System-provided v o

* Required when using Active Authentication

HEE0 WSRO RRA TR BIRA 7.4.1, IF BAEF AT S0 B P AT S e . D il dwig (4
A T AT LM IRIERS, 510 UL,

TEN AUHRTE (Save).

L2 ERN (Rules).

SIEA3 pali IANFRI LS B S R 2 11 S S ), o Al dREE (4D DIgRERILA .

L4 A ZFR (Name).

PIR1S MIRIESIERT, EHEEHFHIIE.

L6 d FUEANLE.

P \GuE (Realms) 513, SEBEEERT-H P S 43 560 1 i AU B A 7 41
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TR, W15 0

MR IES BB

WALPENTLM . Kerberosit HTTP 17 (HTTP Negotiate) 5 {35l Wi, IG5
SR AT B 0 TE . SChIERE HTTP 2K (HTTP Basic) 8 HTTP N 5T (HT TP Response
Page) .

CMTke D SRR SSRBIES T P RORe e NV, T2 BRI 2 11 N, 58 16 DL
PRI G 1 855D B A tE, S o U A A rh ek

siiliifAn (Add).

FEZ IR, R

T—F Mt 4
ARSEPAT I E SR FI R L1 5 3 F5 . GIE TCP S 57 ) N, 55 10 5L,

EHBEEXSMIIERE

M HIRCA TR BIRA 7.4.1 GREEERRAD J&, LA LL RTINS B & CRRIIERs, A4
REAE AT iR 0 2% 71 77 HEAT S A3 IR N EE 5 30 e . CAnSRAE ] HTTP i S 0 i 5 (3 B E SRR, DU
IRE AT EEPATILAL S G SR A P A B 473 90 AR 0 AU AT S A JiE, AT 55 A T AT
% )

TE SN ) £ 5 B3 385 (Active Authentication) i£T R 7 b, il 4wig () ek
KA BB N DU P2

<select name="realm" id="realm"></select>

BeESEHI ML TP 2L 38B5r: €3E TCP i 177 (o] 45 i K

R I 23 s e QU Uy R R, DL S VRS I 25 171 48] TCP S 11 885 (B2 5
P21 BRI S 11D 5% 7 A o R B, T DR RE T — N 1, (H i A U S AE
T SR R 2 TP 5 2 F 03 B S O SRS AN B B Oy S UE RN, 3 8 vk i) a UL

FHiaZ |l

ATRAEA SR 26 T BB OBEE, TS D W R0 P PRI B s I R 2 11, 565 0L

UK

WIRWARG S, G E A
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VR 5 iSRRG (Policies) > iz a)3= ] (Access Control) > iff[a)#= ] (Access Control) 4R )5 61 ul g 4 15
I 42 Tl SR o

B &E3EfmEiRmPEE


management-center-device-config-74_chapter74.pdf#nameddest=unique_822
management-center-device-config-74_chapter32.pdf#nameddest=unique_1257

| mssmsimegi] PR Pl
mERHNGIAE s sRprnEasan [

LA SEERmMAN.
$ES A ZFR (Name).
PIR6  MRIEVIRPIEFE R,
B2 Miism A (Ports).
W8 MFTIE BARim OB PR+, %8 TCP.
P9 fmOFE, A 885,
FHIB10 im0 (Port) FBSHLIERIR (Add).
TEYERT AR,
‘ Add Rule ) I

Name Insert
| Captive portal rule Enabled into Mandatory

Action Time Range
Allow v B None v |+

Zones Networks VLAN Tags Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

—
| Available Ports ¢ + Selected Source Ports (0) Selected Destination Ports (0)

Q, Search by name or value any any

AOL

Bittorrent

DNS_over_TCP

DNS_over_UDP

FTP

HTTP

HTTPS

IMAP

Protocol | TGP (8) v Port| Entera | Add ‘ Protocol | TCP (6) & Port | ses) ‘ Add |
| Cancel | m

TN sk R R (Add).

T—¥ it 4
ARELPATIC BRI 2% 117 2 48820 BUERIT U PR, 55 11 T,

BB SR HI WL TP 2E 4805 €I R P i 4= &l 20

IR R DR A A D i RN, DU S 10 T REAS A P Skl B 4 171 2B AT B 0
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FF6 Z Al

AT RAEA SR L 1T BCE RIBEE, TES WA P R s B R 11, 28 5 0L,
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T Mg, AR .

P2 A ZFR (Name).

TEI MRIEVIR LR RIE.

S®4  LiE AR .

LS AR RASEER T, SR AV AU

SI6 WIS Rk, WG S RE (C)

ST AawaBRARYIERT, EEEmBEEH P, AR5 R mEIE .
L8 (WiE. D UF IR ISR, S SR T iA .
LI LR (Add).

B0 AEV7 RO O b, AGERTE.

BN ARl BCE MO E . RGeS, A R S R DD IR . RN 1 T Rt
P97 o ARGUETT P UG 5 LA B _Eii T 05K e AU AH DG C o 3 B DL P A0 5 — A R 2 Ak
FRAZUR AR o 365 2 PRI DU ] g 2> Ak 380 0 6% 3t e P o RO R 08, IR LR U o

T—F 4
SRAIIZE T sl AL ol BEUOR S g o s, 5 12 0T

LY LY — Ay AN S (S 12 TN Vel
ol IR ] PR 388 I A0 ) o 61) 2 i 5 SR g
FEFFHIBE AR 22 AU QU a AR5 SR , DAAEUER BIAA s P25 1] ) 2 Bl s A B S i ik il o
2611 AT XA AR AT B R
FHIa Z |l
SR 3t I 25 4 I U EAT P SIE S UK AL (CA); He 2z, SR ikl 2% ] )7 Y ffp o it i LAk
T BB BAE KT B . XU E T TR U B I am 25 11 1) A EBIE S

i

P WEMWARGR, WEEREHTL.

PIR2 i Al SREE (Policies) > i [8)#2 | (Access Control) > fi#% (Decryption).
PRI IR

$IB 4 7F Name Fl Description H 4y SRES SR AEME— A AR A 5 F N mTiEmD .
$£1B5  hili 5% (Outbound Connections) XEIH .
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| BidsRsIm] P A P

SR 41T P A

Create Decryption Policy o X

@) A decryption policy is not required to only perform application or URL
discovery; instead, you can use TLS 1.3 Server Identity Discovery on the
access control policy.

Narme*

| Captive Portal decrypt |

Description

Outbound Connections Inbound Connections

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature
algorithm type, In addition to any configured rule conditions.

("

J' DECRYPTION EXCLUSIONS [

Q——0——0O

L E— T "

SOURCE DECRYPT RE-SIGN DESTINATION
Internal CA Download
A rule will be auto-created for the selected certificate authority.

CaptivePortalCA # Associated: 2 Networks, 1 Port

Cancel Save

R _b A B R TEAS .
RYLSARYE CA R 4 /3y 1 (1 241 & B — 45 )
(FATiko ) EFEMIE S 1 o
LAY
o fREERIN AT
o FREE R4 F
o S R0 4 1F

MilHRTE (Save).

T IR B IR fif 2 SR 5511 SmiE () .

s AR L 1] IR A S5 1 SmaE (4 .
midi “BAR7

6 AR s By, sl RlE ()

e L el |
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ST ETREEIL, SRS

ST EAAARSET, SR

SEWB SUFMERN.
TR T b

Editing Rule - CaptivePortalCArule (-]
Name Move
| CaptivePortalRjile | Enabled into Category A Standard Rules -
Action
- Decrypt - Resign v |with | CaptivePortalCA v| C Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logaing
Available Realms & Available Users Selected Users (1)
Q, Search by name or value G, Search by name or value Special Identities/Unknown .
Special Identities Failed Authentication
Guest

No Authentication Required

Cf - |

W16 (k. ) WEILAIET, Wfd s I A0 ik
LT SR (Add).

T—5 4t 4

R BRI 117 50 6 5. A5 B OV RN 15 bR IR BT 50 14 5
BCERHI MR E6ERS: R REREE 5026 R ER KK
;E

~

AR T IRIX B 23 08 ek 5 43 S A TLS/SSL R - FEHTEE 2 LI 15 8 S 1y ) g 0 1o 4 skl K
NSRRI A . AELEZ 5, P AT LA S 1 46 11 34T A Ui

FHIa Z Al
A RIEA SR AL 11 BB R, WS B RO P PR E R 2 T, 5 5 0
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PR midi kA (Policies) > i7i8]#2 il (Access Control) > i ia]#% | (Access Control), #A 5 4% i e s i %
LG 3y QI TCP iy U7 4SRN, 28 10 DU Bk g A A8 G g (¥ vy i) 4 o e o i
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87 LA LDAP 453, Microsoft Active Directory 4t ol 453ak ¥ 51| Iic & -
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. %% (Policies) > 514 (Identity) > (4RiBERR) > EFHHHIIE
(Active Authentication) > FEBh A IE R Z E N HHIIESIE (Share
active authentication sessions across firewalls)

* B 5K (Identity policy) > (4m3E) > MMM (Add Rule) > # 5h
B14161F (PassiveAuthentication) > 4TS F1i% & (Realms& Settings) >
WMRTTERIH AN VPN B4, WEREHFHRIIE ERAENS
{3383E (Use active authentication if passive or VPN identity cannot
be established)

* B4 5K (Identity policy) > (4m3E) > RN (Add Rule) > £ 3f
B3 I81F (ActiveAuthentication) > 4 #1i% & (Realms& Settings) >
WMRFTEEIIHAE VPN 4, NERENFHEIE ERENS
{338E (Use active authentication if passive or VPN identity cannot
be established)
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BriaAE R %E:  SREE (Policies) > B (Identity) >  (4miESRER) >

FHBMHIEIE (Active Authentication) > BERFAIERZFHEHINIES
1 (Share active authentication sessions across firewalls)
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