HEEIE

AFE RG] TAE N 3 B BB AAE N 2 T B B 2R 1 AN % 4% Cisco Secure Firewall Management
Center. 7E4F Cisco Defense Orchestrator (CDO) 2 A4+ (1) 7 K B B o0y A 2 B gs i, AL pe Al
FHA S A # i ru0 BE T 00T . 1670 A TR M T CDO 8 1527 i H Cisco Defense Orchestrator
TP R o AT A 7 K B A B v LA LT K i 877 A
AZENFUATLE Cisco Secure Firewall Management Center 1 73 JIF1 & H 15 % .

s RTFRAER, 510

o WA IR BRI 5E . 2B 10 T

o WA B Sar AT, 5 11 0L

o NFEM SE B B AT B, B 12 0T

o FHOME M SR R A N E) R 27 T

o P YA (FEADEC) B8 & A IR B, 58 31 0T

 BHUAEAS B E B, 3T

o WHER GROHEMD) W&, 339 0L

s NI AL . 540 UL

o RHBER Bk . 841 00

s NERZEWRRAYIER, B2

s BUE A IE , #4200

o AT , 5 106 UL

* Cisco Secure Firewall 3100/4200_L- ffj#4ditk SSD, % 116 71

 BMCEITHEEHAS , 25 118 1L

o WA E BRI D) Sl s BRI, 5 124 T

XTIREFETE

A A B AR SR B R B4
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FE BB BRI, AR H OB Z BB . SSLAN# AIE A (58 A B ALl
(R 8 0) B2 SR A B 73 A AT BRGAL 1) LA IR 28U B AR A B B VPO TR N, AR
FHAE AR B AL B B

AT L BB, ST AT B R A
NS VA WAL TR R iw SN S iy Ve L = W
© FEBL 2 R RS (K AR S B
o [ B2 A HER I AT IR DU I P HASA RS A B 0
A\
AR WEREEA CDOFEA BLes, JF HAOUK A B A7 B by J T 20 H,  WDACHE 038 45 B bt AN SCHF S

PCE BT . AT -5 B HE B A AN S RF I DU REAT R I T AR e AN T 8 B AR 4 CDO
B

ARSI P ORIRANAR AR . S AR B PR RE It AT B 0 M2 0 3540 75 (R A LR TR
fe EL, ARV M2 B I H AR TE ) o

T B I 4B R 4 7 LT A T
\}

AR ORE RO n] UL http://www.cisco.com/c/en/us/support/security/defense-center/
products-device-support-tables-list.html &b T ) A A B4 PR 8 B RE S P47 Z 1 B LS RCA 1)
Wk, AETTELRCHTIRAS ST BAE ARA HT D BEAN G T X S AT R AT I e o 28 A5 B0y TR
A] e T R RROA .

Cisco Secure Firewall Management Centerr] L{ EI2HfLL AR 2

#1] LL¥ Cisco Secure Firewall Management Center JH /FE4E A &7 F 35 K4S BE gl i 7 A 13645 o

BRI A, 5 B Im Rt TLS-1.3- % (1 & Abs e Bt Ok &2 k. HT2aHm, &
AN B AN I B Bk AT VPND 1847 . B, Wit VPN A AR, ARk
LS, DI BRATT A S 7 P 1 B R AR

FEIFIH T AR R O IR R A L AR I N A . TR, A IA) R ) S R SR s 1 2 2
TR,
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Policies
—) ——————— ) . .
=—F—= i Configurations

Management Center

Events
Discovery Data
Device Statistics

Managed Device

1%

o] B O £ BURC B Be PR i S I 2 A B0 S, B A B L LA S A PR . R
RS R

- Ykl A E LD LA ).
o LT A T LU 3
o DU EEALD LU

FABNAAL AT R ERY eth0 SR & L4 ST IO EIE . ARk, AR

BRI o R 1R 2N B R S ) W R % R A B (O, i
IR R PR EERE 1

FORE BDERRE, WANZHEM, k&2 5 Mbps.

)

AR EIEEREIE A S BB LA TLS-1.3 M2 2l EEE. M2 K, A2 A

SRR BEIE (st aila] VPND GaAT IR . fila, Wk VPN R, H%i%ﬁ EZ,
DR AT TS AL P £ 2 10 B A2

RERFISE A LN EL At Th BE

K SRS 8 B e 2 AL R e AA, I mT BAAE A B P AT A B A RAT 55

EMEE
BTGV FTD CLI £ W B S2 B e 4 o BACYIC E B AL (A3 48—k, S A P4
AL AT AT

LAY FAPEE, TN BRI A E L BT R
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B E
SRS AN E IR A Firepower REEHH, AU
o NARRUIE R, L ebnl 6 R R O SE R AR R
* i E A 1 (VDB) BT
o HbIEATE T
o BRAEAN T RN EE B

A DA A B RO A A B e b e T

RXTIRFEEZRO
RSB AR S N T A B LA A B o ST DL FORE et 0 B b A Mot 2 1 kAT
L AL RO
T T DAAE AR PR 1 sl i) 5 i 1 _E AT AR BEE
B OO T B REVF P IR S5 A A5 . R BB USRI AT SUAd A BT RE

BB LR BRSO

BCE VA, $5E BB A B O IP R LA RR (Cn2 s o WREA R B T, B
HFAER ALY E I e Bt i o S SR AP BT epLy R A0, T A B Rty ST ARE R . AEIX A
TEOUN, E T RE N BB L5 E AN IR R R PR LB R SR AT BAT
g 1P A Y A B rpoy A B

U B BT DGR L, B A S A % SR VR DL P K 5 SR Rk 2
BRI DR . AN, SRR R T S AR NN B 1, 0T DK A AR T
FAZIE o TR WORGRCE N T BB 1, WA REAE ] SR B R .
RIS, SR R R ) A8 B R BT B R I B 1

£/ BN ER1E 20 O P T E 12
S L L P B 1 RO 43 1 15 BB« 0 AR B A0 3 1 P B B b
B, S AT RO T, WIAE R 1 AT TR T R 0 A P JEAh, PR
AT CARRFETTACREE 1, DL 3 43 1 R e B LD
BB AR
MR 5 F1 AT 5 B 2 7 ) A B 3K

 HREAE WBEE 1 PR AT B AR U o ANREAE I 4% 1 81 EtherChannel, R ANRELERY A5 D)
) F H AN e BORA] DUEH] A B ey RSN 1R IV AR UG i), DASEIRIT
Ro

o PEEE LIANRER DU BRZ 1
o DU HTBT KBRS, (B i




| weee
gregnengeznss ||

o INSZFF PPPoE. UIRHEI) ISP 752 PPPoE, WAZIAE BB 5 WAN A i & 2 18] RN SZ
¥F PPPoE )% 28

* B Hae T4 )5 VRF H,

o BROAAEAR 2 113 FH SSH, - DRIt 2500 J 4 A B epls Sk 8 A SSHL bl 148 B4 11 199 D00 B
SO HEEEE O, RIS TETE A 3 DS R 9 2 217 3142 1 (1) SSH 231, BRAEE A configure
network static-routes iy 4 & BB A INERS B . X T Amazon Web 45 1 [¥) threat defense
virtual , G o AT, R ORAE 0 7 B L1 (1% SSH Vs n) s 7E 4RS00 B 2 117k 5 BRI
A . B0, TEMORAERCE T B U7 ) 1 B B ORI RS B 2 BT SE OTE CLI D
B (fufh configure manager add 7 4) .

o TEANBEAE T SR 0 A BEER ORI R RE 1
o ASCRPERIFEOR . FEIRXM LU T, AU B .

= AT MER

e Bt 11 5 B el FIVERC A AR, 352 0 LR 2R,
o FEWN G et AT R ) 0 e 12 1 BEAT R B AR U5 1)
o ANSCRFIUAE B Vs ) B 1

* ABEREH DHCP; XS FFifas 1P Huhikbo Bk AE AT DHCP (K2R, 65 DDNS Ml
e

o LER] 7 R AN i A 1P Huhk.

* A IPv4 B IPV6; ANREIFII 155 o

o A E R PEASECE (configure manager add fiv4) iR fEAH H] .
o ANBERE B H: 1A b e A B IR A B

MR SHERREOLH
EPS &L EARE A M e PSRNl J e o

\)

ER X T Firepower4100/9300, MGMT 42 L H T-HUARE BE, A EH T UMD i 8 5. Atk
A FE I BC B ) mgmt CFI/EY firepower-eventing) 2RAY, SR 54 S0 Bogh S b o f 1244 &

ARBNMCE RS S ESF BN, W2 MK,
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R LEZERE LMEBZEOR

Bs EERE AR EGED
Firepower 1000 management( ANF7HE
Pk management0 /& & P
11 Bz A 44
o
Firepower 2100 managementQ AN
pac management( J2& 5
11 N4
Mo
Secure Firewall 3100 management0 A
PR management0 ;2 £
/1 N 44
Fe
Cisco Secure Firewall 4200 managementQ management1
pa o management0 &5 P | R management] & F
11 B2 N 44 12 Bz N 44
o o
Firepower 4100 F1 9300 management0 management1
iR management0 &Itz | iER% management] ;& 3%
H N AR, 5 HR N AR, 5
PyEEE O ID JoKs PyRiE O ID K.
ISA 3000 brl AN
TR brl 2 1/1 $z11
TN A4 K o
Cisco Secure Firewall Threat eth0 R4

Defense Virtual

WEEEEN FRYMEREH

RN CRARSAE L AR D OO A th 2RI R M 4% . (B BT RO, AR
R 9 € (KP4 5% TP Mtk B g — BRI H o ANREMHBRBLEE 1
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NAT Ifi5

MNETH

\)

iR

FIL RV B 10, DU HroRe o 7 ARt o DU P B st o A R 5 B ANE

P48 B 0 AR 5 e ST T30 D0 B 12 LV C AR B e o SRS P T B ) Bl 1 T AN 2 A

FERAS- 6 1, LA E 2 ME B O (M DA — MR D o BOARR i A EEE T O
PR, DRI PR 4 1 B e T 4R 1) 0 DG ik DA 4 5 Ja TR R R 455 o I SRBRIA I 2% AT
AR, BRI g B IR LR R

AR R R 2%, SO RN B DA 2> — iAo FRATTEE DR AR 1 LA H
P2, DUGE G A0 (R i R, 09 A TEA 28 30 IR 7 0 ) B i 1)

\}

AR TR AN B R OE o AR S AT G T SR AR R L R EAT

24 ML 4 (NAT) IS B o B8 P R B O e i, Heh o T 523 MR 1 i 1P
Mok, NAT 550 TG T 2 0 VP T 9 15 T BRI 6 NAT T 101 563, R &1 %
B P 5 A RO T A, {135 MBS B (PAT) S35 FH . PAT SeVFIE A FH (1024 35 1P bl
RUHUS I 1A I 2 SIS . e LR A A A AR, (RIS TG R 50 15 PAT B 11385 10
B4 101

%, TV H R G VRAE, AT P GERR—AEEED « B S
SN, SRR TP M, VA AL P M. (U, AU UL A TP M
RS T H 0 BRI, B B WIS M — (O NATID,  DURE AT HTREI
B, FEEERRETIOVE AT, 45 LA 4 G T IR NAT ID. (T TP M) 344)
ATENLIEAT 5 Y RERIEEAL.

filtun, kRIS BBy, (RIS A% IP Sl (B, BE&TE PAT Bhigein) » KK
TEAE R AR E NAT ID FIVEM S8, ¥ IP bk f . s b, 48E BP0 IP bk,
AH IR ) NAT ID AR R R 2 8 . e b i 21 A R b0 iy TP ik o e, AP 3Ol 48 NAT
ID 1A TP Mk ) 3 45 AT S 50

JUE NAT 1D &0 H T NAT M85, (B8] DLE R H NAT ID K faifb ) &5 3 it in 2 AN & itk
Fio 76 A FEL I, LK TP Mk B 250 [R] I A B I AN B 25 35 2 E— 0 NAT ID, AR JSfERE
W BdgE BP0 IP HihEAI NAT ID. vEE: SN AH NAT ID 20 & ME—

PLUR 7R 8 PAT TP HubikJ5 ) =N ds . AEXFIEOL T, 76 B0 AR e & Lo AN & Fe e
—AMME—[] NAT ID, Ff7ExXeeik 4 LFee & Hh IP ik,
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[ 1: PAT RIS &R & NATID

Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2: _ _
IP address: blank De\ﬂ_ce 3 IF_’ address: behind PAT
NAT ID: griffontaxes2 Register with

Management Center: 192.168.45.44
Add Device 3: NAT ID: griffontaxes3

IP address: blank
NAT ID: griffontaxes3

PLUR 7891 g PAT TP Huhb Jo i 45 BEFhuts o ZEIXPIME R, 76 B0y AX L2 BN &R
—/NHE—Tf] NAT ID, J7E B EE Ly B4R e e TP ik,

2: PAT [ %9 FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

Add Device 2:

Device 3:10.10.10.3 IP address: 10.10.10.2

Register with NAT ID: griffont 2
Management Center: blank === S
NAT ID: griffontaxes3 Add Device 3:

IP address: 10.10.10.3
NAT ID: griffontaxes3
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EERMNEREBETS
Y
ER WUAE U A B VAT B, AN B 1 R A A SR A B ORI R

PLR 78] Sl 7 AN FH R B L1 8 e O 2 A 45
[& 3: Cisco Secure Firewall Management Center & 7 8 /& 184%

Management
—---.  Events | mgmt Managed
mgmt1 Device
eth1
Management
Cent
SIIET : Management
LT T I LT mamto

Events e Managed
mgmt1 Device

PR 7] 57 e A0 P SR A BB L 1) A B by R 2R BRI 1 A B

[& 4: Cisco Secure Firewall Management Center t 1% A & 1231

Management
—————————— mgm
Events gmto Managed
mgmt1 Device
Management
Center
Management
T T mamto
Events J Managed
mgmt1 Device

LR 7 8] < A P S g e 1 1) AP B PR M S2 A B9
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[& 5: Cisco Secure Firewall Management Centerfil & &% & L M B BB 4E O

Management
-------------------- ngrmitd Managed
o _Eve_nts_  mgmti Device
Management
Center
Management
_____________ ngmto Managed
Events Jmamt Device

LUR7n Sk A B rpt B2 ANV B LS BN SR L IR, DS S g e s oA
BRI RS B R A

B 6 REERMEBEMEORZE

Management
_ {amio Managed
Events T Device
Management
Center
Management
gt Managed
—— Eent_s _ _ _mgmt Device

I EE A ERNW & FMH

SCEFRYIE
BRI AE IR

RARft
< E R

* PIE%AE O

B osses
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EIREE
iR M SRR e, BANZHEL, FHREEDN 5 Mbps.

ARE LEFRWLSITRE

ST LAAE DB A B2 B BB Ay AT A . ARG A O, WO E R R 8
PTG B E AR s WS PE A CLI S8 g Bt an i & . 55 18 Ui

)

ER U S RERE N SSH B sk CLI RN, RGi4s4 1t SSH iE#: .

FrI6Z /il
@ g vl L# ] configure user add #ir4 &5 CLI A AR Pk 7

i

SRR R G v B A SSHIERL 2 Uil CLI

AT ATk SSH % 452 21l o 7 A 2 & T BREE 10 o SR8 Ok SSHIEFEFT FF /N Bl e 11, i8] DL
eRhZE 0 EitHhlk . BOATOCR, 25 SSH 24 1075 . 1EZ W SSH i in] (SSH Access), LSS
VFS5 4% 2 B4 1 437, SSH % $% .

XTPBBE S, T DUERGER RIS R G o AT E A TEAE S, TE S i
MR o AT RAR SR AT B :

* 9600 PAHFH

* 8 Mg

- EAHRE

1AM IEAT
210 £ 5 1 _L[f) CLI & FXOS (ISA 3000 FR4h, e B gUpBitl CLD o {11 gUpBii i CLI AT
FEATCE . W PRI ) RGO . A% FXOS Ar & 145 B, 1528 FXOS 30«

X T2 SRR IR, AT DOEREHAH & 0 LA FXOS, i n] BUR S TC A SSH A SSH V1)
FIF R E B LR SSHe BRI O N 451 SSH.

A FH admin FH ' 44 0% 40 6 5%
=il

N
5
N

firepower login: admin

Password:
Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
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management-center-device-config-74_chapter19.pdf#nameddest=unique_19
management-center-device-config-74_chapter7.pdf#nameddest=unique_20
management-center-device-config-74_chapter7.pdf#nameddest=unique_20
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firepower#

BTSRRI 1 P 4 05 1, TR MBI CLI
connect ftd

% LHIER

connect ftd name

BTG LB, WA T LRI a2

TR P BRANIE T 1SA 3000,
w5l

firepower# connect ftd
>

71 CLI/RAT () b, A H] 47 U5 el 200 P SR VEIRATA i % o
FHR A B G K FXOS, EHiA exit.
CAIE) W R AAE A SSH, W mT LLZEHE 3] FXOS.
connect fxos
SORAR] G5 CLL TR exit.
(Aik) Vjin)i2 W CLI:
system support diagnostic-cli
{f FH e CLI AT M g i HERR « L CLIELHERSh show FIELA My 4.

I CLI WA P F 7 EXEC FEFA EXEC #3. ZE4FA EXEC iAH, AL mA . &
HENFFBL EXEC 15X, 1i# A enable iy 4 ; fEW BRI 1% Enter 8, TN,

Tl

> system support diagnostic-cli
firepower> enable

Password:

firepower#

PR [A B CLL, &8N Ctrl+a, d.

A F =T M 5 BB B 14 4 B &

TR LM CLI 58 B B AT A IC ., 1 n] B R Firepower 4100/9300 2 AN A7 50 #% 5 B 2% 11
T IEAIIRNCE . X T Firepower4100/9300, #E &I, STEHITAWIAACE . 16 S Firepower
4100/9300_F (11245 % %


management-center-device-config-74_chapter6.pdf#nameddest=unique_22
management-center-device-config-74_chapter6.pdf#nameddest=unique_22
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XT R QPS5 END ARG R MHIT VIR E . WS AP (R
e R A s In 2 B ALy, 2 31 0T,

R & EIEE T A BB EH Y E &
IS B R HLAS BT YIAR B I, BREFEIEE ORI B ARV ) YR Ah, IO ST E L R
* UK 1/1— “4MH” , 1P Huhik>k § DHCP. IPv6 HZIACE
o LAKK 1/2 (56 Firepower 1010, 24 VLANI $211) - “N#” , 192.168.95.1/24
o BRIAER - 385 AR AR L) DHCP 3RIR
TR, A ORE ARG E B, s ) 20 R B 22 A X . WETERG, 1 WA 5K DHCP 4525
i 2 T SR 2 A DX AR A B S AR
U RAE ) BB VR RTAE WA S T AR E T OIIRE, WS R BRI E .
A CLI B, JUEE I CURF B3 U5 1) W B S AR B (B, AMRE BRI N DD
* Cisco Secure Firewall 4200 ASCHF BB FLds . EFHEATH] CLI A : A CLI 58 g b 1
WILATCE , 55 18 1L

o SRR PANEE T ACK Ak 45 B0 S T A i) CDOFRA et . R BV BRAS MCE N T
FHCE FE RS . AR E W& UMEEAT M G B, 1ES A CLIL 58 Ui B ) i
BC'E , 2818 Ui,

o EFEIE T Firepower 4100/9300 FiT ISA 3000 LLAMG T AT Hofls ¥4 . Sny DUE ] #5445 78
NI R AHN F A, BT eI EA R T &, B U e gnes
RS AIE TR 5.

UK

Tl FRERAEHEE.
a) TEW A4 ALL T URL.
* T - https://192.168.95.1.
* ¥ - https.//management_ip. & P 11E DHCP % /i, DRI TP kil B wk 445 () DHCP i
45 9%, AENCIIRE Y, SROA SRS PR TP bk B B O A b, DR AT s A P R
DL JE B T T
b) fFH 44 admin FIERIA %8S Adminl23 % 5%,
¢) RGP AR “H PRI ERL” S O B A

B0 T B A A LS RO T VAP S T L R i T R B Bk
&% E (Skip device setup) KBkl 244 F .

i
S
N
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SEMBCE AT, BTN EE BN E AL, OB AN (LUK 1/ D RECE, &%
ARSI R A B L A B L I AT e

a) A RV B LI RC A DL R BT, AR A i T —3 (Next).

b)

¢)

d)
e)

(

|

1. SMERIZEOHbLE (Outside Interface Address) - e U F 2 BICM MG, JF H o] AR HL8s Ui

3% o FEFIAR Y B ), AN RRIE PRI AN 1 o 20— R R BOA K b i
Ho

WHRBAE 548 CBNED AN D RATAE EAs U ), WA 58 i e 1 3 5 T-3))
P B 1% 1

BLE |Pv4 - Sh3 O TPv4 Hihik. wLL# ] DHCP, tHr] LFshi N\ IP Hobik, 7
RIS, AN, nf LAksEok, AECE IPv4thl . Bkl 223 i) S & PPPoE. 1R
FEERS DSL. L5 P il 2% 5l ISP () HoAiE 2, I H ISP {1 [ PPPoE k42t 1P ik,
] e 75 B H] PPPoE. #&7] AZESE iiln) ‘7 J5 Bt & PPPoE.

BLE |pv6 - 1 L1 Tpve Hihk vl LUE A DHCP, 0] LAT-Zh#i NS4S TP Huhil. B2 A
Ko F3hb, WATLUEFER, AFLE IPv6 Hilik.

. EEEO

WERAE CLI AT THILABE, B ASE R IR E.

R FE i #e O B3 A BRERU ), S A Bl O . B, e B4k DTS
R # F PR S S A P A B 11 DNS %% #5 f#AfT FQDN, 1 A3 FH 4504 2 11 DNS il %%
o

DNS R 88 - R4 B IEY) DNS fkR%5#5. 4\ DNS HR4-2s (10— A2 A~ bk LLUgE T 44
Fro BRINME N OpenDNS A3t DNS IR 4585 . U R4 gnkh 7 BOFARZIR F BONE, 155 H{ER
OpenDNS (Use OpenDNS) UL Hrks 4535 1) TP Mok N 7B .

B A3 M8 (Firewall Hostname) - 22 4¢ 4 B () 0144 .

15 B B 3% B (NTP) (Time Setting [NTP]) 3 2 i T—# (Next).
. BT - R RGN X
2. NTP FfEIAR S5 8% - WA I BRIN NTP k5535, &2 Tahm A NTP IkRS54 k. my LS n

MRS ARG

EF B 90 BiTEEAm A E A

AN [ RERR A B T M 4 s AT VE T AR A B AT .

ki SE R -

REGHBIORNEIER =B (Cloud Management) s J# 37 (Standalone). X T #BEH.O EFBE, 1L
I IL (Standalone), AR JEIEPEEIET (Got It).

BETT 20D ECE AR

€ S MU B O, BRSO U W B o A R P B B B L
B, WA R R B B BT
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o T ERAR U7 ) RO B2 11 - A BB V200K X DG T B B B 11 . BRUIE L, R LI
DHCP #2205 TP itk Rl ¢ . Wi 485 M DHCP #2021 2 (i, Sk bz R 20 )
%), WM OCRERU B 1, JF LSRR MACE . a0 %\ DHCP #2008 T W%,
W5 A R 2S TP M hEC S e 11, IR N e B o B 2 1.

o H T BEAR VT i) FOEF B 10 - QR A A A TP Hbchk, T AR D R BRI X S 1 T A i — )
XK, MAREIEE O . WREFH DHCP, WIEFHIATEMACE , S 2SI )\ DHCP 3k
BR

DR E AR 1, RS ] T B VT IR (KA BB A L, TR % (Device), R riih
&0 (Interfaces) i 2P O HES: .
FE ) A H L VR B I, Ao DR Al B B g U E.

PR > REIRE > EPEE, K5 Ad gk & E AR
fE ZE40/CDO IEMER .

uls

B,
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[ 7: E32HL/CD0 EARIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TRAMEEIEHL/CDO A ZE P s, S aT LUE ] 1P Mol ok FAL4 V5 ) & FE e
, TEMTR, WA O AT NAT 2 58k AL 1P Huhlk sl B4, i s EHE.

B osses
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b)

d)

gRrzersrranraneEs ]

WA DAT A Vet CRERLOL BB BIE Bt BATW Y7 RN 1P Hlik, A REAEPI A ez
[A] S X TLS-1.3 0 (A 45 338

WRER 2, WimA EIEg.0/CDO E£H1&/P k.
15 EEH0L/ICDOEMELA.

BEE PR B RER)— IRPETE 3, M B 8 v 46 I R A A B b R e e A
AFHEE 37 MR ARUFRURFRET (A-Z a-z. 0-9) FIETFHF (-). UL ID ATHT
2 QRN E] L.

¥ NAT ID.

JEID RN TR, R TE D L. WROE A
$erE P HUE, WIILF B G B B /E AP & Y& 1 TP HIEIY, 34 NATID. NAT
ID AL 37 505, AT T (A-Z. a-z0 0-9) FIEFH (). I ID Rk
FR T4 B 4P M B 5 BP0y NAT ID 15 TP M 26 2R, P T30 U 7K 1 I
W s HATAERT TP HUHE/NAT ID JEA7 S I TEJR, A2k Bk .

Mo E AL E .

a)

b)

<)

}85E FTD £H%&.
T S A B Bz 3k T B3 d0/CDO a3 N Vilkl, M)k FQDN $# H F1kz 1.
15 DNS RS 384H.

TEFIIAE At — N4l . BRIk DNS 41444 CiscoUmbrellaDNSServer Group, JLrf{ufs
OpenDNS JIk 5545 -

LR B, &8 0 /CDO i a) 48 Ok Fe 2 11, 8 B 45 Kidl 392 11 DNS RS 28 48
FH 22285 ) S B8 E 15 HE DNS JIRSS s H T B . %ol DNS JIRSS 43 H T DDNS (i CUic &
Bl T e T ) 22 A SR« IS T RESSIE R T3 BRI AH ] DNS R4 w4l DA A 4 BEAUE
T HRIE I AP 1 )ik DNS %S #s .

fE B HRt b, BERE 1 DNS IRES 2 e 0 BOLE 1L BB 116 WO SR TPl E . i
T S A AN N B B, AR ML B R R, JF H DNS RS 98 A S W INEE S R E R
Mo (HAE, WERFRY R T- & BE S 2 lic 25 00 & DNS 2 & 1) BB A 345, )20 Ek 7 o5 A
i E . FRATEUE LS E 5 B VUL DNS & 3R, DS & B rput 1 gy %%
[f] 25 .

AL, DCUMTERILAE M R DNS Beds 8%, BEiHO A SR AL DNS AR %545

W EHy CDOFMC i 1a)35 IR B FEE: 0, Wb B 45 10 B 5 BE DNS AR45 25 .

X1 EIBRL/CDO G EED, HIERAT O A i .

W4 BN AR A T W B FE e i, ST DUR 2 B s o O R B L el EdE .

CRTaE) ARG T HE L 0, JF Hazd DAGR MBS L, AT INER A i o

KRR MR, BOREK AR A E O EAR . WREER TN O, akes
e m P ECE T . WS T HAth gz O, B A T AR E R R A R0 2 BT TS ER
N3

weegE I
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DR AEEHE TR T, IS AT SR P SCIE BN ME—ROG, SRR A REAE ML DR AR

() SRR T SRR O, iE SR ImE7S DNS (DDNS) 3%
WS 1P Mkt & A48 4k, DDNS #fiff 5 H bt n]H20 52 4 PR 2 k44 (FQDN) 16 S8 Bt % % . 214
B& > R E > DDNS BR& it & 554 DNS.
G0 S AR B T A AR N B B0 2 BTG B DDNS, ) i 95 ¥ 45 23 84 Cisco 5215 1T
i CA RGBT R CA IS INUES, DA i B 48 v & T LASGAIE - F- HTTPS %421 DDNS it

S AUETS o UM 4B S FEAT A8 DynDNS Sz Ft APT MY f¥) DDNS 554
(https://help.dyn.com/remote-access-api/).

f A B 115 )4 PRI, ANSZCHF DDNS.
MR (Connect). SEMPIRZS A ITHE B DI 2] & P rpL Y PR . AR RFEERFL/CDO i
M E ABG, FRE R, IR NP K.

U B VIR A B Gy, U BUEEM . A, THE REFEEHO/CDO EMIRE LR L A
KM BRSPS WS AR o WU, ol AR, O H A A ENE RS v B A
A4 2K

WREHE REFEE R O/COOEMRE LB R FFIERD] B HA , BRAREH5SEEP LM
FLIN SRS CDO W IRHE. RORFINTIT 1y e iy PR 4

[ 8: i ThiEE

Registration Status

Ciirracefitll Cannartinn with the
Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

{£F CLI 52 LB AR BE il ¥ 35 B &

ERER) BUPBTE CLI DARATRIAGBEE, AR B 1) 3 BB B 1P udik . ORI LAt R A 9 2%
BEE. THATBE 0 A RAT B ORI BB IRRIE 1 o A RGN F e PR L ) P
A MEH] CLI AC B A 3 1 . BOOKICE A B0 AR . ] I B T HIIR I E
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I, ARSI A B0 BT BE, SR B UMV BIAS VS IR 3R I BB, A A B e
ST 5 DB AR IR B o TR, AR IMEBOARC B BCE, H1y in) 25 5 .

M RETE B Firepower 4100/9300:2 AMAIFT AT K. 4L Firepower 4100/9300 - 7 3% -  # Jf:
SEINHIGATC &, 152 [ Firepower 4100/9300_L ()12 5% £ o

Procedure

A 5 FOERE S ja PP CLL, sl Y BERE L& #E %2 SSH, BOATG UL 1~ HiM DHCP 3R 1P
Mokl RBEATHE SNBE, RATEBUE RS S, DU WITER .

(Firepower Al Cisco Secure Firewall ffi {45 51l & iy 113442 3] FXOS CLI. SSH &1 HELEH#
J2 BB A CLI
I P 44 admin R % Adminl23 5%,

(Firepower FI Cisco Secure Firewall ifi {55 ) fE45ii] Gt 11, 0] LUEE:F] FXOS CLI. 25—
Sk FXOS I, R fn BT SeE i, s H T SSH R BUb B 1 5 5%

Note IR TR, EEANRITE, U6 20 T R G v LIRS S A R R B

X-T- Firepower il Cisco Secure Firewal Uififf:, 2% (Firepower 1000/2100 £ Cisco Secure
Firewall 3100/4200 77 @ik 1 (1) Cisco FXOS stk HERTa e ) i i T Frm o 7.

%7 ISA 3000, 525 (Cisco Secure Firewall ASA F11 Secure Firewall Threat Defense T 37
WULFER) o

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

(Firepower Fl Cisco Secure FirewallBfi{4: 855 ) W15 O B4 & i B FXOS, &R 2] B
Bifil CLI,

connect ftd

Example:

firepower# connect ftd
>

weegE I


management-center-device-config-74_chapter6.pdf#nameddest=unique_22
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

wggn |
B &5 cussspmennEs

WA 5 UCOE R B, RESPOREER (WA VPR HMY) (EULAYFL, Wi 4i f SSH 4%,
M PER 8 T Y admin %05, AR5, REUK BN CLI & B BHA

Note BRARERRACE , WA ESR CLI %3 m'S (Fln, Wil dEFrdrmg) . Hi, nL

FHJE7E CLI H i ] configure network i & B U A7 IX S8 B o 20 BB 2 2

*%,

BRANE B CART T AN 2 Won RS 5. B2 2 Wi N MM, 1i54% Enter 4.

Note RIS B 42 10 L) A LSS U ), A SR B g . B, ek Z #210
FERFR % pH RS B0 7R Bk A FH /S F0992 11 DNS JIR % 284t FQDN, iy A FH et 432 1
DNS Jk452%

WS LA HEN] .
s REEGE IPv4? Fl/ol 2EELE IPv6? -2 /b—FhihhERA Ay .

< MINEIRIEORY |Pv4 BRIA M S5 F/ok SN BIRIE RS | Pv6 BRI WS- 21 SR B4 FH i 2 1 i A
SEAR A FRE TSR AEATA FAS DT ), TSR FE. BAREBARITEA A PO, (HASE TP
<11 P 7 T e 5 B | WO 11PN e/ MRS = 817 3 1 2/ WK s R N 3 A 5 P /N 9 s B2 2 E [ o
W W E ) DHCP, WJCiERC B e O T3, BN BRAER i (b2
data-interfaces, 1S F— /N ATRES#HIC H DHCP AR 5525 1) 4% 1 78 5

« MINEIRIEORY IPvA BIAR 2 A/l 3@ 3T DHCP. BEBRSFHARFKERS IPv6? - W L AH%E
A5 P ESH e 2 1 i A B D AT A BRER VT ), 1R I DG RCE R data-interfaces, RS IR
R IR, DRI T K e R U ) B o G A A R D AT B AR VT 1),
NAEREEE 1/1 4% i & W o6 TP Huhik .

c MREBHMBESEEYN, FEEMEE - DR CE Y SSHIER, HAYMBEN TN T 1P
Hohit, JERCREWIT . AEHDET TP UREAN S 6 BRI TIE R . SR G SR AR I

s KHERIGE? - AN & UATH EHA 0. [FIERREIRE S S Firepower W &5 18 .

* LB AOER? - USRI AR TE BN BB KA AERIAR B B s KBS R AR 2
BRIEASATIORCE . VERE,  FAT B R SRR M e 1 PR D7 )

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
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Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::357]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Tl 2 R A B SN A ) A B R

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display _name]

Note WEREAT R CDO #EATE B, E /A B H] CDOA: 1 configure manager add iy
£

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE!} - $f:& & # .0 [) FQDN 1k IP
blo S R AR E R F0E, 1 DONTRESOLVE J47 € nat_id. S /DH A%
2% CERErbCy B g BA A AT RTU7 [0 1P ik, A fede iy S84 2 1) 37 XA TLS-1.3
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SEUGEE IS . R 2 P82 DONTRESOLVE, U FTD 4048 0l i i) 1) 1P #hk 58 4L
.

* reg_key - 15 E LR — IR TRV, VBB BN B AR B b EAREE . TENE
A 37 M PAT. AR TR (A-Zy a-z. 0-9) FHETH ().

nat_id-5 2 SR BRI ME— 10— IR PE R R Mg B AR 25— 7 B $8 e U7 [ ) TP kil ok
WL, WHBEAE E Rt bBdgee. B, ik &gl %5 DONTRESOLVE,
TR, WA RO O AT B, BT E T IP Hihk, R 5. NATID A
i 37 N TR RET (A-Z. a-z. 0-9) FEFSF(-). HID ANEERT
A AT A T A B 4533 M 3 A5 BE AL

Note R SRR QBT R, RS IE R R TR 2 T AN TP Mkt s D520 R B SR
B A ch0y E3BE NAT ID.

display_name - {1 show managers fir 242 it H T W b8 B ) s 20k WK CDO Fr

B K AR LA R 7k 2 — A B AR U 7R £ R
* hostname | IP_address (11 R A DONTRESOLVE K

* manager -timestamp

Example:

> configure manager add MC.example.com 123456

Manager successfully configured.

Example:

U AR PO T NAT W 5, I ANME—f) NAT ID LA M4, Jf45¢ DONTRESOLVE
([ 1352 501 = 17§ U

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Example:

W A A7 T NAT W2 )5, TEHAME— NAT ID DL & EE 0y IP Mok sk EHL4%, .

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

WERIEAT ] CDO /RN TR IS, IFA R OUK AL 2 B B b HI 200, e A B3 A5
Flh,

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Example:

PAUR7- B B CDO AL B s A AR ) CDOME R AR i i %, SRS AR “ 70 ATr-FMC” 8R4 F
T T A A A8 L
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> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natidb56 analytics-FMC

Manager successfully configured.

(Optional) it B FH /8 BLES U ] () B 4 11
configure networ k management-data-interface
I, RGN B 7 10 B A I 2% B

Note fE A s &, N G o o W] SSH DS i B 11, JEE T Re X WIT, &
WA R G i . A7k SSH HVAMTENE B, S0 T 3.

WS LD MR My & M TEAE B o SiES AR U B8 S5 1 347 2, on page 4.

o WSS AR O AT B, U R AR A SR VA ) DHCP. WA AEI 46 e & A R
T-ahisE 1P Huhik, )] LL# I configure network {ipv4 | ipv6} manual iy 437 B3 E . Ffifx
ez 5 BRES VS 02 VAL AN R -9 b, DA b B ph 1) Ao o SRS g AR 5 B2 11 )
KV E A data-interfaces, I8 7 EIREE S .

o 0K B A AN E] B R LR, F L SR ORCE, ARELUNRE: B0
ZFRAIIP Huhik . W OCHR A HH. DNS R4S %5 M1 DDNS R4 85, Kk DNS R4 25 C & M1 E 40 (s
B BB N A EF R, ] DURY JE G FE S U7 1) AT e, H A R T
ANEBHAE B Bl R b0y B A . WO R, B A R
configure policy rollback fiy4 LA & LA 135 .

* WK BCE DDNS 554 58T URL, W Bl il <5 B 8hds ok B Cisco S5 EHR CA THFREL I iy
HEECAUETS, DU Bt nr LA UE ] T HTTPS 4% 1) DDNS IR454s ik 1. mubrBifE 52
F#{# H DynDNS 2 API #{3t (https://help.dyn.com/remote-access-api/) [FJ1L/ DDNS AR 4525 o

o Sbry A E A e 1 DNS e g5 4k . B A (848 configurenetwork dnsservers#ii4)
T IR B DNS RS- 28 H TP B & . %3l DNS %5 %5 H T DDNS (R il &) suEH T
WG VIR 22 A SRS
76 BB b, Bl 10 DNS IR S5 2878 o2 It S b A8 10T 65 0 S TR i . 24 18k
ST AE SN E] B E L B, AH R ER IR, JF H DNS RS EA ST I B 6 5 R
EE, 0 SRR SRR & W SR 2 B4 0 5 DN'S FC B 1) Jaip B A, U2 K 78 o AN i
BATR W B E S v B UCEL Y DNS & ¥ s, D e g [ 20

UEAh, ACUTERIURE T &0 DNS R458%, B0 A R B A DNS IRgs#% . i, ki
A A B2 LV E M T 4%, {ELB S 4 configure networ k management-data-inter face fir 4 it
B D, WA BB L T T CE AR LR (UH5 DNS kg4 . LUMELE FTD
Hc B VL .

o K BB EME R AL 5, SR DURR AR B R SO A B 1 e ) — R .
o REAE 20 3 P RCE ) FQDN K Tk 1.

o BT LLER A ST PR BRI R SR AT AT (IR USRI 4G YA
BUE W BRAFR A e
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R

o BARIHORA PR, %I\ configure networ k management-data-inter face disable fir4.
Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) PR Sl ZE4Y i W4 28 130 ek B 5 10 U 1) 5 B 2
configure networ k management-data-interface client ip_address netmask

BOAHOLT, SRVFITA M4

What to do next
R Aty | =g LI RN
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AcEEMEO

T

IR AT B T HOR A WS L . R &GS —AEHE N, W, Firepower4100/9300
F Cisco Secure Firewall 4200, v DL AN Fi44i & 8 HiZ3 10 .

FHia Z |l

B A A O, AT FHihS BRI . 32 (Cisco Secure Firewall
Management Center £ 2 F5H) -

iz
JA SR AN B LU D AR L 1

configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

s n] LLIEFRAE ] configure networ k management-inter face disable-events-channel iy 425 145 Bl %

F PR ANE RGO, B e 2 ull I L w3 DUAOR S0, W oeH], AR

A T H T, B il i B DO IEHAT .
JCVA RN AR P2 10 (S S A A FEE T
TP

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

TC A4 1 1) TP Mo
S AT LU A LR OV T AN R B R4 v, m) DA T [A) — [ 2t e
a) MCHE IPv4 Hidik:
configure network ipv4 manual ip_address netmask gateway_ip management1

R, a2 gateway ip H T A& G BRI RS i, Bk, S8R5 O 4 management0
OB EAS N FAFE OB S A B o A SR IEAE 5 8 B VAN W] (1) 19 2% E A
PR O, FRATE U A T D A i F A B

5l

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

weegE I
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b) AL [Pv6 Hitik:
* RE HBIHE
configure network ipv6 router management1

il

> configure network ipv6é router managementl
Setting IPv6 network configuration.
Network settings changed.

>

s FEhHLE
configure network ipv6 manual ip6_addressip6_prefix_|length management1

Tl

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

PRI WER PO RS b, WERE D S SR DA A th s I, A U O o e B

155 BRIA S HT LA .

configure network static-routes {ipv4 | ipv6}add management1 destination_ip netmask_or_prefix
gateway _ip

ST BN B, EZ A4 244 configure network ipv4 BY ipv6 fir A, HBET EERIA
P E PG IP Ml GES P8 P2, 525 50

TP

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211
Configuration updated successfully

\

PORERASE M, i show network-static-routes (A E BRI ) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0
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Add Device &

Select the Provisioning Method:
(@) Registration Key () Serial Number

| CDO Managed Device

Host:t
10.89.5.40 |

Display Name:
10.89.5.40 |

Registration Key:*

Group:

None 2d |

Access Control Policy:*

inside-outside v |

Smart Licensing

MNote: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.

Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

PRI WIS 2 TE RSN B A B R b0 S AU T b, 1T CDO RE R & .
ARG BV B AL B E, RO EA T CDOE B, &) Akl iX 20 %

wEERE
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& 10: 5 CDOF IR %
Add Device (7]

Select the Provisioning Method:
®) Registration Key Serial Number

CDO Managed Device

Host:t
10.89.5.40

Display Name:
[10.39.5.40 t |

Registration Key:*

Group:

None *

Advanced
Unique NAT ID:t

test

Transfer Packets is configured in CDO

I Cancel |

FEA  AAENTE,, WAZRSINBE R P ks BN .

BEA I THLA 2 52 A PROE S O AR 3 DNS Al b 943 2% TP Hutik (44 5% SR M 2% 1] DHCP ok
Jrc IP Mk, AT EALA AL TP ik,

75 NAT g, AR VA I 7 B rh OV BRIN LR A F 0 ) TP ik sl L4, )

A RETC TR HiR € WA I TP MUk B BN . A OGTRAME B, THSINAT 3058, 25 7 1.

pEa s FE g B Al PR R, A A DAL T NAT Z A i, SE7eh ) 4 B0
VEM B, WAAZAEEM (Host) 7 BUHHRE — M.

FIRS  ERTEARTBCD, WAL GO BRI B AR
W6 (EMEBERA TR, BRI A BB O B DA 1 R R A R . TSR A

—RPERE R P DS TR AT E TR ()

CRIE) R LS N2 BE 4R

PRI 05177 1542 5l SR B LUAE L IR 30 B e e, BB — ST SR

R B PTIEHS AN MR, T R XA R Z AR RER IR A, AR VFRIAILAC, S
BRI #esh 5 IR IR B AR RC B AT U o TR T EURMUIN RS , T alRe e B 8 2B

B9 LRV BB AV ATHIE

N
SN

A 2
S S

Ni
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B =ecoemmEamesRmne

FERIN A% )G, Al LI ER S (System) > ¥ ATIE (Licenses) > & &E1F AIE (Smart Licenses) T [ W ]
ARTIRTIEN

X T threat defense virtual , #0£ LA FFEEER (Performance Tier). J# LK/ gV A T
B R T2 . AR BN I BAh FTDvS0 5. A3 55 1] F T threat defense virtual
HITE B4 B VAT IE AL I EA 5 S, 152 (Cisco Secure Firewall Management Center & # 5 )
(¥] FTDv VF RIiiE .

R W YL FK threat defense virtual F+2% F 7.0+ i, nLL%ES FTDv - &2 (FTDv - Variable)
R ARFE 2 AT (R TR S

0 R B 2 M A T NATID, (2 B4R (Advanced) #43f7, i/ ME— NAT 1D (UniqueNAT
ID) “7Btrha AAH I ¥ NAT ID.

ME— NAT ID (Unique NAT ID) $& & LRIt — 1 — IR TR 45 8, 55— 7 R $e 8 nT & 11 1P Mk

sENLAR, Gt n] LAY B B N A& AR & T/ a . B, W SR £ 41 (Host) 7B 2%,

WUy ST, n A AT 2% B TR B, RIS S5 7 1P Hihik, tBaAZiidR e’ s . NAT

ID AN 37 M. AP ERE TR T (A-Z. a-z. 0-9) FIEFR (). I ID AHE

FHAT AT Ho A B Ay 3 A BE AL

iR R A W% LR DB T EE, AR IR E T RN TP Mk, -t Db 20 ] A 1
M FHH B E NAT ID.

e AR LR B S e AE LA Fe VAR s G A i 21 A B PG
BRONTEOL R, kI E o i RAe a8 A b T fik & 1 IPS 58X Snort 55444, e 4 S o
B I 0 2 A i B A B OB TR I . R AR FH e I, R R SAE BB O, A
RALBHE B H A o
riii Register
B H O] BE TR SR PN 2 BRI IR B £ (1) BT LIS o W RV EN L), R B .
TR NRI, S E B WA R R . W BRI, TR A DA I
* Ping - Jj | %45 CLI, ARJ5 A LA T dr4 ping & BEH Ly IP Hihil:
ping system ip_address
WK ping ANEEL), A show network T4 25 W £ BB 1 R il S 5 O ise & 1P Miuhik, A
configure network {ipv4 |ipv6} manual #r4 .
* VENFE . NAT ID #3 B IP bl - B ORAE PR AN B E AT HA [R] R H 3 5H AT NAT ID - (g
HAEHD o wJ LR % B8 configure manager add fiv4- 55 VM5 40 Il NAT ID.

R 2 HERR (S B, 12 W https://cisco.com/go/fime-reg-error.


http://www.cisco.com/go/firepower-config
https://cisco.com/go/fmc-reg-error

| weeE
ERFse (EEmaE) seesnageae i

ERFSIS (FEMIRAE) Fig&Rme/EEP 0
S AR, BT DT85 R A i B A oty I TRRE RS BT TR s .
Firhy 5 Cisco Defense Orchestrator (CDO) £ i LS B ThfiE .

P AR, RESPRE IO ER, AR IURRCEBUE, s i £ h 5
B A X THER, WA R DHCP JIRS5as . U )42 1 SR ol 2 A DX A FOAt e B R

o LRI 1/1— “4pi” , 1P Hshik>k [ DHCP. IPv6 [ 3 E
o LUK 172 (E%tT Firepower 1010, 24 VLANI1 $11) - “#” , 192.168.95.1/24
 BRAEE 1 - WL AME: 1 E Y DHCP 3R
TR ITC A SCRFAEAF B SR A
AT A BRI A SCREm T PR, R R4l ic 4 F DHCP,  £icdls 422 VR iy o] P EAN S Hy

DHCP.
TR AAE L FIEAT 7.2 7.4 BOE SRR S B2 S0k (FE 7.2.4 207, A EEAO A400A] 4
FFUiED

* Firepower 1010
* Firepower 1100
* Firepower 2100

* Cisco Secure Firewall 3100

FiaZ Bl
o TRV A OB B et . TR OGE T e st . TOC B w) LAAA ] 4l i,
HARE T 18 M) 5 &
 ERAMEE OB R O, LRSS VT ) LB . dn SR AN R D AT B AR S, T
[ I B4 32 15 G A 182 10 )\ DHCP $RE TP Huhil,  JUI4M 3042 1116 2% b AS IE
AT BB FRCE T 20— s, DU A B . ASRESEFT CDO
RN N W

o WA BA AL 1P Hidk el FQDN, sl @A R, 58 Erid0 WE AL IP
HE/FQDN Canf b5 A dbury 73 O 1P bk AR B, ©7E NAT Z)5) , DMER & TEIK
A HER:. 1S R4 (System) > BLE (Configuration) > B2 885421/ /8] (Manager Remote
Access), I LLZE LRI ZE CDO H L B A 2L TP Hutik/FQDN.

o PO ZRTE N B RE AT PGS . A R PP VFPRERL AL 88 T, (HRRVFATIERI, ks
TCARIS IR, H R -

© WERSEM T M TPva 1B 36 BORILE 40 TPve,  ILAZ5 I Bk OB M B4 o

| weegE I
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UK

gggE |

TR AP SUS BRI, L LU N TR A, B ROERUA, R AR A R AE CDO s

e

a) (&AL L, wEEiRE > REEHE.

b) A AR FRER, P R

c) RiliF5IS (Serial Number) LR EC /7725

d)

e)

B 114275 SR &

Add Device (7]

Select the Provisioning Method:
Registration Key (® Serial Number

@ Step 1: Create Cisco Defense Orchestrator (CDO) and SecureX accounts
CDO and SecureX are cloud services that are required for serial-number onboarding.
If you already have separate accounts, you need to link them. Learn more
If you don't already have accounts, perform the following:
- Request a CDO tenant. Learn more
- Create a SecureX user. Learn more

@ Step 2: Integrate the Management Center with SecureX
SecureX integration is required to add an on-prem management center to CDO.
SecureX Integration

o Complete above prerequisites before registering

Cancel

B¢ CDO MK,

iR QR O AL SecureX F1 CDO JK P, W FT SEOCHRIZ LK 7 o A7 G ORI 7 IR T
4045 B, 152 fhttps://cisco.com/go/cdo-securex-link o

WERIEE AT, AT LR Ak

s IR 2R (LAHTFRY SecureX) KMo A7 %W 64 CDO I &, 1525 CDO 3L
*é/ o

* i3k CDO 7. AR CDO ML IS B, 1S % CDO FY .
B FR 5 RS (BURTFRY SecureX) #E. M AR B EIPL A 4T FF SecureX &
A (SecureX Integration) T2

it ja A SecureX (Enable SecureX) T S B W AR 0K, ARG s BB 22 42 IR P IR A
RIS o A PRI DU AR ¥ A bR P RHLE

KTVEANEE, 520 (Cisco Secure Firewall Management Center 45 FLEE ) [ “fi F 4 L
AT 7 — =


https://cisco.com/go/cdo-securex-link
https://cisco.com/go/cdo-securex-new
https://cisco.com/go/cdo-securex-new
https://cisco.com/go/cdo-new
http://www.cisco.com/go/firepower-config

| weeE
ERFse (EEmaE) seesnageae i

CDO 2 AERUKE A By 5 MR 2 RN B A BP0 o CDO i S48 s n 4
Bl DMEREATRHARMAC. CDO M 4 B O SCRMUR TR es . AR T R&. &
A5 AL RIS, BLRAE XA B A L.

pE s PTG m Al R, EOE R R b O 5 AR 2R
0 WREAKRITIF, s EBh CDO, BfEHAE K hitps:/www.defenseorchestrator.com/.
fififk CDO AR 3t & 11 BB B L

%
&
N

7£ CDO#ZE#|E# (Dashboard) (https://www.defenseorchestrator.com/) I, siilig{ A (Onboard)
( 4+ Onboard )

N
g
w

Eds FTD Wi,
12: FTD %0

FTD

Cisco Secure
Firewall Threat Defense

B4 EEHN FTD & (Onboard FTD Device) hi#: I, AdiERFFIS (Use Serial Number).,
B 13 {EAFIS

TD, | {, Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
2 — manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onboarding. Learn more (£
Firewall Threat Defense

e 8 = [=) =
O A2LE
- Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.2+) {cdFMC: 7.2+, OnPrem: 7.4+)

LIS {EIEFE FMC (Select FMC) H, WFIIRIEPEARRE FMC (On-Prem FMC), #AJ5 st T—# (Next).

weegE I
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B srmsie EamER) BeeFnaEEsL

[& 14: 3% FMC

o Select FMC Select FMC @ For more details, Click Here

Select b I

Cloud-Delivered FMC

Firepower Management Center (Recommended)
Connection On-Prem FMCs (7.4+) @

FMC-Securex-Onboarding-1654149835633

Password Reset

FMC-Securex-Onboarding-1658238180734

) : FMC-Securex-Onboarding-1681247022480
Policy Assignment

FMC-Securex-Onboarding-1681762232392

@ 0 o

Subscription License FMC-Securex-Onboarding-1681830086235

Boulder FMC 740-48 1543

Q

Done
+ Onboard On-Prem FMC

iR R BEE T AL TP Hihiksk FQDN, M 7E LR 5 B,
& 15: /> 3£ IP 3t /FADN

o Select FMC Select FMC @ For more details, Click Here

Boulder FMC 740-48 1543 -

(IP/FQDN: fmc-techpubs.cisco.com)

@ Specify the IP/FQDN value unless the FTD is publicly reachable, running a version older than 7.4 and connected with the data
interface. Click FMC Public IP to configure FMC's FQDN.

R EEAE A~ J6 TP Hihl/FQDN, B sl 4 24 D AT 24 iAW) &0 TEA I IP
Hihi/FQDN., %77 L it FMC 24t 1P (FMC Public | P) Bk ¥ & 4 #i b0y A 35 1P Hy
HE/FQDN. 0K 2 LR X UEHE .

[& 16: BL & FMC > £ IP/FQDN

Configure FMC Public IP/FQDN P4
Selected FMC: Boulder FMC 740-48 1543

Provide FMC Public IP address or FQDN

IP Address/FQDN

fmc-tech-pubs.cisco.com ]

FQDN preferred

O Specify this value unless the FTD is publicly reachable, running a version older than 7.4,

and connected with the data interface.

B osses
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iR X1 ROy ] PR, I TR AR A ) R O R AL TP Hili/FQDN. B4
REAL T CDOKUEE A ; 877 BAE i B b O P TR . 1210 R4 (System) >
> B & (Configuration) > &1 8% T 278 (Manager Remote Access).

PYR6  fEEEHE (Connection) 1, HIABLAMITH S MIB K AFR. mifiT—F.

[ 17: 3% 5%
o Co Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
h ill h
[JAD253SUZGB } [fp-1010-'l| J onboard, then CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running en software version 7.4 or later) are supported.

N
>
~J

fEBEYEE (Password Reset) ', miiliZ... (Yes..) o AV KB IFHHIB =, RF LT
—% (Next).

XTSRRI A B IR T I

pE WERIE R SOE T BRI R E T#, JF HB0A DA R Be i)y U il e,
NIEFER... (No..) T AVF2 I E 2SN AN, AT AR SCE R B, Br
ARG T 2L BT R .

[ 18: ZFHER

® Password must:

- Be 8-128 characters

- Have at least one lower and one upper case letter
- Have at least one digit

- Have at least one special character.

- Not contain consecutive repeated letters

e Password Reset

(D Please review all the prerequisites for onboarding with a serial
b
number. Learn more '

(2) 1 this a new device that has never been logged into or

configured for a manager?
@® VYes, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, cnboarding
fails.

New Password Confirm Password
[ivvonsass N %)

O No, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI

Important: If you select this option and the device's
default password has not been changed, onboarding fails

PIR8  (ERMESEC (Policy Assignment) H1, AT $32 L e Sk £V USRS . SR R AE B
O BISINGENE, NS B ) A E L JRR NS . R T —4.

g
|
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SIE9

$IE10

& 19: 3K e 5 BL

»
€Y Folicy Assignment Access Control Palicy

[ Default Access Control Policy ~

Next

7E3T B ¥R AT (Subscription License) 1, A&k FVFrliE. AdiT—F.
[& 20: 3T A iF wTHE

©® Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense (& File Policy
B urL URL Reputation
RA VPN

Next

7ESERX (Done) H, &I LA CDOH B R R &N INARAs ;s BN S HITE EEidL I,
& 21: TR

,& Don Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

5B, WRSHRINEREZ B (Device Management) T 1. 74 ] DL S A5 35 28
(Goto Inventory) #%& CDO W\ ¥ 4. HJ7E CDO i Mo rh A B AHL B8 bl %%, LIts,

FEANEREE L AT ALY, CDO 437824 DDNS $2H 75 FF3AT LA N #4E
* {# ] "fmcOnly" J5{AE M3 ] DDNS. 17 AN S 172 1 i A 750 4t 4%
o A5 LL R ML W 48 TP Hidik:  serial-number.local .
o PROLE) A E G (1 TP Mkl ARG, DUERKEE LA ST IEARIR TP M
o WP bk AEARAE (G DHCP U SR WS a) 8 B bty ROEm Al .

WA B 1 B AT LA AC, WA SCH DDNS. A B 2] AT i), DME % e g K
R



| weeE
wmamagzas [

T LLREAE ] CDO f1: 5 DDNS #2473, thn] LIRS AR 2 B A F ) DDNS g 5 5 B0y Foh oy
%o ARVEAMEE, WS N E 3)4 DNS.

WEAR AL MR, WS BR85S bR ) JE R, 55 114 1T,

BilfaRmBEEP.0

T LLKS Firepower 4100/9300 ¥3 I B0 o A FEHLOFIHLAR AT LA MGMT £ 1 =2 gl )
EHER, EEPOOREENUAR YOS TRV . T RCE, 4T Z44 F Cisco Secure Firewall HLAR
LSS B FXOS CLI.

N

I %I T Cisco Secure Firewall 3100, , & M8 & AE R #0 0y 2 SEIRE i RE P 52 . TH 2210 3 FH 2 5K
B . A2 LB AUE, ES K2 SLBIUER IR L,

UK

SR Tl G e ] SSHIERE E LA FXOS CLI.

PIR2 REFH L,
createdevice-manager manager_name[hostname {hostname | ipv4_address|ipv6_address} ] [nat-id nat_id]
RYUK PR B AN .
T LT A A B fr 2o Jo# A H] commit-buffer B af 37 52 b iy 4

* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
BRI AR AN GBI BRG] () IP ik, A REAE A2
(]S ) TLS-1.3 I (IR IEIE . W AR ARAEIL A& TP 1€ hostname,  TUIHLAR 24201 AT T
i (#) 1P #ubk sl =ML, JF HAeZidE € nat-id.

nat-id nat_id- $& & LRI ME— I — IR MR AT H, FEMIHLA I — 5 A i mT U5 1) 1 TP ik
s ENLA, N EAE A E L U DR e e . ARIEAEE hostname, U DAZ &, (HIRAT]
AR ACE NAT 1D, RIMEETRE T N4 80 IP k. NAT ID NS 37 NP A%
FROFEFRET (A-Z. a-z. 0-9) FUEFSF (-). Ut ID ANEEH WA A0] 2L Ath 15 £33 A 21
BRI

* Registration Key: reg_key- RGUKFEREH N IERM — MM 25, 7 UAR IS 227 45 21
hul B . EMEIASELD 37 M. BT (A-Zy a-z 0-9)
HIEFFF (<)o

3

T

firepower# create device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]. Length: [2-36]

| weegE I
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B snmamaigms

Registration Key: Impala67

HE3 E SO, NS P P Hukk sk RN AR .

a)

b)

d)

e)

WP & > & EE, Wnikse K> wmmEEE.

& 22: R hn#LAE

Device
2 High Availability
Cluster

n hassis

Group
B 23: kL FE

Add Chassis 9 X

) This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key*

Device Group

Select...

Unigque NAT ID+

winchester

1 Either host or NAT ID is required. Cancel m

{6 EHUNP 3L FER, BRI A1 TP Mk sk EAL4 .
RS FNIE T4 TP bk, AL IL B A, $5E€ ME— NAT ID.

1EALFERFR T BRI BB L b BRI B A R
FEEMESR TEBP, R KU ECE Dy i B O BN T A 0 R

M P R S . I LI & PR AT RE A () .

FEZ AR E T, JoR M T A, HOR U Fegs it 8.



| wegm
mre s 2% ]

ISR R, HUAR 2 E BTSN S AT R AN R, S 25T 48 8 1 d
AREMENA . — DR B Tk

f)  CAlE) KEHLAEAR NS R &4E.

g) MWRAENAE 2P AH T NAT ID, i I 1E ME— NAT ID FBeh ¥ AAHIF] (1) NAT ID.
NAT ID n] UL & TR PR RE R () o

h) £iili Submit.
PUAE A N & & > & B Il .

Mk (BUEEM) &

LR I R R e 4 R & S VR S W S L S o R 8

SO MR SRR A m T R, TS I e R M T

T A A %«
* SUI A RO RIZ B % 2 TR K T A
© NIREEE UM%
o WA 1 6 1B M TC 0 5 NTP A A B v HSCIE T, DR 15 % 302 [ A B 1) 27 B
© DREFICE A, DUER & ARLL b B R .
NAT Ml VPN, ACL 45 5 DAL 4 LGB AR FF AR

K VA T T T BIAR R BAN [R5 B by 25 S B0 ERMIER, PRI B & e s 5 1 R A B

FEMMBR B 21, V55500 T HECE, DU AEFORE T e I T DUEDR Y B R R Bl
) o WERIEBH CORFIUBCE, W e B B B

FUPHR e & S A CRAA I E S B B )G, BHR BN E, R4 RO ih L i
Wit
FHIaZ Al
FEHOFT NV B HECE CU SRR L HO AN 21 5 B rpol
c FHRAEE. WSS ABGIE , 2 50 it

UK

TR G E > REEE.
B2 EERUNTEM R F IS BE (D, AR SHHNER (Delete).

I weegE I
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& 24: pR

’

Packet Tracer

Packet Capture
Revert Upgrade
Health Monitor

Troubleshoot Files

B3 NS RO EM A

IR A I ] LU A LS
o )b A R TR A - W R AN TE A R NAT 1D, AT DA A B mpCa Al FH 3 A
BRI, 527 T, SRR EEE ], WU E A ENE S L. 155
B PUADETR BB, 5 107 UL
o VEMPEDHTG RO - BB A E L, 28 107 L.
o O WA RS - N BEL P)HE] W RS . B 112 L.
o MR BB I ANHR 2B BEAS - BAEAN AR & BELS IS 00 S DT s f b s B e O
BB , EE BB CLI H i H configure manager delete 4.

N il

115]%7:”] 11%2H
BRI R H, MM LI G5 % B EE RIS A 2 E 0. el LU B4
&Y IE N
R ] PR ) B AR IR AN, W REK S AR INBNZAH P . R BN & a]
FE, WS SIS IR ZA P .

i

PR EHRE > REER.

PR 2 R (Add) MR EH, EEERINLE (Add Group).
SR IAT (WAL, 1 Ak SR AL g (4 .

P& 3 i\ Name.

$IR 4 (LA AR % (Available Devices) F, E#f G2 G ERMBIBRAA MBS, s MEINAEH] Ctrl
5 Shift IEHZ G %

PS AURIN (Add) F Tk B SRR A .
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smsiEgsaize [

U6 HH, TR NS AL IR, A R A s A R (W

T

A E (OK) LA N4,

RAREHBENZF

IEROC IR GEAR R 2, A B alds b PO R AT e S ECCHE R G0™ EHUA . iFiLtE, AV
LR HAR R BIatr, Ss s ] RLEANRE IR H G IR K .
S LA MMESS LUER R H 8RS R 4.

\)

AR EPASIRAS, BARES R BICE TR O PR R R RO, fEveR LR E

T
FIR2
$IE3

PIF4

M eh 2 AT kiE k. RO AZhEBUER, JFNAE 15 20 Bh N 7

UK

HEFRE > REEIE,

BRI 5, i e ()

g & (Device).

B

o) et B (G .

b) HEFRIRET, BHIA R B A

U S E T

a) 1ERZE (System) #isrh il XiigE (@)

b) HIFRIRET, AR A EOC R A

c) WIRIELR KB TG G &R, AN KON HERG R BRBERILUT K.
System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

WERBAA T H G ER:, H%RRY 3 R LA R R G C KM .
KT ISA 3000, 5EMKHJG, R4 LED ¥4 K. Z/0%5F 10 70, SR )5 PR IT 5

weegE I
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B razzwenz

THEERFIIR
BT LR 3T A B KRt

o2
EYTUL TS, BAUR G

UK

TR G E > REEE.
T2 sl THOIRETIRRE %
FER3 LU N CSV 5 PDF kM B & 51K . LEFF T & CSV 5 T3 PDF LI Ml .

MEIXEEE
W& > IREEE NN EIRAL— RYE BRI .
o “UHFEHA” (ViewBy)- LT A ML VFrfUE, B RRASE D ) 47 i S A B 4o

© “WHIRA” (Device State) - #5348 AT LURYE B4 (KPR AR B A B o AT DL AR EbR 2
TEMB & 555 NSRRI Y ) 1 e 2 Ko

o “PR” (Search) - A LLE AR 24 AR THLAAEL P HublRAR R CRCE % .
o “UNINIEL” (Add options) - AT LAAS IS Al RS ARHEAIAL .

o “YniE AL AbIEAE” (Edit and other actions) - £F0FEEAN CUIC B (M BE A, AT 4t (4D Elbsok
G A SHORE . i BS O) EbRIERAT I AR

o “UiMIFEHI M7 (Access Control Policy) - i i 17 in) 25 il S M 411 HH 1 B 482 DL 2 5 305 38 B e 4%
) SR

I - B A 8

o U REREASS” (Packet Tracer) - 30T 22 AU G B ER 25 UUIAT,  DAETI I RS A0 (e A\
ARGURAL BB LIRS E .

o R AER” (Packet Capture) - L A A R AR DU, 0T DIAE I A5 R GE/EAb BEAL
B AL I TR AR o A A o

o “UKE T (Revert Upgrade) - Pk R IR THE e BT AL THE FIRC B o0 04 b4 VE g e 2%
P A BT T I RRCAS

“CIEATIRGLIE AR (Health Monitor) - 30 2 B 2 A TR G F I
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mimemgs ]

o B SCPE” (Troubleshooting Files) - A2 sl b lE BRSO, ) AZE L A b P AR R
AL IR R

* % T Firepower 4100/9300 F41Be 4, & MM& ) HUAEE FL 3 Web FU I 10 HERE

MR, RGO BN 2 AR A B M U . ST DU TR IR ok AR/ RS R, B
Rl E B d . B0, NEH4ER DHCP.

‘RETEIKE

%% (Device) WM LI E# (General) #04 o FRTIAE K.

25; ik

General

Name:

Transfer Packets:

Troubleshoot:

Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

F 2. “EM” (General) &5> FF

ST
10.10.0.6

Yes

oo ) [ Downied
Routed

MNone

Default

Disabled

Registration Key

FH

kil

EARN

R BB A SR AR

Pt il

WS B E TOR B B B R A B B

R R RR

T T AR AR s e E B SO, JE T A CLI A i o 15 2 [ A2 A
HOREHEBR SO, 2R 44 TURMIEE CLI v, 28 47 i,

e

BORB A I B LR B EREGERR .

GRS

BRI 2 ES Y. BREH CC. UCAPL F1 None.

PERENCE AT

OB B 7R A A% D FEPE REC B SCAT, Y- 15 B SR Hh BTG

TLS Jins ne .

7R TLS i g & 2 ik & e 2EH .
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gggE |
B srsmsmnss

FH 15 BA
B AL RVFEEH FHERSARE. WSS ESHE N ks, 3

49 RS HA PN R ARCE , 5 50 T,

BTk TR B N A DR AR 8 S (AR ) -

BT LR L o g L rh LR

UK

P LR RE > REEE.
SB2 EEBIR &SRS, il wE () .
$I®3 & (Device).
$®4 EEM (General) #orh, rih Hwig () .
a) HIAFLE WA AFR (Name).
b) EFEFEIREIEE (Transfer Packets) S HE LA s VFEE B Bt S A — A/ A by L.
c) R 3BFIERE (Force Deploy) LA IR 4 fif S ms Rl T 44 Pic B 30 2 21 8 4%
pE VR TS L RS S T T 2 I 0], DRA 0 BCEEAE Sl 7 0 0 8 T SR s R D) £
SEHEA

LIRS AKX BIBEHERR HAE, WS A SRR SO, G 44 TU R AE CLLEa Y . 56 47 T,
PIR6 ARIREFHRE B#1F, WS HRKIERTR S — 68, B4 TMFHMBARSICE, %50 1.
$IRT riitiEBE (Deploy).

T—%#ita
s BERCEE NG WS A E .

5 AR HERR SO

BT LAAEREANBE A5 DL T AT SRR 1Y ) R R B BB f B S o 6 T, S mT LUK T AT SCAE T 3K
N AN GO SR T LGSR A ISR I B H A5

81T UM IE & (Devices) > & % &8 (DeviceManagement) > E% (3) > #B&EHEFR 3744 (Troubleshoot
Files) =5 b fih 5 S A A2 i

UK

TR R RE > REEHE.
TR2 Ll EARNRAFILN RE (L) .
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| weee

FELHHE T, WREAERI T, WARGE SR ETIH.

W3 il 1% B .
WA W ABTAERE RAERH &
a) 1t BM > HWrEHRR 5, i BRE.
& 26: A&

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:
b) RSN EAER HE. M TER, ER’ET,
FEEHATHIN SRR EE .

el |

sEF

10.10.0.6

Routed
None
Default

Disabled

Registration Key

ETLLE R FRA R & SR . 4
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T

[E] 27: 5 BB HERR ST 1

Generate Troubleshoot Files - 10.10.0.6 X

@ This operation may take several minutes to complete,

the status can be tracked in Message Center Tasks.

Please select the data to include:
All Data

SO0

Snort Performance and Configuration
Hardware Performance and Logs

System Configuration, Policy, and Logs
Detection Configuration, Policy, and Logs
Interface and Network Related Data
Discovery, Awareness, VDB Data, and Logs
Upgrade Data and Logs

All Database Data

All Log Data

Network Map Information

Deployment Logs

c) miiiHE R (Generate).

SRS LRI H R, e B > EHERR H, s T

[E 28: T %

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

LIXF
10.10.0.6

Yes

Routed

None

Default

Disabled

[ import | [ Export | [ Download |

Registration Key

B osses
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H &R T BB o L

&E CLl i

T AR — L€ SO CLL S, 3 B R R ve 2 s b . 48504 m] LU AAE AT show fir 4
IFEH .

X8, PUTEL Fiird:
* show version
* show asp drop
* show counters
* show int ip brief
* show blocks
* show cpu detailed

S T B AR 1
* show running-config cluster
* show cluster info
* show cluster info health
* show cluster infotransport cp
* show version
* show asp drop
* show counters
* show arp
* show int ip brief
* show blocks
* show cpu detailed
* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
UK

TR R RE > REEHE.

| weegE I



B zzcusy

TR2 Ll EAGNRAFILN RE () .

FERA (L EH > MEEHRR &%, midi CLI.

fEZ AT, WAREAERI T, MRS SRR ETIH.

HIRI piali w & o RE

29: CLI

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

=xport

sEF

10.10.0.6

5 Download

Routed
None
Default

Disabled

Registration Key

AGR wor CLI BBEHERR XHmHE, b edutr e X CLI.

"

ot

B

Z |
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[ 30: CLI ¥ FEHERR

! CLI Troubleshoot x

>_ Command: = Execute @ Refresh [ Copy Device: 10.10.0.6 v

> show version

t Defense for VMware (75) Version 7.4.1 (Build
-11lee-bba2-94bd27c70dad

ty Applia vare Version 9.20(1)100@
m Version 2.1 )

builders

—k8.bin"

firepower up 1 day 15 hours
rt-up time 4 s

Hardware: N 92 MB RAM, CPU Xeon E5 series 230@ MHz, 1 CPU (4 cores)
Internal ATA a

abitEther
tEthernet@/4

PYRG (L CLI BBEHERR XM, BErT LLpAT BL R TS5
 fE e TP show fird, SRJE AT AT BT A i DR N2 A 1

* sl B DLEDPHE AT HiE L) CLL
o riiln EH1 DR S 2 TR L.
< XPTEERE, WM IRE T ARSI R R AL

1B 6 i Close.

BEESEFE S —aRE

[t TN W23~ L W ol 0 0 w1 L SO T B R I R U T

fER T

FHia Z |l
k-
o YR E b U9 A0 9% 205 A R I8 AT R RRAS IR A«

 YEHE £ M ST. Cisco Secure Firewall Threat Defense i’ #5 5% Cisco Secure Firewall Threat Defense /5
] FYERS .
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o FARBEA AT S B A 2 o
o VSR b Jalip 9 A8 o5 FLA AR R B i B 1

o VSR b B 91 1 v 6 (R 17 K B i AR ] - i e o

* VSR bR S0 B A v 6 (1 2 A A IE B PR A [ o
o VSR H A S B A 1 6 A [ — ko

o VS H bR BB B A v A EORAE HEATIE AR
UK

TR R E > REEE.

T2 RSB SS, mid g () .
T3 il &

FRA AEERAH, PATUN AL

« i RENREEE (X)) LUSRERLE Wb B A S BB A . RN E R E I,
MIEFRIRE TR AR R PR

R EEE () LUSRANLE A T & I 4. A e R EE T L,
M BFRI&E 7412 i £ 52 i E 1 H AR %A
$IE5
L

FI6 fLE.

(A6 kT EEHZ %A E (Include shared policies configuration) 2 X HE LA 53 50
s N el S . NAT. P& % & Il FlexConfig %) A 7E 2N £ 2 i) 3L,

R LAAE T R i) 255 (Tasks) W% 52 il 46 i BAT 45 IR AS

5 [p

s AR EAL S A )a, S BRER H A B LAORCE, TR B RS R H 2 H A i

e IR BAL SR, TEUH bR AL R LA
SHMSNREEE

T8 AT DL H B 46 DT b TG T AR e LR, AL
s N

© IR

* B

gggE |



WEEE

suansagsiE |

+ DHCP
* VTEP
P S0ES

BRI, T DAZE LA e B A E AR (T
© FE R AN BI I BP0 — 2B BB IR R A, AR A S 1 e
Lo BRI HEATLLS AR T
- FEBRZ RSB - SR IR EN B I, R R R U A A IORE B b b R A7
SRS I AR ) o A YEBR SR T SRR K % bR G (T A B
%, IHHE R AT,

o AT - 0L 0 5 B 2o B A 3B AT P2 SR, T LS A B TP B 46
B, DS LRSI
o FBVEMR A - R ATE D R A, (R AR, AT LS AR

Ho

THZ L E .
s ARKICE AR — 3% (UUID ALRD « BEKIE AR, BIAEZ[H
— RSt

* T AE T AN R TR B SE Aok o RIS ATIRIRRAS s WA i 2B UL
BB R IAR B I, F bR B RS 2 AR AN AT ] o
* WERRIBAAE, RGRBAIEIZN S . MR GAAAE, BEAR, ESH L.

F I WRENBRIE

158 S

FEAE AT I 2RI | TR 5.

%,

FEAE BRI R | 4RI LA 5 bl B IR A . T BRI S .

HIXIR B S BIEEAS. DI, AR (AR e D) A
T (B, B et RICH, A OJR R 4.
Bt At g MMEGORR, ] 5 TR 4,

X G R AL IR AL

i

TR LR E > REEE.

weegE I


management-center-device-config-74_chapter32.pdf#nameddest=unique_46

B stnsazems

SR 2 EEGRIR#L, d wmEE ()
3 it g
PB4 FHAEE.
a) 7EEM (General) X1, siidiSH (Export).
MNSHLEERE

General Fahary
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: MNone
TLS Crypto Acceleration: Disabled
Device Configuration: [ Import I|:x_—0|‘t|l Download |
T

ARG ERINT . TR E (OK).
32 NS H

Device Configuration Export

Device configuration export task
initiated. View the progress of task
from Tasks view.

AT LIRSS (Tasks) TP E S HIBEE .,

b) 7Ei@H (Notifications) > 155 (Tasks) viji b, kS H OsEm; miTHSHE (Download
Export Package). mi#, #&nTLLATE M (General) X3k 41 ¥ T3 (Download) %4 .
E 33 4TS

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ success

Q Device Configuration Export

essfully

pdalalammill=] 2 aren
Download Export Package

RGPS TR, S R T EEEE (Click hereto download the package) LA
HERAE SO, ARG S AN (OK) DLIE H X6 EAE o
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E 34 THHRHE

Device Configuration Download

Backup taken on 03-Nov-2021 01:15 PM is available.

Click here to download the package

sams gsrs [

PES FALE.
a) 1EE# (General) X, mMiiS A (Import).

B:SENEEERE

General

Name:

Transfer Packets:
Mode:

Compliance Mode:

TLS Crypto Acceleration:

Device Configuration:

RGP BRI RIS . Ml (Yes),

PSR AR VR SCAEANFD
B 36: SN NGRHE
Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

B 37. SMERHE

Name

R DeviceExport-0434ef00-15bb-11ec-bb94-93bdde3ad19d.sfo

RGN EINT A Rili#iIA (0K).

Yes

s ary
192.168.0.197 FTDv
Yes

Routed

None

Disabled

|| mport || Export | | Download |

Wa FMBICEN (I JE2 sfos TR,

weegE |




B ssvmies

38: HINFN

Device Configuration Import ‘

Device configuration import task
initiated. View the progress of task
from Tasks view.

AT LAEAE S (Tasks) B & S B .

b) EHESAME, DMEAEFIAMHNE. £F ML KBE (Notifications) > £ 55 (Tasks) W jfi I,
MERESANRE (View Import Report).

9 EESARE

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ sw

@ Device Configuration Import

ations imported successfully
View Import Report

WEEESNIRE (Device Configuration Import Reports) 5L T2 fit il F 4R 14 14k .

Cisco Firepower Management Center

Device Configuration Import Reports

Device Shared Policies Device Configurations

gﬁ;ﬁg};jﬁ;ﬂ;ﬁ' Report does not exist Device configurations import report

mERIVTAIEIR &

7

=1

=

2

& #% (Device) UL AYIF RIIE (License) &7tk A e Ji HI A VE AT HIE o
W RAE R B O B AT I VE R, AT BUS A B VR RTHIE .

i
HPRE > IREEE.

FEZR F A VP ATLE M B4 5, Rl SR8 ()
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sazgee I

F$IE3 g E.

$IB 4 /EIFATHE (License) ¥, Aili 4wig () .

IR S P I I HR O A2 W A B FH RV T S50 1 A I AE
FSIB6 HRTFE (Save).

BEERFER

& (Device) TLIHIM “FR4” (System) #0 Wn L RAEEEE, W KPR,
o m] DASG PH BB ) Bl s 4%

R4 RFHORTR

FH 15 BA

RS S B LS AR

F#41 (Serial) B I 51 5

IS ) & SETIEX RIS

X BIREIX .

Version S B BT AR A RRAS o

IS T RO (R I DX B | e K T AR A (], DA A1 & BB P € I X O 7

EEWNG|ZE

& & (Device) TLIHIF “A 5148 (Inspection Engine) #4343 i 7~ 145 (1) 15 4 /2 48 ] Snort2 I48 /2 Snort3 .
YA 8, EZ 0 (Cisco Secure Firewall Management Center Snort 3 it &5/ )

EE:LZ__I' ’|k’R1|:| G

W #& (Device) Uil L AIBITIRSE (Health) &5 iR FRANASE .

weegE I
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B seeess

xR EEITIRRES RFHR

FEB L8R

IR MRV RS T RO B bR . sz bR R e i “asfmR
B 8% (Health Monitor).

SRS NIRRT PR A R A RIS AT RO SR (1) B RROCAS R L

CHERR — AR “IBAPIRGUHERR " (Health Exclude) DU [R5, #0T LLZE1Z 0T

T L5 AR IS AT AR DU HE R AR o

WIEEERE

AT LAAE B TR (Management) X A g A A

EHEEA O PR EN RSP it

Sk Sk SR

1E
v

S

S8 5

g

8

]

* 1
* 2
* 3

4

g

U SRAEAERE B2 (1 LA B TP MU BEAS N2 A BE oGy 5, IR T R (BT B 1 CLD
A RE T ELAEH LU A 0 RT3 OB B A B by B LA B TP Mk

B H P kP BR, WS A CLI B S0 B i 5 H 1, 5 78 i

RIS F MR U T NAT ID, Wi 1P ZESE i b Bos K NO-IP , & TG 8T IP Muhlk/ ==
W44 o

WERAEAL ] Bl R BCAE AN AR B O R e, W2 B E R R4 DL DLRCH) DDNS BCE; £EiX
FGHLN, TCiEG R TN

B2
EFIR & > REFEE.

FE BB BRI B 45530, il dRiE () .
Mili#& (Devices), JFEHEIE (Management) X1k,

S AR, T AR (A
& 40: X E1E

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration
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FET INCICE PR e |

RPN BRI S, i 2.
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

Yes

SR B2 AL A PR ARy FIBEAE Z I RE, (HARS N A B IR e 4 o

$B5 B wIE () SRGiTIZ LML TP bR A BN E R U AR B R R D) B AL
EP
41: fREBE IR Lt
Management :
Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

B 6 LETE (Management) XIGHEF, TEITFZ E#1iRHE (Remote Host Address) v Bt Al ] k14 B b ik
(Secondary Address) Bt iE 2044 FR ek IP Mk, X5 mdHARTF (Save).

A A AR B e B s U ) M B O S, TR S IR E B C A B U R Bt ik 1, 5 69 T,
42: &2 IP ot

Management Q

Remote Host Address: 10.89.5.29

Secondary Address: I10.99.11.6 ]

=3

SBT G YIS A, LT RS (W)

weegE |



B =xcemsommmeem e st

[ 43: [ E R

Management G
Remote Host Address: 10.89.5.4
Secondary Address:

Status:

Manager Access Interface: Management Interface

B EIE F O FN B BE1E IP Hb bt

D R R R B AR R B B A TP S hEAS SRS, AT B 2R I B O et ik

B2

SN ISR .
X5 T i T T B, AR B ATV IR
a) WPHRE > IREEE.

b

) sl SFIAN RE () .

¢) Miii&#% (Devices), JFAH B (Management) X i,

d) s I AE AT B, AL T A ADIRES

44 2EREE

Management

Remote Host Address:
Secondary Address:
Status:

Manager Access Interface:

Manager Access Details:

RGPS RS B il 2.

D

)

10.89.5.29

Data Interface

Configuration

gggE |
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smxgmhoismpe e [

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

(] 2N

SIE2 ¥ PO PR TP Mk T SO B B4 TP Mk
T oK B e 4 B TP M
XAl PR s, AR B ERATIR D IR,
a) JHN A IR () ORGIHHEIR EM L 1P HubE R TR At RE (A AU R B D 5k

4.

& 45: iEE R bl
Management
Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

b) AEIE (Management) XiFAEH, 7FimFE EHHblE (Remote Host Address) BRI A Ik 1) 4 B itk
it (Secondary Address) 7Bt G 44 FRek TP Mk, X5 S dHR1F (Save).

46: E12 IP it

Management Q

Remote Host Address: 10.89.5.29

Secondary Address: I1o.99.11.e ]

Cancel | [EEEYS

S 3 IEE S RO TP Mtk

3R X BT (0 B O B VAT S ORI B R FF TR QR ol T R R A HE L,
D5 2 e A B PO 20 6 S 1 LLUEDBTAC & Linux Abe h 2R B0E . i b SR}
TAC AR, DRI RPAT IR 1 2

weegE I
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B =xcemsommmeem e st

a) W ARG 3D >EE, ANEFEEE0.
b) EREOXEH, i B E R 55 N dRE .
c) FEHCIP Ml A RdiRTE (Save).

P4 WS LA BLAS 1P Hudik.

$IES

I T R AR, 7T W BT IR DI,
a) fF BB CLI Hh, AF BP0 BRI

show managers

=l

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

b) ZwiE EF RO TP ke LA .
configure manager edit #rIXFF {hostname {ip_address | hostname} | displayname display_name}

S R0 )t DONTRESOLVE F1 NAT ID xR, U T] LA FH i iy 2% A8 58 0k =L
ZE 1P Huht. AR 1P Hhhkek EH4 F i DONTRESOLVE.

5l

> configure manager edit f7ffad78-bflé-1llec-a737-baa2f76ef602 hostname 10.10.5.1

PR 6 i 50 5O B2 U7 ) B2 ) TP Miuhik

X T Al IV e AR R, AT B AT IX P IR
B RIS ] A B 1

configure network ipv4

configure network ipv6

ARG T RO,

configure network management-data-inter face disable

configure networ k management-data-interface

s B R A B, AL TR RS (WD,
XAl PR s, AR B BT ER.
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LB

s oiEmpE P [

7. BEREREE

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

Chan SRAS i Fe T EAT R BRAR U 10D el A BR rpO o R B AR

XF Tl FHEERE, E7EPN & B BT IR

a) EFFi&E (Devices) > R &FEIE (Device Management) > i& & (Device) > &I (Management) > &
I i7 [a) A PR - B2 Ei¥4A{5 2 (Manager Access- Configuration Details), #X)5 it Rl#T (Refresh).

b) EFEiI&E (Devices) > & &FEIE (Device Management) > £ (Interfaces), #RJ5 ¥ & 1P Huhl LAfE
L3 s kil D R

¢) R - Be B I¥HM{EE (Manager Access- Configuration Details) SHiGHHE, SR 5 5 i iiA
(Acknowledge) LA B3 &8 & B o

MR HE B OB .

E B B, 1% (Devices) > iR & &I (Device Management) > i& % (Device) > & 18

(Management) > BI228&i7 18] - BL B i¥4M15 2 (Manager Access - Configuration Details) > FEIZIRZS

(Connection Status) G{[fl F A £ & BEHRRES .

76 BB CLI, i sftunnel-status-brief iy 4 UL & & FOERRIRES .

PAUIRAS B i # 1D #%,  oRNES “ tap_nlp” #21H

weegE I
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B seesmozoi sy

& 48: &R
Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

2] connections with peer

Close ‘

W9 Gl P A0 0P 7ER ) A 0 b AT R
a) B CSCHTBD RO TP Hudk.
b) FEW G B LAR B A
o) KBS E B
d) FH BB RIS,
e) EO A ELLL B TP kit
) RS A .

BEIRERT ) EONE R E UL R

PRATELANE TG BE S, MKl S T B s o A SR ARSI B e 22 A B rpLy S5 S
LGSV I, IR LR D IR B TR B 1. BT S AT, WS R
U7 I 1% 1 ANECH SE SO A B L 2R 66 UL

JE B0 I B K8k ) A PR U7 T 3T RS 2 A B Oy AR EE B Ju Bl A I T RH R R Kt
He, TELERCREE 0 )R R BRI o

HZ P AT ARSI 8ds i 0 B PR U R, JFEC R AR I B .

FHia Z |l

ST IR, BRARSI AU, A UE O ER B ERATI PR — BRCE S, %
Pt 23 [0 2 FBE a6 A G B A AR S A7 S
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peespazongzexssr

UK

B VHHIENITE.
a) fF %% (Devices) > & & E12 (Device Management) Wi, )5 Adiik&H &wig (£
b) #%3i&%& (Device) > &2 (Management) {5, RJG BB 1a]4% 0 (Manager Access|nterface)
Bz .
EEER 913 O (Manager Access Interface) B4y W i Mk M. 9RO REEN, 78 &
G RIKYE NRAIER PR R BEEO.
& 49: E12 8 iEiEO

Manager Access Interface 7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

| Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.

¢) RiifR?F (Save).

TEIAE L AGE AR P LR PR, A Refe i O b S A P2V 1) . B2 (Management)
XiEH AL BonETREEiTaED: #IEEDQ (Manager Access|nterface: Data | nterface) LA B 38
BiFEEMEE: BLE (Manager Access Details: Configuration).
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N
&
N

50: EHE2F i)

Management rd @
Remote Host Address: 10.10.1.12
Secondary Address:

Status:

Manager Access Interface: Data Interface

Manager Access Details: Configuration

Wi S ECE (Configuration), 4T &R 8] - BLE1F2A15 2 (Manager Access- Configuration
Details) X[ ififE. EIBE2if AR (Manager AccessMode) ¥ i ““545 555”7 (Deploy pending)
N

1£1% % (Devices) > X & &ETE (Device Management) > ## [ (Interfaces) > #R4EH32#E O (Edit Physical
Interface) > &3 2&if7 18] (Manager Access) U1 b FH A2 11 BB #2885 1] o

TS P NG B R e AT — AN Bt 1 DA S — STk gl B % 1R A AR U ). A AR
XS L A B TP sk AT TR e E, JFHE R .

I RAE PR B4 D SEICAY, WS BN ECARE B U i Bl 1, 55 69 DULL T il AR A (G
.

CAT3E) X2 148 FIDHCP, i54E %% > R & & 38 > DHCP>DDNS 5T [fii_I 3 i Web 257 DDNS
Jiike
W2 AL E 24 DNS. Wil FTD ¥ IP #uhil & /=4 4k, DDNS m AR 45 B0y #5684 B e 3 4
(FQDN) A 7 BB 875 7 -

Hff AR JE MBI A vy DU R R O % B AT R L R, 7E &% (Devices) > % &I (Device
Management) > B&H (Routing) > 7S E&H (Routing) LA IS i i

TH S BN N A R

CRIIE) TR BCE SRS PGS DNS, IR NI T 8 & > FAIRE > DNSIHIL K4
W2 HDNS. W] DDNS, 7% DNS. #4a] LUK DNS 122 42 5 HH i) FQDN.

Eﬂ? RV G W E M B A SSH, JHlld % & > FRIRE > ReFHILNA T
JEAD

2 SSH Vi 0] (SSH Access). #RIMNEOL T, #d#:O LA S A SSH, BFit, 3 Z{EH SSH &2
BT, DT EER A SR

HIEA WU ST e VIR W O

B ARL R I T PR R I E . WS, B D IE R B, (A B SRR
HOERANAE TS SIRE

5 BB AE CLI Clelf N6 S 1), REAE PR 1 e B 0 A A TP stk g I S ¥ B A
Hde 0o el Y, TR G B BT PR
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configure network {ipv4 | ipv6} manual ip Hulik (4540 data-interfaces

* ip_addressnetmask - AR AT 540 T A B 11, (HM L B A IPHhE, fltnE ik, DAE
BWOCE D BiEED GEZH T NHAS) o &L H DHCP, KYBRINEEH (2
& BUREDD WAL DHCP IR 25 #5021 (1 % v 78 5

* data-interfaces - I % B ¥ 7E TP 06 R 7 B A, DRI HG ] i ey o A 2 ) K 4 1

PATEE VAT 420 65 o T AN A& SSHZEHE, DRk 4 4 B 5y B2 11 I 28 B B IS, 85110 SSHL 2% 1 0%
Wr It .

Wi AL, VEERER: BB, AR BA SR O B L X R T HE, EEN
HWE LPAT D,

PE R, AR R, 7EiR & (Devices) > & & &8 (Device Management) > 1% & (Device) >
EI8 (Management) #54 H BT BB E 12 EHLHIE (Remote Host Address)IP Ml (IP address)
Fn] ik sEBN bk (Secondary Address), 4R 0 38 E iE R .

TS E O I B B TP il 55 56 U W SRR EPN A S B A E b 1
T B BIAE ENLA B T NAT ID, WA SRR %A (Hod, T B IF 500 8 i BLE
BA e TR A ZhiE .

RS BER CHPT L.

1E B Y, 7E %% (Devices) > & & EIE (Device Management) > i% % (Device) > &18
(Management) > &880 - BL Hi¥4M{5 2 (Manager Access - Configuration Details) > ZEIEIR TS
(Connection Status) Uil F A 28 FEHRRS .

15 BB CLI, % sftunnel-status-brief iy 4 L2 G & BLIE RO A
PR A Won g8z D T8, WonWEs “ tap nlp” FE1.

weegE I
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Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

2] connections with peer went down

Close ‘

G B R T 10 P LA b, M NHERRIE R . 15 S R A B 1 B R
, 587 Tl

BEERFEONSEELAEE

PR LA TR @ﬁﬁ,ﬁMﬁ%ﬁﬁ%@@%%ﬁoW%£E%Mﬁ%ﬂ&@¢bFE&&
BERVT R, W LU DM B R B R 1 . SOER AT, WS R
Vi W B SO Ed 5 62 UL,

FﬂMﬁﬁﬂﬁﬁmﬁﬁ%wwkﬁ PEC AL A5 R ) Y A N BELL AHERL
% 1 R AR AT R U5 R BCRR A RE M R Kodl B o

S LA P BRI B D B AR U IR, G B A P A IR B

FHiaZ |l

X E PR, BRARS AU, SIS BB ERAT A R — BRSO, %
FIBE a6 23 A2 3 A s 2% e B A AR A5 R

UK

WIEE TR .
a) fF %% (Devices) > Z&E1E (Device Management) Ui, )5 AdiiksH &wig (£
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b) #3i% & (Device) > EIE (Management) 43, R )5 fithEIE2S719)3% 0 (Manager Access|nterface)
(PR o

EIREEiEE O (Manager Access I nterface) B2k i & B 1 o $idis o SRR,
v B ERIE FHAIR TR R, E1EEO.

& 52: 3B &ip &N

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment
to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.

o) riilifR7E (Save).
TS ILAE DA A58 SRR P I L AP B, A REAE BBz 0 b A BEAS Ui ) . &3 (M anagement)
XA L B ETESRFEEN. BIEIED (Manager Access I nterface: Management | nterface)
DL EIEER A EMIE R BLE (Manager Access Details: Configuration).
[&] 53: Z I 2Ei 9]

Management rd @
Remote Host Address: 10.10.1.12
Secondary Address

Status:

Manager Access Interface: Management Interface

Wi S ECE (Configuration), 4T ERER 8] - BLE1F2A15 2 (Manager Access- Configuration

Details) X 1fHE, EIBEE7 )45 (Manager AccessMode) ¥ iE7s “%545%” (Deploy pending)
Wi,

weegE I
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P$IB 2 7Ei%#% (Devices) > & &FETE (Device Management) > ## 0 (Interfaces) > 4riE¥)32#Z 0 (Edit Physical

1E
w

8
~

Interface) > &I 281/ i5) (Manager Access) T I 2% FH 4 2 10 E A BRI ) o

S A0S B A . I R M I 50 B PR LI

W AR AT A, ETE “FHWE” KIS ORI E DNS W8, R & > Fa’
B > DNS N & 346 .

THZHDNS, fEECE 1 1 AR PRV I 1K) 7 PR ROy J8 BRI B AR (T A DNS P i 2Ri%
DNS Il 55 &% ] TR 22 A 5, 91 n iy 1) A0 H ¥ FQDN, - ILAZiA Y A5 B rpoLy F8 ) DNS i

ot

o

PREICE NG WS EE N E .

R e B R T 2 A 1 0 TG S

AT AL, VISR BB A, DMEE AT AR R O R B G R A, AR
BB LHATIED R,

15 BT AE CLI H, IS 1P #uhik okl DHCP BC B4 B 11 1P Mk A ¢ oxf Tl I, 3 1E
BB LHATIED R,

MG E IO E T B UG ) B B LI, PN DGR BN data-interfaces, U5 o T AR i R R
Wi, DA AT DAIE B A U7 ) B LV o S IAE TR O A B L O TP Ml

B475 | P it

configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip

DHCP:

configure network {ipv4 | ipv6} dhcp

T, AR EER:, iR (Devices) > 18 & & I8 (Device M anagement) > i % (Device) >

12 (Management) #B4 H 5ET BUPR BT A (1) FE E Ak (Remote Host Address)IP Hiik (IP address)
FE MR 4B (Secondary Address), 4R B8 %2

VS SO O R ) S L B IP Mkl 5 56 U AnSRAERS B AR R I ) R O e
T BUETE ENLA B T NAT ID, WA SRR %A (HAE, Q8RR F 3007 n I A B
A REHOR R 2hiE k.

PR BER CH P T,

7E FHIPL KA & (Devices) > I & &I (Device Management) > i& % (Device) > &2
(Management) > K7 (Status) 7B E W HIEBRRSEE S B b0 TP s .

16 B # CLL, i\ sftunnel-status-brief @4 LLEF & 44 HE BN .

WIS AT 10 B LA b, N HEBRIE R . TS P HEBR B e b B
, 587 T,
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BETR

mEnsgrsragrEn

EIE R ) EEEDO

FEAS B $2  HEAT A P Vg ) I, 0] DAC Bl B 5l 10, DAOEAE e 11 R A e e I 4 4 A P
i, M RRRCE — Ml 1. Rl SLA M F A IR ER 60, 5 W AN IR S 1 I F ECMP X
SRETTAT I, DS B T DA AR AN 1

NS T I

FHIa Z |l
 BhEE RS R O AR 2 X

o WA THIB R O PR BER SIE M T 8 OB SRR o 15 2 B AL WS 1 B A T
o, 55400,

i

7F &% (Devices) > & & &1 (Device Management) T [fi, RJ5 Mk &0 Hig () .

Je G4 B 11 R 5 B8 U7 1)

PR E AR DS (B B O WE A, WS A IR B A [Pv4 kb % 7.
a) EPFZEO (Interfaces) > 4riEIIEIE O (Edit Physical Interface) > & 18281/ i3] (Manager Access).
b) R EEQ EAEIREEAEIE (Enable management on thisinterface for the Manager).

c) sz (OK).

AN e pI R s (BEBEmED .

54:#FNO%%

Interface Logical Name Type Security Zones
@ Diagnostic1/1 diagnostic Physical

@ Ethernet1/1 outside Physical outside
Ethernet1/2 Physical

Ethernet1/3 Physical

Ethernet1/4 Physical

Ethernet1/5 Physical

Ethernet1/6 Physical

Ethernet1/7 Physical

© Ethernet1/8 redundant Physical mgmt

WIB 3 KA HLbEA 2 &1 (Management) & .

a) K7 % (Devices), JFAEEEE (Management) [X 4.

weegE I
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b) riligsE (4 .

55: RiEE IR Mo bt
Management
Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

c) 7EEIE (Management) XiGHER, 7E4@BAAE (Secondary Address) 7B & T4 4% Frak 1P Mkl

d)

56: 12 IP it

Management Q

Remote Host Address: 10.89.5.29

Secondary Address: | 10.99.11.6 ]

MR TE (Save).

PSR4 WP B ECMP Xk,

a)
b)
©)
d)
e)

M.

ML tH2s N R, 4R 8 VR B4z 11T IR R A A

Hii ECMP, #RJ5 midisin (Add).

i ECMP X A — & FR.

{ER] A0 (Available Interfaces) fit Nt £ AT O, AR5 TR (Add).
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57: 7% hn ECMP (X33

Add ECMP 0 X

Name

redundant-mgmt

Available Interfaces Selected Interfaces
outside .
redundant .
Add

) AEHE (OK), )5 mdifRTF (Save).
FRS PR SIS BOARR S B, JFE MR R SLA BRER.
BRIMICAE, et se AR, F BN AT SR AR 1o T 0 O AT 0mT A 45 XK A% 1
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b)

¢)
d)

e)

2

58: RN /ARiEER S I B

Edit Static Route Configuration 2]
Type: e IPv4 IPv6
Interface™

outside v

(Interface starting with this icon [&signifies it is available for route leak)

Available Network C' - Selected Network
Q, Search Add any-ipvd ]
10.99.11.1

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

|Pv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway

10.89.5.1 v | +
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:

v+

Cancel m

MhBRSESH (Static Route).
sl RS R (Add Route) LA IFT G i, BB B i 4RiE () .
MIZEO (Interface) FHFIER P ELEH,
S HbRM 2%, MR M4 (Available Networks) HE k¢ any-ipv4, #RJ5 S diiin (Add).
LIPNETSINTIE SR
T BSERBRER (Route Tracking), i Aiidi A0 (1) LASINFIIG SLA Uik s80i % .
AL LS
o VN R TP HUHE R S bk

* A F X145 (Available Zones) H (14 = 22 ol B 7 B O sl il 0 82 O SR 2 4b
B, Ayl Bl 0 G PR X A

HHIMEE, WEBHSLA i,
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h)
)
i)

[E] 59; 7570 SLA 545

New SLA Monitor Object

Name:

mgmt-secondary

Frequency (seconds):

60

Threshold (milliseconds):

Data Size (bytes):
28

Number of Packets:

]

Available Zones
Q, Search

outside

mEnsgrsragrEn

Description:

SLA Monitor ID*:

2

Timeout (milliseconds):

5000

ToS:

Monitor Address™:
10.89.5.35

Selected Zones/Interfaces

o)

mgmt

HHRTE (Save), RIG AR EIRER (Route Tracking) 413 Hhik BRI A1 & SLA X%,
MEFARE (OK), A5 sidifRkTFE (Save).
X g AN R () BRI Bt 2 R R

PYR6 AEIE TG TS A A T .

PER D REFBE 1 — 805y, B RErLy 2 A BB 0 A 11, s A B R 1 3 2
HEME A e s, DLRNE ERRAEERERE . BB L B4 configure network
management-data-inter face iy 2 [ 55 — AN . IR, WERTE CLI hgwfimdhd O, B IR
B Ol A A 7 SR OB e, DR HOREAE B L Th g e S B

weegE |
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B =ssepnemnersrnitmEs

ERYFEEOE

EMEERHEIEAER

5 SCRE- BB A

A R AT RO B B AN AT A B LI, R AT R D R
R RN 28 ¥, DU P e . 8t ] DAFE 08 B HE B o84 B0, ISR I A 45 2
tly RS X T . %% (Devices) > & & E1E (Device Management) > i% & (Device) > & &
E1E (Management) > EI2gEi719] + BLEI1FH{E 2 (Manager Access- Configuration Details) % 1 HE
AT W S At ke A B L R R 917 A A b I R TR PR AR AR 2

W, AERE BB SN B A BT, SERT DUE A IS B R 1 I A R A AR
Vi B I ks B A AN B R L, DL SRR R COECE, AHELLR
WE: BEVARRRNIP Mk, M OCH A . DNS %5 #5 Rl DDNS %5 #5. X DNS Jlggs4%, ik
TN AL T &, WIFEAMZAEY S, (ALK ILTR I E] A H s o i) F & wE s

¥ BT A E O 5, SR8 ] configure networ k management-data-inter face fir 4 75 Jak
JOMO A b AN T O R B, ) A RO SRS B Ok, SRR R R . R
oty SR DA R 7R RS e T

o SRE B B TS A E L 28T, eI E 2 A

* 0 (Interfaces) i1 [E % (Sync) #4l.

- E5TE 2297 0) - Bl Bi¥4M{5 8 (Manager Access - Configuration Details) %1 HE_I- {1l (Refresh)
F

LMBRBELE, i 2 E R0 - BREIFMES (Manager Access - Configuration Details) i
HE, SRJ5 riffiA (Acknowledge). FikFEEIN, A FEC Bl B RS BB AT 43 () ph 5
WHE . EEERE A, A TR O hTFEMEENE.

THZ B ORHRAE AR AR BT

[
B RO A BB A RS U i Bt 1 RS E B

PLR - s T AE it 4N configure networ k management-data-inter face iy 4> IV &1 J8k
JOMSTT A OB AE S . DU AL (S SR I N 2 i T I R R A 2 e (RS UL D 45 B bl v i
B BB B E AR . DO S WoR A AR R TR BUBE B G . DAgR
S R N B B T s 0 30 P o5 A ) e
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Manager access - Configuration Details 2]

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values
accordingly.
Configuration CLI OQutput Connection Status

Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]

Configuration on Manager Configuration on Device
~ 4. Ethernet1/1 =
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPvE Address 10.89.5.29/26
Static Route Configuration
1Pvd Gateway 10.89.5.1
IPvG Gateway
~ 5. Ethernet1/8 3,
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

PAR 7 B A B ot M BB S AT B iR, JF HE MR AL G B

Manager access - Configuration Details 7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC [ Refresh ]

Configuration on Manager Configuration on Device
Web Update Type -
~ 4. GigabitEthernetQ/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
1P Gateway e
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

‘ Close

CLI i H
A G R B O CLIBCE, R E#GRIEE CLL, XA .

weegE |



wggn |
B =ssepnemnersrnitmEs

& 60: CLI %

Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

Model
UuID
LSP
VDB

ci

o

BT
FEMIERRE . DUF R ER T EERA A H “management0” 211,
61: EFIKTS

bt

123}

Manager access - Configuration Details (2]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]




| weee
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PURES S s Bl 42 s D4, WoR iR “ tap_nlp” 451
62: FEHEARTS

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
[

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘
WS A RKER R L RG] BB “EEE EE, WA B 0BkiE e

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

HZ LU KT O OER N R, L s TR SR TE AL

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

| weegE I
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£ CLI R {E2q BuBnBA ) BE3R4ENO

i CLIB U A B LR L DB E . RSB E T A VF 2 2 BAEPIT VIR BB IN BRI it
PEAVFEE BOX B, IR BB, Flan, BHSHE N CER R IS SCRE) s inig s
HEEH

\)

AR R ERUEH] T R . Sl T DU PG B O e W R SO TR M S R, U
5 A B AR A2 AE CLI AT IR ER A o R R 0] o W (0 4 BRI P T e bR, OF HLfs 22
FLAELE BB FIEA TN, S BT CLT R TR B A B, 5 84 T

¢ @B CLI f{Z 8., 1527 Cisco Secure Firewall Threat Defense i 3% .

\)

WP {0 SSHIY, (M PR LT S G T B BTG B 0 75
W P G R

\)

ER R O A TP Hukk, TS LU AT OC RO RIS, BRI TR AR R R
JHR4H] configure manager add command i 4 R0 B #0153 GES B R0 & B O
’ ﬁ/—"; 107 ﬁ) H

o IPHbUE—TCIRAE. G SRl o] U ) (TP RE ) B B by, L2 54 B shE g A P
G A DEEBCE T B T SRR TP Mk, DAORFRE RS 1S5 R B
O BN B TP Mk, 2 56 Ul. UREREA BTG E T SR R WA EEE
TR R ) B TP ik, 5S04 R IHIY NAT ID L.

* {XPR NAT ID-FHEFHELEREE. WURIE T NAT ID R & Frty, WIJGHE A8 EpidariE
o FEXAMEOLT, 1EARTE TR B b O ) LA B TP Hidk 5 56 T S X L TR
WA T 1P Mk,

EB EETT M SR B, MBS CLI B S RO B ECE BE IP Mk, BUAEE HA [R5
Jeis BHBD B ELA O AN SR O, R AR B T EE RO E R, BRI B 2 (A3 A
o, AHHERY B O EH B ARG S R O A B LI B O 2R
AT 1P Hudl,

FHia Z |l

* BRI configure user add fir 4 QI & AT 6k 2 CLI I K™ s 20 ££ CLI FR s
HIP o 8 R LIRS S B 5 B il BC B AAA )™
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#ou ey g wezn [

UK

i ) £ g AR SSH M 2 ¥4 CLI
HS AR PR AT, B 11 0.
A “RHLGY” (Admin) FH P4 IR 655
(f¥ Firepower 4100/9300/Cisco Secure Firewall 42000 ) & F &8 =AM BI4Z LR A R#2 1.
configure networ k management-inter face enable management1
configure networ k management-inter face disable-management-channel management1
TR SR T P A A0 I o I SRS e 50 AV B 1, AT DU AR AR R R
ZIEH .

s ] LAk $A% H configure networ k management-inter face disable-events-channel iy 424 ] 3= 5 B 4%
e ANE MRS DL, dea ol L m e D AR, iRz 1 oCi, AR
fERAE I TR, Bt th o il B B L R

T TR I A A 11 F S A B A

PG S R O, e TR S BRSO . 1525 (Cisco Secure Firewall
Management Center 5 2 F5RI) -

i

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

e F A B R/ A2 R TP sk

WEARAARE management_interface 24, B BRA Y B LTI 2% i L. OB SHPFER DN, iR
f13E management_interface 24, i 1l LU P B OV ARG R, thon] AR [R)— M 2%
o WAGERRBIEIEAERCE AR L, BOR WO ERE . 0T LUSDFERR R8P Mk

a) fiCE IPv4 Hbuhk:
s FHIME:
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]

VR, AR T _ip T R & GIERERA S e WU E SRR L, W Zi A
FT P _ip fE A A0 —0r: B2, thac B USRS lic s 83 e L, HFHASR
AR OO PRSI B U AT 5 P DN RI R N 48 A A A ), AT
PEBE 1177 _ip DU PR 0, #R)5 18 A configure network static-routes iy & # il kA
HUF QA .

T

weegE I
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> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

DHCP (H A BN B 1 EA SR -
configure network ipv4 dhcp

b) ML IPve Hidil:

PRINNSEILC R

configure network ipv6 router [management_interface]

5l

> configure network ipvé router managementO
Setting IPv6 network configuration.
Network settings changed.

>

ERZW-¥

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

R, Uty A ipve_gateway ip TN B A ERIN K o W R ECEACS O, W)
Wt ipve_gateway_ip 11 i s EIE, A H R BRI e O 96
BOME, I HANSS A S Va1 S e A it e o 0 SR 5 A8 B2 AN [ A LA AR
TR, AT NS ipve_gateway_ip BBk 5 HE ORC G, #8518 configure
network static-routes fir % F A A 142 1 G i A% i

Al

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

DHCPv6 (REBIARKE RO LA ZE -

configure network ipv6 dhcp

FIRS KT IPve, i I EZE ICMPv6 [N 2 H FHAN ATk . BRIAEDL T, R e IR .
configure network ipv6 destination-unreachable {enable| disable}

configure network ipv6 echo-reply {enable| disable}
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T REAS AR X L e 0 AR LB AR TR AR 4 I 55 ety o 258 P [l 2 1 2 ol B R R BV AL M) TPv6
ping BB PR L, DLHEAT I
P

> configure network ipvé destination-unreachable disable
> configure network ipvé echo-reply disable

FEERIE BERZ 1) E R DHCP IR 554%, LM 1) COERE A AR 1P Huhik:

configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

il
> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254

DHCP Server Enabled

>

HNEFIixEEHE O IP bk, A #fCE DHCP R%5%%. management center virtual AN 32 Fr ity
4. iGN DHCP R4 2 HIRAS, 1%\ show networ k-dhcp-server :

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

prUIB2 R = AT (VAR R v A2 U o e 5 O e 2 MR N1V 1| I T S i (8 B T BUR= B 7
FIEERIA K HH VLG .

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

T BN B, 2 a4 48 configure network ipv4 5% ipv6 iy A, HUAETE IR
RS IP Ml S DB PER 4, 579 10

T

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6 add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

PEORERASEH, i show network-static-routes (A ERERINEEH) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

weegE I
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WE N4
configure networ k hostname name

IR

> configure network hostname farscapel.cisco.com

FEFFR BN q, REEH G BA L RBOET ) ELA
P F

configure network dns searchdomains domain _list

T

> configure network dns searchdomains example.com,cisco.com

N BB R, S RIT ﬁﬂ%?&ﬁ&nnv*?ﬁﬁ%%w%ﬁ,ﬁ% il ping system, JIlix 4%
BRI B LA o XS TR O, Bl B a2

WHE 21k 3 1~ DNS kg4, HEE SRt
configure network dns serversdns ip_list

TP

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

BEE B RO IEAE R PR B 1«

configure networ k management-inter face tcpport number

Tl

> configure network management-interface tcpport 8555

AR MR B A A AN . TLS-1.3 I iIEAEEIE CERINIE 00T 7B 1 8305 1) HEATIESS .

pE s SERISEZU A IR B IR B 1 AR, (E T SR By 11 g P % v Y Lt £ b %
Tulﬁfxﬁ\“ﬁ?lﬂﬁmc D SRS R B 1, DA U A A A L3 1;.5’]Fﬁﬁm%tﬁﬁ
%

IR BB s 3 B a1 MTU. BRIk MTU 2 1500 575
configure network mtu [5~75] [interface id)]

o FH-BEE MTU (BLFA AL o SFEHE O, wi)E M IPv4, WHERIA-T 64 F1 1500
Z0al; WS A 1Pve, WIME T LA/ T 1280 1 1500 2 ] %F T4 10, Wi s A 1Pv4, %(H
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A PAAT 64 F19000 2 [6); 4 s I IPv6, %A v LT 1280 F1 9000 2 [1] . 4 5 [ml st j3
IPv4 F11Pv6, WH/IME 1280, WIE AN T, KRGS RN

* interface_id-¥& € ZL i & MTU #2101 ID. ] show network iy &5 F 1] HI¥#: 1 1D, i 40
management0. managementl. brl fil eth0, HAKERTF&. WERARIREHET, W& R
Mo

i

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

BC'E HTTP ACHL, Z & 008 EEEE B 2 H M - ¥3t 1 TCP/443 (HTTPS) F1 TCP/80 (HTTP).
f A LUE R HTTP A AR 45 2 3 04T A AR . A iS5, RECKHLR 1 HTTP A kAN
i, EEHEITAESMRAE, WRTE, AP RHEA 4. B EMEAACH A

R T B LR, R A-Z. az F10-9 F4F.
configure network http-proxy

i

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

YR T O A BT B TP Mkl ISR LR O BEL O AT S, HARE TS AW MR B A R
A H configure manager add command 2R 51 B H UL B77 X GES B REHT ) & 8t

S o ch il vt -2 | S IBE R A E I RO ETHE 90 0 2 N R AR = e S D 0675 2 D S g B B) IEEW T S VA= 1
B PR S S A B BRI B TP M, DAORERE BRI TS0 R
O LA BCTP M, 5 56 UT. SRERAEAT B TR DU R A . ER: WRERE T
TCVE VTR B TP M, 25U AT SR B b i RN LA TP Sk L 5 56 5T Bl

* {XPR NAT ID-FRIEHEILERE. WIERIUE T NAT ID 50 BB A0y, WTEHE A shFp s
B, FEXFREGHCR, EARTE BB BRI B TP Mkt 5 56 T N FHELAL Y
A 1P Hdik .

weegE I



B excummTemn s suEEn

&4 CLl A A T &R 8 EUAhBA1E &iEiED

LS BB A AR Oy 2 (AR BT, O B SR o AR C R B IR L, i
A5 S B A LI i BT 11 o SRR (B e SR B ) — I 4 1 e VR e IR 10 o G A5 B
AT SRAS, DDA 5 o o IR B e I AT B . A e B A LR L W UR e
W2 AT CLISE Ui B I LA EC S . 26 18 TUH 1) configurenetwor k management-data-inter face

AN
[IIJ/?\c

XTI, FEM G B EHATHTA CLIP B £ & BOr, SO BB AT LU D3R
— HECE S, B S [P A B B B A AR S 5

\}

AR AFBGEH T OB EECE BER R, A ST R R . G S G R L
HZ W 15 CLI B @i Bl 7 BREE 11, 28 78 Tl

¢ @i CLI (f{Z 8., 127 Cisco Secure Firewall Threat Defense i 3% .

FHIa Z Bl

fan] UAE ] configureuser add i & G2 n] B 5 2 CLI A K WS 48 CLI P i s i 7
I ] LURYESNT S I E R B AAA .

UK

PR WSRO EE A B SO R L, R AR SR R .

PB2  HEERIR CLL

IS A I, AT G i o WUREIEAEPAT AR BCE, W) e s Wt 5 48 B EE 1R
A SRl T EOE RS W E AR SRR B, JF B RAT L A EE ) SSH VT AU, T m] LA 3%
SSH i#4%.

HZ AR LER AT, 5 11 U

i “HH 7 (Admin) F P4 R 5 5%

AR, DB B IR .

configure networ k management-data-interface disable

T

Qe

Sk
SN
S W

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

PBS  RCE T T ) R R R .

configure networ k management-data-interface



https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
management-center-device-config-74_chapter2.pdf#nameddest=unique_64
management-center-device-config-74_chapter19.pdf#nameddest=unique_65

| weee

]

Z3

fea ou A F e mpvee eEn

R, RGN Bl G B AN R 2%

ORI A P 1 S SOh ] — 4% R L, ST MR AR s (B0 1D B
A8y o AN, W T REREERRZENERAAREEE? (y/n) [n]: 0 Ly, HEEIURNG R
(F AR B A PR VG B, AR mT LS D A 4 11 0 (I TPk A2 1 A4

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

(ATa)  BRAFESRS E M 2% i Hod 42 1 U5 ) A B

configure networ k management-data-interface client ip_address netmask
BRUHOL N, RVFITH M4

HEHNS A BB, HAE R E L rRAS TR S HLE R AT B T R B g R . 1S
E%ﬁ@¢w¢%£M%ﬁwﬂmbfﬁ%Ao

For A A BB A A LT T
sftunnel-status-brief

S LR T CAER IR s B, e o 7O Sl TE AL B B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

75 FHP h, BRI (Devices) > i & EIE (Device Management) > % % (Device) > &2
(Management) > BEI2gEi7 18] - BLEi¥2M15 2 (Manager Access - Configuration Details), #&J5 s iti/l
% (Refresh).




gggE |

B szessonmze nFpnERE

B I AT I 1R ER DB P P T B A, e BHLL 30 B S B . M e e AR b B S B 1
WER, WOE FHEdO PRSI IX L E G, ] IYEECE (Configuration) XM+ A7 A &
e BT A 2 T 2

TP RE > REEE > EO, REMIE— T

a) M IHECHE A FERE A R TP HBE AN B, EAS B L A R AR DT I

b) MFAIHE I (FF CLI AT 1) (e o e 0 I Bl A Bz 11, 9 o S0 T A BEER U 1)
T IRE > REEIE > KA > BSRE , RSB M IHEC & B 0 S SO BT
RAEIREEIAE) - BEEI¥MIEE (Manager Access - Configuration Details) % i%HE, SR )5 i ffIA
(Acknowledge) DM i & b

NUGRER, EEHL BB R S P AT R R RS . EE R E L, B
e EHEhO P FEIMEERE.

HOBE S “HlE CI5RR 7 (Config was cleared) £ “ B 2% 5 iv) 58 MOIF AN (Manager/FMC access
changed and acknowledged)” ¥ T &

MREEROEFERE, WFHEIREE

PE1

0 SRORE S B AL (R K e 1 T B T IR0, O AN B P P8 S i ) 2 B (1 L S, W]
LIRS JgO o f1_E (P B R 2 kR I, MR R R . KA, BmT LU 7 B o o
MM EBE, DMECRFF M AERIF B MEBcT ZJGER, il LMEHIRRR DI fig; e AR
TR HEER T DL o

o, WEURAEME R R RE, BATLUR BRI B30 RER; 2 gl a5 98 I,
THZ LT .

o U LA v DAZE BB i A AR it ST IR BT A A0 1R 2

o SCRFIPIR CLSEBL R rT IE, (HANSCRP R A

o [FR K e ma i n] DR B RO rh R E AL E . B, [RIRA S A B DA S AR
ARG, B REAE BB CLL hRHTRCE . 1ETERE, W RS B BB 8 S AL
| configure networ k management-data-inter face ir 4 5 0 7 Eidli bz &, ARJE T T & iy
Ay MIXLEBCE AR s EATR RNR 2 LS B B L B

* UCAPL/CC #zX ik IR
o ToVRIRIR b U B A BT At A SCEP AIE 15 85di
o FERIEIN, SRR ESE, B S AR B .

UK

75 YA BIAE CLI H,  [RIR B2 i A BC .
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configure policy rollback

[EI by a7 R T R I =8 L R WY 581t A L N  F = LG P WL AP 11 R 13 LR A7 Y L

eI E 2 MR

TR L AR R H A F L B O, 1 2 [ https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T &
WA FE ). AR SLT, W B b A T TR AR S MR AT RE S R AR
FREOLE, BRI DA B BP0 B R, RN R L EORTE

Tl
o A P AT T 0 ) DI 0

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R B 7 CHUET AL

fE FHIPL T, 7E 3% (Devices) > & EIE (Device Management) > 1% £ (Device) > &1
(Management) > EI288if7 (8] - BL B i¥4M15 2 (Manager Access - Configuration Details) > FEIEIRZS
(Connection Status) Uil F A 28 BLEHARAS .

16 D CLL, i\ sftunnel-status-brief @4 LA &4 F S BRRE .

IR P R T 10 AP LA b, N HERRIE RS . 15 S [ HE SR B 1 A R
, 587 W

HERREIEIZE O L E I FE I E

A Bl REA T B AR U ) 1T AN A AR B N, AR A R E R R U BT
B0 PR VR B0, ASR P s . AR ERE B B A AN 1) 4 B b0y Jim S SO B T SR
CAEHE R R, s BB R B ORI S B E R E TS, WA Ao R BE L.

A 2 R 5 B A R A L 4 T I )
EEEEEERS

£ EHHL H, 7F 8% (Devices) > i & &8 (Device Management) > 1& % (Device) > &2
(M anagement) > &3228 (8] - LB 1¥415 2 (Manager Access- Configuration Details) > ZE3%1X
7% (Connection Status) J T A 2 BUE AR A .

weegE I
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1E BB #E CLI, % sftunnel-status-brief iy 4 LA H & BLIEBLIR A« 7838 0] LU
sftunnel-status A 7 5 52 #4145 &

HZ B LD N R HE R AR s B R R AR, R a0k R

> sftunnel-status-brief
PEER:10.10.17.202

Registration: Completed.
Connection to peer
Last disconnect time
Last disconnect reason :

'10.10.17.202"

Attempted at Mon Jun 15 09:21:57 2020 UTC
Mon Jun 15 09:19:09 2020 UTC

Both control and event channel connections with peer went down

HZ UL R T CELERA A R, Horh o T S E AL OB S

> sftunnel-status-brief
PEER:10.10.17.202

Peer
via
Peer
via '10.10.17.222"
Registration: Completed.
IPv4 Connection to peer
Heartbeat Send Time:
Heartbeat Received Time:

'10.10.17.222"

EE BB MEER

channel Channel-A is valid type

channel Channel-B is valid type

(CONTROL) , using 'ethO',

(EVENT), using 'ethO',

'10.10.17.202"' Start Time:

Mon Jun 15 09:02:08 2020 UTC

Mon Jun 15 09:02:16 2020 UTC

75 BB CLI b, 258 4 BUONVS I 3807 1) B 4 1 P 2% 0

show networ k

> show network

[ System
Hostname

Domains

DNS Servers

DNS from router
Management port

IPv4 Default route

Information ]
: FTD-4
cisco.com
72.163.47.11
enabled
8305

Gateway data-interfaces
[ managementO ]

Admin State : enabled
Admin Speed lgbps
Operation Speed lgbps
Link up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU : 1500
MAC Address : 68:87:C6:A6:54:80
—————————————————————— [ IPv4 ]-—————————————————————
Configuration : Manual
Address 10.89.5.4
Netmask 255.255.255.192
Gateway 0 169.254.1.1
—————————————————————— [ IPV6E J-—————————————————————
Configuration : Disabled

connected to

connected to

'10.10.17.202"

'10.10.17.202"

Wed Jun 10 14:27:12 2020 UTC



| weee

ssurEn roemsays ]

=========—======[ Proxy Information ]

State : Disabled
Authentication : Disabled
======[ System Information - Data Interfaces ]======
DNS Servers : 72.163.47.11
Interfaces : Ethernetl/1
[ Ethernetl/1 ]
State : Enabled
Link : Up
Name : outside
MTU : 1500
MAC Address : 68:87:C6:A6:54:A4
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual
Address : 10.89.5.6
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

B m EIE O BB

75 JBU B A CLL b, R A B L IR R E 8. TR, Mir & As B BSR4

show manager s

> show managers

Type : Manager

Host :10.10.1.4

Display name :10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Ping the B 38 fly

75 BB CLI b, AT BATE dir 4 B B2 FOR 7 B ROy 09T ping #8245
ping fmc_ip

75 BB CLL _E, A8 LLE dir 4 WP B COR) 9 B0y AT ping BRft, %35 0 N 19 4R
i ph B -

ping system fmc_ip

3k BRI REME D ERMEEREE

76 BT CLL b, i3k A A% 1 (nlp_int_tap) BRI, DAATG &AL T & B
(X

capture 7 Fx interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

weegE I
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MERIZEORS, FiHEEMEEEEITH
16 Y CLL b, AEA W REE I nlp_int_tap HI{F K.
show interface detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up,
Hardware is en vtun rev00, BW Unknown Speed-Capability,
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun,
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

line protocol is up
DLY 1000 usec

0 ignored, 0 abort

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

WERBEF NAT

TE B CLL H, R A2 5 S BRI RS B (S ),
NAT Fi.,

show route

> show route

"

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route,
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

+ - replicated route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

ot

B

Z |

DLJCE B (nlp_int_tap) A& 75 A7(E IR
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C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 intf3 interface
ipvée service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé

translate hits 0, untranslate hits = 0
>
MEHAMEE

EZ LR A4 LIS A 2 B AAAE T HAL S . BB a] LAAE 45 BE A0 ) &% (Devices) > 18 &
&I (Device Management) > i% % (Device) > &2 (Management) > B2 2230 - L FiFHER
(Manager Access - Configuration Details) > CLI #jH (CLI Output) 7 F& RV £ x4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

T DDNS EF 2 /IS

£ JEPr B CLI Y, A6 A DDNS ST 757 e -
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debug ddns

> debug ddns

DDNS

update request

Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

TR T, 3548 ] debug http A1 debug ssl fir4o X T-IE K E S,
AR5

show crypto ca certificates trustpoint_name

LK DDNS #:1E, 17 LR #AE:

show ddns update interface fmc_ijjiv)_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last

Status
FODN :
IP addresses

Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Success

domain.example.org

209.165.200.225

HE gl BEXH

HZ [ https://cisco.com/go/fmc-reg-error.

$1$QHEI 1|=| G

"

ot

B

= /v3/update?hostname=domain.example.org&myip=209.165.200.225

Z |

TR A e CAE B

1’ % (Device) T _EIMEFFEMIEE (Inventory Details) #7304 WaaUAA HELI{E B, 64 CPU FlA

yE

63 ZFRIFMIER
Inventory Details [
CPU Type: CPU Xeon E5 series 2300 MHz
CPU Cores: 1 CPU (4 cores)
Memory: 8192 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A


https://cisco.com/go/fmc-reg-error
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wanpngs ]

EEPEE, ad g (& .

“REE N FH RO SR G

%% (Device) UL [Hi (157 FAEO S BE (Applied Policies) #4318 T+ B B (1 LT 40 .
64: F7 FB B 385

Applied Policies e
Access Control Policy: Initial AC Policy @
Prefilter Policy: Default Prefilter Policy
SSL Policy:

DNS Policy: Default DNS Policy

Identity Policy:

MNAT Policy:

Platform Settings Policy:
QoS Policy:

FlexConfig Policy:

XA BRI S, JRT DL R ER LA S

b T e, sk e (@) RS E BT SRR A A RS & (Access Policy
Information for Troubleshooting) X iGHE. 12 UHHE 7 T Qa4 Uiy [l LI B A iy il 42 4 H
(ACE).

I weegE I
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[ 65: F TR HERR A 17 1B SRR 1R 2
Access Policy Information for Troubleshooting ?x

- (build 90)
105-1lec-b324-b3df319dfb31

294968119

from

Close

ATLAN I & E TR (Device Management) T [HIHE Sl 73 B 45 AN e o

TR R E > REEE.
T2 (EEAI RN B R 571, il g ()
T3 rlili ’g&
TR 4 /E FARREE D, sl RE () .
66: SRBE 5> EL

Policy Assignments 7]
Access Control Policy: ( Initial AC Policy v
NAT Policy: None ._V
Platform Settings Policy: None v
QoS Policy: | ane |~
FlexConfig Policy: [ MNone I

(oot | I

SRS X TRERSRIE R, T TSP SR . RAT BT (KSR S 8
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masazs ||

FIE6 M RTE (Save).

T—% it a
© BREMCE G IES I A

= E— Ay g =]
RESHKZE
1% & (Device) ISR E (Advanced Settings) 7> 2 o BRI & W &%, W Rk, &arel
AR AT 1K LE W

K6 “BR” (Advanced) B 5 RFER

FE 5 EA

4847 (Application Bypass) | %45 I “ AN HZ81T” (Automatic Application Bypass) IR 25 .

55 1% A1 “H3NHLAT” (Automatic Application Bypass) B (LLZZFE A o
7)) .
G ER W PSR A RIPRES . BATH, FTD B2 U7 i) B0

FH AT AT 9 28 Bz 0 LR A 2%, K7 Tl 5 R U9 e ok 224N il 48
TFNRSH o RnT LI i H6 G248 22 kel /D 38 2077 ) B B 75 1)
WAL JHHINGAMRG, REASY MBI NS, M2
TR L] 5 ST AU R ZR VT HL I X G A3 2R AN 2 5 1) KU
F 5 U7k EATTHE Firepower B E AL BoR 520, 1 H 458
REE 55 In) 45 0 00) DT JC B 12 £l fer e JL BB A T AR RN AR B

R BRNTE LT, 080 A8 B s I U B By, 4
Ji 33 8 4B 2 (Object Group Search).

BB WA EIHE O SR ZS o 08 BATR], 7 e 425 1) M AN T 8 s 5
W A FH PR 1) AR 2 A4 DX 8 A i FH N U8 H TR 06 T B bt
W s B OO S, RGN 4 1 ok AU 1) 428 il T 9
AR — NN, X ] TR A I IR R R R . W IR
PEZETI, WA 77 ikt 5 4R1% Z (Object Group Search) 2 1 DA P
W LN .

AT 0 24 2 o] G vt 0 B A6 B

\)

IR HoR “HERMEPERE” (Transfer Packets) B HIfE ., 1HS I MBS , 5 43 T,
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BT BL T 2 o0 £ 5 B O v o DS IN R BUB B17 18  #6 8 TR R A 38 TR e, itz
R TAMPN SRR, WHETFH/RIFM. kA feE Gk BRM Bhikgiae)E
JEFH o FRAN T LIS A 50 58 68 P ) 0% il U0 2 P ) R U PR AT g o LoRE L) o

N

xR

WERBER IR R AR, R E IR s — B, R, MR ZARIZI R fes FEA R
iR WOREEIXIRAYR, DA 4= TR 2 3 & s AT RC B AT e . WY e 1
WAFBR B BT NAE, T Re s b T A —B0RZS, JFHTRe g mkRe. W RBKIEITIE
W LR R DN AR e AN FLAE A

FHia Z |l

o RS SRR B B A

o BATEBUE RN AERE & 4 BRI 54848, 7R & CLLH, Hi A asp rule-engine
transactional-commit access-group 4.

o ST AT RE S AR B BB N P ACLIN h W R e A o JRATTE WU AE Y4 7 11391 1R) S et e
o

* A LLf§ 1] object-group-search threshold & Ji IR, DLAT B TR ERE N . A8 B Iz 1T
I, RIS, KR 2% 0 SR UL ECUEONT H AR TP ik 4 ORI R DG e 3 SR Esfe L H
it bk DGR A3 5 sl R 10,000, W FFIERL . OB RN LB 13 22 () DL BC T .

UK

TR & > REEHE.

SR 2 (EEEE N P57, sl wE (4 .

$®3 L& & (Device) I, KRG simRIRE (Advanced Settings) #7011 4Rig (4 .
FIE 4 35 LEIEE (Object Group Search).

IR LI R AFERER ML RAMEIE TR S, 1§ O R (Interface Object

Optimization).

WAL P O3 4L (Interface Object Optimization), W) Z& 484 by REANYS/A2 10 52 A i 30
DS, T AN 2 A5 P 0 00 e s ) P 22 4 DX BRI 2 [0 4 3 R 2 1V 2 R o] 0 50 2H 3 R Ak 3
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FIE6 M RTE (Save).

BLEIEOAXM RO

PSS SUITR] i o 2 o SRS AL FOUIL i SREMGS A 4 1 LMD 22 4 DI A B T NI H PR 10 £
SROMREIN o SRR P R SR, DU ZR Gofs B T Ay iU i) /10t s RO 28— S, 3K
A R B A OB P ER R B TERE . W ALE FRIRIE T, IE T L P X R 4B ZR (Object Group Search)
I AR et LA AR

EOAEOL T, OB T AR . — IR R REE— B s LR BeiekIte)mm i .

\}

AR R O AR, WIBLA U i AU LA e DO B DL T AT S, RO AT RE
SHERKHRF IS (] BhAh, WA TR R, WS AN TR OGNS, I L&
FEBL A5 HIS AT HC B A B PR B g o WRY™ REPT 3 I WAE B I BE % BT I Y, st
ARES AT A EORES, JF HUATRE P fE

FHIa Z |l

T SR - BB 4

i

B EHRE > REEE.

SIB2 EERCE MG FTD #4455, sidi #iE (4£) .

$IB3 k& (Device) LT K, Rn L EERKIEE (Advanced Settings) #7011 4a%8 ()
B4 e iEOXTSRML (Interface Object Optimization).

LS rlRTE (Save).

SkSF

NN

e EIRE
W& (Device) HLIfI - [{1Z TR (Deployment Settings) &i73 it MR ITEAE L.
67:FBRE
Deployment Settings Y
Auto Rollback Deployment if Connectivity fails Disabled
Connectivity Monitor Interval (in Minutes) 20 Mins.
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® 7 BBRE
FE 1t AR
RN B ) [RIE “J3H]” (Enabled) B{ “ZEH]” (Disabled).
S VT LR TS 2 DR 8 1 R NI S B Iml s R R A
KR H T O Ui, SRR SRR E T R
BB (3D SORAE PR LB 2 AT A (T

AT LA & E 1R (Device Management) T[] T B S0 0 B o 340080 1A0 0 /B 50 0 /5 AL 02 0 DR 28 1
eI 3 PR BB IRNR s 4o A an SRR s Y T B U i), AR5 SR iR G T B .
f& T LU A configure policy rollback iy 2 F-ah AN E (S0 i S B0 W&z, T3
MARCE , 56 86 11D .

THZ LR .
o JUALAHT 02 w] DAL Pl i AR At s STV IR ST A A0 1) 5 2
o SCRFPIR ULSEBL R aT IR, (HANSCRP R AT 5

o PR A S ] DA7E E E O R B R E . B, [MRRA S RE 5 L A A LA DS HIAT:
AL E, B REAE BT CLI TP T . WEVEE, WERIETE Bk S B 3 S AT
H configure networ k management-data-interface iy &5 50 T Zudin i D &, ARJEHH T Rl
%y MIXEEBEER AR AR R 3 E UG BP0 E

* UCAPL/CC F& X ok mNER
o TR b — R 3 0 10) 5B 1 45 4 SCEP IE 15 %5ds .
o JERIVEIHE, EE e BT, B 2 HrAe B s .

i

PR EHRE > REEE.

HIR2 (NI FL SIS #5514, i g () .

B3 piiigE.

$IB 4 /EREEE (Deployment Settings) #4rH, Ml Hig () .
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68: B G E
Deployment Settings (7]

Auto Rollback Deployment if
Connectivity Fails:

Connectivity Monitor Interval (in
Minutes):

(o | TN

IR 5 ik R B 5 ERERE (Auto Rollback Deployment if Connectivity Fails) LA FH E 4 [FI17&
$IZ6 WEEEKIZER (4% (Connectivity Monitor Interval [in Minutes]) DL & 76 DR & 2 R 5 4%
FEIRIETR] o BRIME 20 2%
BT WRRAERER, WS NNELT RGP,
R ABNENREY), BRI, ERERAT R
o WRIE ] LI B ERE (Deployment) > Sk ERE (Advanced Deploy) Fi4E, SRJ5 sidifts (Preview)

C) Bt U A CIRIBCE RS GESHMEREHSD .« sl BRERE M (Show Rollback
Changes) LA F i, AR5 0B ERE L (Hide Rollback Changes) LA 2 3 e .
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69: ERE K
Change Log: 10.10.35.97 X

A\ This device requires a full deployment as auto rollback operation is performed in the device.see more
Hide Reollback Changes

Preview Changes Rollback Changes

Legend: | Added | Edited IRPmnw?ﬁ

Changed Policies Deployed Version Version on FMC Madified By
Routing Routing:
- Virtual Router (Global) Virtual Router: Virtual Router (Global)
Static Route IPvd4 Static Route [Pvd:
Static Route IPv6 IPv4 Raute: admin
Static Route Interface(Unchanged): outside outside

Static Route Network{Unchanged): any-ipvd any-ipvd

Gateway: literal:10.10.35.63 literal:10.10.35.64
Static Route IPwG:

IPvE Route: admin

IPvE Static Route Interface(Unchanged): inside inside
IPv6 Static Route Network{Unchanged): any=-ir  any=-ipvé

IPvE Static Route gateway: literal:20::20 literal:20::23

o FEASE DD AR I A, AT AR FRR S IS P A D il k.

PR8I RT L HBT T

7 EHAPLOF, I8 >I88EHE > 88 > B >FMC i EFAE R > E RS i e g
FEPRZE

1E BB CLI, i sftunnel-status-brief iy 4 LA & & BLIE LIRS

ﬁu;‘ﬁi%‘i4 BT 10 0 Bh DA b, WD HEBRIE M . 1S P HEBR B e 1 bR B R
, 87 T,

BRI TR IR RE

5% (Cluster) WA ERHEITINR MIS1& B (Cluster Health Monitor Settings) #1702 o N & ATk
EiS
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70: ERHEITINR TR E

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

REEREBITRREIRER S RETFR

FE 15 AR

Fa2l:)

SR I i) 0.3 F 45 Fb 2 la); BRNMEN 3 F. I THIE T SAGEBIRGL, LR
JUSAEAE R I BE M LK heartbeat 1 VA& 36 B AR 55 o T SRS s 7E (2
FRIA P ARk B ST A AT heartbeat Y98, X455 5 0L
TEMa N BTG A

$2 7 3B [ e ] AT 300 F1 9000 b2 i), ERINME AN 500 ZF0, £ 9B A1 [R) 2
RO A0 A e R 1 a5 ST T I 5 2 iy 28 e B 1) o

T MEN B2 BT IR KL W Wa P e Bk e o n SR s 38 2 1 1R T A A Bt 1
FERF T A B R AR, (AR AR 5 R IR 1S AT T s
1, s MAERE A B RZ e 1 s 2K ) Ja AR BE 55 1 B3 R
PRT2 L R2ET DL R AZYT R R 58 70 A8 & IEAE N AR BRI 4 o

J 45 v H SRR Snort AT O gk Rk AT I 4% .

AN W P e 1 WoRAZ W,

BIIEHFMNEE

SRR S TR AR T B I B ) 1 S B I B

2RI T 1165535 2 0. BRIMEA 1 CRZIRED o WE SR FH AW
WHL
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FE 15488

243 2 [ N ST 260 2. BRI 5 40Eh. & MBI 2R 1]
W RFLRE ] CLAAMEI 0L

KA AT RIS 2000 SR ORI I 1 1 . 5 SR A 2
WA ) B EF I T

Bl R KR RO 1 B B

SR YO ST 1A 65535 200, BRIMEY 3. W SR B AR

2432 Y P AT 2 F160 2 0. BRMES 5 40k 52 SRR B DA 2242 [l ]
BRI ] LAAM B 0T

KA ST 1R 3 2000 SR IR RN I 1 2 (. 5 SO 7 A 12
WA ) EE I T

System TR S AR R R
L RS RN A

SR Y ST 1 65535 200, BRIMEN 3. B SR B AR

23R 2 [ N AT 2160 2 0. BRIMEY 5 40kl 52 SRR B A2 [l ]
R RFLEI ] LAAM B ST

A ST 1R 3 2000 SR MO RN I 1 2 (. 5 SO T A 2

BRI AN B 5 B2 1)

N

AR ORI RGISATROU A, WAEZA T RGP IRGUR B I ANTE T 0 7 B A 2 BoR

T UM 7 B MO S B

fn] LU AT S 3038 1D, BN O ID,  BLA Snort AL Wi HERE . B ATIROLINEANE
VLAN FH Al 0 (i, VNIELBVD EdT. ARV SRS G B I, Bingk
VUSRI E GhINA

i

Qe
-—

HRRE > REEE.

FEEME TR IERE 7, ot HREE ()

il &E8% (Cluster).

FERGITIRRISIE828 F (Cluster Health Monitor Settings) #4, fidh %wig (4
WL IHEITIRRRE (Health Check) HHAE ] RGEIE 1R DU T .

Qe

JRY TR Y ]

SF Sk SFSE SR
S oS N N S
[Z 2 I — T S R (N )
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M BERARFETRREE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m
50 F A AEATAAT B SO, B s D s B B 1 L e FH B AR A S, s L R . BT
INAAMOAZALTE K VSS 5 vPC) , TN AEH RS T IRSK A Thie, IS CUAR 92 1 ) %2

PR . P g B e sl FLC B S e L RRY BT R, 60T DU B R et PR GG
ThRe Mgz .

PER6 O E ORFFIN AL 117 S Bk I 1] o

o {R#FETE] (Hold Time) - 15 & LR Fr e 8] DUA 32 P9 T A O BIRIR 270 B 2 TRl (R e el 1) b, JLAE AT
0.3 245 Fp; BRIMEN 3 Fb.

* ¥ OB R BEATE (Interface Debounce Time) - K45 Je ki 1] 52 & 4 300 £ 9000 ZZEFb-2 7], ERIA
B0 500 28D o 5N AR T DADRARAS U4 11 At R T 5 o Ty s, R TR 7 S B e ) A
SRR ILE . TERAERE TR TR, WSS e M2, R A RO bR K
A, IR RONEERE IR . 0T AR e 4 4 1E I8 AT IRAS ) EtherChannel (45171,
AV N kA #e ML i3 ] EtherChannel) 115, A A5 S Bkt 8] o] AR 1R AR B 2 110
P DA R Ay S — AN B R P 7 40 St 1 IS 03 3 S B8 5o A Bt R s

PR BE XAEEITIRGUS B R AR 5 1) B S ERT I AR
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v Auto-Rejoin Settings

Cluster Interface

Atternpts
Interval Between Attempts

Interval Variation

Data Interface

Attemnpts
Interval Between Attempts

Interval Variation

System
Attempts

Interval Between Attempts

Interval Variation

ruzigs i

ﬁ

BEM

Ei
\—l[

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

WEEEHED (Cluster Interface). #(#E1EO (Data Interface) FIZR % (System) B E LI F{E (P 0 i
s NHFESER . NAREA—EE) .

o SR EL (Attempts) - BB FUIIIMA SIS, AT -1 F165535 210, ON2EH HEIEHmA.
%Eﬂﬁlﬁl(CIusterlnterface) PERME D -1 CEBRSD - ##E1% O (Datalnterface) 1 &4t (System)

RIERINE N 3.

3

iR Z [B R (E]F& (Interval Between Attempts) - & S IR BT NN 2230 2 (] i ) B i 1) (LA

IR RAL) , AT 260 208 . ERINE R 5 208 e 1 A SR E B I N SR (1) g KR B 1) PR 261
K ﬁ:&%ﬁ&zaﬁt 14400 43%f (10 KD &

B FREE 4L (Interval Variation) - & & 75 88 Nl B RF Lt (/. BT 1 F0 3 Z M pfE: 1 Ok
B 5 2 QT E—IkEFs

SIS BE 3 (35T b —IRAREE TR o wilt,  hn SR A B

SR E R S 3, JERARGREE R 2, WIAE S AMBPE AT 1 RS E 10 P 2x5) JE
HEATSE 2 IE4AR; 76 20 0% (2 x 10) Ja T4 3 tk4ik. $EB$#E 0 (Cluster Interface) (1IBRIAE
1, #4E#E 0 (Data Interface) &4 (System) HIERIAE N 2.

$IES EHUK ﬂx%?ﬂflﬂ(Monltoredlnterfac&e)jZTi"H’ﬁ 243 [0 (Unmonitored | nterfaces) % M H 14 0
ﬂ%@ﬂ%“”"*f T k] DK b G 16 S R AR 55 12 A B4R (Enable Service Application
Monitoring), UF'ﬁHjZ K% Snort FIRE AL O FE 1) M 92 .
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73 EEFEENED

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

SR A0RE I B o 0 AU S IR T ) P A3 ) Bl 10 o 0 s R s, (R
FEHARAT S B R R4 O R U5 s Sl 1, 2 ERAE R IR e 1Y mAE 2 K Tl Ja AR
AFE PR RS B3 IR T2 1 RS DL K1Y RO B E 1Y RO IEAE ISR I B4 . BTG DL R, b
JITAT 4 1 LU Snort FIEEAE Ui ERE JE IS AT IR UKL 75 o

T REARAE A BRI D s PR DU A

30 R AAT A BT OB A s R R B 1 e BRI A Bl B O EETR
INEAMEAZ BALE K VSS B vPC) , ENAEH RGBT RS A D) RE, A0 TS 6 D 2
PR . PP i) S e i HBCE S o C REE BI A 5 s, ] LS I H R IRl &
Thee fgl i sz .

M R7F (Save).

HENCE G ES W B E .

FHNINENEERE

s

BT RE TR S FIAY . U RS TP M ik AT AR BT 45

i LAY EIE A0 IP it s E A A

W O BP0y TP HuhE B M4, BN AEBE % CLI o Befe, DUERCE VTR . BRAE K250
OUF, JoFT e B B PO TP bk B A ML A R AT B A B, (AR D —FME LT,
DAIRPAT BAT 5 A RE T e 2. W e i 21 A #0482 U NATID. RIS 7E A DL T,
BATE R FE & B0 TP b s LA A BoRA,  CASZELASM 1 0 24 7k &2 R
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UK

TR AL WP CLL T, & B L FRiRAT.
show manager s

Tl

> show managers

Type : Manager
Host : 10.10.1.4
Display name : 10.10.1.4
Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed
Management type : Configuration
SYR2 (E EUPP A CLI gl 7 B b L TP il sl 1 HL4 .

configure manager edit #7175 {hostname {ip_address | hostname} | displayname display_name}

TR &0 4] DONTRESOLVE FiI NAT ID AR,  DUR] BAAS FH iy 215 %48 5 o = W14 B
IP Hbtik. AR IP Huhkak EHL4% 5 s DONTRESOLVE.

PR ], AR TR . T LB situnnel-status i & B RERAR S

i

> configure manager edit f7ffad78-bflé6-1lec-a737-baa2f76ef602 hostname 10.10.5.1

AR B HO

SRR A G AR D 32 A8 06 VROIBT IR A B rP Gy o BT A A B rPC A58 T T A A5 B AR 1) TP Sk,
W AT LD IR,

UK

LB /I FRAF b, WIRAAE, TEMRIEE RS IES MR (RO w5539 Ui,
WA S SR T shER:, WIJCTE T o A BP0 TP Hodik .

HIB 2 %A CLL, Bl SSH.

T3 EHM FEHA 0.

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE } regkey [nat_id]
[display_name]

* {hostname | IPv4_address | IPv6_address}-#& & F 4144, [PvatikiIPvottil. & B0

weegE I
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TR EIEE

* DONTRESOLVE-Un & & # 0y An] HEESFhE, #%14#H DONTRESOLVE i A & EHL44 8% 1P
Hihk. 4 B4 DONTRESOLVE , #2344 ] nat_id . j‘“mkmik%f‘bﬂiu féﬂqﬂ Lo, 1
AR N4 52 B4 TP HbdE A nat_ids XESE0—3i A BEHE o TP bk, W93t 7 B4 s A [R] e —
NAT ID.

* regkey-fi A EMHYIE ZEAE B B0 A LA IE NS Y. W LU IS PLIE RN T 1 2
37 ANTAFZ AR SCAR TR s U g B A, 5 EEAE A B rpL A A AT [ ) 35 8

e nat_id-24— 7 KR E IP HuhiE I, AF B FE Rty 584 2 0] v E A R A A ) - BEEC 7 45 R
T 1 & 3T ANFF. I NAT ID AR MHIE A FH I — M50 . iR NAT ID J&ME—11),
A AR A JoAth B 2 Al FH o oS o0 @b 1 B, 7E G BFRE AR NAT ID.

* display_name - {#J{] show managers i $ it ] T~ s LA BELAR 10 Wos 4K . WERECKE CDO
PN T2 A7 ¥ 2 Y BE A ANA I B 2 4 B by, AR TAR R A ] WERANRE W SHL,
B KSR A LA R vk 2 — A3 E B 7R A4 7K

* hostname | IP_address (413 AMi{iH] DONTRESOLVE S 5)

* manager -timestamp

Tl

> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

PB4 KR RRNB] FR O WS E B O I E PR R IR 5 27 I

BEYHn B ETE AL

RN Ve P DI A B R, R B LORVE BERS U R BCE AN, TR L B S OR T
TER, A ORB MR E R, Blns )4 SR sl 42X .

D) W AOE, BORJCE T B B B BRI A

FHIa Z Al
USRI K  CRC BN T P, B ZUE S ] B By (R AT RE) B configure

high-availability disable 4t irm i HPERCE . FRARS DU R, S 32 F e v s v I
UK

g E B E AR, A Cisco B REMITE PLES TP IBUGHTE M B4
P2 (AREFTED RCEE .
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AT BE T O O PR RS, RO A B e L U A . A SR 1 A B 1R
R BERE I, W0 i B WA BEAS
o H A BRAR VT ) FOBCH #2211 - 5 B 00K X e v B B 1 . BRUVIE DL R, A BRI
DHCP #20 IP #hk AT 56 . R 48 ) DHCP 3250 3 W 56 (i, #3422 11 i 31 k9
), WM ERA A EEEE D, I BB HIATEMECE . W& DHCP #ae2) T M o8,
D)5 B A A TP bk bz O, B e & o B e 1 .
o FF BRAR VT ) A0 AEF R 10 - QRS B A TP Hbchk, T AR U3 R BR DA X D 1 A i — )
XK, MAREIEED .. WREFH DHCP, WIETHHATEMACE, e S i )\ DHCP 3k
R

$IE3 GFIRE > BRGIEE > EREE, )5 A gk WE SR AR
SE4 [LE FEHO/CDO EFMAER .
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[ 74: €320 0/CD0 ¥ RIER

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TRAMEEIEHL/CDO A ZE P s, S aT LUE ] 1P Mol ok FAL4 V5 ) & FE e
, TEMTR, WA O AT NAT 2 58k AL 1P Huhlk sl B4, i s EHE.

B osses
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b)

d)

ngegmemnn gesl

WA DAT A Vet CRERLOL BB BIE Bt BATW Y7 RN 1P Hlik, A REAEPI A ez
[A] S X TLS-1.3 0 (A 45 338

WRER 2, WimA EIEg.0/CDO E£H1&/P k.
15 EEH0L/ICDOEMELA.

BEE PR B RER)— IRPETE 3, M B 8 v 46 I R A A B b R e e A
AFHEE 37 MR ARUFRURFRET (A-Z a-z. 0-9) FIETFHF (-). UL ID ATHT
2 QRN E] L.

¥ NAT ID.

JEID RN TR, R TE D L. WROE A
$erE P HUE, WIILF B G B B /E AP & Y& 1 TP HIEIY, 34 NATID. NAT
ID AL 37 505, AT T (A-Z. a-z0 0-9) FIEFH (). I ID Rk
FR T4 B 4P M B 5 BP0y NAT ID 15 TP M 26 2R, P T30 U 7K 1 I
W s HATAERT TP HUHE/NAT ID JEA7 S I TEJR, A2k Bk .

Mt E R E .

a) 5% FTD £H.&.
T S A B Bz 3k T B3 d0/CDO a3 N Vilkl, M)k FQDN $# H F1kz 1.

b) F5E DNSBRSZ2E4H.
EPEIA Al — AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, FLH 5
OpenDNS JIk 5545 -
LR B, &8 0 /CDO i a) 48 Ok Fe 2 11, 8 B 45 Kidl 392 11 DNS RS 28 48
FH 22285 ) S B8 E 15 HE DNS JIRSS s H T B . %ol DNS JIRSS 43 H T DDNS (i CUic &
Bl T e T ) 22 A SR« IS T RESSIE R T3 BRI AH ] DNS R4 w4l DA A 4 BEAUE
T HRIE I AP 1 )ik DNS %S #s .
fE B HRt b, BERE 1 DNS IRES 2 e 0 BOLE 1L BB 116 WO SR TPl E . i
T S A AN N B B, AR ML B R R, JF H DNS RS 98 A S W INEE S R E R
Mo (HAE, WERFRY R T- & BE S 2 lic 25 00 & DNS 2 & 1) BB A 345, )20 Ek 7 o5 A
i E . FRATEUE LS E 5 B VUL DNS & 3R, DS & B rput 1 gy %%
[f] 25 .
BEAh, ACHAERIUGTE W & B DNS 4528, B EH.O A SR A DNS %545 .
W EHy CDOFMC i 1a)35 IR B FEE: 0, Wb B 45 10 B 5 BE DNS AR45 25 .

c) X T EEAFL/CDO FRIIED, BT CUHCE M,

1 1L 7 AEBE AR B B S, RERT DORE A B 11 S O A5 PILE 1 i s — HdE R

CRTaE) ARG T HE L 0, JF Hazd DAGR MBS L, AT INER A i o

KRR MR, BOREK AR A E O EAR . WREER TN O, akes
e m P ECE T . WS T HAth gz O, B A T AR E R R A R0 2 BT TS ER
N3

weegE I
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WERGSIE R T O, AT BRI OCHC & A ME— MG, ARG A R e b bR e 4k sl ik
$£BT (W) REERE T B YRR, i AdnRnshZS DNS (DDNS) /3%

WS 1P Mkt & A48 4k, DDNS #fiff 5 H bt n]H20 52 4 PR 2 k44 (FQDN) 16 S8 Bt % % . 214

B& > R E > DDNS BR& it & 554 DNS.

G0 S AR B T A AR N B B0 2 BTG B DDNS, ) i 95 ¥ 45 23 84 Cisco 5215 1T

i CA RGBT R CA IS INUES, DA i B 48 v & T LASGAIE - F- HTTPS %421 DDNS it

S AUETS o UM 4B S FEAT A8 DynDNS Sz Ft APT MY f¥) DDNS 554
(https://help.dyn.com/remote-access-api/).

f A B 115 )4 PRI, ANSZCHF DDNS.
FIR8 fiiiEHE (Connect). JEMHRZS W UL B R V1] 4 B O G RPIRES . 78 REFEEEHL/CDO iE
M E ABG, FRE R, IR NP K.

U B VIR A B Gy, U BUEEM . A, THE REFEEHO/CDO EMIRE LR L A
KM BRSPS WS AR o WU, ol AR, O H A A ENE RS v B A
A4 2K

WREHE REFEE R O/COOEMRE LB R FFIERD] B HA , BRAREH5SEEP LM
FLIN SRS CDO W IRHE. RORFINTIT 1y e iy PR 4

[ 75: B TR

Registration Status

e ol I e TR
Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

N EEAD YIHRE] R F B IR

ST LA 224 T ER AR B8 2 A TR L A LI P 7 8L 5 T A O P 45 B s e A

B osses
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| weee

mems e werEs

a5 AN BE AU D)3 B A RS, IO TS BT 2 A . AR A B PO 2 A4 B 2 T
TR A B S T L S BT L B Rk . W RN W B LSS DR L, TES RN W
BRI R) RN, 2 108 T,

A

AR V)RS B SRR CE, PR ARARIKEBOARCE . (R, R IP Mkl A LA R

A,

g2

B 7E SRR Y, IR (Devices) > & &2 (Device M anagement) T [HI I BB K Kk
2 ] SSH slasthil & i R 2 BB CLI. 40 SR F SSH, E+1 1 B8 IP #hub i s:, JEE

MY admin 740 CHGRAT R B BAOABR AR AT LA AT D) 85 g Bl CLI.

il 6 1 BRIA ) FXOS CLI. 1§/ connect ftd fiv 4733 BoWrBh# CLI. SSH <if I iERE D B
Jlr 548 CLI.

WERTCLE R R B FE 1P bk, EPATLL MR
o B ORE BEA P iy 1B B 1E HASAT 1) M 5
 WORN RN S0 T AL TP MR G . 48] configure network ipv4/ipvé manual iy 4 .

3 WAERCAR AL TR R BB T .

show manager s

i

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bflée-1lec-a737-baa2f76ef602
Registration : Completed

4 MBRIZFEAE By, SEATCAE PRI

configure manager delete uuid

AL EENE TS B R A B, Wi e LT 2R, W EHR e bR (W UUID;
W24 show managers %) o HIMBR AN 2E4 H .

Tl

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
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No managers configured.

LIRS MUEAHE FIE.
configure manager local
BIAE, AT LS ] Web 3% 8% 76 https://management-1P-address 47 & 1 JF A< i1 &5 3 8% .

Tl

> configure manager local
Deleting task list

> show managers
Managed locally.

RRFYS (FiEMIFE) EME)H
SR A T TR AT, W T RO B 5, SRR, R AP
LED /5 ARG AR, WRVE B ARG, WIRTHE th T Bl F BN S0
HtE CLI S WA BERS (AT T WML, JF4070 T IR
PRI ELB AR L

ARFIV M HARZER, THS A P55 (FHARHE ) R s B oLy, 56 31 5T,
TR R, TE AT L MESS 2.

EERHE
FELL R RS B SE
* Firepower 1010
* Firepower 1100
* Cisco Secure Firewall 3100
W RAETERTT I CLL A B DR A (K B 2% GG E O Z i O e 2, A% AR MR (/)
FEAHL L B, R B EE OV ERUCRES . OGRS R, TR S IR 2R R
18 F F 3 E A0 E AR 2 5A
D SRR Ak R C RN, 56 Jla U 8 e ] B 5 2 I s B ik
1. SR T2 M o8 B B A WT A B » 58 12 DUl B0 B 85 58 BOsUb D17 18 47 46 e
» H513 0L,

2. WERARGR L SHIMG R EARS, WATREZ st ORI R ) — A B L. e
R BOERE,  ARJA 1) IR A BRSSO M
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s (Eamnm tmas [

1 B REENEEEEm:

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

2. WIHEM (Registration) 2 R B5ER (Completed), IJFE ZMH i #EAR «

configure manager delete

3. RJm, AT LME ] configure manager addfr CLI i 54

£ CLl R E# /A shiR Rk IE AL
R B A AE AR A B AT TN, N MER R IG,  eRAE CDO & 21 7 515 B R ik
T UBGH M90S, EERECE AR I 5 BOER:, AR )e TR TR iz e

1

1 F SSH sl i 5 uify 1 1% 8231 FXOS CLI.
W HAE R SSH, W4 2] J@ bl CLI. fEIXFHEH T, %A connect fxos. WA #EH] &
i, M EEH S| FXOS.

> connect fxos
firepower#

BEAAH A A
connect local-mgmt

firepower# connect local-mgmt
firepower (local-mgmt) #

MR O A A%
cloud deregister

firepower (local-mgmt) # cloud deregister
Release Image Detected RESULT=success MESSAGE=SUCCESS 10, X-Flow-Id:
2b3c9e8b-76c3-4764-91e4-c£d9828e73£9

T BRIC B DK =i 4 .

erase configuration

firepower (local-mgmt) # erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes

Removing all the configuration. Please wait....
Configurations are cleaned up. Rebooting....
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. Cisco Secure Firewall 3100/4200_t £ i1k SSD

5. PG (FHRARE) KB im B B L, 2 31 0

M & EER ENEREMIPE
U AR S WA RIS, W AR EAME AR . EIXFMELLT, S0 AAE I i B Th
R SRR

\)

AR WSS O, TS UAE CLI P F0E A SR AT, 55 115 T,

1 78 WARERS P, mdiR& (Device), Ra M RHIRE (System Settings) > = AR (Cloud
Services).

2. & BahiEMCisco Defense Orchestratori¥, Cisco Secure Firewall M anagement Center .
3. miiiEf.
4. fHPHS (FHEAREC) F BB #L 28 31 5L

Cisco Secure Firewall 3100/4200_ 54533535 SSD
WEEE A SSD, CHISER BRI TE R RAID. B k&S A znt, %0 PAZE CLI _E3HAT UL FAT %%
gl
o BfiP I —4> SSD - 4 SSD i HL ke, el LIS Hee . iEEE R, RS HH A4 SSD, N
TCIEAE BT K5 T 5 ik M B

* HER—A SSD - WHREEA WA SSD, AT LI ER—A4~.
o WRINEE AN SSD - 1 M —4 SSD, 1] LLVS NS — > SSD 3 JE i RAID.

A

AR EEARMTICRE T A RAID R SSD NGO MR A B . Wl e B 22k

UK

T MR —> SSD.
a) M RAID i SSD.
configureraid remove-secure local-disk {12}

remove-secure SSHE 5 I RAID IR SSD, Z5H] AN HEAEDIRE, JFXT SSD $hAT 2 k.
U R A AR RAID MBS SSD Jf R8s A4Z,  FTLU#H] remove K HET

5l
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Cisco Secure Firewall 3100/4200_t (5 #vifk SSD .

> configure raid remove-secure local-disk 2

b) Hif% RAID IRZS, HE| SSD AP IR A

show raid

M RAID HMI% SSD J&, RIHRIEME A1 IRENEFIKTS K W PER . 55 AN IKBh KA T 414 Ak
AR

w15

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle

Sync Completed: unknown




B se=suapns

R

FFEATIE

¢)

a)
b)

Degraded: 1
Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

MAUFEHECH SSD.

$I82 7N SSD.

¥ SSD W BRI 212 ik
4 SSD ¥ i E| RAID

configureraid add local-disk {1|2}

HBr SSD [F2L 2| RAID W] REHTZ LA, AESEIIIAI G K di g 42 1k
g, IR R R dkst. {EH] show raid iy Wk .

U SR A 2221 SSD LRI AE o — N &R ge BRI, JF A T8RS, IHMmA LT drd
configureraid add local-disk {1| 2} psid

Psid EI7E SSD T IAIFRAE Lo s, BT AR RS R SE,  SSD R Hiks UL -4 In £ RAID .

=T UL

DL
py l

TZEIFHES

AL B K S S B AR S AR 1) T, ST LICRE IC B AN TH (1R B A 7 5 A A BB S o T LIRS
B VMU B H b B 1 o AEEAB 2, PR AT H An B CBUE -

TR E

EFHIRIRE

* Cisco Firepower 1120
* Cisco Firepower 1140
* Cisco Firepower 1150
* Cisco Firepower 2110
* 0} Firepower 2120

* #} Firepower 2130
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* Lk} Firepower 2140

\}

AR PR LU 7.0 BOE SRR

XERYBERRE
* Cisco Secure Firewall 3105
* Cisco Secure Bij k5 3110
* Cisco Secure Firewall 3120
* Cisco Secure Firewall 3130

* Cisco Secure Firewall 3140

\)

¥ Cisco Secure Firewall 3110 3120, 3130 f1 3140 #4540 4 7.1 845 E A4S . Cisco Secure Firewall
3105 DA% 7.3 B RS .

T %1 ANk

TR 25U R BEVE TR P A E N R 2 o XA 2 BB VR PHIE R A 21 H AR %

EBRRTE S
- SR A0 FL bR A A BT R
- SR BEVF RTS8 RAT R 46 0V T2
 FTREL FL B8 A AT TR I
B F R A AU T
C 5
Wik B
- B
© HARR A A
RE LI e
© BB

* P nZife vt ERABSRER.

I weegE I
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B osmuEnmerns:

o v ERICE L AUE R H B R
VB T LLA AR B . (EAEIT RN, AMGAEAEMT B RIsT il . S AT RS

o WIS A HA X384, HAR AT EIE HA X132, RZIMR. EBASTER
R HA %

[a] S AT LU R MR LE o &

TR ) 4 LI TG B AR 45 53 31 A 1 4%«

* VPRI

PO

© NIRRT E

* B HRCE

* DHCP #I DDNS fic &

o HEAULHE HH A C B

* Policies

© RIEMIR SRIN 575 o

CPFHRE

TR SN TR E L B
XL H 1) 32 LA SHEmis 1 NS 4% SR B H A 45«

* BATIRVL NS

* NAT #lif

* QoS M

* ILFEVI IR VPN HEng

* FlexConfig $

o Vg I 25 I SR

o T 98 e

* IPS i

* DNS 5l

* SSL 5h

o SRR ST e
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© SNk
TS ) 458 LA B b 5 TR 6 52 80 H A 145
* ECMP
* BFD
* OSPFV2/v3
* EIGRP
* RIP
* BGP
o LTSRN
* Static Route
* YRR
o MRS A
RS ) 7 27 LR 4 AR 46 52 1R 21 LA 1 4%«
 WIEEE
© R
* Etherchannel $% 1]
* MM
* VTI #:11
* VNI #11
« Al O

3% B PR 5
[ EARLITR:
* i fifH] VPN
* SNMP i &
TEILR IR, BrT UL B & 10T & BRI E SNMP.
s —IRHBEIAT AT .

o WERYEEE LE L . E S PR AN T BB T AR B (KR4 AT &L, M R, A
W, XS R B E N BOAE .
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. iE#% Cisco Secure Firewall Threat Defense

« TEFEVT ] VPN 54T b AN i M o (80 J00FE 38 8 2 1T T i X LeiF 15
s FEITR G, BROAHEOLT, HARB A2 ] Snort 3 T AN Snort 2, BIAEYE 5 44 I ¥ /& Snort 2.
« X HA 4

o ARR A BEONBEWUR T iR A IO (M 1 o X RSB LS54 ) 3 P A

© VAT H AR BERS: BRI L WO AL il i 45 PRI R 1T MAC M BESE HA TE B AN 21 1] 3
TR, WERTE, EUAHETEE)E Tl EIX S A .

1T #%2 Cisco Secure Firewall Threat Defense

FHIa Z |l
BT MR AAEAT RS

B2
HFgE > REEE.

A EARER (Migrate).

RGBS R FFIE (Start).

MBI & (Source Device) R4l ik 4.

IR A HA X —584, WAL 7R HA X248 5

M T—%.

MiRi% % (Source Device) 741 3& ik £k & o

W B A HA X —884, MR R HA X4 A FR .

i T—%.

EECE#EO (Configure Interfaces) IR, REUR 1 & IR ELEE 1w 21 H bR e A& I E: o

FFARSR I BT AT H 1 o RRA 2RI BT B i 44 (K% ORI T HARRR D 1. AN REWUN JE T HA
W R IC B R 1 o XS LV AR 1) PR A o ) 3 2 AR TP S (3L 1) 32 RS R (1) 3
Ho

o fiiBRETERIAE (Map Default) DAL & ZRIA K42 L
Bilan, PRI LUK 1/1 St 2] H bR 2 LUK 11,
o S ERER (Clear All) AT E R FTAT WLt
HilET—%.

A EERET (View Mappings) LA E$2 1)
AR (Submit) FFEAITH .
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$IE12 {ri@%A (Notifications) > {£5% (Tasks) UL+ & FITFEIRA .

T—5#tta
CEREB R, TR .

A T ARSRIPERR, R8T ARG B PR o AT M. (O, (EME AT, R IRIAT IT R i
sk, 3 123 TR BIERAE.

JRIIIER e, BTG AL AR 2 AT AR $AF:
o WLIE R A AL TR AIRAS, U S S T TP Mk, DRA Ao AR R A A AR A
o R ORAT FH B SSUS 1 TP M koK SE BT NAT SERK
© WRAETERS e R4 O R B B O B, T RO L .
o fEHAR B EEHNE MR AU (i) .

* WAL HA WE, THHCE HA 240 IR O SR B ik 46 AF A% 1 MAC M
fik.

s RCEITH G EE S H O,
o CAfIE) AT BER T 6 BCE KA E SNMP.
o (ATEL) e B 7 SO UL 8 IC A

T SRR A % FAT I e O A RS U R, IEITAS S, BRSO AR 2 2k
B AR & LI ERAR VT ML E . A OCTEE R, WS @C&D%mﬂ%mﬂMmmmmt
Center B2 ML B SIBCHLAS B (0K A B8 U il B2 AN 5B SHOCh “Hdls 7 =8

o (AJIE) AR 5 B0 E A E] VPN IR0 E A2 NI R AT
B MAEGRENL . A5 BE > BRBE , KGR s B .
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IR E A A EIEFREALENIR

DigE

=Kk &8
VTN

&AK B

R 1

FRER

Firepower 4100/9300 [t

HURGH A IRDUEAR .

7.4.1

7.4.1

FREM. FRERBRAFESITIRRRRI N RREEI TR K.

WAE, BRI UREE N R M B By, S8 n] LAAE Firepower
4100/9300 [KIHAEBIBAT I EAR o S8 J0 3 FH 7 K s i 905 208 °F- 5
MBS AT ARG R I N IS AT IR GRS o B2 IR Bt 1817
RIS TE RS (AEZETIAR I “¥ 4% (Devices) NILFEHIAR) ALz TIRM
PR

1538 0] DUAE 22 52 N & Cisco Secure Firewall 3100 s IHLAE (7%
FIBATIRDUEA) o X T IXsede g, fn] DU 4 B b0k BEMLAS .
{EX}F Firepower 4100/9300 HLA, #4705 2504 I LAR 2 FH 2% 1%, FXOS
CLI.

PGS bR & & (Devices) > & &2 (Device Management) > ik
fin (Add) > HL#& (Chassis)

WS R I B B

A B BB SRR

CLI %t

7.4.1

1

il

AT G — 4 T R CLL A, 75 Bh S HE Ik 15 25 ol AR B ) b o 5
AT LA AATAA] show i - & B o

B Ms ) i %E: 1% (Devices) > & & & I8 (Device Management) > &
£ (Cluster) > & # (General)

c

BRSO AL A T

=10 N 7’4

%7 (Device) fl “42
HE” (Cluster) TL[I 3k
B

7.4.1

7.4.1

AT LATE “i 47 (Device) LI FA RN LLKAIE “4HE” (Cluster)

UL b2 AT ST RUAR B T BB B ST o T, fmT LK

F)Tﬁiﬁﬂ?ﬁi'} NG o BB R LR BT VS IR I A H

o BT LLNIZE (Devices) > % & ETE (Device Management) > £%
(D) > HPEHERR ST (Troubleshoot Files) S M fi & S o

G R S LI

* %% (Devices) > % & &1 (Device Management) > % & (Device) >
EM (General)

* %% (Devices) > & & &8 (Device Management) > &£ 8f (Cluster) >
EH (General)



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html

| weee

wagrnpeieztame [

The =K B2 (R EH FEER
s I it

P H 54 v st | 7.4.0 L R RS (WO R AT L% 815 Firepower
Firepower 1000/2100 Al A[ATFY; | 1000/2100 F1 Cisco Secure Firewall 3100 %73 M R 2Ly, 1L THLE
Cisco Secure Firewall e 7.2.0 | EPATAEMPIGERE . E 05 SecureX TR fE T 8 45 5 ik
3100 135 HE pL ) 242 et | PASEELE T RE .
LAIRC. FraReL

ANE[ATF | BTN i 4E: %% (Devices) > % & & 12 (Device Management) > i

Pila) s fin (Add) > 1% % (Device) > 515 (Serial Number)

TRATAD | gt p AW, S B LA TRV LN, 7.3.x 3R 7.4.0 R MHB)

WAAANLFFIINEE . SCRAAERRA 7.4.1 FaR[A],

A I B A2 | 7.4.0 7.4.0 HEEW. AREEHFEZEO.

B,

XFFAER] 7.4 ROE R BT e 2, SRR IR 1 . S I
ERE AT H] .

IR TR 7.4 B mIRAS, JF A
« WA NEWHE D IATAEATRCE, WD A3 5 IF

s WO DT TRCE, WA DGERE T A SRR, el Agk
SAE IS W o TR, A AR R R 2 iz O
15 PN < IVA7 B I SE S R

IR AL 2R AAA WU AT 0 S SO BOAME I S o th k. BLAE,
AAEREFREERTHZD (WIERROD I, A nT B E B
LR,

NI TPERE, XEWE:
o CET S H HTTP. ICMP 8% SMTP #H4712 .
« XJF SNMP, wJLLAYF “ER” mAE W LN

T RGHEMS#, Eal OB “FH” AR el Skiin
Bl

* WARARGH GRS A45 5 SNMP LA 65 B E AL 4 g 2 12 W%
F1, A2 & I B AN ARG I B A AN 5 B B

* WERANRERL L, DNS S A FF LR R L A k.

BB I b4 8% (Devices) > & & & 12 (Device Management) > %
A (Interfaces)

B/ S4B MUE4 . show management-inter face conver gence
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gggE |

Ihie =ik B2 |(REK M FHER
Al R i
M Firepower 1000/2100 | 7.4.0 R TEIUAE A LUK L B M Firepower 1000/2100 544 1F#% 2| Cisco Secure Firewall
iF# #| Cisco Secure 3100,
Firewall 3100. FASSI S 8% (Devices) > B & &2 (Device Management) > 3E
#% (Migrate)
FEBRE: ASZEEM Firepower 1010 2% 1010E 348 o
TR SR A | 7.4.0 (E=N AR AT LU 8 S MH & R . 7538 % (Devices) > IR ZFE IR
s (Device Management) 1, s UIHIAT EAHTIN T B EFIRIRE
(Download Device List Report) 4%
A9 P i 4 1 A By | 7-4.0 7.4.0 D I 0 i T P R A SRR A R B e 1 4 b0l A . DA,
7 0 s m ] AR SHAPSL WA SCRFIX— D fE .
TS AT PSR AT A
SR ko |7.3.0 R TR IAETT DA B AR A IS AT IR IR 45
E. B S &% (Devices) > i& & &1# (Device M anagement) > &
B (Cluster) > £BIE TR R HEIT1® E (Cluster Health Monitor Settings)
R WIS 2 Fi 4 FlexConfig B & T IXSEU H, 55U BAEHRE
Z HiMHBR FlexConfig BC & . 750, FlexConfig Mo & K78 o5
PO
TUAR S BRAS U7 ) $iis 422 | 7.3.0 7.3.0 FEAE B 32 1 A T B U ) B, 8T ARG S A Bh Al 2 1, DUMEAE
[N TR R AR I R B RE . B2 SLA IR 5 R BRI A 5 AN
FE LR A I A ECMP DR IR T AT P, DUSEAE B & mT DA F X iy A
.
BT UK SR LI
* %% (Devices) > 18 & E1® (Device Management) > 1& & (Device) >
&2 (Management)
* %% (Devices) > 1% & &2 (Device Management) > 1& % (Device) >
0O (Interfaces) > I i/ 8] (Manager Access)
ISA 3000 &%t LED % |7.0.5/7.3.0 |7.0.5/7.3.0 | ¢4 ISA 3000 i, FR%E LED &4 K. FAS545 10 72, SR)5 FHIRTITF
R o W
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EEIEE (Deployment Settings)
« #RZ (Deploy) > 5 ERE (Advanced Deploy) > F 5T (Preview)
« #8E (Deploy) > &RE [ £ (Deployment History) > Fi ¥ (Preview)
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B RS %% (Devices) > & &I (Device Management)

B3 FTD /) FMC IP
Hodil

6.7.0

6.7.0

S 2 FMC TP Huhl, BRAE W LA A FTD CLI BB 4% o

P/ aE MUt 4 configure manager edit

—4V)5 19 Firepower #l
P agiE

6.4.0

6.4.0

%T- Firepower 4100/9300 R 41 i %,  “ %% ” (Device Management)
T2 P2 L FR 1) Firepower HLAH #1248 Web Ji [ (5582 .
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