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| Max. 14 instances
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkki*

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

R A AT IR AR A S, WSRO AR, B mT DAAREE AT LR 7> LUFE Hh
L CRE B

show system detail

. %t Cisco Secure Firewall 3100% SCfHI#5E =


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

I %t Cisco Secure Firewall 3100% SEf5l4&E 5

rRszes [

TP

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address: ::
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

R P CLL
connect ftd

T

firepower# connect ftd
>
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FIA .
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o
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RGN FH A5, AT OB TS BRI S, (HAEAE fir 4 b B0 A B 4% 1 ERN A B D3 R
b HUFE EHLA BE N “firepower-model” .

|Pv4:

configure multi-instance network ipv4 ip_address network_mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

| Pv6:

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip_address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id

W2 LA manager 4144
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* {hostname | ipv4_address| DONTRESOLVE}—Specifies either the FQDN or IP address of the %5 2!
Hl, AR DAT AN CE R BRPLAED FAT w5 ial (1) IP bk, A BEAE A ek )
SEXUJR) SSLOINES HIAEAR (5 TE . W SRR AL I & rh iz e B B s LA s 1P Ml , SRS A
DONTRESOLVE; XFEHL T, HUAHLAZUEAT Yy i 1 1P MUk s EALA, IF HAAAURE nat-id.

registration_key-fir N SEIE B — UM MR, A A R0 BRREE . EMEHA
RN 37 N ARTF U TFRET (A-Z. a-z. 0-9) FUEFFRF ().

nat_id-F8 & R BRI ME— I — R AR R MR I 25— 7 AT 4 52 v 07 1) 1 TP bl 5l L
%, WMHBZAE E by BiRE e, MREAR e E AR L4, WA E, (AIRAT

WG24I NAT 1D, R fETE e T EHLAE TP Hhilik. NAT ID NS 37 M FERF. A%
PR AR (A-Zy a-z. 0-9) FUEFSRF (). M ID ANREH T AT A0 FE A 5 4533 1 3]
B,

BOR A A O m B A, 62048 ] FXOS CLI J-4i A\ scope system /¢ set deploymode native, %%
[ £ FXOS CLI " B HLAT & B 5 5 59 L

IR

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmcl 172.16.0.103 impala67 winchesterl

WARNING: This command will discard any FTD configuration (except admin’ s credentials).
Make sure you backup your content. All previous content will be lost. System is going to
be re-initialized.

Type ERASE to confirm:ERASE

Exit...

>

1% LB FERNE EE A0

B 22 SeBINLAEAS I 2 B G B BRI LA AL P LA MGMT £ L3 sl Ky B R

ST DS B AL [ E T VAR s DA SER . A SZHF FXOS CLI B Cisco Secure Firewall A1
MR BiE .

FFi6 Z i
WU 2 SR 20 R 2 9P, 5 18 1L,

UK

FE B, AE PP BE P bk sl B LA A InHLAT -
a) P IRE > REEIE, RkSE R > R,
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b)

2)

wzsmnmrmns gmhs i

& 12: 5 n#LFE
a

b High Availability
Cluster

:
Group

evice

Device

[ 13: R nALAE

Add Chassis 9 X

This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key*

Device Group

Select...

Unigque NAT ID+

winchester

t Either host or NAT ID is required.

7E EHUIP Mtk FER, BN B A0 TP Hubks ENL4

IR SEANENTE EALAS B TP Mk, WL I BB 2%, 4R5E ME— NAT ID.

1E MFERR FBUh, N EAE RO BRI & SRR

TE EMEESA FBeb, B KN LARIC E S el A B OV BRI A R TR — 3 A
MR AN IR B DA FRE R AETR )
FEZ ST, TR a4, #E VUG Bea 5.

WSRO L HUR S B EhESINE AT R AR R, A A 4 -
ARERCENAT. MU T

(AT3E)  HALFEA N2 1 &40 .
WRAENA 3EI R T NAT ID, 15 TTH4E ME— NAT 1D FB i AAHIH ] NAT ID.
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NAT ID ] A& AR PR FIE A 1F (5 &
h) i Submit.
WUFER S I3 & & > &I I,

T2 WAFMIEIAE, il M8 S B, doiil R () .

ITOTPHURE) AFEEERER DO, HEA I IUif .
14 HE

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

Management [P: 192.168.1.34 Version: 7.4.0 (build 1572) Last updated:Jan 12, 2023 12:23 PM

Network Module 1
mn 2 3 4

o
consors wnnenn 5% | ) g O [ W

19 110 111 12 13 114 115 1116

== Core Utilization 22 01 32 Cores Used Power Modulel Power Module2
Show details

Faults Live status at: 12-Jan-202312:23  Interfaces Live status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23

Categorized Faults

© 111 - Critical 2/2 - Waming & @ 3 Instances Found

40/0 - Major  © 0/0 - Info Up: 1 Down: 16

0 Dedicated 13 Dedicated

V217 Mo 0 Shared 3 Shared 3 O 0

View in Health Monitoring & Good A\ Erver @) Oftine
Hardware Statistics - [ U t: 12-Jon-2023 12:23

2 1 of 1 operable ‘ 1 of 1 operable @ 8 of 8 operable
Security Engine @ Excellent Power Supplies © Excellent Fans @ Excellent

AcE A& O

ENURZ T, BCEY I, Sl VLAN 3% 11 EtherChannel £ HJFEA LUK R E . ERINT
DUN, PR DAL TEEAPIRES .

)

AR R S D AT HA P AR H A, 15 S 0 5 PE Cisco Secure Firewall 3100/4200() % 48 A bt o
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\)

mamezn ||

BLEYIEEO

AR G EHRE WHNGEER, ESH S S RLE

Vzks 4 B

feon] Ll Wy 0y 208 FPRIAR I 1, R E e s BRI XL R Al ik e i . B — e,
o BRATSILR, WpBEE: CIALT-AE AR

DAL SR e, e ASA R LLZAR TR e

. T VLAN 70O, HEMRREMRARED,

UK

N RE > REER, wiil AU I B, st g () .

& 15: EIRHLFH

_ Firewall 3120 Threat
TEK 45 134 Defense Multi-
i tdoct L Instance Supervisor

TIOPHLA I M AR BB ER Uil BN FFE DOl

AN (Interfaces).

7.4.0

—
Manage
—_—

TN

%t Cisco Secure Firewall 3100% SCfHI#5E = .


management-center-device-config-74_chapter13.pdf#nameddest=unique_246
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[

HY
7k

3

& 16: %0

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
——
Interface Name Port Type Instances VLAN ID
® Ethernet1/1 Data instance2
@ Ethernet1/2 Data instance1
® Ethernet1/3 Data instance1
® Ethernet1/4 Data
® Ethernet1/5 Data instance2
@ Ethernet1/6 Data Sharing instance2
@ Ethemet1/7 Data Sharing instance2
@ Ethemet1/8 Data Sharing
@ Ethernet1/9 Data
® Ethernet1/10 Data instance3
® Ethernet1/11 Data instance3
® Ethernet1/12 Data instance3
® Ethernet1/13 Data instance3
® Ethernet1/14 Data
@ Ethernet1/15 Data

MY O R ()

% Cisco Secure Firewall 31005 SE{5#E

Network Module 1

"

i
CONSOLE unknown USB @

a1

Admin Speed

1Gbps

100Mbps

100Mbps

1Gbps

1Gbps

1Gbps

1Gbps

1Gbps

Detect SFP

10Gbps

10Gbps

10Gbps

Detect SFP

10Gbps

10Gbps

-SR-S 17}

no o 112

Admin Duplex

Full

Half

Half

Full

Full

Full

Full

Full

Full

Full

Full

Full

Full

Full

Full

13

Save

Cancel

WS e wr o us

LJLJ

WS N6

Admin State Auto Negotiation Admin FEC

Enabled No Auto rd
Disabled No Auto rd
Disabled No Auto rd
Enabled Yes Auto rd
Disabled No Auto rd
Enabled No Auto rd
Enabled No Auto rd
Disabled Yes Auto Vd
Disabled Yes Auto rd
Enabled Yes Auto I
Disabled Yes Auto I
Disabled Yes Auto e
Disabled Yes Auto rd
Enabled Yes Auto rd
Disabled Yes cl108-rs rd
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[ 17: AR MIRE O

Edit Physical Interface

Interface ID

Ethernet1/8 Enabled

Port Type
Data

Admin Duplex

Fu v
Admin Speed

1Gbps

LLDP Transmit
LLDP Receive
Auto Negotiation

Flow Control Send

b B R RIERELUR R
XTImO R, R ilE o SRR

mamezn ||

[ 18: ik (2R

Port Type

pata

Data

Data Sharing

PIe WEEEBANI.

1Gbps S¢S i AN SCH &I o SFP 4 IRy & B

PR WE EBRRE.

T SFP,  JEFF A SFP LUSH £ 222 (1) SFP BB K1 B2 T 3G A 1t i . "R & o a2,
I HIRZ IR M BB R o U SRAGHH o A P 5 BB ST O SUA R S, R Ay S A B BT, WUk

AEHATH

$®B8  (u[ik) ik LLDP &4 Al/uk LLDP g LS 4R 2 K B (LLDP) Hidi 1.

$E® (k) %P REEHIAE LS HE S (XOFF) il LLE TR
R B I A VF PN T AR S R A, AT UL ) U I ity 1 A 8 ) 5 S 1) 47 ol
PRI, QS S A B B P E (NS L R R IF IO 2 i,
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% Cisco Secure Firewall 31005 SEf5l4&E = |

Y S A e e 3R AT A0 o — A U 1, ELRPIRGUIK LIRS O 1k AECR RS, &
BB SAE IR SIEAT TR, T B AR 00 ) 2 RAT A Kl B
pE i JEUBITAE SRR AR I, DS R S5 A RT UG L R AT 1A o

A, ANSCRAECE (5

WA B — ML 8000 NG IH X [ 4 Jmith, ARGk X 250 N1, IF BLAS L2 b
Ay B EGE IR . Mg X AS B I 4 R K A7 AR i (2 MB[8000 NMZEnP X)) I, s frdE
AN AT AR O E AR SR R D gz X i g SR A AR e (0.3125MB[1250
ANGEIPIX]D B, S N FURE T, AERIEEFG, W R X Af R L R AR bl 2 R
(427 1.25 MB [5000 NZErPIX]: 4N 1 0.25 MB [1000 buffers]) , WA &% XON Wi, 4480k £k
AIEHCE] XON Wiz Jm ki i

RGN SCHF 802.3x HE XM s I . REASCRRE TR Y6l

(AT3E) b BahtheE DAVCE R D DLV RS . SR SRR Bl xR T 1 Gbps B,
ToVEgmR I E . AT SFP #:1, HBE/EME R E A 1 Gbps AR A8 -

s RTE, AR5 O U4 LA RE .

BUAE, ST LUK SRS SR8 RN . eSSBS e, A AR

fic & EtherChannel

EtherChannel (BFR Ayui EE) % 0l IEE 8 ARl — MMM A R R A #E D, JF ok &
Sk AH R 80 RO T AR . A BRI T) DL RJ-45 B SFP; 1] LIRS AN RIS (RS FIoLer)
(1) SFP. [N I8 B e B R A6 SFP, 75 WA B Iak by A K 7 F e 1 R0kt i 4 1 A A IR A e 1
e (B 1GB A 10GB #:11) FEX PG T, ] DA AS R4 VA, A0 S A i 2 HH 3
i

FERR I RIS IS (LACP) A P/ 190 286 1 2 2 A1 A8 # B % V1 SR 3 il WS 8l 5270 (LACPDU), 1
TR B . LACP ¥4 003 @ shids A4 7] EtherChannel [R458;, MET /7 Tl LACPIE£4b
FRPECE AT, A A R B P i A B IE AR IE A . 0 SR R A W HR A A AN
BeE, “IFR7 S A R s E A s

HUAF 14 EtherChannel I, EtherChannel ¥4t T#E&IRA O T-3:3) LACP 520 sk HARAE O
THIF LACP #iX) , HEPKHA AL B4, BB S 1. ¥ EtherChannel 3 i1 £
S, ER IR I R R

FHiaZ |l
JE YR DR B S 1SS ICEY L, 2 23 L,

UK

TE N RE > REEE, Al AU A0 BE, Juid wE () .
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fic & EtherChannel .

& 19: EIBHLFE

TPK-4 Firewall 3120 Threat
192.168.1.34 Defense Multi- 7.4.0 N/A
z Lk Instance Supervisor

FITPHLAG I MR EER R i, A FHE v

F;2 piiliENO (Interfaces).
20:3%0

Chassis Manager: TPK-4 [ Cancel |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Network Module 1
L/A R V- I T B V7S V- R V/ R FE A V'
el
CONSOLE unknown USB @@@@@@@
W9 10 YN N2 13 14 s 116
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethernet1/1 Data instance2 1Gbps Full Enabled No Auto Ve
@ Ethernet1/2 Data instance1 100Mbps Half Disabled No Auto Ve
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
@ Ethernet1/4 Data 1Gbps Full Enabled Yes Auto Vd
® Ethernet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
® Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto 4
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

$IB3 il 30 > Ether Channel 5@i831E 0

% Cisco Secure Firewall 31005 SE{5#E 5
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. Bt & EtherChannel

[&] 21: 710 EtherChannel

ync Device H Add l

C | Sub Interface

EtherChannel Interface

ST WEUT & 4.
B 2#0RE

Add EtherChannel Interface

Interfaces Configuration

EtherChannel 1D: (1-48)
1 Enabled

Port Type
Data

Select Member Interface(s)
Available Interfaces (14) Selected Interfaces (2)

Ethernet1/1 Ethernet1/4
Ethernet1/2 Ethernet1/5
Ethernet1/3 5y

Ethernet1/6

Ethernet1/7 K

Ethernet1/8

Ethernet1/9

Ethernet1/10

:. Cancel m

a) %I T EtherChanne ID, i — 1 1 F1 48 Z [0 D,
b) mHERA.
o) AT amORB, IR IR o BIERE.
AR ORAPME R, ES0H BORM, 270,
d) EEEYIELEE 1A N E] EtherChannel, 76 R FEOSR Pk bt v (@) LKL ) 5%
ERYEOSIE.
SN IS R BT A B 10, 37 e U Sk
pE ANREAS I L B 45 SE B 2 1

PSS (k) WELUN EE S

[l I Cisco Secure Firewall 3100% {55
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fic & EtherChannel .

Hp L% E MUK LACP &) N2 57E EtherChannel W3 I E T 2K, UAIASE &
RIS . B, Wik LLDPfEM, WINAR I A S i 0. Ak BIRRE
B4 1Gbps, W R EEFE 1Gbps $2H .

23 BERE

b)

¢)

d)

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed

1Gbps

LACP Mode

Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

RN, W ok EWMT EFEHFG EEBRL .

P A A G 5T BT e PR SR 11, B K TR B I N i 1 T3
MR R B DL B VR ) BRI .

P AR N R T B g o P PR A B 11, 2 K T S A N B 1 T3
P LACP #85. 7&#) 5l $T 7.

o FH-KIEMPUCLACP 8. I M EtherChannel 1] UL 5 3= F 55 4% F EtherChannel #7344 .
PR AETE 75 B KPR /> LACP Vi, 7 IR Ad ) 32 AR 2.

* FFJ5 - EtherChannel #5£¢JFJ4, I HAMEH LACP.  “JF)i” () EtherChannel H A5 53—
“JF)Ja” 1) EtherChannel 7% .

G SR LA CAT IF Ok = B S SO T RIRAS, WAl RE T 22 20k — 20 B il
IN} 18] A" 618 EtherChannel 33 NiZ 4R .

iR

#%3# LACP Rate. Default. Fastik Normal.
BINE N Fast.
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B ==7:0

e) MILIEH LLDP f&4 F1/5k LLDP 32U, ARk b 3 Lk £ 5 75 0 BERS 2 R I P (LLDP) B8
f) KB RO REEE A R E.

PTE6 fid RTFE, AR5 EQ WA AT RE
PAE, TR sRng SR8 RINAT . BT M 5, Bl B3

T d 2 W] LUK 500 > 1- 82 FOER R AL -

AN VLAN ID # o2 HAE—1E, JF HAESEHIN, VLAN ID 76016 B Beke 1 bl oz H
M. HIERG0E VLANID 2 A R sef], Gt n] DAE Sk O FFsE i e A . SR,
R REAS 74 A FAH AT 1D, 388742 L8 v N BRAR

AHRIM X 18 FXOSVLAN F-4i 1 o Sl LIRS A S B 14 1o T2 B HUAR#Z 1 5 54

M, 553 0
UK

FE1 K& >SS, b W SR &1, g RE () .
24: EBHFE

192 168.1.34 Defense Multi- 7.4.0 l Vlanage
b Instance Supervisor

TPK-4 Firewall 3120 Threat —.
Manage TN
—_—

TP A E R3S vk, BEA FZE U,

$1E2 Hi#3END (Interfaces).
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Network Module 1

Wz

i

Mmooz 113

)
e

WS N6

mgrEn [

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
nooane
CONSOLE unknown USB @
79 1no
Interface Name Port Type Instances VLAN ID Admin Speed
@ Ethemnet1/1 Data instance2 1Gbps
® Ethemet1/2 Data instance1 100Mbps
® Ethernet1/3 Data instancel 100Mbps
@ Ethernet1/4 Data 1Gbps
® Ethemet1/5 Data instance2 1Gbps
® Ethernet1/6 Data Sharing instance2 1Gbps
® Ethemet1/7 Data Sharing instance2 1Gbps
® Ethemnet1/8 Data Sharing 1Gbps
@ Ethernet1/9 Data Detect SFP
® Ethernet1/10 Data instance3 10Gbps
® Ethernet1/11 Data instance3 10Gbps
® Ethemer1/12 DAt instance3 10Gbps
® Ethernet1/13 Bata instance3 Detect SFP
® Ethernet1/14 Data 10Gbps
@ Ethernet1/15 Data 10Gbps

T3 pul R > O
[ 26: IO

ync Device | [ Add |

C § Sub Interface

EtherChannel Interface

PIE4

BEL NS

Admin Duplex Admin State Auto Negotiation Admin FEC

Full Enabled No Auto rd
Half Disabled No Auto s
Half Disabled No Auto s
Full Enabled Yes Auto e
Full Disabled No Auto rd
Full Enabled No Auto v
Full Enabled No Auto rd
Full Disabled Yes Auto Vd
Full Disabled Yes Auto rd
Full Enabled Yes Auto rd
Full Disabled Yes Auto rd
Full Disabled Yes Auto rd
Full Disabled Yes Auto rd
Full Enabled Yes Auto rd
Full Disabled Yes cl108-rs rd
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| BT

B 27 FEOKRE

Add Sub Interface

Parent Interface

Ethernet1/1

Port Type

Data

Subinterface ID

100 (1-4294967295)
VLAN ID
[100] | (1-2094)

a)
FIRS il RTF, Ansidi &R A LA RE .
BUE, RErT LUK S B8 BINLAT. EmE Tz n, A R

IR L]

T LU 2 SEIRRE R A AN SR BINLAE . SR SC I BOR BOR TS WS o
PSSR 561, 26 14 UL,

Fia Z |l
JA 2 9B, B 18 UM K 2 SLEIHLATAS IN 2 A B, 5 20 BT,

puK
FB1 N RE > REEE, S W SR 18, b HwE () .
28: E1BHFE

_ Firewall 3120 Threat
TfK 111% 1.34 Defense Multi- 7.4.0
st Instance Supervisor

TN

FIOTHLAAR AR RS v, HEA HZE U,

P2 il 2B, U5 RNl
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wmzsl |

=p
& 29: 2451
Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary  Interfaces Instances System Configuration
—
earch an instance Add Instance

Name Version R rce Profile P Gateway Licenses AC Policy Platform Settings

~ @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 NA NA NA L
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data

> @ instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A N.A U

L TER W \ . 4 57 4 o N i
TR AL W, b RTREIHEZMYL K5 AL T8
30: i
Add Instance X
o Agreement 2 Instance 3 Interface 4 | Device 5 | Summary
Configuration Assignment Management

End User License Agreement

Effective: May 10, 2022

Secure Firewall Terms and Conditions

By clicking 'Accept' below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:
https://fwww.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

You also acknowledge that you have read the Cisco Privacy Statement at:

https:/fwww.cisco.com/c/en/us/about/legal/privacy-full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer's use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and
do not use the Cisco Technology.

| understand and accept the agreement.

% Cisco Secure Firewall 31005 SE{5#E 5
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SWA (£ ROWB S, WHEMSE, K556 T—5.
& 31: LHIEE

-

Add Instance X
Agreement o Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management
Display Name*
ey e Permit Expert mode for CLI
instance4
Device Version* Resource Profile*
7.4.0.1572 Default-Small +
IPv6 Both
IPva
Management IP*
192.168.1.38
Network Mask*
255.255.255.0
Network Gateway*
192.168.1.254
FQDN Device SSH Password*
ciscocom | [
Firewall Mode* Confirm Password*
Routed | |
DNS Servers Show Password
1.2.2.23.3.3.3,55.55, 4444
Cancel Back Next

3

BRBR

W& RRAR- 51 H I RRCAS 2 2 HT BN AR . AR EHR AL, 15210 % % (Devices) >
HFEFZR (ChassisUpgrade). FHEIt, TH B D5 1 A FUET B0 073 IS HO A s rp S

BN IH AT, T Bl FXOS CLI. ¥ i: FXOS H g frBhfe Wi #0 & B — %
. HREMER, B0 R .

il 4n -

firepower-3110# scope firmware

firepower-3110# download image
https://10.10.7.89/Cisco FTD SSP _FP3K Upgrade-7.4.1-1.sh.DEV.tar

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

% Download-task Cisco FTD SSP FP3K Upgrade-7.4.1-1.sh.DEV.tar : completed successfully.

. %t Cisco Secure Firewall 3100% SCfHI#5E =


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#download-a-package-for-multi-instance-mode

| 3t Cisco Secure Firewall 3100% SEfl#g =
sl

* IPv4. |Pv6 B ##& (Both) - 7E 5P UAH B HLEE A R R 2% 1% B & 32 | P (Management | P) i
hke E M4EHERS (Network Mask) F G (Rl e SHLFEAHIADD o MLAR G HEE: 1 5 R4 S 3
=, FAEIEMLS LA A SR IP k. BOASSCT, &R LUEE SSH ZEHE: R 1P HhihikbA
Yy Tl BB fE CLL.

(i) FQDN
B AIEAER, - BEE o IERR. A3 CPy KB VR s B, 1S5 i W sl b by ki
DNS BR & 28- M AN H T & M & 1 DNS R4-2:510% (LUES500E)

(n[i%) EATF CLI BT KB /] -4 KA AE @b B 40507 ) AR LA R SE I = 9
Rk Bz
WA SRR, A BN SSH 216 Uiy in) S (A BR ¥ vl DR N T K. an SRAE ik
I, HAEPA M FXOS CLI ¥5 il S0 AR i P a] U N & i, FRAT Tt 1028 A it e i
L s S 2 18] (R BE 2
R TRE P FE 20 B B RS AR S O BR A & A, Al B St 2k
ANMWARSCS, & B b CLI i ER f .
RIBECE - R YRNC E S E CPU D, RA SR O ES)ZS 7 I RAM, F1K
RSB PIRESE 23 1R A 40 GB o WA ELHE LA R BRIA PRI EC & SCF:  Default-Small, Default-Medium
N Default-Large. #&A] L 25005 7500 + 9 MEATUFEAS I ICA AL S . DUS TV B 9 U4
fic & S A o
32: R ERRENH

Add resource profile X

Name*

silver

Description

MNumber of Cores*

24

Cancel Add
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iR 5 HABRKNZECE I SZIA L, AT B/ IMZ OB 0 S5 i) BE EL AT ARG BE
) CPU A % o HAT B /IMZ OB 1 S8 6k it v B 8 AR Ak s AUk . Qun S HH BLAE
wEFE, EER I E 2 0.
o WATLIAMEAEE (64 8+ 104 12 14 %5) ML, NEHE M.
o BRI OB TS, S0 2l ESR R 444 . 26 14 T,
QSRS 5 B — AN R B IR B S, DS S gk, X T REFT BERLT 5 4 Ta] .

THER, AT EELAmE IR, WS EAN RN BRI B SO, 55 IR R T
JR G RN

* & SSH ERS- O CLIVjin) (SSH sRdZ il e ) B muhrbi i 4 B ] P % h% . A5 #IAERD 7
B ER .

SWE (BOSRD, KNGS, RS F—%.

& 33:FO 57 E
Add Instance X
Agreement 2 ) Instance o Interface 4 | Device 5 | Summary
Configuration Assignment Management
Available Interfaces (5) Selected Interfaces (3)
Ethernet1/7 < Ethernet1/4
Ethernet1/8 =2 Ethernet1/6 <
Ethernet1/14 Ethernet1/9
Ethernet1/15
Ethernet1/16
>
1$¢

Cancel Back m

HEEE g RS R AR (%)
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wmzsl |

PE6 £ IREEE L, WERSFEMNRE, Raat T—%.
34 &SR

-

Add Instance X

Agreement 2 ) Instance 3 ) Interface o Device 5 Summary
Configuration Assignment Management

Device Group

Access Control Policy*

inside-outside +

Platform Settings

instance-settings +

Smart Licensing
Malware

Threat

URL Filter

Cancel Back m

g
S ISR S 5 PETLAT U DRSNS, SO
© T EIR BT T B R O e

- BV

ST L WED, FIAERRE, RA sl REF.
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| RS

35 HE
Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management
Instance Configuration #  Device Management - This info is required only during instance creation. ke

instanced true
7.4.0.1572 inside-outside
Default-Small
192.168.1.38 olicy instance-settings
255.255.255.0 censes MALWARE THREAT,URLFilter

192.168.1.254
routed

.....

cisco-fw-4.cisco.com

enabled

Interface Assignment - 2 dedicated and 1 shared Interfaces attached Show A

Cancel Back m

T AR ORAF S0 2 g S e s L AT B . RAF ), SEPHRAS N2 26 SEde

SR8 £ KB bk b, i RTF
SR AEHUAA N E
TE A, RSEOISAE IREEIE UM LA B

BEX RSB E

AT LARCEN AR GON &, Bl SNMP. 04 1] LG NELT H AR FXOS il .

Bic & SNMP

T LUE R AN LA AR GEC B P 8 I R AN S B U5 LA 2 MIB. 8 BERE L S8 ]
THUAT SNMP {5 R BToikim el HUATE B 117 1) SNMP.
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sragsenEns

FiaZ /i
K Hor— A SR E SNMP. 152 [ SNMP.

UK
SE N RE > REEE, Al U A0 BE, sl wE () .

36: EIRHFE

TPK-4 Firewall 3120IThreat
192.168.1.34 Defense Multi- 7.4.0 N/A
atdbi e Instance Supervisor
TN AFE B RS DU, MEN H5EE oUifis

T2 miidi RREE.
TR 3 L SNMP, SRJE R8I R APk Fe sl .
& 37: SNMP

Chassis Manager: 192.168.1.42

Cisco Secure Firewall 3110 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP " :
Choose an instance for the SNMP configuration

None

Import/Export

W

figuration will be applied to the chassis.
inst1

] A FITIE 541 5 1) LA _E 1Y) SNMP

TR LR EF.
SRS AREHUAARCE

FABFHERE

o T BC B3 T BERS B S HUAR G B BRI XML SO BT 25, BT LA A
BOCHE, PHOR R BCE N TR, DLURFEI O ERCE, SRS R . AL
B3R, e LUK MR B S A SR (111 RMAD .

S, AR HPUARRCE:; AT SEOIRCE B . 75 A B 25 40/ AL D BE S & 4 S 1
NI, UL A DA BE B AR o S A SO B C
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% Cisco Secure Firewall 31005 SEf5l4&E = |
SARSHIFERE

FHia Z |l

AR ABCEKINLAE, UM R AL A
o M RIAOHLAR i A
o AHTEIET BRI S 5
o AHTFD A 19 2% e

g2

TE1 N RE > REEHE, s0h A ST B, Uil R/E D

38: EIBNAE

TPK-4 Firewall 3120IThreat .
e
FIHUAR T AAEE RS vui, HEN HEE DUl
PIR2 pih RE/RE.
PR3 nith SANSH.
PR4 LRHE, EHITU T PR,
a) £ S Xulih, st SEkeSH.
[ 39: 032 5 30t

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Import Export

s will replace the current chassis configuration with new configuration This will create a Device Export configuration file

Download

+ Download

b) MWifE S SCHEIE AT I E RIS

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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40: B2 B TS ALTH

Dismiss all notifications

Global X
Device Configuration Export
Device Configuration Export
Exporting device configuations
© Global X

Device Configuration Export
Export file created successfully
Download Export Package

c) miHANHE (THEHE) it T, FEFHt.
& 41: T

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

SHMP

Import/Export
Import
This will replace the current chassis configuration with new configuration
rop Fil
Download
This wil dk ported

+ Download

AFLL sfo 4 A4 TRAT o

TIRS LPABE, 5 o Iz E] ik SN > MEXH XK.
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2: 5N

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Import

with new

Download

BcENETFaRE

PURE & W E R E — RV T BN ZhaE . BT LIEZ MU Z A 3G 50 . SR Ao B4
AP AN R0, A 201 22 A SRS

I T 8 IRE R

G S
5

N

%

ol

g

—

3

i FAWE U (R > FARE WP G REAN . LI A 3
25 SIS OB H b

iz
EFHEE > THEE.
ot T EA s, sl FB). HEE (4 SR (W) s,

xR AN b CER 2 TAT A H AR B & O siems, B siing ki 7258 MR IZ SR 2
s U HA SN F8 35 23X 48 H b

LEOIEERT RN, 1 s HTIE SRR (New Policy).

a) MR pIERPEE NBETERE -

b) B A\ ZFR (Name) iR (Description) (FIIE) .

o)  (WIE) IERREN RIS IR FALAE, A5 nihiiRmn (Add) (SO s InFriErAa. T AYE
BERE TR R R UG S1ER

d) rilifR7E (Save).

RGOERNE, JFHTITLLEAT ik -

T U ) HARHLAR, U B & B R S5 A SRR () KR,

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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Bc & DNS

mEons ]

a) MRS B (Policy Assignment).

b) BUHUAE T ECL SENS, EAE AT FRALEE JIR IR RS, ARG s . B n] DUEATHE
o) EEMBRHUFESECL, i BRI ZI P L0 kg (W)

d) MHdHE (OK).

DR UAR ZERORE LA Ao TP otk AT 2248 %2 DNS iRg5 4. IXLEHLAH DNS BEE MO A4
S DNS B8, Ja A EB&T 6 A L

FoE Z A DNS He g5 i, HURT X DT REAUIUY 8 S5 &% . %52 nT LLAEDY A4S DNS e ds 24l
FCE USRS o B, wT DUk SN IR g5 a4 RC B 00 65 e g5 2, o ml L DYAM IR 55 s 4 G B A 40—
=) &g

i

P E > EAIRE , O8I R
%&£ DNS.
43: DNS

MI_chassis_settings #

Enter Description

DNS
DNS Resolution Settings

SSH
Specify DNS servers groups.

Time Synchronization

Time Zones (_) Enable DNS name resolution by device
Syslog
DNS Server Groups Add
dns1 (default) s

$IE3 A BRRI%E DNS 32 f#th ik,
S 4 Sl 300 LS N DNS R4S 284 .

%t Cisco Secure Firewall 3100% SCfHI#5E = .
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B == ssuasshinagiz

[&] 44: 710 DNS BR %% 2848

Add DNS Server Group X

Select DNS Server Group*

dns1 v | 4+ New Group

S5 PRI DNS 45841 (550 A8 DNS RG240 %) , stk T+ Higd.

WERES I AL, B/ BILL R XHE . DUE S 7> RS2 (4 B i 2 DY 4> DNS k5545 1P Hudik, 4%
Jei T AR

45: 37132 DNS FR %5 A &K

’ New DNS Server Group Object X
Name*
dns1

DNS Servers

10.9.5.4

(Multiple values in IPv4 or IPv6 addresses can be specified as

comma separated entries)

Cancel | Add

%

P6 il 4RTF K DNS JIRGSEM IR F L
ST EEXIP RN IA RS 44

FORAET AT 5 F 4l b B2 KP4~ DNS g5 &5 .
FIR8 nilHRTF (Save) LALRAER SIS i1 T S 2

Bc & SSH #0 SSH i77[0] 513
S ERPE T L A VEAVE 6T SUBLA G SSH 21, 1 SSH IR 4528 JF A& R VR4

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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B Lk RE>
2 EFESSH.

Sk

PR3 ERHBIPLAH K SSH -

46: SSH

MI_chassis_settings #

Enter Description

H®RA  ERCEANFNEE,

],

B, IO s LR S .

N

SSH Server
.:) Enable SSH Server

Algorithms

~ Encryption

aes128-cbc

aes128-ctr
aes128-gcm_openssh_com
aes192-cbc

aes192-ctr

aes256-cbc

aes256-ctr
aes256-gcm_openssh_com
chacha20-poly1305_openssh_com

 Key Exchange

ecdh-sha2-nistp256

Host Key* 2048
Volume Rekey Limit

Time Rekey Limit

iR wE () .

KB

Minutes

mgEsshamsshizasnz

Hikh B SSH (Enable SSH) k.

You have unsaved changes @ m

Policy Assignments (1)

SSH Client

Strict Host Keycheck disable

Algorithms rd

~ Encryption
aes128-cbc
aes128-ctr
aes128-gcm_openssh_com
aes192-cbe
aes192-ctr
aes256-cbe
aes256-ctr
aes256-gcm_openssh_com
chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256

Volume Rekey Limit S KB

Time Rekey Limit S | Minutes

%t Cisco Secure Firewall 3100% SCfHI#5E = .
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[ 47: N InEE

Add Algorithms X
Available Algorithms (17) Selected Algorithms (3)
aes128-cbc ~ Encryption
aes128-ctr aes256-gem_openssh_com
aes128-gecm_openssh_com ~ Key Exchange
aes192-cbc ecdh-sha2-nistp521
aes192-ctr ~ Mac
aes256-cbc hmac-sha2-512
aes256-ctr

chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256
curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
v Mac
hmac-sha-1
hmac-sha2-256

Cancel . Add

a) EFEmMZFREL:
b) BRI,

ARSI TCTE AR ol — 7 e 2 =3 . IS S M M BNV I S, DS
PEENL R B PIAHTVE TR B AR 55 4 5 0 Bt

¢) k&P Mac SEdE Sk,
LIS X TENEH, BN RSA BEHXIBHR /N

RSBl (WA BT R 8 S, HAT 1024 3] 2048 2 ] 85 BRI /N, 2R Rk
RSA S35 BT 75 FO RS TR i . s 8UE h 2048.

FIEB6 X TMESHBZAEHMBERS], HEE FXOS Wi & ihER 2 iriEs L Avriiiis (LLKB A

£ .
PBT XN TIRS A HAEFET B RS, 75 BCE FXOS Wit 2 iS5 1 SAVFIK SSH 2316 7 IR ] (LA b
AL

FIR8 AT SSH B, HACELL T,

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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[&] 48: SSH

M! ChaSSiS Settings ’ You have unsaved changes I Cancel ‘ m

Enter Description

Policy Assignments (1)

NS
ik SSH Server SSH Client
SSH
™) Ena server Strict Host Keycheck disable
Time Synchronization (J‘ Enable SSH Serve 4
e Zones
lnecones Algorithms s Algorithms Vi
Syslog
 Encryption ~ Encryption
aes128-cbe aes128-cbe
aes128-ctr aes128-ctr
aes128-gcm_openssh_com aes128-gcm_openssh_com
aes192-cbe aes192-che
aes192-ctr aes192-ctr
aes256-che aes256-chc
aes256-ctr aes256-ctr
aes256-gem_openssh_com aes256-gcm_openssh_com
chacha20-poly1305_openssh_com chacha20-poly1305_openssh_com
~ Key Exchange ~ Key Exchange
ecdh-sha2-nistp256 curve25519-sha256
Host Key* 2048 & Volume Rekey Limit ¢ | KB
Volume Rekey Limit < | KB Time Rekey Limit S | Minutes
Time Rekey Limit ¢ | Minutes

s IS EHZ A E (Strict Host Keycheck) - i £ /8 A (enable). 2 (disable)BiiE 7~ (prompt)
kil SSH EHLEZ R

* BH (enable) - 414 FXOS AN EHUCA P ANBHE NS, S, BanZidE
FXOS CLI *1§i [} R Ge/i 45 el 1) enter ssh-host iy 4 T30 4L

* $27% (prompt) - XHFHURT T RAEE I ENEH, RESPREEZ i 4% FHEH .
« 2H (disable) - CERIND HUFHE B 3352 LT RAFAE K T HLE
« 3% (Algorithms) - s 4is8 (4 , RJFIEFNE (Encryption). BE4A3IH: (Key Exchange)
Al Mac 5%,

« ZHAFEHMES IR E (Volume Rekey Limit) - 1% & FXOS Wi JF &1l B 2w i b ARV &
(LLKB JHAL)

- ZYAEHETE] PR (Time Rekey Limit) - 1% S FXOS Wi JTF &1l ZE 822 5l RVFH SSH 21545 1N
] CBAG i A s )

FIR9 L SSH iR FIFR (SSH Access List). #5256 FLvFUT 1) TP Huhl sl 2%, R4 REAE T SSH.
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[ 49: SSHij7 a5 %
MI-chassis »
Enter Description

DNS
SSH Access List

SSH

SSH Access will be allowed to the configured networks
SSH Access List

Sl MNetwork List rd
Time Synchronization i

any-ipv4
Time Zones .

any-ipv6

@ By default, SSH access is denied unless you add a network to the list.

S0 Ul RE (D) RIS S, R RTHRTE (Save). AT LAF S TP Hihl.

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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BEERGFAE
& 50: MEFT &
Add Network Objects X

Available Network Objects (14) + Selected Network Objects (1)

Search Network Ob Remove All
any IPv4-Benchmark-Tests
any-ipvd
any-ipvé | € |

IPva-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPva-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPv6-IPv4-Mapped
IPv6-Link-Local
IPv6-Private-Unique-Local-Addresses
IPv6-to-IPv4~-Relay-Anycast
test

Enter IP Host or Network

@ Only Network Objects of type "Host’ and 'Network’ are supported. "'Range’ and 'FOQDN’' objects are not supported

Cancel ‘ Add

SN LR TE (Save) LLRAERT S 16 BT 5 04

BEERGHE
ST LI AHLAR R L . 8 3R L Ok 11 BLABHY BXOS $iff R4

F &> FAIEE . JFOIE gL g,
$B2 %t RGAS.
$IB3 E AME R BT E L, B RE.

%t Cisco Secure Firewall 3100% fliE ]
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[ 51: 4% H & A B iR

% Cisco Secure Firewall 31005 SEf5l4&E = |

MI_chassis_settings ~

Enter Description

DNS

SSH

Time Synchronization

Time Zones

Local Destinations Remote Destinations Local Sources

Console

@) Enable Admin State

Level | Critical

Monitor

("I Enable Admin State

Level

File
@ ) Enable Admin State

Level | Critical

Name* | messages
Size* | 4194304 * | Bytes
AR 15 AR

=4 & (Console) #i7

EIBIRZS (Admin State) 7B

B R GRS G LR R REHEHE

QIR AR A FE R R G H B BRI 8 H G B i E)
Hi&rh, 1 BB (Enable) B 1EAE. W R H %+ B (Enable)
HEHE, RGHEWBBESRMBIHEY, (EASBEREEEH G
J:o

R (Level) 7Bt

WRE T HEH & - EIRIRZS (Console - Admin State) (1) /5
(Enable) FIEHE, LRSS BRI B 900
WUEREHI G BRI g i) K A ESE R 3R AT LU LR e —T00

c K2
© IREE

3R 2& (Monitor) #4)

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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CEEV RN

AR 15t BB
EIIRZS (Admin State) 7Bt | MU R AANMS LR R ARG HENE.
IR ARZE g b R R H AW BRI e H R B n £

Hi&rp, 15k /B A (Enable) SEHE. Wi HGHE T B A (Enable)
SOEME, RGHENEBSRMEIHES, HASERAERME
E.

7 (Level) THra&

DRk T M5 EE - BIRIRZES (Monitor - Admin State) 12
(Enable) SZIEHE, 1HEFEALE IR MAS F BRI BRI B9
RYAE LSS BRI K A B R XTI LR HeA T

. IX
2IR SN

- {268
- EE

* iR

1B 4 763x%E B B9 (Remote Destinations) #£ 1+ I, K% =N THEES FFFB, X HER LA

St ATUART 2B BRI 6L -

%t Cisco Secure Firewall 3100% SCfHI#5E = .
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. %t Cisco Secure Firewall 3100% SCfHI#5E =

[ 52: A4 HEEE B

MI_chassis_settings ~

Enter Description

DNS
SSH
Time Synchronization

Time Zones

Syslog

Local Destinations Remote Destinations

Serverl

@) Enable Admin State

Level Critical
Hostname* | 10.89.4.2
Facility Local7
Server2

(M Enable Admin State
Level

Hostname*

Facility

Server3
(I Enable Admin State

Level

Hostname*

Facility

% Cisco Secure Firewall 31005 SEf5l4&E = |

Local Sources

IR R G H W B OE R H I, 0T LURYE SN R 28 H S A5 s Bl i s 1 AR 8
FAEDRAF H G sk Bl Jo e JEREAT AR BE . il  m] DAFR 58 AR 10 Ry 8 2R AL 0 R 48 H AT B n AT
3dt, A H SRR IR L SR OR A7 B A SO F DLBEAT IR, B8 AT 5 Tt mi I A ER B 4t

THE &

AR

152 FA

BT (Admin State) 7Bt

(Enable) HIkHE.

IR AR E R H S S R H AT, Ik B R




I %t Cisco Secure Firewall 3100% SEf5l4&E 5
mEz%0% [

AR 15t BB

K5 (Level) Thrgi# PR R G I BRI BP0 . RGAEERE AT A7 it ik
B S UL B R e IX AT DUZ BUR Horh— T3

1132

* IREE

FEHANP ik (Hostname/IP | e 5 H & Sc i B (1) 2014 B 1P Hbdik.

Address) -2t T A LA TS TP Mk, S DNS
s

% & (Facility) Nk N FGEH G 55 Sl A AR SO BRI R S H A Bl . X
LU B Herp T3

* LocalO
* Locall
* Local2
* Local3
* Local4
* Local5
* Local6
* Local7

PIRS AL AR LR B, UG

%t Cisco Secure Firewall 3100% SCfHI#5E = .
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[ 53: 74t H S A iR

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Faults
Time Zones @) Enable Admin State
Syslog
Audits

@ ) Enable Admin State

Events

(M Enable Admin State

AR 15t AR

Mg > B AEERRTS JA ARGl H e %
B > BREERKES AR H .

B> GREERRT AR Ge A H Il k.

PIR6 nidRTF (Save) LALRAERT SRS 1 T S 2

fic & B (8] G 25

NTP ISt JZ 55 s R 40, I AE 48 R GEh SR IERG A (¥ [RI 2D I 1) o I R AU I 5 A il B ARl
WRE, BlUngiiE CRL, LA AE. FirZ T URE 4 > NTP Hids 4.

N

TR « FXOS fi[] NTP fii4A 3.
o WA NTP R Z5 25 2 A 13 s, DI FRE P s o ik [A) 20 31 FXOS HUAR F i NTP i
9%, BEIK NTP % P i [R5 3] NTP RS 2oy, it o 1.

WERE O E B O NTP k54, WInT CAZERSs4s L1 Jete/ntp.conf SCAFHHREIE W EE. a1
JENTP IR 55 45 (0 2R T80T 13, RS PUSE XY ntp.conf ST HP (1) )2 (E I 8T 8 Sl iR 25 4%, Bl
AT AL NTP k4548 (B1: pool.ntp.org)

FHIEZ Al
WAREERE BN T NTP e dsds, WAZUNCE DNS fkd5ds. 1620 BCE DNS , 5 43 1.

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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rzraEs I

UK

SR L RE > FRIRE , IO E U S .
FIR2 K HERS.

54: it A E&

MI_chassis_settings #

Enter Description

DNS

SH Via NTP from Management Center

Time Synchronization ® Use Custom NTP Server
Time Zones
NTP Servers Add
Syslog |7
ntp1 M

FHIE3 RN FHEAUOIREU TR, 3 AEIB RO S EiEE NTP,
TR AT A AR AT LA RN A F b0y ELA AH R R B[]
HIE 4 B AN NTP k45 as, W aidi ERABEENX NTP RS E.
a) i AR RIS INIRSS 2%
55: 500 NTP R 55 28

Add NTP Server X

Select NTP Server*

| ntp1 v | -+ New Server

Cancel Add

b) M R RS AR AT O SRR 28, SRR At 8O0, Steh T+ SRR S 38 LUK IR S
o

%t Cisco Secure Firewall 3100% SCfHI#5E = .
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B ==0x
56: FRANFTHY NTP AR 5525
Add New NTP Server X
NTP Server Name*
ntp1
IP/FQDN*
j 1.ntp.esl.cisco.com
Authentication Key
Authentication Value
. Cancel | Add
o) XTIk, WEMALLT B, ARJE S R,
* NTP RS 28 &FR- T T AR IR 55 4 10 44 5K
* IP/FQDN- JI45#5 1) 1P Hihik 8 EHL4
« IIFZREAFIBEIE{E - M NTP R4S 283U 4] ID AME. 40, #7223 T OpenSSL ff) NTP
Jik 2545 4.2.8p8 M i A F AR il SHAL %64H,  iE i\ ntp-keygen-M 54>, SR /5 7E ntp.keys
AR AR 1D FUE . BT a0 ) i A IR S5 280 vE S AR S I AT WM
AT SHATL HEAT NTP JIR 5545 5 42 S ik
PSS RTF (Save) LLLRAFX S 1) T A7 52 2
AL E R [X
BCEN AR IR X
UK

S| L5 RE > FARE . I OILRGHIHUR s
HW2 it R

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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[& 57 Bt X

MI_chassis_settings #

Enter Description

DNS
Time Zone:

[uTC+00:00) UTC v
(UTC-12:00) Etc/GMT+12
(UTC-11:00) Etc/GMT+11

SSH

Time Synchronization

Time Zones Zor

Syslog

(UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Adak
(UTC-10:00) America/Atka

MITE_1000 Cea ICEAATL 1N

I3 MR ke B X
HIB 4 S THRTE (Save) LURAERT S i BT 0 24

B IR LHEK

KA EAKE WHMTS, AFGE FXOS CLI B o i B ml S oo Fo g LA e 1

B aBeEpleyED

T AAE S o3 B O 23 e 1 o 8 TN 2 10 s I AR Ao 4 ) ST B8 P S i e /s . s
nJ LAGi 2 MO EtherChannel (KI5, AN SEBl o (EE, IR 2 4 SRS P A ()42 10 25 52 i
He

A DLE ARSI E PR A B S B D, BV . NAT. SSL. S48, VPN, DHCP
55 %55 Mg 1R M 53 5 124 10 AR SR PR T T 2

5 FH 22 A DX S AN 52 52 0

N

AR Sl T e, RN O B A AT AR R R LU e I, ] AR T RETCVA IE H BT

FHIa Z |l
o WA FOE SR . 518 TRCE R
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B =xsrsesmuzn

o ISR DR O A3 DV N3 EtherChannel, W F5 3520 S ERVE /0 Bio e O, KRG PR % 4%
F178 N8 EtherChannel. XT3 EtherChannel, 7] LLF )5 % EtherChannel 43 Fic 3] 524 .

SE1 N RE > IREEE, Ak A AP S8, i mE (4 .
58: BB 48
Firewall 3120 Threat

Defense Multi- 7.4.0 Manage MN/A
Instance Supervisor

TPK-4
192.168.1.34

FIOPHLAG 0 AR B ER AR Ui, HEA I 00,
TR2 i O, SRS N O SO D S S50 4R ()

& 59: 3151

Chassis Manager: TPK-4 m Cancel
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
——
‘ Add Instance
Name Version Resource Profile Management IP Management Gateway Licenses AC Policy Platform Settings
v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A LU
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> © instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A N.A e

FE3 flili T—%, HEMA BOSDE bhk.
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60: O 5B
Edit Instance X

1) Instance Configuration o Interface Assignment 3 Summary

Available Interfaces (13) Selected Interfaces (3)
Ethernet1/1 Ethernet1/2
Ethernet1/3 Ethernet1/4
Ethernet1/5.11 < Ethernet1/5 =
Ethernet1/5.12 <
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12

Ethernet1/13 >
Ethernet1/14 &
Ethernet1/15
Ethernet1/16

Port-channell =

Cancel Back m

SEe e O BRI EE (59).

T4 WHEEH, Ranid T—5.
TS sl WE i L RTF.
FIER6 Sl e, RO I B R AT A R S A, e IR T RETCVA IE W AEAT .

7£ FXOS CLl P E 4 FE BB IR E

G SR W LA R 1 TP MR RSE, B B Oy SO TS L o MO B A R AA
Z 52k, TTLAM FXOS CLI $AT I ERAE

UK

S ERRINFEEH 6 g o
558 5 o 111E 823 FXOS CLI.
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B =roscusEunmemes

pE s TR A 2 ) 5 o 1 o A8 W] U] SSH e B8 PR 1 (o SRAE A B P AL
HPFEBECE AT TRCED 5 (H2, W ESUE B IP Mk, WIS TigEsz.

I 44 admin FIAJAREE 1) B2 5E 13 5 oK o

S B TP Mk, SRT DU T 2 TPv4 MI/El IPv6 Hiubk.

| Pv4:

scope fabric-interconnect

set out-of-band static ip ip_address netmask network_mask gw gateway_ip_address

| Pv6:

scope fabric-interconnect

scope ipv6-config

set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
-

| Pv4:

firepower-3110# scope fabric-interconnect

firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask

255.255.255.0
gw 10.5.23.1

| Pv6:

firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipvé6-config

firepower-3110 / fabric-interconnect /ipvé6-config # set out-of-band static ipvé6 2001:DB8::34
ipvé-prefix 64 ipvé-gw 2001:DB8::1

B BB

TIN5 IR B R L BBV TP LA

enter device-manager manager_name[hostname {hostname| ipv4_address|ipv6_address}] [nat-id nat_id]

RGPS NTE N =] o

Tn] LLMTAT i i A\ i 2
* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
ERL . AR AN GEERO B BA AV R IP i, A REEPIAN 2
[A]E S7 A TLS-1.3 I FIEAEEIE . RORAE I A & 45 %€ hostname,  MINLAT L AURA AT
B ¥ IP kbl =ML, IF HA 20455 nat-id.
* nat-id nat_id- 1752 B IEFERIME— K — IR P74 i, T MEHUARTIN 27— A $i 8 v U5 1) f) TP ik
BENA, WA R L HUAR BRRE e . WREATRE hostname,  WAZE, HILA]
BSR4 BCE NAT ID,  BIAERRE T LA B IP Hudik. NAT ID AL 37 N34F. AR
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IR

wmos cu mEugeeE [

TR FRECT (A-Z. a-z. 0-9) FUETHF (-)o Uk ID ANEE ] -T-HHAT o] I Ath 18 4633 M 21
B,

* Registration Key: reg_key- R0/ AL R — IR PR S, FEMHUAR I 227 5 8
Huly BIREE . M EHAED 37 MR BREHF Ol RSTY (A-Z, a2z, 0-9)

= Sy

FETFHF (-)o
w15l

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]1. Length: [2-36]
Registration Key: Impala67

4 admin # 0,

scope security

set password

Y. password

fifi ik 2% 45 . password

T

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #

o SRS e N 4.
SR 2 SR O PR R G st B e A o

scope system

set deploymode native

RGBT AL .

il

firepower-3110# scope system

firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no):yes
firepower-3110 /system #

TR 2 n] 2 SR, 3 H A set deploymode container . #51] LL#H] show system detail iy
SRAI 1 F A
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H % % LHIFRT

ARy T B ok 2 SRR AU AN S AT W s R AS 1T

B % LI E

BREFERER

It FXOS i 4 s A A . i RBAC A (PR , Wn] DL 2
S ) Bl TR, 2SN RN/ AR B “ firepower-<model> ", 1] R £ AR
N IERFR N BB W E BN CBRIANESLRA “ firepower” )

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

EERS> B

It FXOS fir & DAFAg A X Bon A 3R, 2 SR i 7s/ 44 PR T T Y
“firepower-<model> ", B AN IR /RTT R BUPDs 80 BEE I THLA

firepower-3110# scope system
firepower-3110 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
firepower-3110
Stand Alone Container 10.89.5.42

3110-1# scope system
3110-1 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
3110-1 Stand Alone Native 10.89.5.41

3110-1 /system #
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BiEEAEA

show portmanager switch forward-rules hardware mac-filter

wppizEn ]

Wi Sk 7 PSS R A AT L R R, D RS SEBI A IS — AT B L. LIOKIEE 172

Slcss frdl, DUKKED 1/1 43 HEcss frd2.
ECMP 4 1540 43 B4y fidl, ECMP 4 1541 434y ftd2.

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT
1 17 0 17 19 29164
2 0 19 0 19 17 67588
3 0 1 0 101 1541 0
4 0 1 0 101 1541 8181
5 0 2 0 102 1540 0
6 0 2 0 102 1540 431
7 0 17 0 0 0 11133
8 0 17 0 0 0 0

DMAC
0:0:0:0:0:0
0:0:0:0:0:0
a2:5b:83:0:0:15
ff:ff:ff:ff:ff: €€
a2:5p:83:0:0:18
ff:ff:ff:ff:ff: €€
0:0:0:0:0:0
0:0:0:0:0:0

Ui 4 Sk s ST BB 1 23 WO 2 A S0 10 A S8 1) PN P A ML AR o LUK I3 11 1/1 75 fd 1

Fftd2 Z A3,
ECMP 4 1540 Z3fid4s ftdl, ECMP 4 1541 73 Hi4s ftd2.
MCAST 41 4096 H T-7¢ ftd1 1 ftd2 Z [ 561 &R E .

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
DMAC

VLAN SRC_PORT PC_ID SRC_ID DST PORT PKT CNT
1 0 17 0 17 19 2268
2 0 19 0 19 17 4844
3 0 1 0 101 1541 0
4 0 1 0 101 4096 546
5 0 1 0 101 1540 0
6 0 17 0 0 0 1263
7 0 17 0 0 0 0

0:0:0:
0:0:0:
a2:5b:
ff:ff:
a2:5b:
0:0:0:
0:0:0:

0:0:0

0:0:0
83:0:0:9
ff:ff:ff:£ff
83:0:0:c

0

:0:0
0:0:0

Ui 4 Sk 73 gy A S48 R P13 IR A S ) A PRSI L A o DICK I 11 1/1.2452

7 ftd1 F ftd2 2 a3k,
ECMP 41 1540 2} i ftdl, ECMP 41 1541 434 ftd2.
MCAST 41 4097 HT-4¢ ftd1 Fl ftd2 Z [l H) B

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN  SRC_PORT PC ID SRC_ID  DST PORT PKT CNT
1 0 17 0 17 19 21305
2 0 19 0 19 17 50976
3 2452 1 0 101 1541 430
4 2452 1 0 101 4097 0
5 2452 1 0 101 1540 0
6 0 17 0 0 0 11038
7 0 17 0 0 0 0

show portmanager switch ecmp-groups detail

A8 1ty 2 1 41 A4S 5245 Eemp-Vport-4) 3 LS PR 4045 B .

DMAC
0:0:0:0:0:0
0:0:0:0:0:0
az2:5p:83:0:0:f
ff:ff:ff:ff:ff:£Ff
az2:5pb:83:0:0:12
0:0:0:0:0:0
0:0:0:0:0:0
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\)

AR ) E I 18 A S LR S 2 TR AR AT RER R

firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail

ECMP-GROUP VPORT PHYSICAL-PORT
1 1536 256 18
2 1537 257 18
3 1538 258 18
4 1539 259 18
5 1540 260 18
6 1541 261 18
7 1542 262 18
8 1543 263 18
9 1544 264 18
10 1545 265 18

show portmanager switch mcast-groups detail

A5 FH st iy 2 A 1 Y MCAST 213 0 S PEA S o

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail
MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540

show portmanager counters mcast-group

A3 FH 1 i 2 AT A MCAST 2H 303 A0 - 52

firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096
PKT CNT: 8106

show portmanager counters ecmp

{8t Ay & FTAS 75 ECMP 2185040 v 4503t

firepower-3140 (local-mgmt)# show portmanager counters ecmp 1541
PKT CNT: 430
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% LRI L BIEF

sxpigRnmeiee [l

*k2
Thie =K BEE | RIK B |1FE
Al R
Cisco Secure Firewall 7.4.1 7.4.1 1§ﬂ u){% Cisco Secure Firewall 3100 'f/lfj"j%/l\&% (&%4‘%5&) Ejzz/|\

3100 ¥ 2 st .

B (D FATHE . 2 IR, AT LR AL
LB 2 AR SEBI R S e TR % TETE RS LRI, &
ARSI GBI AT E RS WUAETHZD «
BT B U S BT
* % #% (Devices) > & &I (Device Management) > i/l (Add) > #1
# (Chassis)
* %% (Devices) > & & &I (Device Management) > 1& & (Device) >

H#EEIE 2L (Chassis Manager)

* &% (Devices) > L &1I&E (Platform Settings) > FiE R (New
Policy) > ¥l &1& & (Chassis Platform Settings)

* &% (Devices) > #l# 84 (Chassis Upgrade)
BTG B UMYl CLI /4. configuremulti-instance networ k ipv4.
configure multi-instance network ipv6
B &K FXOS #ir4: create device-manager . set deploymode
& PR . Cisco Secure Firewall 3105 AN S HF .
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