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ap y

Management Center Virtual

App1 Route Table Edge Route Table

11.100.0.0/16 > local 11.100.0.0/24 > GWLBE

0.0.0.0 > GWLBE 11.100.4.0/24 > GWLBE
'y 11.100.0.0/16 > local

Private Subnet Private Subnet

Threat
e —p Defense
Virtual 1

Public Subnet
prae 11.100.2.11

4
11.100.4.45
Threat
Defense
@ @ Virtual 2

Private Subnet A 11.100.2.13

GWLBE GWLB
Threat
L5 Defense
Virtual 3
—
11.100.2.191
App2
11.100.0.139 GWLBE Route Table
11.100.0.0/16 > local Threat Defense Virtual Management Route Table
App2 RouteTable 0.0.0.0>I6W 11.100.0.0/16 > local
11.100.0.0/16 > local 0.0.0.0 > IGW
0.0.0.0 > GWLBE

Service VPC

K H BB A3 N GWLB Ui i, AR5 B i AU S AT B GWLB. A5, MESHEK
%] Threat Defense Virtual 2£f, ZEBEH ) Threat Defense Virtual SZfIF M 2mie )5, <o H KB N
HEFIHL Appl/App2.

K11 Appl/App2 1) H S AL B GWLB 2y, AR5 7 HH GWLB £ 2 3% 3 HLIHE M

7£ AWS _ZF2 Threat Defense Virtual £ B iYim 2l i i 12

HETRIRAERE
DU AR T4 AWS 3T %628 Threat Defense Virtual 28R TAERAR

Download 2] Modiy 3 Update 5 Copy 6)  Creae 7 Build zip files
templates and infrastructure. configuration.json cluster_layer.zip cluster_manager from Python files
Local Host fles > yamland ——F file with file to the B zip and e for Lambda
from GitHub deploy_ngfw_ Initial lambda python cluster_lifecycle functions and
cluster.yaml settings files folder zip files copy to target folder
+
4
Linux Host Create
cluster_layer.zip
file
8 Deploy g pioad 100 Deploy U oginand
AWS Gonsole infrastructure ?' ! e‘ ayed deploy_nghv_ verify
yaml m;:;;g;.?; w0 cluster.yaml cluster
template 53 bucket template deployment
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TEZE) PR

AT A GitHub FERHSCAE
) A ML &4 infrastructure.yaml £ deploy_ngfw_cluster.yaml 545 .
é). AHs ML {5 14914 ¥ B > 55#7 Configuration.json SC 1.

4 Linux T4 B4 cluster_layer.zip (1.
(5) A H L # cluster_layer.zip 3Cf4 5 il #] Lambda python files 3L/
(6) A ML 14k cluster_manager.zip Al cluster_lifecycle.zip 314
’7 A H L M Python 3124 Lambda p& £ zip SCFF, FHEHIFEIH
7 RSO
& AWS il G HE Infrastructure.yaml FAi .
:-“"é\‘_: AWS ¥ & 4 cluster layer.zip. cluster lifecycle.zip I
- cluster manager.zip 4% S3 f7-fiti#f .
(10 AWS FEHl & #58 deploy_ngfw_cluster.yaml Kl
11) AWS 4l & BRI T E
FHEE
PURVRFEE B T 78 AWS L F-8)iB58 Threat Defense Virtual £EH5F(1) TAE L
L D coee
. Local Host CUHfi-g.L.!rEtllIUFI
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Verify if nodes Create target Register instances
interfaces , have group and GWLB; ,. 1o the target group
to instance joined cluster attach targat group using data
to the GWLE interface |P

2
AWS Deslc:y threat
Console elense
virtual instance
7
Register
Management Control
Center Node
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3 AWS il 5 Ko R 9
4 AWS FEil & I TT R AT CUMASRRE
5 AWS il AU H AR GWLB; K H AR4LI 2] GWLB.
6 AWS i & 8P HCHE B2 10 TP 1) AR S48
@) EHLHLL T G R

=R

DU F $& LS nT 75 GitHub 3R . ZHUE—H T8, GBI PSS AR, BIAME. v
EFIE 6
* Infrastructure.yaml - JEA i3 it 358 E AR AR

* deploy ngfw_cluster.yaml - F 52 R0 8 (B

N

AR ECEETE NN, TE MO B SRR IN AWS SERIRAL G . E A3 A 4E deploy_ngfw_cluster.yaml
B P 1 25 Instance Type (1) R VEH Rk 5,

{$£ A CloudFormation #&# /£ AWS FrEF & %

1§/ B %€ X CloudFormation FEAR 7E AWS th 3 B i 4k

FrIAZ Al
o BT — 4 %% T Python 3 1 Linux T154L.

o SACVFERRE F BTN E) A Dy, RS AL EEIE A B PR BT LA
REST API [JH . 15217 (Cisco Secure Firewall Management Center & F45 ) ©

o fE AL RN INS B E Configuration. JSON H1 45 5E F) S W 42 FRUT L H 17 n) M o
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
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B = CloudFormation 14572 AWS S 4%

UK

P MR

a)

b)
<)

d)

¥4 github £74% e o % B A SO PESE . 12 [ https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/aws.

18 F BT 35 (1 2 5016 24 infrastructure.yaml #1 deploy_ngfw_cluster.yaml.

1 R4 % B 15 24 cloud-clustering/ftdv-cluster /lambda-python-files/Configur ation.json.

Bl

"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

* ¥4 fmclpforDeviceReg 15 & & ¥ ) DONTRESOLVE.

* fmcAccessPolicyName 5 % 5 & HEHRuCy 15 1] SRS DT
pE s ANSZFF FTDVS 1 FTDv10 )2

Bl 4 N cluster_layer.zip [3CF, 4 Lambda pR 3032 {50 B2 Python FF .
PRI Ad 2235 T Python 3.9 ) Amazon Linux £l cluster layer.zip ({4

iR WHRIE T2 Amazon Linux #35%, 1 LL# A Amazon Linux 2023 AMI 8IS 1T 5 HT A
) Amazon Linux ] AWS Cloudshell 615 EC2 524 .

PO cluster-layer.zip U, T ESLAIE T python FEERAF0 415 BT requirements.txt 3¢
fF, SRJGIBAT shell A,

1. JERTFRE python FAFELFELN(E EOKBIEE requirements.txt S0
PL N2 HELE requirements.txt SCEERERAE S B PELN(E -

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. JBATLLRN shell A LLAIEE cluster_layer.zip3Cff.

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
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{823 CloudFormation 124572 AWS 34 ]

pE 2 QTR 2 25 TR a8 B OB P A 1 (B urllib3 Bims ), diUETE
requirements.txt AL ISR AT R URAS . 2S5, AT LAFRRGEAT %2
KR P TE o

KB cluster_layer.zip SCFE 1% lambda python files SC14F32

B4 cluster_manager.zip #l cluster_lifecycle.zip 314

R LAAE S B A7 12 P $R 21) make.py SCIF. IXAFESRE python SCIF IR Zip SCIFIF R 2 H AR 3C
fF¥k.

python3 make.py build

B2 #E Infrastructureyaml JEct T AERESEE 4 HAE .

a)
b)
<)

d)
e)

7 AWS #3545 1, %3] CloudFormation Jf st 6l j£ 4% (Create stack); EHFERFERIE (AR
AE) (With new resources[standard]).

e Pt BRSSO (Upload atemplatefile), iddii®ki% 32 (Choosefile), #RJa M H kxS ik
# infrastructure.yaml.

s T—4 (Next) 42 4L 35 1915 B
At T—% (Next), X5 fidieliE## (Create stack).
EHE e UG, H3HE (Outputs) JFid F S3 BucketName.
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B = CloudFormation 14572 AWS S 4%

2: infrastructure.yaml 8951

Outputs (16)

Q

AZ
ApplInstanceSGIid

ApplicationSubnetlds

BucketName

BucketUrl

CCLSubnetid

EIPforNATgw

FmclnstanceSGID

IninterfaceSGId
InsideSubnetlds
InstanceSGId
LambdaSecurityGroupld
LambdaSubnetlds

MgmtSubnetlds
UseGWLB

VpcName

$IE 3 ¥ cluster_layer.zip.

f¥] S3 7tk -

Value

me-south-1a
sg-02b07af19c3e746d9

subnet-03217efc6049e5fee

neo-cls-infra-s3bucketcluster-13pgzkjjrx66

http://neo-cls-infra-s3bucketcluster-13pgzkjjrx66.s3-
website.me-south-1.amazonaws.com

subnet-Ocaf6c4801922d8b1

15.184.208.231

sg-0a0d3797b04370aa3

sg-0522ebe5acb8a2827

subnet-056fdc9fe5389bf88

sg-Obe5b62647eb53dec

sg-0347d191d724b2574

subnet-0989fbaeb522a906¢,subnet-
0c7a%b649d506f930

subnet-08c386d4b06890532
Yes

vpc-0d94d3eaaalf1354d

cluster_lifecycle.zip f1 cluster_manager.zip 4% #il id infrastructure.yaml £
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Description

Availability zone
Security Group ID for Application Instances

Application subnet ID

Name of the sample Amazon S3 bucket
with Private Static Web hosting
Configuration

URL of S3 Bucket Static Website

CCL subnet ID

EIP reserved for NAT GW

Security Group ID for FMC if user would like
to launch in this VPC itself

Security Group ID for Instances Inside
Interface

Inside subnet ID

Security Group ID for Instances
Management Interface

Security Group ID for Lambda Functions

List of lambda subnet IDs (comma
seperated)

Mangement subnet ID
Use Gateway Load Balancer

Name of the VPC created

Export name
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3: S31@

neo-cls-infra-s3bucketcluster-13pgzkjjrx66 .

Objects Properties Permissions Metrics Management Access Points

Objects (3)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll
need to explicitly grant them permissions. Learn more [/}

© Copy S3 URI Copy URL M Download Open [4 Delete Actions ¥ Create folder

[ Upload

Q

Name Last modified Storage class v
@ cluster_layer.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

[ cluster_lifecycle.zip { September 30, 2021, 17:49:01 (UTC+05:30) Standard
@ cluster_manager.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

$I2 4 3% deploy_ngfw_cluster.yaml.

a) ¥ CloudFormation Jf s ili 8lli& 4% (Create stack); EFERAFTIEIRE (hRE) (With new
resour ces [standard]).

b) kP EEEIR SO (Upload atemplatefile), fidiifiE 2 (Choosefile), 4R )& M HFrC1FEJe ik
F deploy_ngfw_cluster.yaml.

¢) FiliT—% (Next) 2t praifs &
d) AT —% (Next), 2R fiditIZE#H (Create stack).

Lambda pRECH & BZd R IR H 423584y, 1 H. threat defense virtual ¥ H s3I 2] & L.

A3t = th#Y Threat Defense Virtual S8 E 55 [}



/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B = CloudFormation 14572 AWS S 4%

4 ERENER

Resources (19)

Q

Logical ID

ASmanagerTopic
ClusterManager
ClusterManagerLogGrp
ClusterManagerSNS1
ClusterManagerSNS1Permission

FTDVGroup

FTDvLaunchTemplate
InstanceEvent
InstanceEventinvokeLambdaPermission
Lambdalayer

LambdaP

LambdaRole

LifeCycleEvent
LifeCycleEventinvokeLambdaPermission
LifeCycleLambda
LifeCycleLambdaLogGrp

gwlb

listener

tg

Physical ID

outh-1:797661843 - manager-topic [

1-1-manager-lambda [4

lambda/n -1-1-mana;

amn:aws:snsime-south-1:797661843114:neo-cls-1-1-autoscale-manager-topic:ae9962ae-de5a-4274-afa1-b38fb815eedc

neo-cls-stack-ClusterManagerSNS 1Permission-1QUGC6QPBYAMM

neo-cls-stack-InstanceEventinvokeLambdaPermission-1HIW8J9L3S6E2

arn:aws:lambda:me-south-1:797661843114:layer:neo-cls-1-1-lambda-layer:1

neo-c-Lamb-JNZAR9J36KYQ
5-1-1-Role [3
-1-lifecycle-action [3
neo-cls-stack-LifeCycleEventinvokeLambdaPermission-7036X3FAVFF7
-1-lifecycle-lambda [5
lambda/neo-cls-1-1-lifecycle

amn:aws:elasticloadbalancing:me-south-1:797661843114:l0adbalancer/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5

arn:aws:elasticloadbalancing:me-south-1:797661843114:listener/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5/f8f58ff3f92fcd13

amn:aws:elasticloadbalancing:me-south-1:797661843114:targetgroup/neo-cls-1-1-GWLB-tg/0091e49395247fc955

Type

AWS::SNS:Topic
AWS::Lambdaz:Function

AWS:Logs:LogGroup

calingGroup

AWS:EC2:LaunchTempl
ate

AWS:Events:Rule

AWS::Lambda::Permissio
n

AWS:Lambda:LayerVers
ion

AWS:IAM:Policy
AW
AWS:Events:Rule

AWS::Lambda::Permissio
n

AWS::Lambda::Function

AWS:Logs:LogGroup

AWS: ElasticLoadBalanci
ngV2:LoadBalancer

AWS:ElasticLoadBalanci
ngV2:Listener

AWS:ElasticLoadBalanci
ngV2:TargetGroup

Status

© CREATE_COMPLETE
© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE
© CREATE_COMPLETE

(© CREATE_COMPLETE

© CREATE_COMPLETE

AN RIEEF show cluster info iy & K B0 IEAEHE S

Details Activity Automatic scaling Instance management Monitoring Instance refresh

Instances (2) C Actions ¥

Q > @

| ] Instance ID Lifecycle

Instance ty... Vv Weighted capacity v unch template/configuration v

= i-0a8a98d3bda571dc9 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 |\

B i-0f6c3f8ea3ba2b044 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 | !

4t = H Ay Threat Defense Virtual 0.8 & 8%
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6: show cluster info

Copyright 2084—2022, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

waws mEpmess |

Cisco Firepower Extensible Operating System (FX-0S) v2.13.0 (build 198)

Cisco Firepower Threat Defense for AWS v7.3.8 (build 69)

[>
>
[> show cluster info
Cluster res—cluster: On
Interface mode: individual
Cluster Member Limit : 16
This is "123" in state CONTROL_NODE
1D a
Version 9.19(1)
Serial No.: 9AWDHS75AGV
CcCL IP 1.1.1.123
CCL MAC @642 .3261.alde
Module : NGFWwv
Resource : 4 cores / 7680 MB RAM
Last join : ©5:58:46 UTC May 18 223
Last leave: N/A
Other members in the cluster:
Unit "288" in state DATA_NODE
ID 5 gk
Version : 9.19(1)
Serial No.: 9AXO2RCE9INM
CCL IP : 1.1.1.288
CCL MAC : B68B7.abked 4442
Module : NGFWv
Resource : 4 cores / 7680 MB RAM
Last join : ©85:58:47 UTC May 18 2823
Last leave: N/A

£ AWS R F DR B &EE

TR, W day O FLE, BOBAENT, ARSI R
fll% AWS B Day0 B &

ST DU [ e e ke . FRAT T A e

£ AWS B9 [El EEC & £ Day0 BL &
It e ERE B B A R S | SR I

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"

B B L
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}

Bt
{
"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.4 10.10.55.30", //mandatory user input
"ClusterGroupName": "ftdv-cluster", //mandatory user input
"Geneve": "Yes",
"HealthProbePort": "7777"

}
}

)

AR WUREG GRS B IEE, E MR ECE MR //mandatory user input .

XfT CclSubnetRange 428, 1475 M xxx4 TG IP by . Wi fR 182D 16 A AT H] TR AR
IP Huht. T H T IFE (ip address start) FIZER (ip address end) IP Hulik i) —4E R4,

R 2: FFIRFNEER IP sk

CIDR #TUA IP HhE L5 IP it
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

£ AWS B9 B E X ECE £1)3Z Day0 ic &
TS AT LS H fir & R Am AN BN ERE S | SRR

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

I 23t = Threat Defense Virtual 53 B 52 5%
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"run_config": [comma separated threat defense configuration]

}

W 3% fh £ 19181 88 T 1

LUR 7Rl g O fn a8ty ires Qs — MR E, Forp— DM TR R 1 Geneve £ AT T4
PEBIBERS ) VXLAN #1000 WV, B R AT SR E M — R A .

NS TER 0 K ARA 7.4 FAEFARAS HlE s

"AdminPassword": "Samé&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [
"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",
"ip address dhcp",
"no shutdown",
"interface TenGigabitEthernet0/1",
"nve-only cluster",
"nameif ccl link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy single-arm",
"nameif uturn-ifc",
"vtep-nve 2",
"object network ccl#link",
"range 10.1.90.4 10.1.90.19",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 2",
"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"jumbo-frame reservation",
"mtu geneve-vtep-ifc 1826",
"mtu ccl link 1980",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",
"aaa authentication listener http geneve-vtep-ifc port 7777"
]
}

NS TER 0 ORI AR 7.3 FAE R hRA FoE s

{

"AdminPassword": "Samé&Dean",

A3t = th#Y Threat Defense Virtual S8 E 55 [}
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"

"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",

"ip address dhcp",

"no shutdown",

"interface TenGigabitEthernet0/1",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy single-arm",

"nameif uturn-ifc",

"vtep-nve 2",

"object network ccl#link",

"range 10.1.90.4 10.1.90.19",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 2",

"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"jumbo-frame reservation",

"mtu geneve-vtep-ifc 1806",

"mtu ccl link 1960",

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"aaa authentication listener http geneve-vtep-ifc port 7777"

}

\)

AR X T CCL 7MIaH, if45E CCL T/ CIDR F1 () IP #uhit, ANUFEIREE A IP Hihik. R, i§2
B b3 2 TFUBAIEE R 1P k7R

YT AWS IS PIRGURS A 1, T O35 2 87T Ik A 1% L 1Y) aaa authentication listener http Ui 1o

JEA T B T 2R R
PUR Rl G —NECE, T HAEBR O, iR DO O A S 3 i e, LU
TERBFE I RERR ) VXLAN 2 1o TR, R Rl 2R EME AL

{
"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
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"FirewallMode": "Routed",
"ManageLocally": "No",
"run config": [
"cluster interface-mode individual force",
"interface Management0/0",
"management-only",
"nameif management",
"ip address dhcp",
"interface GigabitEthernet0/0",
"no shutdown",
"nameif outside",
"ip address dhcp",
"interface GigabitEthernet0/1",
"no shutdown",
"nameif inside",
"ip address dhcp",
"interface GigabitEthernet0/2",
"nve-only cluster",
"nameif ccl link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"jumbo-frame reservation",
"mtu ccl link 1654",
"object network ccl#link",
"range 10.1.90.4 10.1.90.19", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable"
]
}

XTI RE R 20 5, AR E DT A BCR 1l (2 161 o BUKIIEH r RE 2 s ik fe .

//mandatory user input

\}

AR RS RIS B M ECE, TSR ECE TP ER //mandatory user input.

PREAERET R, LMEENIE R .

1 FH BB BT 2= R0 D W 4ERE Day 0 it & 3% Threat Defense Virtual S5 - 201 SRA% F B 5 42 434 17
%% (GWLB), WIPUANRELs an A AEAH S8 3 i o, W A0 . 7 BRERHHFHES >
SRIFMEE T, AT day0 BlE .
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. 7£ AWS 1 { ] GWLB 2 & Cisco Secure Firewall Threat Defense Virtual ££ 2 4 B iR i fE 45

pE s B R A2 LA MRy 4542 LR 2 S48
© AWS PSSR - DU - A5 F 12 TN T B
o AEAH SR BUAMTE - TANERE - B 2Wr. L SNSRI R

7 KAE AWS L858 Threat Defense Virtual [f15H 215 8., 152 £ AWS L8 @i E & .

PIR2 FEOPIR | DI il B i Ay .
I8 3 ffiH Threat Defense Virtual 51l & L[] show cluster info iy & 5 U & 75 A 17 s #6 I In AN SR
SEA LE AWS WS .

a) Al HARZH GWLB.

b) # HAr4EHE] GWLB.

it DR GWLB BCE WA RG22 4] AT R PP e B RIS AT IR DA A B

c) AEH] 1P ik ) HARZLE B 0 (D .
ARG R, TS QI MO aB f 2s .

pz- L IR EE R REDEAAYI I EHILE €2 1 VR T e VIR e SHEAYIIEAINE S it UV Bl L(E DI T ) R

&£ AWS $1{§ FH GWLB fZ & Cisco Secure Firewall Threat Defense Virtual ££
R Hiri 2L #2

AWS "1 [] Threat Defense Virtual £EHEA] FH M ¢ 1 23815 2% (GWLB) kI 47 9 26 £ A, o S0 2 3
5 7€ 1) Threat Defense Virtual ¥ si. GWLB FHJ-7E H AR fU AR s )46 sl B v MOS0 T, 4%
BE ) 1Y R RO A 2 H AR

AWS [ H AR s DI BEAE GWLB REWS AL TR i I G A sl H B9 s A i i 15 0L B
s 4 22 B 0 L 1) B D R IBAT I H AR e A AR AR Wb D)

£ AWS 1, BT LU AWS #E3  #7 (ELB) APT 8k AWS 56 &k BLE H AR bEEF .
\)

AR R HBRY AR GWLB A LS P (il SSH. SCP. CURL &%) B (U I A A e, DU i
SHE [0) B IR R H AR T RE 2 tHIUAEIE o 1 AR 2 py T 6 T~ 4 R I i s J )

75 AWS 1, AT LUl AWS ELB API 85 AWS #51H & K l & H AR i 464 .

« AWS API - 7£ AWS #1614 )7 (ELB) API - modify-target-group-attributes 1, #n] LUE & 2
DL R AT S0k @ Xt A BT Ay

* target_failover.on_unhealthy - & X 24 HARZAFIEAT AN IEH I GWLB W] &b 2 94 2% 37 o

* target_failover.on_deregistration - & 3 24 H AR HE GWLB i b 2 ) 45 37 F

I 23t = Threat Defense Virtual 53 B 52 5%


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html

N3t % BB Threat Defense Virtual Z8 2 &£ 8

7 AWS 1 /5 Cisco Secure Firewall Threat Defense Virtual $£ 5 i) B AR &0 E45 7 .

LA i & 2o 158 SOX AN S APL S5 B

aws elbv2 modify-target-group-attributes \

-—-target-group-arn arn:aws:elasticloadbalancing:**/my-targets/73e2d6bc24d8a067 \
--attributes \

Key=target failover.on unhealthy, Value=rebalance[no_rebalance] \

Key=target failover.on deregistration, Value=rebalance[no rebalance]

AXREAMFE, S0 AWS XS] TargetGroupAttribute.
« AWS #5l6 - 6 EC2 458G b, ] U b il & AN B TUK a3 HY H AR 4 utimn b H As it
B3 o
* Yk H bRA s
* JH F H bR R
* B UE Pl

[ 8 B B e E ., iS00 A5 AWS B Cisco Secure Firewall Threat
Defense Virtual #E8F 1) HARMRRERS , 25 23 T,

7£ AWS 1 ;5 A Cisco Secure Firewall Threat Defense Virtual ££ 254 B R

fE4T%

threat defense virtual [{)5FE R O CIEM 2 AWS 1) GWLB HFRr4H. 7 threat defense virtual ZERE,
BN SEBIER S —A HARALICEE . GWLB HEAT OV, K i R 0% BNZIs A RO E 5 15261, i
TS CAOEA B A H RRAL R H AR .

FaZ B

i 238 13 T80 75 78048 CloudFormation #EAR /& AWS T3 E 44 .

WARAEAEH CloudFormation B AEHE, 8 n] DU I 43 le AR5 S0
deploy ftdv clustering.yaml [f] GWLB BLE 5 AL rebalance &>k 5 H Target
Failover 2%, fefitirt, ERUEOLT, WSHIERE N rebalance. {H7E AWS ##il6 F, 2
B BRIE B E 4 no_rebalance.

/ﬂ\:q:‘ ’
* no_rebalance - GWLB 4k 424 % 4% it 8 326 21 & A= b B B v 6 H #r o
o EIEE- LA Hbs kA EE I E N, GWLB K W48 i R IE 2 5 — AN IE R IE T H
Fro
HIRAE AWS HPEEEHERR G R, 1§204:
o £ AWS T30 B L
* i [f] CloudFormation B AE AWS H B2 HEFE
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html

/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B %= awe pmsss

UK

T /L AWS 5l 6 L, #3) jRSs > EC2

$122 5l BiR4R (Target Groups) LA F HFrZH 7L .

SIR 3 HEFE ) HIE M threat defense virtual £ 0 1P [ HArdH . REF Bon H bR 405 B, &al Ll
TEI T F B AR i 7 7 e 12k

S 4 HEBIE (Attributes) SEH.

WES miidwiE (Edit) LAk,

PIR6 N EFFERE WYV BN, CUEE A B AR, AR GWLB P& k76 & AR b
e % BT A U N T AT M 2 e L, IR LA R B IE H AT I H AR R

7f Azure PERE £ RS

BT LUK AR S Azure MBI (GWLB) BARAMS GBS HG AR IS A . BE4E Azure HE
Gl WAEH] Azure THUEAT FLAE (ARM) BEBOR T B N UMABEE .

ET GWLB BB+ 2 E B R

7: GWLB By NiE i 2 E R BRI

Internet
Gat Load /7 Inbound flow uses public IP of
e ‘A public load balancer.

j Balancer
) (w’j’,;\ Flow is forwarded transparently
- {\ /)
Public Load \“~/ from the public load balancer to
Balancer ‘ ’ ‘ the gateway load balancer.
~\

('~ Flowisinspected by a firewall
“’xj"'.fj and returned to the gateway

load balancer.

~ 7 \  Flow is returned to the public
2/ 3) ./ load balancer.
f Flow is forwarded to an internal
—/  server.
Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls
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& 8: GWLB t9 it E1E A= F1F0FR M

Internet

oD

Gateway Load
Balancer

®
L
Public Load "~
Balancer
(2
&)

T,
Iw

1o ]
Q ©

Internal Servers
(VMs or VMSS)

Azure [ 3k £ £ 14 17 25 FOEC XX 12

>

]

Threat Defense Virtual
Firewalls

Azure P g mEsite

Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.

1F Azure IZ5 55, Threat Defense Virtual 7o 24 1] DA 88 T 106 R R 2 )7 IR 45 2 8] ) B0 60, 10375 HH )
2. Threat Defense Virtual 3 1 F F BB ) VXLAN M B FAAS NIC b3 SCAMERE VR P 3

Ho

T IR T MAME VXLAN M B )

W S B 35 1) i B R B Azure |17 ST RS (M .

FRAF LM 282 A/E L/ Threat Defense Virtual I 5 2 [A]HEAT M , XU B4 T 507 w00k H ok ik
[A]7E P VXLAN 5845 10 9 O 4 3340 1l 2% 2 At HelHA TR A o AR5, Azure W OC B 35350 1T 3% 2 K 0t

FIENRN 22 FC KA BB A A H
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B 55 GWLB % Azure 218 Threat Defense Virtual B¢ &% Eli i

& 9: Azure W % £ 3 Y0 & ES FRBC XK 32

Internet

Source

Destination Public GWLB

Threat Defense
== Virtual 1

i 1
1k
f-\"\ - H
" : & Threat Defense
—--—-( )._Cz‘ia@ ___________ -5 | Virtual 2

1

i
Layer 3 wnif: int. segment 1
Azure GWLB Netwaork : :
I L9

= Threat Defense
ﬁ’ Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

{& F GWLB 7£ Azure F 82 Threat Defense Virtual £ f 85 2 i 57T 12

ETHRIRAEE

LU FE B 36 A ) GWLB 7E Azure 3T A 558 Threat Defense Virtual £E5F 1) TA/ERFE

1 Modify azure_ftdv_gwib
Download _cluster,json and azure Upload _
Loeal Host templates and ———_fidv_gwlb_cluster_parameters Clus'c"__F_U”C'IOH
files from GitHub Json with zip file

required parameters to Function app

+

3 Create

Azure Cloud Resoure Group,

and
add Subnets

Cluster Node

Virtual Netwark >

| I

5 _ 7 _ 8
Deploy Caonfigure Use Function app Create
custom Instance to register
—_— N — FTPS
Template details cluster with Credentials

management center

l

Verify the
Cluster
Deployment

6

TE=[8] B
(1) AL M GitHub N ERASCAE
L S
(2) AL AL NPT 2 H0RE 2 azure_ftdv_gwib_cluster.json 11
— azure ftdv_gwlb_cluster_parameters.json.
3 Azure Cloud (ollfE A7 S T oL Y 2 ST
2 Azure Cloud B 5 SR
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=R

i [

TiE= (8 G
5 Azure Cloud ic ' SE A RN 45 S .
(6)  |demeia WUEAERE IR
- Azure Cloud A5 FEY B 00 Y 1 A B PR oy AR AR
8 Azure Cloud @t FTPS F&ilF.
o A Hb ML # Cluster_Function.zip S |- 4% %] Function N ] .
FohEnE
LR R B0 T4 H GWLB 1E Azure T2l U 77 7 1 AU EE B 1) T AR TR
II 1 2 3 4
Create a VMSS Add day 0 Update scaling
from the . . ) ) in
. Azure Cloud Mariett E:-Ia-::e —— Altach interfaces ci‘;':;'s_l“[:z:';“;d —"  instance count
image
Management
Center
T1E= 8 PIE
) [ INTESAIEIL GIEE VMSS.
N
(2) A MR
{5} A H ML 7t customData “FBt 1 I Day 0 FLE .
) | AR S
::./--5--\} AHE AL fi & GWLB.,
: RS R

LUR S BRI 72 GitHub 3R SEAE AT AWM, SEAAMAEEB T 45 H
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ATHE 1

1t %= F B4 Threat Defense Virtual 232 & &% |

M Cisco Secure Firewall hitA 7.4.1 JF4h, RErT LLAERAT S MR D ROIE 00 T BB AR . SEOUEH] “4h
AL AR . “EFBL” ORI “CCL” MBI TCIS WTsAR -
azure_withoutDiagnostic_ftdv_gwlb_cluster parameters.json £/l
azure_withoutDiagnostic_ftdv_gwlb_cluster,json 3

1 FS B 45 1108 (AR -

* azure_ftdv_gwlb cluster parameters.json - T4 54 GWLB {1 Threat Defense Virtual £E#F4i A 5
AR

* azure ftdv_gwlb_clusterjson - {{i /1] GWLB 78 Threat Defense Virtual £EHF AR o

Te BB 42 11 IR 0B AR

* azure_withoutDiagnostic_ftdv_gwlb cluster parameters.json - i T 43 E4H GWLB H G2 Wi 1
(] Threat Defense Virtual HEHEHI A Z 0 TIHAR o

* azure_withoutDiagnostic_ftdv_gwlb_cluster.json - T35 H4 GWLB H G2 Wi#z 111 Threat
Defense Virtual SE4H IR o

o ZARVHERF BTN R B PO, TR B O A AT A4S B ORI e T AR I
AT IX LA 1 F 2 v LS A REST APIL. 152 Cisco Secure Firewall Management Center 5
Tﬁﬁéj‘ o

o PR B ARV N5 RS LR AR B0 011 415 7 1) SRS A4 PR UG E AR5 ) SRS
o W ORREADVE PR A0 D SRATE 2 VR AT .
BN INB R BP0 S, BATEL R
1 AEAE E L P s RO B S EC B G BCE . AORECE NIRRT E R, WS

T
2. B OIS . A ORI A M RS B, TS SN
i%/h\ﬁ% m@a%i—\‘{ﬁﬂ:

Network: any-ipv4

Interface: vxlan_tunnel

Leaked from Virtual Router: Global
Gateway: vxlan_tunnel gw

Tunneled: false

Metric: 2

ER vxlan_tunnel_gw 2 ZE TR 1 G TP Mk .
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3

I N3t % BB Threat Defense Virtual Z8 2 &£ 8

&5/ GWLB 7 Azure B B et amannie I

{£F GWLB 7 Azure &R BB By i) FE U SR B BY i Bl i i 42

O

Qe

Qe

g g

w N

1 B & X Azure BIFE HLES (ARM) BHCH Azure GWLB #0E8 B AN AARAE .

oK

THES LA

a) ¥ github A7 7 vo B BIA ML SO J2 . 12 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure.

b) T S HCkE M azure ftdv_gwlb_cluster.json T azure ftdv_gwlb_cluster_parameters.json .
39
i I E A2 e D AR T IT R 25, 1B UG I2 TSR
azure_withoutDiagnostic_ftdv_gwlb_cluster _parameters.json Fl
azure_withoutDiagnostic ftdv_gwlb_cluster.json.

G F Azure [1)7: https://portal.azure.com.

B — AT .

a) fE &R G-k, IWTHhzRp RS TR M EIRA .

b) IR ) XiE.

B LA DU T RS B, 2. SNEFEERE i EE S (CCL).

M Cisco Secure Firewall A 7.4.1 FFf, R0 LA A2 Wi L OO0 M ABAEHE . B “ Ak
W7 YR . CEEL” F “CCL” HRHERELERE, IEMATH 02 MR -

azure withoutDiagnostic_ftdv_gwlb_cluster parameters.json Fll

azure withoutDiagnostic_ftdv_gwlb_cluster.json 3 {4,

a) ORI,
1. 7 &R EUi-RA, MW NhyRSPER TR A ERIRS
2. PP Xig. Sd = P bk,

7 P HbbE EIrp, Ui RINFR, SRJEURINCL R 70 - A E, 2. BE RIS B
Ty R EEER B RAT 2 W% 1) Threat Defense Virtual 7.4.1 £68E, W20kt 12 W7+ W 61 2

b) FINTH.

o SRR .

a) Kl B > RIRHME (ERBEEXIRRBE) .

b) s FE4RIERE AN B C BRI .

c) gt (Load File), #&J5 Ff% azure ftdv_gwlb_cluster.json 5§,
azure_withoutDiagnostic_ftdv_gwlb_cluster.json (1AL TR F LMD

d) milifRTF (Save).

BB SR (5

A3t = th#Y Threat Defense Virtual S8 E 55 [}


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_gwlb_cluster.json

/>3t % F ) Threat Defense Virtual 282 & 8% |
B = GWLB 7 Azure BB BLANEH IR IR IR B ISR AR

a) HIAPTFE, AR5 AEHEE + 612 (Review + create).
b) fERIEEE S, At (Create).

PR AELPDITRIEAT R, W SR BRI show cluster info fir & RIS IEAER HI%E -

10: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

P8 1L Azure [ 1), kil BN H] UK AR 1) A B rhLy

pEs IR SEAREAE T s BN, T DL 3380 > & CANZIRN > SR8 BRIy
RENRE] B PR o FEAREERE UK B3

$IR9 i sl #EHD > FTPS FiE > M PSR > BR &R P& FERL KA FTPS fEiE, AR5 sl &

bl
=
S0 WL AEAM LS AT LR curl #74, # Cluster Function.zip 34 4% %] Function W [ .

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

pE s curl x4 P RERF 2 L8 (292 3 3 4080 A figse a2 AT .
PRECR B EAE IR BN T o DhEERE R B, TR n] AFEAF IR R R i BAS R B B H S REUHE 1A
By A A

11: ThEe

1) gwlban-function-app | Functions
Function App
7 Search (Cmd+) I - Create () Refresh
g Ak Your apo bs cumently In read onky made because vou are uarng from & pedage file, To make ary changes update the content n your 2 file and WEBSITE_RUN_FROM_PACKAGE apg setting
B Adivity log

A Access contrel (1AM)

® Tags

> Filter by name.

@ [iagnese and scive problems - ¥
&* Diagnese and scive pioblerns ] Mame Trigger T4 Status T

@ Microsoft Defender for Cloud [ cluster-function Queus Frasiad
Events [preview)

Functions

fi| Functions

I 23t = Threat Defense Virtual 53 B 52 5%



3£ % BBy Threat Defense Virtual 33 E &£ 8f

&5/ GWLB 7 Azure B B et amannie I

[ 12: BA 51

m gwlbanbdx5mqdvkpces | Queues 2

Storage account

£ Search (Cmd+/) | « ~+ Queue () Refresh [§ Delete

= Overview

JO Search queues by prefix

B Activity log

@ Tags

Queue urd

[ outqueve
£ Diagnose and solve problems

] resourceactionsuccessqueue http: d
Ao Access Control (IAM)

@ Data migration
Events

S Storage browser

Data storage
= Containers
i File shares

0 Queues

13: 3k BAF

m outqueue X

Queue

O Search (Cmd+/) \ « () Refresh -+ Add message [i] Dequeue message X Clear queue

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems
& vag P 2 search to filter items.

Aa Access Control (IAM)

1d Message text Insertion time Expiration time Dequeue count
Settings Event thread: f605983a-97ad-444-9222-b6eebTc09ab0
Action: i
Access policy €d054bf2-239b-4aSe... Operation: Microsoft 8/2/2022, 95456 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:4821 28947772
© Metadata Started function execution

Event thread: f6b5383a-97ad-44f4-9aaa-b6eeb7c09ab0
Data: Instances Description

Instance ID in scale set: 0
Name: sumisnib-vmss 0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance 1D in scale set: 2
Name: sumisnib-vmss 2
Status: VM running
¢54339e-1318-4ac2..  Public management IP: & . 8/2/2022, 95508 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance ID in scale set: 3
Name: sumisnlb-vmss 3
Status: VM running
Public management IP
Private management IP: 10.55.1.7
Instance ID in scale set: 4
Name: sumisnlb-vmss 4
Status: VM running
Public management IP: 4 4
Private management IP: 10.55.1.8
Event thread: 1605983a-97ad-4414-9a2a- bbeeb7c09ab0
B2I66aT1-daTe47.. L indet 0 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f6b5983a-97ad-4414-9a2a-beebTc09ab0
Data: Cluster Info
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B =7 newesmsmgo

ET NLB RIS R AR E R TNl

Internet

T

Elastic Load
Balancer (ELB)

Virtual

Management Center

/N3t Z= B Y Threat Defense Virtual SRE &£ 8% |

User
Applications

IEHRFM IR NG AT H 25 . Threat Defense Virtual 524 JCAE P RIS 7 203515 4% < 7] . Management

Center Virtual SE41 FH T & HAERE,

KB HIEW N S NN gy, ARG 1% 0 BRI i 25 2K i AL #ir 2] Threat Defense
Virtual 25, ZERE ) Threat Defense Virtual SEBIRHNBR &5, 20K H AL & 2 L.

K BN REFARL R St o s AR S 2 P B i gy . SRS, TR S84 & 31 Threat Defense Virtual
R, ARG T RIL RN EIEM .

{& 3 NLB 7£ Azure B2 Threat Defense Virtual £ 2 805 %

ETRIRAIEZ
PR SRR B WG T NLB £ Azure H #8352k TR 10 W 9 A0 K2 FUL SR R £ T AR 3R

I 23t = Threat Defense Virtual 53 B 52 5%

1

Download

Local Host templates and ———»

files from GitHub

Madify azure_ftdv
_nib_clusterjson and azure
_ftdv_nib_cluster
_paramelers.json with
required parameters

+

3 Create
Azure Cloud Resoure Group,

Virtual Network >

and
add Subnets

Cluster Node

5
Deploy Configure
custom Instance
Template details

i

Verify the
Cluster
Deployment

6

AL SA- T
I uu.*i

Upload
Cluster_Function
zZip file
to Function app

I

8
Craate
E— FTPS
Cradentials
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{8 NLB 7£ Azure %38 Threat Defense Virtual 2t tsszlisniz [

TiE=18) PR
(1) AR FEHL M GitHub T 2RI S Ao
( 2) A ML {5 T 75 1 B 80k 18 24 azure ftdv_nlb_cluster.json #l
azure ftdv_nlb_cluster_parameters.json .
3 Azure Cloud QTR . HEHL 45 R M
4 Azure Cloud TR E B AR .
5 Azure Cloud Bt S PEAN A S
(6)  |Hemriig Yol AR 5
- Azure Cloud A58 FH R BN P i) 5 B oy MR B
3 Azure Cloud 67 FTPS EifF.
o5 A AL # Cluster_Function.zip S _1-4% %] Function N H] .
FHEE

DU AR B i W] 1 481 NLB 7E Azure H T3 #i%% Threat Defense Virtual Z2# (1) TAERE -

. Azure Cloud

2
Create a VMSS3

from the
Market place
image

——— Attach interfaces configuration in - ———

3 4

Add day 0 Update scaling

instance count
customData field

Management
Center
TiE=(E TR
(1) ESTREH T4 0 VMSS.
(3) | AEm He
{’5}. AN # customData 7Bt FF 3 Il Day 0 fic & .
(2) AL SR RS AT v

A3t = th#Y Threat Defense Virtual S8 E 55 [}
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=R

AR

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

TiE=Id) TR
(5) A HE L il 7 NLB.
6 LD TR 1

LUR S BR AT 72 GitHub "3RI SEAE AT AR, SEAAMAEERT 45 H

M Cisco Secure Firewall WA 7.4.1 FFif, 0] IAERA 2 Wi DS H0 N BB ER. ZAUER “sh
W7o IR L B RN “CCL” HEIERE R, 15 H G2 Wi -

azure withoutDiagnostic ftdv nlb cluster parameters.json fil azure withoutDiagnostic ftdv nlb_cluster.json
B
RS I 0 R

* azure ftdv nlb cluster parameters.json - T FLA5 NLB ) B0 7 5 i 00550 4 N\ 2 B AR AR .

* azure_ftdv_nlb_cluster.json - H-T-3#825 FAT NLB 1) )2k b B 180 i UL S A TRIABEAR

TS W B 1R AT AR A AR -
* azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json - T 4 #EH NLB H L2 Wi O
Threat Defense Virtual 214 A 2 BB .

* azure_withoutDiagnostic_ftdv_nlb_cluster.json - fff H] G2 W< 1 [f) NLB ## Threat Defense Virtual
BERERIBIAR .

o LAVIER AN R B, TELRE RO A R AT 28 B ORI ZES T AR IS
HAA XA A ] LA REST API. 1523 Cisco Secure Firewall Management Center 5 £
&M

o PR B ARV AN IR -5 R AR AR 2 0 I i3 2 1) SRS A4 PR UL PIC 77 ) SRS o
o DR READUE I A0 L SRATHE 24 VR AT

o KRR I B AL B AP0
1 AEAVE P L P RS RO B S IE B G BE . A RRCE DR A E R, S0

FHRE.
2. K ESNIRN Y R VR QI B A . 470V PN, 1520 I
A E .

AN FE 11 e AR B T s 81«
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3

I N3t % BB Threat Defense Virtual Z8 2 &£ 8
{5 F3 NLB 7£ Azure 7 E0E B BA1E) S B EE B AR Bl iR TR A2 .

Network: any-ipvé4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

AR fdv-cluster-outside /2 M R G TP Huhil

PR (R A A i E B

Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

)

ER ftdv-cluster-inside-gwiie PY B I FT 9 G TP Hidik

3. WEERENCE NAT M. 5 CH0E NAT MU RELNE B, 1555 Wbk a4,

&£ F NLB 7£ Azure F 3R B A 10 & 1o &2 B 1Y i B i L 72

1 E € X Azure BIRE BLEE (ARM) #HCH Azure NLB #5258,

UK

L1 HEEAR
a) ¥ github £7f 4 v B BIAH O3 . 152 [ https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure

b) Af T S H0k 150 azure ftdv_nlb_cluster.json 1 azure ftdv_nlb_cluster_parameters,json.
AR TGS W D RSO0 T 5B RS IS4, 1B TE 2 Wik

azure withoutDiagnostic_ftdv_nlb_cluster parameters.json F/l
azure_withoutDiagnostic_ftdv_nlb_cluster.json.

HEE2 3 F| Azure |1/ https:/portal.azure.com.
T®I G AL

a) ?f'E BRI, MR IESE TR A SR
b) EFEITH I X

FEA  QUEHEANA TR RIS EEL 2. TR, AN AR R
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

B 52 NLB 7 Azure R BB R B B OB B A

M Cisco Secure Firewall A< 7.4.1 F¥4fi, % n] LAAESRATIZ W LIS B0 T BB Al . S008I
CHMIBT L NI L CREEL M AR TIERS B ISR, NS IS S WA -
azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json Fl azure_withoutDiagnostic_ftdv_nlb_cluster.json

e

a)

b)

Qs R R 25
1 e BAR G, W yR TR TR A ZERE .
2. b) EFEITH ) XK. il T—AN: 1P k.

M.

76 \P #tik TR, gl ASnF R R INCLR M - BB 2 W R AT FNAR IR i B
.

W R B E VA 12 W2 1 ) Threat Defense Virtual 7.4.1 225, WA 2Bk i2 W1 W A1 gt

P8 11 A SCRREARL o

a)
b)

<)

d)

Ml G2 > EBIREE (FHBEEXEREE) .

Rl EYRIESS P E R B CRIER

BNt (Load File), 2R )5 FA% azure ftdv_nlb_cluster.json &%
azure_withoutDiagnostic_ftdv_nlb_cluster.json (1 R EEFATLE LWL .
R RTF

e SEI R 5

a)

b)

AP, ARG REHEE + 13 (Review + create).

i X TR R IR R A A AN S5 O, AR e T BRIl (e 16 1)
BOR MG T AE 2> 5wk BE -

ERIFE L 5, il (Create).

RSB IRIEAT e, T BB A SR show cluster info fir & KIS IESERFAE -

14: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

5 Azure [1/ R, ey bR BSON T LICRE SR AFRE MY 21 7 B o
pE R SEAREAE T s BN, AT DU iR An > & GASZ A0 > SR8 BRI

TR RV B R FEARERAEY UK BB
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
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# Azre hE g

LR Wl FEBAD >FTPSEIE > AFSEE > BeER P A% k@4 FTPS fLiF, AR5 it R

it
.

L0 WAL AT LR curl @54, ## Cluster Function.zip SC- 4% %] Function M H

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://

Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

iR curl AT AT RETR 2 L0 (292 2 3 7380 A ek

PRECR A AL B BN . DhRERE R 3, T m LAZEAEAR IR (S ASI P B B H . R 14

B AR B AR TN

7£ Azure M FhER B £ B

LTENMEEN, TR day0 BUE, AREREATY A, RJe Ry S 2] & B,

£1i# Azure B9 Day0 Bic &
8mT LA ] e e R H e S

{5 Azure 1) [E Efc & €22 Day0 Fc &
li] 5 P B 1 B0 2E AR O | SRR R E

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ ID>",
"Cluster": {

"CclSubnetRange": "ip address start ip address_end",

"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

Gt
Mg A 0 RAYECE AN .

{
"AdminPassword": "password",
"FirewallMode": "routed",

A3t = th#Y Threat Defense Virtual S8 E 55 [}



B s rwewarymEsz RS

"ManageLocally": "No",
"Diagnostic": "OFF",
template, set this parameter to OFF.
"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT_ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30",
"ClusterGroupName": "ngfwv-cluster",
"HealthProbePort": "7777",
"GatewayLoadBalanceIP": "10.45.2.4",
"EncapsulationType": "vxlan",
"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

}
}

)

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

//For deployment of version 7.4.1

//mandatory
//mandatory
//mandatory
//mandatory

and later without Diagnostics

user input
user input
user input
user input

AR WURE PR En gy O ECE, WO DR E D I ER //mandatory user input
XFT Azure IBAPRVURT AL E, 15 550 35 € AR L AL 15 B ¥ HealthProbePort.

X1 CelSubnetRange 22, 14 E M xxx4 TR 1P HhEEH . fORE 2= 16 Sl HI T 4R BRI
IP Huhik. FIHIZEH T ITAR AR TP bk — 28741

% 3 FHIAFALE R IP it IR 15

CIDR LA IP it 255 IP Hbilk
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

{EFH Azure B9 B E X B & £/ Day0 L &

BT LU A R A BN SRR 5 | S AR C L

{

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF",
template, set this parameter to OFF.
"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",

I 23t = Threat Defense Virtual 53 B 52 5%

//For deployment of version 7.4.1 and later without Diagnostics



I » 4t = F B Threat Defense Virtual Z3E & 5f
& Aure E X EEZ Day0 BE [

"FmcNatId": "<NAT_ID>",

"Cluster": {
"CclsubnetRange": "ip address_start ip_ address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment_ id",
"ExternalSegId": "external segment id"
}

}

L]l

NS T A 0 ORI AR 7.4 FAEFARAS Mo E s

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics
template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",
"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernetO/0",
"no shutdown",

"nameif vxlan_tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernetO/1",
"no shutdown",

"nve-only cluster",

"nameif ccl_link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
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"security-level 0",
"vtep-nve 2",
"object network ccl#link",
"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"nve 2 ",
"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu vxlan tunnel 1454",
"mtu ccl link 1454"
]
}

g T 0 R RUA 7.3 FNE R RRA BCE R

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

I 23t = Threat Defense Virtual 53 B 52 5%



I N3t % BB Threat Defense Virtual Z8 2 &£ 8

Fomeknss- 2T eows nns

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",
"vtep-nve 2",
"object network ccl#link",
"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"nve 2 ",
"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu vxlan tunnel 1454",
"mtu ccl link 1554"
]
}

)

AR WUREALRIERG FIgs HRORCE, WSO OR S E P ER //mandatory user input.

F B ERT S - £ T GWLB (ERE

B AR R, DU EA T Rt .

1# ] az vmss create CLI M\ SEFIVHECY 0 T g ) B RN L AR 4

az vmsscreate --r esour ce-gr oup <ResourceGroupName> --name <VMSSName> --vm-sku <InstanceSze>
--image <FTDvImage> --instance-count 0 --admin-username <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual Networ kName>
--subnet <MgmtSubnetName>

R A - 2. B R R

OOV R RN HE AT DL DB

a) 1FBIERGM N, # customData F-ELH RN day 0 Bl &

b) AR TF.

o) TEHR AT, AP SERET SUE RSB T . 10T LK ST T B SR S/ IME 1A
B K1H 16,
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S 4 LE Azure WS 2E . HREMEE, 1ESH Auto Scale 55 Azure W I G185 i 25348 T 2491

PR KB SR B AL TES R R INEE O CRED) . 5 51 0T

FHMEBET S - £F NLB (EhE

PR R DU EA TR e .

UK

HIB1 f§iH] az vmss create CLI M S HHECA O (T A% G 28 i SU AR 4E

az vmss create--resour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvlimage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual NetworkName>
--subnet <MgmtSubnetName>

W2 A ANED -, N SRR R

IR 3 R ORI IR FE AT DL N HAE:
a) ffIRERS #9 F, {4 customData 7B RN day0 it & .

b) HdHRTF.
c) FEAR AN, AL BRSO S B AT DU S o B R B E B ME 1A
I KAE 16,

TR A KB SRV B L SRR IR B L (PR . 2R 51

Azure 1 RYELBFARE MIBE HERR
o A JoiE
HCRE B -

* KA fli ] GWLB %525 (1) Threat Defense Virtual SZ4 (1384 7R UCERIPR A& 5 IEH o

* 412k Threat Defense Virtual S5 (32 AT RGLIRIMPR Ay A TEH -
* K7 /2 75 /£ Management Center Virtual FCE T & S5 H .
* BAEERIA M S IE A7 4 Bt 1~ R R 19 5K TP
* 3 Threat Defense Virtual S /2 A IEAEZMUSATARBLER DAL B«

* # A 7E Management Center Virtual " ACE 115 i) 41|22 5 AVFISATIRGLER I S &

I 23t = Threat Defense Virtual 53 B 52 5%


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
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woerrmzsgks |

o e SRR

B FE R «
* KA nve-only SERERE LA TP Huhik. AfORES AT LA ping FoAth 5 55 AA NVE 2868 11,
« Kr AN NVE 2882 1110 1P Mtk 26 41— 40
o BRI I R ALK E NVE.,
o GEREAL AR R DU BRI VNT 820, itk VNI 3 LA R %4116 NVE.

BRI IR AT AR T ping o oA AT H SRR 1 1P, PRI 1] LUAH B
ping 18,

o WU AR 5B W )4 K ) CCL 19 () JT A b bk A 2 ok bk 2 75 T o S UG ik 25 L1~
PSS — Al I TP Huhb k. Blan, W7 M2 192.168.1.0/24. R4S aa it Ky
192.168.1.4 (R =/ IP Hihik (1 Azure £5)

* KXt Management Center Virtual #& 75 FL AT 2 VF 0] HE

o T AELR] - BEIREE PR BRI B A A AR G IR R
I

ydiee 31 S da 2 Sr ol i b 2SN N TR g P RE
LERPRENSH
"error": {

"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be

updated.” }

* az role assignment delete --resour ce-group <%t 41 % <> --role " Stor age Queue Data
Contributor"

* az role assignment delete --resour ce-group <%t J§ 41 4 <> --role" Contributor"

£ GCP R E & RY

FAE GCP B ARt T LATahiE, ol i SRR A Fr e Bl A . m] LR SR A S A b
GCP a5 siARA b G B o (BB ARL = IR55 i th &%) Bea i .

I ST T NAT SR RBIY 64K 82
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Application Subnet

/N3t Z= B Y Threat Defense Virtual SRE &£ 8% |

0

Management Center Virtual

10.10.13.28 10.10.14.27

)

10.10.13.4

11111111

10.10.13.30 10.10.14.29

)<

© O

—OD

>

Internet

Application VM

2}

T

application-to-ilb

0.0.0.0/0 > 10.10.13.4

<

10.10.13.29 10.10.14.28

Inbound

_
Outbound

DA R NS R H S B . Threat Defense Virtual S22 7E PRI AMTE 12815 2% 2 7] . Management

Center Virtual S F T8 HLAERE,

K H B NS S NN A gy, AR IF 1% 50 B3 i o 2 K S AL i 2] Threat Defense
Virtual 28, E#ET ) Threat Defense Virtual SEFIRIN B &5, 208 & 2 H L.

K 5N B FANL T B ol i s B AR i 2 P i i gs o ARG, B S92 Threat Defense Virtual

bt G PRI B TLIER ,

£ GCP &8 E B B 1 FE 1L &R A HY I B i 7T A2

LUR SRR I B W] 175 GCP 1 TR 25l 75 40 SR AU AR 1 AR U

=
ETHEIRAYERE
= =]
1 2
. Do;m:ﬂaad . Edit
emplates an ]
Local Host fr ___, tempate
< parameters
from GitHub

l

3 6 7y 8 | If extemal IP addresses 9 10
private IP
Google Gloud Create Gocele Giowd Deploy deresses ar re uned, ot lutortnetion
Platfarm GcP . [9 ——— infrastructure ——— used irastrcture
bucket unetian saurce yami create VPG toTruein fn
v file connector cluster_function_infra.yaml emplate
=3 A1E B
b
— Y . ERNERTN
rd
1 ZS RSN M GitHub AR S A
N
— N Sy foEL o 3%
(2) AN il AR 25
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£ GCP HARE BN B R ISR B A Im B i iR A2 .

TiE=Id) TR
3 Google =& B4 GCP 7%
(2) A AL B Google Cloud PR EIEA7 44 SC A ftdv_cluster_function.zip.
s W
5 Google =1 & A% Google BEIEAEFI AT
6 Google =& % infrastructure.yaml.
7 Google = P& R R IP Huht, TG VPC iE#E4.
8 Google V& Qo R AN TP Mk, TE57E cluster_function_infra.yaml /1
s deployWithExternal IP % & & True.
9 Google =& 0B R T ) B At B AR
10 Google =& BB AR
FEhEpE
DU AR B U] T 75 GCP b T2 38 W 77 40 kg S0 AR AR 1) A R
1 Create
day 0
Local Host configuration
script
Google Cloud Create 3 4 I:;:‘:sc Create Network 6 ) Create
R N e T e
day 0 _ attach to instance group load balancers
configuration instance template
|
!
7 Create 8
Management Access Rules Cjndtdm\
center H(-.‘a“:'\ULhECk Node
traffic
TE=S[8] B
(1) A ML 4 GCP )% Day0 fic &'
\J
5 Google =1 &3 i Day 0 e & 61 g SEAGI AR
3 Google = V& [
4 Google V-5 B S ZH I B 0 SIS

A7 Ry Threat Defense Virtual 208 &£ 2% .
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=R
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Tz TR
5 Google % V-3 @Ik NLB 3 W 515121
6 Google V& Gl NLB [1JB7 K BRI .
@) GES GRS PR BUR A L R
(8) |EEL T 4 4.

DU AL B AT 7E GitHub H3RE . SEUERAT BN, SHAMAEEBSCP 4.
o ZRVUTE AR B BR - deploy_ngfw_cluster_yaml
» ML E IR REI E AR - deploy ngfw cluster.yaml

{5 AL ISR 7E GCP N E L I4E

Nl
B S

p

B 2

A8 SEGIREARAE GCP Hh 338 L9 4

FHia Z |l

* ffiH Google Cloud Shell HEAT#E . 8, &0 LAZEAFAT macOS/Linux/Windows T &AL A% H]
Google SDK.

o BUAVHERE A sh ) B Oy, SR EEE O — N B EERR I 7, T
PMiTH REST APL. 5% )i {Cisco Secure Firewall Management Center & FL{EF) .

o FEEHAO RTINS L cluster_function_infra.yaml i i 1 SR 44 FRUC L IKI 1 ) S0 o

UK

BN GitHub R4 B A S
A5 FH T 75 1 resourceNamePrefix 251 (411 ngfwvels) FHAb BT 55 #0 F  4 N\K gw
infrastructureyaml. cluster_function_infra.yaml F1 deploy_ngfw_cluster.yaml.

M Cisco Secure Firewall fiiAS 7.4.1 FF4f, 180T AAERA 12 WL DTS O 08 460 . 28 BV AH
AN, RS EPEAI CCL B O IEERE, 1l 4E Infrastructureyaml F1 deploy_ngfw_cluster.yaml 3C44:
Hks withDiagnostic 4% &% & 4 False o

WHEE, GitHub [1) east-west Al north-south L/ Hh (A > deploy_ngfw_cluster.yaml 3£, 1
Pt SR B Y B

7 HAY Threat Defense Virtual 28 & 2%


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

I N3t % BB Threat Defense Virtual Z8 2 &£ 8
N EIE ST |

$IE3  TH Google Cloud Shell B A, LA AL Google z= BRI EIFA-A4 SCF ftdv_cluster_function.zip.
gsutil mb --pap enforced gs.//resourceNamePrefix-ftdv-cluster-bucket/
i H b 1) resourceNamePrefix 4% 5 #57F cluster_function_infra.yaml 45 5 ) resourceNamePrefix
AR HEILHC .

B S IPSE S e S g RS e M A S B

G LE

zip -j ftdv_cluster function.zip ./cluster-function/*
LIS AT Google YRAFHRY

gsutil cp ftdv_cluster_function.zip gs://resourceNamePrefix-ftdv-cluster-bucket/
FIR6  AE AR IEAL RO

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
PRT  WAREAHE L P bk, AT N PR

a) A FH R B AL B VPC R B B .

b) AU VPC &4, LK Google Cloud Ljfig 55 Threat Defense Virtual i B VPC 145,
gcloud compute networ ks vpc-access connector s cr eate vpc-connector-name --region us-centrall
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

L8 WAL AN T Threat Defense Virtual & Z6#E, Jf H. Threat Defense Virtual 75 ZE40 IP Hudik,
WG ERAE cluster_function_infra.yaml H# deployWithExternall P & 4 True .

PR EER IR Bt .

gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml
HIE0 SEER.

DS i o | AN EEECFE (IR

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. M TIR-PUH NS

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

£ GCP FF iR E &R

LTEEE M, TSR day0 OB, FEEREDN A, RRR T RSN E] AL,
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73 GCP €3 Day0 EC &
$e T LA P I 5 L 0 152 SRR

{£F GCP BY[E EEL & K £ Day0 L &
i) 5 AL BB sh A R S | SRR E .

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //Optional user input from version 7.4.1 - use
to deploy cluster without Diagnostic interface
"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
fsiat:
{
"AdminPassword": "DeanWlncheS$ter",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input

}

)

AR R BRI B I ECE , R ECE SN ER //mandatory user input .

Wi, 8T ColSubnetRange 45tk , ANAEMF T U HTPEAS IP HUBEAUS WA TP skt . 47 k4N
{58, W2 P4 TR R P KL o BRI AT 16 AT THERE TP dhht. Flighit 7
FEU RIS TP Ml ) — 21

R 4 FFIRFNER IP ik Rp)

CIDR #29A IP HhE L5 IP it
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
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https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
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= 6P maE xR ERE Dy BE ]

f£H GCP B9 B EXECE R €3 Day0 BL E

CIDR 244 1Pttt 53R IP it
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253
TS AT LU HI fir & R A A BN ERE 5 | S AP A .

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

DR St il i G B S B 0L A L A L I E B e VST, T R

i B EME R

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",

"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl#link",
"range 10.1.90.2 10.1.90.17",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",
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"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu outside 1400",
"mtu inside 1400"
]
}

\)

AR TR IR SN S, R TR L (R 16D o BOKHIVEE AT RE S g .

FHMBERBETR
BB A, S RMSERE . X T GCP_ERISERE, BRAEAET 4 vCPU HLEA. 4vCPU L
BRI 4 NN, (RIS AN (B ISCHEANE TBLART, Il c2-standard-S.

UK

S 1 day ORL T (AETCHUIR > FABVBIZS 05 1) GUAE AT S ABE IS BURLIR: AMI0L PO, 4508
TSR I

% 2% Cisco Secure Firewall Threat Defense Virtual A [ 7355 .
L2 QUEESZBIA, AR JE NS B .
S 3 (I GCP MMM as (RNEFINERD , ARG M4l .

LI 4 N T GCP WL A ds, RVFEE B0 B 223 h g TIZ RIS & . 1 23 SRV GCP
W28 G BB AR AT IB AT IR DU A 5 5 50 T
SRS K SN EVE B AL SRR EE B L (P . 2B 51

SLIFXS GCP 4% A s ss gt TIZIT IR E
Google Cloud TR HHIE FFIRLAL . LU A SRR IS

i Z i https://cloud.google.com/load-balancing/docs/health-checks, LA§ Ay X 4% 61 28 34 1 2% 61 2 By <k B
RN SRJE, AR B GG i) BN DL fe Vs IR B R . AT AR M u T Z
https://cloud.google.com/load-balancing/docs/health-check-concepts. 52 [ 7 ] 42 I AL o

I T ERCE B A TFZ) NAT FUN,  DUERL IS AR DURS 2 i 5 5 € 0] BIA7 T 169.254.169.254 ] Google
TCHHE IR SS A% . S L E S A T3 NAT.
it-Ea NAT SR GIECE

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

I 23t = Threat Defense Virtual 53 B 52 5%


https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/products-installation-guides-list.html
https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-74_chapter41.pdf#nameddest=unique_524
management-center-device-config-74_chapter20.pdf#nameddest=unique_525

I » 4t = F B Threat Defense Virtual Z3E & 5f
wemamagess Fans [

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

fw-cls

Y Fiter Rules.

inside outside. £ GCPHC T ILB-SOUTH L5 Healt Chock a7 8 L8-S0UTH T METADATA

© 6eP-He f ELB-NORTH "1 gy ELB-NORTH iy METADATA

Sany f EL8-NORTH

2 ¢lle ¢

inside outside. Sany B objany

Z<-78 NAT 0 7= 5B &

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ftdv-cluster 1

Enter D

ot

Rules

Y Fiter Rules

' NAT Rules Before

1 oyn. inside outside © GOP-HG G ILB-Eest By 1LB-East

LB Health Check NAT rule
oyn ousice outside £ GOP-HG B IL5-West By IL5-West

2

BEERMEIEE SO (FIFE)

R TS THRAE, TR R SR I 2 B b o W R RERR, BRI 2 B 3hik:

W3] A B AL,
R P (B F s Eaaryl I EXIIN= B2 VU= 2 WSS PiL alll R S R (LR S I A
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o TSR A LI T I T AR, A RE SRR N2 A B o IR NAS AR A
FIG. Y51 show cluster info iy 4.

HIE 7E RO, %P iR (Devices) > ik & EIE (Device Management), SR J5i%+% 50 (Add) > R0
& (Add Device) LA HIE HE 1P SRS I il Be 46

15: K Inig &

Add Device 7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel
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b)

c)

d)
e)

2

h)

N3t % BB Threat Defense Virtual Z8 2 &£ 8

weranngeas Fass N

2 EM TP, FATERIE T P Ak LA

BRI T LIS IR TSR 00, (R BATE BOAS I i i e 4 AR A e R RE

IRAE B BCE AL T NAT ID, W] e ZHMA ML 7B ATRVEAE R, IS UNAT 3
B

12 BRAMR BRI B L R ORI T A AR

BE R HARANE I TARAE s e DOEH T 2P o0 . T LURY J5 SE SR SR AR A8 B 1) 44 Bk
LE SIS

TEEME A (Registration Key) 7B, S ALEBL & BEE NPT IFE-—E#S . iEMb#g2
AR

CRIE) KE B INEI B % 4B

R IR 18] 45 SRS LAAEVE W I 58 2 e e, BN SRems

DR EEEFT R, A R AR SRS o RT DURH 5 AR 5 22 0 SO

‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

TR B T BB A VF AT IE o
WERAEBE G R RE P ] T NAT ID, 15 RITERR AT, IFEME— NAT ID 7 Berh i A [l Y
NAT ID,

PRI AR B S UEHE L SRV B A K Bl AR 21 A E O

BOATHOLT, BT o SR AR T e T i & TIPS BR Snort S5 5-F, Bt 2K F T
a5 SRS s AR ) A48 B b A TR o A SRAE R I, U SR S5 R 3 A P
oty AR EE B .

riili Register .

ERAL S UBDFEME TR, BT B ot ARSI TREM L), WA
SRR o U RS ASAT A AE LA R W, TR R AR DL T, FATRE 2
HOFTAS ISR BE o

AR ETE RE > IREEEIUMN L RITEN T EF RS,
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B sesmnaeess Eans

16: EEB¥ 518

., fdcluster (2)
Cluster

172.16.0.50(Control)} Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AG Policy
172.16.0.50 - Route

A 172.16.0.51 Snort3

FTDv for VMware 7.20 N/A Base, Threat (2 more...} Default AC Policy
172.16.0.51 te

R IEAEE M BE 2 Bos Ik B b o

& 17: 5 S5

M .. fdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

a?2.16.0,51 Snort 3
72.16.0.51 louted

T LUE R Rl B AR T A S R MR B A (I Ol A B D AR RN AT
ISR “ARBEENM” AES5 . WA SR TCVEEN, WS R HBAERE AL, 5 63 .

Deploy Q ﬁe #+ @ adminv

Deployments Upgrades @ Health Tasks (D Show Notifications
3 total 0 running 3 success 0 warnings 0 failures | Filter |
© 10.10.1.02 Deployment to device successful.
© 10.10.1.13 Deployment to device successful.
@ TD_Cluster Deployment to device successful.

TR 2 E AR RE () RUERERERE.
KB E T LN T AR, NG TR T A Bildn, vy DUSE SRR A 1K s 247,
H R RERC B BN

T3 (L IRE > IRFEE > &8 Jisi L, TLEE B8, IFANE. RN BTIOR B

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

| 1010113 - \
‘ General s27 | ‘ System - Ye ‘

VIO SHE S Rl

« B (General) > Z#r (Name) - i8id Al 4Rig (4 TSR R &R,

. N3t = dEY Threat Defense Virtual E3 2 £ 5f
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pEmanagess Fans [

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

I
General
Name: @ TD_Cluster
Transfer s
Packets:
Status:
Control: 10.10.1.13
Cluster Live T
Status:

RIGWE AR 7B

General (7

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel | m

s EH (General) > BEERHIRTS (View cluster status) - S BF (View) SR I EBERS
(Cluster Status) X} ifHE .
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B sesmnaeess Eans

Cluster Device Routing Interfaces Inline Sets DHCP VTEP
I

General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13
Cluster Live
Status:

AT {EERBHRTS (Cluster Status) X i HE i i #18 (Reconcile) LA HUHHE M A .oc. Sk nT e
M R ping IARHEHIRER . W5 S DY AL SRR I EE RS LT Ping 2 71 0T,

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (1)

Status Device Name

> In Sync. 10.10.1.13 Control

Dated: 11:22:40 | 30 Aug 2022

© WAL > BBEHERR- T LU O R BGEHEER HAS, e T LA RS CLL. 1

HEER . 5 71 00

Refresh

Unit Name

10.10.1.13

Q, Enter node name

Chassis URL

N/A

Z

X

e X SR EAT Wb

I 2= h# Threat Defense Virtual 2558 &3¢
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18: M FEHERR

General s
Name: © clusterVFTD
Transter Packets: Yes
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

« WFANE - il gREE () ATREVERNIERRL

PB4 £ I8E > IREEE > && L, WA LJ7i R hee o ik SRR b AR B G E DU R BEE
« EM (General) > BFR (Name) - il fiddi 4wAE (4 H AR R A WoR 4 K.

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled
RIFWE B T B
General (2]

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode:  Ngne

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

o B > EHL-WURAE VAR TICE T TS T B P Mk, DURA A R ey T UG AR bk DA A
BETP HuhEy i 2 E B gilE IR DR R EAL ks
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Management

Host:

Status:

BB EITRRSIZRE

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

O

10.89.5.20
v

£ 5% (Cluster) W EBHEITIRR M58 8 (Cluster Health Monitor Settings) #7> 4 s R £ ik

fri 2o
B 19 EBE TR ISITIRE

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Attempts Interval BEetween Attempts

Cluster Interface “1

9000 ms

Enabled

None

Interval Variation

1

Data Interface - “
System = 2
FEETITRREREEMSREFHR
FH 1t AR
ki)
PRAF I [A] 0.3 3 45 b2 8] BRINE A 3 Fb. b THIE W R RGBATIROL, R

R AEARRE I RE R 1R heartbeat 1 B AR B HAD AT i W 2RAT RAEDR
FEHIA ARSZACBIOR FOR AT RUBATAT heartbeat i1 8L, U S51Y R LA
JMi B B eI AT o

B2 1By 38 [ e (1] AT 300 F1 9000 ZFb 2 0], BRINES 500 =Fb. 2 LBGIE B a) 2y
FUBEHZ A0 R A s IR 1 0 BB Hh I 53 2 iy 28 e AR BN (1] o
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meemsrrnkizes [

4t
s

152 AR

x

ZiziEn

Fiz LISATIRAH AR 42 B i o SRy s 38 4 11 1) BT ) By 1)
PRI 1 e R A, (AR AR Y o 0 TR 32 A M AT T Bl
F1, o D2 NS AP MR %S oo 19 s 8 2 A IR T Je AR R I B3k ke 53 B
PR SR DL R A% 2 R e Y 08 2 IEAE A ERAE (1 e 46 o

7R Snort MIREAE LM BEREREAT 42

BoRAZ RO,

R EE R B S (1 A B BT I A B

45 ]
AU
EAEH NG E
e

R U

1 165535 Z0i)o BRINME N 1 (AZIRED o WE 2 EHFIMAL
Ve e

R TR P 5] e

AT 2160 Z00]o BRINE N S 434, 2 U IR B I 2238 2 8] ) 7]
BAFFSEIT R CLLZ ok BT o

I A2 1k

T 13 2206 BRIE N IR RSN T 1 Ao 58 SOR AT I3k
WA TAN B 5 B2 1)

sz

TR B RE IR ) B BT I B

SR

AT 1R 65535 2. BRAEY 3. WE R EH ALK

SR 1] F 1A e

AT 2 /160 2 08]. BRINE N S 434 U IREB NN 238 2 8] ) 7]
BAFFSEIT TR CLLAM 8ok BT o

] A2 1k

T 1A 3 0] o BRIME N IR RREEI TR 2 Ao 52 SR AT HE e
WA AL B 5 B2 1)

System

B NSRRI BN ER IR . N S Y R R D
I A BN R IR

FAR AL

ST 1 F1 65535 20, BREh 3. B SRR AR

= Wl LT

AT 2 A1 60 200 BRINE N S 434k U IREB NN 2238 2 8] ) 7]
BAFFSEIT R (LA oh BT o

[ A2 1k

AT VM3 200 BRIAEA IR HF SR TN 2 £ o 8 SO I IRk =
TR AN B 5 B2 1)

\)

AR RN ARGISATROU L, WAEZE T RGP IROUS & I ASTE T 7 B A2 BoR

KRN N A =l SR o
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B e=ssszmrnssgs

AT LIS AT 3038 ID. BN PR 0 ID, DL & Snort RS b RE . B4R B AT
VLAN 7RO a0 (Fldn, VNI BVD FHAT. BAGE SR B il B s, B

A FHAEFIRE
iz

P11 g RE>REEHE.
PIR2  EEGSWERRL, i wE () .
L3 &R (Cluster).
$E4  AEESITRORMISSRIEE (Cluster Health Monitor Settings) &4y, i 4tg (£
$B5 L ATRETIRRARE (Health Check) HHAE I RIS IR .
20: B AFEITIRNRRE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

P R AR AT ST N s s R B . S BRI R Bl R T B R
MBS IAZ BN L VSS BvPC) , BN R GIeATIRASR A D g, B LRI E28 1 4%
PR . PR b g B e sl FLRC B S S L RRD BT R, 6] DU B I R gie A PR OL G
hREMP R RRE

PER6 O E ORFFIN A 117 S Bk I 1] o

o {R¥ATE] (Hold Time) - B8 & 45 s 8] LA 5 P 0T s OB A9 B 1) (R i T Trl B, LA A T
0.3 ] 45 Fp; BRIMEN 3 Fb.

* $ZOR S BkAT 8] (Interface Debounce Time) - #55 [ Bk (0] 15 & 4 300 £ 9000 =02 1], ERIA
B4 500 2280 B/ INIE W] LA ERAS U2 A (R T 1 o T A, T SR RC B PRI 7 S Bk I TR LA,
SHIMNRIRILE . IR R AL TR HORR, WSS RHR e M2, RIEA ¥ s id A &
AR, R A ONERET IR . T N EIECIR A S 08 1E 12 1T IR A ) EtherChannel (5140,
AWML F N AT LA FH EtherChannel) 15,  SEAS AR S Bk (] ) LAR (E AR RETT 5 1
FE VAR A 53— AN S 10 U7 20 5 g 11 P 2o P58 PR J02 7 Ay B iR s o
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mEEmzrnkzeE

TR A AR IR DU B A bt i 1 ) SR I AN S e
2:RBEEHEHMANRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

JEB#HED (Cluster Interface). ##E#£ 0 (Data Interface) M1 &%k (System) ¥ & LN E (A 8wk
55 N FEEEN . NAPRES A —8E) .

o SRR EL (Attempts) - BEE EHT NN ZIREL, T -1 F165535 2 0] O 245 F B T N .
&85O (Cluster Interface) BN -1 CEFRED o &i¥EHREO (Datalnterface) fl &4t (System)
FTERIAE N 3.

iR Z (B RI[E)BR (Interval Between Attempts) - & S I H BN 223X 18] R TA] B g B2 ) 18] (A
IR RAL) , AT 260 Z 08 . ERINE R 5 208 e 1 A S I N S (1) g KR I T) PR £
A BRI Z IR 14400 2340 (10 KD

B FREE 4L (Interval Variation) - & &5 88 N lH B RFLI (. BT 1 F1 3 ZMpE: 1 Ok
B 5 2 QAT E—IRFFEERTED 803 (35T E—IRFREER ) o Bldn, Rk mbm FE

SRR BCE A S Bl TR BEE R 2, WIHE S B ERITE 1 Ik £ 10 08 2x5) A
HEATEE 2 ISR 76 20 708 (2 x 10) JEHEAT 56 3 k2R &EEF3E DO (Cluster Interface) [ ERIAE
i1, #iEEDO (DataInterface) RS (System) HIERIAME N 2.

.

3

B8 EiIBFEEED (Monitored Interfaces) i A 5 M543 0 (Unmonitored | nterfaces) % I H (14 1
KRHC A2 i 1. gk ny DA b s G ik v B R AR 5% Rz A M35 (Enable Service Application
Monitoring), LAJE FEEEHIX] Snort A L E 2 1 i 4

A3t = th#Y Threat Defense Virtual S8 E 55 [}



B e=snss

TIR9

LIE10

T

paras

ZEREER:

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

2 EEZEEMED

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

P IS AT IR AR I P SR s o 0 SRRy s S 11 1 B A7 A 38 L AR 7 T sl R A e, (B
FEHAR Y i E R [R] 2 8RE RARATE Bhm 1, T2 AERTE TP I RS e 79 s A E 2 KN TA) S5 ANER
FRE TP 3% Bl 03 e 4 VIR 2R DL S R B E 5 RS2 IEAE DN e e o BRATOL TS, b
BT A5 42 11 LA S Snort FIGA: Ui ERE Ja IS AT IR DU 7

T n] REARZE AN 42 L I TR DU 2

A R AAT AR S OO (B s R R e O e ERAR AT A, s L R O s
INEAMEAZ BALE K VSS B vPC) , ENAEH RGBT RS A D) RE, A0 TS 6 D 2
PR . PP i) S e i HBCE S o C REE BI A 5 s, ] LS I H R IRl &
Thee fgl i sz .

M R7F (Save).

HENCE G ES W B E .

EHEEHT A

T RERT B I R, DAV MRS e, BRI REAT 27 SR 15 AR NS AT s 1 sl p
ANE B RAUL B SIR . N A ARG SRS I, PTAT B R R O

4t = H Ay Threat Defense Virtual 0.8 & 8%
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\)

AR FEAEHARREZHT, TEZRMITY A

UK

FE AT B %, WL HHR & (Devices) > R & &R (DeviceManagement), Miili B () , &5
PRI s 8E8F (Disable Node Clustering).

TR 2 NS R EA AR

UK EEIR & (Devices) > 1§ % I8 (Device Management) 51IZ2Hh 5 44 BR35i4 i 7 (B 2SR
([Disabled]).

SER3 WA AR, THSH IO IMAERE . 26 63 I,

EFMAEE
AR MEERE R IER TR R (Bl T I BLRR R 0D, B RS TS AR, AT 5
R EPOIMASERE . W ORI AR, BT SRAE o A7 OS] AERAE P R 0 AR S DAL B
ZARE, WSHEFIALR . 2 80 Ui,
iz

S N T E PG %, 1588 (Devices) > 18 & &2 (Device Management), #iidi 8% () ,
RGP R T 558 (Enable Node Clustering).

S WNTELE A L IR

AR R

USRS ROE MR, D0l R SR A A D3 5 0 N BE A bR 2 A B L B0, M 1Y A A B R
ety FH AT A 4 28 T sV U R IS 0 T

UK

ST EHENN RE > REEE>FL (O, RU5ks ERIHAT RITIT ERERE HHFTHE.
$IE2 pidithiB£ER (Reconcile All),
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& 23: thif £ &R

Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G Q. Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021
HIRAERCRE GG B, S NEERE, o 65 1.

MiER (HGHEM SRS R EMEIFHEEHO

T DU B Bl IO MR AR, AT ARG ORI AL . IR R B RE NI 20T 10 A B L,
T v fie 1 S IO T AHZ AR -

ROETT UM A B ARy HUFA T, AN T WA R S e BUARAZY A S B AE A E O
L HESREER 0, I HEagksbidiie, HRRERC I . BICEBGHEN
TR AL WERTCVE PR BE AL 1 05, T RE A SR SUGIE M (AR R BE
HERRHBRIN AT A SR LA SRR (R — 0

T e AR
o SO O RZ AR R 2 R (K AT A
© N IREEE TR LR
o WSRAETET 6 V0 SIS TC A ) NTP N B B rpC BRI R, D AT 3R [ A b o i) 5
o DRFFICE A, DUEAERFAR L b i
NAT HI VPN, ACL &5 5lg DA Sz LG B IR FFA R
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wren i

R ST M A ) AN [ P A R AP 2 S SN B AR, SRR R AE 12 s B AL B s 4R
PERCE DR FF AR, DR T DU SRR — ARSI o 45T DUFETE W IR P60 el PSR, (HL
AT WY I B I LA SRS, SR R A P A B O B2 v B

FHia Z |l

PR R 5 2 CLI — A9 1A U5 i BURR

UK

%% & (Devices) > & & &8 (Device Management), AdiERE A EL (D, RJG LB
(Delete).

RGP EMBREAF T 5 2 (Yes).
T LU RD A e AN SRS N A BT A AR SR M R ) (s[RI A B ARy SR
R e NI RO IO B8, SRR (8 A AR AR A A

a) EEER AR AK CLL, JEEE ] configure manager add i 4 PRI T B BE AR .
b) HEFFiI&EF (Devices) > & FEIR (Device Management), 4R )5 fiili iR & (Add Device).

TP EMBRIT AL WS P R 5, 20 63 U,

T DAAE A B RLy TR P A CLL b M i AR

« E£BPIRTS (Cluster Status) X ifHE, niETI% & (Devices) > % & &1 (Device Management) > &
% (O KFFEMIEE (Devices) > & (Device Management) > &8¢ (Cluster) T > E#
(General) X 1k > £ B¥ LRPIRAS (Cluster Live Status) #E441 JF
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| S

24: ERERTS
Cluster Status

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh
Status Device Name Unit Name

> In Sync. 172.16.0.50 Control 172.16.0.50

> In Sync. 172.16.0.51 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021
P A MR IR A A B 7R s .

EHER DY RTS FE DL RS
* IEFE[RIP (In Syne.) - 15 fi L) B EEHLO M.

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

* FRACEEVEM (Pending Registration) - 15 s SR HE I —05, (H AR ) EFEH0 M. Wil

S O, WAy SRR S (Reconcile Al PLEE R M

« B O 25 H (Clustering is disabled) - 17 AT ) A EE L0 JEME, (H BRI ARE SISO -
WIS J5 RS AR S, SRR B IR REAAL, Bl 1T DL IR 15 e

o “UEFEIAEERE..” (Joining cluster...) - 17 MIELENIANUAR LGERE, HMRTEMRIMAN . #

FAGLEIMAEERE A ) A B AO JET

FFRANT A, B LU AEHBE (Summary) Sk 2185 (History).
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wgz i

25 TR HE

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 26: T5 = i £ 1B F

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

« R (3 >FE .
£55 (Tasks) TS AEEEATT SN T “4EEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETT L5 AR I SRR, SmT LAE BB A R 19 00, B0 TP ik 55 g s HeAf (R
Ko XEFATAEE M L AT BN b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

TEEBNEMN RSB AR, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cpj}]

LEAERME L, WM show cluster info iy
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| e T

SR BTN iR 2R H iR

SRE TR EIZER
B R AP RO, A B 2 IR A SR PR R SR AR R A A R AR . SRS
AP IR DL 7 & T AR A AR AL
© USRI - B REBHRI . SRS AR R 15 S

© IR IT WS R A SEINPARES  FAASBUP DT B S A IR DL BB A SR (Y
T RD LEBER PR W RIS LU O CAB& BTN o O
o FEASRER, AT B PORHARY D 8RR CYREARES) .

o PG TG BB BoRERER M AT RS, WS CPU MR . WA . By NER, it
HRL 155 i#ﬁiﬁl NAT %4,

\}

AR CPU MINAF AR s B~ AN snort AT DL A 2E

* AR (B CPUAEIITS &L WAFERITG DL At s AERR) DLy s s di 5 I 1) B
WEIEEREGHE B

G AT BRI - ALY AP b s SRAE Y R R D 28000 A«

o AR KPR R AR AR N I 1)V Y P B AR R A DL . R
R R oy B A AR, ST DU A PO B8 o A P KA 52 3 REA T I .

o CWRGHE R M ARR R R RGOS . 8 AT Ok CPUE TR . A
HORATCR R R I EERL DL S SRR R NAT H i (Kdabn it . IR LI A
T RENE IR I AR YU T 2257

* BROATERESS TR - Whon SRR Y Sl T dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fahn i Al CPUMEII AR . AP BN . R R TS BE R NAT
et o

* CCL # IR - AT 7 A s S e B e Jcdim - B A ARt
o MR HERR AR - PR AL T s HE R U e A SR
o INFTEJSE R - F T BRI 25 Pl a6 e 2 1 s O B T I 1) 6 10
o HE PEHITAR - BT RAEREE R PR AN RO EAR el . E, 9 R REOGE T T8l
BB bR, ANIEH T4 R0 A AR
ERKFIEITRR
AU E LI B YE s A i A REAT LR o
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ERHS IR DU RS P AR e A RS TR L o LSRR AT IR DL AR A — RS %
TR AR P B AR A IS AT IR DA 2o
FHIa Z |l

* BRI CE B L I A B AN B B R
iz

SE1 ERRFE D > BITRR > KiE.
AP B A U Y R BRI A IR DL 1 2 o
T2 fERAIIET, il RIF (2D RFE (V) LURIFAIT &2 8RR % 4K

PRI EAHERHSITRIGTHE R, 15 ARSI BOATOLT, SRR RS A2 TI0E SR
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BIRZAIBAT . mii TR EIFR ] 2 A8 P A5 R .
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B RARTREE B AR BATIRRE R L r B 0 AT RO B 3 b A 1 s il T /NIs AT IR OUE R
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TRRE
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* CPU - CPU M HI e, AR BRI B AZ 00X 73 1) CPU AT I 0«

© WA - B NAEATE A, A RREUEE P TIAT Snort AT .

« B - DRSS RC R RS .

o HE - EHRGUHMER (BIRRG TSR AR R NAT H it 4

* Snort - 15 Snort HFFEAH R G HE B

* ASP L5 — SR R 2% 53 i Bt AR DG I Gk 5 R
FAT LA e AR 0 B A AR R TR . A7 2 SRR A FRAR K 58 38413, 129 Cisco Secure
Firewall Threat Defense 217 R FR Fx o

PR sl PRI S A BRI (+4), AT AR S A CRAR RSk G B e R
B

X FARRE B AR, PSRRI AR AL, SRR IEFER bR

SREHEIR
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SR

% 6 BT

EHR i AR 5N

CPU SERET LI CPUSRER T M (43X $dfs T | percentage
[ A snort) o

Memory SERET A RIS A AE SR AR (o3 - T-80d0 P | percentage
Fll snort) .

st BRI NI B e E bytes

CCL i i R NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 55 K
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Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 21T, ROETTEUEA] L@ M T3 AR T
H.

>N

o WBEHERR SO E- IR RORBEMMAERAE, RGURKE A8 AR BaHE RSO e T BLN IR & >R &
B > LR > B DR BRI N BRSO TS I AR R HE R ST

e LR Al B (D IFIERE UM HERR , A\ R IR LI A O

* CLIfinth- M & > R & EE > &8 > B, BTLUEE -4H0E X CLL i, B
HERREERF IO #RE . R G A8 N RBHEIT LU R

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

RO AT LAAE 2 B P ET show fir % AOCTEAIMEE, S AHE CLL it

TEERHIE I 508 L0 1T Ping
P LI AAT ping 0 A AL AT 15 PCASAELLL SRR BB B FEIE3% . W 20 I A S

H—A =B R R AR A B B I B N B, ldn, AERER BRI MTU W& Al fE i TR el
] MTU.
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B =ssmnses E 9T ping

1 %$% 8% (Devices) > R ZE T (DeviceManagement), SidifEREi B (O Elhs, Rk >&
B SLRPIRZS (Cluster Live Status).

27: EEHIRTS
Cluster Status (7]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

T2 eIt s, A sidi CCL Ping.
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stz [
[&] 28: CCL Ping
Cluster Status (7]
Overall Status: @ Clustering is disabled for 1 node(s)
Nodes details (3) | Refresh l l Reconcile All l Q_ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

TR 5K MTU DG G R 8508 G RN E SR AR TR B e 17 g LAY )80 ping A4

R ERE
FLT} ¢ threat defense virtual ZE8F, i5FATUL F58 .

UK
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IR 2 AL HUHR (1 H BRI B ARAK B SR 1K) 2 LR -
a) A F AR SRR AR SR G s S BB P B AS
b) KB QS AR B 0 SIS AR S 1 2

TR 3 K HARMRIRATT 0t A% 2] Eh.

SRR A X ETF R IR AT A A

SRS WIHATIMAVER )G, THR 2T

FER6 AL ST MR R

SRR WITIREREE, R & B A
TH e, SBIIPA1) 5 R UUID AN 24k
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iR © AR MNE B AL B SR, ERORAE TR B8 A B BE B Threat Defense
Virtual 1% % AN LS A Zh Y AL . BR IR IR A, 15T AWS $%
e, st BEh¥ R4 (Autoscalinggroup) -> &2k AL & (Advanced configurations),
RGBS TR B R e AN 1B R . FH e, k2 e REE
(Advanced configurations) Jf MR T 2 45 FRERE, DU IS AT AR BEANEE AR 52457 o

WAKE AWS FIE AR HE N - BERAS T BN HN T hAS, AR5 ) B Je s, W
AT RUR PR S RARTIAEAN T RRA . AR5, 2 A SO T B N5 T
REMEAMFETFRRA o

W, ] LU CN B AMET H AT Day 0 BCE [ 4157 Threat Defense Virtual 5
B PR B i Amazon RAEMIG (AMI). (EAEREHCE AR A Ik AMI. § 4R
FREIS] H AR AFART 7 30 s ks R b T heAs .

\

ERS%E

ASHR AT ELAEAT R RE LA UK VR0 15 B

BB 1 TH RE AN S BF
B9 BRI 0 S BB ACHE PO SRS LA 1 S0 . FEAB ST s I
HEFIE T VR

A FFRIThREFNERBE
LU R IHREAE R FRE IR BL T VAR, MKy & Szt

\}

ER EAGEMASE FlexConfig ThfE (541 WCCP £ , 525 (ASAHHUERIERCESR M) .
FlexConfig L VF L E & # 0 GUI WANEE V2 ASA Tifig. 152 [# FlexConfig 55 .

.

ZEFEYi M VPN (SSL VPN #l IPsec VPN)

* DHCP % '3 45 4 AR SCFF DHCP k.
REPIREIE L 1 (VTIs)

* T

o BERUH AT

* FMC UCAPL/CC .
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P

FEAE W R T LY FlexConfig Dhfig (411 RADIUS £l , 15Z 0 (ASA & EEAE
Bl 55 ) o FlexConfig RVFERCE & H .0 GUI P ANEAEIFZ ASA ThEE. 1152 FlexConfig 7
% o

DA Y FH R 2
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET
+ SUNRPC
* TFTP

* XDMCP

AR i e M A

E#| TrustSec FHEEEE

ARG S bl (SGT) 8. ARG, FEHI ok SGT M 78 25 15 i, Zdi 1y i LA
R 22 4 S 6t SGT At b DURE ¥ 5

HEERR EERRT

R PR SR A R A B S o AT AT R R S AL VT I SRV R (0 Bt T2k
g, AEHERE PO RE R PR AT BEAS SR R PRI ECE SRR AR AL T4 S I TR AR BE vy
At AR A SRR v A T e AN, ARSI A ERAE T, 25 JEORE BN 18] 1 BB
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7SI FIERE
LEMST BV R, AN SR ST (0 B T S2IE TR DML, FLAAN T ST ST 1
& 29 3 rEOFER THESEB

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

i Y
[ )

Router B

w
[=2]
2]
[Te)
[+3]
(4]

£ LEA, BEHas A SREN 4 RSN IAARIEA RS 3y B, FEAMAMELSL /M. ECMP T
TEIX 4 4540 2 M AT S a3 s . A5 N5 05 7E S AN 2l A I, A PR A R 6 fh 2%
ID.

REAL 0N i 4% 1D OB AR, AERES Y R A R 2% 1D

FTP FnfEEs
© W SR FTP K0 i TR 7 A T i fat phy AN R (KO SRR B2 A7 DA L P AT 24 225 PR I B
B R IE B A A O OB s WA . (HU, W SRR NSz il o A 8 OF B
TR, WA HORFFA TR IR 2 R 2 R I A 2 BT
NAT FR& 8%

X NAT Hig, 520 LR R,
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nat izt ]

NAT A RES SN ARAE I AR B o NSRS 3 NAT S5l A0l 4 it AR BE b AN IR (0 sl B A,
NI BRI T TP A 1, NAT 23 3 SO b 8otk 0 B A AN G TP ik A/ i g
Fo SEE A RA IR NAT Brs # i g b, il s h sem i K 2 A ¥, SEUER
PR EAAAE KRR W, B A GUER R FTAT H I R R, TR NAT By 4 fx
2] RE AN S MR A 22 AR SRONS A # 45 R N ot A I e 1 42

WA AR E SR A ] NAT, 3355 18 LA HEN:

R ARP - H THHE T, G120 W M A R ARP [HIS2. 0T LA LAV B i
BT RECL R AESERER 1) ASA (REFREIR. A TR 1 T 1P ALAL WAL, 108
138 5 92 45 11 874 U0 PR

* PAT R HVERIMAC - 152 B i BER LT HEN

o B EHUR TR BRBIF AN AN ERE, TS A ] TR e BRIk, e EHLR K
PRI E A 1 RS 3 A R, W RAES 3 N7 mi B ok B BN S
AT, AT RAAMIC 3 Ao R, AN A L AN

o FESRATRE LWL R PR BRI, 7520t A48 01 i B A g VAR AN SEAE I

© WRBEATRIIN PAT MUUE S O PAT 150 48 i) 1P HUIESEED 2 S EHERT b B AL
IS AT A i ) B A T8 A7 345 SR (R oA QS R AT 4 i TSR M RE D BE IR AT
BN E PAT it i, HUR BT RS AT R 1) 73 et R AT 5 35 1 (1 A i
A

 FERRER IR, AREERE SRR R R P RPN &, Btk
AR R R I B, TR BN R T AT B BE U -3 Bk S X e
WAHSG R e e AR, S mT LASE ESCHR O/ IR 08 G el D 2y e R o

* X Bh#A PAT fif Fil NAT jh i hb4r e - FC & PAT i, SRRt b A4S TP Huhk) o Jyoi DB,
BRI OUR, BEANERERE 512 AN, (E 0 SRR E s D B B, B S . X S
BB RN B (3 5100 T, DAY S AT — AN s AN PO R PAT it (1) 454N TP Hh
Bko DU, E—AMERER PAT iHp ol U DA — A 1P Mk, B DS RERSHIUN Y PAT
AR A] o S R 26 R0 G R 1024-65535, BRARSETE PAT W NAT HI o e & %36 15
DAL 7 O B )3 1 1-1023.

TEZ AN R A A PAT vitb - B4 22 2 U A A ] — PAT Jth,  AZ00yE U] A g 2 11 3k
oo WAAERTA MO R e 0, s T P AT B ASBELE RN R
SRR E R O “ATR” B0, BN ARG A A iR R B S A R i IR ST ICRC .
F A H 0] 4ek P e — ) PAT th & d ] 5 A0 7 %

ANE RS - SEBEASSCRR PAT Jth48 1),

TP i PAT - EREASZFEY 2 PAT.

PRI S B B A NAT S48 - P07 2 Of B S 3 S S R B0 Bk 0 e s sl 381 75 22
A NAT HER I HEALE LIy, BBl sk N AU e . B s iz R .

o M xlate - EFFTA A LI xlate RIS IS T Kk, 25 IS TR) 4R AT BE 238 0 2 N R I
. RN 2 TR E B E (refent b 0) , ML s xlate i 7.
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RPN AS A A S PAT:
* FTP
* RSH
* SQLNET
* TFTP
* XDMCP
. SIP

o« WREAT KR NAT BN GERE—J740) , WIS 34 CLI #1111 asp rule-engine
transactional-commit nat iy 2 i FH & HEASHAL . 0, 5 AT RE TR I AN EERE .

SIP #& M FNEE&F
P AT LAEATAT 5 I (T |, 3L TR A AU TR

SNMP FN&Ef

A5 N R A5 P A Hb M 1l 7 S 32 AR TP HulikiE4T SNMP 484, Q1 5 SNMP AR FE 46 ) - A2 8F 1P ik,
D) 224358 258 HA B (R 0 SSOE, B AR R TR I

R aE| SNMPvSlﬁﬁ%ﬁHT WERIEAEAT OGS R SOE A DOFT VAR 1Y 10, U SNMPY3 I AR R
FBIRIHT o IR AL ISR I, AR FOBT A O E,  LASR I A 2R

RGHEMER

s SRR IR RS B SRS H SR . BT DU E H A, R ARG H
AT R IR B A A R B [R50 4% ID o 9, SR (R T A 19 R 4 S AN 52 3L
ABCE . WK H LR E A BN AR 8% 1D, WAy 5%5525’]%%5?5{% JSEIES
AR E AR IR H RS SRIC B A AR 5 | S R P e B P 8 I A Y ) A PR A
Bk ID, RGEHEH B E Lok B AR A

VPN FngE 2%
Bl A0 VPN AR SV R AR VPN .

N

AR AR SCRRE L) H) VPN

VPN Dy Be SR B A, BARER I SRAR B ] RS BE . WsREEHIY A B, pra il
(¥ VPN JERHRWTT, VPN H R B B 55 h b SEFEHr P B s, U dir VPN 3£
o

XFTAEH] PBR 2 ECMP I 55857 45 R HE, B Z0UAR 2 4 3 AR TP Mk A it

I 23t = Threat Defense Virtual 53 B 52 5%



I » 4t = F B Threat Defense Virtual Z3E & 5f
et |

55 VPN ARG K8 B ATIEAS K48 B 21 FT AT 4 oo

REMRE R
F R AL R, T T BUA SR 80%% AL & 5t LIS S T

B, A RS AR BUS AT I T AR K2 10 Gbps [F3i i, WIXET 8 & B & MARTRE, Hokdl
EAFE L0 80 Gbps (8 5 %% x 10 Gbps) ] 80%: 64 Gbps.

= H T St
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W e

3. WUERIEAT RIAE 45 PR ARMCEN 5)— DN EABGRAL T RN, W A o R A Y
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AR MR RUFVIR R LSS, WA SRR A4 RN e 41 1 s 4 o

4. WERAT SRS MARA LR e Sndeme, EA S A BO R AL BV SR &R N
PERINT R BRARE A IR, I 2 3 PR i 42 T s

5. fE “RN” Wb, AR MERI AN, BRI s R A, A
T MRS 0 e s A

AR T LUT BB O I e AR D REIT A R ] S SR R, BT AR
BRI TF DV ey o BRSO o 8 TR & VAR A
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S BELCL 3515 AR 11 IS2 PRI 1615 5.2 05 B BB AR BBt
TREITIRR EE
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G SRR R DAL A 6t s i AN LR DA 1Y s S Bt i oA e SR R B AT LU ), USRS e
HEN R st T IR RO T SRR B SRR S I, W R AR A A SR
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WP, HReiREC a4 T . ) DO PR AR DO A R 4

BSRFEA T AR 0 B VSRR UM B DB B4 1Y DR E 500 SERD R MR -
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U S AR, WIPRIE SR BTN 05— AN O O B 2
B B R ISR, LRI T

A
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S B SNSRI 2 A o A T A SRR SO 0 J

o SRR R B AE S A NI HE DR - AR DR AR B B A A 1 D, b 00 1L ST
HESHD SEIER IV S

o IUNERTE T I R ) SR A I BE % - FTD JCPRIIHAE 5 2080 B 3l 2 F R I
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o FRIE - ABER B E A I ETAT B BT R I sl AP WCEDINER, SRR/ H K 1P
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BEHR O RIEEI S A, RGmELRERE S . —NER T A 2RSS KRR
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SWETE, DD EH LT AT eI L L TCP &3l

« BT - T BB, ol BUR AR S 2 BEUR TP ik H A TP MUk R

BID WEANE D BT - WR)a, FAT P B SR AR e it e e iy BUPTAT . BOaT
REIIB o B NIRRT 1, DR T 26— AN 0 Be e S s L s sy B s b AT 1 5 04
Foft iy BEA B LR H R 1, T RESS I A0 A2 JLAARAE Y o P BT A i I EE A 4
P, USRI H bR 1P bk A O B R e B 2. AU B, W BT # AT
WAL o WROE AT, WA BUITA BRI i B R SRR ik i L3R AL (i
Wi . e, ERIAERELIA B

M I 7 B BT REHTE R E ) BT R, IR AN TT W Y AT . U RAZE AT AT
B W BE AL AT, X LB A A SR R B A A R E  a WR R AR B
FOAbAY 5, S EE ) PSR Y A

TCP By &= A1

PAR B S TR (R A 5T

I 23t = Threat Defense Virtual 53 B 52 5%



3£ % BBy Threat Defense Virtual 33 E &£ 8f

icmp 5 uop tygE s I}
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1. SYN 1. SYN
SYN/AC
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-
Inside Outside |
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AE——
Client
After step 4, all 2. SYN/ACK
remaining packets
are forwarded
directly to the owner. Forwarder 3
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N
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© N o
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SYN Hudlitw N2 i At AR 26 BB GEF MBI IHL s
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