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Inside Switch
_a—

Load Balancing: ==
PBR or ECMP 2

[
eth0/0

eth0/1

eth0/2

eth0/3

grgmun [

Outside Switch

= Load Balancing:

Node1/Control

@

inside elh1f2 ~

10.1.1.1 (main)
10.1.1.2 (local)

Node2

inside eth1/2

10.1.1.3 (local)

Node3

inside eth1/2

N

eth1/1 outside

eth0/0

fj(lq 165.201.1 (main)
209.165.201.2 (local)

LYP cth1/1 outside

eth0/1

e 209.165.201.3 (local)

eth1/1 outside

1 °C o) 1 eth0/2

10.1.1.4 (local) 209.165.201.4 (local) etno/2
Node4

inside eth1/2 g P <th1/1 outside .

10.1.1.5 (local) $205.1652015(ocal) | 1

PBR or ECMP
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nzes [
1 RIS #E RS
Add Cluster Wizard X
o Configuration 2 | Summary
A Create a cluster for supported models. Note: For the Firepe r 4100/9300/AWS/, /GCP, use the Add Device option.

Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
nodel

VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
10.10.1.0 / | 27 (30 addresses) 209.165.200.224 /

Cluster Control Link* VTEP IPv4 Address* Priority*
GigabitEthernet0/7 1

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Add a data node

SRR 2 PRl R € SRBE B FR (Cluster Name) Al 5 43 I iE SR 8$ % $A (Cluster Key).
« SEBE AR (Cluster Name) - 1 £ 38 74 ASCIL 745 .
o SER¥E4A (Cluster Key) - 1 3 63 NP4 ASCI F45 i . SEB#24A (Cluster Key) i H T4 1k
Y. N AR, ARREBSIRS TR A R AR, SR 2 LR S
PRI AN TEHT S, HITL N R

* T (Node) - IEFE T AR EAF A FEHITT ni i 2 B L TR BERREIN, B E Rt
IESIE S N Y eGP WSk iU R E DS
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2L R AL ER i (O BRI b DL N
O ST AR, ARVR I, SRS TR BB ST AR R

& 2: BL & sl R

Configuration Issues

Incompatible Smart License(s) - AnyConnect APEX
configured on node

o

@ node device deployment is pending.
Close

TR EIR I, TEMIBRASSCRER) VPN VFATIE, 4o A B I 1 T 5 2 31 ik
o

* VXLAN R4&HRIAEF (VNI) B4 (VXLAN Network Identifier [VNI] Network) - 4 VNI F 2545 &
IPvd T ZMEAZEF IPV6. a2 24 25, 26 1% 27 1M, TP HuhbKs 4t F 2 2 Fo 4 i 4 1
(AR . VNI PR AED L VTEP %% LI 4T (1035 LM 4%

* SERHITHIBERE (Cluster Control Link) - &% 2] T G I RE s (1 A 2L 11

« ERIBFE LR (VTEP) M4 (Virtual Tunnel Endpoint [VTEP] Network) - 443142 11 £ 45
IPv4 11 %A SCRE IPv6. VTEP M4 5 VNI INZEANH], el H T W B AR T 42 thl B i

* VTEP | Pv4 Hitik (VTEP IPv4 Address) - 7Bl A 8378 VTEP M4 LR 56—/ Mk
* fRAELR (Priority) - BB HI RUEPEMI MY SRR S . PLseIMMEN 1 2] 100, 1 Kk
R BIE AR e i AR T IO T 2, A6 U T AR, T s AT A Ry g
Mo
PB4 XN TEBES R (AL , SERIEHET = (Add adatanode) BUENG T cias n 2058

T DAAUAE I S S AR, DA PR AR A S A S, AR AT EASZ B I BT A7 4 e BN
T B UR A

* 982 (Node) - SEFEZ I 1 4 o
= R A A iR (O IER, A bR DL A
TRL IS ST AR, AR R, AR5 TR RT3 e T B
* VTEP IPv4 Htitit (VTEP |Pv4 Address) - It Bokt 2 78 VTEP M4 E )~k
. 1%?;2;1;Q(Priority) - BB RUE BRI AR SE . ARSEZE D 1 B 100, b1 iR

PES LUhHE. TERE (Summary), A5 rHHRTE (Save).
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SRS SR E SW R BRI 5. 5 SRR B A HE T B % 1 VXLAN 211,
A TR SR TE & (Save) > B & B2 (Device Management) Uit _F;  JEFAERE 0 A B HERETT A

I EREE

ftdcluster (2)
Cluster

172.16.0.50(Control} Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 17216051 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51

T IEAETE Y fi 2 B & b o

475 S

.. fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

B‘\?Z‘I 6.0.51 Snort 3
172.16.0.51 C

fany Ud i St @ AN (Notifications) BIFRIFIEFE (£ 55 (Tasks) KM # BB 15 sl My G O B8
Oy SAEREANTT S M BT “AEREA M (Cluster Registration) 1145 .

Deploy Q Ge I+ @ adminv

Deployments Upgrades @ Health Tasks ‘j Show Notifications
0 running 3 success 0 warnings 0 failures : Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

IR 6 W R R () BUE R T RE.

K2 HNC B T DN RN, i ANE AR R 107 e B, P DUSE e 1Y R s A4 K
{H L RERC B B MERE 4

$IB T 7 &% (Devices) > & & B (Device Management) > &8 (Cluster) iz, AIUUEHERKER
(General) FlHAh 3
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[ 5 REFIRE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster ~ Device  Routing Interfaces Iniine Sets
General rs License e
Name: fdcluster Base: Yes
Transfer Packets: No Export-Controlled Features: No
Status: Malware: Yes
Contol 172.16.0.50 Threat Yes
Cluster Live Status: View URL Filtering Yes
AnyConnect Apex: N/A
AnyConnect Plus N/A
AnyConnect VPN Only N/A
Security Engine Health
Intrusion Prevention Engine: Snort 3.0
Policy:
Applied Policies g Advanced Settings e
Access Control Policy: Default AC Policy Application Bypass No
Default Prefite :
PN Default P\PJ\ : Bypass Threshold 3000 ms
Object Group Search: Disabled
SsL Policy:
Interface Object Optimization: Disabled
DNS Policy: Defauit DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

HZ U E R (General) X I (1 DL B2 BEHY & T -
« B (General) > Z#R (Name) - lid Ay 4RiE (4 T UERE R4 MK,

General

MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status: View

WIEBLE AR 7B
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General (-]

Name: | ftdcluster |

Transfer Packets: ||

Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —

Cancel Save

« M (General) > BF (View) - i EE (View) B LI T ERIRZS (Cluster Status) FF1HE o

General Fd
Name: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

W EEBHIRTS (Cluster Status) X i HEH Al 18 23R (Reconcile Al LA F B M0 F G .
T3] AT A ping AR HIBERS . 18 S AR BE R AT Ping , 2B 36 UL,

Cluster Status

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> InSync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021
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B oze:

o B> MEEHERR- o] VRO R s bR H G, BT AAFSERE CLL. 152 A i i
HeBx , 2 36 T,

[ 6: HpEHERR

General ’
Name: O clusteryFTD
Transfer Packets: Yas
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

TR 11 RE > REFEE > WE L, WA FJ5I R R B G R IR G I DL A
B 7% &R E

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster  Device  Routing Interfaces Inine Sets
(218080 v
General /3T System ec Health
Name: 172.16.0.50 Model: Cisco Secure Firewall 3120 Threat Defense Status: Y
Mode: Transparent Serial. FJZ2512139M Policy: Initial_Health_Policy 2021-10-30 01:21:29
Compliance Mode: None Time: 2021-12-22 19:39:13 Excluded: None
TLS Crypto Acceleration: Enabled Time Zone: UTC (UTC+0:00)
Version 710
Device Configuration: impor Export | ((Download Time Zone setting for Time based Rules: UTC (UTC+0:00)
Inventory: View
Management s Inventory Details c
Host: 172.16.0.50 CPU Type: GPU Ryzen Zen 2 2800 MHz
Status: CPU Cores: 1CPU (32 cores)
Memary: 34335 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: NA
Chassis Module Number: NA
Chassis Module Serial Number: N/A

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

* HM (General) > &FR (Name) - Wi A 4wt (4 SESUERFAUL BB K.

General @T

Name: 10.89.5.21

Transfer Packets: Yes
Mode: routed
Compliance Mode: None

TLS Crypto Acceleration: Enabled

. FA% = & Threat Defense Virtual BIE¢ 4%
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WIFBLE AR 7B

General (2]

Name: | 10.10.1.13
Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« &2 (Management) > EH] (Host)- W1 K 7E & B & B 00 T4 BE TP bk, WA Z0AE 48 Bl
HRVCHRCHT I HuhE DA EE TP Mk vs ) 2% R % . et FE R, 4niH &8 (Management)
XAk R E M, (Host) Hudik, 4R 5 #0580 % .

Management @:ﬁ?

Host: 10.89.5.20

Status: v

SR WA A A PR USRS 5 0 R SR8 AR o, W EHT R sh BT L RET 5, DU R T A i e
BT T AR R . 152 ) 5% ) 8l B8 3 3l 4o
VI SN R I b UG EYY SUB S 2N
T AR T B M v L TR B L R, DRI R R T e 0 5 L B8 2 Al 5 3 /N TR e 0 DA S B
FER BT (100 F75) A VXLAN JF4Y (54 795 o GUEEEERER, MTU S#BE A b i m s 52
I MTU (BRIAH 1654) 155 154 AN Qi S e K38 s 4 1 MTU, 1 45 06 [R] I 38 R A 4 i ik
B MTU. 4, BT KMTU K 9198 71, Bt s @R 0 MTU /] LU 9044, &R
BEER AT DL R 9198, 15 S ML E MTU.

pE i A ORAG 1L B S R BR FAS A LBC B IER () IOMTU; (50, s S7 AR 2k
e
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BcE&EO

AN G AR VG B S R AR A ST 1o BT R B MBS e 1, MR LA TP
MR AR A U TP ko SEREIN E AR 1P HOhL R AR BN [E T bk, SRR T IR
FITAT et 42 VAR A B AT 3R 1

AR R TN

PR B R > JREEE > Hkith RIS IPv4 FI/sl 1Pve Hidikib . 52 Bkt
FA G HERTP R AECEM L. B RIP M A S T i, (HE AT . eIk
PEHTHAE 73 LB ) 3 B A D) AS b

SR 2 EFERE > REEE, KA AGHENSUN miE (4

S| 3 miiliiED (Interfaces), 5 Al — MR D1 HWiE (4 .

HEA fEIPvAL, HN P Hbhk FHERD. b 1P bk SERE [ e Huhk, 2R R T 24w il B &%

FIE5 M IPv4 tblibits (IPv4 Address Pool) FHz4136 R, k£ B i bkt
R WA ET-FK MAC Hudik 7y Begs b4 1, W75 2248 H FlexConfig K1) —> mac-address

pool .

1B 6 71 IPv6 > EK (Basic) H', M IPv6 Hedikith (IPv6 Address Pool) R sil#ér, iEH% G (tbhtit .
PIRT FEH 7 A E A 1A
PR 8 miliRTF (Save).

SRS, AT LU B ERE > ERE T IS SRmE S E B P A B . AEMBE L G, A R AL

EEEHEITRREITRE
B (Cluster) T M ERBHEITIRR MIZI&E (Cluster Health Monitor Settings) #1734 i~ N ATk
i o
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9: RRHEITINR IR E

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

FLEREBTRRERRER S RIETFR

FE 15 AR

Fa2l:)

SR I i) 0.3 F 45 Fb2la); BRMEN 3 F. I THIE T SAGEBIIRGL, LR
JUSAE AR I BE M oK heartbeat 1 VA& 36 B AR YT 550 T SRS s 4E 1
FRIA P AR R0k B ST S AT A heartbeat Y98, X455 5 0L
TEMa N BTG A

$2 7 3B [ e ] AT 300 F1 9000 b2 i), ERINME A 500 ZFb, £ F5 B A1 [R) 2
RO A0 e A e oK 1 a5 NS T I 5 2 iy 28 e B 1) o

FMEN B2 LB ATIR SR LW Wa P B Bk e o n SR s 38 2 1 1R A ) Bt 1
FERF T A bR AR, (AR LAY 5 R IR 1 AT T s i
1, s MAERE A B RZY e 1 S 2K ) Ja AR BE 55 1 DR R
PR LR DL R AZY R R 58 70 A8 2 IEAE N AR BRI 4 o

J 45 v H SRR TR Snort AL O gk R b AT I 4% .

AN W P i SR Z W,

BIIEHFMNEE

R S TR AR T B I B ) 1 S BT IN B

2RI AT 1165535 2 0. BRIMEA 1 CRZIRED o WE SR FH AW
WHL

#h%5 = v Threat Defense Virtual B9EEE
I
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FH

1t AR

SR 1] £ 5] e

T 28160 Z [ BRIME N 5 738 5 SCPIRE BT I 2l 18] i [A]
BT CRAZM o B o

] A2 1k S VA3 20 BRIMEDA RN HFSE TR 1 A5 . S SO AT HEINRER 22
WA AN B 45 B2 1)

Koz 1 SR BRI ) B S ERT I B

TR AT 1 H165535 2 1i). BRAAE N 3o BB IR HH A FREL

2432 G P

ST 28160 Z M. BRIME N 5 738 5 SCPIRE BT I 2 18] i [A]
R FF LTI CRAZM N B o

KA AT 1R300, BRI MR LE R 2 £ 5 SR AR U
I M S

System TR A AR R R
iy RS B IR A

SR UK ST 1A 65535 20, BRIEA 3. B E2REH AR

23R 2 [ M

T2 H160 Z M8 BRIME N 5 738 5 SCPIRE BT I 2 18] i TA]
R FF LTI CRAZM N B o

e

~

1A 3 2] BRIMEDA RN R HRF SN RN 2 4. SO AT H
BRI AL B 5 B2 1)

il
*\

N

JIIES 2/

N

AR ORI RGISATROU A, WAEZA T RGP IRGUR B I ANTE T 0 7 Bl A 2 BoR

T UM 7 B MOX S B

TS AT LR AT AT S 8 TE 1D SN BE10 1D, BAK Snort FIREEE CiHERE . 181 RO IRAEATE
VLAN 7 SURUIE O (i, VNIEEBVD AT AR SR H Bk i & I EnRE

AR RIS .

i

Qe

S Sk SF S OSE
S oS N N S
[Z 2 I — T S R (N )

-—

W & > IREEE.

Qe

il &E8% (Cluster).

JRY TR Y ]

. #A% =t Threat Defense Virtual B9Ef £

FEEESIOERESIL, ril BiE () .

EERHEITINR M2 228 F (Cluster Health Monitor Settings) ¥4, siili 4wig () .
N A EEITIRRAEE (Health Check) WA R BTG T .
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10: ZRARFEITIRRANE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

é%%ki&ﬁ%ﬂﬁ(%@%M&%%ﬁﬁ@m Je FHERAR FHAY 5. BACHpL e 0, 5
AR LB K VSS 8 vPC) , ENAEH REUEITIRER A TIRE, B EASH 0 DA
FUIRHA o 0 45 ha B 5058 i FLIC B B o L D B0 T 0 s, 38T DL A R G AR BURS 2
DIRERpE IR .

PER6 O E ORFFIN AL 1117 S Bk I 1] o

* {R¥FATIE] (Hold Time) - 32 R4 s 18] LA 5 5 07T s CoBIetR 2 B2 18] (R B T Fml B, LA T
0.3 245 Fp; BRIMERN 3 Fb.

* $ZEOBF R BEATE (Interface Debounce Time) - K45 e ki 1] 52 & 4 300 £ 9000 ZZEFb-2 7], ERIA
B0 500 28D o 5/ IN AR T DADRARAS U4 11 At R T o Ty s, A SR TR 7 S BBk e ) A
SRR ILE . TERAERE TR TR, WSS e M2, R A RO bR id K
A, IR RONEERE IR . 0T AR e 4 1E I8 AT IRAS ) EtherChannel (451171,
MBI kAT #e ML i3 ] EtherChannel) 115, S A S Bkt 8] o] AR 1R AR B A 110
P XA R Ay S — AN B R P 7 40 S 1 IS G0 3 S B8 5o A Bt R s

PR BE XAEEITIROUS B R AR 5 ) B S EBT I AR

#h%5 = v Threat Defense Virtual B9EEE .
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MEEAHNEHFMARE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

WEEEHED (Cluster Interface). #(#E1EO (Data Interface) FIZR % (System) B & LA F{E (P 0 e
s NHFESER . NAREA—EE) .

o SRR EL (Attempts) - BEE BRI ZIREL AT -1 F165535 2 0] O 25 AL BT N
&850 (Cluster Interface) BRI A -1 CEFRED o &i¥EHREO (Datalnterface) fll &4t (System)
IERIAME N 3.

2R Z B BY 18] BB (Interval Between Attempts) - 52 S ICEHT NN 238 2 18] 1 1) B R 2 i 1E) (A
IR RAL) , AT 260 208 . ERINE R 5 208 e 1 A SR E B I N SR (1) g KR B 1) PR 261
A ERKM IR 14400 2340 (10 K)

BB EE 4L (Interval Variation) - 5 S A5G IR BRFRFLEIS (). B AT 1M 3 ZiffE: 1 Ck
WO 5 2 QT E—UEFEEED 83 35T LIRS ke Ry

LRI IRIBEE A 5 408, IR AR BCE ) 2, WFE 5 23 1a BEAT SR 1 2iA: 7E 10 208h 2x 5) Ja
HEAT 35 2 AR 76 20 2081 (2 x 10) JEAT 3 3 T2k, SEB#ED (Cluster Interface) B IAE
b1, #IEIEDO (Data Interface) fl &% (System) [HIERINE R 2.

3

$E8 WL AFIEEEDO (Monitored I nterfaces) sl A~ 5 4231 0 (Unmonitored I nterfaces) & 1 142 1
KM E 2 i 1o fadmT LU T B0 v 3 A BR 55 Bz A BS4E (Enable Service Application
Monitoring), L a2 %) Snort AL CLBERE I

. #A% =t Threat Defense Virtual B9Ef £
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TIR9

LIE10

T

paras

EHEEHT A

12: BLE % MR RY O

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

P IS AT IR AR I P TR s o SRR s S 1 1 B A7 A 38 L AR 7 sl R A e, (B
FEHA Y i R [R] 2 8RE  SAATE Bham 1, )2 AERTE TP I BRAZ 05 e 79 A E 2 KN TA) J5 AR
FRE TP I 3% Bl 03 ke 4 IR 2R DL S R B E 1 R IEAE NGB B e . BRATOL TS, b
BT 42 11 LA S Snort FIEA: Ui bR Ja IS AT IR DU 7

] REARZE AN E 42 L RIS TR DU A

A R AT AR S OO (B s R R e O e ERAE AT A, s L B O s
INEAMEAZ BALE K VSS B vPC) , BN RGBT RS A D) RE, A0 O 6 D i
PR . PP i) S e e BB S o S R B A5 ms, BT LS H R PRl &
Thee Agh i sz .

M R7F (Save).

TENCE G ES 0 B E .

-

WINFTRY R T R

BT LA — A B AN BT IR AN 2 BT (SR

#h%5 = v Threat Defense Virtual B9EEE .
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B ansrmssss

HI 1 P E (Devices) > I8 & B2 (DeviceManagement), AR B (O, RIGEERME S
(Add Nodes).

13: 5T =

Add Nodes
Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

AUk W EIRE R E1S (Manage Cluster Wizard).

T2 NFim (Node) S HIE R Bk, SRS AR i ZEURHE 1P HhhERIfR G2 .
14 EIRERES

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
nodel v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
10.10.1.0 /27 (30 addresses) v 209.165.200.224 /27 (30 addresses) v
Cluster Control Link* VTEP IPv4 Address* Priority*
GigabitEthernet0/7 v 209.165.200.225 1

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node* VTEP IPv4 Address* Priority*

Type device name 209.165.200.226 2 Remove

Add a data node
PR3 LSINHARTY T, 35 AR EET = (Add a data node).

PB4 AL E. AEHE (Summary), A5 RidRTF (Save)
MR IEAEE Y s B B A

. FA% = & Threat Defense Virtual BIE¢ 4%
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o BT 3

[ 15: 5 2 A

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z'I 6.0.51 Snort 3
172.16.0.51

T L sty @A (Notifications) BIFRIFIEFE 1E55 (Tasks) KM ARAE T S KEMHE DL

Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures Filter
Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s
[ ——

Ry LANSERE P IMBRS A, A SO — NN e o BRARFPINTREANMERE, 5 W TCVE h Wi s o
el 1 B AR R

HIE1 LR E (Devices) > I Z B (Device Management), S BIEEFWIIT S S (), RIGIERE

T & (Break Node).
& 16: T =

Disable Node Clustering
Delete

Packet Tracer

Packet Capture

Health Monitor
Troubleshoot Files

AT LAk e HE rh T T & (Break Nodes) MAERE] “FE42” (More) SEEA Il — AN a2 A5 A

IR 2 RESHREFARR SR (Yes).

FA% = Threat Defense Virtual BE£EE .
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- T

[ 17: T IA TP R

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

MNo Yes

[ F|

fEmr L 5@ A (Notifications) EIAR L FAESS (Tasks) Sk MR HETT s o

T ER T
T DL SRR 2 AL BN B, PS5 20 (R A A R, T
PO L

UK

SR ORISR S b B T B Y RORE B SRR S, 5 28 UL

$IB2 %P E (Devices) > & EIE (Device Management), fMHHERMN BE (2 , RJGiEPhEiESE
(Break Cluster).

18: Fh T EE B¥

s

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
[Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

TIB 3 R SPOREWITTERE: AR (Yes).

. #A% =t Threat Defense Virtual B9Ef £
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zmks [

& 19: # il P

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

fEa DL 5 T 1B %A (Notifications) bR IFEFR 1£55 (Tasks) K INFEEERE TN

ROTRERT S A, DRI 0, SR I REAT 47 SERE R B AR NS AT AT A 9 ni A 2
INAE B B AR T AN RS SR, P B LR A

UK

ST AR KB4, iR & (Devices) > R & &8 (DeviceManagement), fiidi E% () , RJ5
PRI S 8E8F (Disable Node Clustering).

20: KR

Disable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

D RAEPE Y S ARG, M b AN R O BT R R e TR, R I REIN
SR o ) S A Y e, BT A RO W, I A B BT A5 TR Y s RSB RE E . WR A
T RO R AR P M A, DB IRAE P B AR SR A

FAABEAE ST i EAEHT SRR

W AU AEIR & (Devices) > i & EIE (Device Management) 51| & H 14 4oz il s (B2R)
([Disabled]).

SR 3 FOH A R, S0 ISR, 5 26 UL,

#h%5 = v Threat Defense Virtual B9EEE .
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B =g

EFINERE

U AR SRR MR T2 R OBt T B iR 1), sE WERIE T A AR, ATT3)
R PO . W R ABE v, PO AR o A7 P ERAE IR Y 0 D [T 58
ZARE, WSRIHIALER , 2 44 U0,

UK

T N T E PSR A, 1B % (Devices) > 18 & &2 (DeviceManagement), i 8% () ,
WRJG LR B T S & 2f (Enable Node Clustering).
W2 W B A E AT

B R HI T =

AR W SR A, SRRV AR L LA RARRE, SRR I A S5 AR R MR W
SRR E BRSO RN R BT, ST P IR TR, MR IIREN S, WAL
FHAEART b 75 3R it ) S S 14T o P AT R AR T T, i J b 2B T (42 A R T 7
R

LT A, T RAT LT PR

Bz

ST KRR 8& > REEE>ES O SEMIRORE, 1177 SBRIRE HHIHE.

7

#A% =t Threat Defense Virtual B9Ef £
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21: EEHR TS
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

S@2 T BN ERIR AR, HEE ES O > BReESCHE.
PRI RGO PR EHIA A S P IZEIEHE, AR5 s BAE.

mERRAEE
TEAT UG AR ARG B SR T SO Y S SR K VTEP TP Mk 2 SMRARf[{E,  MISRHER 4
P A EA . ERALMN N, R ERIR R W, RO R Y S AL SE Y VTEP
IP ik, JULHAT 52 5 00 (179 2 v W F OB A i 2 EE R
iz

HI 1 P (Devices) > I8 & &1 (DeviceManagement), SR B (O , KRGk FmEBERS
(Edit Configuration).

#h%5 = v Threat Defense Virtual B9EEE .
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BERE
H

[ 22: 4w B &

E
Add Nodes
Break Nodes
(it Conhguration
uster Live Status
Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

RN W EIBEREE S (Manage Cluster Wizard).
P2 THERACE .
B 23: B EHES

Manage Cluster Wizard X

o Configuration 2 ) Summary

‘ 4 Editing the cluster bootstrap configuration requires restarting all cluster nodes. This operation may result in traffic disruption, and you should perform bootstrap changes during the maintenance
window.

Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
node1 v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
[ 10.10.1.0 ] / [ 27 (30 addresses) ] [ 209.165.200.224 ] 27 (30 addresses) v

Cluster Control Link* VTEP IPv4 Address* riority’
[ GigabitEthernet0/7 ] 209.165.200.225 C]
Data Nodes (Optional)

Data node hardware needs to match the control node hardware.
Node*

VTEP IPV4 Address* Priority*

node2 v

i 209.165.200.226 ‘ l 2 ‘

$IE3 g, AEBZE (Summary), R HRTF (Save)

HEERTR

DIRARAE T R MR, PR AE A 51 5 O B W 2 A B Lo I, Bl 1Y A B
A2 v Y A A 10 246 i RIS R R IR I L T

. FA% = & Threat Defense Virtual BIE¢ 4%
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IR

ki

"

S ERENN RE > REEE>FS (O, REEHE ERHIEDRZ KITIT EBRAS XHGHE.
24: SREELAPIRTS

E
Add Nodes
Break Nodes
Edit Configuration
Break Cluster
Revert Upgrade
Delete
Health Monitor

Troubleshoot Files

PR 2 LA LER (Reconcile All).
[ 25: thiA £ &R

Cluster Status (7]

Overall Status: & Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S | C, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> InSync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021
BHREFPIREW TG R, ESNsER, %31 15,

FA% = Threat Defense Virtual B9 28¢5 .
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B o e spmsssrEmanen gL

MiER GEH) SEERT A EMEFER EE PO

LI

AT LU B E L TR, AR RO AN AR o Qo S DR AR RN D 28 ) A E D,
W) ] e T B I HZ AR
FGETT LU 5 B IOV T A, A S TP WA RE R T 0. BARIZ N A S WoRAE A B
B SRR R4y, R H e Sk R, R TR PRI A TSRO
TIPSR e WER TSV N B RO %7 A, S Re S A DK SO R, (HAEHERR A
TR, AT A B LA R — 50
HTH 9 A R

o ST B P RO RIZ AR TR I BT A

o MIREEIE TN R AR .

o WTRAEREK)F- 6 B SIS C S A A5 NTP M BE Oy B0 R, UK ST IR [P A s i i) 5

o PRFFACE AR, DUESERELR LA B o .

NAT Fl VPN, ACL 2551 DL S 32 e & R A

R ST P T M A ) A R PR e B b 2 S SO BB, SRR R AR 1% i I B AR PR s 4R
FERCE DR AR, DR mT LUK SRR — NIRRT DUFETE M IR S8 U ) PSR, (HL
IRAETE M T N A SRS, SR 5 A IR AR R B AR B

FHAZRT
WESER A B CLL RS 18 20 Vi U

UK

HFEE & (Devices) > & & (Device Management), A ERET S0 ES (D, RIGLEEMB
(Delete).

26: MFRERF ST =

Disable Node Clustering
Break Node

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

RASPONEMBR R 2 =2 (Yes).

AT DUIE R H e AN B B G VS 0 A B B K R T BB ) (BRI 7 B bl 2R R

a) ERERANERE A CLL I configure manager add v 1R BIE BB TS A
CLI H1& sy B 1804 A2 1

b) EFIEE (Devices) > & ZEIR (Device Management), 4R )5 Ay 0% & (Add Device).

. #A% =t Threat Defense Virtual B9Ef £
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| %% = Threat Defense Virtual #92% %
wiztezt [

=

B TR e MR SIS, RS AT AL AR AR R

e

P4 EHHRINCMBRES S, SRR T, 5 28 UL

T LAAE B B L R BPM B A CLL b M i ARt

o SEBHIR7S (Cluster Status) XFifi#E, milid & & (Devices) > & &I (Device Management) > &
% (O KhraiiEE (Devices) > & &8 (Device Management) > &£ 8% (Cluster) T > ##
(General) X ik > B LATIRZS (Cluster Live Status) #4541 TT.

27: ERHIRTS

Cluster Status (2]

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

P S MR A A B e 2 o
SERER A RZS UG DL R
« IEZE[AIZD (In Sync.) - 5 & CLIa) B FEA VEM .

oAb EEEM (Pending Registration) - 17 s 2 SR FE I — 567, (H A ) 7 B A0y . iR
T REMRI, AT i IR (Reconcile All) LI

« SEFE 22 (Clustering is disabled) - 15 5. 2 1a) B EL AL 3 0F, (e BRI ARG B A
SRS TR S TS AR RO &, SRR B ORI AR, Bl 14 i AR R R R A

#h%5 = v Threat Defense Virtual B9EEE
I
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| S

o “IETEIAEERE...” (Joining cluster...) - 17 SIELENIANUAR _LGERE, HMARTEHRIAN. &
AT ISR IS ) B H D .

MR RL ET A A HE (Summary) sk 2125 (History).
28 EHE

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 29: Timh RiE R

Status Device Name Unit Name Chassis URL

l Summary H History l

Timestamp From State To State Event

05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrcliment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrcliment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

« B 35 > {£% i,
{£%% (Tasks) VLIS EREA 1T v EMI B8 “4EHEF M (Cluster Registration) 1155
* %% (Devices) > & & & 12 (Device Management) > cluster_name.

JETF B AR I LIRS S85mT R BUBTAT S 319 o, A3 TP ik 5% s SLA (R 22
Ko R TARAE MY R WA BN br .

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

LA BRI RSB AR, A show cluster fir4.

* show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cp}]

FEAEEREE, 5 show cluster info iy 4.

. FA% = & Threat Defense Virtual BIE¢ 4%
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S Tl |

SRR EE SR I E AR
SRTEITIOR ST g
G SR PRS2 B AR B I & bR . P
(IR B 1 DL 2R PR
AR BII - A IR SRR AR 1

© IR WS R R SE IR SRS BUP D B S A IR DL BB A R (Y
T RD LEBER PR W rPIRASTT LU AR CAB& TR o O
n FEASRER, AT FEPORHARY D BUER O REARES) .

o PG T BB BoRERER M AT RS, WA CPU MR . WA, ENER, it
R 155 i#ﬁiﬁl NAT %4,

\}

AR CPU MINAF AR s B~ AN snort AT DL A2

* AR ER (B CPUAEITIT &L, WAFERITG DL At s AERR) DLy s st 5 I 1] B
WEIEEREG S B

G AT BRI - ALY P b s SRAE Y R K D 28000 A«
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o MR HERR AR - PR AL T s HE R S SR e A (SR
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ERHS IR DU RS P LA ALY s A RS TR L . ISR A IR DL AR A — R %
TR AR R R LA R A IS AT IR DA 2o
FHIa Z |l

o BRI CE B O I A B A B B AR
iz

SE1 ERRF 3D > BITRR > KiE.
AP S R U Y R BRI A IR DL 1 2 o
T2 fERAIIET, il RIF (2D RFE (V) LURIFAHT &2 8RR % 5K

PRI EAHERHSITRI GG R, W5 ARSI BOAT LT, SRR RS S 2 I0E SR
TR AR A5 IX LE I A IR LA PR R o F s S T AR (.4 «

* BEd — S R AR TUE PRI P K OGRS, AT AL CPUL AE. S A4
HOERGHER DU NAT Fefifi B

o SO — BRI AE E A

© BATERE - 77k CPU IR . AWAHE TR S A ki, St Ak i I BN NAT #446
(5 ARG S B

* CCL - #Z RS T R IE L5 B .

ST L s T RS A PR PRSI A7 OS2 SCRF AR FR PR 1 56 3851136, 1221 Cisco Secure
Firewall Threat Defense i& {7 RIIEFT

W4 AT LLAAT B R R A S b B I TG o 88T DU SO TV R DL S R AR T — /N (BRI
B EHT I ] A G R . T8I k£ B E X (Custom) LLACE H & ST U145 HH .
L BLHT AR AR B SRR BB 5 73 Bl ok i B ST .

BYRS piale “HEET KR, FEa S A AR T I 1) R R E E
PISE R i 70 P 228 IR T Y6 BBl N AP B it . T FL ARl RO A B T AR AN A RN ). 0 T2 A58,
BIRZAIBAT . mid TR EIFR 1] 22 8 P A5 R .

PER6 O T E T RIS PIROU AR ) A5 B A4 FRAT PR T 18 T P (1 S 400 1 o A 10 s 1
] .
B RARTREE B AL BATIRRE R v &G 0 AT IR B 3 b B 1 s il TS AT IR OUE R
(IR 2o it 2 R T A AR DU R A 2 PRI LA

TRRE
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TR O TR RIS PROIRTERS) BOAEILT, BOR P at S A2 2 T0E AP i i X £
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o ik — SR R HARTUE AR OB bR, B3 CPUL WAF. 0 ERSHER,
LA B A A P A DA S B R A R

* CPU - CPU M HI &, AR R A B AZ 00X 73 1) CPU A I 0«

o WA - B MR, A RREUEE P TIRT Snort AT .

« B - DR RNC R ELHE .

o HE - EHRGUHMER (BIRRG TSR IR R NAT # it 4

* Snort - 15 Snort HFFEAH R G HE B

* ASP L5 — SR T R 2% 53 i B0 AR DG I G vk 5 R
FAT LA e AR 0 B A AR R TR . A7 2 SRR A FRAR K 58 38413, 129 Cisco Secure
Firewall Threat Defense 217K FRbx o

PER8 silns PRI S A BRI (+4), AT AR bR S A CRAR R ARG B e PR
B

X ARREE B AR, PSR RER AR AL, SRR IEFEIR bR

SREHEIR
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[ A snort) o

Memory SERET A B PI AAE SR AR (o3 T80 Y | percentage
Fll snort) .

st BRI NI B e E R bytes
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Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 3217, ROETTLUEA] L@ M T3 AR T
H.

>N

o WBEHERRSCAE- IR RORBEIMAERAE, RGURE A s AR HE RSO e T LN & >R &
B > LR > B DR BRI N BRSO TS I R R HEBR ST

e L Al B (D IFIERE UM HERR , A\ R & IR LI A O

* CLIfinth- M & > R & B > &8 > B, BTLEE -4H0E X CLL i, #E B
HERRIERF IO #RE . R G A8 N RBFEIT LU R

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show intip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

RO AT LAE 2 T B P NET show fir % AOCTEAIME R, S AHE CLL it

TEERFIEHI 508 L0 1T Ping
ST DL AT ping A0 A AL AT S 15 PCASAELLL SRR BB B FEIE3% . W 20 I A S

H—A =B R R AR B B I BN B, ldn, SERER BRI MTU W& Al fe i TR el
] MTU.
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| FA% = th Threat Defense Virtual B98E &
weatasisss b7 Ping [

HIE1 P 8% (Devices) > iR &1 (DeviceManagement), /AiliER B (O Kibs, SRiGksEE>E
B SLRPIRZS (Cluster Live Status).

30: £
Cluster Status (7]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

T2 eIt s A s CCL Ping.

#h%5 = v Threat Defense Virtual B9EEE
I



F4% Z & Threat Defense Virtual B85 5 |

[& 31: CCL Ping

Cluster Status @

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) I Refresh l l Reconcile All l Q_ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

TR 5K MTU GG R 8508 G RN E SR A TR B e b 17 g LAY )80 ping A4

SHS%
A AR XA AL P .
BB 1 TH RE O EE BF

P73 B 18 D REANSZ BEMESCHE, IRATHR O DU REDUAE T e 32 308 o LA RE T BEXS ] 1
FEFHRLE T

AR RERI R BE
LU R IDREAE R IS RE I UL T VAT, K & S Medtid.

\)

R AR SRR SRR FlexConfig DIl (Bl WCCP Rl , S5 (ASAT MURIERCE IR/ -
FlexConfig AAVFERCE B0 GUI ' AMEAEIFZ ASA DifiE. 155 dFlexConfig 5% .

« LA VPN (SSL VPN F IPsec VPN)
* DHCP & /it RSS2 MCHE . S 4F DHCP 4%,
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* JEFUBETEHZ 1 (VTIs)
* ren] A

o BE K B FIBY

* FMC UCAPL/CC #i,

SRR ILIIRE
LN D LA AR Y s A 2 50ry, HIEHON R .

\}

AR AR D REI VR MG T R SRR TR i e e BRI
WAL AR DI RE, U2 50K S vh ShRE XU BRI 0 B AR P U e, SRS PRI R U
AR IRE: WUORAEIENE L, %R SR R A& [ R R
XA DIRETT 5, DR RO A, T BT A SRR T T, Sl AR T A P i
fERVBUE;

AR EE AW AT T FlexConfig JJBE (5141 RADIUS A5 , 152 (ASA A
Bl &5/ ) o FlexConfig VAL E & F 0 GUI FRATELEIVF S ASA Thfit. 15 M FlexConfig 5
% o

o LUF N KT
* DCERPC

* ESMTP
* NetBIOS
* PPTP

* RSH

* SQLNET
* SUNRPC
* TFTP

* XDMCP

o A Y A
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MR PR AE SR A FE R S o S AT R A T SR FE T R L. TR

HR8, ARSI P BC L R T R R T AN 2 AR F PR R St . A AR TR G I TR A ] B e
AT AR A AT [ A VT B e AN, RSB RAE T, 2 JRORR B IS 18] 7 S

BB FNEEERY
FERRST LR N AR R S B ST B PR DN, LAY S s ol

[ 32: 3373 AR TR Eh AR E
Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers

LKA, BEias A SREN 4 RSN AARIEAE R 8y B, AMAMESL /M. ECMP HT
TEIX 4 £ 540 2 I AT S a3 7 . A5 N5 05 78 S AN IS 2l A I, A0S PR A R0 56t 2%
ID.

T OAZ0 g e b 2% 1D S —NMERE, AN A A O % 28 1D,

FTP FnfEas
© U SR FTP K50 i R 2 A T At phy AN ) (KO SRR B3 AT DA L P AT 4 25 PR I B
B R IE B A A 1 OB W I . (HU, SRR NSzl A OF B
TR R, WA HRRFA TR IR 02 R I A 2 O
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NAT fR&&#

nat izt |

NAT W] G4 S MAE R Ak i e AR Sl NAT S 40 ] bl R 6 BUEE P AR R0 B, IR
NI A T TP A 1, NAT 2% 3 BN A b 8o A 5T AN R TP Mk A1/ g
Ho 8B BEIFAE NAT Jr & 1) BUs By, ol SR bl s i K 21 &, S EUERE
PR EAAE KRR WERE, BT AN IR R T B R, D NAT By & 5
2] e AN S MR 22 A NSRS A6y A 45 R N it A0 B e 4%

IR RBAERE T NAT, 355 8 LR EN:

o AMEHIACEE ARP - 0 FANZFE 1, D20 W i bl AR ACRE ARP B 52 . 3] AR 1 4R35
W CAANTEERE P ASA TREFATSE IR . X T 1 EAR T 1P shdik i ik, et
HT 2% 7 S A i e ety X B ER R () PBR

o NPT 3 U 42 11 PAT - M7 382 USSR 11 PAT.

* PAT R Ml3 HHRIMHE - V52 B Z DD RE T LA T AE U -

o BELHUBRUUE BRBDEA R AEAGRE, i BN H TR R L, fERE MUK
VR RBIACE N 1S 3 AT AR, WERAEAEE 3 Y R EXK A BN S
AT, A RASM G 3 A R, REAST A1 AS.

o FEPATBF N LR R PR AN, FEA O3 i A 2 4377 R B B R LV ERANTESTAE N

o WEARHEAT RN PAT BB TS O PAT iSO 4B (9 1P M hEJEED 25 S8R A A2
IS AT A i ) A A 45073 34 SR U T4 QS R0 AT D I Al L By BE T BE BT RS AT
E NN R PAT il i, FUR LR SRR s 2 18] 23 Bt A T I R S 88 i R £
e

© FESRRE R ERAEIT, ANRE S RN e R R P BRI AN B, BT R
INA SR i R BRI B, AT B B AT B oy R I R S X R
ARG P A e e ARV, S8RT LA SE e K/ IN I FHT 1t B 20 e R

o SFENAS PAT 4] NAT il 20 i - BB PAT Wb, SERER b OREAS TP bk R 43 Ay s 11 Be
BRINIE DL, BN ERER S 512 Aty 1, (E G SR i T R B IU), e P B i . X e
SRR IS AT R W35 3 e, PR RN s AT — AN AP B PAT b 54 TP 1y
bk PRI, AE—/NEREN PAT i n] DU DA —> 1P ki, U DLSCREIE TN 1) PAT
TEREBEITT . S I H A 5 1R S LA 1024-65535, [ AEMRTE PAT i NAT K000 v g 2 3% 13
DU R R A 1 1-1023,

FEZ AN A AE ] PAT b - AE 2 40 Fh 5 ] — PAT vtb,  0AZ00 = BRI Hp ()42 11 i
B UAHERTE RO A R e e, BEAEAT A A AR B . ARELERUN R
G LR “ATRE” B, BRG] A LT R &S5 AR 0 IR 1 S TIUCRC
A5 250045 FH M — (1) PAT W& B T S 1 7 6.

o AN FHEC D - FEBEA S HE PAT 511,

o o e PAT - BB SZHP e PAT.

o PRI RV BB AS NAT Fedfle - 07 Of B L e T IS8 1Ym0y w2 7 22
ZNA NAT FEERIF AR DI, ERE SR MY e, Bl Sz,
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* 1L xlate - SEHPTATHE LI xlate 23 PRI TE AN . A, 220 PRI ) fED o] e 2 i 2 PR R I
B QRS RTINS S8 TR E AGEINAE C(refent 2 00, WZRTR xlate 3L .

 0FEU MR EAME T AS PAT:
* FTP
* RSH
* SQLNET
* TFTP
* XDMCP
* SIP

 INREAT KR NAT BN GEERE—J740) , WIS 34 CLI H 11 asp rule-e