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IR H AT B s IR i p U L 1 e B i

TR RE R 2N

FATAT LA RELE R AN AR R, BN A AN, AR A ] T TLS/SSL
BT, XA R LE TR U ) 0 s v B B R AR P it

ARUEBBUE AR, TEZSCT TLS/SSL 8iE , 5 39 UL
AT THES (R IX L3k S SR T

* 44 Cisco-Undecryptable-Sites [ 7] 73 ## 4 Fx (DN) 21

» BREIEIES M pE

AR EAE A R, JF BN S A D) ) I el i 7 F B A T A B R R, AT U AE 7
TR R A AR AL

Editing Rule - Auto-Rule-Undecryptable-Apps ®
Name
‘ Auto-Rule-Undecryptable-Apps ‘ Enabled Move
Action
‘ Do not decrypt L ‘
Zones Networks VWLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters C* Clear All Filters Available Applications (4799) Selected Applications and Filters (1)
€ Search by name | [ @ search by name Filters
Tags:undecryptable o
~ Risks (Any Selected) 050plus a
O very Low 802 121 Internet e
O Low 707 1-800-Flowers a
) Medium 1028 1110 App a
O High 1oz 1000mercis [ ]
() Very High 560 1001.com [ ]
» Business Relevance (Any Selected) S
< Viewing 1-100 of 4788 >

B B BB NI e n B T
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‘ Add Rule Py
Name Insert
l DND rule for pinned sites \ Enabled inta Category Standard Rules v
Action
Do not decrypt
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status. Cipher Suite Version Logging
Application Filters Clear Al Filters X Available Applications (40) ¢ Selected Applications and Filters (0)
Q pin X | [ c search by name any
v Risks (Any Selected) All apps matching the filter ‘ Add to Rule
» Business Relevance (Any Selected) Adrbnb
« Types (Any Selected) Apple Mail
= Categories (Any Selected) Chase
v Tags (1 Selected) Dropbox
ﬁ pinned certificate 40 Gmail
Google
Google Accounts Authentication
e | I

fi

+d
£}

MM AR ZFFRITRE

I 3#s RCA HRIEM
BT, Rivest Cipher 4 (t1Fx >l RC4 5k ARCA) H AL EAEFAENT, $OAN BN AN, fif
RS 20K RCA BN AL SR VAR SRS IF) Jo ik #R 22 B4R 4E (Undecr yptableActions)
EIH R L P G B AR ST B B AR E M (Unsupported Cipher Suite) #4, DL 55 (R 4 2L 22
Ko ARG R, 1ES W ICIEM i 1 BRI L,

AEHWE . ABESREN R SPAN #0

TCVELERE N . IS Wi B SPAN #11 |5 TLS/SSL i & .

TLS/SSL A~ i = AE M|
DL R, AR R B EAT A 2
o VERREPTAR L, U, SRR VR AR R 0 4515 R
© ARIBORHTEE L B, G0 AT AT RS AR AR A R BUE A
o BORAERN T AL
s AFHIEFE E (P TLYSSLI &) i D 2 ORFF N A, LARIS 11 I i
0 AT CLYEAEAT 2 B A R R e VPl Bl AR T
 AERRE (BN, GE Ol BEOERO
< RS (B, AR 4x SSLEID
« W% (4. TP dhlik. VLAN ARrid%5)
* VI URL 5% URL 25
* Port
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“ARERE” M PR ZE R PR

TER] LLIE AT MR85 SEms P AL 280 o IXME AR URL 1€,  H 8B} Talos TR S W . SBAE
TS I RN LA, IXSE ) ANl H (A 2R, A IR e AR RIS B R . 7328
AT PFEW AR, BRI et BARIATE AW DR Ao URL 982805, (HIXFF
AR TR . ALERIRA B 202K, LMl fEr A 4.

WG AEA A ) Aok BEAE R, DLl oMt s s iln,  “fRERAIEE AR RAEIEASE
31 B B AT WebMD Mk,

DU &AM RIS s, e nT DA “fde” f1 <P KRl msl, {2 ARVF@Es WebMD
FHABFTA N2 A RN — (5 5, 1S A TLS/SSL @2 el , 25 2 i,

Decrypt m

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
+ Add Category + Add Rule Q Search Rules %
Source Source g _— S
M Name Tanas Dest Zones Natceks Dest Networks VLAN Tags Users Applications Source Ports Dest Parts Categories ssL Action
Administrator Rules
Standard Rules
» Decrypt - 7o
1 DR 1DNselection o A% £u
3 DND Health and Medic Do not decrypt # W
—~ Decrypt - P
3 DR for all other traffic Resign su
Root Rules
Default Action Block

\}

ER OANZDE URL 985 N FHAS TR, o 28 AT A Ik 52 E HSc 4l 0, >k B 2L A s JC 9 2 (gl
Facebook Message 5Y, Salesforce) o A RVEANE L, 15 S P 0V FH 43 ) fe A S e o

TLS/SSL %37 - EHE & EN
0T LUK AN A B IE WU HLK (CA) UE B AR SR - EFE A (Decrypt - Resign) #/EHH Ik
WL B S IR, RS A CA UE B RS S B ER%4, SRER MY PA. Sl
WA TLS/SSL 231, — MR 52 & 2 AaiE, — M2 E s SRS B2 s
e HASIEEEARPME LGRS R, I LAY RS ME I TR NS R,
ST
AT E R

s I #RE - EFHE A (Decrypt - Resign) MUNEREM 4G B E, MASEMTHRE - 2M%
A (Decrypt - Known Key) B A F A Nt
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-EREEEN

HRBRE - SMZHNENGEE, 1ESITLS/SSL fif% - S gIuEN , 25 7 7L,

s FEWENE - EFE A (Decrypt - Resign) MU 1E I 4h 243 H X E #: 248 (Replace Key Only)
SIEHE

R P SR B 2RI, AT AR Web S S A B, JF S IRE A
CUEAE S AN A 0 Ul A o

2R D S B A AR B I el i, AR A B 4

#1185

WAL E AT Decrypt - Resign EEAERIRLN,  TUBRATAR CURC & RN 4 R4, B2 R i 5 | T
B CA UE M4 AR AR ILAC . T84 —> CAE155 Decrypt - Resign #/EAHCEL,
AT s A2 00 e D DR it 38 A0 P AN (1) 288 44 B30 o 2 1 22 P 2R AR P At IR i 1 AR 00 o ek, 48 I 10
DU PR AR A1 B8 TAE 45 0 S AN B S A R A 20 5 SR IR CA TIE 1500 28 S5 AL AH UL A

filhn, ACUERAES TR thZ (EC) I CA E-RRT, M EC Bikna mfh = A4 & 5% -
EFERMNAILES; BAUKEET EC IMAMNIES R SR B N, AEEIE A b
PERI AT o

A, 5IHIET RSA /) CA iE151) Decrypt - Resign MUY 545 ] RSA 30 4% H It &A1 UT
Bics i T EC S s (1A% i & SR DS AD,  BIE ArAy HAth, 0 B () 00 4 2E 4B UG Bt dn it

A TU) F1 BR 1)
TR U R
AXFHEREWEEY

AR L, ELABEEIFAH T I00AE, WAEHEPAC . ELABEENTRER, A
KPS R, 1550 REC 5246, M3 F.1.1.1. (TLS 1.3 C¥&#: RFC 8446 [fi3% C.5. )

TCIELE N A ] R 2 - 324 (Decrypt - Resign) Hif25 - 2 #1248 (Derypt - Known Key)
BfE, UGBS A B EA T T S0 5.

“RRE - EMER” MNERMEFER ERIEKR

AT IR - E#E R (Decrypt - Resign) FUUERAE, W AIEIEF25 4478 K (CSR) I HHZ (5T
WEPAURHIE S . (AT FMC @4 CSR: XF & (Objects) > 3R &2 (Object
Management) > PKI > %8 CA (Internal CAs). )

LEAEMRA - R AN, EREB AU (CA) LD BAA U R AL —:
* CA: TRUE
ARVEANME R, 16250 RFC3280 £ 4.2.1.10 15 0 A BRI 1 15118
* KeyUsage=CertSign
RV R, 1S RFC 5280 5 4.2.1.3 17,

SR UERS ) CSR 5K CA 15 50 BAT LIk R4 2 —, ST LU openssl SCRYAF5% Yok
[ 23 K £ 1] openssl fir 4
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XA, N E AR - EEE 4 (Decrypt - Resign) K2 T4, 25 skmg s e 1545
RIS A B UE 0 JLREAT 28 4%, DB 78 29 b (8] AJRARELET A TLS/SSL %42,

EHEE
QTSR P B0 S A P UE B R IR IR 45 B8 AIE 15, U T TE i o) R 45 8k 15 F B 25 44 K i o
M. AV E, EERE A RN, HRBEEAE S RS SIE A H A BT o P4
FRAHVCHL .

A ZFHEY
AR SR SE BASICEC ) 2 W AR A il ), & WoR DL NS R . S et a8, i
Z[RUAF TLS/SSL &1, 5 43 1.

Traffic cannot match this rule; none of your selected cipher suites contain a
signature algorithm that the resigning CA's signature algorithm

A EZIEERER ML

U SR i AN AR TR IR 55 AL 15 BORT R AL IE B AU B (CA), 28 5 H P A NAS R 1%
e O TR O, R CA L S ABIR iR fE LR CA . 8, WERAZ A L H]
PKI, R DAACA AR CA CABSZ AL H T %) i AT AP 9 CA RS, ARJ5R %
CAE ALRI% %

HTTP X3 PR &

Wi HTTP A T 7 o A1 52 8 s 2 1), I HL2% P i AR 45 248 CONNECT HTTP J5i%
T PEIE AL TLS/SSL %4, W RS LM . HandshakeError s Tk S /b2 R4
] R I B

ER%EZR CA
WG B CA X G IFIE B A BE 28441 3K (CSR), IBALERZE AR AR BN G2 1, &
Joikxt Decrypt - Resign #2154 tE CA.

FEEMERE X
WA AL E B AT Decrypt - Resign #:/EFIFIN], I HANIEEC— B A FRAHIE 0 G B i B4
SRR, S g s (@) L W A e S A
R A2 4 SRR G HT TSI 72 550 e o b s (AN, JEH VRIS
5 i 55 SRS AH DGR IR U ) 428 1) S s

TLS/SSL fi#% - & Fn% tHMEN

2L Decrypt - Known Key $#1EIN, AT LIRSl AN IR 55 25 UEAS ATEC AL B 55 i 80 A A SR o
SRR UWARVLAS,  Jf FA b o e AR B 5 BV A ORIAE BAHUL AL, MR ST A AR
APIRIL AT AN s o i T b2 AT AL B, R Bl & T A N SIS I
J 55 8 Rt o
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B nsssumbem

AXFHEREWEEY

AL, AW ESHAHT FORAE, A HCH. EASLESR AR, 7
FTTEYIME B, 35S W REC 5246, M5 F.1.1.1. (TLS 1.3 D44k REC 8446 3% C.5. )

TCIEAE R p A T R % - EHEZ (Decrypt - Resign) 5ifi2%; - 251248 (Derypt - Known Key)
BfE, BUNEE 4B EA T T S0 5.

ToIE LB Al 23 33 2 FRSOEH

B R REE - EFNEA (Decrypt - Known Key) #AE 1) 5 ALN I8, JGiEAE AT 9> #5248
(Distinguished Name) 54 (Certificate) 2c AT LA . BB HIHE T IXFE—Fi b e WiZR it
M5y ARV S, JURET5 . {EH # DN FIAUR & DN CLZ55 -0 SCICUE AR VT AL »

WEMEHFZEREE (ECDSA) iIF B SBUR S WM L.
(A H TLS 1.3 fif#% . ) ikt ECDSA IF 11 5 #2% - E %48 (Decrypt - Known Key) #L
PRERCAAE R, WS BHIEDCEC IR . BRI R O, TERIE 155 AR E T BC A AT

TLS/SSL PR LE £

R e S A ZERMELE (InteractiveBlock) 532 B3 BE 1L FE & (Interactive Block with reset)
ERAE R U7 AR RS, R SE 4 Bom nl B g SR B, I

GEREAERIN PR T H AR, e BoR AN ERRRAT (FES 47 (Analysis) > B4 (Events) > &%
(Connections)) = —NRfEH TACH AL, 1055 —ANSH0FH TR A R A B B4R S ) i 4

HXER
B E HTTP Wi 3 5L ]

TLS/SSL it [ E 4N

HCLERY I PR TLS/SSL AE SRS BIUE IO BOAR,  FLAER T B A AN 5L i 55 Al 5 (R 2L
DL, A R B RAT AR - R RN MU, D A2 B I BRI UE I, Bk &
R HiER Ik,

iF TLS/SSL i 5& - Fe b i) A Beds, I TEi A ek P kgt . & LA R it £k
o NHHERRT - RN HT 0N A AR .
o Fi5 o P A I 24 3] A s 7 1l 3
B I P B, 15 S B SSL AT .
Bl e N AT AR ] TLS/SSL B, 15Z %) TLS/SSL i xg AT Wb HERR , 28 40 71,

TLS/SSL L Bk |
SR LA 1] REC6520 72 SR Z 22 42 (TLS) MR 12 22 42 (DTLS) Bl TLS LB .

SSL «Cak i A AT B2 A0 A Tm SRS - %5 )7 b IR 55 s A2 AR 8 IV B Bl JFRSR S
T EEW N . WUR IR R R, WAE N Y .
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T DAAE R 25 73 BT SRS (NAP) FH LS e KD BRAC R, DUERAE W] A2 TLS (0ot A7 RS R
W2 SSL TALBERS .

FRVEANE R, 1ESH T TLS Lk, 5 37 i,

TLS/SSL E &2 X3 E 4RI

AL, BEAEMNEEFAHT S ORAE, WAEHZA . BEAEEEGMHIEER; F%0F
A{E R, iEZ0 REC 5246, M3 F1.1.1. (TLS 1.3 C4&# 4 REC 8446 i3 C.5. )

TCIFAE IR R4 H R - EFE R (Decrypt - Resign) T2 %% - B #1248 (Derypt - Known Key) #:4F,
KA B 44 S B A T S 6 .

T LORE e 4% 35 T SR N 2 A A0 i) BB RS B AT, (H AR SESAE ClientHello AR BE Y] [H] B B
PRl A B et . Sk RGAETZMN, A Z0TC A7 35 FUU AT ARHLLE ClientHello AR BE . 4755
TR, WS SSL AU .

TLS/SSL tr/.E {32 N

a8 H WIS TRAC RSSO MSTE L & R G EE I, I FAL BEAS AE MY AL i i s i, W RE S
EFHIAIPE B IO B R . XRS50 TLS/SSL & ifi. I fevriit i, NMEHE
a2 E N TLS/SSL 23 1 —3 43 n %

'+| 3
H b s A

AR #4E
QS ) R AN I P B, AR B Ak 1 DAHERR I AL T, KA SRR, (RIFE
EH AR, D ARUIINE 258, 1S A1 LDAP 25, Active Directory 41k 14
WH %

R R F B9 ZE 7
Lo RIS 98 R B R - KA (Decrypt - Resign) #4F, (HMuE ALY, HRAY
TSRS AR GBI (1) 28 31 (Category) UL .
FERELLRERUR, W3k ) B ) — ANl AT S 00 0 E BRI IELAD (), T e 1R R T R
HA S5 IEA R R 1wl SANFER) URL 4328, U0, gmail.com (FETF Web BYH FHREEL
B K EE NP accounts.gmail.com (BEEMITRIEND AT 155 AE SSL I
IR BB BT A AR OGS

ARy TR URL 285058 A ab i, ROEAHCE URL i . 1HZSHURL g —#.
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PEARUEEEHH URL

WURESAE T AR - FEMN, I H R P D0 08 2 S N 2 AN AR A b 54 2 v 1 o
MR T e AN PR o BESE Rl R R A MR b, WA, BN P A SR
K B I LS sl (1) 5 HR

fEn LUE R R4 (System) > &AL (Integration) > =ARSS BB KEEHIILAT N, Rkt E BRI
iR %1 URL (Query Cisco cloud for unknown URLS).

HIRMIEIM LS B, 2 (Cisco Secure Firewall Management Center £ #1555 ) H 1) B F
Zo

i ALt == Ak 3

B

42X

AR ISR T4 E UK 308 e A s U U AHIE S . B K ZHE T, RESHRESE A iR
) A PRI P BT SR U C T ) SRR AR FR I . 46 mT LATR Bt iy LA 2%, AT DAd 22
Bk, PIZZEHBERA E . VLAN. i A, AL 35K URL. AP . IEBA 328K, i

TR RS A B P SCRRCA SR A i o
FEAS AR BATERAE, F T 2 A U7 ) s BEL b3 S AGr I DG 1Y) 0 sl A S U o

T

B RGAEHE PR A IR E RIS e, TR Uy )42 RS 7N AN G A A

Wi (HoZ, LS PRI A F /5 2RISR, DA, S i i m] Be VL S A LU BE 2>

Ak

o BRAHOL T, RG] Cns gk I AR AN A £

IR ST T AR A P IR A B B 5 2K
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Block, Block
with reset: no —
inspection

encrypted

trafﬁcl

Undecryptable —Ej):cl;;r);t' e

traffic action encryptéd
traffic

decrypta?le traffic

Decryption rule
1: Monitor

matching traffic continues

Decryption rule 2: encrypte
Do notdecrypt [ traffic +
no rlnatch
\
I—no inspection— Decryption rule
3: Block
no r'natch
]
Decryption rule 3:| _decrypted |
Decrypt - Known traffic
Key
no match
Decryption rule 5: —? ecrypted__
. raffic
Decrypt - Resign
T
no match
Block, Block Y Do not
with reset: no—| Decryption __ decrypt: |
inspection default action encrypted
traffic

RIS, it

Access
control
rules

remains
_encrypted
if passed

remains
— encrypted =
if passed

re-encrypted
—if passed

re-encrypted
| if passed

remains
—encrypted =

if passed

VP T

Dest.

meannese ]

* 5L, Undecryptable Traffic Action PP IN& . X T R LIEME I E, RESKIHLH
IETAE— PR A, B AW LA TV ) 2 R A o ANUCIE R i 4k SR 4~ — R

HEAT V-

o J, AEH] BEZE M 1: Monitor PEAE N E . Monitor FEMERERFIC SN E AL, HAXR
Wi o FRGEARSEAR S AR VL B i, DA e P, 2 dhgs.

A AT

Sope —

5,

i) #BZ N 2: Do Not Decrypt PPAL I VLR . VLECH BRI Rl Uy )42 filk

TR, HAPIT SRR . ANVEEC R GRS T — W BEAT PE Al

< S0, A RREMN 3: Block PR INE it . VLRIV E BB IE, et DR, AULECH)
PR ARSI BEAT P4l

I |
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« S, A REAN 4: Decrypt - Known Key PRSI M. R G EAL AL PIR L A
LR VC G AT o AR, AR U el PR P i e A i o e R U AAR ] Ak
BOMEARINE R A BMEE AR, KRG rT UHIER R . P R AR i i
BN, AapmB bR, 5 a0 ASUCEC R S AR SEARGE T — B REAT PR .

* FREEHN 5: Decrypt - Resign st s AR A R BE S BERUUAHDLEE, ARG 2 B A% CA
IR RPN &R T I T = /P /S R v s R 1 AN s e R AV S 3 i el PSR ey
o TP LA Ry AR B C s AR s (i i . VR Ma 4R, RETrT L
BHIEG A . PraRR R N, A S gdEmel Hbr. 5 SSL AN VLAC ) S 4R 2R
i N B EEAT VAL o

* R R Default Action 23 A B AR fift s BN ANUCECHI T . BRI LU AR5 3
Z— FabmEs, HAME—DRE, AW REm Ve, Ot T Rk A .

ENERE

b 2 A P A RS A B (PKI) X 5 A REHE TN 2 U Rr 1 23 TR s O A DAt it
o ATLMERS A ATAE PR LA (CA) IEAS AR a fift s i JFaUE i i, AR AL Fe
QU RPN SN R AN A5 B e ANId,  SEHiAc B IX L0 R T BARA IE A R LR

fEMIEPFIEC X BAME MERE

DRI RE AT 2 Ul I (10 R 55 A S A FARTIOR C B N AR50 5, IR S mT LR 3 A A\ 1R s
TR WA DR - EAEH (Decrypt - Known Key) SAEIY a fif i sics U5 i 5OF H
FESIZANAILEE, ARG A EAL AR AR 2518

I AR CA IE B RIRAYIRICE W CA X%, MIRGE W DS AL S . R 5 iR -
EFE R (Decrypt - Resign) B4R 1 & B B 51 T iZo0t 5 0f i i Z A UL ARG, R &t
SON A3 3 B 7 i VA K I S5 AIE TS BB A8 4, KA 8 2 R ORI 8 e il o Jm] DB 6
A2EPUEEH, MAREAMES, FEXMHLT, M7 AER e b A 2] A 24 0E 5 3 P1E A .

RIFINE S IEFFIHEHIRE

ARG LU P T Wb i 2 0 2 T A sl 5% e Pk g i i o ] A AN AN [l g vl
RTGRAERE—NHEATRCE, T AE iR A0 S IR0 GOR L RC R . R 4 m] DABE & AN [+
A AT XA -

MREE...

AURFEREFEUTRREHMERE. ...

WE AR HEHEM R ELEER FIT O obn s 2 il R A 0 B g S A1 3R P iR s B S PR AR DL S

ZAGAE CA X% Gl FALHLUSAER) CAE | RZA5AT CA MR LA R EUURA E 2 5 (5 AL T I3 2l KR 55 as e 13

v * CA PLENURIE D)
* CA FINUR IS5 FETS 0 ) CA AU ETS
SRS TSA B GRS LA BHE 1) P I05 25 TR AR5-BRE 15 15 A% 05 B8 AR DL
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WREE...... AURFEREGFEUTRREHMERE. ...
BRI BUACE AT BRI R 20 | RTINS ih e S b iUl A4 AR S, A
EYISUE 3 ZLRLAT 5 TG K W] 2 44 AR AR DL
AXER
EAEESERTIES
F Y HRA R
PKI
g B e AR
T fife s A rp Qs A U I, AT LUAE TR G 02 (KRN (Insert) SURRSRAE AT E . fi#

WG P RN 2 A1 TR S e R GEHETH UG 5 LA TR IR SR i A
HVLAL.

FERZHEOLT, RGN — A AR AR By U A 2 A A0 g At AR UL ) A B R 2637
o BRT Monitor N Gidskiiit, (HARERE) 24, RGAEREILHR — MG, AFgRa:
MR AR ZMI PP R i . A6 F AT AR St il LA 2% W DAL 224X, R4 Bl B 5
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* auth.us.amp.cisco.com
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* kids.youtube.com

* www.yt.be

B #=an


https://en.wikipedia.org/wiki/Subject_Alternative_Name
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6

| m=mn

sz on auzs ]

HI T ) DN B 4455 LR AT URL #ANICHL, B, WEEALEE “Af#%” (Do Not Decrypt)
FUON, AR AT REDCHC A — fiA 25 me oh (R AT e JUAt i )

* amp.cisco.com
* youtube.com

* yt.be

BEJCHC FRATAT B, 3 AN £ CN (B, I on=yt.ve B ULACEX URL. )

Z Y an{a{E A SNI #0 SAN

P sk o URL (BN ES 0 R 55 25 4 FRFE 7~ (SN 25 P i TLS 42 F 71 1) SNI 44
KAe EEEB N (B, auth.amp.cisco.com) o RJG, NRE-EeLSEHRAE A 1P Hilk FATAE
JITAG U 15 B 8 37 3 2 T 7 PR S R A B .

WHAE ) SNI 5 CN B SAN VCHL, WFATEZE S BN A %1 H ) DN BT LL A Il F SN, 4 5
BEAT SNI B0 SR BANEHD, WA TREAE S5 U = 2] H ) DN BT LR A FHAIE 15119 CN
WA E L IEE BB R ZFRFE R & L AR

BEA AT UE P I A FR, WEHATCL R APER . S8 EE 2] DU A X 26 D Rk Ay 4k B 25 44 0F -1 1138
4‘%%4\%[1 SAN.

XL IBGE T Firefox, (HILABM Va5 2 L. PLFFREFLA amp. cisco.com A,
1. 1F Firefox %3] amp. cisco. como

2. FERIVESS MRS, e URL Zepi B,

3. rMiiiEE%LR £ (Connection secure) > EL{EE (Morelnformation).

O TR e A2 4R, 15 i iEREA R £ (Connection not secure) > 452 (More
Information). )

4. FEVUIAE BXHGHES, sl &EHIEH (View Certificate).

*d

i |


https://en.wikipedia.org/wiki/Server_Name_Indication

B wsuamonmnses

5.

General Media

‘Website Identity
Website: auth.amp.cisco.com
Owner: This website does not supply ownership information.

Verified by: HydrantID (Avalanche Cloud Corporation) View Certificate

Expires on:  January 14, 2022
Privacy & History
Have | visited this website prior to today? Nao

I this website storing information on my Yes, cookies and 55.7 KB of

computer? BEalcinre Clear Cookies and Site Data

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_ 128_GCM_SHA256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. Itis
therefore unlikely that anyone read this page as it traveled across the netwerk.

?

R TR AN
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HydrantID SSL CA G3 QuoVadis Root CA 2

Subject Name

Country  US
State/Province  California
Locality ~ San Jose
Organization Cisco Systems, Inc.
Common Name  amp.cisco.com

Issuer Name

Country  US
Organization HydrantID (Avalanche Cloud Corporation)
Common Name

Validity

Not Before Thu, 14 Jan 2021 21:24:29 GMT
Not After Fri, 14 Jan 2022 21:34:00 GMT

Subject Alt Names

DNS Name  amp.cisco.com

DNS Name android.amp.cisco.com
DNS Name apde.amp.cisco.com

DNS Name  api-docs.amp.cisco.com
DNS Name api-visibility.amp.cisco.com
DNS Name  api.amp.cisco.com

DNS Name auth.amp.cisco.com
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CN_.apps.apple.com
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CN_.core windows.net

CN_.data.microsoft.com
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Add Rule Q
Name Insert
Enabled into Category v Standard Rules
Action
Do not decrypt v

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available DNs ¢ + Subject DNs (0) Issuer DNs (0)

Q, Search by name or value any any

Cisco-Undecryptable-Sites
CN_.api.smartthings.com
CN_.apps.apple.com
CN_.ciscospark.com
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Eaws mzan &4 [

SIB3 Ll kg 550 e () TR

S A SR (Add Rule) LIS B s i), s aihi 4ws8 (4 LAGuiEaiAT i),

HIE5 LdHEF (Certificates) <.

IR 6 MWATHIEH (Available Certificates) H &4k R INIKZ (5 4E CA, W1 T J7R:
o BRI AT R I B 4 3254 CA X4, 15 AT A FIE$ (Available Certificates) 71
% Lot i T .

© SHRRAI NI ZAGAE CA XSG, i aiih ATAER FIR L7 22 fSER R for, &
JRBEAN B FREN R P B . SRS N BN AT, LU RILRCHIN £

PBT EEPENS, EHNEZN SR EIEBTA NS, W aEAE, AR5 £k
$1E 8 i AddtoRule GRMMZEMM)) .

R f45 0 T LA T T 5

IR VSN E Ak S i R

T—FHt4
o BHUETIRAS Ml N A HA N3] SSL . A7 CTRANME R, 1S 4L Ul AR I AT it & o

© WEBCE NG WS A E I E

IEFIRTS FERN F4

T HE B RN IE PR A B, T DUR R 25 5 IR S AFAEIC R SR ISR LG i & . 7T LAAE— M
W AEAF AR A TOIRAS WA 5 AR AT DT RAS AR LA, IR D) 5 3 AR DL P
A LR A S AMIEAS RS RN 2 A o 22 AN IEARIRES A AL B R BEAT VL L e R DL e rp—
AN RIAT B A A VLA o
BEE LB, N7 RE S e B A A A P o SO0 T, RO PR R e =, R
U S o 7

© WURENCERRE - RN, WERIAAT A A L IR . S ATy, i

X EA R, DA GRS i OF A R AT R RIE T A
o WUORENCE B AE R, IERIAAT it A VF B A WRE B AU . S AT o, T B

&, PABHIE A I HES i .

RS G ARG AR I R 55 2 RS (RS VAN U

fi
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. WAREH “2” (Yos) RAREH “&” (No)
LR R AR NS B 5100 CA, JF L 805 | Al (LU R A5 BT 15169 CA, JF L
A1) CA 1560 7 THICRH 26 260130 CRL. | 6110 CA VA0 4 THCBTE 30 C
A, o 25 156025 A O 2 R | RS0 T 25 B 15604 R 7
AT AT
— o F LA LU PR
o SRR (AT 0 A o SRR T 15 CA.
R EATRN AT
 FREATH  RE T
o R IAST CA KIS SR 5T CA CRRIE T,
S EA T A TR FLATE R | o i 1S A RO S 3
g 2 1. o S S AT R FT
P SN A A E L P05, | AL 1o P2 IS A 1500 5 44
W T WU H CA TS AR 2 (51T CA TS | U2 CA T 15 M AR 02 1T C
G, b,
) Sl A S RN R 2 Sl A 1S T ROWE A L2
T i L T3 4 R0 T4 EL 2 i L EE 1506 Valid From FIZ
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K5 E

WSIREHR “=” (Yes)

WSIREHR “E” (No)

TR IUEAS

WA BN L BT

AEPYREA TS A I B, WERY EA
HATRAE (Blhn, gmisA bR sy
ALY B4 A2

 AEPTIEH TR e .

OB AR A R K B S5

HRVELNE R, 1S RFC 5280 5 4.2.1.9

I,

WK “HGREGEHY” 8 “fHa&i-H

M7 (ETCR. XL H AT gL UTC /B

J') ¥ FH B 1)

HRVEANE R, 1S RFC 5280 5 4.1.2.5
.

o eV A FRBE Il A% X 511 RFC 5280
55 4.2.1.10 P R HR SR R B A% 5
X RESE T A AR IER S JTAS SR
FELEH D Re T B0
WE) T AZ LRI AR IRHI2E . OpenSSL
H AT S RE H S5 408 . DNS & 87, IR0
URI 257,

* WAEBMUARMAIASZAEAL, AT TR E

* WAEBAUAN UL dR e i i

UEF A 2. LUR I 1 DU L :
* BARIERY e
< AR TR A&
© AL AR KA L.

o CTROEIH A AN
AR

* HARBRBIAT AL
* RAEBRZEME, AT THae
* WIEBEAZ IR iE.

TR CRL

UE N 413K (CRL) 284 . 2DUT

* CRLF “"FFEH 7 8 “ LR 7B
{HIERL

* CRL MiARAER
* CRL &3,

o 2230 I0F CRL AR A . ALE B T R
CRL K A I A 45 R A e R

« #£A4°3] CRL.
o ME—T] LA B CRL S3iE 5 (175 Fl A VUL

CRL H k. VAR IR AL :
o CRIEERTT R C BB 4
* CRL HIHHRL.
« B
* k3 CRL.
* CRL HiiE45 i FEAH VLG .

fi

4

zan [l


https://tools.ietf.org/html/rfc5280#section-4.2.1.9
https://tools.ietf.org/html/rfc5280#section-4.2.1.9
https://tools.ietf.org/html/rfc5280#section-4.1.2.5
https://tools.ietf.org/html/rfc5280#section-4.1.2.5
https://tools.ietf.org/html/rfc5280#section-4.2.1.10
https://tools.ietf.org/html/rfc5280#section-4.2.1.10
https://tools.ietf.org/html/rfc5280

mEan |
B ==z mean z4

KiSHmE WSIREHR “=Z” (Yes) WSIREHR “E” (No)

Ik 55 s AN DL JIR 55 s 4 PR IR S5 4 I 25 2 A FRdiR 7 (SNI) 44 | IR45 s 44 0k 15 20 7 S s SR U7 1) PO R 45 44
PMRAILHE, XA BER 7S Sl e 55 s A4 Pk | FRULHC.

PR, BOEE TS 0T REDUAL S AR, PR MU 3 B S AT — YA
R AEAA SR IE 150G CA R ZERAG A CA EFIAIT ) CA TE 15 LA B IR CRL ARy 6 B8t 47 |
fleo SRJG, APKLEZ AT CA XGRS 1350 19 51T CA UETHIR,

EREN BEAN X4

RGP T HUE RV E R ESE, BrTLoRs “ BT ol FoA7 s RN A A BELIT 50 21 % 4
AR 0w DRI & 2SS B s B IR 5

| &

BEESEW RN NAUT T SR ViR, UIZIH T R R

)

AR ORRES IR B . AR SO N BR e SCR LA

eSS4 rh, AT LU BT 228 E 4 (Selected Cipher Suites) IR 50 NS5 4: F15%
DR . R SCE M B AR LA T 25 i 2

* SSL_RSA_FIPS WITH_3DES_EDE_CBC_SHA

* SSL_RSA_FIPS WITH_DES_CBC_SHA

* TLS_DHE_RSA_WITH 3DES_EDE CBC_SHA

* TLS_DHE RSA_ WITH AES 128 CBC_SHA

* TLS_DHE_RSA_WITH_AES 128 CBC_SHA256
 TLS_DHE_RSA_WITH_AES 128 GCM_SHA256

* TLS_DHE_RSA_WITH_AES 256 CBC_SHA

* TLS_DHE_RSA_WITH_AES 256 CBC_SHA256
 TLS_DHE_RSA_WITH_AES 256 GCM_SHA384

 TLS DHE RSA_ WITH CAMELLIA 128 CBC_SHA

* TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA256
* TLS_DHE_RSA_WITH_CAMELLIA 256 CBC_SHA

* TLS_DHE_RSA_WITH_CAMELLIA 256 CBC_SHA256

* TLS_DHE_RSA_WITH _DES_CBC_SHA

W == |
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wat gz &4

* TLS_DH_Anon WITH_AES 128 GCM_SHA256

* TLS_DH_Anon WITH_AES 256 GCM_SHA384

* TLS_DH_Anon WITH_CAMELLIA 128 CBC_SHA

* TLS_DH_anon WITH_CAMELLIA 128 CBC_SHA256
* TLS_DH_Anon WITH_CAMELLIA 256 CBC_SHA

* TLS_DH_anon WITH_CAMELLIA 256 _CBC_SHA256
 TLS_ECDHE_ECDSA_WITH 3DES EDE CBC_SHA
* TLS_ ECDHE_ECDSA_ WITH AES 128 CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
* TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
* TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA

* TLS_ECDHE_ECDSA_ WITH_AES 256 _CBC_SHA384
* TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384
* TLS_ECDHE_ECDSA WITH NULL SHA

* TLS_ECDHE_ECDSA_WITH_RC4 128 SHA

* TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

+ TLS_ECDHE_RSA_ WITH_AES_128 CBC_SHA

« TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256

 TLS_ECDHE RSA WITH AES 128 GCM_SHA256
 TLS_ECDHE RSA WITH AES 256 CBC_SHA
 TLS_ECDHE_RSA_ WITH_AES 256 CBC_SHA384
 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
 TLS_ECDHE_RSA_ WITH NULL_SHA
 TLS_ECDHE_RSA_ WITH RC4 128 SHA

* TLS_RSA_ WITH 3DES _EDE CBC_SHA

* TLS_RSA_ WITH AES 128 CBC_SHA

* TLS_RSA_WITH_AES_128 CBC_SHA256

* TLS_RSA_WITH_AES_128_GCM_SHA256

* TLS_RSA_WITH_AES_256_CBC_SHA

fi
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* TLS_RSA WITH_AES 256 CBC_SHA256

* TLS_RSA WITH AES 256 GCM_SHA384

* TLS_RSA_WITH CAMELLIA_ 128 CBC_SHA

* TLS_RSA_WITH_CAMELLIA_ 128 CBC_SHA256
* TLS_RSA_WITH_CAMELLIA 256 CBC_SHA

* TLS_RSA_WITH CAMELLIA 256 CBC_SHA256
* TLS_RSA_ WITH DES_CBC_SHA

* TLS_RSA_ WITH NULL MDS5

* TLS_RSA_WITH NULL_SHA

* TLS_RSA_WITH_RC4_128 MD5

* TLS_RSA_WITH RC4 128 SHA

TR L IR,
o AN B A SRR B, WITCIEE BB E . B, A B AN SRR AT A 5
Diffie-Hellman (DHE) 55 #[5 it 2k Diffie-Hellman (ECDHE) %5 i & f K fit 25 i e o il ik s
T ) S R U2 L b5 8 ) 42 1 SR s

o TE0T LUK 24 B0 AR N3 5 s TP RSB A LU AZ ), 3B A2 B 1k
ClientHello ZbFEINFRCE « A RVEAMME R, 15SUSSL AT

HR AR B AP, 1154 18 8 T ServerHello I B4 F 5 B4 38 7 DURC
R, TS ClientHello K s I B TS P43 T IURCAORINY. 25 ClientHello 4
FUIN, 52 4 M ClientHello W5 KLt MR RS2 S FEIOBAIVISF. 10X 2 S BOTAT IR 2
BTN, RARRBEATIL. MRRGERR AR EIEN, T2 S5
SR

NSRS fR 2 R ) 8244
] LB PR A SSL V3.0 8{ TLS V1.0. V1.1 3% V1.2 INEE IR & T VO . BRSO, AEf) g
R 25 B BT A W SRR s WSR2 ANRCAS W55 AT o] B a2 KA AR DG JC 14D o 28 98 405 S5 i )
AHVCHC o ARAEFN A, g 48 /D 3k 6 — N SUBAS .
AT DALE AR L “PHLk” 8% BRI IR M)A i A SSL 3.0,
18 TCTE FERRA TN 4 ik £ SSL V2.0; REA R 2 A1 F SSL V2.0 I s . Al AL E TS
TEMRE A R VP ERBH E IR S AN BE— B A . 5OV B, 15 S R B VAR S I 210
BRINALHE,

Wltm, BERHIEFTA SSL v3.0. TLS v1.0. TLS v1.1 FI TLS v1.2 s, i&4&u iR &k
Iﬁ;
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Add Rule ®
Name Insert

‘B\ock old versions | Enabled below rule v ‘ | 3

Action

| ® siock -

Zones Networks VLAN Tags Users  Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS V1.0
TLS V11
TLS V12

[] msvi3

‘ Revert to Defaults

fREE A $R1E

PUR 238 0118 s ) w] FH R4t

FRERN mmisiR(E

#5427 (Monitor) #AEANREAVFEIEL R . M, BRI H R mBERE H &L, MASHIE
IRE TR PRI RC AR i RV R MU A6 UL T, A 222K ClientHello i B .

ARG G R AR CnRA) SRILRC R, DA E e, BLIEIS R s iz . PrULRCrss
—AME “HEE” (Monitor) KU E R AEATIE— D Bl I R A AR TR RSN, R At
ERINTR AT o

BT MR MU 32 H R B ER S, DI R GE s H 3R 2 P R A R Sl sk

#I] Cisco Secure Firewall Management Center (4 78, 1 JC 18 i AbHHE 120 42 U Bl ER O ERVE I H A&
oS T

FRZE AN A AREIRIE

AR AT i A I, DU I ) 47 SR (R U AR B A AT VRAS o R T2 2 ) %

TR 25 A ZER I P, PR A v e S D ORI E . AR GETE 200 N T A TR
N s PR L PN 4 B LR

PR TR 1) s L s A 9 «

o VR L fif % TLS/SSL it .
o T AT LME AR A
o BRI E (U Windows Update) 1 BAHR KT 3l 25 o

U |
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| G

o REBFEEE TLS/SSL B, (BLHEE R v AEERFTB. D) A
H B, & (Cisco Secure Firewall Management Center & PR 55 ) P 3 78 & e 2 fAF 7 B 2

ARG R, TS P ICTEMR & U BRI B 15

“RERE” M P Y ZE R PR

fas ] AR FRAE s Sems A 52 o IR BB AR Ay URL i€, /TRl Talos TR SE Hr. T
TR IR oA, XLy A a] ARk H 32, i el WHFTE AEM S B R. 52k
AN FET PR HAAFATI. SR BARBATS AR R A S0 URL R 982851, (HIXJf
AT TR REY: o AT SR AN AT 038, A7 2L m] BE 2> 2R Y.

G AE AN A AR sk FEAE F 200, DAk S oM s i N, “ARBRERNES 2% AR A S
Jilp 21 553 B FATE WebMD 34

LR &AM RIS~ ), e nl DA I “fde” F1 <P KRl Mk, {H @2 WebMD
AT A N . B REEN A — GRS, 5S04 TLS/SSL s rEm] , 55 2 7.

Decrypt m

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings

+ Add Category + Add Rule Q. Search Rules b
Name Somcs Dest Zones By Dest Networks VLAN Tags Users Applications Source Ports Dest Ports Categories ssL Action

# Zones Networks

Administrator Rules

Standard Rules

1 DR 1 DN selection * Decrypt - P
Resign

2 DND Health and Medic Do not decrypt # W
— Decrypt - P

3 DR for all other traffic Resign s

Root Rules

Default Action Block

N

AR OAZDK URL IS N PRI, 5 22 AR T A 000 ol 32 ORS00k B LA s s L 2 (g,
Facebook Message &Y, Salesforce) o 1 KVEANE S, 18 S [ i B I FH 32 ) 1) e 1 S B8 o

fRZE A BR LE$R4E
RIS RARSL DL F I e
 BRLIE (Block), BEBRETTE L FER:, AT SHECE /M K

BT SN AR Wl f i TSRS TR B E . AT S, BT B8 sy Bl P I 5k . 4
SRR, I G R R LR T

* FRIEFEE (Block with reset), UL#Rff T2 EIF B EIERL, 0% 7 il 0 o A -
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maon mzet

PRSI YNER O EE, (HRIEWIRMKERN.

BT ERBhE NI (i) BB R ORAE(E T BELLE (Block) BBRIEFEE (Block with reset) #:4F, [
HEB/ASHER TR E. W6 B A ELE (Block) BiFE1EFE & (Block with reset) £ 4F R,
IZFUTE 224 DRI AR A N B e BB Y G (i 5D B2 1, T SRS 2 i 25 70 i ) 550 Wl /s e 4

(=)e

FRE RN R 1R

Decrypt - Known Key 1 Decrypt - Resign £ 4E 20 N2 i s Bb TR 2 . R G0 U 1) 45 R A 2 i
B . V7 I N AR )y AR B A R I (i, A8 T LIS 22t KR A R B,
FHAG IR AR« 28 SO BB R . RGAER SUVFRITR AL 20 3L H AR 2 A &K T 5 n

o

FEBAE R A ZAFARUEBAUE ALY (CA) FEF AR i . XA LIBT1EInvalid | ssuer S /R 7E IS
PRE “SSLAEARREE” #1h

HRIWINZAEEX R GG S, 5SS 2 GBI AN 5 .
FAEES: TLS 1.3 iR mihsrik.,
HxER

TLS 1.3 fift 2 fefh: 5k

1537 TLS/SSL f& 14 N1k

PLUR 380 18 an el Wi 4% TLS/SSL IR A

—!=—_ A3 5'; o

1I=| l%\-l‘-l_ﬁﬁaﬁ
WERAFA B RGIEAT BRI, EBNSFE B LN HEES T EORON . T ERERAR A RE (R R A& 8T 2 i,
JT LA 2 5 BN HERR (KX 26T Bt &2 2 53K . PRIV_KEY _RECV Fil SECU_PARAM RECV il
WO ERE, 4% B8, CONTEXT CREATED Ml CONTEXT DESTROYED if-%i#% 5 hiss s A

DA 143 A %
> show counters

Protocol Counter Value Context
SSLENC CONTEXT CREATED 258225 Summary
SSLENC CONTEXT DESTROYED 258225 Summary
TLS_TRK OPEN_SERVER SESSION 258225 Summary
TLS_TRK OPEN_CLIENT SESSION 258225 Summary
TLS_TRK UPSTREAM CLOSE 516450 Summary
TLS_TRK DOWNSTREAM CLOSE 516450 Summary
TLS_TRK FREE SESSION 516450 Summary
TLS_TRK CACHE_FREE 516450 Summary
TLS_TRK PRIV _KEY RECV 258225 Summary

fi
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TLS TRK NO_KEY ENABLE 258225  Summary
TLS TRK SECU_PARAM RECV 516446  Summary
TLS TRK DECRYPTED ALERT 258222  Summary
TLS TRK DECRYPTED APPLICATION 33568976  Summary
TLS TRK ALERT RX CNT 258222  Summary
TLS TRK ALERT RX WARNING ALERT 258222  Summary
TLS TRK ALERT RX CLOSE NOTIFY 258222  Summary
TCP_PRX OPEN_SESSION 516450  Summary
TCP PRX FREE SESSION 516450  Summary
TCP PRX UPSTREAM CLOSE 516450  Summary
TCP PRX DOWNSTREAM CLOSE 516450  Summary
TCP PRX FREE_CONN 258222  Summary
TCP PRX SERVER_CLEAN UP 258222  Summary
TCP PRX CLIENT CLEAN UP 258222  Summary

[

SE A3 5F [=1=

HitEi=3
BAHE I TLS 1.2 MYESEME T LA R o888 . FATAL BE BAD 24 1] e 26 WAA7AE i) {5 {H 2,
ALERT RX_CLOSE NOTIFY W] IE%# .

HRVEANE B, 1S RFC 5246 5 7.2 15,

TLS TRK ALERT RX CNT 311  Summary
TLS TRK ALERT TX CNT 2 Summary
TLS TRK ALERT TX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX WARNING ALERT 308  Summary
TLS TRK ALERT RX FATAL ALERT 3 Summary
TLS TRK ALERT TX FATAL ALERT 2 Summary
TLS TRK ALERT RX CLOSE NOTIFY 308  Summary
TLS TRK ALERT RX BAD RECORD MAC 2 Summary
TLS TRK ALERT TX BAD RECORD MAC 2 Summary
TLS TRK ALERT RX BAD CERTIFICATE 1  Summary

<~HN
mh
ol

0
-
oS
i

RETHHEHER RGUEHR . XA IPIRDUE W RS ENER. BY _PASS tH At i A4 il
AT B ARAL BRI 5% (Snort) HEFE (FEBATHiztT) sNIALIE 0. LU RBlh o 17—

BEER TS
E24 0 s A o . EAF AR B8 YK, 1518 H A2 show counter sdescription |include
TLS TRK

> show counters

Protocol Counter Value Context
TCP_PRX BYPASS NOT ENOUGH MEM 2134  Summary
TLS_TRK CLOSED WITH INBOUND PACKET 2 Summary
TLS_TRK ENC_FAIL 82  Summary
TLS_TRK DEC_FAIL 211  Summary
TLS_TRK DEC_CKE_FAIL 43194  Summary
TLS_TRK ENC_CB_FAIL 4335  Summary
TLS_TRK DEC_CB_FAIL 909  Summary
TLS_TRK DEC_CKE_CB_FAIL 818  Summary
TLS_TRK RECORD PARSE ERR 123 Summary
TLS_TRK IN_ERROR 44948  Summary
TLS_TRK ERROR_UPSTREAM RECORD 43194 Summary
TLS_TRK INVALID CONTENT_ TYPE 123 Summary
TLS_TRK DOWNSTREAM REC CHK_ERROR 123 Summary
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EDN:

Aix

sxwizitsz

TLS_TRK DECRYPT_FAIL 43194 Summary
TLS_TRK UPSTREAM_BY_PASS 127 Summary
TLS_TRK DOWNSTREAM_BY_PASS 127 Summary
T80 =3
1T =X AR

HORHF R TS R R . IRSTHEERAE IR WIS AT I R GE T NaA B B3 %3L T 0. LA R filFl
TR R -

> show counters

Protocol Counter Value Context
CRYPTO RING FULL 1 Summary
CRYPTO ACCELERATOR CORE TIMEOUT 1 Summary
CRYPTO ACCELERATOR RESET 1 Summary
CRYPTO RSA PRIVATE DECRYPT FAILED 1 Summary

RING_FULL THES AR BORE R v, (R R g8 h s ot v i #o i i
ACCELERATOR_RESET v #4 #4587~ TLS I I i FE s AN R I EL, i R b bl 5 3k
R, B84 ACCELERATOR_CORE TIMEOUT #1 RSA PRIVATE DECRYPT FAILED
R BT

TR ] AT R AR, SR TLS Inss i ( 5¢ config hwCrypto disable) FHHL& AR TAC Skl vk
i) 7

)

AR 0] LU show snort tls-offload Fil debug snort tls-offload #ir4E47 HoAl b HE RS . 1 clear

snort tls-offload #7414 show snort tis-offload #4H fsfrF S 7 &,

Xt i 2 RN AT R RS HERR

D N e p ity ARG T b [P i {6 1

XF TLS/SSL 81T A

TLYSSL #1128 W & i 2 TLS/SSL it & R A . (T2 & & & nl fE &%) TLS/SSL 1T
FH, B SCRE TLS IS s (1) 52 55 6 % A A T e i 10 5 5Ok SLREAT Ab

JARLT TLS fns sk (152 8 B AL I, 520 B 4 (1A o 2ol 0 ACHR s fift s S 1) Jo %
R RYIRAE 1B F SR U B A T AR 2

- GRRER IR 1
« i
B

© BLIEJFE R

fi
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B 5 russssiT AT

U P SR 1Y) JOIR AR RYRAE P 1B TF SRR BCEN RRRE ,  HLAHICIOUS 1) P2 HEng e B0 A
i, MR EakAd; HEWRE A k.

Xt TLS/SSL #8 1T Rt T FEHERR
WERAE 32 8% C A M TLS Issnidt, &nl LEFERFE, DU E B Wil 8] T SSL T
o S 25K SSL AR S ARSI BNE R F TR AL .
FiaZ |l

o BUE A a iSRS, bR ST Fe A R R RYIR4E (Undecryptable Actions) ULl - [1)1E
F4&iR (Handshake Errors) 3 H .

HRFME R, SR E TS W EOA AL,
* 2 SSL MU JE I H &id 3%, @ Cisco Secure Firewall Management Center 1 /g [l b5 15157 BE Y 28 27
PR ¥R A I MR H g S T R S R SR A BT IR
buK i
T WUIRMRE R, EEx FHEHAL,
FIE2 KU 947 (Analysis) > i%#E (Connections) > 44 (Events).

$IB3 N EEEMAIRIE (Table View of Connection Events).
PB4 S EREFRIEYIP X, RS SSL FEREAM SSL FiE 24 H AL .

S5L
Statu

PUR 78] B os an ] a3 B2 h AR vh s in SSL SEBRIBIE. SSL iEEiR. SSL itrE. SSL mEE.
SSL SREEAI SSL #M%. CEFEXIEHER “ZEH 517 #8455. )
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All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

883

S5L Flow Messages
S5L Policy

551 Rule

(<]

35L Session ID

‘ Cancel

¥1)4% (Cisco Secure Firewall Management Center #BEFR R ) w1 JEBE AT 2 2 W5 R SH0F 7 B g 1K)
USRI

LIS fULNA (Apply)s
TLS/SSL 811 Hidid SSL fr&%H 1) ERROR_EVENT TRIGGERED #l OVER_SUBSCRIBED [¥Iff

R
HIB6 WA I TLS/SSL T, 8RN ZEH R LA Firdz—:

g #R

show counters I TCP_PRX BYPASS NOT_ENOUGH_MEM
HMEBOR, 5% SR B a& T 3125 2 5 K] LA
YN SSL At e 2%, Bt F AR RR I LAk A
DS A I o

show snort tls-offload W BYPASS NOT_ENOUGH_MEM [R{E %
Ko VEH BN B A5 T2 30 2% 1 K IK mT LR gl
SSL Ui T %, BAY FH AS SR 2 A 0 AR AR 56
AR N L

xF TLS ' Bk
L6 R F A RFC6520 52 X IAL S 2 24 (TLS) A AL i )2 2245 (DTLS) Whisl ) TLSO Bk Ji2

SSL Lok il I A E RS AT BPRES - 207 i ml R 55 4 Ao i e 7 1 B B, R 5
I IR o A SRR Ry, A3 T R

| U |
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M)A 1 TLS I g (452 8 v a4 1@ F ] SSL R INE 5 4 Re Bis tIN, 245 B R h AT i s 3
W (¥ T A R BB H R B SRR (1 BB T 1 E (N354T -

* FHLIE
* BHIEJFEE

HxEH
X TLS OB AT MO SR 56 38 TL

Xt TLS L BRI T PR HERR

ARG 1%

it CR M TLS N i, WErT I A SRS rE, DUE B2 A 2 7 2 AT SSL
‘LPEJHTFE’J/J Ui b

WA/ RE SSLRH B AN IN B R .

FHIa Z Al
SSL LBk HOERLFAF I LML b SSL HH B AN I BRER SR 7 22052 S I R 46 rp (B2 A5 2
f#H] SSL Lo, S SE AT L FAESS

o POE A RS, P — I 6 Fe A R B BY3%4E (Undecryptable Actions) 2B 1K BT
R Z$E1R (Decryption Errors) [ E .

ARVEME R, 1S BRI N B AL B

* JJy SSL ML 3 A H & id 3%, WiCisco Secure Firewall Management Center A1k B 71 BE 9 4% 45 B
HHTIR

iz
TR WRMARG R, xR FHP L.
T2 KR > i > B

FIE3 Sl EEEMRYRE (Table View of Connection Events).
PB4 SEFREREIITR x, AR/ SSL RFRE A SSL tiE 28I .

S5L
Statu

PR il S os ey e iR pifs I SSL SERR#RAE. SSL HEIR . SSL MiFRAE. SSLfiH S
SSL REEA1 SSL #LM A1

B #=an


management-center-device-config-74_chapter65.pdf#nameddest=unique_2246
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html
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All Columns

b e B e R e

S5L Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

S5L Flow Messages
S5L Policy

SSL Rule

35L Session ID

‘ Cancel

s¥nsssiazE

¥1)4% (Cisco Secure Firewall Management Center #BEFR R ) w1 JEBE AT 2 2 W5 R SH0F 7 B g 1K)
USRI

PS5 st A (Apply).

TLS Lokt SSL tiH B4 K OB R 7

FER6 WORE RPN ] SSL DB I 5, 2 B U YRR ], 5 2 3.

X F TLS/SSL $i%E

FELGRY FAE AR D TLYSSL 8t e BUiE e AR, AR R S i N JsUs IR 45 28 E PO IR FR 4L
RItE, G RS B A AR - ERIRAEM MR, DAY 52 3 B R BN F A R B, IRk S
Je W Had ek,
TR I TLS/SSLAUE, 15 2230 % 56 5] Facebook Z5 A2 5h W FH o« 1 SR s W4 Fat i, ME
FH I 28 0] 5 28 3EA T 6 55 o
% 2| Facebook. ) 0] LY H] Firepower 45 B rhCoii iRk gt — E B TLS/SSL 85

)

(B, BTG E % 3 Facebook #8)W H, {HA] LAf#E ] Safari 8¢ Chrome

P

Gn G 25 v R N F A SSL B e

TLS/SSL 8 e AR TF80N H

AXER

X TLS/SSL i AT Wb ebR , 26 40 7T

152 W TLS/SSL Uk 5 [H e e , 25 8
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http://www.cisco.com/go/firepower-config

mEan |

B 5 russsse g TR

XF TLS/SSL $5i %E

LI
PIE2
SIE3

PRA4

AT PR HERR
A E &S, AT e IR B SSL BUE . B 4 /b ) B S A R AR TR s i SSL
kRS SSL FE 2.
FIaZ Al
o Ny fEE RN A H & d 3, 4 Cisco Secure Firewall Management Center g i 575 11 55 2 Y 25 45
B FE R AT O Al N b s T AR A R A T
* E 5% Facebook Z5F5 8N s Wi Bon M4BT, 51 Chrome 8% Safari % 5% Facebook.
T RAT DU FH 9 2 ) W28 6 5, AHAS ALY R, WIWT e & A SSL 8E .
iz
WERMAR G, HER FHPLO.

IR S 487 (Analysis) > %3 (Connections) > 14 (Events).
AidiEiEE 4R M E (Table View of Connection Events).
MFERFRTEIR I x, 2D SSL kR SSL il 241 A1 .

O

PLR 78 3o e ) i e SR s n SSL SEBRIRAE. SSL
SSL B SSL #m A,

SSL
Statu

- A=

TEEIR. SSOL ARE&. SSL 7ntLiﬁ,%\\

All Columns

b e B e R e

S5L Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

S5L Flow Messages

Q3

S5L Policy

551 Rule
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35L Session ID

‘ Cancel

B #=an


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html
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st Tes/ssL gzt g i

IXLE51¥ 4% Cisco Secure Firewall Management Center g B 45127 FE X 2545 H1 H5 5 A (OB RN ‘2 4
AR Berh i R P A TR0

WES mdNA-

FI6 LU FABA AU SSL BUELT A .

WIRT WSS E W4 i N AT SSL 8tE, 1S e fd s BN MERRIBR ], 28 2 Ui

T—2 Mt 4
& LU ] TLS/SSL 4 5i4t, did A4k L M AR50 H kAl & 4= TLS/SSL 45 «
« LER SRR E 45 %% 1) SERVER_HELLO, SERVER CERTIFICATE.

SERVER_HELLO DONE i &5 LRI & 3% SSL ALERT W4 B JfJ5 i TCP & (3 FH £ BLLL R
SR (AR Al I T & F 4 : Unknown CA (48). )

* “SSL¥iibrs” %78 ALERT SEEN, {HANE X APP DATA C2S B{ APP_DATA S2C.

« WURSZAE I CUR A SSL BB s, W) “SSL M R FIIEH o R: CLIENT ALERT,
CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE. SERVER KEY EXCHANGE.
SERVER_HELLO DONE.

o WRFEE WA A SCRE SSLAR I s Db 25, W) “SSLtiH S~ (SSL Flow Messages)
Y38 %4s 7%: CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE.
SERVER KEY EXCHANGE. SERVER HELLO DONE.

* “SSL yiHHR” ¥¥ 7R Success.

* TEAT SSL 48T i At RIX AR & “TCP HE” (R 43 HBLLL N AEAR
« “SSL yiitri&” FAE N ALERT SEEN. APP _DATA C2S i{ APP_DATA S2C.

© WS s CR ) SSL R, W) “SSL R A 7R: CLIENT HELLO.
SERVER HELLO. SERVER CERTIFICATE. SERVER KEY EXCHANGE.
SERVER_HELLO DONE, CLIENT KEY EXCHANGE. CLIENT CHANGE CIPHER SPEC.
CLIENT FINISHED. SERVER CHANGE CIPHER SPEC. SERVER FINISHED.

o WRFEE IR A A SCRE SSLARE I s Db AR A, ) “SSLtiH /S~ (SSL Flow Messages)
HIi@H 43 78: CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE.
SERVER_KEY EXCHANGE. SERVER HELLO DONE. CLIENT KEY EXCHANGE.
CLIENT CHANGE CIPHER SPEC.

CLIENT FINISHED,SERVER CHANGE CIPHER SPEC. SERVER FINISHED.

o “SSL Wistiz” 7B 8 Success.

AXEM
X AR BN 1R AR BOE AUA AU AT R iR 5 28 42 1T
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html

mEan |
B 5 sz aoiE S sE S TR AT AP

Xf 7R FA BN 5E 1R BYIE 5 BCIE 3 0 A LA 3 I T B HERR

T AR RS, DU E e 2 B BURARE AU . B RRUE P aRAHE T R CF E
TLS/SSL UL+, IR T AAE LR R o R 200 4 2 i) e e A1 (R 2 A0 I 78 T SSL kR AN SSL it
HEA.

Fri& Z 8
o BEE AN R
o« g s J5 A H &Ads%, 0 Cisco Secure Firewall Management Center A Bk B 415 £ 4 25 45
P45 R A IS MR Rl SR v R R S o B .

UK

P WRMAGES, HEE FHPLO.

HIE2 KUk 494 (Analysis) > %## (Connections) > 44 (Events).

$IB3 NI EEEMAIRIE (Table View of Connection Events).

PB4 SERFRERIITR x, AR/ SSL RFREA SSL iE 28I .

SSL
Statu

PR il s ey i E e R pifs I SSL SEBR¥RAE. SSL HAIR . SSL MifRAE. SSLftiH S
SSL SREEA1 SSL #LM A1

All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

Q3

S5L Flow Messages
S5L Policy

551 Rule
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35L Session ID

‘ Cancel
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IXLE51¥ 4% Cisco Secure Firewall Management Center g B 45127 FE X 2545 H1 H5 5 A (OB RN ‘2 4
B RE AT B PR P E TS N

FES A
FR6 TRV W 5 UE S SRS AR LR & 77 A ok o

SSL iR Efras aX
CLIENT ALERT SEEN UNKNOWN_CA o7 SSL 2% P i FH B T 45 20 (0 E T

AU EE, (H T e S CA T B L
5 U SR CAILAS, BRI EF AR
2. WH IR RIS AR A 1% .

CLIENT ALERT SEEN BAD CERTIFICATE TEB O . A5 R E RIS IR (25 4 i A
At 7] 85

CLIENT ALERT SEEN CERTIFICATE UNKNOWN | 4 FiE 16 L T 26 Hodts (RIS 210D il
A, AR

3G E TLS/SSL 13 EH

FHia Z |l

A E AR AEORAF BAT S B E AP 00 A3 R I 5 280 LA BRI A Z0RAT (R 451«

Traffic cannot match this rule; none of your selected cipher suites contain a signature
algorithm that the resigning CA's signature algorithm

VAR IR T A A D) 25 AR PR ) — A B AN R B L A S U o A P AR P AN Sl e
bRl L, AT AL ) IEAEAE ] A UES

\}

ER ORFP TS BOE T @ TLS/SSL I 1) A J5 2

g2

S AR E R B A R A RE - ERERURE - EFEAMN SSL AN, RExE
LU R

TP

Traffic cannot match this rule; none of your selected cipher suites contain a
signature algorithm that the resigning CA's signature algorithm

P2 KA TR E RS, IR ENRAIE 15 552 7] LUZ1T openssl #iT & HI RS
PR3 BT bl Mawd, PLE e 28 4 Sk
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openssl x509 -in CertificateName -text -noout

it RO JLAT s A AR ABL T B 2500

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4105 (0x1009)
Signature Algorithm: ecdsa-with-SHA256

Signature algorithm & xLL T N2
o Pl R (FE_BiRoR I, ECDSA Rl th 23724 500
o AT B E R CEIROREIT ) SHA256) .

2R 51X S PUE ) AL B R IR Cldf A 24 1) OpenSSL) o« A& WK ] REC #%:4.
S ] LSRR A s 2, 1200 Mozilla Wiki bR 25 #&%i TLS 2% RFC 5246 [{fff5% C. Microsoft
SCRSA% X TLS/SSL (Schannel SSP) H ) % i A2 o S A5 F AT T VE4N U B o

WiAg L, 5K OpenSSL 4 FR¥L ey Firepower 15 H R Gef# i) RFC % FK o

lﬁég%lﬂ https://testssl.sh ﬁuF)Jj\J:E/‘] RFC Hﬂ%ﬁﬁﬂﬁo

k7R ecdsa-with-SHA256 1] LL7E Mozilla Wiki _F AL 20041 & 4k 5]

a) [ULFEAFRT 7 ECDSA Fil SHA-256 (125 i IR 6% i (1 EQR LA T J5 .

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256

b) {E RFC LG & BN K RFC A EMF . X LSRR AR LA J )

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 128 CBC SHA256

SR8 F LRI AN S

1 A& TR st TS R HERR

XFMEFE
TR () e A2 28 o TN A AN 1] 35 B S AR i e ) JE o 3 A7 RS 5 A DN SR I a2~ 1 A
B ARG R RGN SR I ALAE LG I I s 2 i85 8 o U BN & DR AF- 2 TR 1R 35 A
WIEAL I (IV). X T SSL Al IPsec, #ibn] LI E UL R B

o XJF SSL: £31% SSL A, . H ¥ IP HuhkFv 11,

o X}T IPsec: IPsec ‘&4 RIkEE.
—/NIRAT LRGN 2000 NN A4 H o BT S AE A — AN IR HER crypto v A, IFETESEUIN R

TRJE RIS R o BRSO B R S I I 1 SR A H R T PRI H RS B Tx)
A7 T R iy 4 IEAT W HE R
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http://openssl.cs.utah.edu/docs/apps/ciphers.html#cipher_suite_names
https://wiki.mozilla.org/Security/Server_Side_TLS
https://tools.ietf.org/html/rfc5246#appendix-C
https://docs.microsoft.com/en-us/windows/desktop/secauthn/cipher-suites-in-schannel
https://testssl.sh/openssl-rfc.mapping.html
https://wiki.mozilla.org/Security/Server_Side_TLS#Modern_compatibility
https://testssl.sh/openssl-rfc.mapping.html
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DB AERIAT A% 20 SOAR SO AT B30 48 n) DU debug menu ctm 103 iy 4 K Af it — 12k 1l
Ao AR SCAEAL T disk0:/crypto_archive.

Bl

FTD# debug menu ctm 103 crypto eng0 arch 4.bin
[Nitrox V Archive Header v1.0 Info]
ASA Image Version: PIX (9.20) #0: Tue Mar 29 16:20:30 GMT 2022

SE SSL microcode: CNN5x-MC-SE-SSL-0011
AE microcode: CNN5x-MC-AE-MAIN-0002
Crypto Engine 0

Crash type: SE Ring Timeout

Core Soft Resets: 11

Timeout Ring (SE): 12
Timeout Entry: 642

SE TIMEOUT:

Core SE 6 Touts: 2
Core SE 8 Touts: 2
Core SE 12 Touts: 4
Core SE 32 Touts: 2
Core SE 37 Touts: 1
[Timeout Session Info]
Active: TRUE

Sync: FALSE

Callback: TRUE

Saved Callback: FALSE
Commands in progress: 1
Engine : hardware
Device : n5 (Nitrox V)
Session : ssl
Priority: normal

NP VPN context handle : 0x00000000
Flag : O

veid @ 0

Block size : 2050
async cb ring index: 0
tls offload rsa: FALSE
Session context:

SSL Version : dtlsl.2
SSL Context Type : handshake
Encryption Mode : gcm
Auth Algorithm : null
Hash Algorithm : none
Key Size : 32

SSL V : dtlsl.2

Source IP : 82.1.2.2
Source Port : 51915
Dest IP : 82.29.155.32
Dest Port : 443

FE BB, S s (AR SR TN AL BN R CEEIN 45 H D) 1 SSL & il 5 S

TSR E
LARBC A5 Nitrox VN DHadE a5 AL 26 AT SCRPIN S A7 RS -
* Cisco Firepower 3105, 3110. 3120. 3130. 3140
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* Cisco Firepower 4112, 4115, 4125, 4145
* Cisco Firepower 9300 SM-40. SM-48 Fl1 SM-56

* Cisco Secure Firewall 4200
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