g B F0 M % B A 12 55

PATR 7 i A 2 A 0 2% 22 oA 8 K FEE Ly X

o ALRE 2R G 2 AL BRAS T A 5 55 1 L
o fEN R 48 2 PAL FE S A F AT E SR, B 1 T
o ARH E RN 48 2 TRAL BE 2R P ZER AL 25 45 1F , BB 2 L
© R/ ST B AR R E , B2 T
o AHFNEGAIE , 55 5 1T
o WIIIVEALTALBERS , 25 7 1T
o IP 7y B4 TALELES , B 14 T
* F LA, S 18 TT
* TCP iy b By , % 23 it
* UDP Hdlim s # , 5 33 1t

i B & E AL IE &5 E I

190 2% 2 A% i S LA B RIS TP 70 B« BB AN IE Az TCP A UDP 23 1 P AL U0 A A B it o
FERG B A AR B FIAL PRS2 T, 5 B AP A Ko 5 B 410 SR AN A7 8 0 5 T AL PR N AR R
W5 AR PRRS 3, IR I Bt AR Sk IR 3 PR AT O o AR K L i 5 8104 A 8 1) A 7
AL BRES Z BIRX BOYIE], - AIBCH A LA P 200 B b A T R A DUETEA T AV IR 3%

2N R R 2 HCE SR AE I PRAL BELER I, R g es H B AL e B, BV LA P 2% 20 B 56
W 90 248 T OR B AR HPIRES o

EHIEFN M LE = A T8 88 A1 AT IEEE Sk

BB 1D 1F R E
IPS

I empmmgznLEs i



temRmmgERLES |
B cornmsEmemsnEtne st

2 BFRTE
(ZSA

B EFOMN L E AL I8 58 B F Sk Fn s 5% &4

FF

[
i

=

SCEFRYSEL
&

RRfit

3

I
i
pit

>

1R 01 (Intrusion Admin)

= v 58 /1 5o
SREE/MEBTRLERIKE
A T LA 5 5 4 1T 0BT ) P SN O BT A5 10 45 X B0 VLAN. AT LA
7 0 o T 0 5 S0 R

2 8% Y VLAN 3R k%

] — R AT BE T [ AR AL P Y VLAN bid AR, n A2 Mt 4RO AL 2 . i, 76°F
Kb, [ E A DO VLAN A 37464, 37 VLAN B #4780,

—"| Managed II II

Device

Client — Router

:

T LUK ARG IE B 2 VAN Rk, AT AT DUB O 85 10 0 8 L f Ak 2 4000 £

MNZREFHM A Y 7E h i Ky
LANGEFERNPARES R E N “ ZF I (Drop and Generate Events) [ A2 81 0 5 i ik 8

W ENIBEE T, Rl E S bk B 00T B EE AR AR ) &8 k6t TCP 5 UDP 2 57 3
1 H R Y

B EhRnRERTES



| EHEfME RIS
sgenmamntests [

Je

R T ARSI N0 R R T8 UDP Baift, DM Hc L Ak LS 8 ) a2 TP B i Sk vh O YR H
bR TP k"7 BE S UDP ik P )3 115 BORBAE S B0 7 7 9F B3] UDP 2

BT DARCE RGURA BN NG BN, MR AT ) 2 14 2 L i & TCP 8 UDP 2 5 MU I,
SRR RAR MBI TCP M8l UDP 23 il fn] AR NIBEEEE h A RS s M 2, B 355 i oy #4828 A
WP sl AN 15 BN S RF sl

TR BTGB, AT AR R

o QI EE S TCP 8L UDP (I FR resp JCBE) NRMIN . 152 B N2 RIS Lo

© NI IR react B resp SCHEE s 15 25 i B0 Y G HE T .

o BUHRT TCP Rz, NI LA i AR 11 b it 50 7 14 5 O b AR 2 e 2 T 5 5 Fr)

e ES YA N AL FE AR, 55 3 TR ) KRS A A R/ NI AV .

YULHCIL Rl R 2 FE R, 3E Zhm B2 DG 2R, R TR

* TCP- ZFfil kBl s, JEAER s MR S5 it i i A TCP T & (RST) Hidla

* UDP - [a] <3 1 [P i 1% ICMP AT is i 1.

= R AT/ P £ T AL T 25 12 15

1£ 3R BR % $E 1 Z 1% VLAN R 3k (Ignore the VLAN header when tracking connections)
FRE RPN R I & 28k 2 A7 VLAN ik, b fros:

o PRI, R BME VLAN ik SEBEE M T EHAN 7 ) A& (05 m] BE A 5] 7]
—EBMANA] VLAN BRI 208 % 4

o MERFIILIRINING, RS VLAN k. B B TAEFAN R J7 [0 4% 3 1 7 8 AN 2k 0 3]
[l A A VLAN FREE 1 O3B %

B A TE BN A

o B TCP B W I RIG B w4, G 2R ) shadi s B k48 b AR &, IF BAESEmrg
S0 N I i IR I BN R #528 (Minimum Response Seconds), & 454y Kk HAB IR Shm N, K&
ECIR B e i RECR . WE N 0 2251 resp o react MU & LA G Bhm N . S NIR E
FERUN R S SR , 55 2 TURIE Sl i OCHET .

IEER, IR B S, B & 1 resp 5% react BEIIHS 2 A B0 £ BN .

Bz /)MId K2 #54 (Minimum Response Seconds)

B TE R G0 R S s B S (R B AR ] oA IR S 2 ™= AR IS S s Y 2 iR AR A, A
LB A TE IR EY (M aximum Active Responses).
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HBEHERRIET: S1A%% 1k B 512 % B11E (Troubleshooting Options: Session Termination Logging Threshold)

A

EE O EBN 2L H &I B (Session Termination Logging Threshold), FiAESZEEA Wi iRk
AT IR

SCHFN AT BE 2 AE R HE BRI I ST IR BRI HE B AR 48, DAE AN IE B IR € B kil B B
CRUIE T B B R TERE, AR SCRE N DI T BT 1R AT

[ Ul =y S i o b O FE RS W) § CEBUR 2 P G ol NP RS RS PSS

\}

AR 1GB [ ERGE ZH AL B2y BC ) 3245 et L N A7 2 B B

AXEHR
ELIINES: 2

Ao E SREm/MEMLIERIRE

BOE EHEELL . Vi EE 0L 8 PR L 01 A BEBUT AT 55

UK

SR VRIS G A, sk LI R ()
SE2 Ll BEE > BREE, K5 AT REMETRCERFRE W 5Am mE (4 .

PR3 B B AL/ M 25 PR BE SR T0 , 55 3 UPRR AR I, Wb AR T =15 2 1k BRRIE R H1{E
(Session Termination Logging Threshold) $x4h.

EE WM NS i1E# 1E HARIEF B8 (Session Termination Logging Threshold), FIEsZHEA
RFRRPAT IR AE

HIE4 il OK.

=5t 4
o B, B OPPRCE NG, Wngn S R PR b g

© WREBCEE NG WS A E

B EhRnRERTES
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| EHEfME RIS
wwiie [

R4 F0LE IE
N

AR MG T Snort 2 FHALEESS . A OC Snort 3 B ARG E, S M

https://www.cisco.com/go/snort3-inspectors.

ARG AT R, DI R ENC S 41 IP. TCP. UDP F1 ICMP {44,  HAEEA 0 %K
P AR R T R L SR AME . BRI SR e Bl W P I P SO 7 e 8. AR AR
Gk SRE Y 2 EALERER O 5 ANRME 20 WO R GRS

AR VRS0 NG UE W) e 3 BUB M 2% 5 AT o TEVER, REAS AL A IEFF. 75 A B
B, TR AR GERC BN AR AN TE R R e

FEBE FALE E 1R IR
FEMEZ N BB T, n] LORE LU R AT IR T 1 o B /B A (Enabled) 5B 25 F3 (Disabled): 8U{E ik
& i E N EF (Drop):
* ICMP #8&%1 (ICMP Checksums)
* P #Z3& %A (1P Checksums)
* TCP #{4&#0 (TCP Checksums)
« UDP %38 %0 (UDP Checksums)
LEFG B, BRI E N EF (Drop) LLAL, IEUAZIAESCIR I 45 53 Bt ks i H B AR
(Inline Mode) JFfi fr B & ok IR & -

TEWE B350 P B A IR I B b, R IX SRk I E 3 (Drop) 5K E AERH
(Enabled) #I1E FHAH A

)

AR /ETCPRFNT, 2B LN (BRI SEeid 2N AT CRCE K Snort AL

PTAT IS8 AR IE TR N E B A (Enabled). {HJZ, BB s i DOREWIRE iR 22 Z 57 1P
RIS AN AL R B . TR, AR Holi AL i8 2 Snort BEFEZ AT, BB A i FhAE W% 1
SAEE AT R R AN UDP ffa .
AXERM

PRS2 v T AR B 8 U0 R 1B
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B zieswn

temRmmgERLES |

BERIGR FA

\}

IR W IE T Snort 2 TRALEESS . 5% Snort 3 B ARHIfE R, EZA

https://www.cisco.com/go/snort3-inspectors.

UK

$IB1 EFEBE (Policies) > i )32 %] (Access Control), 4RJ5 i M4k 5455 8% (Network Analysis Policy)
BURER > I ElEEl > NMR, AR5 il RS iR .

pE S U5 A RE SO A BRI ARSI H (K28 — N ERAR KU ), A0 T2 A AR ) i 35

1298
PIR 2 S TG K HEM 551411 Snort 2 BigZR (Snort 2 Version).
HUR 3 B R S R ()

ARG RHE (O, WIRWIECE S T ek, B B8 SOie B M BUR .

PR 4 pi PN E (Settings).
FIE 5 U FAE /M B TRALIE SR (Transport/Network Layer Preprocessors) I (1#3& 136 iF (Checksum
Verification) C4EH], & midiE /2 A (Enabled).

6 S RIEFIIEE (Checksum Verification) 55141 w38 (£ .
BT BSOS FIE , 55 S TR BT E
R 7E TCPZIRAN T, 2B LI (BRIN) el B2 AT ] CUC 1Y Snort LI

WIE 8 LRAT H _E RIS A A LKA IESRE G AT IS 2, 3 Rl R {5 2 (Policy Information), #AJ5 5%
i #IAE B (Commit Changes).

WRAEAIA SE U DL TR S, W2 R AR SRS IS, 28O B IR LUK K G A7 T

-t 4
EREEN: W50 R
EEE S
L]
PGSR W ST RN 2 s
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| EHEfME RIS
mimssmszs

REX A SE (L FRAb 32 25
A\

AR MG T Snort 2 FHALEESS . A OC Snort 3 B ARG E, S M

https://www.cisco.com/go/snort3-inspectors.

W IBCR T AL TIAR PR 2 KAt VA, TR AT RE AR i 2 A N IR 28 v 43 LUREJTAS I 1 ] REE o

\)

AR ONIERGUL M, AT A 1 AT 1 B0E W B P IBCER OGS 1R S B AR AT R
TR

AT LLIR 7 IPv4. IPv6. ICMPv4. ICMPv6 Fil TCP i B T E A S HIETEtk . KREZHFNTEA i N Bk
IO T ER 2R BB R P AT « (2, TCP HEim AL P43 A0 3K 22 BOR S AH e I B0 G A B
WITEA L, fLRE TCP 3kt

FER B R 45 EAT AR A I 2 SERD AT A IBCREYEAL ,  HL R AR TRAL PR BEAT A FH . RV A AN A it
BRSPS AT RSN R Z .

WIBC AL TIAR BEES AN S Bl B A A B LA AT IER B8 v ) LA TUAL B 2 R 5 | S A 1
AL AR AT W) T DR AR G AL P 0 K A 55 P 4 rh LR R Bl B AR T

\}

AR AEWNBGERET, 1 H A BRI E 25 F Normalize TCP Payload 3£ [ A B AR Yz 4k
TRALEESS . (ERESIERE R, BRATEWEAH BN E S

R EM
PR B0 28 Hh TLALL L S A0 1B 2
KT H Y i S
TSR & vl
Minimum TTL

MEH TTL (Reset TTL) KT & T 0 IR I & EN, 1ERe Pk E:

* JHHIMSEAL |Pv4 (Normalize | Pv4) 5 R4 SLVF “IPv4 A 4£ N ] (TTL)” (IPv4 Time to Live [TTL])
FBATH I B ME s BNE 2 B TTL R O A H X EE TTL (Reset TTL) #
EHE

* JEFI#SELL 1Pv6 (Normalize | Pv6) Ji R 48 e i “1Pv6 BEEFR ) (IPv6 Hop Limit) 7Bl 7 1) 5
M BUNOES FE TTL s G TE L AT EE TTL (Reset TTL) BB M{H

PP BON AN, RGHRAEA 1.
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B smsewtnm

temRmmgERLES |

\)

ER T BUBBE B AEN L, sNTTL MIEE TTL W 2ms . HHMH R TTL hylih %

WAL ) TTL ki . o ekBdm ) TTL nfCAb, (HARRENE . RGN TTL HE N ZE#Z
A 2 i A TTL. X LABG 1L TTL [R@E3 .

R AR A A ISR Sk R A IR I, AT LU P78 A2 s A 2R 391 m 169 LA™ R DAy s 3t
AT A A TR 2 rp 5 S B o

* MRGHRNE] TTL /T8 08 e /IMA K 1Pv4 Bl B, 80T LUS AT 116 428 SKfilA .
o QRGN BIBREPR BN TR R B/ IMEL TPve Bl tuit, nT USRI 116: 270 SKfihk .

Reset TTL
W E KT o4 T &/ TTL (Minimum TTL) FOME, MLl R 7B

* IPv4 TTL 7Bt (W5 7 #5E 4k 1 Pv4 [Normalize | Pv4])

o “IPv6 BEEPRHI” (IPv6 Hop Limit) 7Bt (Wi JH H T #5E £ 1Pv6 [Normalize | Pv6])
AR O E/D TR TTL (Minimum TTL) B, REESIEIDHE I TTL 50 “BRAR )™ (Hop Limit) i
S A S IR UL 1 RS A A0 I T B B S B o, BRI/ TR TTL
(Minimum TTL) MAE = E S48 %L I
#5E 1L IPv4 (Normalize IPv4)

JAHT IPv4 S AL . AERL IR, REGEE Rl 5 2Eu il TTL 7B

« kTS, H

« NEE TTL (Reset TTL) W& MIME M TTL Mliuik.

SEXE TR FHI, 38R LR HIAAM ) IPv4 3535
JA I BEE TR, AR GEHAT LR HEA IPva BLVEAL
B A 2 I s Ak 2 1P 4Rk R E BRI

* R “ 253845 (DS)” (Differentiated Services [DS]) 7Bt (BARTFR A “ R4S (TOS)” (Type
of Service [TOS]) F-B0)

BT AEIU\ AL TC A 1 C “Jo#RAE” [No Operation])

T BB e RGBT, RIS b RS . U A ks T ST B AT AR % i EGE
BREE O At 2SR . SR TSR 450K (EOOL) LA K JCHAE (NOP) 3£ T 2 AP TP LT A RSVP £
i,

B EhRnRERTES |
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miseitias |

#SEW A% KL (Normalize Don't Fragment Bit)

B “IPv4 bri&” (IPv4 Flags) #k 7B —A7L “A %3 )77 (Don’ t Fragment) 7~ Bt. i 5 FH ik
T, U A T A N AR B AT i AR L B S IR A T LA 2 SR
I B R B e RS . A ZTUE FASE 4L 1 Pv4 (Normalize | Pv4) o A4 ] DL $f bk 1

FSE LR B 4L (Normalize Reserved Bit)

B “IPv4 b7 (IPv4 Flags) #L 7B —AL “OREY” (Reserved) T 7 Bto 10 28 HLIED . 2
S5 FHARSEAL, | Pv4 (Normalize | Pvd) J5 4 T LL& P TH

#3E1k TOS 1iZ (Normalize TOS Bit)

TEBR— N “ 250 SS” (Differentiated Services) 7Bt (BARTFR A “JR452574” [Type of Service]) -
DA FIRSE AL 1Pv4 (Normalize | Pv4) Ji& A4 nf L SR E I

¥SE % & £1 5 (Normalize Excess Payload)

B BAT 2 R Bl B A 42 TP Sk PR IO B IR BN 28 2 = (I BUR ) ik, H2
AR Ay /N T o 250U HIFRSE 4K | Pv4 (Normalize | Pv4) J& 4 w] LLIEFE B0

T BP0 % A B 1, RIS G . {EIX SR L RIR TS B 2 R B R .

#5E 1k IPv6 (Normalize IPv6)

¥ “BHET” (Hop-by-Hop Options)fll “ HFRETN 7 (Destination Options) 3 R L T AT« KEI

A7 (Option Type) T Bt oA 00 (it JfFghalabsi) o btk T3 HRESHF HAVEE TTL (Reset

TTL) W& FME 2 A BRI E A, RGUE S 75 21k Hop Limit 7B .

#5E 1k ICMPv4 (Normalize ICMPv4)

TE ICMPv4 iR “IRIN. (iESK) 7 (Echo [Request]) Fl “[RIN 24 ” (Echo Reply) 71 B[] 8 £
“fRI5” (Code) FEk.

#3E 1 ICMPv6 (Normalize ICMPv6)

TE ICMPv6 iR “IBIN. (iFSK) 7 (Echo [Request]) Fl1 “[RIN 242~ (Echo Reply) 71 B 1] 8 £
“fRI5” (Code) FEk.

Normalize/Clear Reserved Bits

i ER TCP ik PRI OR B AL

MIE L ERIL A FE 75 (Normalize/Clear Option Padding Bytes)
THFBRATA] TCP JETUIA T F 45

Clear Urgent Pointer if URG=0
WHR AR BEE B S (URG) #8HI46L,  WEER 16 £ TCP #¢3k Urgent Pointer “7-B o

I empmmgznLEs i
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temRmmgERLES |

Clear Urgent Pointer/URG on Empty Payload
WERE AT gk, MR TCP #i3k “E248%r” (Urgent Pointer) 7Bt Al URG #5147

WRKIEE Z 2455 URG (Clear URG if Urgent Pointer is Not Set)
WK B R AHRER, WEER TCP i3k URG #HI4T »

Normalize Urgent Pointer

WRFRE KT K, WP P F 510 TCP 417k Urgent Pointer 7B B N 3K .

L1k TCP fa % (Normalize TCP Payload)
Ja L “TCP $44it” (TCP Data) “7 B [ A DA O T A% £ 16— 350k o Joy2: 0 i F 40 1 e A 45 B
HIF SR

Remove Data on SYN
LR TCP #:AE RGIRIE AR &2 Mac OS, WA FR[E L (SYN) EodE 4 i 2
PR TR 2 A5 F AN 129:2, 230 J5 A 7E TCP Hd vt T AL #1258 SR RG % 10 A& ¥ & 4 Mac OS i fiil

Remove Data on RST

M TCP FE'H (RST) Fui - W B BT B 28

RIEE O 1E 574042 (Trim Data to Window)
¥ “TCP %4l ” (TCP Data) FBHE BT IAE “%& 117 (Window) Bt 8 E RN

TRHE MSS 157 £04% (Trim Data to MSS)
R IACE T MSS, JU#% TCP Data 7B A& 57 25 Maximum Segment Size (MSS)

FE IE A~ AT R4 B TCP $R k%% (Block Unresolvable TCP Header Anomalies)

JA I UEE T, AR GERH LS TCP i, IXLEH WAL IS DL N 0% Il g2 BRI
EHUIFLE. B, REEFIE R S| S L1 BT SYN Sl tl.

T N, ARGt o Z 3755 LA M AT AT TCP A I 1 b 8 25 AU DL I A A S8 0.«
* 129:1
* 1293
* 129:4
* 129:6
* 129:8
* 129:11

B EhRnRERTES
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* 129:14 & 129:19

Total Blocked Packets 'L g K FR 55 A IR FS 2 P BHLLE O Bictls (I BcE, OF ., ARl f & A il sCR
(KIS 2 e, BRI P IBGE R ) e

R EERM
X i U3 ZEIE AT (ECN) bridi Ji &N S A BOZ 4 Bl i ;v Ae, i M.
* EFE Packet LB EHE I R ECN Arids CLwethig 54
 PEHF Stream LUZ PRI B ECN Ariks (WA PR ECN FIMEHD
WRIEBEIRT (Stream), L2 AR I H TCP 2R AL FE 83 (1 B TCP = X iEF (Require
TCP 3-Way Handshake) 1% 1 LLiEAT HEREEAL o
;&% A TCP j£ 17 (Clear Existing TCP Options)
2 415 3X 4t TCP 1157 (Allow These TCP Options).

FFIXLE TCP 3£ 17 (Allow These TCP Options)
AR P SRV IS € TCP 0 AL o

RGAX I RV IE DT RIEA . RSl AR B RV R IR & “ TEERE” (No
Operation) (TCP &I 1) KA JEALIX L LT

T X B I H TS TCP PERE, UL TEI o VX LE TCP IR WAL & Wifl, RFUHA L
VFLL R 3B :

* 5K FR/N (MSS)

* & Eb

* I TCP

RYiA S BB SV HARAKH I KL .
T LU R FC B OGBS 5 IE 5 ) MR SRR SRV e B I, W S TR -

sack, echo, 19

Fa e IG5 [F] T4 € 512 B A G — AN A TCP & B9 5 . BN, $8E sack Z5[A
TH55€ TCP I 4 ( “ FoVFEIEHGIA [Selective Acknowledgment Permitted]” ) FIEIN 5 ( “EF
PERIN” [Selective Acknowledgment]) o IEISCHE AKX 43 K/,

ROETT IR E any, XFER2 SAVFRTA TCP & WUTA RS BT TCP kI 1RG4 «

TR T i 8 EE AV TCP B 5. WA FER A, MRS L1 MSS. Window Scale Fil
Time Stamp £,

I empmmgznLEs i
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AEENAE L.

sack TCP kT4 C “ ARVFEFEIEMIA [Selective Acknowledgment
Permitted]” ) FIEIN 5 ¢ “HEFIEMMIN” [Selective
Acknowledgment])

echo TCP %36 ( “[| i3k ” [Echo Request]) FIZEI7 ( “[a]

N4 ” [Echo Reply])

partial order

TCPIETN 9  “ AAVFIIMMFZEFE” [Partial Order Connection
Permitted]) FHIEIH 10 ¢ “fi 7 e 55 B & SCAE” [Partial
Order Service Profile])

conn_count

TCP JEHHHHEET 11 (CC). I 12 (CC New) FIZEI 13
(CC.Echo)

alt checksum

TCP 3£ 14 ( “BARREATEK” [Alternate Checksum
Request]) FIEIN 15  “FALKIA” [Alternate
Checksum])

md5

TCP £ 19 ( “MDS5 2544 ” [MDS5 Signature])

WEIgw S (2 2
255)

RSB IEI, AN AT R 7 (13 10

any

i TCP EI0; ML ESAH JHEEH TCP LT utl

WRBA N IR TR E any, WG S TEUT AR

temRmmgERLES |

e BRMSS.  “# HLE#” (Window Scale).  “HT#” (Time Stamp) S ATAq] BI#ff 74 HIIE T LA,

T IEIF T #R B B “IoHAE” (No Operation) (TCP 30 1)

o WA TR BAT AR, BE A RER YR, PRSI TR\ e B “ 484 ” (No Operation)

o G0 “RYIE)ER” (Time Stamp) SR EEHAAELE, WIBH-EHE

o AR AR E'E Acknowledgment (ACK) 567, JUNEER i[RI EKIHI Y% 5 (TSecr)” (Time Stamp

Echo Reply [TSecr]) 3% 1 - Bt

s IR ABEE SYN #2667, WPEF MSS Fl Window Scale 317 1% & & No Operation (TCP Option 1)

A& MEXALSE 1L

4

P

https://www.cisco.com/go/snort3-inspectors.

SEHR 7> 3E T Snort 2 FALPES: . 435K Snort 3 f2 &L 21015 R, IHS A
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| EHEfME RIS

LI

manpmst [

FHia Z |l

© WEREOR AL Z IR, R HERRES (InlineMode), i1 Py IBC S8 H FiAL R 4% AT 5
e cicb g . 32 B th AN B E .

UK
L FE SR BE (Policies) > 7 ia)#E il (Access Control), #AJ5 miili 4% 9 5k BE (Network Analysis Policy)

R > RS > AR, AR5 sl M S TSRS

pE s U AR SCHI A BRI AR S HS (R0 58— N ERARKI VG ), TR 28 AN AR U ) i3
W% o

PP B 4R 4 1 SR 553 1K) Snort 2 BRZK (Snort 2 Version).

s IS YRR (V) SR S5 A 1 AR () .

MR RRE (©) , WERYIECE R T, B SR A 18 SO & AU .
M ST R E (Settings) (AEHHALT S filifid) .

IR AR/ W& B TR AL IR 28 (Transport/Network Layer Preprocessors) N HIRBE#SELL (Inline
Normalization) C25H], 1 midi 2B A (Enabled).

A REEEISEAL (Inline Normalization) 521411 %Rig ()

R T OBCEIET, WINEB A HUAC B 5 7 s ik

TRAE H LRI LORAE IE s 3R T I S 2, 15 05 SR &S 2 (Policy Information), #RJ& 4
T #IAE X (Commit Changes).

UERAEANBR L U B0 T 3R H 0, IR S SRS I, K 2380 E R 0N IR I 2247 B 24

T—F Mt 4

o DR R IBTEAL I “ B/ TTL” (Minimum TTL) YEIAE s AR F04E, 38 5 AT — B /N4
PRS2 HR I 116:429 (IPv4) 1 116:270 (IPV6). H XTEAMME R, 1S VS N IR A0
WIS IE T , 26 7 TL,

© BREMCE NG IESN A

HXER
R
THSSFTE M. MR S
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B roreamms

temRmmgERLES |

IP 5 FEHFALIESE
\§

AR MG T Snort 2 THALEESS . A OC Snort 3 W ARG R, S M

https://www.cisco.com/go/snort3-inspectors.

HI T 1P Bl iR T KAL S AL (MTU) TR 320 2 A B2 AN S/ TP Bedlidie, XA IR B £
Paalor o B TP B Bon] BEAE 5 W X A BOR UM BBty o Jeals 2 mT e 2 i i Ry Moy
Hea At B oy Bl A ORI . AE R 5153 73 7 (10 TP i R AT RN 2 iy, TP 73 4 9
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SOEGRENI . EE, WARE 1P 23 R AL TRALBE SR AC D R RN B2 M 1 Y B _EISAT IR ERAE AR
gt WEa U HAR ENUR R E 3, i 2.

IP 53 R E4H 1IN

BT LGS U R A TP 23 4L (HUE, JURBE I LU RS 200045 € ORI TP 23 F
IRAL PR IIAT A o

URSRAE LT il v R 32 S AT AT PAE RS R, DU B U B PR PGS KL SR o
A DARCE AR 42 R
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WA 4 575 (Detect Anomalies) Jri 4 T LABC B LTI . AR E DR 2T LIET. (54 045 E
Ay BUR AR AN SZ R

XEF EUP B A R ALE IR O, RE T B R . AEIXSER T RIRA RIS EE I .
T LUS FRUU 123:12 D e T jle S 0 A A IBGAS8 vh 5 3 B PR

Minimum Fragment Size
T e LA 20N TG B AR AR SRS N I, B O R .

WA 4 57 % (Detect Anomalies) i A 7l LAEC B T AN E MR <S8 IETI. (i 0 £ 7o
PR %

REAT LUR FRUU 123:13 D e T A jle S O 7 A B8 v 25 3R MGl PE A

BLEIP T RELR
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E PSR (Policies) > iy [a]#= | (Access Control), #XJ5 i ii M4& > sk B§ (Network Analysis Policy)
HREE > IEES > AR, AR5 sl gD ITRRES.

R W SR E S P A SRS e A A R S AN ER AR UG i), TR S AN R AR U I iR
I o

L LG 4 ) SRS 5573414 Snort 2 RiZZR (Snort 2 Version).

S YRR VSR S5 A R (4 .

AL RE (), WERWIECE R T, B BB 18 SO & AU .

i SETIEAR H KI E (Settings).

R/ W& B FRAL IR 28 (Transport/Network Layer Preprocessors) i IP 4> KFELH (IP
Defragmentation) 2451, i siidi BB (Enabled).
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o GAEIIRSS BRICE SCAL - s DU ZE M BR S5 88 (Servers) FAICALE Huhl, =535 BKIA (default).
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275 GTP £#E1®18 (Decode GTP Data Channel)

At GTP Gl 73 4 HC 2k 55 [GPRS] BEIE 80 Bl i o BOATS DL R, ARG #8455 1 3386
EAERRRCAS O Hedl, AR T 2152 FARRSIRCA 1 2l . T LA TERIAAS B 6re_porTs SRABEH] T
T GTP Ui ()3 1

ISR LLR BRI 116:297 F1 116:298 LAy ek AR il F 4 178 PV BT & E - Mo B A .

& M JE#R % O £ BY Teredo (Detect Teredo on Non-Standard Ports)
Kl UDP 3 1 Cifg {3 1 3544) _E 5K TPv6 i (K] Teredo B¥i

I [Pv6 EARAE, RGNS IPv6 Vite. BRONHAL T, IPve Kol 4% 4in6. 6ind. 6tod F1
6in6 FEIE 7 %%; 4 UDP #Rk$8 e 0 3544 i), EfLFE Teredo fEiE

16 IPv4 2%, TPv4 EHLAT ] Teredo thSUE TS TPv4 W25 b4 3 (NAT) 14 b5 JE A4 4 TPv6 i
i, Teredo ¥57F IPv4 UDP #1524 IPve £idlit, LA ARVFTE IPv4 NAT B4 5 AT IPv6 14 .
IEHEELR, RYE ] UDP i [ 3544 R Teredo Wit . {H)E, Bilid nl G2 fii Fl A EAr v 1k
SRR . S8R LA S A JERR iR O L B Terado (Detect Teredo on Non-Standard Ports), fif
RY KT Teredo FEIE K T fT UDP 1138,

RGENALHN )2 AT IPv4 I A 25 3AT Teredo fi#h5, I H AU S —A> UDP ) 30AT Teredo fif#fid.

HH T UDP #3555 78 1Pve $idli T, 33U Teredo IPV6 /22 JGib A5 — )2 UDP, FUI5 2648 H UDP
NAZHUK 23 N 41 UDP )2 o

TEVER, SRES-EHAh (policy-other) BEIZE5 I AR I 12065, 12066+ 12067 F1 12068 216
Teredo Y&, HANX L S AT ARG . 18R] LUK 75 ZEAE N 19625 A Al FH X e U 2% 57 Teredo ¥t
By HAE, M EAERR SR O £ RY Terado (Detect Teredo on Non-Standard Ports) i, WA {X
LA Kb T 25 FR A B OB AR R RTA E S E .

& % 451 & (Detect Excessive Length Value)

FER AR S F o B B B0 A B KT SE B s B A 5 I A T ARSI

T B A . BRI N I, RIS B A . A EFICA K KA. (Hikik
UG T BBt NI i A sz 1

BRI LS ) 116:64 116:47 116:97 F1 116:275 UL Ay M3k 35 A= pl 4t 148 Py I 8 vh 2 e vk

6 Fo 25 IP 3£15 (Detect Invalid IP Options)

R JE R TP I TR, APUAAE FH JE R TP SR TR A Bcdio Bildn, A7 — THEH XS By s X940 48 e 55 2K
i, SERGRE . P KT e “ I a8 (Timestamp) A1 “ 2242 TP” (Security TP) &
HARBR AR TR, SEOCERE MR, B 51 ER U0 FA LRI, IF SR AR SCAE Bt
T3 1L B K S D A L

B 5 95 25 AT AT 5 BRAT T B T G W 1 L 0 e el AR ZETA R SR (EOOL) LAk
JCHRAE (NOP) 2352 AP 1P 235 1) RSVP Hdli . X T WIE. IR TR S 1, X TP &I i)
AbER G L T .

REAT LUR R 116:4 A1 116:5 LU 35U sl AF A2 IR b 255 Bt Bt 2.
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£ (Detect Experimental TCP Options)

TCP JEIR it AR

9 FEVF 0 P 14

10 i P i 25T S
14 BRI AN K

15 BRI A

18 FRFB AN

20 Gl IR ERDINAE Y
21 HEPEVER AN

22 x5t (SCPS)
23 IR (SPCS)

24 SNAP

26 TCP 45t yE 4%

M ISR I PRI, P AT LS R GEARME BT, AT aT el 32 ik

)
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SO PRI 5 KT 26 AT TCP 6.

REAT LUR RN 116:58 LUk M 35 AR sl oA F A PR B2 b 2 57 i Bt 2

& i B TCP 15157 (Detect Obsolete TCP Options)

Ko A FH G IS TCP 3 TR K TCP ik i FixX s 23

Wt MR T IXLLIET .

TCP i1 it R

6 iz

7 i 7 o
16 Skeeter

17 Bubba

19 MD5 %4,
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TCP i1 15t BA
25 ENL

RET LUR R 116:57 LUK e 50 sl A A2 IR B b 25 5 Bt Bt A9

¥ T/TCP (Detect T/TCP)

Kyl 4 ] CC.ECHO 33 ) TCP R k. CC.ECHO XEIH I A& 75 1EAE A ] TCP 45 ¥p Y (T/TCP).
BT T/TCP RS IETURYE 2 N, FrLAA S RGEARAE R ©ATT, Wi n] GEIE A2 Boiti o

RET LUR R 116:56 LU e 3528 sl A F O A2 IR b 25 5 it Bt 2

& E At TCP 3£ 15T (Detect Other TCP Options)

R 1) JE R TCP A IUR B LA TCP bR FIE TR I 2 1) TCP 43k o Biltn,  BRIEI oA
JEEANTEffy B3I S8 S A UK i HH TCP 4k (1) TCP 3L T

XFF BB AR B RE B O, LIRS g A . InE E S E A O TCP LI f B 2
BRI LU RN 116:54 116:55 F1 116:59 LA Ay e 30 A ple F 4t I A8 P e 2 vh B F B M B 4

& M 83k Sk F & (Detect Protocol Header Anomalies)

S AT TP AT TCP Al A5 TR G 2 R AR A EE R o 0, P 2 W] e oo hor I 80 s U
W B B I LA K

X BRI B L EWIRTNIRR O, I R . IR EFERCR H EE . HI e TUE
F RN S A A BB SR Bl 1

TN PRI ST AE A IR h BT BG L MEAE £, T DUR A B AR

GID:SID EUTERTEREY:

116:467 ¥ a/hTH  JEFEl FabricPath Sk 35025 1) Bl
(OO

116:468 Wk i B R T E (CMD) 7B S KN
2 CMD R 3k /NS IR Sk . CMD F- B 5 R
Trustsec T FHICHE

116:469 k) CMD B G T BKE .

116:470 Wk CMD B & o e A 41 bRid (SGT)
PRI,

116:471 k) CMD 7B S B PR SGT.

T AL AT LS S AR Kb o A A 25 2 A SRR (K AT ] it A A 2 L
AR ERM
e LERIAAS
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* FTP/Telnet (45454 FTP)

* DCE/RPC

* HTTP £

* SMTP

© SRR TNX
* POP

« IMAP

* SSL
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FTLAREE A T4 TCP #53
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R HEAFIEENURE RGN, B DR RGHS T DRI LRy, HIE, e e REURRER
TR WURIEFIEIRAE R G, NG A AR E IE A IR R 4

Timeout

RGNS R T R PRI AL T ARG SRS A B (T 1 A1 86400 2 [0)) o WREHEFiAE T
SEI T PR, WA S |20 IR 2SR IR o
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ER W B TEAE I % UL T B B e PR o R B L, U PR B E AR Y
fE (Bl 600 #5) , DLBEARAL B4

B SR B g2 WS BRI, i A F S U ) 5 B A B AR S5 SR M P R . B ORTEAIE R,
15 2 8 TiE B R 55 SR s A D) o
K TCP & [0 (Maximum TCP Window)

¥ B ENUER BT R VR iR TCP & R/ (1 421073725440 1) o (HWEE N 0 S
¥ TCP % 1 K/,

A

AR LMUERFC RVFIEORTE DR/, B AR IRB o Rl s (E2, B I hid KA IR B R
FRE T A R IR S

[t
el

RSWEFEA T EAPIRASES, w7 LUS FN 129:6 Ay e 5 Az i 48 -8 P9 B 8 b 2 37 it
EER#/ (Overlap Limit)

FOE LRI B S 21 AAAE TG E RO (T 0 [JoBRI] A1 255 200 ME S5 rin, e izais
5y A2, JEH, WRRSEERE (Stateful Inspection Anomalies) LL A% Fifi B [ T b B
AR AL TR RRES, S gt

BRI LU IR 129:7 SR BI04 e AT I AE W IR 8 h 5 BGh S 2

[l #1 X 4 (Flush Factor)

ENBE T, FREAL i &5 (AT 112048 2 0]) FR /N A kN 23 B 5 R 21 K /N
NI BINE R EESs R E  BEAT A T SRR 3 BOB o E VB R 0 S ARG BOBCU R I (X
A AR SR B N S5 5D o TR, 25U ] Inline Normalization Nor malize TCP Payload 1 15
A AT IR IE A3

RS E R E (Stateful Inspection Anomalies)

Kol TCP HERR P S W AT Ao R BEIN A AL BE G IS, 2 2R TCP/IP HERR S SAFANLF, WHEs
G e

ST PR B e RUE IR, IR TS b 2

T LAIEL FH BAT R0k Ay s T A e = A P B 2 o 25 3 B v s .«
* 129:1 & 129:5
* 129:6 (A& T Mac OS)
* 129:8 & 129:11
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* 129:13 & 129:19

HERE D MR,
o T i) 129:6, ENChERAK TCP &AM E KT 0 1H.
o S Tl R BN 129:9 FI1 129:10, &0 5 TCP &g ##E.

TCP £1iE#13%

B0 2 BRI R e SRR AL UE = kR TR A TCP 45 Wy s A U B B4 (MAC) Mkl
KA TCP il b, 29—k —im i) MAC Ml AVCELE:, @ E T TIRESRERE (Stateful
Inspection Anomalies) LA K AN B TRAL BR 2SRRI 2 —, RS E .

XF T BB A B e A B 1, I T2 e S

RERT LS FIREU 129:9 A1 129:10 KA ek WU et A1 I F4E W IR AR 2 oh ZFr BuhivE e . 15
N T AR P AR — AN A A, U RS E R E (Stateful Inspection Anomalies).
E4 /5 B (Consecutive Small Segments)

RSHRERE (Stateful Inspection Anomalies) 4b T HPIRZSIS, w45 & RVFIIELE TCP /Iy F i
RECE (1 422048) o fHIRE R 0 A8ILELL N Frs

BRIEITL 2 55 /863y Ko)s (Small Segment Size) IE I i AT BB T LRI IR 25 X g AN e I sl
REAHRBEE N AR TRER, FEE T TN DL Rl 2 12000 MELES N BE,  BIERES 7B
KRN 1775, 7 Boloi 2 s g i 4800 3 R T o

X BB A AU IR L, SRR T2 B N
AT LR R 129:12 SR BEIE TR B AT IAE IR 2 b 2 5 B v Bl 4

on

NGy B K )N (Small Segment Size)

RS ERF (Stateful Inspection Anomalies) 4T HPIRAS S, wl$& e B A0k /N 3 F 1 TCP 43 ok
(122048 9D o EBE N 0 2R IR AN HIRAD .

X1 U B e A B T, LIRS e S

PRI TH0A 2 5 3 45N 4> i (Consecutive Small Segments) JETH— e HEA 73S s 448 1T LA [ o 2 FH Ok A
EIEE K AT B B R, 12048 FHT TCP 43 BT AT 1500 15 I LLK
AT o

ZB% N5y F #9350 (Ports Ignoring Small Segments)

RSWERE (Stateful Inspection Anomalies). &ELE/\4r B (Consecutive Small Segments) Fl/h4 |
Ky (Small Segment Size) 4b 3 HPIRAS IS, IR E — DB A2 206N TCP 73 AoAs il s 11 )32
FOrRRHINE o B IR A A RIS A AT AR i 1

T T B e R, LI A b s

TR LA 90 rP R AR AT 356 1, (LS A1) R AN S TCP SRS b (1) 34 3 i O T80 E 4B (Perform
Stream Reassembly on port) 713 1145 & 55 1 .
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%= Z TCP = XiZ5F (Require TCP 3-Way Handshake)

TR AL TCP =R T-58 )i, &1 A B S 2 i . ZEM IR AT $2 kg, B fll SYN
LB, I SRVFAERR Y b A R . R R T AT 3k S i AR AN R T S ALK TCP 2
TR SR AL RN 1 Bl o

T LR FRUU 129:20 SR BEIE I AE B AT IAE IR & b 5 B Ve Rl 2

= X {EF#8AT (3-Way Handshake Timeout)

15 A THEZE TCP = )R#EF (Require TCP 3-Way Handshake) Ji 425 fo R H] T 58 Bl T Iska) (o
[TEBRHI 2 86400 b [24 /NI o 2R HEEE TCP =% #EF (Require TCP 3-Way Handshake) Jri
A BeAS UM TR -

X Firepower FAF v 2 A1 B0 180 N IGS POERr B s 0, BROMECA 0. 0T @b 10 i
FUBHEE I, BRTLRZEN 30 #0;  ACEDS & M (E S0k 205 .

R B K/ EEEIRF (Packet Size Performance Boost)

o TAL BE2S 152 B0 A6 B ZH 2% o X A A R L AT HEBA o IX BRI RE O il BE & T EUR BERLIN HI A
ey, ARFHULIE DT R IEAEH 1 2] 20 EA5 /N B B 2R A . 28 B A R A e R
HAR AL BT R e TG IR B I, ] e ek i

Bk E4R (Legacy Reassembly)

FA BRI, R AP B A8 152 B ML B L 4 TALCEESS, A it n] DRz 5 it Ak
PRES T AL 1 A 5 R T HAR IR 4 TAL PR &% T 41 1 AH B B8 7 1) 2540 HL A

S 4 M4 (Asynchronous Network)

T ZMIEM SRS AT M, W, RERRER RS, BHEN)E, RaAEd
TCP ik mtkfe.
X BB e e AE NI L, IR S 2

¥t 2 P i 01T 4042 7 =28 (Perform Stream Reassembly on Client Ports)

AR R I 2 7 st s 1 PR T AT . e fifiul, eonf HAR ok g IR 454« ISP e 25 34 Bl
Hi SHOME_NET "5 ) 1P il g SCHAD TP Huhk AR BEAT H 2 . i ARSIt 7 i 23 R
RV, A I

T P B e AE IR 1, Rk Tl N

32 Fig R E I TEEE R E LA (Perform Stream Reassembly on Client Services)
MY ERR i RS 8 AR A . QRSB0 i kB R, T A e T

WA R IR T P ik 5 20 IR AN Pk e . BOARS U, JURHR SR B A R 251
CE . WERBCA AR bR A I 2, IR Ge 2 F 8l 0 N R LS RHR B BT R il 255
UERANFAEAEATRLIN & W ZR G824 o N it e A8 5P P s ST it 4% o

LT e 5 L AR AP NI BIVF P IE
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T P B A N IR 1, R T Bl N

X R 55 28 i O 1T EE 7 = 2H (Perform Stream Reassembly on Server Ports)

4R 2 5 11 A 55 e it 1 it 1 PR T A . Bl 1, et AN 8 R 55« WIS A 45 4 B 5 Fl
SEXTERNAL NET &5 (1) TP Huhik 52 X At TP Mk & 1 B i BT 4 . Ui W s I 45 o
Uty WOk I, A R AR I AT DU I AN e i 1 R AR e 3k 1

T BB A A IR 1, R T Bl N

\}

pEkcd

X IR ST AT &, R T AR IR A5 @ A T s R A T BOh AN 15 LAAh, S EAE R R 55

a R S5 AT B A 7 BUh A IR G5 A Ak o B, B T AEX IR 55 i A T s i A B oA
i 1 80 RASL, IS EAEX A5 @ Ik S5 AT Bs i AL T Boh s i “HTTR” RSy, LA A HTTP

M55 o

¥t BR % 28 BR S 1T HE 7 = 4A (Perform Stream Reassembly on Server Services)

PR R I e 55 2 o P I 5% J P s e 2 B R AR 55 s MUk I, 335 (8 T B T, 4] LA
I AN R 55 R AR FH BT

WA JA el as . BOANSOL 1, RO A il as 38 Ot SR8 0 55 18 s
s, WIRGEL AN P BOR RS R AR BT A RIS WERA AR TR &, RS
22 VNI PSR F B 8 A ) s SCARRI 5%

LI e 5 L AR RIHARIVF P IE
T P B A A IR L, Rk T 2

% Fimam 0 F1 AR 55 25 % O 31 TE3E 7L E 2 (Perform Stream Reassembly on Both Ports)

AR S B 1 2 7 S R O 55 44 S FR) i 1 3 P B VR B o SR T AH [ i 10 0038 R U B A % ) i
JR 45 % 2 M) R G AT 5 AL 4, WA FH O It 46 T LUSE AN 5 iy 11 A4 FH S B T3 o

T P B A N IR 1, Rk Tl 2

X % i AR 55 FN AR 55 22 AR ST EHE S = LA (Perform Stream Reassembly on Both Services)

AR BRI 2 ) S M I 55 4 S PR 55 J B VR B o SR T AH [ JI 55 F00 38 R B A % ) i
JR 45 4 2 Ta) R R AT — 5 T A3, WA FH R It 46 T LASE I AN S IR 55 A 4 Bk T3 o

WA RIS . BOANELL T, AR AR N8R CBaE . W RRAT O i
S FH BN FH S0 ARSI %, U ZR B 1 30 o 2 Y s P 0SS RHR I AT Rl 4 a4
AEAEAR AN S R 2 D I P SO Y B30 FH Beele 8 AR P ) SRR 5% o

PRI e it E AR AR RV FTIE
XEF BB A e AR IR L, SRR T2 e R
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IS HERRIEIR: & K HEBAZ 545 (Troubleshooting Options: Maximum Queued Bytes)
SCREN DURT R 23 0 S HE B 07 U 9 () 2SR A4 52 w] LALE TCP &35 10— HEBA it . (i 0 %o
(RS

A\
AR SRR R I B B R TERE N A SORE N TR R AT IR AT

RS HERR LR : & A HEBA 5 F 21 (Troubleshooting Options: Maximum Queued Segments)
SCREN DR] RE 23 1 S HE 53 U 300 [R) B2 SR 454 52 ] LATE TCP 4 H2 18— i HE A 1) B30 B 11 e K 7
H. H 0 FRon G PRI B AL

A
AR SO SR R I BB SR TERE A SRR GRS AT IR AT

i

HEXER
O A PRSI 45
SRR
MR e 2853 BT I NAR S s

Ao & TCP & i F Ak 38
Y

AR MG T Snort 2 FHALERES . 47K Snort 3 B ARG R, HS M

https://www.cisco.com/go/snort3-inspectors.

FHia Z |l
* BN EAERE T HARI B SCRISE R YU R ZR UL ID, B S LA 2% 73 b S i AL 21 19 2%
DA VLAN 174 fRTEAMER, 152 5 R4 70 M Skt 1) e 20 i

UK

HIB1 EFRBE (Policies) > iy a4 #] (Access Control), 4R )5 i M4k 5> 58#% (Network Analysis Policy)
HREE > I EESl > MR, AR5 s Mg SRS .

W SCH P A USR0S AR B L R 28— N AR I D7 ), 3 A0 28 AN B AR U7 Il 1 R

8

P

IR 2 R BRI SN 551411 Snort 2 RS (Snort 2 Version).
SR 3 B ML) g () .
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IR RE (©) , WIRHINCE 8 TALGE, s B8 B il & AR .

WA pii /oM AR T Settings.
PS5 W ER/MEETIGIESE 0 TCP B MAELE W LA, Wil St EBBUTE .
HIB6 fLidh TCP IR REE (TCP Stream Configuration) 5514 4aig& (4 .
$IB 7 kb EiiER 2 F/IRE (Global Settings) #7)  E B 2 B[4 §E42 F+ (Packet Type Performance Boost)
STIEAE,
W8 A LLHAT LA N E:
o RINIET EARIA NS - ek “ AR (Targets) #4000 EH (Hosts) 5400 Fm () . 7EE
i (Host Address) 7Bt g sE — AN s 2 A 1P Hudik. 7] LLFE & B4 1P kb st bk He . W LAA))
AL 255 NMET HARRI SN CEFEBRAKEIR) o 5Ela, REFBTE (OK).
* GRIE T HARILA S0 - /R EHL (Hosts) 1, sl ehi ZEGm AR 1A S ms ok, B3l oh BRUE DAAE 2K
TNE (default) H gmf BRI B E (E
* Bk TCP Hdfa i FAb B I - 152 TCP Hdfa i AL FLILIR , 5 25 i,
EE HMB R RKHEAFE T8 (M aximum Queued Bytes) il & AHEBA 9 B £ (Maximum
Queued Segments), BRAEIREA R RHAT IEERAE

R SRR B ) i e 25 1/ R 55 S R 55 1 OB U R L BE R, AR BB U BN R
i, B Rl BB T T B I (M 4R 8E (Edit). AT H Sk AR5 H B b i AT A
(Available) 12 /B A (Enabled) 53R ZRIB SIS, RJa midi#iE (OK).

o THBRHE T AR S - 5l TR 160 S 3 010 MBS (W)

LB LLRAT H LIRS AR LORAE LR NE R AT IS8 0, 3 A SR 1S 2 (Policy Information), 4RJ5 5%
i fBIAE M (Commit Changes).

UERAEAR I UK D0 TR H 0, ISR S SRS I, K S350 F A _E A LIOR I 2247 BE 24

T—5#it4

© WERBE RS FE WIS T Z S Seh e e, )R TCP S AL BE &8 MU (GID 129).
ARG, WS RCEN PR HTCP il Fi AL B, 55 25 1T,
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62 0 LA A 16 UDP SURVE. UDP & A EIEREDMIL, IFAREOME Y0 2 G il 15
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TP itk 5 B & UDP Sk R )3 15 BORBAE BT [ HF WU il o 2 nT G B T I 2RI, sl
A A BRI W] 5 — A S AN AT IR BT SR R S5 AN R IR ICMP i1 B, 25 TRE 23 45 0

WEVER, RS UDP E i A BEAH S s (H0E, 80T LU FH AR S G fig A 25 0 i >k
¥ UDP iUk 2

HXER
TCP LA AN i K

UDP & #z 37T 7 AL T8 3£ 15T

L)

i3 52 FAL BE AR R AR D RS A S En i A B G RAE R € I (0] A B AN B AR Bt ik, Flsb 2R
e PRSP IR K v
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HiREEITERS
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fic & UDP IR R Ak 32
~

IR W IE T Snort 2 TRALEESS . 5% Snort 3 B ARHIfE R, EZA
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$IB1 EFEBE (Policies) > i )32 %] (Access Control), 4RJ5 i M4k 5455 8% (Network Analysis Policy)
BURER > I ElEEl > NMR, AR5 il RS iR .

pE S U5 A RE SO A BRI ARSI H (K28 — N ERAR KU ), A0 T2 A AR ) i 35
I o

P2 T E Y iR 1) SRS 5514 1K Snort 2 BiZ (Snort 2 Version).
HUR 3 B R S R ()

RS RIE (©) , WRACEE TS, S0s SR 15 SOt & IR .
PR 4 pi PN E (Settings).

LIS G /MK E LIRSS (Transport/Network Layer Preprocessors) ) UDP i & (UDP
Stream Configuration) &45H], 1% s di/EF (Enabled).

$IE6 il UDP #4EmE.E (UDP Stream Configuration) 5514111 448 () .
BT WHEIE, MUDP i m AL EEE DL , 55 33 TUH Tk,

WIE 8 ERAT H L RIS AR A LKA LLSRNE P AT 1S 2, 3 Rl R {5 2 (Policy Information), #AJ5 s
i #IAE B (Commit Changes).

WERAEAN NS SO0 IR S, TG AR M I, R 28T B BRI A LR I 22 A7 S P

T—F 4
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