B & APl BY5MER A P

FRAZESR: B ANE AAA, BT BB EIRA 6.3(0) B A, LA @i pif REST
API v2 8 A .

] LUK B 6 lc B ok A A58 RADIUS AAA ARSS 2876 F 7 7 a) BB £ REST APT i34 7 5 47 36 1F
PR #a] LAEH RADIUS F P 0k P B B AL admin P IK P, 80764 53 RIAN TR

FEFHANE AAA I, AT LLoE UK BATANR (A0 o T 1 T i B A T ASE i 46 B 6 14 1
Jrs TR ATR A SR N PR B PR

ORI 4 B RADIUS IR FIRC BB A (TSN AAA SEAT 5 63 B0 UE AN AT )i 21 i i A o

FiaZ |l
FEHAMBERAS , TF LA LR
o IR CRCE A Rl I, T AE BB LG E AN . ARG, AU AT IRAL B
AR, BLSRVERL U7 R 46 B o
* REJCHT I P DT R 48, RGeS iz M BRI P BEi . A B0 B AR P X &
CHU B 6.6 2 i HfRAS . > WAL R AT I PE (HA) BN iafT, wieiiB e, Mo A e
o v i AT B B e S A T UR S A, DAL R A R L a2
RS AR E, A RetRAr T B
MBI 6.6 TTah, KEMERT HA IR AT ™ J0 75 56 6 s 2 HI B I s B e B B ] 65
KAMBS . REASER Mg QRN S, HE A R0 3 gty i SR
R 3R T AR 430D

B2

P AT RADIUS HI 7/ s SCREAUBLRR , 2 2 T,

$IE2 5 X RADIUS R458s , 52 1.

I3 04 RADIUS 42511 AAA 452841, 55 4 T,

FE 4 O3 AAA RS2 HTTPS Vil (1 S 0 BAEYR . 25 6 7.
$I2 5 i ] POST /operational/deploy i3 5h#8EFb..

mE AP s I



& AP 9shEBR A |
B =5 raDwUS A P AR

curl fir &2 BLTF 3L
curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'

"https://ftd.example.com/api/fdm/##/operational/deploy’
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"name": "aaa-server-1",
"description": "RADIUS server for API access.",
"host": "172.16.246.220",

"timeout": 10,
"serverAuthenticationPort™: 1812,

"serverSecretKey": "secretl23",
"type": "radiusidentitysource"
}
JEPELHE

* name- A% 4. AT 5 RADIUS R%54% & XN A UCHE
* description - (AJiE. D XFZRIULIY]
* host - RADIUS k452811 1P kol 5e 4R 2 FHLA .

s timeout- (AJE. ) FRGUKEUERAIE R T — g5 s Z ArAE AR IR 5525 W I, 1-300 022 [
Bl WRAZ IR, BROME 10 7.

* server AuthenticationPort - (T]3%&. ) #4T RADIUS S 43 BeiF FIFEAL 13 11 . SR AN 55 it 8
PE, BRI 1812,

* serverSecretKey - (RJiE. O JHFIn% guh s B % A1 RADIUS iz 5% a2 [A) Aia (1 4k 5 5 9]
WEPRE AR RANEGR TR P E, B2 64 N7, HAG, . P2 L7 R
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HIB2 KA S
B, curl fy4-=01 FHR:

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{
"name": "aaa-server-1",

"description": "RADIUS server for API access.",

"host": "172.16.246.220",

"timeout": 10,

"serverAuthenticationPort": 1812,

"serverSecretKey": "secretl23",

"type": "radiusidentitysource"

}' 'https://ftd.example.com/api/fdm/#Hi/object/radiusidentitysources’
IR 3 KA.
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"version": "nfamb3cr2jlyi",
"name": "aaa-server-1",
"description": "RADIUS server for API access.",
"host": "172.16.246.220",
"timeout": 10,
"serverAuthenticationPort™: 1812,
"serverSecretKey": "FFFxxokokkn
"capabilities": [

"AUTHENTICATION",

"AUTHORIZATION"
] 4
"id": "1b962e3b-6e56-11e8-bd65-379fa8aaabal",
"type": "radiusidentitysource",
"links": {

"self": "https://ftd.example.com/api/fdm/HHi/object/

radiusidentitysources/1b962e3b-6e56-11e8-bd65-379fa8aaabal"

}
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AU ELAT AR R FH ik 51 2%

R
o

SN
LA

}
J&

RADIUS fR 5525 2H 8% JSON X4 1F 3
TR SR 45 Al Y JSON X &Rl

"name": "radius-group",
"maxFailedAttempts": 3,
"deadTime": 10,
"description": "AAA RADIUS server group.",
"radiusIdentitySources": [
{
"id": "1b962e3b-6e56-11e8-bd65-379fa8aaabal",
"type": "radiusidentitysource",
"version": "nfamb3cr2jlyi",
"name": "aaa-server-1"
}
1,

"type": "radiusidentitysourcegroup"
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* maxFailedAttempts- ChJik. ) RATERTATIRSS SR b A ebe Jm 4o BB o b IR 55 2 I
BN TR AR i Jm — B IR A5 A AR eI AR EBT IO T AT IR 55 4% Z AT S (R IR I - LA
0-1440 7380, WIRAEE RN, BRINE D 10 28,

* deadTime- (Wik. ) ZR4IH T — MRS Z AT AL F] RADIUS 5543 (1 i k- CRIRIL
FUMARLIE R K. BTLARERE 1 2] 5 Z M ECy, BOAMEDN 3. B K R s R,
ARG R IRSS A BRI A s

X T4 g Yife, R AR A A ERC B RBR U7, JF B4l BT IR S5 2 AR JC ik Y,
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description - (A[iE. ) XTZ AU .

radiusl dentitySources - iXJ& 415 X &4 radiusidentitysource Xf R I H, Hrp
radiusidentitysource X§ % 52 LB & A T A RADIUS k%8 B HBCEATTES [ +. DUF
SRR BMERGE . WAL IRELid. version Al name JE& LM A1 2, 5 R
KT F S0 %538 ) LA GET/object/r adiusidentitysour ces i F 3RHUE B . FBLNIH
radiusidentitysour ce.

"id": "1b962e3b-6e56-11e8-bd65-379fa8aaabal",

"type": "radiusidentitysource",
"version": "nfamb3cr2jlyi",
"name": "aaa-server-1"

T2 KA.
#ltn, curl 541 FFiR:

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’'
-d '{
"name": "radius-group",
"maxFailedAttempts": 3,
"deadTime": 10,
"description": "AAA RADIUS server group.",
"radiusIdentitySources": [
{
"id": "1b962e3b-6e56-11e8-bd65-379fa8aaabal",
"type": "radiusidentitysource",
"version": "nfamb3cr2jlyi",
"name": "aaa-server-1"
}
1,

"type": "radiusidentitysourcegroup"
}' 'https://ftd.example.com/api/fdm/##i/object/radiusidentitysourcegroups'’

LB 3 KALMRY
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{

"version": "7r572novdiyy",
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"name": "radius-group",
"maxFailedAttempts": 3,

"deadTime": 10,

"description": "AAA RADIUS server group.",
"radiusIdentitySources": [

{

"version": "nfamb3cr2jlyi",

"name": "aaa-server-1",

"id": "1b962e3b-6e56-11e8-bd65-379fa8aaabal",
"type": "radiusidentitysource"

}
] r

"activeDirectoryRealm": null,

"id": "0a7996ae-6e5b-11e8-bd65-dbab801c44b9",
"type": "radiusidentitysourcegroup",
"links": {

"self": "https://ftd.example.com/api/fdm/HHi/object/
radiusidentitysourcegroups/0a7996ae-6e5b-11e8-bd65-dbab801c44bo"
}
}
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{§i F§ PUT /devicesettings/default/aaasettings/{obj | d} % ¥ & 11 4 I B2 A5 43 U5 1) RADIUS AAA

Hi 55 e 4
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A

i

HIE1 ] GET /devicesettings/default/aaasettings fifi i aaasettings X} % 1 g P
curl Air & RBLTH L

curl -X GET --header 'Accept: application/json'
'"https://ftd.example.com/api/fdm/&#i/devicesettings/default/aaasettings’

W, W ESCT R S0 A IR A B 3T S S HTTPS U ) 52 SB35
API A SSH H5 1] 6

7
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"items": [
{

"version": "du52clrtmawlt",

"name": "HTTPS",

"identitySourceGroup": {
"version": "cynutariSffkl",
"name": "LocalIldentitySource",
"id": "e3e74c32-3c03-11e8-983b-95c21lalb6dad",
"type": "localidentitysource"

bo

"description": null,

"protocolType": "HTTPS",
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"useLocal": "NOT_APPLICABLE",

"id": "00000003-0000-0000-0000-000000000007",
"type": "aaasetting",

"links": {

"self": "https://ftd.example.com/api/fdm/&H#i/
devicesettings/default/aaasettings/00000003-0000-0000-0000-000000000007"
}
by
{

"version": "fgkhvudkwucgv",

"name": "SSH",
"identitySourceGroup": {
"version": "cynutariS5ffkl",
"name": "LocalIdentitySource",
"id": "e3e74c32-3c03-11e8-983b-95c2lalb6dad",
"type": "localidentitysource"

s
"description": null,
"protocolType": "SSH",
"useLocal": "NOT_ APPLICABLE",
"id": "00000003-0000-0000-0000-000000000008",
"type": "aaasetting",
"links": {
"self": "https://ftd.example.com/api/fdm/HH/
devicesettings/default/aaasettings/00000003-0000-0000-0000-000000000008"
}
}
]7

"paging" :
"prev": [1,
"next": [],

"limit": 10,
"offset": 0O,
"count": 2,
"pages": 0

("i%. ) i GET /devicesettings/default/aaasettings/{obj | d} 3K B HTTPS AAA BE X % EIA, Ll

g /N I
PUT W AT 8T HTTPS X%, AN E R H SSH X5 .

LEA A, HTTPS %4 (1) ID /& 00000003-0000-0000-0000-000000000007, Kt curl %251 T-LLF

PANA
FIIJ/?'\:

curl -X GET --header 'Accept: application/json'

"https://ftd.example.com/api/fdm/&#H/devicesettings/
default/aaasettings/00000003-0000-0000-0000-000000000007"

Wi 7 1 SR TR 3

"version": "had4653ootep7z",
"name": "HTTPS",
"identitySourceGroup": {
"version": "cynutari5ffkl",
"name": "LocalIdentitySource",
"id": "e3e74c32-3c03-11e8-983b-95c21albo6dado",
"type": "localidentitysource"

BLE API BYSMERFR P




& AP 9shEBR A |
B 6052 ana s seteh HTTPS 3 RO BHH TR

"description": null,

"protocolType": "HTTPS",

"useLocal": "NOT_APPLICABLE",

"id": "00000003-0000-0000-0000-000000000007",

"type": "aaasetting",

"links": {

"self": "https://ftd.example.com/api/fdm/&H#i/

devicesettings/default/aaasettings/00000003-0000-0000-0000-000000000007"

}

LR3I S AAA EHT A5 ISON X 41 3.
DLR 2 25 i 45 48 F i) JSON 6 %o~

"version": "ha4653cotep7z",
"name": "HTTPS",
"identitySourceGroup": {
"id": "0a7996ae-6e5b-11e8-bd65-dbab801c44b9",

"type": "radiusidentitysourcegroup",
"version": "7r572novdiyy",
"name": "radius-group"

}I

"description": null,

"protocolType": "HTTPS",

"useLocal": "BEFORE",

"id": "00000003-0000-0000-0000-000000000007",
"type": "aaasetting"

}

JE AL
s version - HTTPS X G RRA . e N IE SCHH 3] GET i FH I A .
* name- ME A, HTTPS, fEMY 13482 GET 1 H M IAE .

« identitySourceGroup - A 1] RADIUS k552841, GIE RS % (8L
GET/object/r adiusidentitysourcegroups i ) B, MWL 1FSCHREL id. version LA & namefE..
AL radiusidentitysour cegroup.

* description - (RJik. D XFZRIULH

* protocol Type - S 3 H I, HTTPS,

* uselocal - Ui {f A S 3, LA S A A BB P K™ o B AN LA R IETIZ
© ZRT - RG0S A MR 7 P 44 R 2
« ZIE - BUCHAMERIEAN ] A EANR IR AR K P, A A AR .
* WA - (AERE . ) MAVEHIASHBYE,  RIANRE LA admin HI ™ 5408 5% .

FE R NS, Koyt SRR K ) st B as sl ffi i APL. it
RADIUS R4 28 AR H, B R 7E RADIUS R4S #s bl &g 5, o8l e 7e
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*id - HTTPS X/ %1% ID {H. FEMIMY IE3CH$k %) GET 8 I AE

B EE AP R A



| BE API a5 2R
wirssmmainE ]

o KA XK, aaasetting .

PIE4 HENE
B, curl &0 FH7R: VR, URL H(1 {objld} 5 JSON X% H aaasettings %§ % [1) ID AH[H] .

curl -X PUT --header 'Content-Type: application/json' --header 'Accept: application/json'
_d '{
"version": "ha4653o0otep7z",
"name": "HTTPS",
"identitySourceGroup": {
"id": "0a7996ae-6e5b-11e8-bd65-dbab801c44b9",
"type": "radiusidentitysourcegroup",
"version": "7r572novdiyy",
"name": "radius-group"
}!
"description": null,
"protocolType": "HTTPS",
"useLocal": "BEFORE",
"id": "00000003-0000-0000-0000-000000000007",
"type": "aaasetting"
}' 'https://ftd.example.com/api/fdm/#H/devicesettings/
default/aaasettings/00000003-0000-0000-0000-000000000007"

FHIRG IR .
T4 % RAG (W A GRS g 2000 BRI M Y TF SCR AL Y 2¢

"version": "ehxcytgd4iccb3",
"name": "HTTPS",
"identitySourceGroup": {
"version": "7r572novdiyy",
"name": "radius-group",
"id": "0a7996ae-6e5b-11e8-bd65-dbab801c44b9",
"type": "radiusidentitysourcegroup"

}I

"description": null,

"protocolType": "HTTPS",

"useLocal": "BEFORE",

"id": "00000003-0000-0000-0000-000000000007",

"type": "aaasetting",

"links": {

"self": "https://ftd.example.com/api/fdm/##/devicesettings/

default/aaasettings/00000003-0000-0000-0000-000000000007"

}
}
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g T LR BN 3 T 1R 2 R JSON X 4 1E 3,

"grant type": "password",
"username": "radiusreadwriteuserl",
"password": "Readwritel23!"

}

i Ffl POST /fdm/token $HY 4,

curl -X POST --header 'Content-Type: application/json' --header 'Accept:
-d '{
"grant_ type": "password",
"username": "radiusreadwriteuserl",
"password": "Readwritel23!"

}' 'https://ftd.example.com/api/fdm/&H#i/fdm/token’

DAL R Y LIS UIE & 15 CAR T2

TENERAT IR W ARED K 2000 SRHRA PR RAE R GERENS 0 T EAT B4R B

{

"access token": "eyJhbGciOiJIUzI1NiJ9.eyJpYXQiOjEIMjg4MjM
3MTASInN1YiI6InJhZGl1c3J1YWR3cml0ZXVzZXIxIiwianRpIjoiMjk5Z7
Q5YjYtNmU2NCOXMWU4LWIKNJUtNmY0ZmVmYjY1IMzIS5TiwibmdmIjoxNTI40
DIzNzEwWLCJ1eHAiOjEIMjg4MjUIMTAsInI1ZnJ1lc2hUb2t1bkV4cGlyZXNB
dCI6MTUyODgyNjExXMDg40SwidGIrZW5UeXB1IjoiS1dUX0FjY2VzcyIsInV
z2ZXJVAW1kIjoiMj1liMjB1INgctNmU2NCOXMWU4LWJIkNSUtMzU4MmMUWZjU5Y
Q4TiwidXN1lclJvbGUiO1iJSTOxXFX1JFQUREV1IJJVEUILCIvemlnaW4ioidwyY
XNzd29yZCJ9.dtKs19IB4ds3RAktEeaSuQy Zs2SrzLr976UtblBt28",

"expires in": 1800,
"token type": "Bearer",
"refresh token": "eyJhbGciOiJIUzIINiJ9.eyJpYXQiOjEIM]jg4M]

M3MTAsInN1YiI6InJhZG1l1c3J1YWR3cml0ZXVzZXIxIiwianRpIjoiMjk52
JQ5YJYtNmMU2NCOXMWU4LWIkNUtNmY0ZmVmYjYIMzI5TiwibmImIjoxNTI4
ODIzNzEWLCJleHAiOjE1IMjg4MjYxMTAsImFjY2VzclRva2VuRXhwaXJ1lcOF
0IjoxNTI40DIINTEWODG5LCIYZWZYZXNoQ291bnQi0i0xLCJI0b2t1b1lR5¢G
Ui0iJKVIRfUMVmcmVzaCIsInVzZXJVAWlkIjoiMj1liMjB1IN]jctNmU2NCOxM
WU4LWIkNjUtMzU4MmMUWZjUSYjQ4IiwidXN1clIvbGUi01iISTOxXxFX1JFQURE
V1JJVEUiLCJIvcemlnaW4iOiJwYXNzd29yZCJ9.Lc7MYmieNMMrjx7XoTiW-x
8Z8gFCnzfNMlapgbwLQvo",
"refresh expires in": 2400

}

H1E 3 i GET /object/users KUl /& 75 LA BEANH B - 6 4
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curl 22 N FR:

curl -X GET --header 'Accept: application/json'
"https://ftd.example.com/api/fdm/i#i/object/users’

DL e 1 F SC R PN 85k . 1T, user Role {2 7s A RADIUS A5 %% BT L & 1) cisco-av-pair

FRERIUI B0 I L] K AR o AT A B BRAIE 2 7 C IR & RADIUS K™ . admin Ji]
JURAHE L.

"items": [

{

"version": "h2vomdwckm2ijs",

"name": "radiusadminuserl",

"password": null,

"newPassword": null,

"userPreferences": {
"preferredTimeZone": " (UTC+00:00) UTC",
"colorTheme": "NORMAL CISCO IDENTITY",
"type": "userpreferences"

}I

"userRole": "ROLE_ADMIN",

"identitySourceId": "0a7996ae-6eb5b-11e8-bd65-dbab801c44b9",

"userServiceTypes": [
"MGMT"

]I

"id": "150d9754-6e63-11e8-bd65-ed9p20£62114™",

"type": "user",

"links": {

"self": "https://ftd.example.com/api/fdm/&HHi/

object/users/150d9754-6e63-11e8-bd65-ed9p20£62114"

b

{

}

"version": "p4rgwcjrbcolj",
"name": "admin",
"password": null,
"newPassword": null,

"userPreferences": {
"preferredTimeZone": " (UTC-07:00) America/Los Angeles",
"colorTheme": "NORMAL CISCO IDENTITY",
"type": "userpreferences"
I
"userRole": "ROLE ADMIN",
"identitySourceId": "e3e74c32-3c03-11e8-983b-95c2lalb6dad",
"userServiceTypes": [
"MGMT"

1,

"id": "5023d3ab-6dc5-11e8-b9%ed-db6dba9bf94c",
"type": "user",

"links": {

"self": "https://ftd.example.com/api/fdm/HH/

object/users/5023d3ab-6dc5-11e8-b9%ed-db6dbadbf94c"

}7
{

}

"version": "ngx7az2dixngoq",
"name": "radiusreadwriteuserl",
"password": null,
"newPassword": null,
"userPreferences": {
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"preferredTimeZone": " (UTC+00:00) UTC",
"colorTheme": "NORMAL CISCO IDENTITY",
"type": "userpreferences"

}I

"userRole": "ROLE_READ WRITE",
"identitySourceId": "0a7996ae-6ebb-11e8-bd65-dbab801c44b9",
"userServiceTypes": [

"MGMT"

] 4
"id": "29b20e67-6e64-11e8-bd65-3582e0£59p48",
"type": "user",
"links": {
"self": "https://ftd.example.com/api/fdm/H#i/
object/users/29b20e67-6e64-11e8-bd65-3582e0£59048"
}
}
1,

"paging": {
"prev": [],
"next": [],

"limit": 10,
"offset": O,
"count": 3,
"pages": 0
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