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TR

BRI E AR BB i BB, 7 B LR %A

B &2 Secure Email Threat Defense JHUCEIXGE T o

B DURRNEER 2 TR -
- Google Chrome
- Microsoft Edge
- Mozilla Firefox

B ARG ERERIZ Microsoft 365, i i mT ML AAN LU AT £ Microsoft 365 5 iy 4 ik :
- HASREHBRK Microsoft 365 1K)

- Microsoft 365 I 55 {1 BE MU TCIZAE I H S M BRf- skt . 458 A FMsAE b A S iad % 120 fd ik Secure
Email Threat Defense 4 #7 ftHudik .
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CISCO.

U BB S MR B B 1

2 A WA B 4 1 LA DA R A

1. BFRERRS, B 11

2. fEHE 5 A Cisco Secure Email Gateway (SEG), %5 12 5
3. EFEMRARRUR . TRLPEAIANROE I, 2R 12 T

4. WEMKRIL, %12 5

5. BREMNHEKE, %14 7

6. F A Microsoft MifF3, 55 14 7

RGBT AER, 89K,

77X fr -
RIS HK
1. 3 BRUEREYC MR A U B R B Pk .
Secure Email Threat Defense f# f Cisco Security Cloud 2% - B I8iE. £ % Cisco Security Cloud %% 15
B, W% https://cisco.com/go/securesignon. 1H %2 Cisco SecureX Threat Response. Cisco Secure Malware

Analytics (LLET#% N Cisco Threat Grid) = Cisco Secure Endpoint (LARTHR A AMP) 1% 7, 3 8 HIVE R IE#1T &
o WHEREARIAH T, W EAE—4N81 Cisco Security Cloud &1k

2. WRINBF)E, WEEZ 4% (Terms and Conditions).
3. WITE ] LAV M WGRAE A (Welcome to) B R} &2 2l AE B B4 DU . 4208 DL &30 20 o Bl 1) 22 285 ) S AT 3R o

Welcome to Cisco Secure Email Threat Defense

LW ) P LUFL W L ur WA W ) Y

Secure Email Gateway

Do you have a Secure Email Gateway (SEG)?

(@ Yes, Secure Email Gateway is present. (2} No, Secure Email Gateway is not present.

BRREAT Www.cisco.com
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e 2 5H Cisco Secure Email Gateway (SEG)

T BB SRR U] (£ T —#Bor Rk $E) , #BifR L FELE Cisco Secure Email Gateway (SEG) LA X WMz kAT H T #E4%
ANHEFRGZE L, LME Secure Email Threat Defense 7] LA BEAF B IRV R N o anRBAULACE, WTTRe< LAY
HUMRLEAR K E SEG Hf i, MM Al BE S8R .

1. @it kB2 (Yes) 5757 (No) k3675 & f121E Cisco Secure Email Gateway (SEG), #AJ5 s F—3 (Next).

2. IR (Yes), MR SEG ERAE k. #idi F—H (Next).

i1 o SN R E¥ SR A6 1=
1. PRI RIE: Microsoft 0365 B¢, anRETE E—5 bkt 78 SEG, N2 {EE Microsoft 0365 1 A K HE A AU .
2. B R TR RO
FREPE AR B RE ST AT BASLF A BRI 28 2
Microsoft 365 &4 %1k
- 35 (Read/Write) - o VFEH LTS A SN (B, F2ahuiBR el SEmEfF) . #5M Microsoft 365 1R i/ 5 AR .
- EH (Read) - XSt VFiEIR, ASUVFAMIEEE. # A Microsoft 365 i3k H B4R .
ERE: WREESEIS (Read/Write), NITERE MG, KHEEARERE, 5515 THTH AN
(Automated Remediation Policy). 224 B 28 H T Fra WEBIRA:, 155 R 15 “SHelg ” (Policy) T _Fifk XA
eI F R IR B E 3% $k (Apply auto-remediation to domains not in the domain list) /.
TS B
an R A A8 A ERE SEG M NHBIFARIE, 2 BRI . AR AE PRI . Bk o0 M E AT M
3. WIREEFE T Microsoft 365 5 KiilE, 1%i%#F] Microsoft 365.
a. i T—% (Next) LL##:E] Microsoft 365.
b. MR E R Microsoft 365 ik /. bk A UEA 42 R E HL BRIk ) A4 Secure Email Threat Defense
FERESUE . BN A TR EX AR (S R, 15 B [ R 22 A vl 7 S 75 40 o5 DL B R At A e 4
TS 77 1 7 B Microsoft 365 4R B ALR?

c. A2 (Accept) L2 Secure Email Threat Defense i FAUR . 7544 #k # 52 171 [F] Secure Email Threat
Defense # & V1T .

d. HFHFTF—F (Next).

UL E MR RE

TG S SR 58 RO 20 3R
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Microsoft 0365 H{4 ks

AR ARk Microsoft 0365 1ENHIEEsIE, N2 Microsoft 365 it & N[\ Secure Email Threat Defense ki%x H &
FEPATICHEAE, BEWIME S, R EH M, 155G Microsoft 365 FNINIER:SS, AR5 FAINH BRI .

1. X} T{#H Cisco Secure Email Gateway (SEG) {1F/*: 7& Microsoft 365 Hrisin— M ikHags.

97 Wafs H & B3\ Microsoft 365 k1% % Secure Email Threat Defense, i 767 i id Cisco Secure Email Gateway, %
AT Microsoft 365 HHARINH B IERERS . TR ISR 5 A e & H 0%

7f Microsoft 365 Exchange B HIH.Ly, {FHRINERESE (Add a connector)[r ‘5 111 DL T 15 B R B 2 5 (1 &2 8s

¥ H (Connection from): Office 365
#E#:Z (Connection to): & 1EfkfEHA
BB AHR (Connector name):  Hiuf F B AL 22 & HEAF BB (LR HATIF (Turn it on) SIEAE)
RS DGR BOR A BX S CIEEF AN mail.emd.cisco.com, Jy BRI 54 N

mail.eu.cmd.cisco.com)
2% H (Routing): f#1H 5 & 1EIKFERIOCEL R MX 123

Z42MRH (Security restrictions): H&fH L2 %4 (TLS) RV ERE (X 3 HZETHERTUEYLA
(CA) Mk

ISVF B4 (Validation email): Secure Email Threat Defense i & T [fi 4 (1) H & ik

ER: WARER 03654 L HExchange A HENIEE B 1 2% FFIIPF# i, DLEDRE H sl P i o 3 DA 3 Fe s, MO
BB BE R, BAR S HERA RGREEL I B AR G Ao, (R 3R 50 UE I kR S R, I
HL& 32 A SN (R 2

FE PRI UE ), TERE O BRI, F 9 R A T B B H S AR B A . SRR IZE SRR, AR
Je F TN R I P S I0IE

2. fig & %9 Secure Email Threat Defense %1% H &) Microsoft 365. AT HHEEME, EEINH EMN .

a.

M Secure Email Threat Defense ¥ & 72 &K H Sk, WRER G HEESERE, Er I
(Administration) T _EE &R0 H B,

2 Microsoft Purview & #1417 : https://compliance.microsoft.com/homepage.

S A Y52 (Solutions) > HiE4: 4 A #i4%H (Data lifecycle management) > Exchange (#£4) (Exchange
[legacy]) > HEHLA (Journal rules).

IR HAPATIRE, 154G Exchange Wt AR N 2K Rk iy Hid#i &% % (Send undeliverable journal
reports to) T, AR5 s iR (Save). FH FIMRFE AN S pic5%; 152018 2k Secure Email Threat
Defense 43 #r ittt . AR EAEH T H KSR, WFEE E—MEA.

iR HEMN (Journal rules) T . i + AL G & H I HEMT .

¥ H &bk A\ Secure Email Threat Defense 4 & TR U5 244 H £#k & KX Z (Send journal reports to) £ .
EHEMNAZFR (Journal rule name) 75 f', #ii\ Cisco Secure Email Threat Defense.

1E M B R Ik ER B 59 B R4 (Journal messages sent or received from) T, &84 A (Everyone).
EEEFIMAFRE (Type of message to journal) T, £ HTH A+ (All messages).

i F—2 (Next).

BEEEKERE, )5 RERZ (Submit) LU B B .
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3. i&[A Secure Email Threat Defense % & i, /& ii 5% %8 (Review Policy).

93 5 M SR
SR PRI MR, e PR 22 AR 25 SR OB A BB LA I 3 K 2 o B3

1. M Secure Email Threat Defense ¥ & 71 I & HilWB A toht . i BIER 5 B2 E S S RE, Wnr PA7E«“E
”(Administration) T _F #2148 i s 4242 Yl

2. WA= P R, k%4 B% (Security Services) > B Bii%#: 5% (Threat Defense Connector).
3. S F BB 4% 822 (Enable Threat Defense Connector) & i%1E .

A, HONSETED IR 1 v SRR A s ol 575 40 A2 o e G R S

5. fHdi3RA (Submit) LARRINE L.

6. j& [ Secure Email Threat Defense ¥ & iiffi. fidi&%E %K (Review Policy).

BEBIIRIE R E
HREBFEENEE, ESHEREE, %15 W, 0EECEF Microsoft 0365 3 1IF: £EU/S A (Microsoft 0365
Authentication:Read/Write)# =X, 1|57 B3 IE & B 3 (AutomatedRemediation) & & . Z26 [ SRS H T ATl N
BRIRAE, A IR R EEIR S 2 T IR R B 3%k 3k (Apply auto-remediation to domains notinthe domainlist). —E.5
NI, E0AT DT T B 34 ERg (Automated Remediation Policy) 7155

5\ Microsoft {3

Secure Email Threat Defense M Microsoft 365 7 5 AN A MR- Thae g, SR, DAEXR w8 A B 3. R4
R T T WAERF R 5 R 5 8 3% (Apply auto-remediation to domains not in the domain list) £, Secure
Email Threat Defense 2587 5 A HIIHEAT A [F) A A 2 -

B RS T XREIR IR T IR R A B 34k (Apply auto-remediation to domains notinthe domainlist), 1 [ 3 %Mk
W BT 2N AATAT B

B SRR P AEEES)F T RN A B34 (Apply auto-remediationto domains notinthe domainlist), U0 E zh#h
P N AL E e = N L S T P28

BRI R AN S ik X AR S 2 3R A B 34 R (Apply auto-remediation to domains not in the domain list).
FAGA
EFHFA Microsoft 365 % (AL X% B Secure Email Threat Defense I {E /1) :
1. SMERE LR > 5% (Policy).
2. SEEH AR (Update Imported Domains) %41, #1385 A\ Secure Email Threat Defense 1.
3. ARSI 1 I AE R R B S AN RO E

4, FRATE B T XA S 2R b 1935 B 3h#b#k (Apply auto-remediation to domains notinthe domainlist), LLf{x
AN T A PR L& LS B 3 SN BT

5. A RIFFHFRLA -

ERIES N
SF 24 NS EBIGA U ARSI R
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RIS A
WE (KRR > % (Policy) Wif L& B Cisco Secure Email Cloud Mailbox ¥ i AL B fR 14, BRINIE B AE
R BENZEMGRBEE, 1IN, EESCEE, FHrEd, RESHREHFA (Saveand Apply) 144 .

*£1 SRES B
wE Tt B b LT
HRIR TE SCHR A R o B Microsoft 0365 TE LB BB 22 A MR A4 i 5 A e
Fahiks.
B W3R (UEH RN
AT A A R TE SCRT LR FH (1 805 s 11 Microsoft 365 &3 56E TE L BB 22 A MR A i 5 1 e
A FahikFE.
- /5 (Read/Write) -
RV EE M TR E sh LR 5 Y Microsoft 365 &1
R R, B2 shaimm kR WurkE, Mg emPlEE
ATEERRAE) . Microsoft 365 A .
¥ M Microsoft 365 i# 3k R eI SRR E HED
B/ SRR ; WRESHEHEESE N
CIRDY:[Sunl:es 2
- i (Read) - XLV &
N, AR . VER: %S Microsoft 365
4 M Microsoft 365 &k BHRAF: /5 (Microsoft
SR 365 Authentication:
Read/Write), JU#&iE B35 00F B 3h
TSRk #5732 (Read), M FhRsEmg (Automated
W3 E Remediation Policy) % & .
(Attachment Analysis)
FIBRE24T (Message
Analysis) /i 7. A%
N7 FH AN R
B EHHRIE
A S TR
Cisco Secure Email Cisco Secure Email B OREFEMANE CF SEG) 1F % B BB 2 4 w4 B 55 i sy
Gateway (SEG) Gateway(SEG) KIfEE < FohkF.
£ Secure Email B SEG #fE
Threat Defense iR 5k o HRIEGEE, ESRME M
TR IP 177 2K - {EAER SEG BRMEK IR E, 517 T
(X-IronPort-RemotelP).
- [FHBEEXSEGEk. &©
AN INELAL 115 ko
BRAS%AT  www.cisco.com
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W 15

z1 SRR E

FRRAENSCEEIRR, B an SAE
2.l Microsoft 365 #H 74, WA

2NN

] 54 B 115 NN
LAy BN, LT B ERHAR L IS Loy ac|
m TR - A - 4%, Microsoft 0365
. HIgES ST
m  Cisco Secure Malware - B
Analytics ZL 5 #r (15 - BN, PISRHBA SRR
BB 77 - A
B S
W IR AR £ T .
yA = -
(e - A
- W
- A
‘ B SRR
B BRI R
. - N20234%5H9HZE
- FFESK B A T P SR B
BB RUR IS o 5 3L BRI IS AL SR B ) e R B APATEAE B EHEHNRORIS D) - 5%
Bl
B BEREKX B B - BEREX
B Rk (BEC. . M
2 SR By IF o) B BELRE B BIRERYE - BELSRERY
m BHRERE B BELIRMRME BRI - TRAE
B Graymail FER: WRK M Al 8 FExchange

ZERMEN: AEHN
I S F B o SR ) 5
KA Microsoft Z24x
RAE B

Rk e IRAE, KA
%t Microsoft 7& H &5 3k
FRidN ek N7

#% Secure Email Threat
Defense H| & Yyt 3 M £F 5%
TR BB RIS A E4 7 R

WA oA

EEUH L

SN - S AL

B WRAE T 170 o 3R] LA SR HERS

I Microsoft 365 1k f{H it
AFN. Secure Email

Threat Defense

P B 3 ¥ AN T . | 2 eI BUH . (4T T8/ 5 A kst
AR, I I AT A LUK
BN TR A

A RIRFIFR A | AEORIESINE . B | g ol iR BUHIEH . TR B

RN B 3 IS C AR I B4 B, 3t O R HE AT AR [ 2

KRN T BT AT P9 B A
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145t A

8 FH I 50 ) S e B
WA A TR 54 s SR, V% A DU T s 0
®2  BWEARXNRERE

W E A4 TR T
Cisco Secure Email Gateway (SEG) SEG f#1E, FEigr(Esk
ER 534 & H AT
B AR Ar x
AR A - BERBEKX
B EIRERAE - BB

S PR WAAFAE MR 2% (SEG), LARRANME Sk AT H T7E4E N H & IRGZM <, PAE Secure Email Threat Defense ] LA
WENR R B SRR RN . IR A LI E, WA RS I AT IRk B SEG FITEHL, Mt 7T AL S B0R R .

B RAE BRI M Z % (BARTHRICES) 5{CiscoSecureEmailGateway (LARIFRAESA) FIGIFEINCE (SIS R, HSM
https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-cloud-mailbox.

w1 Ad FH Microsoft 365 1E IR RIR, BATEE NS ERIBi%, DUERK H EE# M Microsoft 365 k%% Secure Email
Threat Defense. &7 LLEIL7E Microsoft 365 FH I NIERE A K PAT BLaAE, Wt B AR AR 4, 56 11 TUh pnik.

DI PR R

L SRR, E S ERE (N ER) > %8k (Policy) T .
1. PRI AR LI 2
2. RGUK R —FER, TR IEETIHIERIE. mi 484 (Continue).

3. RGN U BB A RIR” WG HE . 18 75 BEC B 2 AU MB A RIR,  DAE 2 1k 1m] JE ARk 22 4 S A2 b o B 0 R S Wi . 5 R
AT LB AR B, 1ES I}ﬂﬂﬂJI‘f Secure Email Threat Defense HEFN, 55 55 TS0k W SCHL B 5 1k &2k 1R

1, %5 56 7.
4. ER R OE L RIS S BRI H BB B IRAE, AR5 & T —2 (Next).

5. A AP TEHE s IR A FHe et It 5 H A5 sk SR E BB SRR . B ELHEPERUE, 25 12 TUR RN T B E AR AR
IR IR
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CISCO.

EPS!

“HEE”(Messages) UL & s MR ME R ZR GG R, R ARVFIE AT RER BN . AT Z AT LA R 100 SRt

IS DL T Pl

TREIR T W (Messages) U A B bR L A S

=1 IS4 TR T PR e
Spy EA 1 e
iR MR e .
Si

U B SR B B

(1] FEHRET B E K M D F AR E B 5. inRms & T 1 Ab
R MAE“BRAE” (Action) S50 BoR BFR; N
RXFHR AT 7 E B S, M STE“H 2
*(Verdict) 5211 %7~ Bl

(-] BT E “EWIMERE O N . GBI e
&7 Secure Email Threat Defense T X33l 1LE
S5 N R 5E

v eV WIBET R E o it RESIER. MS 5
kAN

) 7 i ) 5 AR ) 5 7 i R A R0 0 4 7 o

v e oyt H TG AT R AR, W AR &L 40T o
LR B B I oy C S N= Al |
AR

- BEC MR 2 T shakimad B sh b Robric 4«7 b H - iR
filt#E (BEC)”.

"l VET ME A O T sh sl it B SRRt N “VETR” .

J I £ 44 £ M F O T sh sl i B shahRobric 4544

® T HEF OB T sh sl it B shahRobrit BB R,

0 17 3 A M 2 T shalm T | s Robric A b ek

TR AR A4 M AR IE N K EIREE” . KB E
MR S B B IR A 28 RS2 B ks 3 IR A

@ — % H{IZCTRY el Rl sL i

BRI ARG AT www.cisco.com
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HE

FZ AL UE
z1 MR T T PRI A
Ktr e Pi ]
o (LIN M 0365 )7 Z AR HE o
B RILGIEN) O365 FL Ao
RE PR AN LA N FRT A o
(7] ettt Kikss 0365 )7 ZAMHISAE NI HEL o

R g

£/ H iR s e T B (i H . FECH ) Bud 2t 90 RN EEA B & SR (156 Bl A 1508
Week | Month | Custom ] Start: | Sep 20,2022 3:41PM  |MDT End: Sep 21,2022 3:41 PM MDT

il P R BORIE 2 BRI 45§ 8- 17, 1By 5 URL .
MBSSGQGS | Q_ Search URL, subject line, recipient, IP... |

RLUE A TR

R AN I g8 ok A MY R RG] BN, 0T REAR B AR WRFE KA N RS I FTATHEE . BATREE FE IHEE . B B F
SRR ATIRAE . CEHT SRR B RS A B R AR BT o

1. Sk AR TP U SR AR
=

20



HE

FZ AL UE

2. BTIEEE, REAERNA (Apply). 1EER, BBATE“HE”(Verdict) TEEFE—DTIH.
[ = Filters [Pe ]

Verdict
All Threats T
BEC
Scam
®% FPhishing
Malicious
Spam
Graymail
Neutral

No Verdicts

Last Action

Maove to Junk

Move to Trash
Move to Inbox
Move to Quarantine
Delete

No Actions

[ Message Rules
& Allow List
Verdict Override
Bypass Analysis
% No Rules

Verdict Indicators
(o ]

Action Indicators

[ -]

Sander
| Sender Email and IP fields |

Recipients

| Search Recipients |

Subject

| Search Subject |

® Attachments & Links
B Attachments

Links

None

@5 Direction

& Incoming

Internal

Mixed

Outgoing

i EEif yg4% (Reset Filters) #2411 i g 25 55 B W BRI BLE .

21



R A1 B A PR ot 8 2%

“HEE (Messages) UL T 7 YIS P T AN PRk 1 0 5 T $ig s 1 B ) R AR I o A8 AT DR T PRIl g o B
1

BRI, T B O R A
 WBCAN TR B
LI o AT TR R PPACUS SiZisee

. ~lm_ - - -n-l —mlmE = R

e 4R
2 AP P 73 A 2 e LA B S L B A
B BEC: piMuiBfFiEYe (BEC) & —F Ak iibn)m, A M TREM AR B H LG R Tk
B R VRO A SR R R B RIOE S T BON A NG IR TR R .
B R XA E KV S A SR AR SS, WREIRIBUT A RS (SRS SRS R
BOER. XU N A ROESRRE R AL 1 B R

18 WM ) e
1B W3 5E £ 1E Secure Email Threat Defense & Y33t B4 J 10 3 AN B 18] B2 T F- B4 1) S 2

Secure Email Threat Defense A (138 14 H) & 5 HoAh Rk 22 4= 5 I e i A AN F . .48 Secure Email Threat Defense J+:
AN BRAR AL FERS , (H'E B SRR UG 4 BT B [ e i AVE . A i TR B BT N & 51 2 (i Talos HI9AE URL 4
i) Sl Bt E . BT HEmaER, b &Er iR, ik, Secure Email Threat Defense T DLiG 48 Hibridix £k
H5E

TBMIE I E £ 4 55T R “HE " (Messages) TUIE b AR o R ehn s 48 B br LRI T 278 N A8 3 40 5 i
If], M&M@UEB{&FE’JHI@%Vﬂi#ﬂﬁﬁ’]ﬁﬂﬂzﬁ]ﬁ’]iﬂ

Retrospective verdict

Applied at: 8:36 am

3 |JP"E!'ShiI1g

Difference: 2m

B P 4 S HI A 36 R
BEFTIF B P A R I A, T HRAT DL R R A
1. EHRE (KB > &3 (Administration) > £V (Business).
2. 7EIBENER1E s (Notification Email Address) T, % FoEUH &% RIZE 34 i85 (Send Notifications for

Retrospective Verdicts).

D SR T AT, U S A R A3 B S R AR AR bl XS SN S BRNAL TR PAPIRAS
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HE

JETT RIS R P

JETT A MR AL ]

FX MR (Messages) WHITE R & R IR EAT L, WHiES > BWsCURFIMA I EEE 2 4G 8, S EEHNE
B, KA IP. Microsoft HEf: ID. B, SRS, @R iZ 40 BHE B LAY i)« [a) 2% (Timeline) . “S 16 41 B
”(Conversation View) f1“EML T #%”(EML Downloads).

“H 52 VE4E(E B (Verdict Details) 1144 oAl 55 KA A AR M BEME R . HARA T BE@gmiG, LIFREHM™
HEfE, RS /SHA256 T URL AERTHN SIS TR WERTTEAHZIA AR, o BRisiii.
Verdict Details

Category
Scam

Business Risk
Inheritance

Technique

DISPOSABLE SENDER ADDRESS

The sender address seems to be
disposable, so it may be unsafe

LOW CONTENT REPUTATION

Email content has a bad reputation

SWUBJECT TOPIC: SCAM

Subject text is often associated with
scams

RARE SENDER ADDRESS

Sender address
is rarely seen

NGRS

FETFIAE )G, i EAEE R (Timeline) 4254 B ) 755 45 e WS R 1 2RI 1] 3%
| Timeline [§ |

FAF IR BR e

B CEM (Received): WEIHE (I ] LU B AR HE O 40 B
B H5E (Verdict): A %P2 HAEATHE I(E S

B B{E (Action): A K HEARRAAT AR FTER (R (45 S

23



HE

JETT RIS R P

B A (Rule): A o< NI FAEAAT B4R LI A5 2.

Events Timeline

Jan 30 2023 @  Received Incoming
03:40:04 AM From:
Reply To:
Receiving IP:
Sending IP:
X-Originating-IP:
Total Recipients: 1
Total Attachments: 0
Total Links: 0

Jan 30 2023 @  Verdict Malicious Automatic
03:40:05 AM

Jan 30 2023 @  Quarantine Automatic
03:40:07 AM

PURAEYINE
A B G S B P WL P BB b OB LR 4T 7 AR PR 37 B AR B 3 L
O 85 50 4741

RIS, SdXHEME (Conversation View) 40 Bl o] 25 F 545 & M AEAH S I B

Conversation View [ ‘

R+ EARATRIFRSIE AN i, DA R0 U o S s MR A o JRT B mORE s 0 20 s R 7 s B R A o
T RIANHELER A T B gy, DRIRfEN fR . IRE IS,

T [ P P9 R ORI AR B R . T P A BRI B U . AEIERETT AU, RS (RO SR 2B

e .
R EIR.
1 1
1
Verdict Last Action O O & Received Sender Recipients Subject
> Aug 11 2021 0 Fo: Cverdue Invoice
> Aug 11 2021 0% Re: Overdus Invoice
» Phishing Mowve to Trash Aug 11 2027 0% Fw: Owverdue Invoice
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HE

o sl A EL T 7 SR

SecureX Pivot 3Z

SRS 1 R 2 A WA P B A 55 5 Secure X AR, U AT DL I BB A- AR I HR 7 7] Secure X B #L. 4 K5 SecureX 4
MHME R, &S M SecureX, % 49 7.

B AN EL 70 R F
BRI DA 7 KA IR, 5 “UB1F” (Messages) UL IR A% 2 s E 3T 70 KRB AR . 3l 8 o5ofe TR R B AR, — iR
Z A LARE B BE T 739 100 HHEFT

VER: HH KR S IR AOAIRE . EASS TR E T A A N B ARR M B T B 1 9 2 BT SE 5. SR HEBA
A RFL Talos ##%. Talos A REL AR BRMAAK I o X TR MBI RMEAF SR B, 15 25 R8s Inhl 5 7 s AL
W, %546 T,

X TIRA Exchange K

Secure Email Threat Defense R X} Exchange Online (0365) F I FEHAT - 40 SR 14 IE7E 4 B F6 MBI 3% Exchange 7% 3
ExchangeOnline(0365), Nxbf (BshaliiER) H#40&E T ExchangeOnline(0365) Tl #E . & AS: U 5847 Exchange il
FEANRCR I A

ERIEIRE S
IR TP, WS DL UBE TH % (SARR )
1. SR 5 S

2. WRRER AR EAE . AT LU IR E #7250y BEC. VEDR (Scam). M%&4Y£ (Phishing). & & (Malicious). 33K HE
4 (Spam). KEEEM: (Graymail) 5594 (Neutral), 503 T DUEBE B HIE (Keep verdict).

Reclassify: Select verdict  ~
% BEC

¥ Scam

> |md‘ Phishing

& Malicious
] > |J 0 Spam

(¢

- Verg

Graymail
a2 l@ @ Neutral

» Keep verdict

> ly
3. A EH (Update) LU #7024,

13/ 5 AR
AR SR AL T /G ANBUSE S, AT LA SRS A P SO AR 78 22 I S el SR A, BR% 28 TR0 IRl R R S X S . [
B USRI E RS IR B S R S DX AR A I TE T B Ak, WURT LUK AL (8 P AOUSCPEA At mT UAYT e A I S
o ZIEREIE RVFES IR RT3 A FERIAE) .

1. R B T 7RI HEE .

25



HE

o Bl A EL T 7 SR

2. \“EHi5rJ5”(Reclassify) TPk £ . AT LUK IREHi4r258 BEC. 1EIE (Scam). M 4A
(Phishing). & (Malicious). 3R HEHE (Spam). KEHE (Graymail) 55 14 (Neutral), 53 ] LUEFREHE

(Keep verdict).
Reclassify: | Select verdict E Request Action: Select action | Cancel |
% BEC
[=] Verg Rule Received s
5 ¥ Scam
> l @ Phishing Jul 28 2022 05:52 AM MDT
& Malicious
| > |d‘ O Spam Jul 28 2022 05:52 AM MDT
Graymail
» l L. & Neutral Jul 28 2022 05:51 AM MDT
Keep verdict
] IJ . P Jul 28 2022 05:51 AM MDT

3. iR 1E”(Request Action) Tz e . & LUEF B E LR IR (Move to Junk). B ZEhiKAE (Move to
Trash). BZUWf4 (Move to Inbox). BZEREE X (Move to Quarantine). ik (Delete), Bt 1] LLikFEA#3] (Do

Not Move).
Reclassify: |« Phishing ~ | Request Action: | Select action i | Cancel |
@ Move to Junk
[=] Verdict Action Rule - S
— Il Move to Trash
> |q: Malicious Trash = Move to Inbox 2 AM MDT N
A Move to Quarantine
1 > |d‘ Phishing Trash D Delete 2 AM MDT N
» Do Not Move
o l M Malicions Trash 1 AM MDT N

4. H AR (Update) DUSFATH 70 RIF R IF AT 4T -
IR SRS, M fE ERERAE (Last Action) 51l h 151,

lERHIEES

FRLE HR GRS HE 3 P ] DA 8T 40 28 AR AR VARURE A A < B B R A MRS AR R A BRI R . 2 M B A A
2% % recoverableitemspurges U3¢ . F P ki Rl L SCEIE, 3 H Secure Email Threat Defense T2 S B MR 14
R BAEFE

1. GEFEENER (K HELF o

2. \“EHi 535" (Reclassify) TPk SR . AT LUK IR B 40258 BEC. 1EIE (Scam). M4A
(Phishing). & (Malicious). 3k HEHE (Spam). KEMHE (Graymail) 2+ 14 (Neutral), s3] LUEFRBE A €

(Keep verdict).
Reclassify: | Select verdict E Request Action: Select action | Cancel |
% BEC
[=] Verg Rule Received s
5 ¥ Scam
> l @ Phishing Jul 28 2022 05:52 AM MDT
& Malicious
| > |d‘ 0 Spam Jul 28 2022 05:52 AM MDT
Graymail
» l L. & Neutral Jul 28 2022 05:51 AM MDT
Keep verdict
B | J . P Jul 28 2022 05:51 AM MDT
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HE

o sl A EL T 7 SR

3. M“HER4R1E"(Request Action) i i Bk (Delete).

Reclassify: |b- Keep verdict vl Request Action: | Select action ~ Cancel

@ Move to Junk

= Verdict Action Rule s s
= il Move to Trash

> l@ Malicious Trash = Move to Inbox 2 AM MDT
A Move to Quarantine

B |d Phishing Trash Delete “ b2 AM MDT

N l@ Malicions Trash > Do NotMove 1 AM MDT

4. JSHEH (Update) DUIHIER IR o

5. “HiiAMIER” (Confirm Deletion) Xf iGHERS BIHEAF AR S, IFafl R B 24k sk, SdiMBR (Delete) PA4KLE.

LR #1E (Last Action) %] 2158 “MH kR (Delete) .

b BSR4
B B8 X S e AR IR AR B BhBUEE ), 3F H Outlook Fl PIANSE B SCpESe . FBZ A FI 53 RVE B 53 ) 7 /T DA/E B B
(Administration) > 4\ (Business) T ifi + & 2 Bl U4 K2 PR, 7F Outlook H,  B&ES X SC4F I8 i ISR AR B 18 f “ 2
Mg k44" (Deleted Items) 1514 1% B H 3131715 . Secure Email Threat Defense 4 HEfE M FE & X U= hi& kG, HIG
RS 2 A
BB ETF ARSI B RS X, TEPAT LR HAE:
1. EFRER S X .

2. \“EH 5% (Reclassify) T Ak 5E . T DL IR EE #3258 BEC. B (Scam). P44
(Phishing). %7 (Malicious). hu3kiRfH: (Spam). KA (Graymail) 5+ {4 (Neutral), 23t 1] LR A (Keep

verdict).
Reclassify: | Select verdict E Request Action: Select action | Cancel |
& BEC
(=] Verd Rule Received s
= ¥ Scam
> |ﬁd Bl Jul 28 2022 05:52 AM MDT
® Malicious
B & |d 0 Spam Jul 28 2022 05:52 AM MDT
Graymail
[] 2 l# & Neutral Jul 28 2022 05:51 AM MDT
Keep verdict
€] Id > P Jul 28 2022 05:51 AM MDT

3. \iEsk#1E”(Request Action) T thik B ZRE X (Move to Quarantine).

‘ Reclassify: | » Keepverdict ~ | Request Action: | Select action ~ | Cancel |
@ Move to Junk

= Verdict Action Rule sy 5
S Il Move to Trash

> l @ Malicious Trash = Move to Inbox 2 AM MDT N

Move to Quarantine“

=) | +J Phishing Trash O Delete 2 AM MDT N
» Do Not Move

M > I M Malicious Trash G o1 AM MDT M
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HE

THEMRGR

4. 5 EH (Update) DUBE S B
_E¥k#4E (Last Action) %1 H1£:35 8“2 2[5 55 X ”(Move to Quarantine).

> +
RIS
T LURHE R G TP MR EE AE oy CSV SR EAT T . T aRIRHI08 10,000 3fMEfF. BFEEHE, HEm L NP ER:

1. fidi“ F#”(Download) #4l, AJEiEFAIE T (.csv) (Create Download [.csv]).
Latest results as of- Jul 28 2022 01:53 PM MDT

Create Download (.csv) |

View Download History

2. RGO IR MR, FORERIERIEAIT P AE R TH: B4 (Downloads: Messages) 7 il ) 3 A .

Your request is in progress. Click here to view the status.

3. HFEgEn, Adi B (Actions) %1 T )« T #.”(Download) E¥5 LT #304F .

T
BRI R e R E 90 K. Adi“F#”(Download) 41, #RJ5ikHEEE TEEIEx (View Download History) UL#%
F|T#: HEM: (Downloads: Messages) i
Latest results as of- Jul 28 2022 01:53 PM MDT

Create Download (.csv) |

View Download History

Z I s HRER . R TR B3 HIARE . il “#4E" (Actions) 41 T #)“ F 4" (Download) |
PR
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e
CISCO.

I

W EE (NfERR) > T4 (Downloads) Fiifi, f&nT LG d /o 2.
B R R EGE CSV
B MR H S CSV

B EML F#iEk

H 2
f ] LLE R AP 7 20k T SR B -

B B (Messages) Tl , 0 FEAERSIR, 5 28 TP PR A RER Bk E A PEECE BB N B s, i i
SRR, e AT A A PR R P R AR — > CSV St

B OETERE (KRR > TE (Downloads) > Bifi: (Messages) £, U1 F . 0S8 T # e B (Bl 3 24 7~
Bh. id 3 7 R e HEE) BRTA IREdE, XEAER A .

LN 2" (Downloads) Uil 6 I T~ HMEA- K E ) CSV, AT AR #AF
ERRE (GRERD > TE (Downloads).

. EFFHH (Messages).

A& CSV (Create CSV).

-

N

L

»

- AERR O EHE S, RO AR R R, JR)5 S diIE CSV (Create CSV).
- R, Rl ERIE (Actions) BN 1 3" (Download) bR AT #3CH .

EML F#

RS T DR B 53 P AT DA BT BRI SR EML T3k, AT “ T %" (Downloads) T I#H1T T3k, EHIB FHEM 7
K2ZJa (PAAeRIE A o SCHERTBAUF#— k. AT LLE N E (Settings) > T2 (Downloads) 5 7] “ T #
”(Downloads) T .

EHESR I R EML SCfF, 3T DU R ERAE
1. BIFHMEIG, AR EML F# (Request EML Download) %41 .

2. RGUR R FMIRE, FORERIERIEEIT P, il 22 TR THR EMYDownloadsDownloadEML) Ui [
(ISCAR

Your request is in progress. Click here to view the status.

a

3. AN, Mdve#eAf"(Actions) #1711 T 8" (Download) EIxRLL T #3CHF

BRAZAT  www.cisco.com
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T

R R H &

N . ~ H Y
MR R H E
AR R A AR R, B (BMEERR) SR NS RIR—2B . AR R H A v U8 2 A MR A A AT (] b s 2 e s o

i, fn SR A S AR B B RS, A 2 347 (Move to Trash) iR oJ e e 2. kbRdl iR H &% Bon N K H %
Ji (Resource is not found).

fos AT LA o J 38 S 9 2B SR T 3R (Request Download), B 432 ME A% K N84 H &
B, SERUA AR LRI AT B R R H

L EBRWE (EFR > T (Downloads).

. eG4 R B & (Remediation Error Log).

-

N

w

AidifIE CSV (Create CSV).

H

- AERORIOIEHE, SR RO AU T HTEE, 2R)5 riii@IE CSV (Create CSV).

(4

- BN R, Rdv#AE" (Actions) 4R 11 T 4" (Download) xRN #3CAF
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e
CISCO.

i %%

ek
w37 (Trends) TUR & oA KBGO EIE S . Ji i LA (Insights) > &3 (Trends)k B 7 3 .
m R B R S R
W T EOL N, TS 14004 (Messages) T L SR VAL B
B BT E 0 (Messages) U L RARSEH0R . I, it AT 8 B 200 e R L RIFT b
m o Rl L el GRS S CSV S, b
- IRETEE R 3 24 NIERASE F, T3 00 RIGHE NN I SR
- MEREEERRRIL 30 REHE, Wit 90 R 24 /NS
m e T, S 1 PDF.

KT X

“K”(Day) BFE LM FIEEIFRAR—/ N AR . X0 e 23 DL R 30 00 2% 1 A U X A
Threats 522 convictions "

Malicious: 248 Phishing: 229 Scam: 6 BEC: 39

100
From: Jul 20 05:00 PM PDT
50 To:  Jul 21 04:59 PM PDT
Malicious: 9 I .
0 -—--. --------------- Phishing: 8 k
22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 13 g, 2122
Day Bec: 39

“J&” (Week) = H ”(Month) EI5 LR KT EIRR—K 24 /NI . — K0 Ut SHHM AR 171 00:00 % 11:59 2
#E, RGP A 9 Y s (R A HB ]

Bhn, o A R KCEEE R AR (PDT) UTC-07:00, 1« H”(Month) BIEE _E&IE EER R AKFEHRE 7 H 20 HF
F-5:00 2 7 A 21 HT4 4:59,

A
Threats 522 convictions i
Malicious: 248 Phishing: 229 Scam: 6 BEC: 39
100
From: Jul 20 05:00 PM PDT
50 To:  Jul 21 04:59 PM PDT
Malicious: 9 | .
0 -—--. --------------- Phishing: 8 k
22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 13 [FYNG. 21 22

Day Bec: 39

BRIARZAT  www.cisco.com
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%

(=R

L7 1) 3 SR TR A

“i 75 1714 25 BT 44" (Messages by Direction) &4

SIFS

et
B’E:

M.

e

200

100

22

Rik#s 0365 7 2 AMUSUE A IR s
85 B FT SN ISR N IR
RILLE R O365 FLF e
M 0365 )1 2 SRR

SRR BT HL

Messages by Direction 1 1K messages

Outgoing: 615

30123456?8910

SN EESYh= Sl [ = 7 S 1S

A
[

Mixed: 0 Internal: 77 Incoming: 378

; |||I||I|IIlllllllllllllllll‘l
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%

EALE e

)

“Bi” (Threats) EITE 2 Wt 52 A7 (L UM A A PR IR . I LS E0 4 P Mk i - IB it (BEC)~ VB
B EP 2 BRSO IR il E R Rl (Messages) T FIHE -

Threats 540 convictions “

n

BEC: 40 Scam: 6 Phishing: 238 Malicious: 256
100

50

3 I IIIIIIIIIIIIIIII.IIIIIII-III

26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27

Day
B IR A
“Hr MR (Spam) EITE 23 7 a5 i e DS SR IS4 1 e DR o P9 o SRl A gt e g A IS A 1 WIS 4 e
Spam 165 convictions <«
40
20
2 22 24 26 28 301 23 45678910 12 14 16 18 20 22
Day
Graymail
IREMR A (Graymail) B 2 S i 5 e 2K o AR (OB AE DR . R0 2 S Rl sl 2 o IR e P 48 A
Graymail 42 convictions "
12
]

2223242526272829301 2 3 45 6 7 8 91011121314151617 18 19 20 21 22
Day

E‘/ ”ﬁ :J:Fiﬂ:

“SUIHR 45" (Impact Report) £: % rid2: 30 KN Secure Email Threat Defense Frili KHIIF4b. %3 WAR

o 2 4 1 1R

(Insights) > &M% (Impact Report) L&A RS . RS HEOSEB I EE, RIAT E“IE4” (Messages)

T b e TR S
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%

EALE e

EVNINECE Ok LT

B {EfTiK) 30 KA B Secure Email Threat Defense fifi Sk (K1l fF, LUK LG 1 £ 000 . 1 SR FA 577 200 H
H{EfLL 365.

5 2 2 Threat Messages Lasi 30 days

M BEC (7%) d Scam (1% J Phishing (44%) @  Malicious (45%)
Business Email Compromise (BEC) are Scams are focused on causing financial harm These messages have been convicted of These messages have been convicted of
sophisticated scams that use social to individuals using techniques such as lottery fraudulently copying or mimicking legitimate containing, serving, or supporting the delivery
engineering and intrusion techniques to cause or extortion fraud

services in an attempt to acquire sensitive or propagation on malicious software._
information such as user names, passwords,
credit card numbers, and more.

o3 475 6 i 22 2.8K 248 3K

financial damage to the organization

Last 3 year projection Last 30 days 1 ves

Last 30 days 1 year pro

B ORTEMEE . RS RORPTIER) 30 RN MBI EB A AR CUlE e, DL R 1R 1 aETIN R v H
H{EfLL 365.

1 9 9 Unwanted Messages [ 2=t 30

0

Spam

Graymail

B e, ERS BRATE 30 RNFRAEREGL. &P LEZTT il iE R .
Threat Traffic

The graphs below illustrates the distribution of convictions over the previous 30 days.

Incoming Internal Mixed QOutgoing

‘I2.l’2‘| 12/24 12/27 12/30 1Mm 1/14 117 1/20

32

BEC: 56 Scam: 55 Phishing: 158 Malicious: 158
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B Secure Email Threat Defense {##7. K #* 2 E7~ Secure Email Threat Defense A

SR

Protection by Cloud Mailbox

The data below shows the protection Cloud Mailbox provided to recipient mailboxes in your environment.

am
X

P

40

Recipients protected from
40 BEC messages

248

Recipients protected from
238 Phishing messages

1717

Recipients protected from
156 Spam messages

U

6

Recipients protected from
6 Scam messages

274

Recipients protected from
256 Malicious messages

46

Recipients protected from
43 Graymail messages

B EEHbR. RERS RORAENTIE 30 K PN B BT X AT+ A E AR

Top Targets

The statistics below indicate the addresses which received the most threat messages over the previous 30 days.

IREZNT R LG NP cE /b

Recipient Scam Phishing Malicious Totals
1 0 108 107 217
2 0 36 36 72
3 0 15 30 45
4 0 16 22 38
5 0 17 17 34
6 0 10 19 29
7 0 14 14 28
8 0 9 18 27
9 0 14 9 23
10 0 0 0 12
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%

EALE e

B OAERE R AN IR S T B AR PR A YR AR N
Potentially Compromised Accounts

The internal addresses listed here were seen sending threat messages from within the organization.

Sender Number of Me
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e
CISCO.

EpN- AL PNREZE:

VR IR R IR B, SRS I R R A W dk . SRR IS I 2, BEE N R R, OB E e
FE4H{E B (Verdict Details) & 2“H P #5411” (User Impersonation) A .

LS INANCLEL RS JEilNib ) AADRE = 2 UV BN N S o AR AN N RN A PN AE 2R R R Y E e oGS
FE 73 A HER AR B ety o

LT LB — N E 100 N[44 B R H R0k 25 R Talos,  DAE T 57 44 R A A4 NS Rt k04T 5 772 i (1 o 2
5N NEC B 5 i 22 4 75 1 52 IR 1) 40 € VR4 {5 2. (Verdict Details) Tt xR 9 “HR” (Technique)

I RRY Y IE N - A PN AR
SERUA A RR,  DUERRE L 8 I B0 B R mA A 3 42
1. ERERE (YiER) > EXEM AR (High Impact Personnel).
2. g AR (Add New Personnel) $#4H .
3. MNP HIER. “4 7" (First Name). “WK”(Last Name) A« FHE - HhE” (Email Address) A3,
4. RERZE (Submit) BL7ERCR T INE 4 5 AR .

E N2 PNARZE IE O EDRN YS!

RN 2 SR E LY ON 2 NG EAL LU VAL EPSE
1. EREE (YiER) > EXEM AR (High Impact Personnel).
2. fE“#AF"(Actions) 4 R, riihimiE (Hi%E) #%H.
3. Eﬁ%‘?%%?ﬁﬂﬂ}i‘ KEE. “%=F"(First Name). “%:[K”(Last Name) F1 T HE 4 Hil” (Email Address) A

4. SERZZ (Submit) LL5E g 7 5 BRI EAE .

NN L AP NAEA ]S

SERCL T AR, LLE AEE IR B 4% B A P
1. EFRERE (HRER > EXEM AR (High Impact Personnel).
2. fE“¥1E”(Actions) 41 F, sidiMiER (Delete) 4%4.
3. TE“HIAMIFR” (Confirm Removal) 3 EHE T 2l (Delete) LA5e it fF .

BRREAT Www.cisco.com

37



EON20PNZEARD
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e
CISCO.

BHH

MEE (Fie B > %% (Administration) > f /7 (Users) T FRE I Kk .

Secure Email Threat Defense i ] 815} SecureX %3¢ SSO ff ¥ 7%, LMEREATH 7 S 5AIEE 2. 5 X Cisco Security Cloud

HRE R, 1#53H https://cisco.com/go/securesignon.

EE: R Cisco SecureX Threat Response. Cisco Secure Malware Analytics (LARTFR A Cisco Threat Grid) 5§ Cisco
Secure Endpoint (LLRTFR N AMP) HIZ T, 145 0f FHELA Y Cisco Security Cloud B EIFHHTE . WRERZHEH

J, MAZRE)E— N8 Cisco Security Cloud & 3%k

H 4R Cisco Security Cloud & 3¢ su Vi & A8 B A S B ik P g A7 28 5%, (EIRATTEE & {8 Cisco Security Cloud & 3¢k
DUME AR RR I I R 22 47 il = e 4z

EZ AN

& LUE A [A]—4™ Cisco Security Cloud 3%k /5 i %4~ Secure Email Threat Defense 25, JX A5 AT DA S 4 M IR i 4

SEA, T TR AN I E I # B Cisco Security Cloud & 3tk /7 B35 & 3¢ .

B EIE P, 55 39 T B B P R o 2 HoAth Secure Email Threat Defense 5241, 1 #H [ Cisco Security Cloud &

SR K o R AR 7 (User) S8RV iEER, SR RIAURAUR TR —HX (db3E. Wil K& H A )
Secure Email Threat Defense 524,

Pt

T M vy it (RBAC) fovEETE R v A P $RAEAS R 2R3 B4z Hl sk U5 M AUPR « Secure Email Threat Defense 7] LATE

KRR A ORI

£ 1 AFfat

it P!

BT R X FrAf LAYs iR Secure Email Threat Defense A Thfit. ABAITAT DL D B A0S, F
oM EEAT 3 3 AN R

B XU P B MG EE RNTE TR, BRI, Mo s g s R eE R .

Pai i IXUE R P AT DS I R A LR Th RS . ABATT AT DU BSR4 T BT A SRR, (HRBE M PR
B EAL o A AT 58 el 7 1 B B e g, VA BIERHT A P

HiE T AT DA A R A LR BE . A AT W AT B A SR R, TR ek B E R
g, IEIRAIEE A .

A

SERCA T AR LRI B
1. EFHE (KREE) > & (Administration) > F P (Users).
2. B MERA .
3. WA REIE, EEA T, )5 ATAE (Create).

BRAZAT  www.cisco.com
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https://cisco.com/go/securesignon

EWHP

R

VER: WM sE L 2 475 3 Cisco Security Cloud B s 7 4 B £ s 48 b dik AH VT AL o

F P i3 2 U RROEE F (Welcome to) B2 & B4 BB BHA MMEA: . A A 706 20044 BB A4 Hr ) 6 B K % & Cisco Security
Cloud 3%k 7 (I EA) HER.

I 48
;@g%%%ﬁﬂﬂfjﬂ@ﬁ%éo TCEGRR A 7 R il W SR SR 44, A ZR7E H: Cisco Security Cloud %3k ' gt
THEH .
TR A, TEAT LR R
1. BFRE (N ER) > B (Administration) > I 7 (Users).
2. 7E“4{E"(Action) 51| F R HYZE
3. 7E“%wiE A 7 (Edit User) XHEAES, N A, K5 A EFEER (Save changes).

WV
SERA T A RIS -
1. EFEEE (KRR > 53 (Administration) > Fi /7 (Users).
2. 7E“44E” (Action) 71 T A X E¥5.
3. 1E“HiriMIER” (Confirm Deletion) %15 AE h s di kR (Delete) LA7e it At .

— RS B B MR B e k. HiE{E4 M Secure Email Threat Defense it A 7 Ik 71, {H ARSI Cisco
Security Cloud &%k 7. WM LA Secure Email Threat Defense S s HIBR A ', b A0 R S 56 BIX LE 0 3R
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e
CISCO.

P
A AP (User) (RCESCHEEIRD > B 8B (User Settings) i) o G B SCARROBCE

AR = =X
=3
FEAE B aimEr AP 4. AffEs.

(- L

“H k1" (Preferences) #4135 SecureX IhREXIRZHA L AL B .

SecureX IEEX

Secure Email Threat Defense 5 SecureX INREX A . ThAg X AL AT AFE BBl 22 472 2 181 0. Vil Ep14E. R0
LG U NEEEM. SecureX HREX F H P TIRN .. ARFEMELR, 155 SecureX £k, % 49 T,

+
T LA B4 FH v (R (0 75 Bk &5 Secure Email Threat Defense. EY)#uiist, &% EH & (User) (FLE OB >

F P88 (UserSettings) > B L7 (Preferences) > L/l (Theme). Afig i of i G @ LR AT BE R, ROERUW TR,
(‘Ty Se(::ure_ Email

¥ Threat Defense

Home Messages Insights ~

Messages | Q Start: | Oct 23, 2022

Search Results (16 messages)

Verdict Action Received Sender Recipients Subject

Oct 24 2022 ...

Oct 24 2022 ...

@ Spam Oct 24 2022

Graymail Oct 24 2022 ...

J Phishing Oct 24 2022 ...

BRAZAT  www.cisco.com
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e
CISCO.

Jiran VL
AL AN
eI
ATNEE (i) > B (Administration) > 4 (Business) 17 il 43 7 H A AR S FLR B
I RREXA I F=HS)

“Iik 1 #4145 27 (Account Details) #5843 LR %

B Microsoft 365 fi/" ID

B sk

m M ID

B BB ID

B SCRFITHID

B OFAHERE, G
- VFANERM
- UHID
- B
- JHEHEM
- ERHM

(CYSR &

“H % I” (Preferences) #7056 G AT EEMB bk . X85 A% H & RIV5 AR LA K K Google 43 Hi % & .

AEE 2R FEL HIES

JHENAR - Hutik 2 Secure Email Threat Defense £l EIMRA: Rk 2| bl . a0, FAOTTRESKIEG KRG HH . HIHE.
TERIGE S E A . XIS B NI M8 — AN P s ik

T LI B T4 A T S B0 R A0k B S PR RN S bk o PR B I S TR RN, R GEK Rk — B

iz H &
FSFTDLE o CSV e AT 3 AN B H . W FHi92sh i ESIE, 48) 217 4% CSV (Download CSV).

BRIRFEAF Www.cisco.com
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EHWE

(AR

Google Analytics
M1& 1% & Secure Email Threat Defense J:- 8257 2c Ak M-I, Il < e FH 825 H Google 74T, JE R G, BRI WEIEN AT

W EE SIS, SFEARET RGN Wt A, FEEAMURL, 6 5Google /s Mt EiX So e . X S BE 1L FA THE 5 173
7 ## Secure Email Threat Defense i £ &K E K .

SecureX

Secure Email Threat Defense 5 SecureX £/, SecureX ibk#& ] ATE HAh B R} 22 472 i 1 885 55141 &5 Secure Email Threat
Defense 5. AXRMKEMFEAMELR, 1S WSecureX £/, 5F 49 .
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CISCO.

IS A 9 )

I R0 00 0 VP 0 S AN ARl 4 S SR . AT LA B«

B CRVSIRT

B CHEE R

LIS O R W

R RS FIH)E 7 R I ANE TG S B AR AT A Al
ML E (Settings) > HF4 N (Message Rules) T T ) & A1 HLHE - 00 .

“Geid o N A S T SC VR AN A E A " R o B SRR S RN, ) ARl E” (Messages) T
- #R A" (Message Rules) 7 H4RH] . Hothra e “ iR L” (Message Rules) 41 H i3 H 1 R 27 W A4

.
Verdict Action Rule Received
Q Spam v Allow List JSFeu—
Rule Type: Allow List
_ . Criteria Type: Sender IP Addresses (CIDR)
Vil R Effective: Apr 18 2022 11:10 AM

Last Updated By:

ERE: MNASEZIRT 7. e e e N b A fe R 27 TR .

FOVFH1 22 A
8| B U R o s R0 A TS0 B U S g N o - S NS L 0 e N | o [ B v o N Gt | i 1
o RGNS, EARSRH SN, BN, 05 Secure Email Threat Defense i 3K 1 HAN &A% N K35 H £
BEI AR, (B 1A A S X e 0 H R AR R R, D RT CARI R o VR B3R N SR 7 %o e SRR AT A R AT
TSRS . “FOVFHZE” TN R S () A Ul o 5 FC R4 328 F000) DG E P W A7 £ B /s A “ B2 (Impactt) )15
.
RN R«
BT AR g 3 R A
B IRERVRRGE AL, R ARER 4 IP ik (IPv4 = CIDR £ .
B SR Z AT LVES 50 M. MR, FTBVES 50 ANMREE . Skakibbt.

A A BBy 200 BUAT LA, (EAREMBR .
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S )

A E 7 i KU

I RE 7 s AR

T RN SO VF R 75 RN 98 R PR S AR UL T (R L3RR R R G AR E o BRI bl A e R e, I EA
ST AN FIRE R 2 IR IE AN 2 BoRAE “52m” (Impact) it e

“HTE7 N

B ST R A B R A

B RE VR NP R NI ECR AR IP ik (IPv4 5% CIDR ) .

B NERZ P LA 50 AN AR Wt v, FTRLELE 50 ANEEARHbE SEL 1P Hhhk.
IESNAL R R DY 200 BRI BMSE R, (HABEIN RS .

2Ny Wil

“GRIt A AT I L R R i ot o 28 4 B AR B e S MR MR- B 0T o T B RN 25 1 B B Ao R0 g 51 48 40T, IRk Ag
PATEASZ 5| T3 500 R A 222038 . Secure Email Threat Defense A4 4T F B3 B - Fndd bz

“ o 2 R I <

B ROk E SRR NI IE . R AT NIRE P HuhE ) A A NBEEE (IPv4 58 CIDR 30 5 HIBFEAS 4% 3 #r .
B AR Z TS 50 Mok,

o g SRR -

B ST N R FO A N s BB B

VER: WURARE FSCPE AGZIBAF I ME— ISR N, T S 22 AR RN o S SR AR AL A\ B2 A D s
Wik CEMIE) , WA LS i 5] 4.

B RANERZ TS 50 MR,

WG T W I BOR R D9 200 BEAT AT, (EAREMIER .

AN TR AR

SIS KR 425 B2 DRI S 530 g 5 o

VR INHT IR SO 51 35 BH 7 78 i A )

SEREA T AR LB EH

1. EHFRE (N EN > iFHNI (Message Rules).

- EFFREAIR IS fHFIE (Allow List) 542 & # (Verdict Override).
. fiii Add New Rule %4 .
- BV AR AR 5T E— 44K
L ORFEARA R RR DLE SR NI A NI R AR IP Mk (IPv4) Bk EA IP itk (CIDR).
CARVERIBH, BLZ25 5k,

o g A~ W N
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o R AL

7. IREESCVFHCAE, SR BRI (Spam) Fl/ s K i (Graymail) .
8. rUii#R3L (Submit) 58 sl .
RN S BB FIR T . ER 2 AT RET 2 20 738 ET R AL

IS IGE B SRI Jp pr )
FEEL T AR TR LG E R«
1. EFRE (NEREN > iFHN (Message Rules).
2. k533547 (Bypass Analysis).
3. s Add New Rule %4l
A, QIEMI TR, B LA ME— AR
5. IEFFEAVRIGMNIR: A& (Phish Test) 54 EIH (Security Mailbox).

6. X T2 A KRN, TR PR A NHBEE L R AL R AEN 1P M (IPv4) B IP Hilik (CIDR). 44
Ja, FAERTH, LEE50kE.

XT 2z A RAE I, TR IR, LS55 RE .
7. HEIRAZ (Submit) Se A A .
RN A B IR ER 2 AT REFR 2 20 7B IR AL

I AR N
EEE, HAemEC e HN . BN, FEPAT DU AR
1. EFEHE (R ERD > B (Message Rules).
2. IR N KT
3. TE“ERAE"(Actions) BT, ol S 4 AU 55320 RO 41528 LA
4. WATPRFRIES, ARG TR E S (Save Changes).
TN SR i E I RE TR 2 20 2rBhRIT AR AL

JE P B ZE P
TR P EREE LA RN, 75T DU R4
1. EPFRE R ER > BRI (Message Rules).
2. PR AT AL 22
3. fE“#AE"(Actions) F1I T, sl B S BSUHORAS AR 55320 1) i P 48 T P T  «
FUNEPRSEEH . R Z T 20 2 8h AT A2
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Microsoft s #1132 4= kAT N

Microsoft Jo¥FAIZFR A2 4 k4 N

Secure Email Threat Defense i81E 7311 E Microsoft 365 17 3% B4R K €0 BB A F 7 5% A4 i 18 8% o VR 21 36 7 1R R A A\ R
B B B R NS MS RVFFIR . BRVEAME R, 1ESIERN L SR B 0 UL i) S ERL e A b B
£HF1 Microsoft 365.

WRE AL RN AN PRI R ECE R sk, I G B T A A i 413k, Tl Secure Email Threat Defense
A EJEYAE Microsoft f0iF7)% . IR Z it Secure Email Threat Defense ilfEiX ek B, i57E“5K1%” (Policy) i I

35 HR SR B A o 3 R 4 BRR 2B A 3 2 B Micros oft 22 & & 44 A k4 (DonotremediateMicrosoftSafe Sendermessages
withSpamorGraymailverdicts) &G AE . 357 3% HS A AN AR MR 1) 58 25806 2 S R A ANFRE,  (HI SR IR 4444 #3158 N 2 LA
AR NFE. MHURY, A SRR B IR R 5E 1 A R A N IR AR 2 AT R R
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e
CISCO.

SecureX ZEhi

BRI SecureX ¥ BRI A= MIEER T —MERKFES . Secure Email Threat Defense 5 SecureX 1 SecureX Djfig X £ %

B SecureX iH% A LATE HAth R} 22 407 it i) #4554 &% Secure Email Threat Defense 15 5.
B SecureX INEEX LG ATE BRL L A7 B2 B S0 Uiin ZHI5E. MRS G UL EEF .
B RASRY AR LN SecureX R4S E., 152 W SecureX SCAY: https://docs.securex.security.cisco.com/

SecureX
Secure Email Threat Defense #2{/t7] 7 SecureX %l AR 1 &% (17 LA T A -
LI (/) b e S t0] 18 P i TR o s 1 e o R B /G AN = o [ SN I E TR E AN
B gl BORBEN BEC, VEDR. M4 EY B R A AR
W BRI IR R B A R R
B RO IR RE A C WIS D A R
B CREAME R SRR RE Dl R o 2 P P R

TR ZRNGRIR R, FEARRRA AR BMIFR . R A SecureX F2 il THIAR Ml Ik 0 R AT 2 44 1  RENS, ek
5 P A RO <

% SecureX FEHITKKIMEE, 1S SecureX SCA%4: https://docs.securex.security.cisco.com/

N R A HEPE B BT AL SecureX

1B SecureX ik 3+ H 2 SecureX LA AL 51, R85 7 A Secure Email Threat Defense #24 SecureX. < #41{5
%, 152 % SecureX CY4: https://docs.securex.security.cisco.com/SecureX-Help/Content/introduction.html

#&: — Secure Email Threat Defense ik /' —k R §85—> SecureX HLUERK

Secure Email Threat Defense i 2% & 5 5 F1E 8 73 H 7 v LA E Secure Email Threat Defense SE#I#24 SecureX it
1. EBEEE (G E) > &3 (Administration) > i\ (Business).
2. {EE %I (Preferences) > SecureX T, 1iidii#iX SecureX £ 5% (Authorize SecureX Integration).
3. FEMBBUAE.

R RR — MR, U] SecureX FLE ).

LFE, AL Secure Email Threat Defense U7 INE] SecureX #HI I . A WA HAT HIRIEN(E R, 214 SecureX
HY: https://docs.securex.security.cisco.com/SecureX-Help/Content/configure-tiles.html
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SecureX ££K

SecureX IHEX

A B2 4 R AL B B B A R SecureX 52 AL

VERE . FTBgE O B B 5 P I AT AT AT 5% . B A A Secure Email Threat Defense 5244474 SecureX (¥
FHAT .

L SecureX AL, THHAT UL R HRAE:

1. EFRE (NfeE) > B (Administration) > )/ (Business).

2. (£ E IR (Preferences) > SecureX T, iii#### M (Revoke Authorization).
RGN s — MR, YY) SecureX ML E CBIIEHT .

SecureX JEEX

SecureX UifEX A7 T K77, 24f4E Secure Email Threat Defense FIHE T 1 HAh B Rl 224 7= M 2 [MRE B, LT EEI4R
171E. {L17 Secure Email Threat Defense [ 7 #87] LLIZAUHE A SecureX THAEX . f# I ThAEE X E RN 4 N 2 18 S/ V5 i)

RHIE . WRAWERN G U EERF
! CUF :: Home
>_ SecureX Ribbon — Applications L My Account
B a Y securex i
Casebook Incidents Orbital m AMP for Endpoints T admin
A Cisco Secure Email Cloud Mailbax
j‘ {} a Security Services Exchange Logged in with SecureX Sign-On
Notifications it Threat Grid
Center . Threat Response Launch

A K SecureX DIREX MME S, 1ES 5 SecureX SXHY:
https://docs.securex.security.cisco.com/SecureX-Help/Content/ribbon.html

RN B S
IR INEEX, SecureX B E 545 Vs N2 Secure Email Threat Defense B BB EEVLIE b, @l ixsesg i, @ n] DI4E
s A PTG RS, BRI T 18I S A SR 22 427 i o

ﬁ' 103049 1¢a52927ba6al1c027adb3.. 14
¢ B Malicious SHA-256 - AMP File Reputatic

¥ Investigate in Threat Response
g Create Judgement
AMP for Endpoints

[ File trajectory

[FIRE, AR R E BT 5 SecureX IR, 1T LU FELSE R Uy 1) BB 22 4 s AF U o 4R LA B AL

ALEERT R
B ERAE L
mRfFID

LI L et
B R4

B RfEANIP

®  SHA 256

® URL
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SecureX £,

SecureX WjfEX

i BT LU #e1F: -

B EBNOEM SRR B v R . DL A 7 2URE 2 I B S 7 SRRk 2 4 A i i B A o e A AT T
SecureX i il SecureX FEEH

- ER: BV BB X AT RS 100 B
R AR R B R

H K SecureX BMKHEKITEZ(E L, 152 SecureX C#Y:
https://docs.securex.security.cisco.com/SecureX-Help/Content/pivot-menus.html

P2 SecureX IhAEX
SecureX HREXTE 7 Fnl AT A . &R LI EE X Hh s W “F P i 1" (User Preferences) ¢ B i A IhBEIX o

ER: TELBOE SecureX ik /1, IRJE A RERAINREX o AT LA O IRz B R D Bl 42 AL SecureX, 35 49 TT i35
] el A SecureX H AR BT T HAR BB R IAAT BL#RAE

M SecureX ThgEEX R AL
BNINAEIX 3% SecureX THAEIX, BT DL #4E:
1. miidi SecureX e X H HI3REL SecureX (Get SecureX).

2. E“¥T N T AR (Grant Application Access) X EHEF, TR 2B B HZhEE X (Authorize Secure
Email Threat Defense Ribbon).

&) SecureX IREX BLC KA. REG0K Sor— MEIE, W SecureX BiE ORI E .
M Secure Email Threat Defense Fl /7 ¥ B 74
ZLNH P B (User Settings) S5 AL SecureX TIREX, AT L R4k
1. EERAPS (BREHER) > AP %E (User Settings).
2. B %75 (Preferences)>SecureXIjfi X (SecureXRibbon) T, rii#Zi SecureXIj#E X (AuthorizeSecureXRibbon).

3. BT N VT FIAUR” (Grant Application Access) SHEHEH, SR RUERNH 2 AR B i IhfE X (Authorize
Cisco Secure Email Threat Defense Ribbon).

161 SecureX ThEE X BLE BN . R SoRn—/MEElE, W SecureX fit & 2T 58T

S SecureX Ihfg X %L
SecureX DJREX 7L AT HRAL . 80T LA D REIX AR A “H P & 10" (User Preferences) 32 8 BB B AL
M SecureX Jyge X H #5242
TENITIRE X i SecureX ThEEXFAL, EHAT LA FHEME:
1. £ SecureX It X ik ¥ B (Settings) > 4 (Authorization) > 144 (Revoke).
2. {E“SH” (Revoke) XF1EHERT, ridi#ik (Confirm).
% Secure Email Threat Defense I/ K /" CANEE 3G SecureX ThfEX AL .
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SecureX £,

SecureX WJfEX

M Secure Email Threat Defense F /% B s 4% AL
BN P E” (User Settings) 2% H4EH SecureX THRE X AL, 1EHAT AT #fE -
1. EERA, (BRECHER) > AP %E (User Settings).
2. {EE % (Preferences) > SecureX BjfEX (SecureX Ribbon) T, #5124 (Revoke Authorization).

#: %) Secure Email Threat Defense FH /g - AN 53548 SecureX IREIX (374 . RS B — M ElE, #59 SecureX FiLE
FRTHE B .
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TR B BT APl SRR DLZe 4 HaTd e it 7 R CAgw A 7 SAis i AV s . A0S R, WS APL X
https://developer.cisco.com/docs/message-search-api/.
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CISCO.

5 I SE R A: 22 4= B 5 A

M 43k35 . Microsoft 365

ELEM R TE N Microsoft IS5 H Secure Email Threat Defense, A3EM A 3 EAT4:

B\ Microsoft 365 & # F U il Secure Email Threat Defense H &4 H

® A\ Microsoft Azure #lF ##fll% Secure Email Threat Defense W

B Secure Email Threat Defense H &
FERHBR R 22 AR A B B A H R, AT DR A
1. ¥ 3| Microsoft 365 & #H.0» https://admin.microsoft.com/AdminPortal/Home#H/homepage.

2. Sz E# PO (Admincenters) > 434 (Compliance) > $#E 4 iy B #1E # (Datalifecycle management) > Exchange
(f£#4i) (Exchange [legacy]) > HE# N (Journal rules).

3. i%&F# Secure Email Threat Defense HEMM, 4R/5 AdiHi& (Delete). &2 (Yes) LATHIA B H B HMI,

M Azure iz Secure Email Threat Defense ¥ H
ZN Azure PR B AL WS BB BRI, AT LR R
1. ¥ 3| portal.azure.com.
2. &It FEN R A (Enterprise applications).
ER: WRIETE Azure B RAME, Xa]§EF VR ATEM (App registrations).

3. HF IR BRI AR (Cisco Secure Email Threat Defense ) /5% Bl &z & BRI (Rik) (Cisco
Secure Email Threat Defense [Read Only]) ;i .

4. EEMNER T, %8B (Properties).
5. AW (Delete) 44, SR/EEIER (Yes) DLAAIAMNI G ARl 22 4 his e sl 77 16 5 F

MBI P 5%
TEAE AT W A A AP 15 YRR Al s i i, AP A AL 5
WK RRORIE B g L 1) RERE 22 4 A B 97 ) 2% B A1
B )\ Microsoft Azure #L/ 1 /IHER Secure Email Threat Defense BiH] (TC 5 43 Bl A o AR 75 ZE RS
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15 P R RIS 2 4 J o 9 0

e SRS

R 9 5 i B 9 15 1B R IR A
EEC B e DA 1 1) JE R 22 A M B S A AR B, 3 BIAT DA T # A -
1. £ BRI =M LmdEah, BERERSE (Security Services) > Bl phifiE#: %% (Threat Defense Connector).
2. KB B #E2E (Threat Defense Connector) % & 5 C.22H (Disabled).

M Azure B Secure Email Threat Defense v
EN Azure HH IR A2 AW BB TSI, AT LR A
1. #3| portal.azure.com.
2. R IFE AWM A (Enterprise applications).
R WRIEHE Azure T B IALEL, XA REFR AR ATEM (App registrations).

3. H3 G R BRI AR BRI 8 (Cisco Secure Email Threat Defense ) #1/5% Bl 224 w4 BEB# (Ri%) (Cisco
Secure Email Threat Defense [Read Only]) i fH.

4. wEMERS, %EEEHE (Properties).
5. A (Delete) #:4H, A5 EFR (Yes) CLRI M B3 R 22 4 MB A g b 95 181 S FH
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T LA AR (FAQ)

SER 22 AW 77 B0 R DL ) R SR A T AL I AR
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