FHNREZ RS

ST DA SN B AR B0 2N CDO. BRI 2 (5T U] CDO A5 A 4 1Y) b A% M0 5L
G

K2 B e 25 MR 55 410 ZETF IR HTTPS JERE, DA 2 4 B AR E A8 T LUKE CDO 445 1) e 46 5
55 o

Ak SDC MHARSM PG, TES LW &ERS (SDC).
AEE R i LA R )

o N AR B AL, BT

* )\ CDO K 4S5 K 5 B0, on page 6

B\ KM EIEA
ARVEMER, AR ARPE M 8 ER T .
\)

AR CDO A O BB By A BE ALy 1) A B AR PN BE A8 IR (R0 G B o 20
75 AHE PO UT TP AT ix s i

PR 1 A0
PLUR 230 A TN A B o0y (PR«

o N AHE B AL ISR B A A (T W& TETERL WURSTE RS O
FHEL Vi), CDO A e 4E &8 (Inventory) LI /R 1% £, (HTCI Tl K% SRk A
B

o AT AT AR RO BRI, BT RAE B R ZUAR Y CDO M.
RN AR B ALy, ARG AR [R]85 si PR AIE [ IR 8 53 AN A By, TR £ I

o AU RAE A B L B2 CDOEAR QA THTH ™, WH I E I S KB SRR MR # (Maximum
Number of Failed Logins) %21 &R “0” .
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BANEEIRS |
B 3 ~pemsn

W 48 Z 3K

PEIRNE AR, VERRER LA R i 1 2 AN U I AR o JE I A5 ity B 7 K RS B L, U3 i3 4% ]

RE2 R

w0 hisl/Th g Ta J3 18 FRER

7/UDP UDP /4 #% H i&ic |FMC K% LERCE A% H e, Wik

X R H GRS AR TR

25/tcp SMTP FMC K% R S AP T G Y

53/tcp DNS FMC Rk DNS

53/udp

67/udp DHCP FMC Rk DHCP

68/udp

80/tcp HTTP FMC Rk FEFEHI TR @75 RSS Y.

80/tcp HTTP FMC K% B A URL 250 R 25 500

GREFEE 443)

80/tcp HTTP FMC K ik i HTTP M8 H & X4tk

123/udp NTP FMC Rk GEAGIEIN

162/udp SNMP FMC K% K% SNMP 4% 2 o 2 Fea B IR 55
2%,

389/tcp LDAP FMC Rk 55 LDAP JIR %5 #1845 LAEAT S0

636/tcp Sy IEIE
SRECK I 3 %) LDAP I 7 o8

(R FMO) &

CINGhER

443/tcp HTTPS FMC el T SR A A T A b 22 4 W A e g
s FMC , I SRR 536 11 443 1
NuliiEF .

443/tcp HTPS FMC HH WIS 2 e 80K FMC 3N
CDO, M| ik QM 443 1
DI/ =

443/tcp HTPS FMC ik W 5AF H SecureX % FMC, N
SOV 443 1) H iR

443 /tcp HTTPS FMC Kk RIEFNFCR H BI5E ) E i
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| #ingsmBs

s A xsgEss gacoo i

im0 s/ e & 75 1] HAER
443 HTTPS FMC K% 5 AMP = (AILERAA) WfE
514/udp RHHE (% |FMC Rk )RR 2R G H G IR S5 38 AL AR
0O
1812/udp | RADIUS FMC Ri%k L5 RADIUS Jle g% # il £ LLEAT 41
1813/udp 0L 50 UE R K
A E .
5222/tcp ISE FMC Rk 5 ISE S 3ilia A
6514/tcp RGHE GFfx |[FMC Rk BlE TLS Ji, Koz H &R i% S
F1) ERRGH GRS
8305/tcp &Sk FMC L] A [F) 3 2 1 1 e 2 TH) 42 4
BEATIEAE .
AIRCE . A SR St 1, A
DAy R 8 AT o B St 1
EULLR B BRI -
8989/tcp MRSz |FMC Rk A A AR BN GE T L

£ A EIER At AEEEH L F A CDO

ZAE

Before you begin
B BN AHE BTG, on page 1.
ARORAEA ISy RS A B APt b SO VF I PR i 1 7 1)«

EUERE AP KBS BEUL N CDO, Wi AT LA R R

o G SR AT A M 22 A U A TE RS A HIFMC, W) SRR 1 443 ER N EE RS,
o WURGAE ] = E B 233 NFMC,

) o5 1 443 b 16 ko

£z
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On-premises FMC

Cloud SDC —
CDO —> (Allow inbound traffic on

port 443)

On-premises SDC
On-premises FMC

(Allow outbound

b0 traffic on port 443 «<—> (Allow inbound traffic on
to regional CDO port 443 from on-
IP address) premises SDC)

P11 7E CDO FHik=t, sSdiiFE (Inventory).

$®2 b e VN &

$1E3 fidi A FMC (On-Prem FMC).

I 4 EH{E A EIE (Use Credentials) .

LIS S RSI&EIEIES (Secure Device Connector) #4411, ARG #4228 1) SDC.  tn RIEAKUEH SDC, CDO
AT UM ] 2 e e 3 A M B0 . IRE PRI T8 4040 K5 CDO &R 2T 1 % o

Figure 1: £33 22 218 & 2%

Secure Device Connector X
Q
Name Devices Deployment
Cloud Connector [ =24 ] & Cloud @
CDO-SDC-1 [ 4] # On-Prem
CDO-5DC-2 [ =1] # On-Prem

Cancel

L6 AN/ LIAIE . mT—%,

LT WANEH T U ) ASHE B O Ik PATIE R B P & (Username) FIE5E3 (Password). siili T—3.

P8 WA DA EXH, Eny LRSI R A B b0 AR IR, 80 iihif ZIF$ (Goto Inventory) LA
F OB T RIS TRGLES, FMC KR BRE% (Synced) R4,
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Note

{73 SecureX BanEAKwpsdcEEEEL

R, o A RO RS S ASMm A A “<fmename> _<manageddevicename>” .

£/ SecureX B FIELNAH G A IEETE 0

YE24 CDO LR B O s BB 7, ST DMERT P65 10 B 3h 3N AU B b Zhig. Bhohhg
22 183 AR B SecureX FL (MFTA A FMC (BN RR . B4, BB 3 NIEH BIX S A
Ho FMC 1) BB 45 o

BOATGOU T, BEIREAE CDO R M, I EETTLL B3 P A FMC A1 BB o4 e, IXHf
CDO /M E ] SecureX IFIHT AHUE PG BB TH] A BELO wa] FPE (HA) .

Fr & Z il
ORI 2 DL R 2K
o AHAFEL L A DISAT 7.2 FRAR.
o TIH — DA . SecureX

o WIIFE FJAH . SecureXASHLAT # HhL0v AT JOD BRAIFELNMS B, 15201 (Cisco Secure Firewall
Management Center (7.0.2 F17.2) £ SecureX fE R FHF) -

o TAZIAE NN Firepower £EEL . Secure X SV IRAIVELN(E B, 155 W% Firepower i #
M5 SecureX 4% https://www.cisco.com/c/en/us/td/docs/security/firepower/integrations/Secure X/
cisco-fmc-and-securex-integration-guide.html#Cisco_Concept.dita
70428fed-4183-49ce-9563-1ad75f1db8fc

« DAARSCIFOR L IR 1 443 R HI S . AN HL A B AL
o AHEREE UL O AIUEAT UL AR

C RN, EA IR CDO HL R SecureX/CTR K F o UL, 5S4 K
« A IEE CDO AL AT SecureX/CTR i, IEHARVESY CDO FiL/ 558 5 5%

T SEEFE (Inventory) > > 78t FMC (On-Prem FMC).

$1E2 A M SecureX M A& IVE R T
£ SecureX ThEEEFNH AL FMC SEAE . o] LU ZI7E R (Inventory), A5 4 E|AHE FMC (On-Prem
FMC), UA&E 583 CDO M7 1) SecureX FLF SCBEHIHI AN 1) A # Ly,

WIE 3 AT DL T R AR % ) RE

T4 FEHIRE (General Settings) );:qc'%ﬂfﬂ, FHEMEFIZE (Tenant Settings) 4, RJE2EHER SecureX R B3l
FH A1 FMC (Auto onboard On-Prem FM Cs using SecureX tenant).
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https://www.cisco.com/c/en/us/td/docs/security/firepower/integrations/SecureX/secure_firewall_management_center_and_securex_integration_guide/send_events_to_the_cloud_directly.html#Cisco_Task.dita_7ff9fc49-dcc9-4cc6-86a1-f62b2f423914
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https://www.cisco.com/c/en/us/td/docs/security/firepower/integrations/SecureX/cisco-fmc-and-securex-integration-guide.html#Cisco_Concept.dita_70428fed-4183-49ce-9563-1ad75f1db8fc
https://www.cisco.com/c/en/us/td/docs/security/firepower/integrations/SecureX/cisco-fmc-and-securex-integration-guide.html#Cisco_Concept.dita_70428fed-4183-49ce-9563-1ad75f1db8fc
https://admin.sse.itd.cisco.com/assets/static/online-help/index.html#!t_merge-your-cdo-and-securex-accounts.html

gAgERSs |
B =zo3 cooxiemiosEman

pE s LA DIRERT, CDO 245 1LY SecureX FLJ™ SRR AU PG A INER C AT 0GR )
AHL FMC. R e 2R iz e Ja T3k 2L o

B E [0 8] CDOZAH B A IS EIE AL
W JG, WAIIAE UL s g B T L4, B3 FQDN. A B CDOA Y B 5
m), TN X A3, CDO
DA F R T B e L L4, RN 2 3] : CDOA ML BEH L

P G AMEE L UL
LB 2 S5 R4 (System) > B E (Configuration).
$12 3 LPEIEIEN (Management | nterfaces) i+ .
PB4 JRIFIERER, ARG A6 KR
$EBS B YA TFBIF M Y FQDN. FMC
W6 RAFHE K
TR BATRET GRS, ARJE A BE M lF Firepower 25 HH ALy (178 BE B8 46 9138 R Bl UL CDOA L BP0y

M CDO il Ex A3 BG K 55 & ER ol

I RIEIE R CDO HI R A By, BB CDO R AT A 8 B % & o TR, IX
A2 SecureX H R A HE L

FEFH LR R AN CDO IR S M ) e s AHIE B ALy

P NFHE RS, AdEE (Inventory).
PIE2 L& (Devices) ETIF.
P33 A FMC (On-Prem FMC) BT, ARGk BEEM R 1) AN Hb B b

L4 L MTIEEIRIE (Device Actions) FkgH, rithifiiBRAHE FMC R EIEE 1% & (Remove On-Prem FMC and its
managed devices).

PERS SHRE (OK) LA ZEMAL ™ IR A B rps S AR B
FYR6 MDFT B A LLE S A B SR K
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