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Secure Device Connector @1
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

HE4 ELBE 1P, Ll TE SDC VM & (Download the SDC VM image). X447 Bk (K3 10 - 1 T

r -

Deploy an On-Premises Secure Device Connector p ¢

Step 1
Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWEwWFZDS JkuZX1Kc2FXNXJaV1
JVWlciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT jFZbk5qY215d2RHbHZ 1bk 1pT2xzaVNWUKVH
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
x]bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWLPbHNpVINSSTVIW
OUJSRTFKVG1KZEXDSnBjM@1pT21KcGRHUWIMOBpqYkhNemRHVN1TV1FpT21JeE1pd21jSEpwY1dGel
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y0dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SHtD
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1RSbUBySTRNQzFpWW1NNUXUUTNPRGNEWN1 Zek 1DMN1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNtbDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUB1zSWIWMGFTSTZJakZpT1Rjd@1tVmpMVGhoT1dZdESHTmx0eTA1 TVRBNExXSmx0ak SpWk RRMBS5H
TTJa0BoSL1INSZEyNzhoNUNSZDNPRUUSHUAXTZVRd 104aHpkS1htR3BhUmt SYWSIZDJ1dmRFQzg1TH
hoZkB40Q19PNFBmVjNSTHpNRUSmMcBFoSTVDNHBGVNFSLNo2RDJ10z1FRy81 TzNZcGpWdGe3N1 FnY2hi
ek5XNedKajRyTT1yVzM3RXdRdF9zeWh5azVkTOV1TVIrMlewR1 JReXhLoempoU1JLUT pKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGR1ic1p4WFZoSkVGa215Zk53YjZCdaFARUp2VDk2bmRMYVVaYzNjWGdJVBETYU1zeF JPb1VRR2ZRBDN
BKcHM5a24 tNGBwZWtxcB1BTXo5UVZeOMXZ1S ) ZWNmSNdBgyV3J1cDRZMTY 1MC1yeDBpb1hWNFdzQSIK
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvemNoZ XNBcmFBb3TuY29tIgpDRESFVEVOQUSUPSIjaXNjby

WIS M zip ST PRI SO AR SRR A LA
* CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vmdk

W6 ] vSphere Web % /7 iy LA HE 51 B 4y & 5 VMware JIR5545 -
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Pk 23 E 4% H ESXi Web % /7 i

FEIRPE TR N OVF BB S 22 A B A L A8 R FUM Lo
WHETEHUE, fTJF SDC VM.

FT P SDC VM [l & .

R P 44 cdo k. BRINEE 4 adm123.
ERRFF )G, BEN sudo sdc-onboard setupo

[cdo@localhost ~]$ sudo sdc-onboard setup

H LIRS, BN adm123,
YR N P root BTSN root FH 7 1250
R0 cdo A P AR Bt . SN cdo FH 7 IR

Y RGHPUREIR IR EE1ER CDO 13 (Please choose the CDO domain you connect to) I, i % A %4 (1) Cisco Defense
Orchestrator 15{5 ..

RGHLRIT, FALLUT K SDC HE &
a) IP Hilik/CIDR

b) Mk

c) DNS %5 %%

d) NTP Jlg%5#+ 8L FQDN

e) Docker M

iR Docker MM AT, 1514 Enter .

VRGN XEEEFERIT? (R/F) (Are these values correct? [y/n]), 1fiH y#IAEBEIEN .
INCNIE TN

MRGHR BREEIRE SDC R ?  (Z/F) (Would you like to setup the SDC now? [y/n]), HiA n.
VM il & 25 A g R 8 .

@ 5 SDC If) SSH %42, LL cdo S 43 & )4 N &Y .

TEPURE G, SN sudo sdc-onboard bootstrape

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

HRGHORHA [sudo] TEII, MG AEDE 14 T I cdo BT
UAGIRIEN CDO MR £ EE R UE E 15| S32F5UE (Please copy the bootstrap data form the Secure
Connector Page of CDO) I, iEHAT LA R FE

1. &3 CDO.

2. M CDO Kkt B > REKEESR.

3. EEAEEHT, SERE IR LR &% (Deploy an On-Premises Secure Device Connector).
4, JXHEHESS 2 S EH) 51 SF2F IR (Copy the bootstrap data), #&J5kkIi%] SSH % L.
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Deploy an On-Premises Secure Device Connector X

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDQ Bootstrap Data

(QBRPX1RPS@VOPSJleUpoYkdjaU9pSINVekkxTmlJc@luUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUkVMH
VUpoYzJVaUxDSm91VBp5YVdRAE1pNHdJaXdpYm1kbWR5SmRMQBoxYz WeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWIPbHNpVWsSTVJW
OQUJSRTFKYG1KZExXDSnBjMB1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY 1dGel
VWUmx1bUZ1ZENJNmJuVnNNiQ3dpYzNWaWF tVmpkR1I1Y8dVaU9pSjFjM1Z5SW13aWMzQkpaQak2SWt0
RVR5SXNJbUYxZEdodmNtbDBhYV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQok2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWWMLJcB1tTnNRY1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNuYnpkQe1zSW5KbF1XUW1MQB
k1T1RSbUBvSTRNOZzFoWW1NNUxUUTNPRGNOWW1Zek 1DMW1ZVBpaWldaaE16aGhOR110TENKM2NtbDBa
QBRPXBRPTUFJT j81id3d3LmR1ZmVuc2VvemNoZXNBcmFBb3TuY29tIgpDREIFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDRE9FQk9PVFNUUKFQX1VSTDAiaHRAcHMELY93d3cuZGVmZW5zZWayY2hlc3RyYXRy
ci5jb2@vc2RjL2Jvb3RzdHIhcCIjaXNjby1hbWFsbGlvL2Npc2ZNvLWF tYWxsaW8tUBRDIgo=

#1 Copy bootstrap data

FED RGN BREEEHFXLEZE? (2/F) (Do you want to update these setting? [y/n]), #iA n.

HIE26 R0 LW ERE” (Secure Device Connector) [T Ml bE%E, HEEHE FH SDC KRS E S iEED
(Active).

Vil j o A v = og

aEECEMN LMER e gEiERSE
A& AT UE RS CDO I B2 B 44 0T, AR R AE W 4 R R 3008 e i 4 1% 248 (SDC), DL
P CDO 5% &2 Ml 5. M, XERAALETURN, BEALIP bk, 5 At
BREE R TP 1o HIE Y 2242 % (ASA). FDM 45 BE 4%, Firepower & H Hf.y (FMC) 1% 4[5
K 2 SRR B A 3 A R & R UIE S CDO .
SDC W5 T B Z W& EPATI S, DU TRE R IE B2 &4 . SDC 443 CDO #iA7
4, MREZERA N CDO KIEHE, JEBZE R &N ERMZ CDO.
AN SDC A DL B[ T £ £ i e T IX e £ b STt Dh g S FLC & SO R/ e AHDZ, TRk
HE I H I, BATIGE—A SDC AISCEFRZ) 500 634 . A RVEANE R, ES AR CDO Fl
T ZA SDC, 220 T,

SERE P At (A B PR R AU LIS AE 9 2% v 223 SDC

N

AR 2B SDC MY EIE. it BRTFEN T2 T CDO 1) SDC OVA W IFHEAT 2238, X Tt W],
WS ] CDO ) VM BREE 2ia ity 20 7 0T o

FiaZ |l
* CDO T B A& UE A Ay, FF HASCHR SDC FIUE KM 2 8] 1) Web/ N 25/ CEE .
* SDC ZIAE TCP % I 443 b FHLAT B (1) 5 4> B 3t U AR
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B =cecossnrnsssnssns

« KTMSIRM, WA R LRI 8 ER R .

o 247 yCenter Web %% 7 Ui 8K ESXi Web % Ui [ VMware ESXi FA4L.
N

ER RATASCRHEA] vSphere S IHI% i AT 23

* ESXi 5.1 UML)
* Cent OS 7 Vi ZH#AE R4
* {XEAT SDC If] VM [ R G 2K
* VMware ESXi FHL7 % 2 4~ CPU.
* VMware ESXi M2/ H% 2 GB A AF.
* VMware ESXi 7% 64 GB B4t 2% MR SR REAUML,  HARHGR TR icie £ . ol fioe &
X DX A FH ISR (LVM), DR A T LR s 55 2™ 8 T 7 (R R At 22 )

* BB VM L) CPU MAAFJE, F10T VM JRHifR “ iy UifEas SDC AT “353)” 4R
7

o PAT IS FE I N AZRE I FA M YE Linux FREE 8T vi nTA0A0 G2 g iS00

* WURAEALE CentOS HEAUML F 22343 SDC,  FoA T I E W1 4228 Yum 224 4h | o A4 41 Yum
BO'E, R Yum BB, 0T REFT 20N 11 80 F1443 FATH H ki Vi in) o #5375 200 & yum-cron
ul crontab KZ A BT . S 2228 E BINGAE, B € & 15 7 B DU A 22 4 5 LL AR VR
B Yum T,

AR FHIAZET: TR P A SRR B i Db, MBI S . S A A
“n-dash” , FEBJUIAHIGILREH, XL T LMEAN “m-dash” M, KRR S BRI

P11 FRINE N IHAIE SDC ) CDO F .
$£2 M CDO i, ®FETEFBRS (Tools & Services) > &£ 1%88 (Secure Connectors).
W3 e AEEEEs i b, Ak, REEFER S F%EIESS (Secure Device Connector).
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é" e + tenant name _

user name

c 3

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020. 4:41:08 PM

FHEA CHE LS P SRR E R RS A
LIS L% CentOS 7 BRI, F/04 SDC 2 HE LA T RAM FIREAE 4% 1) «
« 8 GB RAM

* 10GB Hg#4257)

W6 wAE, BUEIEAMLE, flidEE SDC B IP Hidlk. - RHERD R OC
FIBT  fiLE DNS (A M) 4.

LIE8  HE NTP (LEH RIS Iss4s.

$IEY  7E CentOS %24z SSH /%545, LMEYS SDC 1) CLI #HA48 B,

S0 E1T yum FH, ARG R4 open-vm-tools. nettools Al bind-utils

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

LB &3 AWS CLI HAF4L; 152 [ https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html .

e 24 WHIE ] --user bri&.

SIE12 2% Docker CE 44 1152 [ https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
iR AER “AL A PR 22 e” T7i

B 13 )53l Docker 45 HAE AL S B I 5 B0 -

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

LB QIE N “cdo” Al “sdc” o cdo H PR ARG S LUSATE BEIIREMIH P (R b o 75 A H root H
F) , sde F1 ¥ 21247 SDC docker 28 s

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

SIE15 4 cdo FH T WE B,
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SIE16

LIE18

SIE19

SIE20
SEN
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EZECHELN ERER SR E RS

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

4 cdo H P us | “wheel” 41, AHARMLE P (sudo) BLFR .

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

7% Docker If, &8 — M) 4H. HRYE CentOS/Docker [RIRRAS, ‘B[ BEMFR A “docker” Y “dockerroot” .
K7 Jetc/group SCAFUAEE B AT, RJ5¥H sde F - ds b .

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

W12k Jete/docker/daemon. json SCAFANMEAE, THEIEZ I, JFAEM LU N WA SIS, H0H A 3) Docker & &
DAL

iR HHARTE "group” T N 4L 4 R 5 18 A0 E— 20 WAL Jete/group SCAEH R B2 LT

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

G R4 2R FH 2 vSphere ¥ 6 & 0E, 1HTI#E] SSH ] “cdo” M P B, BX5, TN “sdc” H
Fo BAGHETHNEILE, HMmAN “cdo” MR,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

¥ H S E MO Jusr/local/cdo.

B — 4N vootstrapdata FT A, HAGERBIIAR &I EIERES W SR 2 1951 TR EhoR 5 20
A ARTFSCH . BOTUAER vi B nano GIENZ S,

51 FRETHA K base64 Gufid. X HIATARIL IR L T H B4 A extractedbootstrapdata K3

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~1$

1817 cat fiv % LA B M a0 o dw AR i 1 et N R s

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN:"<tOken string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
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{8 FA Terraform t£ 27 AWS VPC EERER 218 &% 15 .

P23 BATLU RS, KRS SR A T BB

[sdc@sdc-vm ~]S sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~1$

$IE24 )\ CDO &5 SR PG,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:=—:—— —=—:—-=—:—-— ——:——:—— 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

HIE25  f#)E45 SDC tar £, JFIB4T vootstrap.sh AL SDC A4,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped - extracted files>
[sdc@sdc-vm ~]1$
[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh
common. sh
[2018-07-23 13:54:04] startup new container
Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally
sha256:d98f17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d305790275458: Pulling from
ciscodefenseorchestrator/sdc_prod
08d48e6flcff: Pull complete
ebbdl10b629b1l: Pull complete
d14d580ef2ed: Pull complete
45421d451ab8: Pull complete

<snipped - downloads>
no crontab for sdc

SDC HL{ENTE CDO H g R “YEE)”

T—F Mt 4

{& A Terraform 127 AWS VPC tE B L 18 &iEEse

Fi&Z 8
1227 AWS VPC F#38 SDC 2 1, iH & H LA R ATHe 44t

* CDO 7 /A& AE A A, IF HANSCEF SDC RN E IR 22 8] ) Web/ N ZACHE . Gn S48 FHAC B IR
%, AN 2 W A EE RS (SDC) A1 CDO 2 8] (Kt B T A £ o

o B K RS TR DL RIS I 2 U 1)

s B AWS K —AED A AT MK AWS VPC Fl—/~ AWS Route53 4545 XI5
* iR CDO 51 F 7. AWS VPC ID LM ID.

* HERIETEE SDC A F I IER: T NAT MK,
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B =xzcnssmsnpnn

* FEIBAT B K BRAE B HTTP 45 1 )3 1 4T TF MBI K R4 21 NAT B S5 TP fR

PR A Terraform SCAFHERINLLN M AUSAT; 0 R T34 A 22w

module "example-sdc"

}

source
env

instance name
instance size
cdo_bootstrap data
vpc_id

subnet_id

"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"
"example-env-ci"

"example-instance-name"

"rb5a.xlarge"

"<replace-with-cdo-bootstrap-data>"

<replace-with-vpc-id>

<replace-with-private-subnet-id>

L | | A [ B

A RN BB IGIR, TS0 % AR IE A Terraform Bk

ijﬂ% 2 4‘4 instance_id ﬂfﬂﬂ’j‘] Terraform ’ftﬁ%‘:':' E"]ﬁ]ﬂﬂ

output "example sdc_instance_ id" {

}

AT LME ] instance id HEREH] SDC SE], LAMEAT AWS R0 LA & U B B (SSM) JEAT MBEHERR . A o8]

value = module. example-sdc.instance_ id

Mt Iz, W52 0 2 A a6 EHE 4 Terraform BELHH I H! .

T—5Mt4

BN} SDC AT ik fEHERR, AT AWS SSM 33 SDC 524, 55 % AWS RS Fl g2
TS, TR W TR R S 25 R VR, T B, T SSH iE RS SDC
SEAF ) g TINS5 A T T

B R EIREFERERAY IP ik

FHIEZ Al
* AU B A RE AT AR 55

* SDC WA ZIAE TCP i [ 443 B ¥ £ B PRICE 1o b B oF 556 90 11 54 HH i 77 ) AL

\}

R E SDC 1P Hullk 5, B IEFAT £ E R A CDO.

@ SDC 1) SSH ST IFEMLINIERI &, JFLL CDO I B 8k
U R BAE S TP bk 2 W& F SDC VM I M 28 ML B A5 &, 151 H] ifconfig T4,

[cdo@localhost ~]1$ ifconfig

B G L1 1P Huhl, 58 sudo sdc-onboard setup w4
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[cdo@localhost ~]$ sudo sdc-onboard setup

A MR, ERAEM.

[sudo] password for cdo:

FEBS  FHRRKEEN n LLEE root M1 CDO 14,

Would you like to reset the root and cdo passwords? (y/n):

PE6 RN y UHEHT B M 2.

Would you like to re-configure the network? (y/n):

$®T PR, BABSEY SDC KIH IP HlkA SDC VM ) HoAb A5 & -
a) IP il
b) MK
c) DNS z%5#%
d) NTP JIg%5#% 8 FQDN

W NTP s %5 5% FQDN AN &R, 4% Enter 8.
e) Docker M
1R Docker M AT, 1534 Enter .

FIR8  HAZITREAE N EG, A y #imA .

Are these values correct? (y/n):

R FEREN y 200, IR IS REHERC R, DU FESb a2 5, 1845 1H TP k(K] SSH E#K = %.

LI AL SDC 3 1P Hutib G SSH I8 5.
FE0 ErLLUSATIEBRSIR &4, LIifR SDC IEF 1817 .
[cdo@localhost ~]$ sudo sdc-onboard status
BT R A AR L2 LR 5 7R [ OK o
pE 2 WERAE VM [ $1 G AT IR, WIEMIAMEIER S, ERRASN0R B 20217 I Bk .
BN v Ll CDO H 7 Ak A SDC [MIEH: . BHATILERAE, 154TJF CDO NHIF e « LHMRS % 41%E
BeA” o, >
B2 T UL TR O O TP kb e AR g
PR3 ERAEEAR T, AU RIS .
A% B ORI E R OB R, JF H B0 R Bos  wr H AR A .
BERIM AT 1P Huhk 5 S AE RS AREA AR HERT R T 3:00 J5 R BUEE SDC 1 “THE4IfE R &g

ARAE VM L2 SDC HIfE R, WS M. 728 A CRIREINL LA E 22 e s, 58 11 0t
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PR 22 i i R 2
A

Warning

o

PR P2 IR S5 K) 2 A e 26 1A% (SDC)o X —#RAEAN AT I . AERATIEIRAE T, JEORE JE i B4
#1% SDC 1Bt ER RSP SDC I BBk . BPNER B vl AE T 28 EEFER M
BEAS e JOPT RN B B B SRR

ZNHL rhER SDC, THIEAELL F R

P MIERER B ZMBR K SDC AR %
ca. IEZSR AR AR SDC M3 CDO [k #, LMERiE SDC 1 H T %% .
b. 7EiEE (Inventory) U, SR E 1T A7 A o
C. fE “WHHEA/E” (Device Actions) Gk, ridiMIBR (Remove), RJ5 HdifBE (OK) LLAfITA G HIHRAE .
$£IE2 ) CDO HF, HHFTEFIIRS (Tools & Services) > 4% 88 (Secure Connectors).
W3 1w (Secure Connectors) UL F, il (ol 54, RIGiEHR IR EZEIES (Secure Device

Connector).
é Q = tenant name _

user name

ll ¢

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

SEBA AF “ RS (Secure Device Connector) M, LR EMIBRIY SDC. Ik & EINAE N 2 .
LIS 7F “ERME” (Actions) k& T, il ® MIBR (Remove). #2sUiFILL R4,

Warning 5 HLREIIER <sde_name>. MIER SDC [ AT, MHER SDC 5 2 5L G IF AR SDC, X5 4 fiE
CUNDER WA S

oI TSN A MBS, PIIER SDC K 2RIEAEBCE BT SDC Ja BBNEHIX L B 4 0 1 U AR
o WERBEAALAT R BUERBE RS, 13 kT ERGE (Cancel) JfIK AR CDO S0

o WEREARYE, 15 <sdc_name> 7E R SCAKEF, K5 TR E (OK).

6 EFANIGHE, WOREAGREE, 15 A S B PTA ) SDC 447K
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1 AsA A—+ snc =5 —4 soc ]

PR RUHBE (OK) LUAMNER SDC.

1% ASA \—~ SDC # = 5 —> SDC

CDO CHREAHL ) i £ A4~ SDC. 7EH.4 CDO )7 A £ A SDC, 2f 20 jifsn] LIMER LA N2
¥ 25 ASA N—A SDC B & 5% —> SDC:

B AN, A MRS

IR 2 piid% % (Devices) EIR, K5 miidi ASA LI,

P 3 LS HADL SDC 1) ASA.

IR 4 (IR EFIRIE (Device Actions) &g, il EH#EIE (Update Credentials).

HIES5 fiid Secure Device Connector $44ll, #RJFIE 2N & & #8121 SDC.

PO A T H RS IE R AR5, SR )5 rii B # (Update). BRAECTE, 75 WA B 5% H 7 44 R i 5
FHFHN ASA IR IFAHIR] . BN K 6 o s 8 31 1 5

et 23 TR FTE ASA # AR A AEIE, AT LK ASA A4 SDC fit B £ 54 SDC. Ui ASA HA
ANFEIAEIE, W22 — ek N —AN SDC #4255 —A> SDC.

5 Z7 Meraki MX &£ E4F

WA N Meraki #3 ITHIBR 2E T 16 APL %480, A Z00E CDO 1 BUBNERGUE . BAE BT % 4H, 1H
Z 7 AL RIS 2R Meraki APL % 4] LISRIUE 215 Fl. CDO AN fe VP S8 J & A G5 IE R FE1E;
DA, AT LLAE Meraki #HI AR H F-3RI1H APL %47, #4207E CDO UL FR -5 58 APT %4, LL
BB R SR LA .

)

Note 45 CDO JikfRI2E ¥4, CDO FIIEBLIR A RES W “FEIE L7 - R X P, BiThe
2R APL %9, WA Tk Meraki MX [¥) API Z4HIEHA iR .

£ H DL F2 7 5558 Meraki MX £ B FE1IE :

BB AN, Sl IR ERS .

$IE2 5% & (Devices) LI+, X5 i Meraki £+ .

PR3 P R HOE R R UE ) Meraki MX.

PR 4 IR EIRIE (Device Actions) &g, s EHEIE (Update Credentials).
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PS5 fi N\ CDO M T 1) API %A (APl key) , #RJ5 siitiEE#i (Update). BRAFCHE X, 70 APL &P S &0 T
N Meraki MX AT UEAH R o S8 AN 000 1K L6 B 3 250 31 15 7% o

BEMAREREIENERS

$IE1 M CDO i, %FTEFARS (Tools & Services) > L2 % #£8E (Secure Connectors).
PR 2 EHEE AN SDC.

PRI EIEAE B E M, Rt SDC ARSI 11 9 K A o

PB4 Hay4 SDC,

Jﬂz%ﬁ% AR 7R AE CDO F T H UL SDC A RRIAEATAL R, A “FE™ 7 BRI “ LA i ikas”

BB R EEER

IR AR A i bR bR TR 3%, SDC < Ba s, SARMALRF. HiE, R VM LK
IS TRI M B AN IR, W) SDC Joik '5 AWS S TN R ISR . R R 3) SDC OB, IENRE
P p I o] [ [ S 2

S &R SDC. Al LI SSH A T#ER:, Al LLEH VMware lERIWLIG R T REHI S MAE. D
$IE2 Ll cdo H/ G435k SDC.
L3 P)¥3) SDC H /7 LATE B SDC Docker 7545 :

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

S 4 JI4% SDC T HA:

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

SIS F+4¢ SDC:

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

EHEA CDO P, EEMZ 4 SDC

AL 2 A SDC, T LU B 2 et , i A BLPERE NI, 54> SDC AT LU B e
Hrm I I 2 a6 S (1 2 RE A L IE B SO R
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s FEEMER soc izz cno tigE ]

&R LIRS B2 e G IRAR K SDC. B4 SDC W LA BE—/N R B, 3X 48 SDC 231X L6 By )
WA ERL R[] —A CDO #L o W EAT 24 SDC, %0 75 BAIT AR ff) CDO L 7 B 25 14 B
KB

5 AN alE 22 SDC IR 15 #2855 — > SDC AR/ P AH Al A1 CDO ) VM RG220 4 i 24
R, WA BLER H QR B0 2 i s . AL [KA)46 SDC A5 AL (K 44 BRI AL 7
1. BEAMESMNG SDC #AL T4 5 -

T A (EFA1EE SDC iE#EZI CDO RYIZ &

T LU N R RO BT AT A AR ) SDC 34823 CDO K18 %%

B AT, AEEE (Inventory).

$182 718 % (Devices) I K LAFL | ¥ % .

PB3 AUHRARAET R,

HB 4 R CIREEMT IS, WA TR (Inventory) R ITES KB IAL,  LLE REAE ] CDO 45 BE (1 T B 4% A
i &

S AR | LURTFRIE R

SIB6 AELLIERN LB AIERSS” (Secure Device Connectors) 17573 H1, 32 HH B SERIK) SDC 44 FK.  “IH " (Inventory)
FA R AR JE A ik 1) SDC #4228 CDO %

FRT (TR Al dEds s o AR IE S, DMEE DAz,

WIS (Wb SERE, AURERRIGEIERRIZH, LUEEREMH CDO & H I A &5 ARG -

ZERFIEERFTIRME =TT AR

* amgplib *
amaplib kRXFTAE (c) 2013, 2014
KEBUR-#5 B #R<mikeb@squaremobius.net>

AR “amgplib” RIE MIT FAEIRSF R . BT LAt B SR A93C4 LICENSE-MIT ik 2 Al
A, IMNUATRETEH

http://opensource.org/licenses/MIT

*async *

ERZER A (c) 2010-2016 Caolan McMaho
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TR F RIS AR FNAE RT3 C “BR7 ) BIRBEM ATIRFIALEARGAIIR, BF
BRIRFER. 8. E%. SHFHNFLH. 24, BFATHN/SHEERGNEIER, FRIFRER
RN XA, (BAUE AT &4

IR FEOBCF WAIAS VR AT 7 A5 A AR i A B A s

Fridif “izfgte” RBATHEEMATHETRIE, SFEFRTXTERLE. ERABERE
R RBIRIE. AEMERT, EESARNFFE ARG SRS ER LS.
SRS ZERMEMERE. {EREIEHMTERRLSR, TIERETERE. RIUTATZHEME
ESh=ge ]l

* bluebird *
MIT ¥ ATSE (MIT)
FRAYETA (c) 2013-2015 Petka Antonov

IR T IR ARG FIB L TR ( “8RHE7 ) BIRBIEM A TR F AL IR AR M a9IR, €15
BRREFER. 5. 5. §FINF LK. 9%, BIFAA/ESMEERGMEIER, FoIF5REER
AR A RN, BIETFUTESE:

IR RS WAV ] 7 W A2 B A 1R T AT AR B B 40

FridsfE “iRJE#” RIEBATHHEMBRHRERRIE, SFRERRFXTEHEYE. SRFERIE
URABAYRIE. ZEEAERT, EESARAUEE ARG SR EaERSRE MBS, 7~
5 ZHXNEMER. RERESEMEEHAASE, TERHTERE. RRITHERHEME
E &=t .

*cheerio *

FRALER A (c) 2012 D 4578 #<mattmuelle@gmail.com>

I IF TR B AR MR TR ( “8E7 ) BIZARBER A TR 1AM AR AR, BIF
BARRFER. EFl. B, EFINFLT. 24, BFUFASEERGENEIER, FLIFREX
BRI A ROXFEM, BHUESFLAT 14

R RSP B R ARV T 7 B A, 15 7 R R T A A B )

Frid s “iz/mit” BER RS E MRS RRIE, SFEARRFAFEHE. EABERIE
R ARRARIE. EERAERT, EHESRBUFE ARG SR G RE RSB SH. 7~
SR E5ZHEXNEAER. REREIHMEEHAAE, LERETER. ERRITATREME
HE =it

* command-line-args *
MIT ¥ TE (MIT)
FRAXER & (c) 2015 Lloyd Brookes <7588 @gmail.com>
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PRI F RIS AR FNAE RT3 “B7 ) BIRBEM ARSI EARGAIIR, BF
BRIRFER. 8. E%. SHFHNFLH. 24, BFAN/SHEERGNEIER, FRLIFRER
RN XA, (BAUETF AT &4

IR REOBCFS WAIAS VR AT 7 A5 A AR i A B A s B

Fridif “izfEte” RBEATHEEMATHETRIE, SFEFRTXTERLE. ERABERE
R RBIRIE. AEAERT, EESARNFFE ARG SRS ERE BRI, 7
SRS ZERMEMERE. REREIEHMTERRLSR, TIERETERE. RIUTATZHEME
ESh=ge ]l

AR AR YE MIT 15 FTIEFRBF AT .
Fedor Indutny, 2012 KRAXEF A .

IR T IRE ARG FIB L TR ( “8RHE7 ) BIRBIEM A TR FI A IR AR M4 a9IR, €1F
BRREFER. 5. 5. §FINF LK. 9%, BIFAA/EMEERGMEIER, FoIF5REER
AR A RN, BIETFUTES:

IR RS WAV ] 7 W A2 B A 1R T AT AR B B 40

FridsReE “iR)E#” RIEBATHHEMBTRSRERRIE, SFRERRFXTEHEYE. SRSFERIE
URABAYRIE. ZEEAERT, EESARAUEE ARG SR G ERSRE MBS, 5~
5 ZHXNEMER. RERESEMEEHAASE, TERETERE. RRITHERHEME
E & a0t .

* json-buffer *

KA EF A (c) 2013 Dominic Tarr

I IE T IR ARG FIB L TR ( “8R4E7 ) BIRBIEM A TR HI A IR AR 4 a9IR, B4F
BARRFER. &4, 180, AHIRFLT. 2% BIFTf/SEERENEIAR, FRFHRER
BRI, BIETUUTEY:

IR B RS B RUAS VR AT s B B 5 A BRI A AR B

Fridsnfd “iz/mit” RER RS E MRS RRIE, SFEARRFATFEHE. EABERIE
R ARRARIE. EERAERT, EHSRBUFE ARG SR GRE RSB SH. 7=
SR E5ZHEXNEMER. REREIHMEEHAAE, LERETER. RRITATREME
HE it

* json-stable-stringify *
BARHEAE MIT S ATSE T %75

FRIIRFIRIGARBFRR T  “BH7 ) BIARREMATIRE A IEARRHRIR, S1F
BRRFEA. 8. B8, SHHNAEH. 24, BFAH/ESHERGMEIER, FRIFRER
RN XA, (B8 &4
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SRRSO W AIASTF R 7 W] 5 AR (0 BT AT R AS BB v

Pkt “#zIEAE” RIEB RS EAARSETRIE, SFERRTRTERLE. ERBERR
AR AR GRIE. EEMIFERT, (EESRRIEEE ANRESEREEARE IR SE. 7
EHEZHXMEMER. REREHEMTERFAR LTERETER. RNUTHEREMIR
H & =it

* json-stringify-safe *
ISC i RIHE
FRAER & (c) Isaac Z. Schlueter FATT k&

FrUL T AR H ] B Bo/sin RA AR, B2 ey sl A a8 EiR iR
BUR B AAFA] 7 ]

AR IR PRt AEB IS AR T A H AR, ARG B A P ) P A B s 4H
ke EEABERT, EEHNTHEFER. BREIFFREMSBEAMER. BE. BESFRME
MENT, LTIERESRE. IRIEMER GRS ARG EASIEREERX.

* lodash *
WA IS 42 F LAt oIk ¥ < https://js.foundation/ >https:/js.foundation/
EF Underscore.js, hRILFRA,

DocumentCloud #/1 Investigative Reporters & Editors < >http://underscorejs.org/

B HVFE AN ARG, BRIYIRISIEA LIER, BESRUTAENEITHRIER:
https://github.com/lodash/lodash

AT FAHEER TARSRIAAES, BIEHR

IERUT:

PRI FIRAS AR FNAE R TS C “BRM47 ) BIRBEM AR IEARGAIIR, B
BRRFER. 5. E%. SHHNFLH. 24, BFATH/SHERGNEIER, FRIFRER
RN XA, (B8 &4

IR RS WA ARV ] 7 W A 5 AR R ) BT AT A B B v

Pkt “#zIRtt” RIEBRMSEMARSETRIE SFERRTRXTERLE. ERSERE
AR A RINBFRIE. EEAFLT, EESMNEHE ARG SRGHERSEMLERASH. ™~
SRS ZERMEMERE. BEREIEHMFEHRLLE, TIERHTSRE. RIUTALZHMR
ESh=pgeuifli e

i#8id CCO MF R BMIIRY AR AR FNHE RANF] . REUCIDE X A X P B RRY P A RS,

CCO: http://creativecommons.org/publicdomain/zero/1.0/
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£7-F node_modules Fl vendor H 35 7 1) S A4 A& LU A FH IR AN 44 10 22, e 14 | S nliE; &
IS R e, B EMIARE s R AREAR.

* log4js *
KRR ER A 2015 Gareth Jones (iF % Hith A BYTRK)

HR#E Apache WFATIE 2.0 BRZA (\ “IFAI” ) 21 FRIFBTFAFAMRE, BNRSEALCHE. &
AT LAE IS LTS 90 31k 3R BRI AT E R AR :

http://www.apache.org/licenses/LICENSE-2.0

MRABERZFERERSUERPENIN RIFFFHED KRR EH\ “REH” 5%, BRMTEHEEAA
THRETHRIESFES. BSEERLE, TRIFANEF A XES EENRFIREI B ENE -

* mkdirp *
KR#XER A 2010 James Galliday (mail@substack.net)
LEIR B 27 MIT/X11 FRE T 2B B R B84

PRI F RIS AR FNAE R A3 C “B7 ) BIARBEM ARSI R AR GAIIR, B
BRIRFER. 8. E%. SFHNFLH. 24, BFATN/SHEERGNEIER, FRIFRER
RN XA, (BAUETF LT &4

IR RS W AIAS VR AT 7 A5 A AR R i A B A s

Fridi e “izfgte” R ATHEEMATHETRIE, SFEFRTXTERLE. ERABERE
R AR RIE. AEMERT, EESARNFFE ARG SR G ERE LB S,
SRS ZERMEMERE. REREIEHMTERRLSR, TIERHTERE. RIUTALZHEME
HE =it

* node-forge *

#1 BSD iFAHE (3 NF4DD

FRAXETA (c) 2010, Digital Bazaar, Inc.

FRARER A -

MFERBEH ZHFERXKBHERLITHER (B2 EH) FEFSTIIEHE:
*FERBHERS R LIRE LAMNER. AFHTIREUATRRAER.

* LRI ER AT, LIRS EFI/SEL T —FRENE TR E S LR AL AR
RHEFEMTENRRAER.

* REZELXPHBEIFT, TS5 Digital Bazaar, Inc. R S 5 & H 2 S &S RNRERIHTE =
Af o

BRI E Ef R E R “BRE” 2B, FRIBEMAARESERER, SFERRTAT
FEAIRMEHEMENEAENERER. EFAERLT, DIGITAL BAZAAR X FLUEM AR E A
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ZRHERMEMERE. [BiE. B 5%, BIMSRRERE (EFEETRRTEREYIRS
RORM; FRTeR. MFEERIAEMEK; SFHE)  HRREEAHEE LTIESBEEHRE
HRES REEHNE, EERETEER. MmHEIAHEN (BERZIHMBEREE) EXIZFR
E, BMECHEMAE N EMEATREN.

* request *
Apache ] E
FR7ZS 2.0, 2004 £ 1 B

http://www.apache.org/licenses/

A, SIS KFRFFH

1 EX.

“FR” BIEARIIEE 1-9 THERER. EHASRBIFARIMEM.

IR RARARALER A E SR MR A FIRAEITIF AT T RO SE K.

CEBRTMRT BRI EMIEEIZIR. IR SKME s 51 S AR E 4T A SR
XS ER. EREXSH, “=§” BE(BISRIEMAR, ANEZENEERE U LK
FHEHEE, = (i) BBEREIEESZH T (50%) KA LB R ITRGRIETER, X (iii) BB L
KRB Z A,

“iE7 (3 YIERY D BT RHEFMZIUREIAN ABUEE K.

“R RXARERTETENMNEEREN, SRERRTREFERE. XERMEE .

“Bir” BRRAREEMEI X ERRTTIRERIEZMRBIEN, SFERRTEIHFN
RAAD. BRI R AR A H A R IA R

“YEm” RABIRIEFA (AERE S SBEMMRINAERR) REMEREASERERANEE (T
E AR P RET —NROD .

“OTHEER BREEWMET EREME SIMERITEMR) 89, HREEIT. IR, EAmtgHE
ffE BRI REMERBCRR RS BB Em. RI\FLTUFA], TEERTFEESE
mERETEERSBZER, INSEREREMTEERMEZEDREE (SUBRAE) ZEm.

“HBin” REEMEMEER, SEERMNIRIERAFIIZIERBEITEAE R A E S SIELD,
HRAET B FRE RN AT KRNI EHITIRI D ABUERE LB ER T AR A UPANELE
mf. FELREXS, “RBR BEAZATAANEARMEFET. OXHBEEANER, &
FBERRTFEIFAIAEENSIRRIFAIAEEMEMEE. RRBENREURLRBIREREA
WIS FIEERMEITIER, BEFREFEHRIAEEURERXARRESHREAN “IERE" 8
BiE. “B’fRE” BEITAA, URIFAIACWEIEREHERANMERTHERMSATKRZD
ABERIR.

“TIkE” BRI AURRFIFA ARSI R ANMERBER D ASOEALE.

2. AU AR T . IRBLLDUFATRIRFANE Y, SMARBEFILE TIE—TUKAR. 2K,
FEEER. RBETMINEN. RAEHERESOTR, EFEHERITEERBRTE R B IR
XFETES. FETEMER. 2FEFKI. AFER. BFHFA, URSK.
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3. BFIFAIAR T . IRIFLDUFATRFERFIFMY, SARBEFILE TE-TUKAR. 2K,
EEER. RBEETMNERN. FAIEERN BRIEXTHZERE) THFF, EFETHE. ELH
. M. BHE. HE, #OMUEMAREILER KEFTRERTRE\EETTIFANE
FIIRFIEX, FEAMRRTIFR, WEMERERBIEERBSRIUMANEFHERBSE
W BRI AR K BRI A REFMEALARREEFZEIFL (BEIXXIFASRIF » £
KAEMBUER P AT SRIBH M EES AR EFIRN, WIRE LT AR T IEMSIZERMERE
FIFATEG AR E DiRiFinz Hie2& k.

4. BA%E. BRANEERFATRPUESMKERAEFH MO X ERIETEERMEIE, TREEH
1Tig, AHRREHET &4

BB AE BT R E b & IR AT RHER B A F0
B eSS R X LM EREEREH, RAREES T X

B REES RBEMTEERMREE R PR EBERIRENAE. 8. EHRMFEER,
FEESTTEEREMERS TXAIER; 1

WMREREE “BH XAXHENESZ—ES, WESRXMERTTEERLARIEIZENL
HhESIRBMBAILEIAR, FEBERETEMRIMBMITEER ELEUTME: A
TTEERB—EAY D AZBNBAX AN Y, ERFEIEP (WMRSTEER—ERL ;. HHFE,
ETEERERMETS, MRURBEHNLEE=EM. FAXHHARTRESE, FI1HY
B RTRIIE . BRI S ZRTTEER P RERERM A A AS UM R X FTME SRR
B, AR EMMEYARERABHBITIFAEENR. REENERMER. SRS LFEILIT
AHAERSY, ELIA B SRS SURIN B SRR R AT B 5 AR s A A SR L 26147
FIERIEABEMIER . EHES ZRMM MR R RYIFA FHINFHE.

5. 1kt RYIRR . MRIFGMMBIELARIER, BNEEIFRAARIZMNEEMANMERTHEAMREEZ
HWEBUF TR FRAF AR, TEMMMERDFLE. REFLARE, NMESTFRAARZEFR
REIT TEMBMIFA L, DT A ARSI SE BOZ B M T AT S A 55K

6. AtR. WIUFAHFARETFERERFAANES. BiF. RIFICTREFREINR, BRIFLERE
AR AEMRG A ERRRIMERFRAXHEREZALE.

7. % RmER. RIBERAZEERSGEAHBENIL, SWFRIAYE “RER RER (ABuRE
i “ZRER REERR . FAHSEMRRSETARIESSEY SFRERRTXTHAER.
FERN. EHESERMEMRIESRFEY. BENENATHEEARBS ZIEREL Y, FEKE
T L TF AT T TS AN BR B R A RUBE

8. RAEFRSI. AEMEFRT, EEMAZEEIET, TRERR (BFEIX) . SRZHMEE, K
FEREREXR (FINBEMERIKRITH) SUERBEHN, BN FEFEBZMRE, SFEE
IR AT EE BE RSO A ERERM AL MEMIE R ERE. B, 555k, WESERERE (8
FELRRTHERK. FL. HENRSSHEFRE, EAMRMAEEEELRESRL £
iR ERA SR, BERBESWEMAEERFMNARENE, BRI,

9. #ZFZIBRYMMRE. BLRERIATEERN, ERLURFES SRR —8RYCHE. B8R,
TEESHE A SR X SFSANF], FRiWERZEA. B2, EET LRANEH, BRFTKKREBCSH
k2R, FRRAREAEMREE, REGRE, WEGEZIEMERBRIGIMEE B
FHFRBEKEBEMRENEZEMNERER, BENEELRE. AP HRIPERZIRE.

FRFHLER

Cisco Defense Orchestrator EAiti %030 .



Cisco Defense Orchestrator ZAfi%0132 |
B =cusspsrrng=5rTiaR

*rimraf *
ISC #F [ IE
KRAXER A (c) Isaac Z. Schlueter F1TTEAE

Rt AR H A = B SOR s AT IR, JT S Iy A 85 Bk iR
B W AAVFA] ]
ABAFE <R Pt AEE NSRBI PTAT IHOR, ARG RS A (0 B A IR s 4H

fRe EEMBFERT, EEHARAMEER. BIEHFDREATSBMEMSER. B, BESFERME
MERR, TRERAEGRE. FRIEMEEEMHSARGRERASEREEX.

*uuid *
FRALERA (c) 2010-2012 Robert Kieffer

MIT F 8 - http://opensource.org/licenses/mit-license.php

* IGESE *

KR4 ER A (c) 2016 Chris O'Hara<cohara87@gmail.com>

SR TR SRR “RE7 ) BIARREM A TR E A B AR HIIR, S
BRRFER. 8. 2. SHINFAH. 9%, BIFATFESEEREMNEIAKR, FRIFRER
RN RIXAEM, BIETIAT &4

R AR B AAR VR 7 B AL L AR A ) BT A B AR B AR

Frd e “iR[E#” 2B AHHEM AR RRIE, SFEARRTFXFEH M. ERFEAIER
R ARBRIE. EEAERT, EFIRBFE AN RESREFE A H BB SEH. ™=
e 5ZHEXMEMER. REREIHMEIHMARE, LitRHTER. RIUTALEREMBE
HE =it

* fa B *

FiEit%l OSI - MIT 1A HiE
http://www.opensource.org/licenses/mit-license.php
FRARER A (c) 2011 7 B+ ELAIiE

FR IR FIRISARBFIBR A ( “BH7 ) BIARREMATIRE AR AR HRINIR, B1F
BERRTER. E%. 28, SHHRFILE. 2%, BIFAH/EHEERGMEIAR, FRIFREAX
BN XA, (BAUETFUT &4

SRR W AIASYF ] 7 WY A5 AR (0 B AT R AS B v

Pkt “#zlEt” RIEB RS EAARSETRIE SFERRTRTERGE. ERBERE
R AR, EEMERT, EESARNFFE ARG SR G ERE LR,
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SRS ZERMEMERE. REREIEHMFERLLE, TIERETERE. RIUTALZHEME
H &=t

% %% CDO

L MARIBI MR 4% (CDO), &) Z BAFFA SAML 2.0 U 5 (3 217 (1dP). ZKHE 5
YRR AR AR A B

1dP I A5 P I AEIE, TP ARSI EESEUEXT ] HEAT SR il . 2 ISR S IS it 145 1 £
%4z, CDO M il EE T 44 5 HOEI CDO AL USRI I i 24 8ok,
CDO 26U 1dP AT 1D WS 2] CDO A1 BT T 1 id k. 24 CDO $REIILRCIN, HI B2
R FNZM S .

BrAER LA B O S s S R IERE Y, 15 WS f IR 2 R 4 =8 % . Cisco Security
Cloud Sign On i ] Duo #1472 K S50k, 27 v LEFK SAML H i % 5% 5 Cisco Defense
Orchestrator ££ %

FEk CDO, 41 JEHE Cisco Security Cloud Sign On H )5 —MK /', 3 4 Duo Security KL
LN E SR (MFA), JELEHL B B 51 G CDO idk.

2019 4F 10 H 14 H, CDO ¥ 56 aiA7EAE R 45 4 ] Cisco Security Cloud Sign On 15 4 H &
R AL FE A Duo for MFA.

N

R o WSV B O S S B B HERE P B Sk CDO, A3 Cisco Security Cloud Sign On A

SO . T AZREEAE T B SRS sk g T 5
« WIRAEIEAE S T CDO, )b s I fff S 25 e 14

=

WA CDO M JEAE 2019 4 10 H 14 HelZ JEBIEER), TS CDO M7 IAIEG s, 5 29
i

WARAE ) CDO L AE 2019 4 10 H 14 HZ A CAFAE, WS I 2 Cisco Security Cloud Sign On
SRR 5 30 0T,

# CDO FH P BY#IIE R

JARIBE M %8 (CDO) f# ] Cisco Security Cloud Sign On 1 i G 33 4EFE 7, 48 H Duo #H7 £ &
B3 I8IE (MFA). E& S CDO, #1467 Cisco Secure Sign-On RE|ZM A, AEHEEH Duo il &
MFA.

v 7 ZEMFA, B GRS H S S A ) — E AR R . WU 3 S IR UE (—Ff MFA) JF 2
053 B IR 2 KA R 6 S CDO IR B B8 S — AN F P A s, 38 AN R 3 AR ) —
MDD (OTP).,
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EEED REAY CDO AT 2019 £ 10 B 14 HZRIFBFE, 54H L 3 Cisco Security Cloud Sign
On SR . 28 30 01 Bk, MA AL,

HEETE

2% DUO Security. BATEWIEAEFHL_I%%% Duo Security N 4 46T ] 22
%% Duo HEEM), 1HEE Duo WINE G IR : FIHEM .

RfEIEZ . 2 IR sl v e — PR B i . i T OTP Sk T A] Y, BT DA e I b B S i
Al R AR R B o T DR A B0 &% N Bl 1 3 T2 1 B L AR )
R AR

TEAREE GBI Cisco Security Cloud Sign On Ji )7 JF L E Duo Z K B I0UF , 5 55 i, X2 4
i AL A AP

TR KM P HE R

TRRY, BAGBLTEPERIEIRMN CDO X

TR ORI G 218 2411 CDO X 3. %5 3% https://sign-on.security.cisco.com J&, & 0] LLZEFEE U in] 11
X, s CDO g1 [ Defenseorchestrator.com 3¢ 4. iti CDO (EU) i1l Defenseorchestrator.eu.

T #% 2| Cisco Security Cloud Sign On & {32 {1127

752019 4 10 J] 14 H, BRI 5 (CDO) 22K #4454y Cisco Security Cloud Sign On 124 £
UM, FE{H ] Duo #3472 M 32 S KAIE (MFA). EEF CDO, @415 7E Cisco Secure Sign-On
hEGENKF, SAREER Duo BLE MFA.

CDO % MFA, e ARSI P GO A — B AR R . XUR R S r90E (—Fl MFA) 75 %
PN 3 B 22 SR DR 6 5% CDO I FH Y B B8 SR — AR 3 I B NG, 38 AN 4l AR Ak
(1 — kP20 (OTP).

\}

AR o WUEREAEH B O PR RS S S PR 7 35 5% CDO, W4 21| Cisco Security Cloud Sign On Al
Duo ANEsZM s . $8nT LGRSl I 1 QRS sk il vk 7 & .

 QURBEAE S 2] CDO, e i T4

< NRIEH CDO FHFRTE 2019 4 10 A 14 Bz B8R, WS I8 CDO ML [IHIUHE 5%
29 T, MARLARIL.
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aurweszcuanss 1

&I

Tl 13 R WAEIE RS 2 WTHIT L A5 35
. 224 DUO Security. FAT@UETETHL |- %52 Duo Security FiJTl. 1S4 T Wi fil
2% Duo 5N, WA Duo WK Z G IiEtai: TEMHER.

s B[RS . EAT AN WA LIRSS T OTP 2L TRy, Frh s o 5
S R SR AR R L o R ORI B A b B 3 BT B BB AR I TR

 QUEEHTI R} Secure Sign-On K 7 IFALE Duo 2 N B I0IE. X2 4 DHifE. BEEERT
AU

E# R RIS F R M AR HERR

HTHPAEEARIER, CDOERKK

R E RSG5k CDO,  JF HANE G H I IEM0 I FH P A4 b, HG SR, i s
W ORICERD” OV A A D, AT R O 2R AR B BT Cisco Security Cloud Sign On K /™
HIR I AT B %, A 75 B3 A8 B 1) Cisco Security Cloud Sign On K F IF-HLE Duo £ K% &
BrEGUE 5 55 55 v Uk BE BT Cisco Security Cloud Sign On MK/

% %2 Cisco Security Cloud Sign On {=HIER A1, BIEF%XE3h CDO

@Rk TR H 5 CDO LA ANFEBIH P 41 T Cisco Security Cloud Sign On JiK /o H IR ML
BHEAR S F 0 (TAC), LARLYE CDO F1 Cisco Secure Sign-On 22 [A] [ )45 5 o

FRRGFHREERENK
R Ty 3% 18R] REIEAE Sl D S 28 ORAF I TH P85 36 . 1528 T BEFR W https://cdo.onelogin.com.

https://cdo.onelogin.com/
fRRFT3% 63K https://sign-on.security.cisco.com.

* BRRTE GARIE AR BEE Cisco Secure Sign-On K™, T GIEE— MK . GIHETY Cisco Security
Cloud Sign On Ik J7 J£fic & Duo £ K& G ¥6IE , 55 55 T

* fRTE WA CAERIKT, WAL B AR g GEED o RN
fr (ERHD o DR b QORI XER S CDO #4

* fRR TR WA TEHT A FR M) https://sign-on.security.cisco.com. https:/sign-on.security.cisco.com/

M Cisco Security Cloud Sign On =5 mE4R /3571 CDO

I8 1 7E Cisco Security Cloud Sign On ¥ il I T35 24 ) CDO #4241l . CDO A 22K 185 5 I1) https:/defenseorchestrator.com,
M CDO (EU) M2 45 5 1n) https://defenseorchestrator.eu

S 2 U A S AR 2SR LLE £ Duo Security 5% Google Authenticator,  #1 R #8 CU % B IX PN S I0AESS o
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B zenrvaages

s WRETEBLA AL EEA RS, RS Az A

C WREAEZATI ECHER S, B R IR BT

s WA AL ECA R PSS, WK RE RS PR EER ) CDO HLF .

© WERBAEILA M EMTE I sk, KRERg T A 8 CDO RITEZE (5 B el il AL
TP ER R IFE R RAZ M NEASER. ARG, SR ERLZH )7 1711, on page 45.
LN S RN IS K SN EU AR RN IE 2ghe DA

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants
US East Coast Boston Office
US West Coast MNew York Office

Los Angeles Office

Sign Out

EEAPNBREER

I A IR IARL L B AR . R RS Y BAT Y BE A, A L R,
IR AR A Oy “E L o IR, on page 49

CDO Z#F Ry FIREH

CDO U SRR AR o BTt CDO AN SCRFIVIRARI B o W SR FRAT IR W Afy 75 )
XA RRAS BB S R SCHF . WIS ANSF

HXER:
« ¥4 FTD iIT# 3] cdFMC SZHEENS , 45 33 10

© WBEESIFF 533 0T
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1% FTD iX# 2 cdFMC X #5i¥15

¥ FTD iL# 3 cdFMC & BRI 2L FTD & H ik %

% FID 253 cdime 3515 [

A IR L R RHE {2 S FFREE Firepower R FIAS UL, & 214 UEL Firepower e 2 LR M o

HEFE, CDO #% 3#F ¥ FTD iIL# 2] cdFMC Zhfig. ZEA HAIGIRA P S R IhRE, 15 & A i H
Cisco Defense Orchestrator /& H# AHuE; KB L . G IR DA SR B 52818, 1S

#HN FMC.

)

Note % FTD iT# %] cdFMC ] LA BIAR IH %, 9 AT LA EEERA . B, WA 6.6.0 ¥ FTD iT#

3| cdFMC W] LA BEARAS 6.4.0 BE45 .

32 4% FTD T 752 cdFMC & & Firepower 23X {3735
FMC 1600. FMC 2600. FMC 4600 6.4.0+

FMC 1000. FMC 2500. FMC 4500 6.4.0+

FMC 2000. FMC 4000 6.4.0+

FMC 750, FMC 1500. FMC 3500 6.4.0

E#l FMC FR A VMware vSphere/VMware ESXi
A 6.0 6.4.0+
JiAs 6.5 6.4.0+
A 6.7 6.5.0+

\}

Note )\l A 6.5.0 JF4A S FF VMware _E ) FMCv 300

CDO SCH7 LU 30 5% 4 B BT A «
* Google Chrome

* Mozilla Firefox
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ER B N ST S HEFP T

Cisco Defense Orchestrator 4373t %1
CDO 2B HHH I E &, S4B e R ot . MRIEIETR], SR aTAE 3 /NI N 5E k.

% 1: CDO #E3PRT A R

25 A (8]
(24 /)NBFED
S APy 09:00 UTC - 12:00 UTC

CEBCSED I, SR LI RS RORLPT, IF EL A 2R B AR B R L, 20T DA ) 4
Tt. BeAh, 1 E N CDOM B Ak AT L 22 A e

)

ER IRA T USRI AN G H] CDO SRAE A BB o6 b I B B

IR ABLLE CDO B A AZA A KA B by BEAT R s, 2 JARAEFIT AT S5 M RO AIL ™
ftpiziihs, R AR AR e N T8 B T2
TRITRIBE AR E IR DY AT A 2R

£ CDO H 81 2z A B KB BE A PRI LY 1T R RIAEAL T 28 T 2 A Bl i e B
(e 7o Ik A O N AT BB R PR BRIV BE BT o CDO M 2 /23 0T E Wos— M, i
FITAT L BIDRE A AR ST

PRSP BCES FL DI AE E ¥ 3 NI P 0, X RL AT BE R 2 nT e 28 1 /NN . AESETALE
I, R ICTE VT 1) 2 A B i e BRI, BT AT D7 1) CDO AR 873

R 2: R TRIB AR E IR D HEIR R A 3R

21 At (8] X

(24 /NBFEID
EW= 04:00 UTC - 07:00 UTC Rl b AR SRS (EMEA)
= 17:00 UTC - 20:00 UTC WA H X - F 45 (AP)
Y 09:00 UTC - 12:00 UTC S Y b [
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mregr ]

HPER
Cisco Defense Orchestrator (CDO) ff#S GEMGAE “ W B ” VLI L H 52 SCRL 7 AN AR ik ;o i) e de
M. fE CDO i, s Mm-S HimtR 4 K& & (Settings).
HXES:
o HWOMLWHE , S35
s HPEH
s HidRkE

 JHANIWE , 3T

Jik
&
KA
It

A L) “CEEY MhyRY, A RE.
HZ LN CHE M CDO BeE 1) 3274 :
* /5%, on page 35
« XTI, HZH APL A, on page 42
 ATRMRE, WS-
* Jo S0 SR ERER, on page 36
o BHAERURESCRE N LB F 5 HL, on page 36
o BRI IAST I AT, on page 36
* Web %34T, on page 37
* fiL]* ID, on page 37

* FL/ 4FK, on page 37

PRI CDO UI WoRili 5 o Rl PO AT LB e P

HAIShE

HXIAE B, 20 APLA M. APL4HE, on page 42

Cisco Defense Orchestrator EAiti %030 .



Cisco Defense Orchestrator 27t 112 |
B ==

HPgE
BRI EMIEKIRER
JE S S SR BRI 2 R WAL BT o R Y S i SRR R, T HAT LR R

PTEE A4 LA CEE” FhgRG, S RE.
PIR2 pdERER.
$183 L EBUEKIRER (Change Request Tracking) R R,

NG, BESIERMMA TAESD “HEB0EK” (Change Request) T ELA, JH7E “HH&” (Change Log) & #
“TIEK” (Change Request) | H73E .,

FEIEERFARERERAR

RORE GRS FL P B IR REORIG, AR SCRp T SR S E M 2 A% 7 (. (EoE, W
RIS, AT LU S ek e B R BH A SR SRR N D7 R AL o D it, TSl Bk AL
FENRAERI 7 TR, LB R iEdRid.

LR E B SR N AR AL, AT TR

PB4 LAE “EET RRsET, Sl RE.
PIR2 piiERIEIR.
$£E3 SRR RTEFEAREEIF P (Prevent Cisco support from viewing this tenant) K HiE .

EH B aiE%ig & E i AYEm

JA & E N B35 )5, Defense Orchestrator H] LA H 8% 52 HEAE 1 % T ATA B o, g
A R G A ik I, M T EE B HE NN LR, RIEARER .

TR et B B2, W IAT LU R

PB4 LA CEET FRpIERS, SEIRE.
PR2 SEEREDR,
$IE3 LB H B IEFIRFELAYIZEIN (Enable the option to auto-accept device changes) T [ H,

BRIA It 34 i) PR

SR ) 1] B K i 1 CDO B 1 LN IR e % LA 1 A SE S KO o (PB4 2 S0 A P AL P 7 B 1) BT AT
& ERTTEDNC i i
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web 537 [

\)

Note k4t A s Z M), n LR EE (Inventory) U (¥1:M 2423 (Conflict Detection) i 1517 o

PR

S R T T (R S T, ST L R

F o4 BN BB RhaRT, Sl igE.
HIE2 L EMIEE (General Settings) L3 K.
$1E3 LB ISR B FF (Default Conflict Detection Interval) FHSEH, SR 5 R —ANHAME .

Web 44

¥ 28 20 W AR T s o i e SRR M e A 7 S A RS DU B XSRS R & (K 0T . 75 DL
EAEBRMITA] . BUSTASARAS . 7 AR B EALA SR BRAE ST ) AR E DD REA AR,
Wy JORSCRt ™ o P AT IS DUBUR I B A% it s HAN e AR A e

BRI 2% 73 M. 2] Web 7T BRAER RG], T AT L T RER?

B 54 LMK BB FhglERd, Sl iRE.
$1B2 S EMIZE (General Settings) LI,
$IE3 M4 (Web Analytics) i,

2P 1D

AR B

IR E

HLP ID AR UL o A R PR RS RF L (TAC), IR BRARF AT

TSR A RRERR BRI o T, B BRAS R4 FR . A T B R R RS f
Lr (TAC), Bbf5 B IER A H

TET LT F Ly IR N, DU SRR SR IR 26 28 2R 3 AR I M CDO G JT . AKX
ST RIS S R PR SRR T AT B, (HIFARPTAT B SR AT Al KR T i
XTSI K] CDO 38 S0 ) S s S B sl ST, AN B

oK B CDO BB S 47 WA BN SZ M I 6 o A7 R BEA DRSS MERAE A R I 25
AT WG ok CDO I 32 5 M B 1) 2 H s

ELEMI SHRL T, AR E (Settings) > WA E (Notification Settings).
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B zos=

Rixg&TIEREER

N\

Note /il HLATRBEREHE S3H P Ay (24 e S O S B B sl T A A0 . A RVEANE S, T S LRI
TEVP U A8 P R S

VB 45 00K A S AR @ AN 1 BITAT W% AR 5. a0 A DU M AT A 41«
* #R& (Deployments) - ILHAEANELAT SSH 5 10S ¥ 7 HIAR B o
* &1 (Backups) - BLEAEGE T FDM 45 L 46
* FH4% (Upgrades) - EAE{0IE H T ASA F1 FDM B 8 54
* ¥ FTD &3 = - A TS FTD
M FMC #| CDO [ % 5 HL 85 .

RELERHER

N

Note i/l LATRBREHE R P M (04 B O Se B B sl F AT I M. AV R, WS ERID
PR A I A .

45 R A S AR B AN 1 BT AT B AR 5. T2 A U M AT A 41k«
* Bk (Went offline) - I #R 1 3E HI T 55 S8R QIR (0 T A7 e &
* PRE T4 (Back online) - ML AF3& HI T 15 S5 (KL P ORI T A 146
* HMEH 3 (Conflict detected) - b 113 F 5 % (KL SCIR I T AT 1 4%«

RiER B BEREER

A BABRERR B A 4 BE S O e B B sl T3 . A oCPRANE R, ES LR
EE RS TR A .

HATFT NG R B GG G RIS AOR SR 555 AR A AR EOE A (M P A B ARV
Wste TR L MEfT3AL:

« #Z B FF1A (Search started) - R IF AR R 1. 1XEH T2 SRR R,
* #Z5ERX (Search completed) - 2 45 AU BITE 41 X038 H T2 BN R AT RIFE &

« #ZE KN (Search failed) - 382 R M K EITE A IXE ] TALEHERAHRE R . 15K &S5k
A, AR5 ERK.
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# oo @memnsEs |

AR
J FHIT B LUZE ISR (Subscribe to receive alerts) D424,  DAECRE 55 458 A 88 55k S TR HISAF 4 T
FBANGIR . FEMNIBCERE P HIR P BRI IR, TEEIERE DI, AL R RO R

TR, JEESH A o] e BB DU T R A IR AR, HAT B E R R A (a1
HLP Ry A s BRI 4% F o SOREBR A B C AN HeA N B HTISATIBE R A 2T T 2138,
T L I T sl A o

A

Warning 4 JUSEF R INAT ™, 145 N IEBATIBAT . CDO AN S A b5 S (K0 AH ) DI I) T (1 -ty
fik.

& E CDO &

(2]
RS Fp SIS 78 s AAF T ERAEREHER. CDO PR AR AL 30 K5 MAB %N 512 4 I

Note fix¢y % %8R (Send Alerts When) 4311 I ABUFIE R £ 5 CDO H o A A0 264 o

AR 55 5K

FESES IR A28 N L J5 A% A\ Webhook, JFELHEKE CDO JEL AN MR (¥ W A2 I THIAR o f6 200
FE SRVFBTE N EIf45 N Webhook Jf4% Webhook URL, LAMETE CDO H it FIMLIETI . 47 X TE4H
5, W2 CDO A1 H FH RS 5

71 CDO BB FAARS &R
A AR SS S, DA I ik ¥ e (7 S 06 N FH iR 45 K% e CDO B S 485 7 22 M AL 336 Y FH 2 1l
Webhook URL, Jf¥ CDO f517 CDO i@ %A% E (Notification Settings) J [fiiH ) Webhook L2 i
Mo
CDO A & 37 £F Cisco Webex Fl Slack 1E K RE-EE .. RIZRZLER S HIMBLES Sl L1 T H#E A1k,
] T A E s LA .

\}

AR AEBEEE (Notification Settings) UL ] HH 2 $7 (148 S 2 e k23 SR 26 N H 1 ik
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. Webex Teams 1% \ Webhook

Webex Teams A1 N\ Webhook

FHia Z |l

CDO 3 A /s 7EFi & 1) AR R b, B 7R A FA A HEAE b ) E S Las Ao 3 9% Webex Teams W]
AbBE Webhook (15 245 ., &S [ 1H n) JF & N 1 [1) Webex.  https://developer.webex.com/docs/api/
guides/webhooks

18 FH UL N FEF 5 Webex Teams 4% A\ Webhook:

SIE1 $TIF Webex Teams W H .
W2 EEONATM, s EbR. BRI TR B 3 ) s Rk I b T SR Webex B RO
PE3 AR N Webhook.
PIRLE  EPHERE (Connect). MLHEEAESTEFILEIR 4TI OAuth #ZAEL LA SRV
WIRS  EFRES (Accept). ZILIR 4y H B HE ) BN FTC & DL .
W6 UHATLUTACE:
* Webhook 4% - $4H F T-Fr iUkt B & gt (103 S 44

© JEFEIEI] - AR PR SRS ] A A AT AE T Webex BN WA M ANAFAE, 80T LAAE Webex
Teams FF I E 5T 2 8] J R IS 6 C B 01T DA 720 22 ) o

$ET PRI, BRI Webex Space i 273 003 FH 1138 41

%8 il Webhook URL.

P]I XA CDO.

P10 ELEM SR, g E (Settings) > BN E (Notification Settings).

pz 3 | I8

P2 S OIS iR

P13 Hi N\ Name. ULZFAE CDO H ok CURCE RS SR . B AN AR 31 G 3 AR 25 AT Al A
PB4 JEIF FHEE R IFIERE Webex 150 RS54,

LIRS RIS RSS2 ¥ Webhook URL.

FE6 iy “WE” .

Slack B9 X\ Webhook

CDO AN B R EFR e R rh, s o FA NI ) BB LS Ao 475K Slack Qi 4b #L4% A\ Webhook
FITEANE S, 1554 Slack NH . https://api.slack.com/tutorials/slack-apps-hello-world

1# FH LA N LR Ao Slack BI4% A Webhook:

S B Slack Tk o
$E2 AN, Esh B EE PRI .
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&7 A Ho4E A Webhook ]

T3 N HRE PRGN Webhook H 4K EIZMN T IEEERAN.

FEA  WRIEAZE Slack TAEAS AT HL L, U0 ) 2L 45 B 0 ROBE SR, RS R N R I B Rk 7o 3B oK
FCE . FATIEE, AR5 IERRATTEK.

$IBS O TAES ) 4% N Webhook N T &, KT Slack W& JUIH, 4R )5 XE£F#HT Webhook ¥ I £ T4 %5 ]

FE6 A NS kR A Hoh B7R CDO M AN Slack M. EFHFAN (Authorize). 55 78 S 453 sk I ES T
UE U, 7%k Slack JEAEZS B AR TAE S M ARREI T . AR R ik £ B e SCTAEAS ], ARG R s
M. AR A E LR, > LN Webhook LAFT I HI K8 s DI, AR5 MR e £l s . X0k
FUH ) TAE A [ s F T e T P o O BEEE B R B (O BC . SRR I A 2 R) 44 R LA L
BIake:.

T “Slack BB TS5 E ) 28 H ARG & JUM . $K3)IF 5] Webhook URL.

$IE8 EX% CDO.

FHIBO AELM SRR T, SR E (Settings) > iBE1I& E (Notification Settings).

P R FRS L.

BN AEHE OISR,

$IE12 I Name. MAFRIE CDO 7R O E MRS K. B IR K 21 OO B IR S5 A ]

PR3 JEIF FHE A IFIESE Slack 1E 4IRS KA.

SIE4 K MRS 2E ¥ Webhook URL.

PSSl R

B E X &M HY 5\ Webhook
FiaZ |l
CDO Al B S B E A% e I R P A B 8 SRS BN T, CDO 2 &% JSON {H
£

IR

H ] 3 FHAE N Webhook 14 i Webhook URL ({45 B, &SRS ST . 543 Webhook URL
Jai, EH LU R IS ] Webhook:

P MNIEEREN B RS BN A it 52 ] Webhook URL.

P2 Fx =2 CDO.

HIE3 fEAME SRR, A& E (Settings) > @ E1I&E (Notification Settings).

gz LI SIE) R

p A R e RN IRSE (e

PE6 fi AN Name. ULZHRAE CDO ik CRCE MRS R BAN S IR RE A 21 O C B R 55 AT 4] o
W1 JEIF FHSg IRk st 1w SUE N ds 2R

HIE 8 LI MRS AE B Webhook URL .,

W9 pidh ‘i .
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| EEESRETE

HEIERIKE
S0 I L6 BRI DL BB TR TR AL VRS, AERARY IS SR 2 Bl
TR

s “EE P LA TERM AR 12 S H IR T H Sk
T3 mT LA I BERR SRS K47 it 25 ] o

1% SAML £ 5% 5% 5 Cisco Defense Orchestrator £ 7%

JORIBEIT %% (CDO) 1 ] Cisco Secure Sign-On 1} SAML H 55 8 sk S 332457 (dp), JEAHH

Duo Security #F17 % K 2 B3 504F (MFA). iXJ& CDO ¥ 1 3% & 4y 30 ik

B, WRE 55 A O SAML H 8% 1dP iRk 5 %5 CDO &,  REAATH) 1dP 3247

SAML 2.0 Fl S i HEFR 7 J B I TAE MR, ] Lo

THIE H O SAML fift itk 7 %5 CDO £ 1%, 1AL RSLFEAN IR ZEY . BRI, E30H
¢ Cisco Security Cloud Sign On 25 = J5 G $e R P = RFEH D »

P

Attention L 0x < KRR BN, TS HA AR A 0T SRIEFEF 5k A (Manually Select A Technology), K&k #%
SecureX - B RFEIE (SecureX - Sign-on and Administration), LIS 5 1 1 B BAEE R

3 SSO iEF

T B AT (1dP) 3% 5 SecureX SSO . A R TAC SCRFEA51 T $2 41 metadata.xml 3L
o https://www.cisco.com/c/en/us/support/index.htmlf5 K 215 5, EZ0 (JUE SecureX 35 =
7 SR P A R )

P

AR ARG, TN TR Tak PR, ARG IEFE SecureX - FR AL, LUE
R AR IR 1B

PR IHRRD A6 1 5 032 4R (IdP) HE 5 CDO %%, 117 CDO TAC A Frig Rk, Jf
fit metadata.xml 3 ff. CDO %) Wil i TAC $EA8 32 i Rk

\)

ER IRATEA AN 1dP 5 SecureX SSO HE K, A E 4I5S CDO 4K

APl £ 12

R N AEHE4T CDO REST API i H i/ i Ff CDO API &1, 24%5¢F REST API $7HU3R 3k 4 A\ API
A, WA RER) . APL A RS “K M7 il A p, Aokl (B, Sl AR Ry e,
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ap1 &passtinse ]

AT LA CDO ARG APT A fifl e XA R AE A R SERI AT L, JF B “ Wi ik T
FIIPRE . WERIEAE CDO AT I o — AN i IR Rl 2 E MK B (General Settings) T,  Wi% 4
AFATL, HARW]E S A b

AT B REE L G5 ELI A, — NP RRERER T — AN R i RS Tl
PP, AR SRR L
APl < 1% A0 7 AR

APL & 12 JSON Web 4-h# JWT). % T fiftfy ¢ IWT A hias X1 215 8, & PJ 12 JSON Web 4 it
fij /o https://jwt.io/introduction/

CDO API & LI — 21 7 1 .
*id - {17/ ¥¢ 4% uid
* parentld - F /" uid
* ver - SMIIRA CHIGERCA Y 0, 4110 cdo_jwt_sig_pub_key.0)
< TH - TH Gl 224 R g5 A8 i
* client_id - " api-client "

e jti - AW 1D
THEE
4 B APl & i

PE AL FHRL T, SRS (Settings) > BMIZE (General Settings).
P2 LD, sk APT AR
PR3 AL Y URE I I e B, R MR e

54T APl £ 12

APT ARSI, (HJE, WIRARESR . B RIRIR s & AN 1 2 4 vEN), 7 ] DL 36 5 7
H API A4,

HE LELAM SR, A & (Settings) > B #Hi&E (General Settings).
W2 1E “RMAM” (My Tokens) 11, siii%i2Y (Renew). CDO 43 E OB 174 f o
W3 AR L b R AR S, R A R AT LA

Cisco Defense Orchestrator EAiti %030 .


https://jwt.io/introduction/

Cisco Defense Orchestrator 27t 112 |
| IR

#ItH APl 252

T AELMSHRET, i & (Settings) > E ML E (General Settings).
P2 £ “KRINAM” (My Tokens) H, sT#5H (Revoke). CDO Kk 4 hit o

S EMEFKA S5 BRBGEARHEPIERZE XA

TS R B %% (CDO), &P T EEAG RS SAML 2.0 A-HER S 2L (1dP). £ N #E &
DI UESE R P LA & CDO HH I Fidsk . IdP IR0 3 P I ARIE,  1dP AR IX S8 R0 FH P dE 4T
GO KL, 2 N E SRR T MO S %42, CDOR P id R EEASH 4. 5K
CDO HLF LA . 24 8k, CDO 434300 IdP (1 7 1D Wit ) CDO AL B
HHPES. X CDO B ICELITN, a2 %M.

BRARE I AEAT A OB U sk S T, 15 W B SR 2 R 242 28 5% . Cisco Security
Cloud Sign On {fi f] Duo 1T Z K Z BRI UF. &) ] LUERER SAML #5555 5% 5 Cisco Defense
Orchestrator £ )i

ERIERE
PLUR 42 IdP K el 55 CDO il 5628 H. LA 5% CDO F 7 ) fai Ak 1t 1

P P SRR ES SAML 2.0 bR S $EAEREF (IdP) (44 Cisco Security Cloud Sign On
(https://sign-on.security.cisco.com)) Kif >R CDO, PAHEAT G435E .

PR 2 1dP R ESEAER) SAML Wi &, 177 s P ol BAys [l 8, 49141367 https:/defenseorchestrator.com &%,
https://defenseorchestrator.eu 5% https://www.apj.cdo [{J#Zl}.cisco.com/. https://defenseorchestrator.com/
https://defenseorchestrator.eu/https://www.apj.cdo.cisco.com/

PR3 CDO Kl SAML Wr 5, SN 7 4 0 F 2l A FA ™ o & R 52 R 6 N e %

« WA FE CDO BB ASFL AT P idsk, U CDO 2 il HI P #52 T 6 RLS (K il BCSR, 9 FLA P (4 #f (v
SE T ABATTAT LARAT A #RAT

* WERAHEZ AL EA DS, W CDO 2 [ 283 B 0y 6 Uk i H P s T (A A TE FE ORI 1 . T P
FAIE RV AL o AR E AL BRI EE T AT DAY 1At

« W CDO KA KLk 5 0030 AE iY F - Wik B8 B Fidsk, W) CDO 4 Bon—AN i, kA A HL
2 T 9% CDO I 245 B sl sk e 2k H
1E CDO H I H FHid sk ASTE IdP Atk 7, 76 1dP itk AN 7E CDO il H Fid .

[FRE, MR 1dP ERIK F IEAERE T CDO iR 7 il sk (H2, WER%EA 1dP K2, WIJEV T CDO Xt
P T S 50AE . ER CDOM] Fid sk H ARS8 MBS 1dP K5 HJE, WiEREA CDOM ek, 4id G4y
B0 T B GV ) CDO AL
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It ZRH Ry & X

tzemmax |

1 FH Cisco Security Cloud Sign On B9 %

XIT#H CDO [#) Cisco Security Cloud Sign On & 3 #& LR 7 1% F, HEE #1502l LLZE CDO 4l
s, JFHME P BN CDO BATEM . WERMANH P& ULES, B P CIEfIET & 05
iE, WA RTELE 3k CDO.

AR B T IR P Ui IR CDO, AT B CDO H P A e sk BIAT . Cisco Security
Cloud Sign On JiK ISR AFAE,  an RG4S B 1AL A T 7, AbATT AT B FH 55 Cisco Security Cloud
Sign On AH[AJ [} H = 24 BIEEHT ) CDO il 5% .

IR P B B T EECR AT BOR SR 0 (TAC) B9 CDO )/, %P Al Lk TAC LARIm A -
03, DAEABATT T AR AR I 1) 20 i ot £ AT

MAEBCHENREREEFMNER

BRIEERSRMED

T SAML H 5% 5% 5 Cisco Defense Orchestrator #2 /i, AT 1] DA I & 43 32 LR 2 K 7 FiT CDO
L. IXEEE Pl PAAE CDO R AN RN B G A B AL FR 3 0 7 FFH Pl 5% o

AT TF ZE R LA P Ui CDO, AT ] PUHESR 1dP Jik 7 F/EY CDO H Fid k.
W AT F SRR TAC (9358, A TR LA 3L TAC TR F AT HAs €0 1 S 0 B R e i

1 CDO H /M idsk. #RJE, TAC TREIMERE VI M2 1 CDO ALY, BT, JFm& b B
FEEL .

WS BRHTE IR S HEIERT (MSP) fEH CDO [ Cisco Security Cloud Sign On IdP, Wt T7] LA BATVE
it Cisco Security Cloud Sign On, Al 11#)% )7 1] LAZE CDO H 4y HAE ] Fad sk, BUE MSP nf DL 2
R AR, K AT ATERE R SE AR dIM R MSP id 5% .

X Em

. WO

s s

o JHRMST R R g% R A
EEZHEPIIP

CDO Z A 1) AL 2 H ok H 2 AL A BE IR B LA T En s iRas . B
#r FIEAT VA RRAS R o

N

Note

FEZ ML T rp, ] DABS 2 AN A IR JF R ISR B et ST AL )
Gt AELAT: AL B AT B Ao
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HEETIE
RS TI AAE AL _EJR FRZIIREm nT o 200 R R 11, i1 S8R TAC #R A S F

WK MRS RRE RIS, T B R R (Super Admin) A €81 H AT AR
HAS L o

TRA LA AN Web WU 28375 BR 2247 A Cookie,  LUBE AR I B % 212 10 86 30 U 256 A 56 o J
ZHEPAIRA
PRE7 b i
© R
« BORERAERMBN T R R TR . A SRR R B R EA B W%
BTl A AR ILRES . FATEESE vk, BBk, Wba D)k, AR AR %

s SRR T ANk, AVFRAR EUE R ER TP AR BB, = B “ AnyConnect
WREVT IR VPN Ah, BRIME IR S P A Bt Jm k. W RIS B € 3R, CDO 274
TNRE S CDO HO AR RS IR

o BT LRl B AR A I B A SRR A S

s TR © 1T E E S IE SR (osv) SO A LT HE A 0 b R 4 Bk L R %
BT HPIN G BRRG AR, CDO #2BIE—AHT ) esv S0, Hh Qi e
STEAFR AL S H BRI A

« TR MNE B A1) CDO ML £ . Z 8P 1] P B 18 & (Manage devices) 4
¥, WO I B CDO L T TH . WA B, O Bz S5 TR
DI, AR DA BB A VT L AR, KR AN B B A
A& mT DAIGE 2R 2 2 e ()R 4 B B SRR PR

)

Note fip JRUA% B UL 4 (KA A T HABDKCHR,  S0ME X B 2 T8 3% CDO 1)
i, W RIS TR MZ X3 1) CDO B X I AL, Sk e
BB

° *HF'
o WORISINENT L
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wrapsmazasrils ]

* ESCVREZCE BT OB AL A IR 1
s ALl ¥ A CDO ML E .

BHEARMEZHEATA

FATBE I 0 A ) T BA g 1 A AR o T DARS 22 AN IR AR o i, R8T LLRERK
VAP EDRE/AYIELIE ST RN P Py ¥

| &

Important /£ i G M L QIEAX APL TP, JFAERUH T CDO #EAT S R B UE ¥ APT 4.

\)

Note {2 AR VR INE T TP, 5 AEANAEL S A2 i APT 4 A JURTIN B SCASC A . 8RS, fs]
PR FAHCRE AL NIRRT 1 10 5 R AR DI B AH ™ DA e o

S LM SR, A% E (Settings) > F % & (General Settings) > F A< R (My Tokens).
H1E2 AR APL A, RIFEHITE.
PRI LRI, RJE SRR

TR kA MRS AL $2
PERS KGR, AR5 R R AT

ME AT A HIERHE A

TR LRI, KA sl il IR .
PUR2 A s (AR S IR B, R P i AR
FIR3 midiilER (Remove). I B e AT R R«

EEEAITREE
Cisco Defense Orchestrator ( Defense Orchestrator ) S FEMSAE “ ¥ ” Wi EHE XM 1]
A NH PR e T, A R s, Vi IR E (Settings) LTI »

EMRE
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B vses

WA 22 23 A7 AR A DT e o A [ SRR A4 AT R DU e X RAE BRI 78 il
EAEBR MW TA] . SUSEASRRAS . 7 AR B EALA AT SRAE ST B AR E DD REAE AR,
Wy JER Rt o AT IS DURUR o B A% Bt s AN A R s

BT H L 00T . ZAEH Web o ATsk ek ia FH, il HAT LU R R
1. 7E CDO #EilHR S, At A2 Sk g & (Settings) .
2. il General Settings.
3. A4 (Web Analytics) R .
AREE
] LAAE A R & 22 (User Management) 5 26 5 287 117 RERIG BT A H P adsk . 8mT LA
AR aIBR P o AORTEAIE B, ES I i B,
PUEEE NS
WERIEA Z AT F, AT LAEA R 1)) 80 2 )3, G748 CDO.

T A2 T b, s B A EIR AL SRR
FBE2 IR~ (Switch tenant).
WIB3 EBLEAEN R

BR} BT ) 2%

SRR S I R = IRSso AHERSEh I, e 55 JBRL = 2 i) o il 37 2 i
ARSI DS B THE B BRI SR 0t —ApLE], SR IERAOE S, I ALH1L
(oA 2N AL i 2 e R B, AT RAS B R AL

o JHJAE A 4 PR T R S P i BOR IR AE T DI RE -
o TG 0™ dh B AR AR SRR AR 55 A 4%
o W I ERHSGE BATI P Ao
B R O IR AR % e A, AR TE NSRRI S o FEM B e, AT RUSE BSUERE )

W 4550

)

ph s o R U SRR RIS, e A R B A e A P B RS R I 4 B
* CDO AN B BB RL I 4 BB . T Bl S B0 o8 B A Y P o A 2L 00 v R A5 S
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pree ]

RS B R A

NI RIB L], R AT RIEH SRV EN SRRV AR R 38, IS (0 90 K
VT, DUV INAR ATV EN B, SEVENE A, OO BRI REHCIF R 08 (22 20
VRN GO L) VNN A, S AN (I CDOMEATE T

P A SRS P 2 0 S RLVFRTE o A6t 2 L O T P VT
ST LML A ) BRI I BN PR B, LS AL 9 A 008 UL ARTILEAE . A
LSRG T B0 15 2 . WETTHEBE A XS B S B8 P REVF T IRE, 3D R 4
BUERIERT . FRAHL, B0 (Firepower B4 HLASILE IRTT) (640 KU FiREA) b
BIE ) BB RIS W

Ly Yax

HREHE
7E CDO H G sl dm i FH P it s 2 7T,V B S S HERE K - 55 RURHBT AR PR R #85 FH P i s 2 TR) IR K
AU T SRR 7 1dP) Ik S5 R ) id XA H . CDO Fl /7 752 CDO i s AN Y 1dP ik
Fr IXFEAATT A REIE L B 3 56 UE I U R 517 CDO R
BRIl | CF) 1dP, A5 W) BN 4285k 2 T CDO FLP H SR IR . A S I 44y
BB s A P SRR 22 42 8 A N S 4R R o
1 LIEF P& (User Management) %5 88 & S I HOAL - QB BTA FH P id . IX G IR I 5
SR IR SCIRE DA W S 34 SR KA AR] SR S FF R o

EFSEMNEPXEKMA ISR

BB 4 B BT FhiyEd, Sl gE.
$E2 NHHAPERE.

o~ example_tenant _

net-ops@examgle.com

S SeTTGs User Management

General Setings [+ |
User Management Email Last Login Token Roles

123201

sec-ops@example.com /232018 " ] Admin
8/30/2018

superadmin@example.com Super Admin
8/29/2018

here2help@cisco.com y Read Only

B8/25/2018

net-ops@example.com Admin

iR LTSRS N VT RS, TS AE “HWBEE” TUi R E S IR T R, WOBEE 3 35
g

A
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. F P &2+ &9 Active Directory £H

FA P& 12 H) Active Directory 22

ST 7 0 R ALY, ST LU CDO Bt 31 Active Directory (AD) 41, i AS &Kt A
FIRINEICDO, LU S A R AL B P S R A 6 AT 58 5 O s D D 7 s e
) BLAE AT LA Active Directory H158 %, 1M AN B4 CDO Hh5e k.

I BABIE A ME, AR “HPER” i, sty AD 4. A
B EZ AR AR R S .
“Active Directory 28 ” £+

& E (Settings) T “H & EL” (User Management) 384 AT 2 T L 21 CDO [#) Active Directory
ARk EEFE, W EoR AD & RCH) AD 4 M .

AD 41 H AN HE Active Directory Groups 2630 < 5% Users 2E3 | H F A1 HY

“HZEE” &R

“YHE” (Settings) WIHIK) “ /4 HL” (User Management) #5045 — AN T % HAGET . 0BT
T s v 13 CDO AL (R T P () g g B st a] - DLSCREAN P E BB SIS IR e XA
A A AD 48 5k .

ZAERR

YE24 CDO ' IAM DIfEM ke, I BUAE T DA 24 A .

— M LUET AD T A, HAAYETT LATE CDO g U ANFF CDO . HF
G SRAG I B AR S 7 B J& 1 CDO e LT AD AL fa e diG . i, s s T
WA~ AD 4L, I HIX AN LLES LA AN ASF A (I W n ARG D 3 mE cDo H, MHZH &~
W F I A D A AGT BB . X 3E TR EE AR A

AD AL R FEAE CDO W —K, KGR EAEAR R Z . MERek s/, BIn7E AD
SR P IR U7 ) RSB /5 B

\}

ER WA P RER A SO R AL B AD gy, AN R B B 5 AD 2
P it

HEETLE
FER AD AR HP 8 BRSNS CDO 21, A Zitke AD 5 SecureX S WA AD
SR AR (IdP) RIREEG WA ZPAT LU T #5845 -
1o R TAC $AZ S S0, JFRAE A LU 5 B2E4T A %€ 3C AD 1dP £ 1k

https://mycase.cloudapps.cisco.com/case

* f&11) CDO AL Z AR AT X 3K
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e ]

o 8 SCHE X (BU: @cisco.com. @myenterprise.com) .
* XML # 2 UE A RIS o8 .

2. £ AD FUSINLLE BE X SAML F B, ifEaE, XEEX KNG,

* SamlADUserGrouplds - Mg ik 1 1 7E AD BT A 4L 0CH. #ilan, 76 Azure HHIEFE + I
TGS, a0 T AR TR -

[& 1: Active Directory 1 & X B B & X 75 BB

— Microsoft Azure £ Search resaurces, senvices,

Home * Cisco-COO-Dey > Enterprise applications > securex-okta-o > SAML-based Sign-on *

Attributes & Claims

—+ Add new claim  —+ Add a group daim == Columns 57 Got feedback?

Required claim
Claim namea Walua

Unigue User Identifier (Name 10 user.userprincipalname [nameaid-for.. ***

Additional claims

Clairm name WValue

http:schemasxmisoap.ongfws, 200505 identity/claims/femailaddress user.mail

http/fschemas xmiscap.ongfws/ 200505 identity/claims/givenname user.givenname

httpe/fschemas xmiscap.ongfws/ 200505/ identity/claims/name user.userprincipalnama

http/fschemas xmiscapoorgfws/ 200505 identity/claims/surmame UsEr.SUMame R
[ SamlADUserGrouplds | UsEr.groups i
| samiscurceidpissuer | “hitps://sts windows.net/1e4971488-.. ***

* SamlSourceldplssuer - & PEME—FR IR AD SEH6. B4, 75 Azure HEFE + N4 H4T, 44
JEREN AR Azure AD FRVARE, W1 TR B A B TR -
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B s TmmEmEe Active Directory 48

[& 2: #% % Azure Active Directory FRiRFF

Microsoft Azure

23 Zagech resources, senvices, and docs 05+

Home * Ceco-CD0-Dey » Enterprige applications » sacurex-stage >

securex-stage | SAML-based Sign-on

Enberprise Applcation

T Uplosd metacat file

B Cheryiew ELTIETTRFETS
Flpy Sapse

[l cepioyment Fian Lagaut Ui

Manage

1 Properties g Atiributes & Claims

& Jemen givenname

4. Roles and administratars [Frevies) R
emaladdnss

&2 Ukars and grougs A
SamiSourod dpisauer

3 tingle sign-on

B Provisioning

SamiaDLEerraupids
Unigque Usar ldantilie
' application proey

Sall-gerica
SANIL Signing Certdficabe

Security

Ewpifatian
Matification Emal
App Faderation Matadata Un

Certilicate (Rasutd)
Certificaie (Rew)
Fedaratioe RAatadata XL

% Conditicnal &ccoss
.f. Parmisiong

B Tioken ancrypian
Arthiby

B Hgnein tegs et up securex-stage
S Usage B insights

=) Cheege single sign-on mode £

fe= Tut this sppiication 87 Gt fueclinack?
LA LANIE )

et

[T

unEr pivenname

AT ST

AT P

LA LS RTEF Al s

Tratpesfste wind awsraty 1ed21488 . 625341 -202 103300
Tactife

AT GRS

A LSRR e gl e

Artiee
ATECETRECSRT I 2NREEa TR TAFTOADOEEI1AED
11/9/3024 BA1S1 P

| mipstegin micnsaianing camy1 e631488- 6250, [ |
E—
Dorwnioad
Deranilad

Yeeid' e 10 configine B appleation ta Bk with Azur AD

suit
B suditiogs Lesgien LRL

& Peodsioniog oo

= ACOLSS PEAOWS

Lagaut LIAL

e step-by-ibep instrustions

I T R ETERY Active Directory 2B

FIE1 H 3 CDO.

PB2 o4 BAm CEET RRSIRT, S RE.

P®I Sl BREE Gk,

LB A EFR TR Active Directory ZHiE I .

WIS W HTIRAA AD A, AR AD 4. WARAWA%H,
FE6 MALLTER:

T AN L

| st ogin icr saPranine com/ 1 e431486-6258.. B |
[ Frtpecpists windowe. e esa1aBs-62sa-aif 12021 [ |
| ttpoginmicrpsnfonine comy et 406- G2 5, =."||

£ Edit

£ Edit
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4R35 T H A &32#9 Active Directory 48 .

+ S8R (Group Name) - HiL A 1044 Fk . LA 5 AD G4 FRILIL. CDO A4 FHILT BIIRETR 7
.

 APRIRTT - W) AD T3 NHARRSRT o APRIRFF BN 5 € SO WEE SCH AR IRFTARIA . En gl
A ME AR VO N IRAEATE, #1401, my-f Favorite-group. 12345 %%,

* AD WUR# - Fahfii N AD 1) AD MR & 1H .
Mt - HiE L AD ARSI At AR, WS .
o (AR #&VE - BIE Tk AD AL AT 4503

TR RE.

“miE T B R E12AY Active Directory B

FiaZ |l

IR, £ CDO H4ilHE AD 4 H P& BN B CDO Wife[ FR ) AD 2. & Ci5AE CDO H4h
i AD AL, B AD 4aft AD 4L (I P52 .

$E1 ¥ CDO.
P2 4 bR CEE” TRt Sl rRE.
PR3 mith APER G0,
SR EFRIERA Active Directory 4L .
SIS HiC BN AD 4, ARGk K.
PIR6 B LU MA:
* tHZFR (Group Name) - i AME— 4 FK. CDO AN SCHFIL T B IR IR 45

« AFR LT - WIS AD F-Bh N AR IRTT o AR IRRFIGEIN 5 8 52 SOR B SCP AR IR A IR . el LS
YL ME bR UG S IO TAT{E, 140, my-f Favorite-group. 12345 %%.

« AD Wik #E - T-ahim A AD H 1) AD Mk & 1H.
« Mt - et AD AP B EETAE P Mt . ARG R, ESHBE P M.
o BVE - IS INGE T AD AR 450

k& B B P &2 # Active Directory 2B

$IB1 &% CDO.
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B ozsscoms

L2 4 LA CEE” TRiyIERG, M RE.
PR3 pidth ARER LR,

L4 EPRERTIHH Active Directory ZHi% I+ .
LIRS M LR AD 4.

WIE6 LRI EAE

LT RGEE LA ZEER AD 4.

£ 3Z#7AY CDO A

BEIEDEN) CDO H P, FF B ATIX PN IIAE 5% o EAT AN B4 P AT =
« JyHtH % Cisco Security Cloud Sign On JIK /™
* M) CDO I/ 441 CDO H /il

SERGREEAE S5 A, W] OB I ISR 2 42 8 k%l TR $T T CDO.

J1# A P £ Cisco Security Cloud Sign On [ &

B a] LLBE IS 54T 1% Cisco Security Cloud Sign On Ji 7 o AATTAN 75 2 %0138 A AT 14 B 43 1C 1 PRI

(FIAFK o

XFEXCDO
R A% (CDO) {# i Cisco Security Sign On /£ A S 4332 4R,  F14# H Duo #4172 & G435
iF (MFA). E%&F CDO, @ Fi5E7E Cisco Security Cloud Sign On Hel|iZ M, SAFEER Duo L
E MFA.
CDO 5% MFA, ‘& AT S P G 3R IEFoNA—FE LR . R Z G M IIE (—Ff MFA) 7%
PRS2y B R 2 R R 8 % CDO I 7 S sk, 35— AN R A H BRI, 55 AN e Ak
) — X PR (OTP).

[

Important 41 4% 4G CDO FA A 7E 2019 £F 10 A 14 HZRIFiBF#A, 1 H i | Cisco Security Cloud Sign
On SRR, on page 30 Bk i, MASEA L.

BRE

L% DUO Security. FRATEBUETETHL - %2%% Duo Security N o AT S i) 2
%¢ Duo A 5EIN], 15 H Duo MK FE G UEFRrg: EHER .
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#132 #7H4 Cisco Security Cloud Sign On T A F AL E Duo % FH =S4 18E .

RHEIE . S B s e B — XM 5. i T OTP 2L T IR, B UGS A 026 I ol b5 S
[l A S AR B o TR OR S e 6 I B 1 3 T 3l e B A R I )

£1) 2 £ #Y Cisco Security Cloud Sign On M A 3B & Duo £ EZ S 183F
WIS S TAERAE D VUG . T B 5 T DU D 3R .

$IE1 SEMETRY Cisco Security Cloud Sign On A
a. Y3 https://sign-on.security.cisco.com.

b. fE “¥” BRI, sdiEm.

Security Cloud Sign On

Formerly known as SecureX Sign On

Email

Don't have an account? Sign up now

Or

Other login options

c. G “QUEMK " (Create Account) X 1iAEH ) 7 B .
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Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *
Please select * v

Password *

Confirm Password *

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel
ATHEERAE T LU R
* BT (Email) - fis NS 2K H] T8 5%k CDO K MBAR Hdik .
« B45 (Password) - % N R 35l .

d. fEf eI A (Create Account) 2 Ji .
Cisco 2K 36 UE WL M A ik B E M b hE o FTIFHFIEA:, AR5 s BEEM P (Activate Account).

$122 {F/H Duo REZ AESMIIE
FAVEWAEBCE 2 R S e A R 3 i
a. {rigE % EESHIEIE (Set up multi-factor authentication) 5%, 7Bl & E % (Configure factor).
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PIEE#AY Cisco Security Cloud Sign On [/ 3+-E2 & Duo % FE 410 .

b. midiFFIaIRE (Start setup) , LR ANESERS B e, RJA S IERAS 2 B I K T ACR o

ARVEMFEE, S0 Duo WA ZE S M IRUESRH : EMHER . WEREH B O Duo N, izt
M R AGIS . Duo SCRE— A B2 AR .

c. {EIn LRI, MiHEER.
d. JE kXA 2 B 56 IE B 5% Cisco Security Cloud Sign On.

P33 (AL 1% Google HHA I IE RS 1% E A Min S0 10 UE=S
a. EFE L Google Authenticator Bt X HIFE B %, RFNLET—.

b, F&l e ) Frh 4781 E Google Authenticator.

P4 EERRTE2ERMA RIS
a. EFERE HAE S LMEH] SMS FEEIK .
b. wkHwaEG,

c. MtIEmKA. MALE, BEFEIAS CDO N E B Cisco Security Sign-On #Hil#k . &4 v LA 21 HoAth b H
KlHk,
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. £1l72 £ 89 Cisco Security Cloud Sign On i A 3B & Duo % EE ST

Tip
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£1l 72 £ 89 Cisco Security Cloud Sign On i A 3B & Duo % EFE ST .

T DUFE AR -t P Bl A2 S S W IR MUy EAT HE Py, BB 10 0 P B 23 1 P i 44 8 T
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B =5 coo Az cD0 RIS

£ 1%H CDO A& €3 CDO H FiEx

A RAT “HE B 67 BRI CDO M A fgf)d CDO Hl ik . B ZUE B LWV AEH] Eik el &
H) CDO R R4 (E55 PR & MAR [R] I AT s ik B el Y ik

A BU R R A R ATE S P A i ek

$IB1 &k CDO.
B2 4 BT CET FhgEY, Sl RE.
$E3 i ARER EIk.

2 4 BN el RV IR ) » RO s E A
WIS S P IRk
Note FH P I HBAS Hudik 42505 Cisco Secure Log-On WK ™ TR FE b hkAH XY o

PRR6 M NhSs s 1 RN E R 2 b e A
PRT mEHE (OK).

PR NER = 28 FRIZH EHRFTF CDO

IR 1 1k Cisco Secure Sign-On 2 Hil# I gy 4% CDO 4. CDO a2 44 %57 [n) https://defenseorchestrator.com, 1fij
CDO (EV) i £ K #5 5 v https://defenseorchestrator.eu.

IR 2 3 ok B I AIE 23180k LI $E Duo Security 5% Google Authenticator, 2 J 448 £ 15 B IX 5 > 5 43 I 25 o
WA BRI, RS AL
s WEARIEAEZANTT P RO AR Pk, EH R IR R
s WAREAEE T ECA R, W R e RS RY CDO L.
 WAREAEIE L BT Pl KRR TR ¢ CDO MRS BB R

P MR ZIF Sk A2 DR S E R ARTEINER, WSHEHZA CDO M. FELZH ) 11)7, on
page 45

MU LR B I L s i 2 A
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srpmnaztnarae

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals

US East Coast

US West Coast

Sign Out

Tenants

Boston Office

New York Office

Los Angeles Office

BRI Et AR TRAR AR

\

-

Xl

KRB A E 4% (CDO) A 2R M ta: ik,

GidE OGS B AU B . R

MU BRI RN P BB A . R CDO AL AT BAG i) 2 AL, IAdATTR] e BAT AR TR
D, (AAEAF B A BAT AR M . RN ERA R, fe M R
BPE B O . O BSOS A L BB  sGEZE BE T N, BAT A 1 R

R E AL BIRLR ) o

Srme T R G e AEREAN DU 2 S (R -

Read Only User. You cannot make configuration changes.

FAT RS R T AT BL T 345
* B CDO H [RAFA] T I AT AT 5
o JRGANIL PEAEAT BT ¥ A A

o B ARICE, B ESHE, JFEA VPN U,
o PUA A AT T _E AT B B S AN

 ZERG RETAHRC B O APT 2. 15
A

o AR RO B SR, TETR EE
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B wsese

o WA IRATH AR SR A DL, I LR S H .
B AN BEAT LUR #4F:-

o QUL BB PCE SO ERAT A DU AT N A

c BABA.

o B SO BN B NS S5 A AT TS5, AHTGIALRAT .

* B CDO i/ id 3k

s WEH .

o R T L DU B o 7 125 81 SRS

miEA &
HAT “ANgmiR” AR Al LT AR 4
* R FIORAA IR ILE, WA TS, g, MU, #0. VPN 4§,
o FOVFIE I IO B AR R A T
« R ARG R L $1E,
AT AN BESRAT BT 24 -
B EHBGRE - B WRF T G .
o« EFEAF M E Kl OOB A5 1 i 5 4.
* bA% AnyConnect B, BifC B IXLE W HE
© R H T B A SWUR T 2%
o WHRIET5) 5 By 2 A e T 2%
* {£ Snort 2 Al Snort 3 [RAZ [0 F- 5 )4 .
* GUEEBR .
« B ILAT ) OOB Change # '
AR RGE PIRE.
* A
o MR B
* MER VPN & iF s H 4516
* il CDO H /i .
s HEH .
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mnzne [

NABEAE

HA “AGBE 7 MO T LT BLUR #R A
BEAEE SR EE A RS RS A R&.
o PR TR ASA £ AL T 24
© K H T B A SIWUER T 2%
* RT3 5 Bl e HdE PR T
« U] “AR TR B H5AE

DR AN BESRAT BL T 54 -
* 7€ Snort 2 Fl Snort 3 JRAZ [A1F- 5 ) o
o BT .
« I ) OOB Change % H
* AR RGUE PLRE .
s BAEH
o MHER B
MIBR VPN Uil 2xife
o QIR BB CE B ERAT A T b AT A
* BB
o B0 58 BB N B BRI AT A 2T T AR S5, AEGTEORAT
* A% CDO HI /7 idsk.
s HEJH .
o R T L DU B o 2 5 12 81 SR

VPN SAEEEAE

“VPN &G BEES 7 (Sessions Manager) fi (4% o i ¥ e FE 2 N VPN JERE T 3 25 0] VPN JE 8214
MMt .

HAT VPN 2 U B A (i 1 7w ASRAT BA R $4% :
* B CDO H [FATAT G ] B AT
o JR RN YEAEAT BT 1 N 7
s HEIRAICE, BF TN HE, JFEE RA VPN U,
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. EEAE

o BAAT AT AT I KA B B OR R IK RN A

o AR BUETRMIEE H O APL R, TEVER, AR VPN U B AL I A RS R, U
TVET B O 1% 4

o TR AT AR R SR GUF T ESH &
« ZIEBA I RA VPN 2
VPN il i B HL P ANRESAT L R 34T
o Qg OB P UM BRAT A SO KA T A
© WABLE
o D SE RN B SR S A T (AR 55, (R ORAT
* G CDO H Fid k.
« T it
o K7 T KA B0 5 12 3 SRS

EEAR
B P CDO 1K 2 4007 B AT 5E 05 AR 7388 03B 7 a] AT DL R A
* 7£ CDO " agd 520, BUF AU BRAT AT 0 S Bl sk mg, HFRC BT E .
s AR
* & CDO H AT An] L ] AT ¥
o FR BRI JEAT A UTTHI TN 2 o
s LR AILE, AEVENHE, JFAEE VPN L.
o BB A FATAT VO L FATAAT %8 B ml i G BN 1

o AR RUEAEEE E U APT AR W SR ARATT (04 R ARATT AT DAL B ATT ) ST 2R 5
FENGL, JFRTEL S H &

EER BT P ANBEAT BN B AT
* G CDO H Fid k.
* HEH A

BREERAR
BRI G A PRTLL5E4 Ui CDO T E Ji. B9 5 n] AAT DL #1E:
s M M.

. Cisco Defense Orchestrator EAiti %032



I Cisco Defense Orchestrator 74132
sxmrrewics [

QAR

\}

Note Eﬂ}‘t@% PG AT LB CDO H sk, AHZH Pl sk I EA G P 8 sl el i s . P
I T AT AT R ) S SR AR P K o BRARIS I VAT B SRR UG Sk S PR R, A
SR MR m E k. AT LLAATHE M Cisco Security Cloud Sign On K /s A CTEAN{R

B, EZHE CDO ML #4655 5%, on page 29.

* f£ CDO "l SRR, SOBTATIER A6 G slsens, I e E AR i A
=N E
* & CDO H [RAEAu] U A A BEE
o PR AN YEAEAT DR N 7
o AR E, AFRESHE, AR VPN U,
o B RALAT T B IR B BN R RS
ARG MDETRURGY B O APT 2R A SRR R A R A AT TR] A
o AT SR SR G, IFAT LS .

EXARPAemIER

e e S arid ki P A, B AESERRL P B P, &n] U e S P I % .

WS A, BTLUES A e, AP A RS HAE R PR R e TR

HRVEAME R, WS &R,

BT E T A R il . WIS P BB EE L, 15 B R Defense Orchestrator
EF.

MRRPAetIERFIER

CDO I/ 5 B CDO i s AAHN A AP K P, DUEARATT AT LLIEAT B 3 B UE JF-U5 i 45 5 CDO AL it
F&J7231E Cisco Security Cloud Sign On 4 H /1) CDO H Fids¢, A ZH 7 k. i p
1t Cisco Security Cloud Sign On &AM, A BUIE i T/ 3 https:/sign-on.security.cisco.com Jf £
iR (Sign up) BEAFECH YR SR BATE M .

\)

Note {27t CDO L HAT YL 0L (o Sy (4 REIAAT BEAE 5
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B ozrsez

BIERPICF

A B R A AT G 2 P A i ok

S F% CDO.
$I2 7i4 BMAR B FhaET, il igE.
$IE3 Ll BPREE L.

FERA i n 5% o CREBT A B .
LIRS SLUH A HE Pk

Note HI P (Rl 4 HbkE 0641 5 Cisco Secure Log-On T (147 HIs 4 Hb bk AF X 8 o
SIB6 M FRsw ke o RN B RS G A
ST Mikve
Note HAREICE BT LA CDO il %, (M Pl KA P SR P i e s . 1k

W HAM P S 3R K P o BRIEE AN B O s sk S PR T, 50 S
PR e R e . H P AT LLEATHEEM Cisco Secure Sign-On K s A X TEAN{E R, TE S HT
CDO ML IHI4A 6 55, on page 29.

EIZ{X API FH P

$E1  E3 CDO,
2 A4 LA CEE RRsES, S igE.
$®3 i APER LR,

PB4 AGHE ISR Ve DNy I I D
WIS LS API FHF (API Only User) S IEHE,
PE/6 RS ATER, MAR A, R AGEE .

EEER I AARGEMEIERAE ‘@7 FAF, N “ @yourtenant” JEEUR H B INEI ) A
pZ 3 BN 08 Sh vk 2 oS DRt A R 7 TR R ODAE DR
P8 nlHE.

PR il AP EE IR,
TR0 AP APT AL RS, miahi 2R APT A LR EX APT 4l
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wenreenfres [

WERFPAEIAFIER

T B AT B O A (A RERAT IR S5 . A OB I O S 250 28 ok (¥ CDO L iy €,
FEHAOE SR, 28 BRI RS . T FRGsn, AR AR A .

\}

Note {27t CDO I BAT MY HLOY M (o ffy (4 REIAAT BEAE 55

A\

Caution 5 g o 35 () £ € MR 5 FH P S SR APT AR (I Ag) o APT AR, on page 421/ ffi 4
WS, F P2 AR ORI APT AR

WERHFA®
A\

Note Jpit CDO HIj" L8k, JF HOEZUE B A E i/ e, I H Pl S ot EpT s, sl ok
e

LGRS e A, WEAT B R R

P11 5k CDO.

P2 4 BAR BT FhglRd, S gE.

PR3 s ARER L0k,

LA LGP AT R g E bR .

WIS M A7 (Role) Ty B rbigh £ HT - IR0 RS A1 ip i1 25 0 1R FH P A £

W6 WA sk R 5 P O APT AR, TR AN LS O P ) A T B APT 4
ST Aidv.

PIR8 WL CDO MIBR T AP AR, THECRM T, DUEARATAT LAAI BT ¥ APT AR,

MR R el ISR

kR CDO ] Frd sk 2 iR H 7 id sk 55 Cisco Security Cloud Sign On K 7 (S, AT B 1F e Hk
H P& 5% CDO. MHIBRH P idskint,  tosMibe 5% H P ad sk R APT A0 (Al ) o #lEr CDO
FR ] P s ANl Cisco Security Cloud Sign On H [ FH /7 1dP K .
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B numrics

\)

Note {xFH27E CDO L HAT YL 0L (o Sy (4 REIAAT BEAE S5

MER A Pic %

FUMER e XA, SRR

P11 T3 CDO.

FR®2 B4 LA CEET RRAIRS, S RE.
PR3 il PSR k.

LR 4 s EMER I AT b R AR A @
PS5 MHE (OK).

W6 s, HHIAEEFL A HERIK

— == = kS rfarlay \
SRR AIEE RO MATE

M CDO [ F AT I A A KB K854 B R N DU

FHiE TEFRRSS (Tools & Services) > Bh A iEE IR AL (Firewall Management Center).

‘&t Defense Orchestrator Firewall Management Center

>| Firewall Management Center

Hostname

Name Devices Status Last Heartbeat
Actions

Firewall Management Center 82 Active 11:09:55 03/28/2023
© Check For Changes

& Deployment
@® Updates

= Workflows
© APIExplorer

Management

& Devices
@ Policies
© Objects
< NAT

%€ Tools & Services ) Settings

% Configuration

= SmartLicenses
& AMP Management

“P kBB U s PR E B
o WSVEIOALP LSS AR K B ALy, 3 AT 1EK FMC.,
o BRI EE . Secure Firewall Threat Defense zs A2 A [T k355 2 B rpy

& Firewall Management Center &
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zxrmpxggEss mAnE [

« S0 MFERRE . CDOZ AT HIBI KA Bl O

 WER T — OBk A B KGR B IR R R B A B HRPIRAS A LA BRI B % B0 S it
PO E RS . 2 AT BT KRR BE O

© FrEXT R TN . AT BT KIS B A
A “HRfE” o BB BCCRCR” BR TP IOEER, T I DLAT 5 BT o R R ORI (K E AT
%o AT B KBS B AL

19T BAAT B KOG B bt T, e 6 ) 54240, SRR 6 S STERET BN LL 1 A i
FEDTITAIVELR (5 B, LRI TT DR HRR 30— A

B X TRIB MR RSO R EITEFRES

FEBRAE RS, i A S e R A B T BORUIR A5 B A A e s [ 2 i el Y 045 6
BHATHR . AT BT KBS B0 10 23 BiadiAT — IR
HFFEARRERIATF EFTF CDO F1 =X {FRIBF NI EE O A

1E AT Kha e B L P RCE B BT et mOR BRI, 4 mT AR HAR S AR I T AT T A
I [FRCE UL, AEAE CDO A1 AT (B At e Bt 1717 o RN AT, oo B, f&
A UAE ZACAT B KA BE Ly AT 5, ]I PN 2 A S A2 ¥ CDO B =it H A&

VEDIREIE ] T AR AT B KA B T I PT T CDO Bk . EAERHE IR 4T IT 2 aXh)
(K1 KA B 1177, AT LU A

7F CDO [/ L, F4E Ctrl (Windows) 5 Command (Mac) 4241, 4R )5 fichi A (142 .

N

AR i NRIAAE R B IR T OT S A BT R B ALy BT .

PR AAEFTIE TR T I 22 38 A7 O B rfCs 17 BT I 1 — 283481
- i TEMRS > HAEEREH L.
FEATIEAR H, $24E Ctrl (Windows) 5, Command (Mac) #4H, 4R st o 5 ) 1 7 i
P &R > HAt FTD MR-
* gy CDO JUHAT MR R IERE, RIS RS R P BT A R 7 8 .
EABREE R, ¥4 Ctrl (Windows) it Command (Mac) #41, 4R J5 s i Sk B bx .
o BEPE PEHIER > PUEIRME.
4% Ctrl (Windows) 2% Command (Mac) ¥4, )5 iy BH FTD 5kHg ol &8 FTD &K .

)

AR CUEPIREET) CDO AN, CAEBE IR T ITIOARR, A HB7 A B AR 1T OR A
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B cenmsee

WEMPRFZERE

Cisco Defense Orchestrator (CDO) $2 It & FE . &L, IRV 2 Fr v & IR 25 O T BE
https://docs.defenseorchestrator.com/Configuration_Guides/Devices and Services/Software and Hardware
Supported_by CDOTE “# /=" Wi+, &nLl:

* HI7T CDO 4 B E N B & MRS
© B S BEARAIR ST (K E B SAERRE -
* FEFE IR TR A O AT O B MBI . 520 A B oL
o PG AN B AR S5 IR It o
o PR B AR G5 52 A5 B Al ok i) 7L
o AR HTRA N DU B B B R 6 (1 B SRS A IR DL
o AT KA B AL
o AHLE B AL

i
Gk
pi
~J
a
=

Pany

XET o ATAT I KA B L A B OB BB A%, IR W] DA AR rh B KT RIS

s JLAFRS R TP uhk, TS HER A BRI R B B . RAX RN . R
MRS I 2D — MR VLRSI RS MRS . SRR, 579 1.

o B BRI D8 8 T HL A SR BT RRCAS . Snort fRCAS . BCERZS « JEBIRAS . #hoek
UL L ARG e 2 A AR EAT I E . WS L hgas. 1LIEAR » 25 77 I

7£ CDO A EE i & 1Y IP thiit

LEAE R TP Huhbs ¥ 453\ Cisco Defense Orchestrator (CDO) e, CDO &% IP Mk 774t e H A
ek, JfAd % IP Hhhk 54815 . W R4 TP Mk & 2B ek, & n LR CDO A7k 1) TP
Mol LUCEC il . 7F CDO B Bk 45 1 1P M bk AS 2 50 B e 45 MO L 2

L CDO T e AR 1 1P Mudik,  W4AAT BA R RE

LB SN, S REFRS.
$1E2 A8 & (Devices) IR LA B ¥ %%
P33 SR ARAIETR,
Tl LI L ygas F1 R DhRE A FR BT 75 e 45
SR A4 RPN TP Mk 345
PE/S Mg EFIFMIES (Device Details) Eikg 77, sl [P Hihik 5530 i dn 44

. Cisco Defense Orchestrator EAiti %032


https://docs.defenseorchestrator.com/Configuration_Guides/Devices_and_Services/Software_and_Hardware_Supported_by_CDO
https://docs.defenseorchestrator.com/Configuration_Guides/Devices_and_Services/Software_and_Hardware_Supported_by_CDO
https://docs.defenseorchestrator.com/mng_cdfmc.html
https://docs.defenseorchestrator.com/mng_fmc_cdo.html

I Cisco Defense Orchestrator 74132
#eno mmaigzizh [

Nashua Building 1
o s @,
W6 A FBTAH TP Hukik, AR5 sl W A R R AR
WERAGA SRS, B R ERS AR E Bos R .

*H %1%:%\:
o (EHL Z (8182 3 ¥ 4%, on page 76
o J iR HURNE 3] CDO, on page 75

7£ CDO A E g FRI AR

B e B BEBCRI R 2576 AT IEE ELAE CDO I #l 2 3k 3 — N FR . 18 mT LU 0% 44
PR, MG S0 BB & A S TG

P AP, g & FARSS (Devices & Services).

FIE2 ik & (Device) IR A BB 4 o

YB3 P LA TR WA

FIR A EIREFIFMIZSE (Device Details) G s 05, i s 44 K55 14 1 4 f 40

Nashua Building 1 7y

TR ETEPRAPIAARR, AR5 mih O i
BT AR, RIS N EARESR R Bon 2R

SHiIREMIRSZTIFR

A SCA WD RS B 2 IR S5 P T N 5 0 B (esv) SXF. B4z XU, T RAfErE 73R
¥V (51140 Microsoft Excel) W4T FFiZ 30, LI A (550 H AT HE R & .
TR AE R B IR TR e B o 8 AT LTI 0 # R IE TR 1 Be A% 5 VRIS R

FE 3 B A PR T, 0 AR I8 &% R IR i R T Bon 2R 5 S I BRI
Ve AR T A B AR SS, s g E B LR s T W AR S5 1 74k R DhRE S S A
TR E BN A

L1 75 CDO FHif=, sSidiEE (Inventory).
PB2 Nl & EI R AR R, SOt R ER DA R A WA
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PRI AN B A R IR DLAZIR IR R A AR B, BNl 238 (Al DOAFTA B 3 thvedi s B .
TEnT LU I aE 2% A 8 R DRe A4k i B

F$®4 T EHBEHIRSEHE CSV (Export list to CSV):
oo oo s 0

e &) + Create Template + Onbaard

W

SIS R BN, WHRAE csv Xt
UG 1o PR I csv SCHE, W& Lt AT HE A g .

FHRFEE

IR B ECE . A LU R RR e ARG E T H 2] JSON 3CA:

TR AP, AdRg & FARSS (Devices & Services).
PR2 Nl & BRI, sOnT AR B R A A RS .
P AUl RRRAEIR.
TERT LT A 8RS A1 49 R DhRe A R 7 1055
IR A GEFEIT R B LMK R H R .
PBS (TR, GRS HEE.
IR 6 LEREAIA LLREAL & 53470 JSON SCAF.

B SN AR E
T LA SR AR B AR, IR L S CDO B B B AT ORI T L] e fie 6]
FEFR LN A AR R R O o BT DU ek B R g 13, ORI TR
On ) Wiki BREEFE KR T HAl URL. R80T DU 7 2R S AR I AN B 55 Lo RIBC. ae ]
DATR] I o] — i i 5 22 A 4% 900K

External Links

& Search

Add External Links @
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gz i

TR AN R v LLRAAT A7, (HBA R B2 A SR HUAR  Biln,  n R A S A
P85 BE I VPN JERSK T 452 URL, WXL EORMRAAAE . WRIE R~ =] LS € URL, 1X£E
URL ARSIl ANSZ BRI URL R4k S: A2 R o

NETE

FATE QIR {location} A, A LUK LG IF RIS H) URL o IR RERFIHZE B TP Mkt Bt

https://{location}

HXER:
* %51 £ Ui, on page 76

o FH B AFRS YR, on page 71
MIEBYIZ & B B SRS B

P AP, SEg & FARSS (Devices & Services).
P2 AUl & I RUA R A, sl AR R R DA RIS R 4
P3N R A IAEIT .
PR LRI,
] U 8RS A R ShRE AR TR R .

PRSNGSR, R INERREIR )

FB6 M NHEEN AR,

WIRT /& URL FBUP A ABEREN) URL. #855 2245 58 508010 URL, lan, TR 3% http:/www.cisco.com.
P8 il + R b v Rk

£1)32 %) ASDM FDM g9 5 5Bk &

PLUR & FL4Z M CDO #1797 ASA (1) H iGN %2 B4 E EE4S (ASDM) Al FTD [ Firepower ¥ % #L #%
(FDM) M HET7 7%,

T EFHAEF, SEHEF (Inventory).
W2 piili @& LR LA R A, Bl AR E TR DL R S R
PBI R ARAIET R,
AT DM L9823 A1 4R R DhRe a4k i s 4
PR A GRS,
WS EAMMTEE DGR, R “HMBHEEE” .
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B s rasammn

SIB6 M NBESEMIAZFR, 41 ASDM FDM.

$IBT 7F URL FBOH i https:/{location} . {location} A5 ¥ 78 ¥ 45 1) TP Hudik.

L8 il + HE,

A B IR EF B INARHERS

TR AN, SdRg & FARSS (Devices & Services).
PIR2 S ® & IR DA, SO AR R R AR A S .
P33 AUl BRRRAEIR.

Fn] DU L DB s R R D ek B T R 1R 4%

p LU Aghe & IRItAE
PERS AL TEAE SR, B2 “HMREER” Ho.
pz LN IR
BT AL ik AN EE 5 ¥ URL:
K TVN

https://{location}

Cisco Defense Orchestrator 27t 112 |

7 URL ‘7Bt {location} A2 GBI 1P ik IX 2 WM vt 687 17 ASDM [ H B #EH

* {£ URL ‘7B NBE#EK URL. B8 7524462 58881 URL, #ildn, xF1-FE, 15 http://www.cisco.com.

http://www.cisco.com/

P8 iy + KB B KK

UmEE B M PR SN AR Sk

T AP, AdRg & FRRSS (Devices & Services).
PB2 JGE & EIR AR R, SOt AR ER DA AR A W
P33 AR R BAEIR.

TERT LT A L EAS A1 48R DhRe A 4RI 7 15 %

p LU N RICEE

PR AAMETEAE B E R, BB “ MR o

IR 6 K BUbR B 5 AR B3 44 R T Sl s i SRR 5k PET «

PERT AN B bR T g A B R AR AR B, R BIA S R R AT
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migsimn s aggnms

BTG & &8 & I ERGEE

P RPN, g & AR S (Devices & Services).
W2 pili @& LR LA R A, Bl AR TR DA R S R
P3G RARAIED R,

TR AT FH e g 2 R4 2 D R ke A £ 5 75 1150 4%

PR WTIEF LA BRI,

TR A MITE B E R, e RIINERREE )

PIR6 R bR B A AE B A R LT R G BRI R A

PURT AN B b m] G S M R A B R, TS R34

Bzt EFFHHiEREE CDO
CDO Fo Ve B B IS 2 b4 A 45 e TEHEHER] CDO. ¥4 CDO BRI Fid ) “ ik
7 4, CDO ARSI B 8 AP S B W TG BT AT VF 5 AR . 2 T
HE Y AL HEST CDO A AT S 15— 25

\}

Note LA BT BTid e LA BOE T, CDO 2> ABhHF M2 v LIBHE T, JRgkst 5L E g
o (U, WRENY — B WAEHIER, CDO R E T ER IR, DIgksl i
o

TR AT, ml IR EFRRSS .
PER2 piddi W IETR R B
PRI Rl BRI
R DE & B IR “TCIEVI A7 B
FERA N IES R, R EmRE R N .
S5 UL ERERE (Reconnect) & . FfE R, CDO (R T R 5 A 16 5 B 4 R A ) fir & 1L
PR 6 AAIBAH (notifications) M, T LR B & FOBNE BARME AL

Tip UR SR TR AR S BUAEIE O S O 3 BRI R, U 2 A R I B X S e, DL IR
SEUEIF S HTIESS o
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B =erzanaes

EHPZEBILE
(AR CDO KL R, THHH e CDO HLPHEBS 15V . IR 8 A
HLPY 4B A IERLP e R B D46 ST A AL

WE IR &I

A R Py D B2 B I PR AN S SCATERE S A

P RPN, SRg & FARSS (Devices & Services).
PB2 il ® & EIR DA, B AR R R A R S .
PBI AR ARAIET R,
BB A EPEON L@ R R A BT .
SIS LM EIR (Management) & #%H, s5idi&iE (Notes). B Notes,
W6 midhi A g, ARG IE BRI SCAR S 25 . Vim B Emacs SCA Y 4E 2 o
LT dalt “H&E” (Notes) ULl
P8 midifRTF (Save).
RSB ORAAAEE TR

ERZEFNHER

G BT Sk 7 DT AT A AT 0 R BRI R U5 46 LA S AN 0 B 46 B IR o 32 TR A 1 46 A
PR ISR RS FEHEAT 722K, IFAEL HI ARl B % SR AR NI TR p s e AT fmT LI R 22 2
BE B Y JEASAE DT L B 46 R ALIE TR Ak e 6o

fEn] LLAEUE U B A DL R PR R
© WA LI R WoR BN CDO [RIFTAT SEIN 4
o BRAR S M SEE IR 45 55 N F1 CDO 1A ST e 1) T A AR 1 4% o

PREE TS e 2 B R BEAT 73 A S FT LAAEBA IR sl E N 2 e BEI B AR B N T Bl ik
oo ST UAAERIEXT GG RN I FREE . AR ZE N T & st R n, BT AR 2 98 e 46 Rl
IaE EilrEa

N

AR N TR AR A Sy REIRION 5, N T I BRSBTS B
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wirzumTrenns ]

Al LAEH LA R B “ group name:label” B FRZE4]. 5141, Region: East 5f, Region:West. 41585 %
GIEX P FREE, WIHARSENE A X5, S0 DAFE i 41 1B ¢ East B West.

BRI T & FXS &

TERARBE N ] T B, AT LR D8R

PERN ERBRIINFRAE, 5 S 2 S R P B MR SS o R RIS INERAE, T A 2 U RS R B
P2 gl RE LR AR BE, B R R R AR S8

PRI MR RAIET .

TR (BRI DA R s .

PERS LA MBI AR 7 Boh, 17 E Bt IFRAE .

FE6 nllii + Klbr.

‘:_'m
28

&R LAAEIF & (Inventory) FIFF 8 (Objects) UUTHI LAV 2 ANIR] (10 T I8 A oK 7 45 B A 4 ) 1 e AOK
%

FLE, U R R IR ST SRS AR SR I ) A 0 R R T

TR kg VPR R B RUR AR RAS . Snort AN, BUERIRA . FEBRRA. PSR A
PRY B 2 e s FIRR S AT Il 8 . S AT DAY L JE 28 2B BT ik e A AL IR rp A $R 13 4% ST DU
FH I 8 28 7 T e A R e TR vp Ay Rk 7% o

Witk ge RVFB IR . AL s RO BRI SR A AT I k. AT DA S
RPEEEAEE RGNS EEn] DR T BAE L e 48 R R SR e 45K 1P Huhkok
it 5 X %

TR AT G ], Aas ] L2 A 0 2R 1A R Gl 2 AN F 3 R SRR A FR AT e 4 IR .
ELLRnplrh, olyggs VT “m@ (S A —E0 AND B A HARE 3L 25 % AND 287
M 2% OR RS HINT S
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B =:iaemiEr soc iz c0o pigE

Filter by Device

Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

L= m B P WL S P | R B R W B0 Lol P

Unassociated

Metwork
Protocol

a Service

ICMP

Time Range

URL

Application Filter

Securitv Fone

T Er B £ tERE SDC %% 2 CDO HYig

T LU MR RO BT (I AR ) SDC 82 3] CDO K184

L1 iRt SdEE (Inventory).

FIR2 iR & (Devices) B DL E B 4o

PBI AR A RAIED R,

PR 4 QURCIREARTRIESAT, W “VEHR” (Inventory) ETHHAERMIZH, LLE REATH CDO % B 1) I 47 B Al
K55 -

SIS iR | DUR IR
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PSIB6 ERLIERY “ LW HIERAS” (Secure Device Connectors) 43 H, 3 8 BRI SDC 44 FR.  “3iFH.” (Inventory)
FA B Rl A g g ) SDC #4523 CDO 4.

P]RT iR R iES b A gE s, DUERE D AR
P8 (AL SEkn, mlEE PR AR AL L, DUE s CDO A& PR IT A B8 AR 55

BE

CDO # ik KM R T)6E, 1L 4RI % MRV 4. 7EIR&FAARS (Devices & Service)
Al WHRFEEERED RN, s BRfa MBS IRs. Bn] DU BRI AT 43
ZFR TP Mk B B VA P A1 ok B AR A

[FlRE,  STT LU S &R (Objects) 2% 5] F R4 2 AR T I BN SR 2R (AT ] #8020 TP bk, g
M. g, PhEOR BRI S

gz A BRI IR B UNINEL P
PRR2 RPN RAEA, RGUR BN ISR

Global Search

WA R R IR, BT DL A SO AR F R . CDO
PIAT R A R T IR MR 5 LT &g IET T

© SERERG] - BORMA S BRG IR, RS AR ST NPT A B AN, JFER RS
JER B R AR RS . R ARG], AU A AR .

ARVEMGER, WS eRG, %80 1.
© BWEERG] - RS TR TR, RGN BN R A B R, R RRG I A
2T o
BAEMR T BRI S BAX KNG o 80T DUAE ] BLUR SEARPAT 22 R 2R -
© WA - SRR e 44 R URL. 1P ik iy [ .
o MR - SCFFXSRAAFR 0 GBI E 1
o HRMEIRM - STFRFHRIE PR SIS ULHT L U A8 B AR
£ CDO B A B K A B A A FMC SZRF LR SRR .
o Dy I) 42 i s
* Tl g A SRS
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o JBBIE NAT S

A RFIEAN, FHITR B RE R, BT Enter B P HATHER.

PRGSO R S R AT R LI AT BRI o SR T4 5 2 AR B0 R ILIE,
2 Hoks WoR e (B4 X% connected_fme) T

FRAEOL R, WRARPHE AT H SRR, I Hazmi H A B g ks . &

IR AR R AR, e mr BT H LA B NS R e R DLl It H S5 I i Sk pm A
ST N ) BT o

)

iR s RRMERATRER RS WS, EXNREK UID TS s ul.
© WA BRI AR R R G P IR T AT G 5. CDO

© WIRAE R Bh5E AR G| 1 SR B0 S0 Ok B e e, 2N B0kt DR B AE 4 SR R R 5
Dk B e ORI

PR AL AT 5 sl g SRR Kk 6 5% CDO.
HB2 WL, SRS RE (Settings) > & E (General Settings).
PRI ERm RS, mdRsheBERm g k=51

Global Search \_ @ Initiate Full Indexing )

To view the Global Search workflow, click here

iR JA B ERER G| 25BR CDO ML A R

PR Rl A S R R TR

PMTERRE

HI1 Fx % CDO.
HIE2 L CDO W AT A MR KRR, RIGEERNERFE P AR/,

(s}
| "ises’ Defense Orchestrator @ &~ @m O
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el |

YT AR TR, MRERSERREMITE YR R ERIENNZINT: All. Devices. Objects
FI connected fmc. A7l i b {7~ Tt 48 R 45 A5 B o

[Q 1543

2 search results

Objects
1543-network (Object Content: DNS Servers:

connected_fmc

All 0 & Devices 1 € Objects 1 & connected_fmc

(€

Details

Name
Transfer Packets
Mode

Licenses

Model

Version

Health Message

Health Status

Health Policy

Host Name

Connected Status
Access Policy

Advanced

PR3 WERACR PRV RO R, AR5 m i Sk B bR MR B G0 R TR () B A R 01T MR ZRET R e

AN, RS R KBRS AR R SR SR Y

pE s FE RS HIT A P b L P P B A AU R G R, W] AR CDOM 1 25 A A 1975 K 5 A B v 0 ]

S I

AR AT KA B O (R, TS AEI] Cisco [P &8 7 (1 2 A2 A By A B A 2

175 < 35 A 73 A o

FBA fldi X R RE,
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B sremgemouz

HTF &2 %87 CLl &=

CLI 2 ] LA I 52 BB K CLI fir%, B R T BAEIB AT Z APE 25U CLI i IR . i
HATLAE A A B EFRNIEAT

A FH2RARE AR ) CLI ZE /] R B E 2 & e LB AT AR A fr 4. CLI 25 AJ i 3k 5 45 e ' A A BE ) — 2
o Af I 5E A% A CLI 23R BT S A5 8 o S8 aT LT R 4% LAF AN I CLI % .
A LB CLI R M I B A W HAT IS . T EANE R, G N Har 2014 CLI %,

CLIZ e FR G0 e S B g o RGUE N H CDO $243t,  Jeikgi o iilbR . ™ € LI i
TEBIRE, W] DAG S B o

N\

Note U {Ei&HMA CDO &, ARENB&IE%:.

LA ASA W, WiREEARI T —A ASA BIREE T, W RUSATEL Fdr s

show running-config | grep username

IBATAT A, B ERRE username BN EHER IO T 7 40 o B Bt A R QL TE AL HIAR ]
i I 44 R DN R3S .

> show running-config | grep

TnT LARE R A 2 S8 S04 AT A 2 M4 B G A IR %% -

> show running-config | grep

SRR LR HIRTER),  FF HLABZUE P B AR RIS i BT, FEAHIH

show running-config | grep

A I8 0Y,  AAZIONS [ L AK iy 4 I B4 AT IE A K CLI ik

NS eliE CLl &

PIR2
PIE3
$R4
PIES

$IR6

$IE7

7EBIEE CLI %201, /5 CDO B AT Stk 2, DU R Ay 2 02 A R [m] ] g 25 2L
Note

e, B (Inventory).

iili %% (Devices)iE I AR 2 ¥ 45

RO AN B A R AR IR, SR JE IR Sl [P 1) e

fidi > Command Line Interface.

s CLI o ks W, LB CAEAE % .

RIS A o
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L8
$IE9
S0

TEN

meupeinssng cuzazcuz

W EREME— A RR . WS, 150 CLI 23t Ud B A R .

£/ % (Command) 7B i N3 dr & .

IBATAT AT, KBS O iy 430 53 B 4y R HE S i R S 54 R

sl B OV AT TR A T e, AN SR ISR T (1 1 4
o

FE T i g, SIS CLLZ,

M CLI [7 £igFe I B CLl = 6iE CLl %=

$IE6
PIRT
$IES8
$IE9

LIE10

FEMREPH, BN EBITIa S J3 DN € N BN R GE5E SR B o S

FEFHURE T, Sl & FARS

iR WA CLI g Sd S g e %, IR BB T i 2 I 4o CLIZEAER—IK )" EAise #4218
FLm, (B CLL G Sl %,

AR EIEIR .

AR B S R GE T, SRR IR FAE LR RD 1 B4 o

mi >_fS{TiEO.

EHREA N CLT R i %, REiEF % <. BTk —:

o MRVEN TR ST R A FIE AT S . O MR O R A, AR R A A R

« i CLL B oMt br W, DU AR o MBS T o SUBUR S e XU CLL % o i Brs
FEAT A Bk o

I A TR A4, Rl CLI et br. i BUAE BT CLI K [ HER
A ZEAREME A FK. W2, 150 CLI ZE S Ui D AITERE o

BHEML TS, AT K .

IBAT AT, K ZHAE ) i & 370 B4 O SR R I S A

MBI AV AR T TSR R P B, AN U IR 8 KB4

BE(T Y, WS M CLIZ.

R, R &R
AT IR .
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B szcuz

T3 AN R A RIE TR, REEE A E AR

PB4 uli>_&PTEO.

S®E  fEmATRT, iR .

PIR6 Atk hiksE CLI %

P AFHLL TR —B17 %
o DRV EE XIS, i &% (Send). A R N S S AR N RS R BT T
s WREEESHG Pl R ECE DNS %, il > EFESH.

N —

> dns domain-lookup [ERILY(HE]

dns server-group DefaultDNS
name-server IP_ADDR

L8 £ “ZH” (Parameters) WHSH, 7E “S4” (Parameters) 7Bt HIHE SEUNE .

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

PR mddi Send. fE CDO Jl ik iy & It OB e & ML EJa, BN R e !

IR0 KixmLln, WA FERNEE “Har & nl i O s T &8 T 17 3% ” (Some commands may have made
changes to the running config) DL S W ANEE#2

£ Some commands may have made changes to the running config Write to Disk  Dismiss

* i B N#ELE (Write to Disk) 215 I i & Fr A ) B8 2e LKA A TG EL FP AT FCA S SR A 38 e 4 (143 Sl G
Ho

o il R (Dismiss), AW L.

YmEE CLl 72
fn DLgmaE H P e R CLL %2, EARESmEE R gu e X% . e CLI Z4 B o s Wk, 2 AEE

T A B
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T ST, il R EFRES.
B2 SR EEmk.
W3 il G R R AL R
PR 4 LR R
$IBS5 il 82 174£ 0 (Command Line Interface).
WIR6 IEPEE IR I e %L
7 AN R BRI E TEEASE T
HIR 8 (EGiE 2 G HE R 4 CLI % .
P9 AR TF (Save).
A RUWMTIs1T CLLE B, W2 istr CLI % .

fER CLI &

mizcuz [

REnT LUBIER 7 5 SO CLL S, (BANBENBR R G0 5E % . MIER CLIZ S MBR P B (0% 20T

AR THEE A

B NS, sl MRS

;2 pdgEEmk.

PBI AhIE R R AR TR .

PR A RPN

$1E5 il > 41740 (Command Line Interface).
PR 6 LR e X CLI % .

BT il CLI bR b I B B A

PR 8 HIAZMBR CLI .

FOES

G FAE DB A LA P A 5 SR g AEHIR Sn] LURRA i s — Stk mT LLel
ARG, AN, B, RJERAZ S S 3 RIS AR S . Ry

KGR, WU BG5BT A [ B S i A SRS

ANV, SNBSS, REEEA], JFE “X5” (Objects) B L4 Hi &
file CDOFE “X[5:” (Objects) FUIMI A, W] LAGw HHBLAT ST G B 22 42 SRS - A KB 5

CDO K2 5B LA M ZAN I ZX R, IR (Objects) Tl AE A BEARC & HEATHRI
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. RER
FHF, e o e gt “l g, JE HORFAE 2 ARG Bk & 2 ) 5E e L
s BEEXMRIEIRF A L EA AR ZFRAEEA R A S AR o X G0 5 v H T2
I HE ), FEEASR SR AE o F A K % i 0 o) R b i T
s R—HWR AN E WL G W& L HAMREIZHREMEANE NS A0, HPSERE R E
RO A A A AR N SR %, (HBEAS I O HERS ,  IX S8 G 4 B4 s, T i
AN—E AN d I S E b bR W
o RAE BT R B AU E TP AR AR KT B . 1 1) 51 5 NAT KU 51 R 5t % . KAl 1
X5 I 1) R bR bR L
453 AT DL 7 F0 000 S s o 37 B R % 5 S5 RT DA R AT AT R0 0 SR S PR . AR
D s S A 2R SR BRI B I, 2 B 26t B 1 R AS T8 %R A< . CDO
80T DA Ik 5 28 6 52 L B P 48 SRS TR RN B B B X SR BB/ XS . CDO
CDO FVFIE AN B 5 52 S R0 B8 B 4 AR S 0 5o AR, A8 m] DUE R LR Jy 2048 B xS
%. CDO
o MRPEH TSR R ST XS . SR JERS, on page 91
s Ak LINESE . REHAR—BUGN S, HEHH MR PeX Lo X % ) i,
o BARR KBNS, WERRAEH], 15K LIRS .
o RIS B AT L %
o FERRAT O AT, VPl TS S SO — 2 SR R 2% R S
o LB — 200 5 b L S AN R SR RN £ R SR &R
 FIRW AL BATIHOE S E R % . CDO
WR ARG, GRdE kI BN B A (R S i T 3 () B, V52 LD T VRS E . R LR A b
VS T W HE
PO -E i)

IR LU B QIR AL ] CDO B LA 51,

Table 3: <ttt Cisco Secure Firewall Management Center %} 5 2554

R klz

TS WIZR AL RTR (GERRN RIS R ) X
T LB 2% ) b o

g5 X5 5 WG5S G S5 AR S 11 4 60 55 440 TCP/IP
IMSUABE— s 20 A B S e 11 R S LT
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HEWNR

NMRES

Cisco Defense Orchestrator (CDO) 2> il F £ N4 L B AT AH IRl 2 FRFAH R N 22 ot %, WTHZEXF &
LN G I AR IR

)

FEXF & (Objects) WUl _Eo AFEAISL =X Gou] DURFAEY Sems, DR nT BUAE M BB S &, JF
e A O S T AR SRS o R B S 5, I 2 G SR B A T A R B
¥ A SRS o

HRILEHEN, CDO RAEM B R BRiz RINA R . IR BATESMFEINN . CDO fE
VEANE BB P B ORI A S AL B P f)ulg] THER, ETRAME BB, Mg
RPN SRR, A B iy 40 R

Objects Displaying 100 of 163 objects g 0 ATL-TMG-INT
3 Object Type Network Group
Q, Search for objects by e, IP, @ Compare + Create Object
Al L=oF=VWrc U A NELWOIK \aroup rs (]
ATL-SS-BUDC 2] @ Network Group ® SHARED
ATL-TMG-INT (3] & Network Group Nanworn
OBJECT REFERENCE TYPE 130.131.230.149
>
ATLFTMGPO1 Network Obiect/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 [3) & Network Object & lockseol )
& locksco3
ATLADDSPO2 e © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 (3] © Network Object
ATLADDSPO4 3] & Network Object
ATLARCHPO1 (3] & Network Object

G i SCVFIS AL e 5 2 B8 FIUE MO B . CDO 2 R A1 T 158 2 N8 E o AT
5o HARXBALT WA S A A B REEA KB % L, (B CDO ALK ILRB AR —BI R, [
NI LA A A B i AEAS N o

ﬁﬂ%@iﬁﬁiﬁﬁ?ﬁ?ﬁ&%mﬁ% R A 78 i g AN R SR LA B 4R e B
Bel. fdnT DL 5 200 P B B i (T 5, (HHA A A e 0 P A7 B B A S o %)
%Eiﬁﬁﬁ@@&¢m ARV AL KL S, AN S 2R AR B % it ZENHE R 1
e

fltn, RSB IP A EEAG ST &, JF GG T NTEIHURSS 25 5
print-servero MK ACL "2 RN, HIF-HR4E4T ENHUIR 5525 U7 1) TR o 3T EDHLAIR S5 33 5247
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—MEARTE PN 3 2 AT R BR8] DUASE RO G 78 56 SR S H 1), A8 B A A 2 LR )
SEP

A1 “printer-server” XFGI—EPE, (HEATIIE R FaA
Editing Shared Network Object

Object Name *

print-server

Description

printer server object

Default Value v~

eq -~ 126.0.1.0
Qverride Values v

Enter a value to add it
Value

126.0.2.4

126.0.1.6

126.0.1.9

Devices Usage
&= 2 Devices = @ 0 Rule Sets =
= ASAV-99-18 =
Devices
£ Pasadena-ftd-730-516-... = P W
& BGL_FTD_7.3 S G
& connected_fmc PSS

Cance' @

Note fuiRAF/EAR—BUXI S, BT EfIa I M RAERNIEEN R fXENER, E2

YA UK B )L

AR KRB R

T UGS G AT RV U s SR A ] o 80 W] LGS AN 5 AT AT R U B SR SR R B e 24 0
FERE I B S P A HIZ R SRR S0, CDO 2 QI IZA BRI EIAIFAE AR RIAS . A AR IS 5
PR B AE T IR S0 b, BRI ) i3 MU Ak R S o

RRIRIDN A D BIALR B AE CDO HF - UG PR AE AN R 55506 S IR (K U SRS I A2 5 R BT AT

[

LB RRBADS G, W Rt R IR M B, AR5 IE ORI R . 7
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el |

'é’,'s'él:;' Defense Orchestrator Objects
= Hide M 36
= e [ Q | Search for objects by nam
| Dashboard Filter 0
£ Inventory £ Filter by Device >
D Show System-Defined Objects
Policies - ® Issues (36 J¥
(0 Unused (18 ]
Objects
@ ov () Duplicate (15 )
oo VPN . (O Inconsistent
(h Shared Objects v
i () Default Values
1j\r Analytics >
D Override Values
(&) change Log (O Additional Values
x O Unassociated Objects v
@ Jobs
Unassociated
F¢ Tools & Services > .
& Object Type v
it settings > (O Network
D Protocol
~ o

PEE X R

S FELMK CDO Sk H, SR (Objects) ik — kI,
SR 2 WP A % A AR LA I S

M Compare

PRI AR

PR BEZEFE A BN S .

PRSI HE R FEA IS S
o il N ZIEAE B (Object Details) AR o) i) FARNTE) R 53k, T2 522 ol SE A R0 SRR {5 R
* JEITEAT B VEANE AN RME LA 32 sl D45 B

FE6 (k) KRR MERS G . B RE WA BRI AN OGO B B ORI, T Bk ik
S, RESHEREREUAERSMIE. CDO W R B & MR E IF, oM BRiZ %% H .
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1] LLEE B (Inventory) A3 8 (Objects) T T A FH 127 22 AN [R] ek 18 45 ok 2 1 2 A 4k 1) e &6 Ak
%

FEREYE, VTR ARG SRR SR TR ) A AR R T

T YRR SRV AT BRIV R RS . Snort A, TUERIRAS . EBRRAE. PSSR LA
PR B A AR AT I o H R T DU FH o B 4 7 BTk e 44 R AR TR vp A R ke %o f88 ] LA
FH L P8 28 A BT e e 4 R TR vp A R4 7% o

Nf 5 e g RVFB IR R HEEE g R OCHEIR S BRI AT I 8. AT DA S
R EGERAEE RGNS, B U R FBAE L JE 2 45 R R SR e 4 FR. 1P Huhkok
sty 5 X %

T FU G, 48] LA S48 R 1A R G 8 22 ANV LE R 48 2R SRS R A HR AT e 45 3L o
FELUR7nplrf, s s (A EAR—E0 AND HA5 HARE 3= X% AND 287854
M4 OR MRS XS .
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FSESUl

JIEER

ML |

& Filter by Device

LY

Show System-Defined Objects

a Unused

Duplicate

a Inconsistent

Default Values
Owverride Values
3 Additional Values

Unassociated

a Metwork
Protocol

a Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

BEREYE, A “XR7 (Objects) LI (1) E M B M 1) T

szt |

« T X% (All Objects) - Ml JE SR AL AE CDO Fyd: W T A 4 Dl T 0 %o el Dk

P T TN B, B R
« #£Z3FK (Shared Objects) - I HH i

FidiEsS (Subfllters) R L Est,
JEARILT X%

REVE A PR E L

- g kST EhXEES

N Tk
I JESS o8 CDO KRINAE

3R ZHEFIHIXF & (Objects By Device) - o VR 78 3k P @ W 4,

S T L T e % At — 4 N B T

PR HEIR ] UR PR UL RC RN B2 .

o PR

BB LIPS
P R LA AE T B 3k E)

TSt}
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B esusies

LT E RS ERNER . GRdRIg&EIIIE (Filter by Device) LR E W #. ) AND 2
* R—E X% AND &

* 4% (Network) X§% OR AR%% (Service) X% AND

* PR TR B 4 L

e T BRI R (Show System Objects), [KILAE FAH AL HG R L R A 52 LA Z

FEBE BB H AR 55 IO TIOE XA 5o IXEERGI GRS, PO EANIC 20, T LI
TR B AT EAT. WNREP UG L REN G RGN R ICIES ok .

BOATOL T, BRAFZMRAETRARE . EAENZE P ERRENER, HEPEESE DI RR
R (Show System Objects). ZEERBAS LT IR G, FAELUE A A T RFFARIE AR

WERESIR RGN 5, EANTRA S WG R LI AT WERE R RGN R, TSNS

HRAILIELE R
[=BOF BUbiA-
VARIIVYIIS B SURT IR =R -a i1 0F S BRI & D EASHI VS E R VB I RESE S 2
T ALK CDO FHIFH, mdixt &R (Objects) - LbH— ML
PB2 RIS g s AR T, ST REAS AR . BUHE PR AT SR P RS, DU R A S R P e AT

LIRS
$IE6

$E7

X% HeAh, BHEERFBOFNER ] B CAEM R T B P AT SOA .
U BN 45 R R AR e Yok BRI A R, AT L R RAE:

a. MR &g iE (Filter By Device).

b. AW R IAT VA B e A B P DU FR e R e 46

c. W EANTEL IR

d. sliEE (OK).

EPBRARZEXR (Show System Objects) LAFEM R R TS REX R . BUHIET BRFRELEXR (Show System
Objects) Al MR R LR T HEER R G

6 HP LR Ry I SR A RN S a2 AN R, U R PR AT 20 R R AR L S AR JE AR A5 R
L R B R A AR ) S E R B DL RS RS, TR B Z28% (Ignored) 11 7] @
WHRELEIEM G B & & 2 LTS, iHEHEZE 3T R (Shared Objects) H ik H it it (1 ik 845

* B{I\{E (Default Values): RLJEACHATBRIMERIX % o

« B 21E (Override Values): iy HAG 7 s H KX %,

« Hfth{& (Additional Values): T3 HA AR XS .

LR YA B T AT sl SRS TR0 5, T I R R R Bk (Unassociated) o
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etk itessainies |

W9 R PR 133 & 2B (Object Types).
FE0 EET LUEN R AR TP Huhk ol F S A B0 SRR 7B, DRI Ss Rrh & R R S R AT 5.

B T TR S HERR I &

c

==
X
e
b

K W I IR IE A, SRS BN B LRSS, EAS BoRiX et g 5 HAL K F R,
i, B3 ObjectA 7E ASA1 Al ASA2 Z [ tez, Wi EJent % DL &k ASAT BRI xt%, 4
2] ObjectA, fH “LR” G L BIRIENRAL T ASAL L.

LEA NGRS, WA B RF e B . LRI R IR &1
RIGEED o EFCDO VNN G, RIGAE “RR” W HATER . B8R 2 S0 ST
B SN

P RA AR B A —EUR B R TR — B EAN . BT A, RGN
ERSAE, HZRRSFAELESE A, JF R RAMR IO G A P AR A 6 G ) g
A0S G ] AR R AN — B Gl FEAE AR BN I, S TT REA S AR TR LA B O 5. th T
CDO {EHZ0 Gl FBUN AN B7s SRR IR 5, R A 2 U 22X RN S A3, IR0 45 2R
PATHRA: o

PR AN CDO FHUET, mdixt&R (Objects)JFk £ — ML

P2 IEFIIE R PRI XS S W R LIRS, on page 91

PIR3 fEXR (Object) K, MEFFEHUH B Go — AT LLBGH 20— 5
PR VRN S BT R DG 2

PERS WA R. B, LR BRI G, N %2 HR B AT 2 0 5

P Bk 3 %

il iR BB A 3 R

AT UAMIER BN R B AR

A

Caution {1 J]L 20 5 (¥ By KRR B ept BB RS IRALP L

SESAE CTH] L 36 19X 488 3k S RN ZE T AR B 5 4 S A 38R (Obojects) > EoAth FTD %% (Other FTD Objects)

DI _E AR () 25 AT IR K S e B o A 2806 S ol 2 v
MAE— T i X 2 56F 5l 2 2 AP T M B 2200t 5 L
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I M CDO SR, EHIFR (Objects)JFik Mk,

PR 2 AT GO IR A R Bk B MR &, AR E k.

B3 AERREH . WRIERBEEOS GA P T %, WIFER SR g rh Ml 2 11, JoiEm R iz 4 .
SE4 Sl “EEE” (Actions) BT, AidRERbS B,

LS b, AR S

W6 AR IFEEIMIE S, SEERF G 2 A

Al R — 2B R fE R RO X &

MBI I UG DA Z il B, e RV 2 RO R . — U2 T LU ER 50 DA AE ]
TIP3

LR A ) B JE S A AR 0 5o A w] DA B4 i gl I B W R A HOR 5 W R 0 % . 1 ik
MEFNRIG, RGN DR R IEHE .

IR 2 L GRS IR IEHE, DL EIEas H B oRER SR P I 0 B B, ke B BRIK AN
BRI IEHE

L3 Sl “EE” (Actions) B, AiHRIEKAS B,

PR 4 SLUEE ARSI S, BEE I G B 2 AN

P £ 3 R

WX &R ] LA L. M TP sht . 1P HuhbyE [, 584 R 24 (FQDN)EH CIDR £ 5 &K/~ )
T o PALRER IS N2 A (1) 0 28 6 G RN I Ath FRAN M hE B 7 28 (AR B o X6 S R I 5 2L 115
T RIS AT NAT AU

S E M EXT R

WA RSP A FLP HAT AT B KRR B 0

{41 % Secure Firewall Threat Defense. FDM & B g5 1H . ASA 8% Meraki WX G aki4imt, %%
AR S BN I BIERCE 2 284 B K B A 2 e I 19 33 % (Objects) > Eofth FTD 33 % (Other
FTD Objects) Wil x5 51EH .

R BT = 18 93 208 ok G s 2 BT AP S TS0 1 A DT (0] S L 5o A4 D A 5o 52
W 53— BT B 1200 S AR A LR AS o

UEREDE
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Ak 55 X &

mevz |

s IR BT KB O CARERA I EE 5, WIASSTE BRI 2% 13 R
(Objects) > HAth FTD ¥+ % (Other FTD Objects) it [fi I & #ill#7 1) Secure Firewall Threat Defense
FDM 53 BBt . ASA 3% Meraki 44515

* HIAHE Cisco Secure Firewall Management Center 55 F (K2 N U9 A1 156 2% 0 1) 199 28 S6) % R ZH AN
2353|538 (Objects) > EAth FTD 345 (Other FTD Objects) G, K TCIEAE =34 I K
B L TP
AR, X T EIES 2] AT B K% 2 Ly [ A HE Cisco Secure Firewall Management Center
SEB, QSRR ) FTD B4 [0 Sms Hh Al FH I 8 0 4], e PR g &2 2] CDO X4 LT

* WAL P b2 B8 EHAE CDO M = A2 AT B7 kB B b0y 2 T L= R 20t 52, (HEA FHL P 20
TATIER . WEREI N R AR S A8 AP KBS B 285, JEIRR TAC LRSI
A XL RE .

EEMEXR

fH] CDO B Y 199 2% X6 5 L b L3N L4 E 5 P 1Y) CDO PR3 18 M 28 0 5 4 S AE X 5 1T
EATATH R XA AT DL R AT o, DU B R AR X 5

FE “X5%” (Objects) BT FREFERI OGN, REATFE “TEAI(5 R (Details) ks A B1Z0 S A
“RAR” (Relationships) B H B GO T5gH, DAL SAFREAEAT A B0 1o

e ST, B BRI AR . LS AL M 206 G0 AR LI T (B I 255 1

Z3YSSES

TR G2 — PP L B AN K BRSPS IR S AT 5 o TSR St A FR R L2 5 Kb i . CDO HJf
B ASA Fl Firepower (FDM 78 %245 BUE H XLt 4, IR A A “Whill” hyEss,
DUEEAE AT LA H R e AT

ICMP %3 %

LRI B ML AICMP) X %2 T 1T ICMP Al IPv6-ICMP 5 B IR S0 % . 24 ASA
Firepower i & 1 [{)IX 26 ¢ % DR, CDO X UUINIXEE R, JF . CDO 2 4 HAR It A iy “ICMP”
HHUERS, DMEEEAA R BIX L0 4 .

{fi[] CDO, AL ASA It & b 5y 4 sl i ICMP X%, #4 0] LI{# Fl CDO 7E Firepower it
B, B AR ICMP F1 ICMPV6 %% .

)

Note [ T- ICMPv6 hill, AWS ASCRFEPERFESH. DR ARVFITE ICMPv6 i IR .

FHIRAT B
* MIBRXT 4, on page 93
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