SNMP

A A A QAT R T LD 4 A B M (SNMIP) SR IR 45 ASA.

« 5T SNMP, 1 1T

* SNMP #EN] , 254 11

s NlE SNMP, %56 1L

o Wi SNMP, %512 71

* SNMP Jjjid 5%, 26 13 170

%F SNMP

SNMP KiE

SNMP S i i3k W9 2 15 4 2 [R) A B R AS e I N 2 WS, I Ho& TCP/AP BMUEAF ) —iB 4y ASA
{fiFH SNMP 28 1. 2¢ F1 3 Wik M 4 i3 de S 7, IF HSCRF RIS R AT = ANhiAs . FIFHTE ASA 2
O FIZ47 1 SNMP ACE], 48 1] DL 1T % 41 HP OpenView 2 JS 1) W 25485 B R 45 (NMS) W 455 W9 28 ¥ 4%
ASA i & H GET i3k k32 FF SNMP Kzl . A fLiF SNMP Gijfjia), RGN SNMP #HT
Bk BEAh, AZCFE SNMP SET WK

T LLKE ASA FC'E by 1) NMS RIEFANE, RV 2 S 0E AFEAT 1 5% 2% 218 B 1) R 200 SR (17
BOCHEMRmEAD , AT DI NMS 35 2e 2 % LR B E B E (MIB). MIB &5 MR, 1
ASA Y3 AN 2 U AL AR FE . 3N MIB 2R 35 M NMS &t MIB #} (] £ 41| GET-NEXT
8y, GET-BULKGET i# 3k LA 5248 -

ASA HA SNMP AREE, - FAE R A TiE O da B A (an, 44 (5 % I Ja BOC AT 158
PR TR A B R R LR T 8 BB 4001 3L 54 54 ) SNMP OID. ASA
AR 2 77 B TR SR AR B AT IR AL

TRV HAEAT ] SNMP 5 A E

e



SNMP |

 IRER

= 1: SNMP R iE

KiE 15 AR
R 1E ASA F3iz4T 1) SNMP k45 4% . SNMP AAHLHAT BL R Dhfe:
o SF R E WA B AR LRI A T SR A HE Y
o PRI LA HRAE S (HD SNMP n] DAY & Bl U R RIS I .
o NAYF SET #:45.
IR TRt N BEAE_E 1) SNMP AR 4G 1 BT 75 455 Bk MR 4845 Bk IR F 1% % & IS A TR L o B3 3 vl B 56 A
I 4544 B % MIB W [)— £ %1] GET-NEXT 8% GET-BULK i 3K LAGf A
B B PR R, &R B MEER S 11E B AR s 450 . MIB K 22 50 45 4 %
(MIB) FEF = S BRI AR vk a2 S SNMP W9 2% 457 #3l v] DL W MIB, 35 SR A7E H BURE o Bl sk g+
IR L R 3%
VK] &8 5 B iy VE PC 88 TAERG K 7 W45 SNMP AR H 44, 41 ASA.
(NMS)
W B FRREF FHF M BEA& 1) NMS R B31% 8 2% 10 5 00 1 1) P FR s s FL R 145 BRI R 4.
(OID)
FE B FHFE i SNMP AQ BE 2 NMS (193 BRI e Xk SR FR R 4k, BInBems T e . B e
#ash. #E3). M EIEE ARG HEHEE
SNMP = 3 Fi#tiA
SNMP 55 3 fRERMLES 1 AREES 2¢ iR 12 AR50 I GE. SNMP 25 1 JiOFIES 2¢ i LAIH SO U 7E
SNMP JIR 4522 F1 SNMP L3 2 [a) it . SNMP &5 3 Ji i) e A WU AE TR s i 7 5 43 560 10F R FA
BRI, AN, HRRCASIE LT i 2 AR (USMY) FIE T30 1 147 ) 478 AR 2 (VACMY) # il ok
SNMP fCEAT MIB X% K117 . ASA S Fr61 SNMP 4UF1H ), LUA K 264 SNMP 15 o A%
5 U3 IR RN 5 BT R B ML
ZEfRE

HHATICE, B RAE MBI IL R 2 i e N T P L, e LT

=P
* NoAuthPriv - &G HE HIGK L, BWRAE AN BN 245 E .
* AuthNoPriv - 17 S B H G FA,  BARAE T B ST Sy IRk
* AuthPriv - {7 B EAE A B, SR B ST S0 50 1E T I

oo



| snmp
TN |

SNMP 2H
SNMP 21 ] LRGP A8 D0 2 (K05 ) 42 I 5 . 54> SNMP AR B AT 280, Jf 55 SNMP #LEG
Hk. SNMP NI 620ty SNMP A1) 2 4L . IXLEZ 4R E SNMP 41 A I A8 T 1 £
PrIAE AR FARTY . AEAS SNMP 4142 Fk/ 2 4B =% i 2 — o

SNMP A

SNMP H B fRE I 4. HPE . Sommirsns. nsssag, CUACEAE S 50 iF
Fnas 5k, G0y E Sk % SHA-1. SHA-224. SHA-256 HMAC F1 SHA-384. Jin® 5vkik
IjiCh 3DES Fl AES (7E 128, 192 1256 Mol D o QI P i, ikt S SNMP 41AH CEK .
RIG, B AR K% 1 2 ik

\}

AR BCE SNMP v3 RN, TR RS SRS I A T R T I SR

SNMP E#

SNMP FHLJ& SNMP B 40 FBABEAT &R0 TP Hihik . ZEACE SNMP 55 3 i ML HAx 1P Huhik, £
B E R4, BONBEEHUR R CRCE A ) . SNMP H s TP Ml Al H bS8 A4 FRE ASA _Fidb
JiiE— . A SNMP ENUAGERA — NS HOC M - 4. B SNMP [ABE, 00K NMS 1
FIPSEUERCE N 5 ASA [RSEUEAR UL .

\)

AR O RZATLURIN 8192 & EHL. HAE, FHrpiY 128 &R TR,

ASA FnE#} 10S 4z B R SE e & 5
ASA TR SNMP 5 3 FRSEAE LR 7 AN [ 3 R TOS B i) SNMP 2 3 R SE it -
o AHLGIHERERET | ID AT RS . AHLG % ID JE7E ASA JA SNl G T 0 St B R,
© NSRRI TR v7 il ], S5 MIB AN SZ R .
« SCFFFRFLUR MIB: USM. VACM. FRAMEWORK # TARGET.
o SR ZRUAL TR ) e i B R
o TR EA IR IR S GR AL
* {f/f] snmp - server host iy 2@/ ASA B LA fovFf& N SNMP ¥ifit .

SNMP %%t H & iH R 1Rk

SNMP A= B 5 R 212nnn (IREN R85 H AW B . R 88 H W B3R € 2 0 _ B4R E EHLE Y] SNMP
ik, SNMP [#BF. SNMP {58 F15K H ASA 5 ASASM F] SNMP Hi 3 (RS

| e



SNMP |
B =amsaz=r18

ARAGHBEHROEREL, SRS HEHERH.

\}

ER W SNMP R4 H G EHE B E I (29 4000 45/F8) , U SNMP #8145 I8

iy —
NMARSZHE=ATH
1Kk SNMP SCHFIIfE B, 12 LT URL:
http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd _technology support sub-protocol home.html

A RAL I =07 THALFE SNMP 2 3 iz MIB [¥15 &L, 152 LL N URL:
http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html

SNMP &N
AN PEAENLE SNMP 2 Jif N 25 5 R v R R 161

BBEEE R AN SRR AE T

* F SNMPv3 H AR el L AE I, A AR A B A T F30 i VS I (1 B A 14 6 B 4 i B i 15
W, MISNMPv3 P A HIEIH 5. 02506 SNMPv3 F P F 58 n 21045 i/ 32 F % 4%
DA P B0 et s B0, o] LSRR s BRI P (SNMPv3 H - R4l & T6vE
FESTERE B 4 LA N TIE B i 2 R B B Ak E?ﬁﬁﬂﬁﬂ/\ﬁﬁ)‘j Ji A A
%\ snmp-server user usernamegroup-namev3 i 4, B LT A N % 7 ¥ priv-password
L5 auth-password 126 150%E 5z 21 5/ 46 H 1 %

IPv6 M (FrE ASAELS)
n] LB IPv6 4R AC S SNMP, LU IPve EHLREMS AT SNMP #if], - MIZAT IPve B3 7%
B SNMP il 4. SNMP ARFEAIAH ) MIB CLHEA TS 5%, LIS IPve F-4ik.
H b AN
o AEWEBFBITHARSEA S K H HIEFERE.

o M55 HAF Cisco Works for Windows B ILA A4 SNMP MIB-IT A5 i v % 28 4 e 42 i SNMP
56 S i BT MIB .

« SNMP A3z fFiliid VPN BB T4 15 ) (management-access ii4) - X T-3& T VPN f
SNMP, FRATAXAEFRAE 1 L JH ] SNMP. #8J5 75 i P B 1) Sh A Bl 76 2R Rl 1 F A
SNMP., FR[rl$; O3 H] T SSH.

o RN HEE TR T 0], (HE VACM MIB ] 451 W DUA 5 BRI 15 2
* ENTITY-MIB 73R BAS Serh Al F . £F 3R BRAS 5P 2Of TF-MIB $A 775 1) o

oo


http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html

| snmp
snwp e [

* ENTITY-MIB X} Firepower 9300/ H . A%, & 1{H CISCO-FIREPOWER-EQUIPMENT-MIB
Al CISCO-FIREPOWER-SM-MIB.

o FEMEEYE K 1, WEEE) snmpwalk 4 P D (ifDescr) IRFEAE EEHT A SR KA AR L. ASA
FH—Fp 5ok 2 SNMP 2541 ifindex %o 24 ASA JAZR, B2 I0K 1% ASA 12BUC & i na 1)
J A N2 ifindex /P . WRINE] ASA [R3H 8 12BN # ifindex £ (K4 4K . BEERE M
a0, MRSy 44, TR S B B B Y

7t snmpwalk iy 4 FP AL OID I, snmpwalk T HA##) 7 s f € OID F T A8 B Jf R
HAH. Kk, EAFERE LG amiy, ERE ssmpwalk iy 2 H$24t OID,

% ¥ AIP SSM B AIP SSC A2 FF SNMP 2 3 filt
ANSZHE SNMP 73K

ARIZFE ARP {5 BRI R .

AN HF SNMP SET fir %

{i ] NET-SNMP % 5.4.2.1 i, {38 AES128 TN Bk iiA . A AES256 5% AES192 I
S SRR

R A AT E SNMP b T A —BUIRA, 02350 BUAT S & HEAT S0

XFT SNMP &5 3 fit, Zid LRI REATRCE : 4. F . FhL

% Cisco Secure Firewall #7, snmpwalk iy 1 M B H% 50481 FXOS mib.
TEMIBRZ 0T, A b Z5Ufh RN B 5 i 2 SR IR T AT P

FEMIBRHI P 200, b 200 PR A IC 55 12 H) P 44 SRIBE I L

U R EAE AR g 2 ORI BN e TR e 4L, JF HACR AL 2 e JON AT T 5, 0
WAL PR AT AR $84 «

© ML IHBR AL o
« Hdl w2 g0
s W TR AL .

.

3

.

NSRBI 58 LR BR B0 MIB % G742 10 D7 il o
FITAT (R SRAN B L BEAEERIATK) Read/Notify View 3R .

15 PR 5P 2B 1 connection-limit-reached P BF. TR bR RE, 8 DA207E Uik B 42 R 1 14 H
FE s E 20— SNMP k478 £l

WIR NMS ToiE i sRx % ol AR AE IEAALEE K 1 ASA I NFEBE,  TPAT E i i 32 1
TE IR ) s Sz FH v . IR $% Wizar ds > Packet Capture Wizard, 2R 1845 5t 52 b (198 B3
ITHAE

o I Z AT LIS 4000 & TN, (HiE, Hrp{ 128 &0l TRl .
o RFIRTE B H AR BCh 128,

| e



SNMP |
B e swwe

o BT LR E W 200 G AR 7R S0 I 0 SEHLAL IR A 530 AL
s LK 2 AN B BN

« 5T BIZEARI ) host-group 4 il A IS %o a1 WAL 2 20 AR I
XTGP AU A

o WERMBR R LA s Al EALVH B N, WRGE S A i & 1 LA CRE E R
BUE T

o EHREPEI T H T8 17 a2 1R 2 8
* SNMP KIE M7 BN RS 1472 #75 .

* ASA SCRFREAME 5L SNMP 45 2% B BF B HLECAS 32 B i .- show snmip-server host iy 2 i Hi X i
INIEAERS ) ASA T3S ENL, LLAEASHCE R FEHL.

fic & SNMP

AR & SNMP.

UK

IR K SNMP & FRUGC o B2Oek B ASA 1K .
S 2 BE SNMP [EEE.
$IE3 HE SNMP 55 1 A1 2¢ IS EE SNMP % 3 RS H.

A& SNMP E38uh
SELE SNMP BERRES, TR F SRR,

UK

$EB1 KREFEE > REEIE > E1iFE > SNMP. BRIAEH T, SNMP 45 a .
$1®2 i SNMP Management Stations %A%+ (1 Add.

A 50% B Add SNMP Host Access Entry S 54

HIE3 EFE SNMP FHUFTERIHEE .
$IB4 i\ SNMP 4L IP Hudilk.
SIS N SNMP LA UDP 3t 5045 B BRI, BI3% 1T 162,

oo



| snmp
AL |

N
&
(-]

SN SNMP EAUAEX A5 o an B AT R Bl 4R e 4 A R, U258 SNM P M anagement
Stations 7 #% L) Community String (2RiA) 7B & 1 .

WD EPE SNMP UL SNMP fiiAs.

HIB8 WA LDk SNMP 5 3 R, IR CRCE M AR

WIE9 BT TS5 NMS BHMTIEAE 1777, Wik Poll B¢ Trap S IEHE,

P10 piidi OK.
FY0¥ %] Add SNMP Host Access Entry X i HE .

LB i Applys
ARG E NMS HK B SR 7 22T E . 4395 SNMP 28 3 iR NMS T H PRGNSR, ESHLL T
URL:

http://www.cisco.com/en/US/docs/security/asa/asa82/snmp/snmpv3_tools.html

it & SNMP [& P
Titg 58 SNMP AL H! A o s B BH: DA R ] s FOU 2 R IE B NMS, 1 AT BA T 518
Y

AR P SNMP SR S8 G BN, SNMP ZERE ] REs il FEAREIA M 26 i) 2 B0, SRS
e WERBAILRGIEIR . RIEEITERECHE, mTLLUEREHS ] SNMP AR g8 H ISP ik,
FEINPY 7 SUR USRI RPN E] R K 2

Bz

PB1 KXEHEE > REEE > EEiAE > SNMP.
$1E 2 i Configure Traps.

R85 or SNMP Trap Configuration X i .
$HIE 3 kb SNMP Server Traps Configuration 5 i%HE .

BRI E O3 IPTAT SNMP ARiERERE. W SRANR € IR, WBRIA L syslog [aBE. BRIA SNMP [
DG 2 B SRR SR o BRSO P BT AT AR R F . SRR, O IE P IE I &
A .

BEABIE oy A9 LR 28501

a) kA SNMP BaERE, iHiLH A IS .
MP=E CPURE. HFHIRE. FIHFEXEE BT I
B BRINBCE O3 H T SNMP ARt R pF .

| e


http://www.cisco.com/en/US/docs/security/asa/asa82/snmp/snmpv3_tools.html

- RN

b)

c)

d)

g)

h)

i)

k)

)

m)

oo

SNMP |

INEBARE, 11k h AT I

M CBBIIET . “HERRFTRT . CHEERRKET . “ARBHYT R “HBHT hikk.
Ikev2 BEBHE T & HI 01

M OCTFER” AN “AEAE” ikt

Sk MIB i@

e R OH I AT BRSO S T I O A 4% TR TR A

| Psec BéR, TR P A i HI 30

M “TFRR” R “ABAb” kP,

#2377 15 BB

B T LT H TR I 2 T RO v L ) B I o

TIREME, b T IE .

WESABIESE LIR, B kB MM E A O A 4

NAT BB

G T LT H AT B TR X TR AN AT I TR NAT 5% 1P S 6 i o 4
T B PR R G B AR BA B LA 8 3 1 4 U R 1o 1A 11 {1 e 4

PALE syslog BEBF™E A, 1K IRIESE Configuration > Device Management > Logging >
Logging Filters.

CPU #) &b .

AR CPU A 2T L& i S B BRI IC & 1 CPU R AR EME, ik 21%8) CPU EFHE
B RO A

SNMP #OH1{E.

o v e B B 18] B LA £z 11 5 R FH 23 DK TG 1% SNIM P 338 01 )& I i 4
A RRAETEE A 30% 2 99%. BRIMEN 70%.

SNMP R 77 E1{E

W B B A TE EE LAAE CPU KT SNM P P 72 3048 1) fic 7 1 {1 e om0

MU RZEN FAFE B R RGNAFR 80% I, RZEa W B Sth A e A B BBk .
TR A S5 AR ZR e R S S NAFIR B R GENAF 1 80% I <L UL FE B .

MR EE M Bl
e B P RS EE RS AR S Pa B LB IS SNMP R 458 H A B BF LLBEAT Wb e 75
SEREREBE -



| snmp

B & SNMP iz 1 ik 2c i3 ]

B R AR AR OC B B LA SCEE B 1l 53 ISNMP 3 48 H B BBk
o) XTEERHRBEM .
1% 9 JH Fbgp / ospf peer-flapAHJ< [ BF A A EXT SEMA CHLIEFE Bl I SNMP 2 4t H B [ BF .

$IB 4 LT OK LA SNMP Trap Configuration %% HE .
$BS5 riidi Apply.

ARGV E SNMP [E-FHCE IR R A7 B T E

B E SNMP hR 7K 1 Bk 7N 2¢ IS4

LNCE SNMP 25 1 JREER 2¢ TS, AT AR 23R

B2

KIREHEE > REEE > BEiHE > SNMP,

WIERAEFH )% SNMP 5 1 FEk 28 2¢ i, i54E Community String CGERIA) B N BRINAE X 5F

o HI N SNMP NMS [1] ASA K15 K BT FH %5, SNMP 41X 45 H o SNMP NMS G

E8AT T AR . ASA Al UL B I A i A6 N () SNMP 5 K2 3. (HJ2, Wig SNMP 4%

SEM R PR I NIAS RIS W B 1, TGS ASA K AEALE X 7455 5 B AT HEAT#6 ) . R — AN X 20 Kol

GE, KERZN 2T TP ARV . BRIAME D publicc. SNMP 28 2¢ Wit St VA

A NMS 3B A DCE R WA AT NMS BB A DA/, BRI B A Ak

WE I

iR TN IR R R TR (L, @, #, 8, %, A, &, *,\) FEALIX FAARF e ., AN ERAE R
Gl D B R B PATAT R IR A T e P EURANGE L. plln, AR (D BfdR %
NCFFF, ARRNAEAR X A5 H A

BN ASA RGE T ATR. ZMX D ANG, FEHBmEZ LN 127 MFAREFRF . il & 254, H
ARG — AT H

HiNIE B SNMP BB ASA AL E . SCAX KNG, I HERZ LY 127 M E45F . WS,

TR SRR D — AT Hs

BN Tk B NMSes [ SNMP 13K 1) ASA 3 55 siER BRI uG H4 161,

CAT3E) 3 PR et g b A 4 e 53t A2 e A DA o SNMIP ks g 1 2 v ol Y A7 A0 R A7 4 )

BFE.

BEREW CYASATMALAEER, SNMPBERE AT GELCPU L I A &, ARG A K CPUR R4
HoAbBERE . X W] RES 725 SNMPAH K CPUTHAE F 2L E A0

7 SNMP Host Access List %% 1 s Add.
F506 i Add SNMP Host Access Entry S5 HE .

e



SNMP |

B ==swezsmusy

TIE8
$IE9

=10

S Sk

M 751 2% s 8 L 2 B IR P2 1 44 K

EONTT LLEBER] ASA [ NMS B SNMP & HL28[1) TP Hiudil:,

i\ UDP ¥ 5. BRIME N 162,

MR FLF R IR PR IEAE FH I SNMP FAS . Gn IR RS 1 RREGER 2¢ i, WA ANAE X 05 H . Wi
EPEE 3 R, MAZUN Rz ik B P 44 .

WRAHE & T BEBERIE sk (B8 (ISNMPRRAS o AN Ao VRS H Tt WA 5 i 2% A i A o

1 Server Poll/Trap Specification X4 ) Poll &iEHE, LUK NMS BRFIHA & iXiE SR (i) .
e Trap S EHE LK NMS BRI A B b B o 8 ] LUIA] I g > 53 2B HE LLAAAT SNMP ML M
il

Rt OK BLk] Add SNMP Host Access Entry XA

AW B on7E SNMP Host Access List 4% .

rids Apply.
ROHECES 1. 2¢ B 3 i SNMP S 5005 B SUR A7 RS 4T il &
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KEHEE > REEE > BIEiHE > SNMP.

MUK ki SNMPv3 B A (SNM Pv3 Users) 7 1 H SNM Pv3 F /48 (SNM Pv3 User /Group)ig 5+ _F 11
AN (Add) > SNMP P (SNMP User), K2 s in chlc & i 2 8038 FH - o BBR 2 v i s e —
AN, ASDM 2RI .

iR QM S, AREESOZ s KA.
AY0F s Add SNMP User Entry SHi6HE .
I SNMP I BT 2. wl AT h
* Auth& Encryption, 3L H = CBCE & 43 56 1k A in 2%
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BN AR

MR B HI R ik B g0 . Thi E SRV UL E ) USM 4145 4 22 9000 40 L4y SNMPv3 .
BN CRCE P B0 P AR P 40 T ik SNMP k55 4 41 2 20—

W AU DU N AN PR S 2 — R R AT R ) # G 2K 8Y . Encrypted B Clear Text.

TR S BOAIE 1A AR AR E o s o DA FIE F I 2 — . SHA. SHA224, SHA2565; SHA384.
BNE T 5 0 B IR

I T DR AN Ok 2 — FR R AT R s 2R T S Fk Akl . 3DES B AES.

WL e AES N, WEELA I AES %4 128, 192 5{ 256.

BN T m s o S SV ) B K BT AT EO 64

MR (OK) LA (A RIX 2@z 4l h s — M P, 7E4A&FR (Group Name) Mgl & i
INEAL, ARJEAIZABIE .

FRGH 1 Add SNMP User Entry X ifHiE.

riii Applys
R E S 3 MU SNMP S 5006 B SR A7 RIS AT

BCE A AT AR H P SNMP H 413, IEHRAT BL R AP BR:

i

WKIREHELE > KEEE > BHifiE > SNMP.
VR 5 SNMPv3 B A% #%H SNMPv3 i AR TR _EFERAn > SNMP B4R, SRS in & id & 1
FH P el alom 4. BREL P s — N H P, ASDM 2 Ml iZ 4l

AY0¥ s Add SNMP User Group XJ 15 HE

LPNGEDRE B

#iili Existing User/User Group H3% f241 LAE FEAT P el f 7 41 .
Riili Create new user FRIEIZH LLAIESHTH P .

EFE SNMP H P BT IE 4l T FH A R

* Auth& Encryption, Frb A COBCE S 3 S0 A D 2
* Authentication_Only, HrH FPANECE T S0 5KAE
* No_Authentication, FLr 7 AL S G 4 50 E A2
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BT WMACEECH S0 4R H 20T ik SNMP IR 55 #4106 550k —

I8 W AL R A IR i 2 — R R A #5528 Y. Encrypted 5L Clear Text.

PR R AL AN 2 fn T S g E R SHA, SHA224, SHA256 5 SHA384.

W10 AT S0 8RS

PBEN AR TSR IR .

W2 W DU AN IR 2 — R R A B 28 A A ik . 3DES B AES.

P13 FANEH T ISR, R RV SR R E RN 64,

B4 HAE TN .

HIE15 ik Add LUEHT R s N E] Membersin Group &k 4R @ H 4. sl Remove LA Members
in Group &% HIBRILAA FH 7 .

W6 niidi OK e H A aIdmH F
ARG M Add SNMP User Group X5 HE .

SIE17 L5 Applys
RYHECE S 3 MUK SNMP 5006 T SUR A 2B 4T E

U542 SNMP

Z: LU H T SNMP [ 4. &80 LUK I A# ] Tools > Command Line I nter face it A iX £y

>

* show running-config snmp-server [default]
iy A 0] SR T AT SNMP IR 45 2R C B A5 B .

* show running-config snmp-server group
B4 ] R SNMP 41 L & 15

* show running-config snmp-server host
A A s A SNMP ] 1428 il a8 520 1 FE AL %) v SR 0 T 1

* show running-config snmp-server host-group
iy 4] Sk SNMP EHLAL G E

* show running-config snmp-server user
1A A A s SNMP 26T H P (L 1A

* show running-config snmp-server user-list
Uiy 41T 7R SNMP I 81 R It

* show snmp-server engineid

e A BRI E 1 SNMP 512511 1D,
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* show snmp-server group

B2l 2R CRCE ) SNMP A4 FR. a1k AR E AL X P4, TIERIAE O N 7Eda b2
BRI . AT AR R

* show snmp-server statistics

Iy 2] s G E ) SNMP JIRSHFFE. 22K 0T SNMP tHEEREE N ZE, W clear
snmp-server statistics fiv4 .

* show snmp-server user

Ui 4 n] S CRC ] R AL

SNMP 7 5218 3R

%< 2: SNMP [7; 212 3%

INREBFR FRA | i%PFA
SNMP 5 1 RIS 2¢ hi 7.0(1) | 3R B SRR XA S E SNMP JIRSS 8% 55 SNMP AR 2 R4 S i ke it

It ASA 2% 4% S SHAE R

& T LA R B#%E:  Configuration > Device Management > Management Access

> SNMP.
SNMP 5 3 it 8.2(1) | Afm w52 S0 Fr 2 it SNMP 55 3 hidtfit 3DES B¢ AES i

FHe . W USM,  HRAS Sa Vs & 7 . 41R ML A 5 4 B iF
FEE. AN, BRRRASIE SOV AR B MIB X St A7y Wi, o BAL S
Hifth MIB S #5.

&2 T LA R B#%:  Configuration > Device Management > Management Access
> SNMP,

ELYIES 8.3(1) | scHpas N .
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ThEEZA TR RRAS | i5tRR
SNMP [ FEF1T MIB 8.4(1) | SZHF LA T HiAh &k ¥ connection-limit-reached. cputhresholdrising.

entity cpu-temperature. entity fan-failure. entity power-supply. ikev2
stop | start. interface-threshold. memory-threshold. nat
packet-discard. warmstart.

entPhysicalTable 15 A& s . WU HUJEFAH SR H &

YL N oA MIB: CISCO-ENTITY-SENSOR-EXT-MIB.
CISCO-ENTITY-FRU-CONTROL-MIB. CISCO-PROCESS-MIB.
CISCO-ENHANCED-MEMPOOL-MIB.
CISCO-LAL7MODULE-RESOURCE-LIMIT-MIB. DISMAN-EVENT-MIB.
DISMAN-EXPRESSION-MIB. ENTITY-SENSOR-MIB. NAT-MIB.

SHFLLU R HABRARE:  ceSensorExtThresholdNotification.
clrResourceLimitReached. cpmCPURisingThreshold. mteTriggerFired.
natPacketDiscard. warmStart.

BT LUF Bf%E:  Configuration > Device Management > Management Access

> SNMP.

IF-MIB ifAlias OID 3 #§ 8.2(5)/| ASA BLYESCHF ifAlias OID. % IF-MIB I}, ifAlias OID ¥ % & 4 &0
8.4Q) | e B .

ASA 25K (ASASM) 8.5(1) | ASASM 32 8.4(1) HHERHLIIFTA MIB FIBARE, HLLFIH ERb-

8.5(1) "M ANZ 3L HF 1K) MIB:

* CISCO-ENTITY-SENSOR-EXT-MIB ({{ 37 #F entPhySensorTable £
RIS

* ENTITY-SENSOR-MIB (3% #F entPhySensorTable 41 H1 [FJ% %)
* DISMAN-EXPRESSION-MIB ({{ 3 #F expExpressionTable+
expObjectTable 1 expValueTable ZHH X4 )
8.5(1) A SCHF IR -

* ceSensorExtThresholdNotification
(CISCO-ENTITY-SENSOR-EXT-MIB). JLFEBF A T Hi b . X
L AN R CPU i

* InterfacesBandwidthUtilization.

SNMP [P 8.6(1) | % HF ASA 5512-X. 5515-X. 5525-X. 5545-X Fl 5555-X (LA T HAth 5%
BEY: entity power-supply-presence. entity power-supply-failure. entity
chassis-temperature. entity chassis-fan-failure. entity
power-supply-temperature.

BT LA R ir4: snmp-server enable traps.

oo
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VPN #H2¢ MIB

9.0(1)

L St 5B A (1) CISCO-IPSEC-FLOW-MONITOR-MIB.my MIB % %
R —AUn# ke .

.4 ASASM Jii HHEA T MIB:
* ALTIGA-GLOBAL-REG.my
* ALTIGA-LBSSF-STATS-MIB.my
* ALTIGA-MIB.my
* ALTIGA-SSL-STATS-MIB.my
* CISCO-IPSEC-FLOW-MONITOR-MIB.my

* CISCO-REMOTE-ACCESS-MONITOR-MIB.my

Cisco TrustSec MIB

9.0(1)

AT XU MIB B2 #F: CISCO-TRUSTSEC-SXP-MIB.

SNMP OID

9.1(1)

CLVR T AN 0 SNMP 058 (5 72650 OID S35 ASA 5512-X .
5515-X. 5525-X. 5545-X F1 5555-X.

NAT MIB

9.1(2)

ST cnatAddrBindNumberOfEntries £l cnatAddrBindSessionCount OID
K FF xlate_count Fll max_xlate_count & H, #1247 o i4-{# ] show xlate
count A HHATEC .

SNMP EHL. ENHFH 23R

9.1(5)

R Z LA N 4000 & Tl SCHFREShAC ) H R 8 128. AT LLIR
JE P48 0] R ULFR 7R S8 IR ELH A EL. BT LA S —
EESUIFSE

& T LA R BE%E:  Configuration > Device Management > Management Access
> SNMP,

SNMP i &K/

9.2(1)

SNMP K I%H7H BN BRI 238 KK 1472 75

SNMP OID #1 MIB

9.2(1)

ASA DLAESZFE cpmCPUTotal5minRev OID.

ASA virtual CAE AT iz N2 SNMP sysObjectID OID Al
entPhysicalVendorType OID H.

CISCO-PRODUCTS-MIB #1 CISCO-ENTITY-VENDORTYPE-OID-MIB
B, 55T 0 S REET I ASA virtual & .

I T84 VPN = ml Ui E F R OB HT SNMP MIB.

SNMP OID #1 MIB

9.3(1)

C. 4 ASASM #3 i CISCO-REMOTE-ACCESS-MONITOR-MIB (OID
1.3.6.1.4.1.9.9.392) S ¥,

e
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SNMP MIB F1 [

9.3(2)

CISCO-PRODUCTS-MIB #! CISCO-ENTITY-VENDORTYPE-OID-MIB
HEEH, LI EE ASA 5506-X.

ASA 5506-X CUE A BT i 2] SNMP sysObjectID OID Fl
entPhysicalVendorType OID £ H1,

ASA BU{E S FF CISCO-CONFIG-MAN-MIB, ‘&l AT L R 345
s THECONFE L ERM AR A4 o
* fEIEATICE R UGB EN NMS.
o BREEY b O O RAT IS AT I A O I B [E) 3K
o MR ISR TS, B, TR A A U

B4 7 LA T B#%E: Configuration > Device Management > Management Access
> SNMP > Configure Traps > SNMP Trap Configuration.

SNMP MIB Fi[g

9.4(1)

ASA 5506W-X. ASA 5506H-X. ASA 5508-X F ASA 5516-X C/EN T
PR N E] SNMP sysObjectID OID 55 entPhysical Vendor Type OID 3 1 .

FEANE 511 SNMP e 25 7 B B = A LA
AR

2% 19.4(1)

ASA N THREAME SR G IR SNMP iR 25 345 Bl 3 A% show
snmp-server host iy -4 A W 7s IEFERC 1) ASA &S F 0L, LA
Fic 5 ML

KA AT ASDM %2,

RN T ISA 3000 [F152 8

94(1229)

WAL, SNMP SZHFISA 3000 7™ i & 41 AN L1 G 7500 138 OID.
snmp-server enable traps entity #iv4 CESCH BIEHT L &
|1-bypass-status, IXAFHE PRI 55 RS L.

RG] ASDM 5 %

1t CISCO-ENHANCED-MEMPOOL-MIB
Hh ¥ #F cempMemPoolTable

9.6(1)

PIAE S HF CISCO-ENHANCED-MEMPOOL-MIB f£] cempMemPoolTable .
e NI, WP R LT SR 4 H

P 23 CISCO-ENHANCED-MEMPOOL-MIB 1 [ 64 {7114 2%, 3f
HSZFHR S RAM #81d 4GB I F 4 LR AT

Sof KGR B0 (PTP) 245 E2E % W]
B MIB

9.7(1)

PULE SRR E2E 35 B IR0 R ) MIB.
pE = I SZFF SNMP get. bulkget. getnext A1 walk #1F.

oo
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FET IPV6 [ SNMP

9.92)

ASA IUTESZHREE T IPV6 1) SNMP, 45101 IPv6 5 SNMP Il 45 %10
i, ARVFEIL IPv6e AT E W FIRERE, LU SZREIAT MIB i H IPve
Tk AN T LLUR E K SNMP IPv6 MIB X%, 41 RFC 8096 H1 ik .

* ipv6InterfaceTable (OID: 1.3.6.1.2.1.4.30) - f & &M% 11 IPv6 i & 1

fH
* ipAddressPrefixTable (OID:1.3.6.1.2.1.4.32) - 41,5 f L SEAR SR KN ) e
AT

* ipAddressTable (OID: 1.3.6.1.2.1.4.34) - £, 5 524445 UM 5L -1k
==

H/Ghvo

* ipNetToPhysicalTable (OID: 1.3.6.1.2.1.4.35) - £07 )\ 1P Mk 214y
b1k S

FRBIEEE T BB > R E51E > SIBiF > SNMP

SCRFAE SNMP i A% A 1 )R AR A
A A AN CUT AT B 45 2R

9.10(1)

IS CPU SRR AL T, S mT LS HTRZE T8 L SNMP 7 £ #4F:
WCEE FR ) A A7 A 2 A A7 e v Bt (1 i

WATREEAENT ASDM St

SCRFAE SNMP 5 A% 3 4E B 1R) i FH AAE
AW AR EH WA G S B4 4

9.12(1)

IS CPU BRI A B T, S mT LR FIAAE AT I SNMP # 1% 3541
WCER )T A A7 AT O A A7 e ot (0 A

PGB R I BE > IR & E R > EHEiiE > SNMP

SNMPv3 Gy 53iF

9.14(1)

WLAE, %0l LME ] SHA-256 HMAC 3E ] P G4y
B AS SR T, BLE > IR EIR > EIRifiE > SNMP

XHF9.14 (1) +9 LR X, ASA
AN X AR IL ZESNMP A 7 iy 5 | 4

9.14(1)

ASA 5 X AEARIL S SNMP 2 ) i 5 | 450405

WLk A A VPN #E47T SNMP 46141 9.14(2) | s} F-im i i p5 /8] VPN BE4T 224 SNMP #6841, 15542 1K) 1P Huhlk- o,
B AE 0 W7 i) 2 TR A S VPN L 3843
2T 9.15(1) | X} FAEH 64 At Eies i &4, 3 H CISCO-MEMORY-POOL-MIB OID

CISCO-MEMORY-POOL-MIB OID [fJ3%
£

(ciscoMemoryPoolUsed. ciscoMemoryPoolFree)

CISCO-ENHANCED-MEMPOOL-MIB [J cempMemPoolTable > i [i] 64
Rt s ) R Gt A APt i #2255 H .

SNMPv3 & 435 iiF

9.16
Q)]

TRINAE T LT ] SHA-224 Fil SHA-384 HE4T H /' SR I IE . ISR TR
F MDS5 347 L P 543 5AIE

TEAE P H] DES #E47 %
BB R BE > REEIE > BRI E > SNMP

e



B swremsias

SNMP |

T RE A FR FRA | %A

a1 SR SNMP 9.18(2) | #BAE AT LAAS INER 2145 11 T H 1> SNMP:
PrMEMU 4 interface loopback . snmp-server host
BB bR BRE > RERE > EOKRE > B0 > REXRED
7.19 1IN T ASDM 3 Hf.

SNMP MIB F1 4 Bt 9.20(1) | Cisco Secure Firewall 4200 %5 1% % (FPR4215. FPR4225 I FPR4245)

CEAE KB 7= s %) SNMP sysObjectID OID A1 entPhysical VendorType
OID £, ¥ T XHX L Cisco Secure Firewall 4200 41 1% 45 111> EPM
£ (4X200G F12X100G) () SNMP 37 ¥,

oo
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