ERNIT

KBTI ASA.
s Uil e AT A ER G, 1T
* FiLE ASDM Vil , 25 5 0L
* % ASDM , 5 8 L
« 1% L ASDM 4, 59T
o ) UERARCE . B 11
s JFUARCE , B 25 W
* {£ ASDM H i Hdp 4T A T H , 26 26 1T
o REWCE OV TR, 27 T

e S ITREEH &
FEHLIE NN, AT RE T EE 1] CLI i ASDM o) ic B FE AV & .

XEFHIGGBCE, T MR b RV ) CLL. 2 ), #nT LU BE) 1] Telnet 54 SSH ML &
WREVTI . WEARRGEC AT 2R, WG P 6 i 2ok 551 5 BRGS0

)

AR K ASA virtual #EHI G VI, THS ( ASA virtual PFIEATTIEF) o

i8] ISA 3000 =41 &

I UL A IR R v 2 il 5
UK

SR PR & A T EHUE R B H G 1, R CBCE ) 9600 SRy 8 MR, B
A 1 AME AT TR T BE ) 28 i ) S A E R B &
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FERAAT |
. if7 i3] Firepower 100070 Cisco Secure Firewall 3100/4200 =% &

ES 0 ASA WA RN, TR OCEE T & A eI E B,
2 ¥ Enter 8 E B UL N ERTT:

%

ciscoasa>

I SRORTFRMIIEAL T 7 EXEC #8517 EXEC B EIRIBUE A i &

B3 Ui FFA EXEC #ix,

enable
U enable iy A1, RGP T MU
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*x*

Repeat Password: ***#*#*x*

ciscoasa#

ERF B EXEC AR, Fra Rl &y S n . 38 0 WRFR EXEC A aCEEN i B AR .
SRR RO, T disable. exit B quit @74,
HIB4 )4 Rl E R

configureterminal

TP

ciscoasa# configure terminal
ciscoasa(confiqg) #

AN RBC BT ARG A ASA. ZHR e RRCEAL, 1R exit. quit 2 end 4

if7i2] Firepower 1000%0 Cisco Secure Firewall 3100/4200 =% &

Firepower 10001 Cisco Secure Firewall 31003100/4200 ¥ 1ll & iii 1 n] ¥4 448154281 ASA CLI. RJ5, &
A[LAAE ASA CLI " i ] Telnet #4825 FXOS CLI 4T MbHERR -

=

r‘_:ni

TR KR HEV N UER BRI G a1 . ORI RGBT Z ) R AT OB AR AL AT B
o

* 9600 R

B &R



| ERAIT

iy i3] Firepower 100070 Cisco Secure Firewall 3100/4200 1= & .

* 8 MAL
* AR
* 1AMEIEA
HEHER] ASA CLL. BROAHLL T, Ui 2 & AT 25401 7 FE k.

i 45 EXEC 5,

enable
BN enable i &1, RPN IE T SUEE .
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x¥x*

Repeat Password: *****x*

ciscoasa#

WA ASA Tk g, JF HAEEAN FXOS sk Ry B, WEAE ASA EBCE K H I # it 2E FXOS
EIBRH A,

FERFAC EXEC B3t , P AR E far S w o i8] WL EXEC A a(HE A Bl B AR .

SHE R EXEC B3, 1A disable. exit 5 quit 74«

U 1) 4 R e A

configureterminal

i

ciscoasa# configure terminal
ciscoasa(confiqg) #

o] AR ER A TR E ASA. BEEH AR/ ERA, EA exit. quit 8 end @14
(3% %3] FXOS CLI.

connect fxos [admin]
* admin- $ A S MU AR o WRANIZERRIR T, KA s Ui AR . i, [
fEAEE P T, A TR E AT H
RGNS FOREBIRMEH IR, a0 ASA I 2 KL 545 FXO0S, o HAth ok . 243k [M] 5] ASA
CLI, iE%iA exit BN Ctrl-Shift-6. X.
7E FXOS 1, ] LUl scope security/show audit-logs iy 4 &6 1 7 1% 5 .

Tl

ciscoasa# connect fxos admin

i :PNEI |
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. i71a] Firepower 4100/9300 #.55_E &9 ASA 12§11 &

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

if7 i3] Firepower 4100/9300 #1785 £ &Y ASA 14| &

SHFWIAAECE, VI K UOE B2 F) Firepower 4100/9300 MU #5145 (et il & vy 1 54l Telnet
Bl SSH AT RIEEE) N ASA ARV ] iy 24T FLIH «

UK

4% 5] Firepower 4100/9300 HUARAEY HL 5 | #5 CLI (#5#I4 8 SSH) , ARG KA1 %5 ASA:
connect moduledot {console | telnet}

il Telnet SEBML i AET, SEPT LRI X REERTT B 2 AN 18, I HOE B 5 s

TR RIS, K7 0] FXOS BB CLI. AR5 A UERES] ASA N

connect asa

T

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

ViU EXEC #25X,  isUH A S BUR Z) »

enable
F— U enable i 21, RGESPERIE T SUEE
w15l

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%

Repeat Password: *****x*

asa#

FERFAL EXEC B30, FradEic & ey 23T H o 6T WEFAL EXEC #EaUHEN Bt B A5,
SR R RO, B disable. exit B quit #ir 4.

PR3 SEARJRRCE R

B &R
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configure terminal

T

asa# configure terminal
asa (config) #

FHE AR ER, iE# disable. exit 3¢ quit i 4

BN Ctrl-a, d {3 FFS 42 4 3R A1 51 FXOS #iidi CLI
TR H Y, T AR FXOS ikt CLL
J&[F] FXOS CLI [ B |8 2
REIEHIE:
a) M~

TR IR H % Telnet
b) EEH Telnet NI, %I

telnet>quit

BYE Tenet &iF:
a) M Ctrl],.

Bl & ASDM 77 (4]

AT AT S BRANEC B 5 7] ASDM,  BASAE A BROAKC B SO0 T Wy B B D7 17

ERH ,JWAEEEL_{T ASDM if ja]

REHTEGARCE, CRAIERIA M S% B BN ASDM JEFEAT T TR

i

IFRLA 5 R4 8 BB ASDM:
LR TR

mE asom iz i

* Firepower 1010 - Management 1/1 (192.168.45.1) s FBELAK M 1/2 48 1/8 (192.168.1.1), FHE

FEHLIRAIA 192.168.45.0/24 P&, NI EHLIREIY 192.168.1.0/24 P& .

* Firepower 1100,  Cisco Secure Firewall 3100, 4200 — W LAIKK 1/2 (192.168.1.1) B,

Management 1/1 (5K H DHCP) . PIFBEHLBRHIN 192.168.1.0/24 M4 .

FEAT R 2%

BHENAVERA

i :PNEI |
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B =xxasomisis

* Firepower 4100/9300 - #25 i u SCIE BRI EZ LRI E M) 1P Motk B FHLARVER B
FEAAT 9 25

* ASA Virtual- Managemetn 0/0 (YEFZE MBS o B EHUL R T8 B 45

* ISA 3000 - Management 1/1 (192.168.1.1). 5 FL EHI3ZPE T-192.168.1.0/24 %%

pE s U SRS Ok 225 SR, U RIS P b o ¢ 1 AN BT 5 1) ASDML.

FEXER
BRI, 11T
Je FHEAE FH 22 1 e ik
J25)) ASDM , %5 8 1T

B EX ASDM if7|g]
W R — AN A LN A, TR
o WA EBIARE
o REBEHEON 37 T 97 K AR X
Y I SEA Y
FFF R —R AR, o T SR AN ASDM Vi in), FRATTEESON ) BRI R, [Ha] ik E

EHOKEHIP Mk, HAEARART R (B EE Y o2 6 50 ol iy 2208 B (10 FLAl e
I, A AL AT b e .

)

AR 0T ASAv, TUIERRE AR R EE MR, P DL e S AR SR AL T i R BRI

DL

UK

SR PR & i 1 51 CLL
TE2 (k) A HLEYIP; KR
AT R .

firewall transparent

PR3 NCEE BN

interface interface id
nameif name

B &R |
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gz asom i I}

security-level level
no shutdown
ip address ip address mask

TP

ciscoasa (config)# interface management 0/0
ciscoasa(config-if) # nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if) # no shutdown

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level &4 1 1 2] 100 2 [A] (% y, Forb 100 24 52 42400 o

FEA I THEEH TN NE M BCE DHCP .

dhcpd address ip address-ip address interface name
dhcpd enable interface name

Tl

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

i PR IS Bl PN AN B 12 1 b
PSS O I BTN BRI

route management_ifc management_host_ip mask gateway _ip 1

Tl

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

$IE6 4 ASDM /5 /1] HTTP R4 2%

http server enable

N
2
~

FOVFE B ML VG ) ASDM:
http ip_address mask interface_name

i

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

SR8 PRAFILE:

write memory

TR k) R E N 2

mode multiple

| i :PNEI |
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PRI, TR A SR DAY BC B O A PG 5. SRR RGN ER In#k ASA.

Gt

PN BC EORE By KBS R e A B IR, BCE Management 0/0 #2111, I 448 B EALA
ASDM:

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

FEXER
WA BROARLE , 12 )
WE R KB (gD
Viin] ISA 3000 #iilE , 281 1T
JA5) ASDM , (8 TT

A zh ASDM

1 /] ASDM-IDM J5i Zh 27 5 3l) ASDM. 3 Bla8 A5 48 v DLIZE$2 H HEEF2 24T & ASA TP Hihk /Y
Web | W25 A ASA TN H . W B E 2 A ASA, EFFF B M iZE shds.

f£ ASDM I, W] LZEFH A ASA TP Hubilh B T4 B,
RN AH AT IAES: ASDM, LU W { i J3 3h#2 5 /3 3) ASDM.

ASDM ¥ A A7 AR A \Users\<user_id>\.asdm H3&% (RFEZAF. HEMEEDD Mg Hxd ()
§fi Secure Client L& CfF) .

32

1Ed5E ) ASDM % i i) vH 5L E, % AL R URL:
https.//asa_ip_address'admin

TR i tReR I https/l, 1M AEYRE http:// BULFRE TP ikt (BRI HTTP) ;3 ASA A& H3)
¥ HTTP i k¥ & 2 HTTPS.

B &R
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azx asomizte [}

2% ox ASDM JE B G AT AR $440 «
=¥ ASDM BHIEF
IR 2 TR SRET IR F LG ASDM, iHHAT BL T HAE:
a) M &% ASDM BEhigEF.
& 1: 2% ASDM ISR

€1, cisco ASDM 7.20(2) Al

Cisco

Cisco ASDM 7.20(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.
+ One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Copyright ©® 2006-2022 Cisco Systems, Inc. All rights reserved.

b) KA B A CER T 2% , Rn mE#lE (0K).

WKL & HTTPS S5, v LAYERATH T 4 F enable %59 (BRIAK ) [WIEHL T 3R14)

ASDM ¥ AR« 15 IRAE CLI i\ enable iy 20, RESFIREH G Z; 53 ASDM K}
AN HIHAT AT N o USRI SUE I Y, ANEFARFRAS CPIRE: ES I wE LA

B4 K R 35 AN Telnet 205 . SEE: W EH T HTTPS S 50UFE, MRN8 Kok
BRI 200, BUEEAME R SR I0E, WIS Gk b A - s Gii A2 P A/
ASDM th.£5 A B 2 oS A 2 155 DU G I

o) W wIERE PR RITHENL, ARG JH S LR . w5, K B34 7T ASDM-IDM JA 5%
o
d) EINEFEIP bk, BN GRS G =) , ARG Al OK.

HE X ASDM 121k

A LL 22 GAMIE Pk D) JE 3l ASDM 34 i1 ASDM M £¢, LA ASDM nJ LAKLBE BT K AC &

ERAIT
|
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FERAAT |
B s rsomzespirs

71 ASDM L 5 3iE+H

{iH] Java 7 update 51 S 3 =AY, ASDM Launcher 7 22 I ATUE 10 o 3 AL UE T 2RI —AN R 07
R AR A G IE TS . Al# ] Java Web Start JA 2l ASDM, H R0,

WHZM LR 3R, DMELE ASA B2 /1T ASDM [ B S iE1S, 1) Java FENHEF .

http://www.cisco.com/go/asdm-certificate

40 ASDM EC B N 75

ASDM % 3 FF 512 KB L E . Wil s, I pesid Btk Re @, @lunnakie gnt, RE
XPUGHE 7R L8 C B 2 L, (R SR R, e b I o A B 5 Bk, R ASDM
Jhn REAEAC BRI E . W AR AR TS DL, FRATTECE e N ASDM RGEHE N A7 . B A& 77 I8 3 N A7
FER @, 15 A Java #5561 5215 278 “java.lang.OutOfMemoryError” 4 5

1#/0 Windows a5 ASDM EL & A 75
TEWAIN ASDM HENAE KN, 1HEE AT LA IR0 4 run.bat S04,

i

S #:3] ASDM 3 H 3%, 41 C:\Program Files (x86)\Cisco Systems\ASDM.
PR 2 AF AR SOR w25 90 5 run.bat SCAF.

$IE3 7ELL “start javaw.exe” FFLMATH, BTN “-Xmx” FISH LR € Fras e K/, Biln, Wi
768 MB WAE, iHESHHUCh -Xmx768M; WiF 1 GB WAE, iHEHSHHE Nl -Xmx1G.

S 4 {74F run.bat 34

110 Mac #R1ER %8 ASDM BLE A 7F
FHEIN ASDM HE N AR/, T IEE AT BL FREgndE Info.plist SCAFS

UK

W1 fi il Cisco ASDM-IDM Elbx, #RJ51%+E Show Package Contents.

HIB 2 £ Contents U, XUili Info.plist SCfF. Wi C 2 TF R A T H, %24 Property List
Editor ¥, &N, ‘e¥AE TextEdit FFT7HF,

$IE3 7F Java > VMOptions Fifii, HETZN “-Xmx” 758 LURE T T HE /N, Bildn, s 768
MB WAE, iEHSEE S -Xmx768M; WIFE 1 GB WAE, iHESHE SN -Xmx1G.

B &R
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wraaes [l

<key>CFBundleIconFile</key:>
<stringrasdm3Z.jicng</string:-

<key>VMOptions</lkey:>
<string>-EmsHdm -Xmxz5 12m|</string>

<key>CFBundleDocumentTypes</key>
<arrayx

SRR A ARSI O BUE, WK BT AR

The file “Info.plist” is locked because you
haven't made any changes to it recently.

‘}’ If you want to make changes to this document, click
2 Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

|  Unlock | I Cancel Duplicate |

TEEL

H£I®5 57 Unlock JHRA7E 301

WHRARFEF] Unlock XHEHE, 5IR HH4miEay, 48t Cisco ASDM-IDM KR, #E$ Copy Cisco
ASDM-IDM,  FR HORG I S 5406 5 AR A7 5, ISR o AR5 MBI AR B 5 e R/

H T BOABCE

) BOARCE A DR ASA N R BC L

* Firepower 1010 - 1Y) BRINECE 3 FH IO AETE P 3/ AR B o 48 ] DU P 2 11 1l 5B A8 b L 11
{iH] ASDM 43 ASA.

* Firepower 1100 - H ) BRIAFCE o FH D RE M Py E0/AN ST & o 46800 DU F 42 11 B Py 38 4 1 4
ASDM 5 # ASA.

* Secure Firewall 3100 - tH) " BRIAAC & A FH I RENE A ER/AMBEC & . BT DA B 1/1 $2 105 N 5B 4%
11§ H ASDM &3 ASA.

* Secure Firewall 4200 - tH) " BRIAAC & JH FH IO RENE AN ER/AMMBEC & . BT DA EE 1/1 £z 108 N 5B 4%
¥ ASDM &7 ASA.

* Firepower 4100/9300 HLAH - 765 E AT ASA 5L ASA SEHFIN, ) BRI v] fic B4 #Ez 1,
DA DM ] ASDM 5304, AR 5l & e i &

i :PNEI |
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B s=srzums

* ASA Virtual- iR4E BN RE R, AEME LT, MERCE (W1 E B E) WA A
0, LMERTELAER] ASDM LTS, ARJ5IH R S Se R RC . I m] ARG B iR e 78 1P Hiuhit.
EATNEH] BN R (R FTED .

* ISA3000- i) ERINFCE A2 ) LT 58 2B W K RRCIE &, A A A A B 1 L T ] — 4
ger; BRI LS ASDM 34 2 BIEE LR VCE M4 1 TP Stk oM X o

XT3, ) EOARCEACRT F T 2% e B O R e, BR T ISA 3000, JE# 1)) 8k
INC B AAE B IR R a] ] . %)+ ASA virtual F1 Firepower 4100/9300 HL56, 0I LALE & I ik £0% W

o i R

)

ER BRWUESCHERT (BRI BRIARCEAh,  BLR SIS AF R FRHERL ' : log/+ crypto_archive/
A1 coredumpinfo/coredump.cfg. IXLEC A F 1) H W] G855 NAE UG SO H I ILEC . X80

Wy PRI R EAIAR R R A

REHT BN E
A FUT R E T BOARCE . CHE CLIF ASDM #2/% . X1 ASA virtual, 1R85 0] BE5 52
Bl & IERT & ASA 5525-X UL R &

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

\ )

IR 7E Firepower 4100/9300 I, kST H BRAACE S HEPRICE ;s SRR BOANCE, D20 N BES |3E 5T

& ASA.

FiaZ |l

BT REAUAE Bt o KBS AE R A, {H ISA 3000 [:4h, ISA 3000 N AEE AR N fitban 4. It
Hh, BT TRt A OISR E Y ASA A AT & SR ST A8 % D BE E sk AT
[

B &R
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merrnisgzs ]

UK
PR BRI E -

configure factory-default [ip_address [mask]]

Tl

ciscoasa (config)# configure factory-default 10.1.1.1 255.255.255.0

UIRARE ip_address, KRS Be e L5 BB 9 A B PR 1 TP Miudik, 1 AN A FTBROA TP Mudik. 7%
H1 ip_address JETHBCE L 1, 152 LR Y S AE N -

* Firepower 1010 - 55 E 1R 5[] 1P Hudik,
* Firepower 1100-1% & P4 #5421 1PHbAE .

o A K RE3100-15 B 4 TP
o LA K EE4200-1 B A HEE L IPHLYE .
* Firepower 4100/9300-7¢ 5 .

* ASA Virtual—¥ & BE #1 IP il

* ISA 3000 - i B &EIBEE T IP itk

http #ir 218 TR E M T M. [FEE, dhepd address iy V0 AL 5 ELARTE & 16 TP Mok 58 v () B ]
Fdstk. #lan, wWH$s210.5.6.78, FMHENDS 4255.255.255.0, NDHCPHhEVE ] F
10.5.6.79-10.5.6.254.

%} Firepower 1000 Fl1Cisco Secure Firewall 3100 4200: iy 447 k& boot system v (Wif5) LA
MECE AR5y o SEHCE S AN S SN0 S B R GRS iy i R

XA ARG gy & aTiE BR boot system fiy (CARATAE) FIILARACE . Zdn & SLVFIE M
WA 5. boot system FIRAEVKE ] BC B Jq BRI ASA I, e A B INAE I 28— g R
2 WERA RN PIEIE, ASA AR,

T

docs-bxb-asa3 (config)# configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
Executing command: interface management0/0

i :PNEI |
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Executing command:

FERAAT |

nameif management

INFO: Security level for "management" set to 0 by default.

Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing

command:
command:
command:
command:
command:
command:
command:
command:
command:

ip address 10.86.203.151 255.255.254.0
security-level 100

no shutdown

exit

http server enable

http 10.86.202.0 255.255.254.0 management

dhcpd address 10.86.203.152-10.86.203.254 management
dhcpd enable management

logging asdm informational

Factory-default configuration is completed
ciscoasa(config) #

Sk
g
N

write memory
A RIS AT G IR AE 2 5 B E R ERAG E,  BIME URT K boot config iy 4 e &k & o) — M
AR, BCETRRG, 2R RR
HE3  (ASDM FiJ¥. ) fE ASDM EWJHHE I, AT R #AE:
a) WIEHXH > BEEEEAH BIARE.
Z 4% o~ Reset Device to the Default Configuration #Fi%HE .

b) (H[iE) 7E Management I P address # 4 A\ BRER N B2 0 BE TP Huhik, 1A 24 FH BRI s

fik.

EE NIN N DARE

RN SR B PTG S, WESH L ACLDP K,

o) (i) M FHIHIEH P Management Subnet Mask
d) s OK.,

RO BRI TR HE

X}-J- Firepower 1000 F1 Cisco Secure Firewall 3100, 4200: : Mtar iG5| SWUE
CInRAD DL ARFCE AL S o L E O 25 8 S IR a2 HiT
PIEEAIITIE

T A AL S ZIRAEIE RS B A SR (CAURAEAE) DU ARG E . 7
Configuration > Device Management > System | mage/Configuration > Boot
Image/Configuration &g, nfAWKFE IG5, AREIMTNAE BB N IRTE
PR IC B m OB INA ASA I, ECRE N BB INAE 15— N B R 3l RN AR
AP EWUR, ASA ¥AR)E 3.

i

e) miili Yes.

) IEBOABCE S, KX E R BN IRER S > BEITRERFEZEAF.
LT A IS AT I B R A R B BB E BN E, R i ORCE T 0 — M E R At
BLEERR G, ZE AR EERR .
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e AsA vinual 5E28E ]

Pk & ASA Virtual ZREALE

BHINBUTRE ASA virtual T2 (35 0 R) BlE .

UK

TR N TRATHERRAS, WO & B

BTk B A S B, UG . AR THTPIRGE, Wis bR R e s e i
BRI B Bt ORI T e BRI L b 42 B i FOpr g 2 Ja,  IHICE
R WoBT vt A2, JF HLERRR P B2 00 B e B

P2 EHINEUE, WEHERE. I TPATHEER, WEE RS BT M4
write erase

iR ASA virtual 23JE U TS AT IIBUE, Bk, ASWE R E S . B8 R E3)
W%, 2[5 boot image fir4 .

THVRAT LI E
$IB 3 FHINA ASA virtual, FEINEEHS N E
reload

TR O T PATHERR, WET R & B
FHBRAERMBSG, A& vk . SEIER R &N,

Firepower 1010 ZIAEC &

Firepower 1010 (17 H) BRI B0 75 LR B
« BRI - LUK 1/2 %2 1/8 J& T VLAN 1
© NER—SMERIAL R - ORI 1/1 (M), VLANIL (P95
< EIE - EG I /1 GEHED , IP Hbhik 192.168.45.1
* W\ DHCP [{J5MER I P sk, S IP bkl - 192.168.1.1
© RN, EEEE D EY DHCP BRES&5
* Sk A 4hi DHCP [ ZRINBE B

* ASDM Vjin) - RVFEHF AN EN .. FEEEHIREIN 192.168.45.0/24 %%, W TEHLIRFIS
192.168.1.0/24 4%,

* NAT - NI SMEBTAT i H3% ) PAT

| i :PNEI |



. Firepower 1010 ZIAFLE

* DNS JIk%% 2% - OpenDNS JIRk 2% 2% £ ¥ & .

P B H DA & 4Lk

interface Vlanl
nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0

no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown
security-level 100

ip address 192.168.45.1 255.255.255.0
!

interface Ethernetl/1
nameif outside

ip address dhcp setroute

no shutdown

|

interface Ethernetl/2
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/3
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/4
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/5
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/6
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/7
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/8
no shutdown

switchport

switchport mode access
switchport access vlan
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|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable inside
dhcpd enable management
|

http server enable

http 192.168.45.0 255.255.255.0 management

http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 1100 Z{IAFL &

Firepower 1100 [¥7HH | BRIABC & AL 75 DU e
© NER—SMERIE - ORI 1/1 (AR, BLKIM 172 ()
* SMNER I P thiib >k [ DHCP, MIER 1P #itt—192.168.1.1
< BEEE 11 GEED , P Hiibk [ DHCP
* DHCP FRSZ 2L N ML 1 L
* ZRINBSER oK H 4N DHCP, 43 DHCP
* ASDM Vi) - FRVFEF BRI ERL. B ENLBR I 192.168.1.0/24 k4.
* NAT - )\ B ISR T A i i iK% 1 PAT
* DNS JI%5 %% - OpenDNS JIR 25 2% CLFific & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

|

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown

|

interface Ethernetl/2
nameif inside

i :PNEI |



FERAAT |
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security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 2100 i& & 15 BOANELE

BRINE DL, Firepower 2100 7F B & A0 R IEAT

)

AR 0T 9.13(1) ZHTIARAS, S AR BN L IUNIME BT, MR M-S BT, W R P G
o

W& HUT Firepower 2100 [ ) BRI B AL & DA T BLE :
© REB—-IMERRE - LK 1/1 AN 5 BLKIM 172 ()
« SMER IP Hbhib >k H DHCP, MIER IP Hbiib—192.168.1.1
* DHCP H (&8 | P Hhdlk - 45 H 1/1 G ED
* DHCP BR$S#/EA %11 L
* BLIABR R K H SMH DHCP, 42 DHCP
* ASDM i) - FRVFE BRI ERL. B ENLBREIY 192.168.1.0/24 M4
* NAT - A BRI ER T A it K% 1 PAT
* DNS fl: 45 %% - OpenDNS fli 45 %% C L & -

PC ' DL A2

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
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no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Secure Firewall 3100 EABCE

Secure Firewall 3100 FERIA ) FCE HFRCE LU A
o RER—SMNERTRE - LUK 1/1 (AR, LRI 172 (A
 SNER I P bk [ DHCP, AIER IP titi—192.168.1.1

o BB 1/1 (R, IP HulilSk [ DHCP
* DHCP BRSS88ENHH1 I
« BRAREH Sk 9404 DHCP, %3 DHCP

Secure Firewall 3100 ZIABL & .

* ASDM Vjia] - RVFEHM NI TN WEEEHREIY 192.168.1.0/24 B4 .

* NAT - N #B 2SR T 3t 2 (1) 42 H PAT.,
* DNS JIi 45 %% - OpenDNS JIR 45 %% L AC '

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
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ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

22 & Bh A 1E42002K A B B
Cisco Secure Firewall 4200 [FERIA )P0 & H T 0 & LR A 25
* REB—SMERFE - LK 1/1 (AR, LUK 172 (A
« SMER IP Hbhib >k H DHCP, MEB IP tbiib—192.168.1.1
< BB /1 GEFHED , P Hililbk § DHCP
* DHCP RRSS &L N HH 1 L
* BRIABRER K [ M6 DHCP, 45! DHCP
* ASDM Vjjln] - SRVFE BRI L. B EHLRR S 192.168.1.0/24 M4
* NAT - A PIFBEI SR T AT i i 1042 ) PAT
* DNS JI#%5 %% - OpenDNS JIR 25 2% CLFific & .

P E 1 LT iy 4Lk

interface Managementl/1
management-only
nameif management
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security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 4100/9300 #1785 ZLIABL &

1 Firepower 4100/9300 HL4H I #2#& ASA I, W FIBCE VF 2 Al L4 Il ASDM %42 31 Management 0/0
OIS H. BRI E

* %?iﬂi%[ﬂ:
AR 1) BRS A 392 1 CUFF Firepower 4100/9300 HLAR &7 3 54 |2 X

44 “management”
TR FEIY TP Huhik
ZARLINA 0
L H

o R I PR S 1 K BRI
* ASDM Vil - RVFAT A ML,

ML B IIRCE AR L N i AR NI E, TS AE ASA 0.

BRI
|
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interface <management ifc>
management-only
ip address <ip_address> <mask>
ipv6 address <ipv6_address>
ipv6 enable
nameif management
security-level O

no shutdown
|

http server enable

http 0.0.0.0 0.0.0.0 management
http ::/0 management

|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipv6>

ISA 3000 EYEIABC &

ISA 3000 BRI BLE W R

< BIARAIEER - IEWIPT KRS 2 BRI K, s RN IBT KR B BB K, I
FANG AN P 42 0 4% 1) it 2 R e

s LANMFERIZED - T O B AL TRl — M & P it R kR E; LAHITIREUS
1AM 4EHEICED) . GigabitEthernet 1/1 (outsidel). GigabitEthernet 1/2 (insidel). GigabitEthernet
1/3 (outside2). GigabitEthernet 1/4 (inside2)

o A PIERFASINERHE 1138 W] ELAH A

« B U1$EO - 192.168.1.1/24 1T ASDM il .

* T8 E% 7 5 ) DHCP.

* ASDM Vi) - fFRVFE B L.

s NUUNEOX A TREMESERE . GigabitEthernet 1/1 1 1/2; GigabitEthernet 1/3 1 1/4

)

ER MISA 3000 Wi IR AR AR, U RIAB D RERS LS insidel
Finside2 LA} outsidel Fl outside2 K¢ ANFFHEMAT o X 4% O 2 7] AT BL
HIEEAK W, EWE AL, KR ASA B8 i kK Ak 8 %
il

e DL T iy 4 ks

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0O
no shutdown
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interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level O
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVIL
no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

ASA Virtual 3R E B E

T ASA virtual I}, A TR E VL Al ] ASDM %42 %] Management 0/0 4% 1[5 %, LAY
BRI E:

o % H 7 W B R

* Management 0/0 %1
* fir4 4 “management”
* IP JhtEY, DHCP
« LRLHH 0

o EERYHLIP HubE RO ER A T (B TR M)
o JAFEiZE A HTTP K45 2%
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« EELEHL IP Mokl (¥ HTTP Vi [

* (W) GigabitEthernet 0/8 (1) [ % % 5k b 1P Hhhi-Fl Management0/0 £ H] 1P kit
* DNS k%5 %%

* BREVF R ID A f

 BREVF I KPR SR D Re )

(%) Smart Call Home HTTP f{E URL Flif I

.

(nfi%) SSH & HEBE :

* & i 1P il

* ASHLR] A T

o A P A B RCH PE AT SSH T 75 1) 5 4 B0iE

(i) JA M EiZE A REST API

)

ER S RN AT AR AR M ASA virtual, ASA virtual 75 V5 LM . HE 2, ATRETEELH
ATHABPCE, LSRR U ()RR DI 7 Tk«

A RPAL Y, WS LL R E R :

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

\)

R LAVFITIER 2R “hRME” VFATIES
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AT KRR X T 1) 2%, WS P LU B R Bl

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
failover interface ip fover primary ip mask standby standby ip

FinBL &
LACE I WA ASA, 1EHATEL R AR,

\}

IR ASDM HZ S RF SI2 KB HIBCE . WREH e, wIAe @B MERE ) . 1S I ASDM Ac'E
7, 510 0L,

g2

S BN R ST YIGECE, IS IKIERE Wizards> Startup Wizard.

$IR2 ZFH] [Psec VPN [1] 3L E [PSec VPN 4%, HKIGLFEES > IPsec VPN 85, AR5 ARS T
NIOES TR

PR3 A SSL VPN | FHCE SSL VPN £, KK IREFEESF > SSL VPN [F, A58 RS LRI
A DE%E

LB FERCE ST R R R, T KL R Wizards> High Availability and Scalability Wizard.

WIRS B EE Ak ) B B Ak, T K IRIL$E Wizards > Packet Capture Wizard.

FIE6 8 ASDM GUI ] A A AL, IR UGERRE > HA=IPRFERL .,

| i :PNEI |
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B =zrsomsgmssaraTa

PIRT WRCEYGE, 15 A THA EIF Configuration #4641, AR5 st o —AN D g 424 DL 7 AH SG IR TR i

HE
R Wit Configuration Jf#E A%, i sl T A EI Refresh DLZ R BE#E N 25
LIRS LS ASA, 1E Al THA L) Monitoring 24, A5 fiah D) REF& R 7 ORI () I P8 T s

Z£ASDM R{EFAGSITHEE LA

ARATA- U] ASDM Fag N i 2 LA n el 4b BE CLI

~ /_
ERmSITHREIA
VAT OOE TSR T I, I ASA Rk o % JE (ETTLER
A CLUT B A i S0 T PR, 751 ASDM 92 B 1R HB DR A2 75 IR
LB (R AR5 CLI iy 5 LR

FiaZ |l

i3t ASDM CLI T H# A K4 Sl ASA ZidEm A a2 0] e LUA R 77 Ris47 .

o Fr AR - A i TR N IR T A AR, S RS, AL FERE X4 . Response
XA oy e, PR AR, IF BRI e E .
T HAMA - CLI TEATFRZ HA M4, BAE ASDM E X sty 4, 1#5{#H noconfirm 5¢

e CInSEeTHD , WLl A s

crypto key generate rsa modulus 1024 noconfirm

Tt A 5 HLAR A B B oS - AN BT P 0] BE BT ASA [RASATICE . A9 ASDM CLI T2 X e & i3t
ITHZ AT, Bf RS MG g . WSR2 AN RIS ASA, W 8 4

VA MR — ASA B HAWE S E PSR, TE#KI%ESE Monitoring > Properties > Device
Access,
32

$IB1 £ ASDM WA 9, KUGERTRE > 441THRE.
Z %044 B~k Command Line Interface % iHAE »
SIB2 EHTHFEM AR (BATHEZIT) , RN FRAIERPIEFEGS, SRR FB A G S .
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$£IE3 il Send LIfUT A4
T4 AN, b 5% Clear Response, #RfEEF (BEEN) BEHITHHAL G S

HIES5 %k Enable context-sensitive help (?) ZIEHE, AiZThEEFRALH AT B . Bk rh 1% B A A2
FH ST B

6 S Command Line Interface XiEHEG, IR CHNACE, 155 Refresh LIAH ASDM HHHE
o

Fig& L5~ ASDM ZRR Ry S

ZINBET] s ASDM AR 271K . 1%, ASDM ZHEiX Ly 4, ASDM AN Wiz 47 fic & 5 i ak
MERIX ey 4. HRFENE R, ESHAZ RS,

UK

S /51 ASDM M E O, KIKEHRT R > BRWIRE LA ASDM ZBEHHS
PR 2 SERU riili OK.

JFEC & S A TR
SO K 2 A i, T A HTEBERE A HBr 22 A Tamss o DAY FRe AR 2 A0 P 3 12 e 7 1 5 )
SR o JEOERZIY show i &4t S MG B, ARSI D0 PR AR T ORI Bedla

B, W EME O MER QoS service-policy, X5 E AN IME A, N show service-policy T4
AN 57 5 DG PE 7 IR 4% SR TRDET A DGR IR QoS THE0ES s [H SIS (R AT e AN P B A0 a2
L

BRI A JEBAT F R R, TR BT A, DA A B SR T
WIS, ERALL R4

* clear conn [all] [protocol {tcp | udp}] [addresssrc ip [-src_ip] [netmask mask]] [port src_port
[-src_port]] [address dest_ip [-dest_ip] [netmask mask]] [port dest_port [-dest_port]]

A A EARAIRAS TP 2RI . BEAEITA YHNER:, 1ES 5 show conn iy 4.

WRAHSH, %ar KGRI 5 Wi b 1 . SOE R A ISR (BHE AR e B
W, TEMEH all SCHE T EARYEUR 1P Mkt F bR 1P Mk S DR/ B BGE B E A, FTEL
FE P it B o
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