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The Cisco ASDM Startup Wizard assists you in
getting your Cisco Adaptive Security Appliance
configured and running. Use this wizard to
create a basic configuration that enforces
security policies in your network.
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Commandslignored by | i 5 EkxLLUE RECE H ASDM KA A 513R . REGA S WAL E M
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GBI b2 T E B (4 TIPS, CX B ASA FirePOWER F£He) , NIjixsefibh HAT
PR PRI IE TR

Qi AR AT+

I AR B E AL, W] DUBERAT OC ASA TN 2HE 2, Wik LVRIRZS . IBATIKRRCAS . VRl 8
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General I+ .

General £+

BB IR W77 6 ASA BEA(E B:
* Host name - B7r & 1 E W14
* ASDM KA - FIHTE B % FIB AT 1 ASA BAFIIRUAS .
* ASDM version - 51 {E B4 FIZ4T ) ASDM AR RRAS o
* Firewall mode - {75 B %3247 I I Ak 1) B K BB =X
* Total flash - &7 4 i ) & RAM.
* ASA Cluster Role- i FHAEREIS, st (FRZERMNERS) .
* Device uptime - W/ & H MEOTECEE ERCIKRIZ AT IR IR A] o
* Context mode - W/ B A5 1847 I BT Ak 1 SR =
* Total Memory - i/~ ASA [%%¢[) DRAM.

* Environment status - /R AFIEITIRM . Wil 5 General LTk Environment Status #5425
AN (+) REFEAFG UGS B0 LA 36 YR, BRER RS AR YA R 1 12 4T
R, I HEREE CPU MR RS AR
— MK, Environment Status 2R RS ARG N WAL IE . Wi SR RGN I IT AT 2 A
MR AR I U N IEAT, WIS (+) 4L AR08 7R OK.e A,  an Rl R 48 W AT
Al — AR R IEFEIEH AN, WS () RS2 AR E LLZ 7R Critical SRS FF 2 B A
P2 R ST HE

AR E MGG R TRAMEE, WS P B AR

AR WERDIAAEA ST TCIETH R 2 ASA IBCHT A, W ARSUK Born AR R E S TR, T RO
HEFb Won 35, LRGSR T GRS H] ASA A1 ASDM. sty OK' EASC P LR 1 AE »

WAL IR £
TR SRV U RER 4. A E S AIE (MoreLicenses) LLAT A PEAIF nliE5 8, BiE A
WHOE %S, RS0 WoRBLE (Configuration) > & & &2 (Device Management) > 18] (Licensing)
> 5% Z4A (Activation Key) % #

i vl S

LS vn i S TYINC S P ARE MDY S HE NP
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Device Information

General = License

Cluster Interface Mode: Spanned EtherChannel
Cluster is not enabled.

Details

EIEIREDT+£ (ASAv)

RIS~ ASA virtual i K BRI VR, AF vCPU HIEUE .. RAM LU ASA virtual S & &
BB A

i
O
E—

B}
i

WL E b R BN PR o W RSP 14T, WU U7 & Wi AR H Ak i (L Kbps 4 52
B2 .

VPN S1EE
M S8 VPN BRI A . A5 8 (Details) LAK VU 55 44545 (Monitoring) > VPN > VPN 4t
HEE (VPN Statistics) > £1& (Sessions) %

PSRRI E 1
Vb b SR W R e RS

midiBLE (Configure) LURZ) “mya] FHTEFI AT e n) 37 (High Availability and Scalability Wizard).
SERUAT R, RGO ORI E AN EDIRAS (Active/Active B Active/Standby) o

WORBCE 7 b, A # 452 (Details) LMK IRFT IT 452 (Monitoring) > B 1% (Properties) >
HIREEE RS (Failover) > IR 7S (Status) H&iH% .

‘.zl';éﬁ.'ﬂlj—'{klu\;‘a*ﬁ
PE A% 2o CPU A A A S ge v 5 B .

318
BB S A 452 1D 4 3 5 5 622 A 43 L L e P
IR L ANR RGO, BICOPER —MEO @40 “outside” R, bk MU IR
BRI . TR0, ASDM MBI 22 2B IS BEIBUT 14 h i U — .

&t ASDM %4t HEiH B & 18

L% 7~ ASA RN R R, B2 Won 100 408 8. IR O 28 H S, i Aidi Enable
Logging # 5 H .

lI %'{klb\

E}
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NERREET ASDM R4 REHE B EHIITE,
3: B3 ASDM F %5 B 5K B %

b aul

Latest ASDM Syshog MEssages Og . ® %
Soverity | Dale Time Svikg ID | Sowrce I oy Destinpbion P Deitine Dscriphion

i 6 9 1T5E4T 32021 feg0i-214:5a0f ... O Fazi:1 o Teardown ICMP connaction for faddr fean:: 214

LE 3 LTSNS 200 FeS0::214:50FF... @ FRa2::1 o Byt inbsound 10 conrection For Fedde Faglci2

(. Oct 14 2008 175442  M2021 Pl =20k Feffr.. @ L i | o Teardown ICMP connection For Faddr Fel0: 200,

£ ¥

E 1
GUI T* 1L A

1 NS 53 B £ LR R A N

2 JETF ks o il BIE 77 7 b LI 1 134 J5 ok BRAA R o

3 R ITE) . R TSR bR LUE SE A

4 JE B A BB i T E S, KEGhRES 2 /2 T A1) Latest ASDM Syslog
Messagestictll 177, SRIGH Rz @its . FOChR WNERFETT, ARG IZEHOR k.

5 M . e View Latest ASDM Syslog M essages L i 75 % #4

6 AT R P b LA S8 50T R 40 A R S

7 AL AT £ & P bR LA 1 5T AR 8 H ST R R

8 R AT 5 3 B8 bR LAFT IF Logging Filters %% .

it s g, SRJEEFE Clear Content LATH R 24 &
« Ak SRR, SRS 1% Save Content LIKE Ml ERAEE] PC B SCrE.
© AR, SRJEIEFE Copy LARH I 7
© AR, ARJALEFE Color Settings DU 28 48 F G T B K™ BV B SO S M St (.

B K S il TR AR G 10+

T B A EARGE T, AT A B A Gl ASA (KU B0 F 25 B . Idas il i BRE 4 445 4 T
TR 2 2 s 7. fE2 SR, nIER/ M 5N &G Firewall Dashboard.

T EEIR TR K S EARE IR 1 2R
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LY
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N stz e lilulrﬁ

15 AR

MR AR, 522 1T

B 10 255 oMM B A%, 58 23 1T

HEZAERT AL APIRA Bt 26 23 T

SYN i B2 BRI HIHT 10 MRS AR B, 2 24 1T

HI 200 &5 EHLEHE , 25 24 10

HEAL SE T PO U R IRT G A i Th ATk OR824 0T

E 51

GUI T

1

2

3
CRER)
ORI
CRER)

= B B A

BAEOLT SR WERANEA BRI (G55
JR A s D0 1 FB R #2411 J2

o PRI NAT i 50s
o DRI7 1) B S0 M PR 280 70 3 S5 3 0 25 5 i A PR 2

B (B K ERRCESRE) O . WX

AT R B LU AU R iR R

IR %/A
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a0 gmEmnas i

o BERD Z FAE RSO R AR IR A Bt L SO A DI B A e B TR R . (Clnder il 3] TCP SYN
Wk s AT I B HHls UDP Sih BGt) i,

BT 10 5377 o) #0 &5 4%

BOAEOLT R M RS0 ) JE s M SE v B G2 (B KESRCE SRR D, Wik
D3l B B LR AR 0 ) R v B ) B R %A

7E Table L, WTRAFEZR A RPN, AR 5 A7 B i T2 000 DL 7= 54 H 2 . 000 Show Rule. 1B $%
BEIRLL#E 42 Access Rules 3%, #RJG7E IR PR AN,

HRERTRERARTSE R
BROAHOL T A . B DL R PUANIE TR - -
* Top 10 Services - g Pk il Ak 25
* Top 10 Sour ces - g o I ik 2%
* Top 10 Destinations - g K 2%
* Top 10 Users- S4B k& IRk 55
AT =AM Top 10 Services. Top 10 Sources Fil Top 10 Destinations $2 41 s il il 45 e 415 &
BREANIE IR 25 7T e 50 A 5 45 1) Enabl e deTL . 465 vl URRAE 75 K 33 e 5 i oK e L 917 Kk 3% o

Top 10 Services Enable 4% v] [F] ] i3 F o ARG THE B G208 I & A i3 17 27R) . Top
10 Sources F1 Top 10 Destinations Enable f% 4 v] ji H FHLGEHE B RGUR or FHL CIEATH bR
S AL R HE A SE AT A RS et (5 R

FVYNEIN R Top 10 Users &4 S Bli KIS it 5 B . S Bl KIS 36T H P 16 S 3 Ak s
o AT LAKE T H P 44 R0 P 2H 44 AN 2 38 e Y TP ik ok 50 B U T R RN 22 42 S . ASAGE I
Y7 ] IP- 1 7 WS B0l AR AR A e I 55
HEZ BT 10 B9 Pk R OGS CBECE BA R DhRe s — I A 25 W gl -
o SB k RS EE, Hrh A AEECE LT B m4ift: Microsoft Active Directory F1EE} Active
Directory (AD) X . 547315 <k 35 iz 45 wT 44 ] user-identity enable 74l user-accounting statistics
Ak EH RN ERD .

* {fi ] RADIUS JIR45#:3E4T VPN H /7 S0 I0AE . FZALECIK ) VPN Bl 'S
MR IETH, Top 10 User sk B s47 JSHT 10 AN 7 (K001 EPS Hudl it . Ki% Y EPS

At W ECE AL I BGER B G R e W T RN (il domain\user_name) , BEZET -
AN TP EPS B KGR . 24T EPS Bl GBCE L kAR ML

A

AR MG E R RESIE R ASATERE,  FARHGR TR ISR B2R AL A ENLGe vk (5 B kg

FSEM, IR B, TR G R SRR Mgt B . AL, 8 4

THE B AN K
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W sy s TEiRs w101 5B T

SYN & T Z 2 RIFBIAT 10 MRS B E 1§

BOATFOL N AR B S Wik a A DR B LT, thrl URYE (B kBl B ) K
HaM. R0k SRl B 10 K2R RS d gt E B .

XTI B R, ASA ZEHMORERE CBRIATS LR 4 30 2080 JAI4RE 30 F2XF S0 3T — UCRAE
mRGZANMEE, WRSGSER “<various>” , JGIREG —DBHTE R IP Hidik.
Rl Detail LB FTA RS S (IZ 1000 ) AL 10 GRS g E B BT LA
LSRR . AEZHURBE N, ASA X BCEECR AL 60 Uk, BT LI FERIAT 30 2B B,
Fils B4& 60 FPURE—IK.
A1 200 & E£HEF 18
LRIATE LN 25 . Bonilid ASA EREAIRT 200 & FHL. EHLIEANS H A S EHL 1P Huhik Al
VLA SRS, A 120 Bk 5 8. %\ hpm topnenable iy 4 LLH F I 27 .
HZEaHERP MK RETFIEZ MR ERS
BRANEOL T 25 . X A& 70 B T M i i pe 2S5 . 10 KB Mgl s s R0

SR I EHUR R SR R R, JF FLATRE S A AT ZE v B LIORARZ S 1R i 10 AN DL »
Y SRAT B TP ki, TR LA A whois TR T A AR P45k a5 10 VLIS B

HRPANEE, WEH R SRR .
SRHTH EARUET &

M ASA JERF GRS E ¥4I, Cluster Dashboard i1 <43 i R HERE R 03 5 4 R 8 J5F T 22
INEIE 3
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gepmsmmiesi+ [

a8 Home

Resource Utilization
Device Mame ‘ Mnnagemenl IP Add‘ress Rﬂle Yersion ‘ Uptlm: Environment Status | Hl:lllh Status CPU Used Me o
cls1 172.23.204.243 MASTER 100.8(0.94) 2d 15h 56m 49s ; .
FAIL ) [—1
2001:b0b:6500::3 L ?FAL | 7 Unknown [ 1§ 94 Mg

Average CPU Usage (percen Throughput | Load Balancing | &
100

90 ~Cluster Overall-

40 2

1% 50 1
40 !

P o ; : : ) 0807 08:08 08.09 08 08:11
LAV og07 08:08 03 o810 WUDP. 0 ETCP. 0 M Total 0
Overall Memory Usage (MB) —Per-Member Total—-
S00
2
450
A0

0807 0808 08:09 0810 0811
Wcisl: 0

JE:11:0¢ Da-or 08:08 0s8:09 DE:10

;A7

* Cluster Members- 2717 FAL BRAERE I B I A FRRIBEAE B U BLIP ik, JOA, fEEERE
TG RILEATIRIL ORI, BITIRIUIBEEM %) .

N

AR RN, WK ASDM ERE R PN 5, AR S T Ok Sl
B H R B TP Ml AN 4 o 0k B 2 RS S HE TP bk, e 4kst g
IRETAE SUE T TP Hikik, G ASDM YR [ AR 1P Hubl.

* System Resour ce Status - #ZAEHETE FIFIIE 5 & s B SRR RS BB I Z080R H % (CPU M
WAE)

* Traffic Status - ML EA LU ETE .
* Connections Per Second &3
Cluster Overall - /R #EANEEHE A (R4 DB
Per-Member Total - {27 hE> B b3 (1 RERD P-4 3E AL

ASDM B R R E
|
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AsDM BB A RE |

* Throughput %5 :
Cluster Overall - BIRFEANETE A I G H P&
Per-Member Throughput - &Nl 52— 47 B8 i R & ik
* Load Balancing #£3i:

Per-Member Percentage of Total Traffic - X} TR0, W il i Bl i R AR B =L B
syt

Per-Member Locally Processed Traffic - X TR it oAb A B 4 2 (1) 7 40 L

* Control Link Usage £
Per-Member Receival Capacity Utilization - %} T84S G2, S0 i i 4 F G
Per-Member Transmittal Capacity Utilization - %t FHEAN R 51, S s A4 i 2% 5 1A i F AR 00

SR B B A E AR T

Cluster Firewall Dashboard i3 & B r i E R AT “HiN K7 iil5 5., 22T Firewall Dashboard
PR ERAE E, (B EEENMERET TIE R
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Connection Statistics

Interval: | Last 1 hour + Based on: Packet HitsDisplay: Tab
4
3
2

The Top 10 Access Rules feature is disabled in the Security Appli
1 Please click the button to enable it.
| Enable
D —— B E s d —
0807 08:08 08:0% 0810 0E:11
M Connections: 1 B NAT Xlates: 0

~Dropped Packets Rate

The Dropped Packets Rate feature is disabled
in the Security Appliance.
Please click the button to enable it.

Top 10 Services Top 10 Sources > |

Interval: | Last 1 hour + | Based om; | Packet Hits 3 [

: Possible Scan and SYN Attack Rates-

The Possible Scan and SYN Attack Rates - e - iy
feature Is disabled in the Security Appliance. The Top 10 Services feature is disabled in the Securi

Please click the button to enable it. Please click the button to enable It.

| Enable | m

\J

NBELEIRT+F

Wil AEREEIIR, WUUAFA RN EZEEEH (CSC) SSM M EZE H. 14 CSC SSM _Liz
1TH CSC #AF 225 4E ASA HhIy, A4 BRIt .

A

ER R e CSC Setup Wizard Cilli i fk ¥ % Configuration > Trend Micro Content Security >
CSC Setup) , WFELVi A Home > Content Security NG M. REUE Box— RHGHE, flifsar Ll
T8 M IEAT B 1 ] CSC Setup Wizard.

THERARREEIR ERTTR.

ASDM B R R E
|
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B 5 “RERE” EBF

# Cisco ASDM 6.3 for ASA - 10.86.94.88 LEx
File Wiew Took Wigrds Window Help Lack Por: NI
ﬂﬂ-{.mﬂm [ PR Qs 7 v l cisco
o
__1 e
@—-}-LM amnfm-mgl —_— I +—@
el Barie Liceree Thevst Fpes Tasds Lt 7 s Lyt 00 s
CAsieing, ArtSprpaars, Fle Bladirg)
Migrrk [F Lk Uipclain:
Fpepn Pl aares:
Doy B, - Licarasd Hades:
®_*:‘rﬂv— e Email 5uam +—@
™ Phoaris . . Faie mal
,_“ S :.,.1- = L] -.s-mﬁ Tm:
. Phoaen re. . y
it g B ne = e ] Faie
O '
T Snroe  ThepstFlter SubosrtyFe UL P e Saerucies o, e B rton [
— :
e ——r— o L] (] Hmmn:nmmn
= 1
GUI T= AR
1 CSC SSM Information & #%
2 Threat Summary %t . 7479 CSC SSM A £ gl s v B B, AFE AR gk
WA, R, AR . URL eI 37 3% HE4 . Blocked. Files Blocked Fil
Damage Control Services.
3 System Resour ces Status % 1% .
4 Email Scan &, K ZIR 10 B8 K P £ .
5 Latest CSC Security Events % 4% .

NZBGENEDF
it Intrusion Prevention 3&TH -, T LAEEF % IPS (N E(E E . UL ASA 223545 TIPS fi
Pl A4 BRIt .

BIERER] IPS Bk, TEHATLLR DR
1. 5 Intrusion Prevention &1 .
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repmies+ [

A E0K 7 Connecting to | PS X4 HE .

o

Connecting to IPS...

ASDM will make a new connection to the SSP-1PS module in this ASA system.
ASDM makes a separate connection to the IP address of the management port
on the 55P-IP5 module.

S5P-1PS Management IP Address: 10.89.147.143 Port: 443

Username:

Password:

[ save SSP-IPS login information on local host.

“Password cache is encrypted. Use File > Clear Password cache menu to clear it.

(Help ) ( cancel ) (_ Continue )

265100

2. AN IP bk, s, LA, BRIA TP Huh RN ok 192.168.1.2:443 ., BRI 1 44 Fnesay
A cisco Fil cisco.

3. %+ SavelPSlogin information on local host & ZEHE LUK & %5 AR EA PC |
4. giili Continue.

HRNZEM S R, S0 (IPS PN TR ) .
NEZERALT Intrusion Prevention 1 I [1) Health Dashboard 3£ R F G %
6: NMEMENET £ GEITIRRIZHIEHRD

e

i L |7 an
atliat]as
e o ey A cice
LRl N | o o
LR e Lk it | [ ol st * ]|
& dviara e | |"- .“ T o ey (0 d Dunbant
B uis F £
2 i - I TTTITIER CRT T T
& beizinm il e e ket kg e
& el pin
& e e i v PHOUINY B i) BEAL o
B e A e d L] Towiw | v il
i e b e e ieH: 1 ot g | o W1y
B s R Al LI B0 ) Wi il |
“‘k. j
i 1
[ BT W Hara
Y
L B Al
Sk Ve 3 AR
Boern 1 o 38, I 300 A LT
gl e B 205, 3R A 1 RHINIT
i i Sl P Thevlbed
[ Xt
Erbere e g 0, A kT AT
gt o B, P | A AN
e ot S Hapd Thacied
Yo
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E 1

AsDM B R P RE |

GUI T= 15 AF

1

Sensor Information % #% .

2

Sensor Health %% .

CPU. Memory il Load %% .

I nterface Status % #% o

Licensing % #% .

ASA CX A7+

Eid ASA CX Statusik i, A LATEE A I ASA CX B EI G B . YA ASA F2235E4 ASA
CX R, A& BRIk,

e o
™ iRt il R iy~ A G Satus

" .
ﬂﬁ Device Information
Model:

Hardware Version:
Serial Number:
Firmware Version:
Software Version:
MAC Address Range:

Last updated: 10:56:39 AM m Interface Status

ASAS585-55P-CX10

1.3

JAF1543CGRE

2.0(13)0

0.6.1

70ca.9bf0.1cad to 70ca.9bf0.1cab

Connect to the ASA CX application:

ASA FirePower A 7S£ £

it ASA FirePOWER Status JEMiF, A LLE A A BRI 25 B ROFHBEE L (it .
JPo . AR MBEHCIRZS (N A FRAPRZS . Bl I RSB ACIRZES) o R Rk
VEN 2 FireSIGHT A B bty W) BAd dli BT T NPT RE— 2D I 0 i R L

Y LR B4 2235 ASA FirePOWER B, A4 BoRIbiET <.

Application Name:

Application Status:
Application Status Description:
Application Version:

Data plane Status:

Status:

https://10.89.147.153:443

Last updated: 10:56:39 AM
ASA CX Security Module

up

Normal Operation
0.6.1

up

Up

[IET

i RS IEAE{E B ASDM 1A & FireSIGHT & PR A0l B PR ASA FirePOWER #ibk, T4 7~ HiAth
R

* ASA FirePOWER #=HI EAR - %8BS (¢ TR EISAT 8 AE. 77 i g VFnl. R4t
B BEALAE I . ARG ) A R R 245 R

B AsomMERRARE
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ET U REV I |

* ASA FirePOWER #R & - i i U 24 T 2 MREs G vk A5 LR T 10 ARt iR, 5 i ik
B R 1 Web 2500, HI S JERTH AR

ERE® (RG

ik ASDM RGEETEE, WA E K ASA IEZORA(T . ASDM RELE T A ks L vr
LG RAE ASDM H G ILARAL BB AT AT, EE B AAR (UBE2E o ASA [IZ4TIRUL. System Home

A P RS B 10 FPREAT SEH
NE2IR System Home E ST

B 7: R ETTEE

® Cisco ASDM 6.3 for ASA | 171.23.204.65 | System

o s B aent [ L E
= 1T ERIMLE - e i * E::I
B Em [T b 0 T
T [ L]
(‘D—)‘ o o | 0 .
P N e LY i .
R R A GgebereTalf].]  conbadd nia
LIS L R Ggabfheretlfl 4 cxbadd nia ’
B o P sl il
o ITII LT 1
= 0. Margerarift ml 9 .
o0 AT (LS5 LLE N M (L5 )
H RrikiE.s
N TrinieAA
M.
: :E::“g I CrL sk Pirmamy SLatin q—@
Tobsl Lesd  Contest s
Diggigy: P v S Pawerp Livige Haton y (FE
-
-
B ey (i 3 e
1 adrsin )
——ire == | =
e
B
I " rE] m w wm
[l
Bt s 18 ﬁa ﬁ.‘a—*mnmm H
@
E 1
GUI T LER
1 R R,
2 Interface Status . KEFE— A% H ] Al %4 1R SR &
3 Connection Status %
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B = asomwim

GUI T3 okl

4 CPU Status %#% .

5 Memory Status % # .

EX ASDM & £ 1N
SFT B X% ASDM B 077 4.
T ASDM thity B, BT DL F R

UK

P KIEFETR > Hitl.
R0 o Preferences PG HE, & =/ NMEDIR: General. RulesTable fil Syslog.
PIR2 T LRE, ESHXEETR Y B (General) EIIR AT HR 2 H U E LT, MR (Rules
Table) FEI+ n 5 & MUNR M B L, &4t B (Sydog) EI-R Al #52 E 5T (Home) A% H BRI &
G H BN B BIAMI I S FE A NetFlow A5 5248 H & 7 E S~ 2531 1.
W3 {f General iLIiK b, E+EE LT N
s L 7E ASDM HHIECE S ASA FEREART I A HEESIEHE, DB E SIe T E
ANFEAH L[]0 I SR EE %0

* b E R P RRECE BREE S AL, LA S B R BU R . BOARSOLT,
S P AT .

“You are not allowed to modify the ASA configuration,

because you do not have sufficient privileges.”

* % Show configuration restriction message on a lave unit in an ASA cluster & %AHE D i) & 51
M T s e BRI R

o IRt ASDM Z BT#HITRHEIN R IEHE, DAZESZACH] ASDM I /R /m KA EE . BRA
THOLR, ik ki,

c T ERREMIESRESE (FEEER ASDM) HkHE, LUME BRI AR e TAF. O
JE 3l ASDM 7 g8 FH bk Tl

* %P Warn of insufficient ASA memory when ASDM loads ZEHELLZE & /D ASA WAFEA LN
JCiI84T ASDM N ) S B T BE I BRI 4. ASDM 71 Ji B i LASCAER i v B B 30 B oR Y
18, & ASDM [PIAR A= SCA T Bomi L, H AR 24 /NN RIE— IR RGH E 5,

* 7£ Communications [X {7

B AsomMERRARE
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ey asom gz ]

CEFEBRSARERERF A S KIEHE, LIEEH ASDM [ CLI 4.
cEHRBRARR GIAIE) CLI AFEIEHE, LA E AN fr 4 KIEE] ASA.
R/ BB & 3% #BAT (Minimum Configuration Sending Timeout) B, i A b i ic & &

LI B s DTl (AR B o BRIAE S 60 #5.

XTI R NN RSA, ERSKIE=FER AR IEER (Graph User timeinterval in

System Context) 7Bt Hir A T U EA% LN BB Al i 1], 11 2 40 #b 2 1a] .
ERIMEN 10 72

* {E Logging X 15+ :
« Xk EFE ASDM Java i=Hl & B BARIDREIEHE, DIACE Java H &l
< SN TR HIER kR B RRIE SRR Bk BEE M E LS
« EHEE B3R B S (Packet Capture Wizard)[X sk, BB Rk AN, 155N MEIRIR S
7 A (Network Sniffer Application) 4K, B3 sl 5T (Browse) LL{E XA R G h AT A k.

* 7f SFR i & [5S (SFR Location Wizard) XI5, #5523 ASA FirePOWER HHeAs b 5 31 50
PN E . A CUC B A B B S AR

$IB 4 7F RulesTable &I+ I, f7e bl FANZ:

o I WoRECE, LA SORAE Rules A1) 2o T7 2.
* % Auto-expand network and service object groups with specified prefix & EHE LLE RAR

i Auto-Expand Prefix ¥ & H 2/ Ji& JT (1) 19 45 4 F0 I 25 0 % 41

o« BN LIRSS A R AL RTS%,  LAFE Auto-Expand Prefix 7Bt o A3 ETIT .
* ¥+ Show members of network and service object groups & EHE LAZE Rules 28 H 7 kY 4%

ARIIR S G AN A o IR IE S, N BoRdl 4.

* f£ Limit Members To 7 Bl i A 2 R (9 M 48 AR G5 X SRAL G ' o s X SR A iy

i, e Wos il n AR

« 3% Show all actions for service policy rules & EHELLYE Rules % SR A #4E . Rk

I, R Wi 2

o T ESEVCE, P LAERE SO BRI R N TG E ASA AT R .
* % Issue “clear xlate” command when deploying access lists 5 i HE LLZE #5587 ) 51 22

NS NAT %o R EHIIRAE ASA FECE BV7 R 20N 1T BT & bl

* @it Access Rule Hit Count Settings, nJ EAFCE #1144 7E Access Rules & HHA . iyt
THEAGER T 22U . 55T Access Rules & 1B U AS B AT AT iy o144

* % Update access rule hit counts automatically &2 ZEAE LA iy o 7F 40 7E Access Rules &

SRS

asomERRARE |



AsoM B¢ R FARE |
. {5 F ASDM Assistant #1718 %

« FRE M U BIILE Access Rules KA IR HAR (LLFP A ALY o A12UE A 10 3 86400
N

PYRS {t Sydog IR E, g LU AR

* 7t Syslog Colors X3, A LA e e B A 148 7™ F R0 1A 9 JEL PR S € BT S5 €0 002 i 6L
BR. Severity L AARKANGR 5 51 A LSO o EE T AL T HiE ™ AU 1 BN T
kAT S, WX NS, RGH BoR Pick aColor X iHAE. i BL IRz —:

* \IZIRH (Swatches) IR b1 AR HERESUT, AR5 ATEHRE (OK).

* fE HSB ETi < F4gE H. S Al B i, AR5 mi#E (OK).

* /£ RGB TR F¥5€ “4.” (Red). “Zk” (Green) Al “Wi” (Blue) W&, RS ALME
(OK),

* % NetFlow [X 38,77 #J Warn to disable redundant syslog messages when NetFlow action isfirst
applied to the global service policy rule & iEHE LS FF B n 3 B BAE U4y 240 H B B &4
ERSY
W6 {LiX = AMEI~ Ffee i E )G, silifE (OK) LAMRAF R E I OL B %I (Preferences) XJiHHE.

pEa s R B L P AT BN, S RAF R .conf SCPF, JF Hon b INAE T A 1
IBAT BT FAt ASDM 21548 o A2 H 5 ASDM DU Ty 58 e A= R

&£ F§ ASDM Assistant j# {73 =

iid ASDM Assistant T, ADHERIF AL A RHLAEF KI5 ASDM A0 B3 D) .

EFALE > ASDM Assistant > E 4IRIE? UUifGEE, S EX PN ER FB P A RZIEK,
M Find FHz4& it $ How Do 1?2 LFF R R .

I HE ASDM Assistant, iHHATLL T,
pUE ]

S KL EALE > ASDM Assistant.
A5 B~ ASDM Assistant %% .

PPR2 1t Search FBUTHIA L ARG R, AR5 nidi Go.
JITiE K (115 R 2R 7E Search Results Tif& .
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HIE 3 il Search Results and Features #5843 H i 7~ AT A % 2 DL I 2 VRIS L .

BRHREICRE=E

M P AR RAR T ERS, WTLUKE ASABC E N PR B R AT E S I St sk, ASDM AT LUFEAE:
M EBR PR R WERA R I P7 Sl sk B R R, W RS &0 M g ok 6 e s o
SR RE, PRI L 10 208, 60 2rdh. 12 /NiFak 5 RIGGHE BIETE.

TG E I SOC R R, W AT L N DR

UK

PE1 RKKEFERE > $8EE > 84 > hRiEREEE.
R4 B History Metrics % .

HIE2 %P ASDM [ RIEREZE (ASDM History Metrics) & EAELL A FI DD il X wAd, R SdEH
(Apply).

AZXFHHWS

ASDM JLT-32kf ASA FTHIFTA 4, {H ASDM 2> 2B A I & e dy 4. o K2 Hi 4
A DM B AR E R, A OETELN{E L, 1524 Tools> Show Commands | gnored by ASDM on Device.

B 2B F{ { %‘EEI"J’F%%\

TERA KIS CLIGS T, ASDM R & H S FHH TG #E ASDM i sk g a2 . 2% ASDM
ZWEan 4, WAE ASDM GUI HARA A /R iZ i 4. Wiz AUt E, WIS B/R7EGUIH, H
ST AT G i

RETZTIHFWSHIIR

FEXIFHWL ASDM 1773

capture L2

coredump C2g . HEEH CLI A I AT

crypto engine lar ge-mod-accel L2

dhcp-server (tunnel-group name ASDM Xf T f1f5 DHCP R4 850 SO iF—Fh ik & .

general-attributes)
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A2 HIFMSH

NZLFFE

AsDM BB A RE |

AEXFHHS ASDM 1T
gject ANSZ S
established O
failover timeout L2
fips O
nat-assigned-to-public-ip L2
pager LA .

pim accept-register route-map

O . L REE ] ASDM Bt & list 23 .

service-policy global

e i H match access-list 25, W<sib4T 2% . 411

access-list myacl extended permit ip any any
class-map mycm
match access-list myacl
policy-map mypm
class mycm
inspect ftp
service-policy mypm global

set metric O
sysopt nodnsalias L2
sysopt uauth allow-http-cache 2
terminal L2
threat-detection rate CL 20

gEANE

WS ASDM INEIAT 1217 B B B A A2 L He 2, ASDM EAEIE A2 . IKIEHR TR
> RR#IZE EA ASDM ZESHIH S, UEEAZ WS

ST R

ASDM A3 FFARE

S HERD, 40 255.255.0.255. Fltn, ASHEAE LA P RIS

ip address inside 192.168.2.1 255.255.0.255
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ASDM CLI TEFXZ#HZERXAF S .

ASDMCLI TERX#HZERAR &S

ASDM CLI L EASCFEAZ H A P v Wi N 55 248 B AR CLI v 4, ) ASDM 2 #Enim A
“Iyes/no]” , {HIETCIEFGBIHIN . SR)5, ASDM IS AF I Y

Bl
1 fKxicHEIR > ®LiTR@E.
2. KA cryptokey generatersa i % .
ASDM "k 2RI 1024 7 RSA %8,
3. FN crypto key generatersa fiv4 .
ASDM 23 i R DU NS 1R, AN I8 78 55 LAHT Y RSA 2 BH R H07 A2 1l RSA #54H:

Do you really want to replace them? [yes/no] :WARNING: You already have
RSA ke0000000000000$A key
Input line must be less than 16 characters in length.

%$Please answer 'yes' or 'no'.
Do you really want to replace them [yes/no]:

$SERROR: Timed out waiting for a response.
ERROR: Failed to create new RSA keys names <Default-RSA-key>

itk r ik
* ATLLERE ASDM M oK E B it 2 M P S LK 2 Hdin 2
* X T AT noconfirm BT CLI fir4, 15 /EHI A CLI fir & NHAE A bk . it

crypto key generate rsa noconfirm
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B asovcuTEFIHTERARGS
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