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A R A R e I R R AR A AR, WU R h Y T R BT T, (HAR R %
FAEFFT A W R . O

T s A AL, DUR RS REA AL : NAT 8 PAT Jiii; SCTP fa A (it /0B
AT B

XETEHIRE, W REAEREATE T A RIS e 2 18] CAKA FEAERIA) Rb Zifh i 4>
WS 8L A MAC Hiht, PAANAMERES i as b — > MAC Miuhike 97 T3k 1 HISRTE L
OB R BITT-380 102 IR, H b MAC M2 B0/ B o SR MAC Hiuhik 554730 55
1R dr s AR ], R o o B AL Tt A 2 IR s

FFIE IR, U FAR T A TR L TR B P % R 9 DG B ez TR, A P I 8 2 [
PI5 K3 (AKA ZRVEFEN )  TUAREAN WY G 1% #8708 A ] HSRP 2556 — Bk U Ppil (FHRP) 7E
FEAuE PR R R4 TP A MAC Hudik Hbr. %08l VLAN A 5 S A% 4 B 4L (OTV) 2251
ARy RN 2 A uh b Tl uess, PR AH R ¢ B i 28 i Bl i DCT &R 3% 3 )
e WU TETR T ) AN S T R OCE B Ay, WA TR MR AT A L pE RS, [ AR T
FIIE 55— B 5%

XPTBEIIR, W R RAE RS HSRP BR %, WAAZITE ASA EH4 36 Hi 2% HSRP MAC bl
IS MAC Ml K50 H G2 A MM AL IS MAC Hidib) o 2548 48E8% th #53 H] HSRP
I, &% 4E HSRP IP ik ()3 Foks & 3% 31 HSRP MAC Hiuhik, {HIR [F190 E Rk H HSRP X HHEE & 4%
A% 1 (K MAC Mudib. [RE, ASA MAC Ml %630 % 1 /E HSRP IP Huhikff) ASA ARP %4 H %
W EORr, JF H ASA JKiX ARP R IFHAMONE . T ASA (1) ARP 4% H BRIAAE 14400 P25
F, (A MAC Hihik 24 H BRALE 300 25 204, DAL 75 2238 i A MAC Hidik 4% H kil 6 MAC
Huhik 2 B A E 5

o ST A X AR T ) i iAo, T TG AR SE I MAC Hihik. ] OTV s8R s
S A VLAN o ST B0 sy, iR AE4 R MAC Mk (i il DCT k%2 5
e WUERTCYET ] ANl FIERRE, TR EEMIBR ATk vERS, AF R AR S BiA 5
— i SRR A Yl AL EEREVE Y R X B SR — Bk As I, A SCRESh A K .

.

H AN

o MR R AR T N (R e B EtherChannel 42 11, 3 i 8025 ] Firepower 4100/9300
PR BAC L BB O IR ISR A B HLIE & VSS vPC. StackWise 58X StackWise Virtual)
BN REATIRS I B U fe, EEAEHIN CAS I DR % . 90+ S50 S0 o i HL G
BRI AT RS, R UE R S IR DU £ Dhfg .

o WIS IR I A B REIS BB N A R 0, A R I S A W T X A T T
Ho FEREAENLR, EFFEBIREReSHRIER,; B, EFF FTP EH: FIN/ACK 3t
A FTP &/ ufEdd . R OL T, RSB Hrdisr FTP 154,

o QSR P B 2 30 5 DX DAOK I 38 1 22 1) Windows 2003 55 4%, 1 7 e H R g5 4 i 11 G HT HLR
S5t AR ICMP Ff 13 BN, 27 K& ICMP I B R RIAERE . IX 86yl BT g S SRR
FLER % By CPU ), AT W] BESEmIPERE . PRI, FRATEE LB ICMP #5115 & .

o AT EtherChannel 3%3:%] VSS. vPC. StackWise B StackWise Virtual, PLSZHLTA .
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| Firepower 4100/9300 i ASA %E5¢

7£ Firepower 4100/9300 #/\ 55 B2 & 55 5% .

s FENURE N, BEAREX BEL e AT AR, AN BEAE IR s AT oAb s i, A
SR B T AT A

ZIAE

« BRATEOUR, SRR ROV A DU REAL TR APIRAS, OREFINFTRDN 3 70 BRINIE UL, FEPT A&
F B A I s AT RO A

« BRIATEOLR, ERFENE A T2ERPIRAS . W H R ER 86, A3 a8 B BRI Ta) B i 1)
K5 F.

o HH IR A SRR T B O AR TEE 1 S BT NN D BE VBN BRI, Bk 5 0Bk AT — IR

o HY I AR ) S 1 L RO ST B S EEFTIN AN D RE VBN 223 3 UK, Bk 5 0Bk, IS IRk iR
2.

o XF HTTP i, BRNVAH 5 B RIIEREHIER .

7t Firepower 4100/9300 #|55 L Ffic & &£ 8%

& LAM Firepower 4100/9300 HUAE PG | BEEAA FR 4R TE . HE AR B WA LRI A WIMARCE .. A
WAATE ASA _EHATIBRAS I SR FPIC A AT e E o ASTIERE A G T N ASA A BT
Bo BEIER LI Firepower 4100/9300 HUATE BLAERE LA K R AR IEM(E L, 1524 Firepower
4100/9300 HLAFHSTHY o

UK

FIE1 FXOS: 0 ASA #ERE, H 151

P2 ASA: FLEPT KBRS, 5 24 1t
W3 ASA: FUEEIEHL, 524 00

WA ASA: HE XAERFLE , 526 1t

WIS ASA: EHAERM . 540 0T

FX0S: 770 ASA &2

fll3E ASA 5 7f

LT LU AN Firepower 9300 HLATAS M MU AR, BRI 22 MU ASCBUHLAT 60 . X THL
MRS, S e BRI . A8 DU EASIgERE; KA, ST UGS SR ICE G
— WU IRS B, SRR R

R v BN R FRAS
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T LAM Firepower 4100/9300 HUAR A PG | BEERAA B 4R AE . H Bl A B & WA A2 BT AT WA TC

T ZHUAAGRE, QLI B RN . E— DB BB Ra, T LR SR P i
BRI R R DPUAE, SCHURRR S

fE Firepower 9300 HLAHH, AAZ506S 4= 3 MEBAERE) 0 JHAERE, BRSSO 2o ebidh . WiRANED
FATH 3 MR, R A S IR T,

2R, AU E B, RS ASA NHI A H 245 5t

e RN, Firepower 4100/9300 HLAR B 5 | K AF A LR 51 R HC B AHREAS ASA N HEAT T
B DUSWIRTRZE, wTLOEE ASA B0 SR RCE A 8 (UURIRSCT2R) .

interface Port-channel48
description Clustering Interface
cluster group <service type name>
key <secret>
local-unit unit-<chassis#-module#>
site-id <number>
cluster-interface port-channeld48 ip 127.2.<chassis#>.<module#> 255.255.255.0
priority <auto>
health-check holdtime 3
health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
enable

ip local pool cluster ipv4_pool <ip address>-<ip_address> mask <mask>

interface <management ifc>
management-only individual
nameif management
security-level 0
ip address <ip_address> <mask> cluster-pool cluster_ ipv4_pool
no shutdown

http server enable
http 0.0.0.0 0.0.0.0 management
route management <management host ip> <mask> <gateway ip> 1

)

ER WURAAH AR, W BE R local-unit £ FK .

FrIaZ |
* M Cisco.com FZLE TR &N G, SR )5 mE 1% 2 Firepower 4100/9300 HLAH -
s WEELL M E R
o WP ID. 1P Huhih 0 R0 2% #e 5
G TP ikl
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Ok

IOY N |

|

E

B ECEZI

a)

b)

c)

WBEREZ BT, E/DWIn—A “HdE” 2888 11 8 EtherChannel (R Ui Ii@E) o SR
i EtherChannel ity 8 IE) sfc & FEH: A o

X2 MR, BT 2 b 2o 2 /0 a7 — AN i e L s X LUKl TE . ZEREMHLAE L
VN JNTE— EtherChannelo ¥ BT A S 8 L1003 82 11 65 1 2 A e L _E 1) 52/ EtherChannel H .
A 2% EtherChannel FIVEAN{E S, 15 S HAERFUENIAIRE] , 25 10 71,

s 4”7 Z8m B N5 EtherChannel. 152 (478 Il EtherChannel (i [H3HIE) siACEY)FE 1D .

EHEE IR R, WA O SN TS E LA B A (FEFX0S H,
1 Be A PINUAEE B 0 27”8 MGMT. management0 ¢ AR A FK) o

X T ZHUFESEHRE, e S HURE B AR [F) i s 11

X2 WA ERE, WA D38 1178 In 2 G2 FE4 )% 14 EtherChannel CERIATE LT A 11 IHE 48)
%24 %I EtherChannel (i I 138iE)

245> Firepower 9300 HLAE A 1) 22 A5 H b B I AR RS IR D e 1. o, G SR s
B, WINUAR B IE SRR A T Z LR, FUOR ARV A P S X LUK Il 1 .

FEFEOEDR b, W RAB AT R 82 1, W I 48 4R RN N s TR 2ok
KM, KT [H—A Firepower 9300 HLFH N 1) A BEHLRE 28 (19450, It EtherChannel JG 77 AT i 2
B0, @] 2 is R A .

XA LRIARI S A 0. RO R HLAE B 1% % A EtherChannel . 7EAZ
AL RN H S Etherchannel, 45 2% EtherChannel FITEAI(E B, 115 S [ 4R A 1HE U
PRI, 25 10 b,

P2 EFBIEIE (Logical Devices).
LI KRR (Add) > 8% (Cluster), R E LIS

Add Cluster x|
I want to: Create New Cluster ki
Device Name: clusterl
Template: Cisco: Adaptive Security Appliance i
Image Version: 9.13.0.6 v
Instance Type: Native il
QK Cancel
a) EFEFIE: (I want to:) > FZEH¥ (Create New Cluster)

b)

<)

Rtz & AR,

WAL B EOTUAR A B | A A B T G B BB ) 11 AN AE N T E 3 A T R e 44
o

TR, WEHERHBEN T ERE.
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d) EFRRRMEREA (Image Version).
e) X TIRBIZA, (ST HEA,
) Ml E (OK).

it s R - B A PRE
PERA  EFES IR

ERNE UL N SO AR O WRE T A “ARRE7 RAE D, g BN R A
VIR RE

PSRRI B b

ARG B E, T AFEZ U AE T L B4R T | S R P B IR E U T AT 8 28 B A
W o T SEBLER AT, Al DUE SN ] CLI BC AP K 2 il

L6 {rERSE (Cluster Information) Jf F, SEMLL N ERAE.
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Cisco: Adaptive Security Appliance - Bootstrap

Configuration

Cluster Information Settings

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis 1D:

Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Name:

Management Interface:

CCL Subnet IP:

DEFAULT
Address Type:

IPva

Management IP Pool:

Virtual IPv4 Address:

Network Mask:

Metwork Gateway:

a) X TZHUEER, /£
AN 20 [ SR g 1

1

1

asa_cluster

Ethernetl/4 R

Eg:x.x.0.0

IPv4 only B

10.89.5.10 © 10.89.5.22
10.89.5.25
255,255.255.192

10.89.5.1

OK Cancel

ID 1, HANLA 1D,

T8 48 NIk e AN, A4

IOY N |

7

EEHETP RSP R 204 FHME— 1D,
BRIt T B

b) R AERE, EAS 1D FECh R LA R A ID (1 R 8 )R E .
c) {EEREE4A (Cluster Key) FB, MR HlE

HeZ PR K EANT 1R 63 N ETFZ I ASCIL 47 o S8 FAE . Ik A

Wi A e AR B, AN T R A SR AR e (O R

G LR B ' SO SRS

BT UM SRR

d) wEERHARR, NZHEBSIE T IEFLLIK.

ERCRPAL N R IR AT I AR SR L v A i

LRI KSE N 1 3] 38 NEFFH ASCIL F4F R
BEET MRA 2.4.1 TR, %ﬁéﬁﬁéfﬁqﬂﬂﬁ
nJHe S PR R

G ) B, U i A4 SR AL AL R OF AN RE AT S
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¢) WHEEEQD.

e R T BRAZ e A o IO VB T LR A PR 11
f) LEPE B R 2R

BEfE R THCE ASA LB A B L. IE LR E R

< EIR P b - fCEAH IP bk, o — AR B gh B LI EEANMERE RS, VRN
DI 5 43 B (A0 2 4 b AN 4 R b b
/DA S AR W A E AR R (bt . EVERS, X T Firepower 9300, HE& HUAH 24206
FE3AMhE, BRI A A A . R R AR, WIS A SE . BT 4T
PRI A R AL TP ke CFRAE “ AERE TP Hudik” ) ARAE bbb, 1545 A1 [R]— AN R 2%
ook FAERE IP Hu bR B — AN IP Hihik. %8 0) LA T IPv4 /85 IPv6 Hidik.

* RGO ATEEHCE

S CEATES

o FEHLIP b - BEE T A B0 B IP Mk G TP bk 20 SRR I S T IR
%, (HAEET .

PB,T (R E (Settings) vl F, HATLUFERAE.

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password: sanssens

a) MBEAIEIER b /& R E R sRg R

FERE AR, UM AR R 2 rh ) B P 8BRS o AR L IRL S PR R RN AL T AN R (1
W Eo Sy Jrihl, BB KEERE AR 2 JRB K, T8 “Edir P s Bl “ R ke,
AN A 2 ) P A T (A 8 T A R A

RGANAEWIIR BB W E B KB, R T NV 51 SRR E, WAl 3 .
b) HAFHEIAE LG AR S ) Z AL .
TR E ) ASA B HE 53 P ESH T i W IR R G T, 84T FXOS VBB, e T
EER G EAN, W LUK EE,
L8 SLHAE (OK) IR B RHEAE
B9 SHRTE (Save).

WU L R 87 BT RRCAS, IR 5 R P C B P B 11 W S 8 I ) S R s 2 i B %
1125817 & (Logical Devices) Hlifit, AAFEHBIA IR . M2 B ERIL RS Bl £
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IOY N |

I, ST LAAS IR IR NLAE s 0 THURE N RAE,  JURT DUJTARE N T R RO AR A . T RESSAE L
R A ] 2 A RHORMIN” IRZS: HRE N IERARE, I 2R .

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
l(“._'.‘)ﬂnlinvs: &0 ## Gl

T Z MR, KN — DA In R
a) TEE— MG R L, b bAN B rRERRE , SHERERTE
b) EEET —HUE BB PR BEAS, RS I R s g AR i
c) EHIKIBE:. (I want to:) > JAININE EEE (Join an Exigting Cluster).
d) mi#E (OK).
o) TEEBIERIFMEBERAITHED, RN —DMHUARERICE, A5 AEHRE.
) s SRR O R A bR . SEIHE B O A, (HAR AT LR B
* #1#8 I1D - f A\ ME—IHLAE ID.
* UhS 1D - i N IEAfIF6E S ID.

« REEH - CRPBGD MM RS

M E (OK).
g) MiRTE (Save).

PURTE LR 25 8 AT RS, IR 53R e A B 11 U P A8 2 I T S 491 oK s 2 2 A st
Feo TEREMEERERUA IZ5EIR & (Logical Devices) TUIHI, AFEPIEHBAHPRE . HEEAERE
J L IR B R FORZS W N RN, T DUTAR/EN ] P BRI . vl e S AE i R 2
LRGN RES s IRV IERIRES, JF Ho I .
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System Tools Help

% Refresh | | () Add Device

87% (40 of 46) Cores Available

al Al
Status
@Dnline G -*# (5=

BN BRI ASA L E CERFICE .

NINEE %5 SERF AL 51
NS B 4 ASA ST -

\}

AR WRPOGEH TR INe AU SRS I sl 45 21 2 8 FHAERE R Firepower 9300, NI iZ AR B
SEASEIM IR

FF6 Z A

© WHORDUA SEREAE LB B K BE TP i i A A2 5 10 TP ik R BT, HREAE R LA
F AR RS SR P RCE, SRR A TR INE R DA o S SO S BT A Sh I A

* BTHURT LR DR E AR ] o S5mT LS AN N FXOS HURRCE ALt i e
o XN RAEL RS NERER B ASA N R 2 SR TUAB SRR R B B4k
R G EA I E .

UK

T IR PURE B b, SR ER & BB & iU,
SR2 gl B SRR ERE 7D o RHER I ERE
PR3 ELBCHHUA LK VU RS . R s Fon > SRRE.
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smEzEsz

| Add Cluster i) |
I want to: Join Existing Cluster b
Device Name: clusterl
1
OK Cancel

T4 EFRBE. > MANBEEH
SRS XN TREFRIR, ARG RM AR
L6 WE.
TR AEFERIEME BT, R DYURIRRERCE, AR5 AT HE.
PR sl AT ORI B EAR . SHE EOE O SIS, HEUUE S LT B
* Hl#8 ID - f A ME—IHLAH 1D,
* S ID - B IR A DD
c REEH - ORI AN FKEREZ ]

M E (OK).

TIE9 LR TF (Save).

WU L R 38R AT RRAS, IR 51 R P C P B 11 W S s I Y SR s 2 i B %
FEREANRME DA 1125818 % (Logical Devices) Wik, A BIEHBI# MIRE. AR NRBENI
WA RS B T, FTDUT AN AT RO E AR . T RES Rt R B 31« 22 At
BeRma R AR IR IEFARZS,  IF SR .

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& |Fe || &
Status
@ anline (ZC) .** el
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ASA: BLE By AIEEXFEREN
BRRESL T, FXOS HUBER HIBT A S BRI H SE G F A

o SECRB KRR - AR R B O, B S e OB Ml B BB A B)
S CLSEHLIL G . 35 2 P BOE B KAl CRBREED) o EZ MR, OB R BEE DT K
. IS RE KR

« WO 2N SR - B A SO 2 SR, T e BB, BB B
B A 3 S ASEBLIE L . TS B A T 2405 Sepials

ASA: FLEHIEIEO

UERE P RO A EAE FXOS B B AR AN L BE I RE N Ba 2 L I EEAR SR X T 2 HURESRAE, Sl
PR 225 X LUK P T 12 1

\}

AR B R EE RN PG E . IR W] LAYE ASA th S U B 24, (R O T R
Ho B IE AR L, AR EE M L. AOHEME R, S E R, 55 0,

FHIa Z Al

« X T 2R RE, EERGPATER P IHAARE . WERMAREA RGBS, RS “H
B> BRSIR” Ak, R BB TP bk R RS

o XFT BRI, UERCE AL, 1S I E R R AUE D (BVD.
o FERFES X DUK IR TE ] 1 BAT Z U SRR, o RIS AR SR e 2 R BT A S #EA T
PEIRZS . BCESR AT R B e BB T AR AL s sl RS 171

UK

T NSRRI

o ST RBG, I RKOEREE > REIRE > EORE > EOWK.

o TSR, WERERIT ARG E > ETCEE > B0
SB2 PO, RJETiRE.

RGN R dRiE R O TEHE .

PR3 TN R

* W T Etherchannel) MO i Ci@i# D - #i A7E FXOS i FH (¥ 4H[H] ID.

* BRED GRAETD
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asa: BEsriEn [

AFEFRY BN B Er AT B
SIE4 HEE MAC ORI ESE, &S G EREm .

* /£ MAC it 5e B X 35, 4 EtherChannel ¥ & T34 i) MAC Huhl. 15279 B 4% H MAC Hulik;
TSR AN . AN 15 Y 4% EtherChannel it & 4= 5 MAC Huudik,  DLBE G P8 48 1 9 4% 325 %2 m) it .
MR ETFEECE 1 MAC Hitik, 1% MAC bR 4a 28 T 29 il s 2« i RAEL E MAC Hh
HE, WG RSB R AT, B S R S ST MAC HhhEH FZE T, X AT RE S E
115 FsF 199 2% it i
LR EHRAT, R EEN R Mt =R, WSSO R A4 R MAC ik, XEEE
T E MAC Hihk. iEER, A2 tbar 2 o8 B B0 F3ll & MAC Hitik.

o 75 ASA EBEX I, ik AR AE A ID (15 8) $55E MAC Huhlh Al IP Hihik, Aok o5 A
FERE G SAETE R MAC HEHEDLZ TP Hukik O % i) o B2 8 Nl R %t
FEo Ul AR I TP Huhk 20 5 4 J5) TP M HEAT T [F]— 5 o {35 48 FH FR sl 5455 52 1 MAC Mtk
TP bk B FIEAE R & W & 105 SR P RCE H FR 2 I3 55 1D,

$£IE5 (W) 7Eik EtherChannel FELE VLAN T4 1. ARFHHAE M EH T FH L.
PE6 (B EHD SERAREZHT, TR O R S
a) E R M.
b) EEE .
o) HHCHERE MR ERETIRE I T FHwA 1IP Ml R SR AR
d) KUGEREE > ®FIRE > BEORE > BOGK, ERE A W EEsEn, R0 sdidm
45,

AR GURE 7 A DA R AE .

Qe
N

s I .

GEREAD IWRIFFER T hr 5138 Pk BEER 2 11 23 B 3 1) AT 4

EEOZMREE, MAKE RN 48 M AR AR,

HERERANFZEA, WANT 0 (WAL R 100 s Z gl

B PR KT 1Pv4 Huhil, 15 i E BRSPS B IR, SRS 4N TP Mkl FidEds . A SZ%E DHCP
I PPPoE. X T i) sliid%, n AR 31 A7 1 M HERY (255.255.255.254). fEMEIHOL R, Ao M4t
R OREE TP ikl o P TE I, N IR AL T E EtherChannel 22 G E 1P Mok,

Ci iR L E IPve bk, 15 fiddi IPv6 3BT
KPR, 1888 ok R4 4% 11 17 JE EtherChannel $% 17 & 1P Huhik.

a) ET/EHA IPv6 IEHE,
b) fE3ED IPv6 Hbdit (Interface |Pv6 Addresses) X, s5iidiiAn (Add).

REK TR niED |Pv6 Hhtk X iHHE
iR AN Fr B R ik B wh B B .

Qs
S|

YT
N N
[—]

SRS RS RS AN
S N N N OO

- e O 00 ~

Qe
N
—

N
&
~

c) {EHbb/ATEREE T BT, MR IPve Hudilb I IPve BT K. i1, 2001:DB8::BA9S:0:3210/64.
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d)y (k) AL E MR BUL-64 £2 11 1D 1E 0 ELhE, 15ES BUI - 64 EHE. 70l
~, TR EH UL AT SR - B N TR
e) MiiHAE.
L3 pihE LOR P 2O bR
LB14 SERA.

ASA: BEXE&ERBLE

U R AR E AR O B A T (BRI RO . TCP MR HIEIR . WA shPEA Al
Pt AR E S PR BE, AT DI B BT IR A

FLEE K ASA SRS
S T BAZE R T8 b 1 XRBERCR

FHIa Z |l

o X T2AE S, TR T RGP T A M S AR . RIS MR E N R B,
i 7 Configuration > > Device List % H XUt = H e 4% 1P ik R 1) System.

o AHh A AR R B FRAN 2 A AR I RECE FXOS HUAE R, sl HURE (e HIAR B i B A"
REFE ASA LHEATH I, PRI BL R AP AR X 2L 10

i

TR KGEREE > REEE > S AR RS > ASA £8#.
P2 (k) BCELLIT RS

o SRR DA PR PC B AR AR A (R B K, AT 2162 1Al BRIAE N 160 n SR I WA Fn B St
PRI AR TR B E (B 165D, IS E SR R R 5 BB RO A ] k4R
TSRO M RS o o, A A P g I b B (PAT), WU ) e 6 vl LUK i 1 B o) il 4
THRII s KL, IF HAS D AT SAL R 4 e 26 T B g 11

s S EH GARP — ASA 1] LU k% %% ARP (GARP) B, DURA{RAS e B ft Vi o £ b 1 I

BORAS: ERAE A RN S s R Y, B AR G R4 R MAC/IP Mtk f¥) GARP i i o
AN RE G B AS BEE UG R ID RO REANES X LK W 18 % E b 5 MAC R IPHuhER, BRI JE H
GARP. ¥EAT 1 F1 1000000 F22 [W][¥] GARP [H]ff. BRIAME N 290 #5.
IR AR IR 45 0 0 MAC TP Hbhk 508 G047 FH 3k iR 2 (1) MAC HuhiEF0 TP bk, SE7
BB A FH 42 5y MAC #ulik A TP ik SR A S & WA A 5 MAC Hulik A pllr), 5
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K IR 257 S SOk T

* ASA SEHERK DL AL T3 — ki 85 M1Z RO ITR 2 ETR Z 1A, ASA A G AR/ A Y
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P e BRI A . SN AE UDP it 1 4342 455 55— Bk i #% 55 ITR 2 ETR 2 0] (9
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(AT3E) AL B DAL PRI (1 R et

it 58 B ATRAE 55 SR L) o

PRI IR SRS HEE AN, RS HIR RS S

a)
b)
c)
d)
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it 58 B ATRAE I 55 SR s )
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* FRIREAS IKEv2 23151 (SPL) FRiRAH R EA A S 8 P BENUEL, JF HLAESEAS SR A i —
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oA ok R 8] VPN W] LS S 2 A SRR s AT, HAEZ S SEENT, B EH 2 Ko/ &
G, MIATE GG BEAT o XA LA 115 1 35 ORI 1 e 12 sh 2 5 5 AR 5 OB K =
SRR b, ATTEA RIS (R DU R 7 AR JCvE SCRF I 7 3
=R A
LAR ThBEFH S 2 AR s LA (1) 51— Wb fH e 2 g

* FERAF AR RNLAE LI 00— A L AR &40 (1 VPN 23 BEK 52 2 Rl s

* TE55 WU _EAR 0 1 VPN 231l ek S2 A LAR R

o T DASE AR ST AN 2 2K VPN B i)

U ARAEARRERG 8 2 i R AR LA, JF H BRI S il E e iR v e b, IS AT e Bk
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A PAE R 720 (B0 VPN AL B2 AR e il i A AR TR M LAE FE ) 29 T
SERERT, B BT SR DU PR AN & AT A il o AEIX SR (P VR SRR, B AR A I ()
EEAEZ RIS A8 55y, SRS TS, WRA KRG DNERE R LR EREL, &%
1B S AT 2516

7S PAT

LE4 A VPN # R A o] .

CMPv2
RGN 5 T A U [ 20 CMPV2 1D AE BRI P0  (H A SR 6l oo & B 8h4E4) CMPv2
WEF I AR B ] o 150 L 0 A E SR I 1K 85 (1) 1D UE PR 2 BH W) 20 & pir S R Dd o ek I
P, RO B AR RE A CMPV2 IE B AT S Uy 500, 1 ELATA] i D3 AR BEB A i Ay 8 i) B
TG

BR %k 508 VPN
Ja F 23 A 20k R VPN, BAse 2 R VPN s if B mT 9 e PE AL

N

AR A A WD VPN B R ET A A 212 b, TS M BUEsh&m, AR
b1

o 2 B
o IR AT AR RE R B F AT M RV AT

o WA E IR A0 TR VPN & .
pUk

TR KEREE > IREEE > SR RS RIE > ASA &5 .

FIR2 /£ VPN ERHRR X, HERF VPN 25K EhXblinHmx.

TIR3 EHENRD LR TEIEENE.
eV AT, & S TS AT AT FAR R AR R 5 E o RORE ORI P S 32 ) Fr iR (i 5 i, (H
ABEDRAUESZ A URG Wb R
FEIEREN U AR T, e T R S AESRAE A 55— LR 0 b o ROHF RN OR3P - 532 T
R RLAT B R S0

USRS AE AU T B REUAT e R E B e B T80, WIAE S — MU I Z 8/, F A
KRR
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EMH A SRS E VPN &iF
TS EH 70 A (ASR) REAEPTAT BRAR A B3 2 RV OB 70 A 2 VPN i il i T ITda & il M4
SUTMIZHATERT,  ASR JEFS T AT SR A K S S B S W N R A0 . R AT HOF 0 AR S AL
7.
OB R AT AAEARATIN (B384 T, NARAESR A TP A AR b R AT, JF HA BB s OIS
REEIEAT . BB A H A2 GIERUE R VPN S RE. FRUE ) VPN SRR m 2 I 2 LA AR5
LS.
LRI, B AN U, JRERE S N EIEE RIS . Bah st
TS L E AL E &0 8 LA MBS R i T AR
ABEFRE B, WJEG Y GRS i S T 4
RGN, EHSWEER A IORAERELN], AR RGONIAT . AFER SR IAT
FOF o GRS I S AT RERAE BN A, T2 5 B g S R A
MU, MfEZGrt s EaIE T2 1.

FHIa Z |l
o AR E AT RS, R ARG H &,
o SERR P L ZBAE SRR I s B RAT

i

PR EFEUSEE > ASA 5RF > ASA & RF > SREHEE > VPN SRHEE, DIEE LM M S ERRE T 1
ZARIER IRV
MR i S FOBT 7 A I S U BRI LI, X RER 2 SEI . BN ARSI AR, ARGt
RS UUNRER RS HE (AR Bor Ml R geie s 2D -

REHERIE 15 FH

CLH 3 VPN SiEEH K AN FE I T

CRIEIK, K number 42515 M orig-member-name £ 3| ELTLE M
dest-member-name

A RERE 23 05 FB 4 RO S R 1% 42 member-name AN FE IR T

C RN R, K5 number /N2 15 M orig-member-name # %) N H s 5T
dest-member-name

L number M43 15 # 2] member-name [WYEZ ek epick i g Fa ity i 8
A AN E dest-member-name (114 15 52 3l i 3 AN FEE I T

CLIE R VPN 43 PEatILI

o B EERER M 2. % E VPN G EH 4 K
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P2 AEHSK

TIR 3 UHTESEE > ASA £EBF > ASA 8 > SERHRE > VPN SRR, DIAE TR KInsgiR.
WERIE TR > A e, I HOBATIERR GG S, BRGSO, IF5E b aE .
AN, B A TR RO R LSRG . RUE RS

FX0S: flifRERfIZF
PLUR 320 A8 fnrT 1 Bk 187K A Bk B v 141 0

1/ B i) B

i, ELRE: g R, AR 2 A SRR IR . IR IR TR, SRR,
TR AEET I SERE . Rt vl AT S 28 4R

TR A WA AR SRR, ok MU LAY B AR & I A A SRR A -

o P || @) ®
Management Port Status
Ethernetl/4 @ online <K:' .¢$ s
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
CLUSTER-ROLE L none
CLUSTER-IP $127.21
MGMT-URL : https://10.89.56.35/
uuID : Bed59170-451d-11e9-8475-f22f06c32630

o FEN R A AR T AR - 148 a] DA SRR 3 CLI 28 F4ERE . %\ cluster remove unit 4 FK fiy
A M BR R B S I & AN T T e 51 SRR PR E PR FFANAR, F T R0 (1 i
WARFEAA, R AT TR G EHAR Iz A S ERACE . R AE 1 A L A e dr &
SR B A 14 A, ) e R P 4 o 4 A

A A TAREHPIRGS I, I iz o i FA 8 B 1 ] DUAE ARG . ER A0
R, TR AR B LR R FFSTOT, AT ROAS R IO ) TP k. fE
REEHOFOINEG MR EEAE A TAEERPRS (B, BBt tRey 7 A AERIRCED |
B PR LR AR

L FHAERE, 57E ASA _L#iA cluster group name, #RJ5%iA enable.

R -4 A o mee o, oot amaan (OELD ) | gy
Rp i Bseen (O wEame.

S GA S - 4 BRI (% S ARSI ST, ik R e TR AR

o SEPRTHUAT -2 BUATSTES 10 “BEMY O, Aid SHLERR.
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B ash zmanss

sk A MR

BT LA AR 7 3 A M R SR R F 14
o WHBRIB AR % 6 HUARASBISS (1) “SBE & UM, Auk Mg () . &5, EaTelipEsh
SERB R e FTAERE, T DALE R SR AR B

o MRS I BRALAS 222 e - SR IR 55 hM B 80 o, )R] IURE A5 S5 A 15 0 0y SR AR (147 1
Ko

ASA: EIRERM R

RIE £ S EPRS OUIIDN - wilk e g2k =I5 AR

B AAETE R B 5
SR REIET AR, TE TS AR, N G B,
A\

AR YASARTARNGESIRGS (AF3h07 sNs RIS P IREUG 2RO I, BT Hudle i R el A
L IR O UAGR Ao . BRI AR, 1 B R AR B, St T DUNERAE o
SMIBRIZAT R BB TR ORFFAT T, A AR TP Ttz i TP stk (R4 R A B hn 2k,
M R R P AR AR ARG (P, G 0RAF T CASHERRFIORCED |, WA BERR FUR i 2E
b AL 231 65 e T R EATATA E 2D L

FHiaZ |l
< TS, EERGEPITER P PATARE . DR AREAN RGBS, /£ “HE >
WASIER” whgT, Xk s 1Pk TR RS

UK

TR KKEHEE > REEE > SAAMMATY R > ASA &% > FkE.
P2 BUHETD AN ASA SEREIEHE,
pE W BOH LT ECEASA SRR E L ILIE, MBS A SRR B R TR 1,
A5 ASDM LRI B o AEUEIG DU, SRS, R B 6 i D7)
CLIL,

B3 M.
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misnareRyret [

MNZF| BT AR R T

L RIBEE L I PIT LT D R

\}

AR YASA R TARNGSPIRAS, FrA B DGk I L AR DT LU RO . SR
U, THEDPTR RN BRI LU ORI FTOT, AT RONERAE TP MK TP Huhik . (H R
B, W S AR A T AR AR (B, st frar T CAEAER IO ED  EEERD
R o R 20 P27 65 i T ORBEATAEATE— DI &

FHia Z |l

T 2SN, WEREPATE R T HITATRE . MR M AREANRGRCER, RIGEEE > %
B|HIRAHM, Xl BB 1P b T RS .

3%

TR KKEHEE > REEE > SR AN RME > ASA &5,
SRR 2 EFEMER B R R A R
Bl 1 i 5 | SR RCE R EE AL, P T] A8 B s Dz s sl A E R E

$E3 S NA.

EFIIMNERE

AL NATRE I T A1 A IR IR ), S R A T AR, 0
LA T-EN T NS

FHia Z |l

o BB ZBAL P2 65 i FOR F0B R ARt . AR T oCH . BIAMELLE, WIERIEAE ASDM T

AR TERAE, R HLSA ORAF B E AR INdk, R4S mT LAAE ASDM HH HCHr o HISRAE . J0TAN
Bom, KBRS, DNzl 6 U7 2 300 TSR (e — k.

T 2SN, EEREPITE R T HITATE . DR M REARGRC AR, RGEEE
> IREFIFRE R, Wk B 1P I R RS

V(RPN AN 27 SRR m N R TP I AN S 8

Firepower 4100/9300 & ASA 425 [}



B z=snsx

Firepower 4100/9300 # ASA %3¢ |

UK

WA ASDM i n), %] DUE LK ASDM 3% 42 21 ARUE 500 Je A RER Y &, /£ ASDM Hh 85357
AR

TEANRE N T B A BT A T A HAERE,  BRAEREZ N &8 0 kB e 3 o

a) RIEHEE > R&EEE > SAAMNTT BN > ASA £,

b) AN ASA EEEEIEKE.,

c) MM

P2 WARBARMH ASDM: e G T, BN B A

cluster group name

Tl

ciscoasa (config)# cluster group podl

=3 o AR

enable

TEHI BT

A

AR B SR SRR AR A LA RTARRE, SRR R I A S T IR A HIAR R W

¢l

RN B B KO RN R WA PR EURTRARL, MR IIREM S, W

SRS L TE AT LT R

FHia Z |l

T 2SN, WEREPITE R T HITARE . MR MAREAN RS AR, £ “BUE > ek
PR ks, Rl R B 1P bk T I R .

g2

HIB1 K% FE Monitoring > ASA Cluster > Cluster Summary.

WU 2 NN RH PR B A T I A A SRS A R A L RO AR R
PB3 R EOR BRI AR SR

R4 IR ASDM, SRJ5 ] 1 AEHE 1P bk FOpERL .
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EBINEREEAPTH S

SR SRR P (VT B R BN A B RO A, W PAT O N SR T B R 5% show i 4 LUK
ST S S L BRI YT R A G e GEEERE, nTRefEfrsnl AIZEE iR 4 Fa A 5
%, DIEEERGCHENNSEE R D Wal ARG B AT Hofthdr % (4 capture 1
copy) o

FIaZ Bl

FEAT AT S CH AP HAT IR IREHR TR > ®STHRE.

UK

) T A B SR R A B R R TR 44 PR 1) BN 58 A I AT 2
cluster exec [unit unit_name] command

IR

cluster exec show xlate

Eﬁﬁﬁxﬁﬂ,W%AdwaammWﬂéﬁﬁémm%u%m%ﬁ%$),&%Ammdwa

info iy 4.

Gt
S N 7]l SRS AR (M A B A2 TRTP iR S5 2, AEf il s & A A LR

i

cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

ZAPCAP U (AR A — e K EHIE TFTP IkRS-4 . HArIc 42 A3l
M i 2% 4 %K, 1140 capturel asal.pcap. capturel asa2.pcap 5. FEAZREIH, asal fl asa2
TR B AR

PL R 72 cluster exec show memory i 2 B4 s i, ks T AR N BREAN O I N A7 A R

cluster exec show memory
unit_l_l (LOCAL) :******************************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_l_3n*************************************************************

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
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Total memory: 118111600640 bytes (100%)

unit_l_Zo*************************************************************

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

ASA

14542 Firepower 4100/9300 #1.55 L B9 ASA &2

RT DU P PR R R FHE R e

IEIRERRT
ES 0 LT T IR B ER A 1) B e
o 1535 > ASA B > SERHE

VR BT A% h7s A3 O EEERE N e LU AR B s AR R B S0 mT LAFE L B SE S e
o

* SRRHTHIER
FEEBEAG IO T, 0T LU TR A4 1 ISR SR B 7 X e 7 I AR Al 4 B

IR ERSEE AR EEE €
A RAERE PRI G R, HS LN b
Wizards > Packet Capture Wizard

FCRFARRE VRN B B, nT DAFER Y s R PR e R i A DI RE, Bt Je SR AR PP (K I
AT R R g .

H
PR
H}
i
5

T2 LA B DL 2 SR T U -
* Monitoring > ASA Cluster > System Resour ces Graphs > CPU
BE A RS AT TR o P A SRR A CPU A H R 18] ik
* 54T > ASA KE > AR EIRE > AF.
LTSRS AT TR o A R AE I 03 T T A AR T A A7 1 ke
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spenng ]

R ER AR

. D

3

a

ZB UL F B UL P i
 H5¥E > ASA &8 > RERE > ER.
Wb W] T s BT AT SRR I T PRI Bl
* 5T > ASA KB > REE > BILE.
ST w] T T G s AT SRR A 5 U B A e ) P
o 8535 > ASA 5B > SRR IEIE

AR GBI E RN MESIERER G . RBIIRER Bonm)n AR AR
PSR, DO CRCE RS RS CBRATSOL T 0300 « A SIS R E R Wik R
BEA I 5 TR B () A JEE HAE

I SRR I TR
A IR BRI L, 5250 B B
W > BT > REZIRE > ERHTHIS
B T 1T DG S B B B AT 2 25 T SR e .

MR B ER
HRERB BNE R, WS LUTRESE:
o M > R > LISP-EID &

78 ASAEID 3%, X E/RT EID Ml & 1D,

U542 53 F ik 4 18] VPN
%2 B L0 T T W VPN S REIR A 1 J7 5
o Mo > ASA EEBE > ASA B > EBHEE > VPN £ HRE
TR SR AL, IRV A R 2
- I545 > VPN > VPN GitE 8 > £15

(7 g 21) b 42 S B S Ve o e AR AT 52 P SREGPE 40 15

BeESREHEFIER

A RMERICE H WX IE R, SRR b
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B o #stnsia ven s

BE>REEE>IER > RERE

SRR AR ORI R S H A&
o u{f/ﬁgﬁiimﬂéﬁﬁﬁqjﬁﬁﬁﬂ&Tﬂ

Firepower 4100/9300 # ASA %3¢ |

IR E
EPSH "Tﬂuﬁléiﬁi,ﬁ:ﬁi‘ﬁﬁﬁiﬂﬁ]&% ID ) &4 H il

/n\

7> %3Nk (8] VPN P& HERR

70 VPN @A
MIEAT A0 VPN ARTE F R A DU N R RIS DU, SR SO, 55 o J 3 P38 0
1B GR
WERAEZIMAERRES, B BUEEMA | FERF L (member-name) T vpn AU TLRECITT#EHH L .
SRR ECE B TR AL AE 73 A 2 VPN BT o
VeI (control-name) HiZikEBA (unit-name) MK/

Ko JRRGE: von BRATHAE S P HIT AL E AR

WA A 20 VPN AR R D3 b R IE A b piC B
o

B PR R SRER ven BAESCY . Tz
VFAHIE, Joik .

L AR TKEV2 BdE LA SPT Hh g s ) Bkl
ﬁiﬁil[)?ﬁi&:

e R spI
af;
KM B8 1) sPT

USRI B A 23 1

KR TREV2 SIEIA0

IKEV2 #JURIEAR (IC) AbPEAS 1%

IKEv2 PR iRl s BB (500 21k

HB 7 ) REEKSTEE R0 R B KIEE member-name
REEW R member-name W TERBNMN, (AN BRFEHITT 5D
W RAEE T KA TR $h 4 R A T Ko 2N ERE N . Ok VPN S Ko
BT EEBEILL T IERZ—:

* 4{§ F] port-channel load-balance src-dst |4portfiy4
ST KBV — D HLAE .

R, L2L VPN

i NTK ATHALEC & Laport 114 035 i
AR IR IR RN R B

SSP-Cluster/data node (cfg-cluster)# show cluster vpn-sessiondb distribution

Member 0 (unit-1-3):
Member 1 (unit-2-2):

5(2660)

Member 2 (unit-2-3):

5(2122)

[l Firepower 4100/9300 # ASA £ 2f

active: 0

active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),

active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),



| Firepower 4100/9300 i ASA %E5¢
asa 2501 [l

Member 3 (unit-2-1): active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),

5(2501)
Member 4 (unit-1-1): active: O
Member 5 (unit-1-2): active: O

T L2L IKEv2 VPN i ¥ 11 500 /5 3R H Frig 11, Rk IKE 2088 AR % 2 N7K S5HU4E
VAR A ity 1 JE T ) SR —ANBE R .

{if Ff| port-channel load-balance src-dst ip-14port K N7K G 34#y Byk ook 1P F L4 i . 4R
Ji» IKE B Rl Ak 2 Fr A B, 2E i Ak 2 A Firepower9300 HLAR -

BEUEAT SRV R PR, E R ASA ERFIPET LT BT cluster redistribute vpn-sessiondb,
¥ FEH VPN Sl E 80 K 2 55— HUAR A RE A

ASA &+

R S
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| ETire

BB

eth1/8
eth1/8

mgmt

Cluster Control Link
192.168.1.1, .2, and .3

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

eth1/8 -

mgmt

<I__ port-ch1 Spanned

>

1

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

c""--—-—.__ ,_,.>
(5 RN | port-ch5 [
Switch =) VLAN 10, VLAN 20 Trunk o
— z
3 3
= S
A—

U

|

r________/

Client

K EAR IR % A BB 5 R I VLAN X, i,

J

\|I

Server

VLAN 10 Fi-F N #M%%, i VLAN 20 A

TANEML% . B4 ASAERAT — R B AN AT e L ol b 28 0 s O o 5 F b kA BRAE R L1
FTAT i L AR T 802.1q #1234 . ASA J& VLAN 10 5 VLAN 20 2 [8] [ 55 <k % .

{5 /9 4% EtherChannel B, BT 504 55 26 7EAZ LI 73414 — A EtherChannel. WIH—& ASA 48

AT, ACHHURE£E AR B2 2 10 I i i

Il Firepower 4100/9300 &7 ASA &8¢
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Cluster Control Link

port-ch1
192.168.1.1, .2, and .3
Node 1
3N /\ _eth1/6
gl ] [ ethirz
A =N A ethl/8 \P eth2/1 -
. ]
=31 =5
o —
%lf\, 52 EJ. 08 3
S on 712 S= o b
8 AW §k5-% ., eth2i1| SBEZ g
oy Ondg | o200 o
3 1387 =888 2
hoT 8 mgmt PSS
0 = ;= =
- 58 2 om &
S O=_, B/ ethifb M
ol | o | [Z ] etz &
@/ X | [ 2V ethiss Jetho/1 | | &
V V V Y,
mgmt |
management

10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

LIPS, A — A5 4% EtherChannel R R A FAZ ML, T4 DU 53— NS 19 4% EtherChannel
HERLPIMBAHHL . W, AW LIEREA EtherChannel L @I VLAN 121

P HERuh 2 B £ EER) OTV L &

A P 2 DX DA IO 3 0 P s A ol A TRV ER R RE A R 2, B T O TV IS B A I 4 B 538 2. OTV
TWILAE DC _E#E R AP AR R EEAEH . (VUL R R P 3RA MAC bk, OTV A&t
DCI ¥ K AR . WA OTV kR A&IM MAC Hubk, "ol 57 i fdate.

OTV fc & 7R~ 151

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv
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mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
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//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

R ik = B FH EIE 0L 0TV TR =%
DRt T, A EEMER OTV (I yERs, DM BT HEHLE 4R MAC Hiht . &% S8 HARRC & .

A8 T AR E H TAE S, b ) OTV &S HeHL L7 N ASA 435 MAC HihEIER A4 H . 104k ¥ o
Fut ) OTV EE SN EIRINXLEAH . 2T AFHREIPE, R R RS 4 RE P o
ASA ] ARP % H O TIEIERZIZ2 k) , e TPEBAF AL % ARP. Hit, OTV BASHHLS
TEHHE R 2 b3l a ASA 2R MAC Hisik. 1T OTV (56 & K P % %4 R MAC Hilik, JF HARYS
OTV Wil, ‘BRSNS Iz MR R BRI, WeR 53 MRS 38 2143 )5 MAC Rk i) 5
WAL, B

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC_A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP_Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP_Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

Al KR, SRR E RS, JFMIER OTV ERYMERSF&H . IHERNA OTV LW
A MAC HilbR, MMERR 4R MAC Hilk i ES 4 H, X— bR iE.
MAC it =755

2k S W B4R MAC Mtk &4 H 2 in®) OTv i), #BFTEELS— OTV FAES N
LR R MACHE . 765 — DNl kR G, NMIGRMRIXESAH . 505 MACHIIER, LUALROTV

e R R PRI e 5 H .

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B T T e R T e L L e P LT et
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl
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* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTV ARP E7F54%
OTV JfCH ARP 4id it OTV £ L3R40 1P Hulik 1Y) ARP 2247,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

uf = (B &R B TR 151

PUR R B s SCRF IR A B2

BHuhSHEFER) MAC F0 1P Sttt 5YF5 X LUK M) 18 8 3 AR T 7 )

PUR RGBS T 2 AR, KPS ERE RO 20 AL 2 A BB AE R il L 1R R G £ 2 AT Y
R 2% 2 0] CRPEIRA) IO o SRR AR B BRI I DCT ISR . A7 TRl 4R
ARG5S P T ) P PSR S 8 I 226 4 15 X A P UL 2 B A HBAZ # L. B> EtherChannel 5B EE 1
TR B -

s VLAN i Fl S AL 51 UL (OTV) RS IEIARA L ul S (A1 g o B Zis InBH 1E42 )5y MAC
Rt pEs, B RARERE IR Il DCT RER) ) — 0 o WERTETE VT ) — ANk i B AR
A NS BRI JE A%, AR R BE R AL B Iy — il AR BT A, BT VACL kit yE 4 )=
MAC Hbtik. TRl (B AT F3 RN R 1) Nexus) , L Ziff ] ARP £ 1 bt ik B
A2 Ji) MAC Hihikf¥) ARP 204l fl. ARP R A ZREEAE ASA L Bl i MAC HuhilE RS o5 1P k. 4
A E vh 5 MAC Hisik, 1525 ARP R .

EETEA S T I 5 R 0 O o BT AT SRR T A L2 1 2 R B MAC AU TRl i A2 1%&%&%&@
5 FH >k B> DC A RER 3 5 7 ) MAC Hihik o BLIHBETT B 1138 Beh L PG AN AN [R) 3 11 g A
IRENAH R4S 5 MAC Hbudik, §50 MAC Hihk#25); M5, AN ERENE, A MAC Hibik .

FEM IR
o WERREAIE I BT A H 1 e A 08 ot i3 MAC ik, JFAESE h b AT A Ak .

o JE BRI ITA N VB A 4 )5 MAC ik ik, DRI AT LA P AN 3l s AR AT 1 R0
OTV 3 s & it b0 A R R AR i £
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BRUARBEEsAEaisnense |

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

5 X LAK W) 8858 2 PR AR 2 R b ik = (8] SR B 7 151

PUR RGBS T 2 ANMREERO, X PIANERRE O 0 A2 2 AN B AE AR B itk i % 2 i) (R
A (A bt . Bl 0t AR I I B 0 DCT M F . A7 TN = (R A 1 03 A8 HH 1 o) 7
PRI A0S (10 255 DX AR W L 12 B A AT b Lo B4 EtherChannel BBEEAE K I AT HLAR -

A7 FAFN A O TR PSR A B H #3448 OSPF (Rl i W ASA) o 5 MAC HihEAR[H, i
H1#% TP Mk 78 T i b8 LA e — 1. B 58 DCTHh TR m IR el K i R R 7E A 5L
oo, BRARSS ek A BRI SR B A P T . T ASA R F S BRI b A A T
BN U R — PR ZL A REAE B Rl I e o SR T — ANl e PR S 1l A 0 A b
WK NEE G I 2 I DCT AL T I3 — Nl s AR L

RLTABEAN 0 AR AT 3L SIE it P 0,45 -

* 3l fiE] VSS. vPC. StackWise B{ StackWise Virtual - fELIE 5t T, — & AP 2 BE 76 E0 4 o0
1, 58X WNLIEAERI R0 20 — AT AL TR Ao IR SR R S - B A
AL, TR EE L DCL &4, LB T, EERZ S RFES NS oA
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B =xocmims sme s s e

Hbo 2R DCI R LAARPEFAMA R, Bt a] DU SR RN ROl I DCUER 2P S AZ L. 7E
SEREOUT, VA 0, R DCT A Zi AR H i AR E «

o MRS S A VSS. vPC. StackWise X StackWise Virtual - 24 T #4453 5 = AS HH LT 4%
AeJ1, R DATERRAN Sl 222 E 2 NP TUAR A ML . FERLIEOL T, SRR AR —A
5 DX LUK W 30 4 s o 1 AL DO B & A AL, R bl 2 LA R B A
HIAZ ML, (HESIX DKl TE AT FRE “r " o BN ARHIURAT WAL R G HS 20k 55 X LUK
P JE TE AL 0 55 A A EtherChannel.

2 A
( Internet )
- i

—

. ““—Higher cost route Spanned o PO & .
S EtherChannel s L

r Oulside——)

|
f/ﬁode 3

Data Center :
Interconnect >

\ .
. |cluster w
|-' Control ||'
\=—_Inside _ ' \

e // Spanned e

"ﬁ\ P EtherChannel e
g Higher cost route Higher cost route
Router Router
Data Center 1 Data Center 2

B X AKX MidiE E AR R A il m B R 2 R )

LUR RGBSR T 2 ANRRFRD, S PIANEERE B 20 AE T 2 AN BB AR Rl b 18 I S o s AT
AN Z% O P 28 R 2R R 2 ) 2 i) CARPEFIAN) OBl vt o SREARR S B by B4 i e i
1 DCIHERE e B3l L A ERAE RS D3 A T 7 PRy 968 7 A0 1 Y 0 2 R RSB0 2 94 2% (1) 125 X A I T
BB A AT, B EtherChannel 25 R HE 1) T A7 HLAH «

RS A SE B 24 F FHRP (5201 HSRP) 76 RF/ i i _EARAIAH 5] 1 H bk B2 420 MAC A1 TP $h
hbo Bk MAC Hibik ZAMESN, B 0 A5 R I DG 28 52 B MAC HhuhilE A 21 ASA MAC Hiuhik:
Fo WIRBAXLLH, M35 1 IS T3 55 2 M SGIEAE I, R REl ASA I
TR N EE Bk 55 2, I P EGH IR 8. Zds VLAN i S5 L (OTV) 3R IER
VL T2 Y R SIS I e 3%, BHLIE & AR 0 SC h 2% IO ol DCT RIS Iy — 3. W
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Ao

£
( Iinternet )
——

\_,_‘_, Gateway Router:
Virtual MACs and IPs
(FHRP)

Gateway Router:
- Virtual MACs and IPs
i (FHRP)

Spanned EtherChannel DB NW_

Spanned EtherChannel

B e

o] o] )

Cluster
Control

Spanned EtherChannel e

Spanned EtherChannel

Data Center
Interconnect

b=

—
|

g e r
switch APPNW " peeeeee TT— AP o

o o o)

Data Center 1 Data Center 2

ERS%E

ASFR IS ELATAT AR A I B VR0 5 B

ASA TREFISR BT

187> ASA THEEANSE ASA BERESCHE, Aoy TIRE DALY i 132 5085 o HAR DI fE T fEXS Ui fo 1
TAAE I RLE 1V R

R T RIThRE

LU N D REAE o IR BER IR O FICVERCE, ARG & s idh 44
o MEHE TLS ACBESEHLNSE A5 Dh g
* ARV VPN (SSL VPN #l IPsec VPN)
o MEFLREIE L (VTI)
* IS-IS #

- BUF R 7
* CTIQBE
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| T

* H323. H225 fll RAS
* [Psec Fi%5

* MGCP

* MMP

* RTSP

* SCCP (J&% J 3 )

* WAAS

* WCCP

o fE T MR JE RS

* AR

* DHCP %/ i M55 #s AREE. SR DHCP 4k,
* VPN 11353 i

. bR

o BEK B FIB

* RBGEHRI (DCD)

* FIPS A5

SRS LThee
DL F S A (il 2 AR, BRI R .

)

AR AR DI REI VR IS T R SRR TR B e A BRI
WERAG I AR DI RE, U2 50K S vh Zh e XU BRI 0 B AP U e, SRS PRI R U
N IIRE: URAEIENE L, %R SR R A& [ R R
X DIRENT 5, DR Y R AW, T T A SRR T T, Sl AR T R P i
fERVBUE S

LT W A
* DCERPC
* ESMTP
* IM

* NetBIOS
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* PPTP
* RADIUS
* RSH

* SNMP

* SQLNET
* SUNRPC
* TFTP

* XDMCP
o AR T A

W 2% 5 ) 1) 5 0 B UE AN PR . T MR 23 H
it e 1 55

vk 5 5] VPN

EEFARBRT, (S EREH ST VPN &8, X2 VPN =R BR AR . 3l 25 )
VPN 0] LB AR 40 A X VPN B, A S2S IKEv2 VPN &8 A e 71T /2 [0

* IGMP 21 FE 0P [ PSR AR B CEOe VTR S o3 AT T AR A )
* PIM 2 F42 -1 i s (R AR B ARG~ T e A o A T2 AN S )
* B

R R E| S &1L FRIThRE
KT K B G ASA 5 AT {46 AMIERY S 45 4.

* QoS-QoS HME Kt TR E L Hhld PP AR 2D o (HAZ, AR AR i LS AT,
i, G Ao A B, DR HHARE E ASA PRI R IV FH A R U TR S RARE 25 0 U F 5
. AR 3 A R AR AT IRAE T, RF O UK S b EAR R T SR AR K 3

it

o UMM - UMM AE 2 R BN AR i, HEA G B SRR AR e . Bl
FHRI B, TR R AR P AT BT, i RUCAE BT
ESIE AT RESE ity ol /eI (8

© BRI - 2 SR (R B R AS I R DUAE RS R R AT

* LISP it - UDP ¥y 1 4342 L) LISP yit & p RN s B TR 2, (WA A e S 1)
28 BN AR INBIAEREIL Y EID R, (HJE LISP i B A G A S HAERRREILE,
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B s rmsiiam ana e

AT M 4&i71e) 8 AAA & Rf

T 5] (0 AAA th =B 4L SRRAE. RBCRNCIK. SRR BB A4 rh DhREAE LR R
P A S, H A SR SR RIS Y e A RIEAS IR AR AL B T SO
AR R, DAGRSEAN R W AT 2 ik (R 7 A A SR o 3 s ni R A2 e,
B B0 UE PR 225 PR AN 260 0 R I K R B

CIRAE 73 B D REAEBRAE P St o IR SR SE 1, RIAE U i G IK I, A R
A PRI S IR T LR A 0 B IE ] AAA TIRSS35 .

EZgE
T SRR AR REVG F RS2 (T2 B E (Configuration)> B AIE (Firewall)> BR 55 5 B (Service
Policy) UL o RN AR ARIE T FE M EAG T AR T S0 as (. I TReR % e, EHER
CL T D 2 PRI T BB AN 2 A 42 PR 5O St o RN YT SSLEAT AR 4 5 I D2 RT e v 7 B A A SR
Rl N IR BB . AN, RSB AR TR, 25 JE K B s 1) 1 5T o
FTP & B¥
o WIS FTP 0040 10 i AN 00 3t th AN [R) (W SR R ot T AT, U 30 10 P AT 2 0 2 R I B
BT S R A6 B A T P A T SR s R N L. (E,  an REDR I IR S T A A I ER
LEEHRE, WASHREFR/FRELR; HHTRES BN AT .
 GRGCK AAA BT FTP Ujin), DU 30 28 i 4 e 4 i A e
ICMP 12 &

ICMP I ICMP 45 1 £ Al ol S BE A B T2 75 5 H ICMP/ICMP 4548 25 . ANJH H ICMP £ 2
i, ICMP &R, HHA RS2 JoH ICMP K A i, ICMP AR A XA, I H 5 17 2%/
FARTSCRF o BEAS A (1) ICMP J I — AN AN [ 2 A TE T 5 I 2 e R A A AL B 5 1) 28558 ICMP
5] . 2 e L R AR RT3, AN AN i AR Rl 45 7 e 4

AIEFNERE
TERE T R ER G S 2 T, P 870 2 A BT A AL 4 S o R B . e 2 I,
5 BRI LA O AR

NAT FO&E 2

NAT T 82 SR RER S A B . NS il NAT B 4 ] ol A 26 BEERE R ANIE] () ASA, R4
BWIHTHA LI T TP SRR 1, NAT £ S 8Os A H 550 0 B AN E (1) 1P bk Ai/alis . 24
R A28 AR NAT Jr 3 & 1) ASARY, Sl R IR R BT, FEUER SR
FEAERNERUE. THEE, SO SISO I FTE & W i, ) NAT BT & ] e
R 22 A R SRS, 7 45 T 0 $5d 0 B s i

USRS ARAESERE P Al NAT, 5% RE LU RN

* PAT K I - 152 B D Re it AT AE
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nat izt ]

o BEENUBORGUE BB A AR, T AN ] TR Rl DI, fERE RN

TEPRBIECE N 1S 3 AN IR, WRAE4E 3 AN s bl ok B EALK R sk
AT, WA LA 3 Mim Db, FAT S 14

* FESRATRE EN LR KSR BRI, 53Ot 88 01 s B A s VSR ANT BRI
o R BEAT RN PAT MBS O PAT St 48 i 1P MuhEE D, 2 S EHER A3

ISP AT A i R e A5 T8 A3 07 SR PRV 4 T 26 3 B R I AT R I Al I DR BC Dh RE TR AT
e MG INE PAT it i, FUAC LT ARSI Y 2 18] 7 it R AT 07 35 1 (1 S
fhIE

© FESERET AT, AREEA SRR R SRR P BRI B& G, BiK

INA SR R D N BN B, BRAT T DN B AT H 2 IO U 37 R K e A
WAHSR T A e e SR 0m s mT USE ESCHR R/ I 00T B el e 2y e R o

* XFENAS PAT fili il NAT jt bl 201 - BC & PAT yibie, SERER AR 44 1P HuhikRi 43 Ay b 1 Be
BRINIEDL R, AEANERER S 512 Aot 1, (E SR s R e u), e B i . X bR
EREH &AL [R5 43, DRIREN T R — AN B AN HOR Y. PAT i [R5 TP b
Hho Rk, fE—ANEHER) PAT dirp vl DU DA — > 1P Hidik, R0 8 DISCREE U PAT
FEFEEE T o S IV HO 2 PR G LA 1024-65535, [ AR TE PAT Jth NAT #0000 r g 2 4% 2 2
DL A B 1) 11 1-1023

.

FEZ AN FE R AFH PAT - EEE 2 40 AR [H]— PAT b, DA 2004 R AR I (42 11 i

o WIAEPTAT U AT E 32 11, BEEAE AT A “ AR 0. ANBEAERIN iR
SRR E R DM AR 30, A NRGEA] RETCRR R M S B (R A sl 2 T LA
KRS FL AL HIME— 1) PAT e fi nT 5E (77 %

3

AL ) - SR SR PAT Y4241
JA7 i PAT - SEBEAS S5 T PAT.
B AT R85 NAT S5 - Pl s P ST BV 1 2 01 07 9

ZAS NAT FEEHIF HAEHATER DI, eReii sk N  stfed  Bo 9 ST it

1L xlate - SEHPTA # LI xlate 23RN H AN S0 DRI, 20 PRI )] e 2 a2 PR R I

. RNV 2E & T HCE AR (refent 7 0) , WIFE7R xlate A .

Tp 43 PAT DIRE - BF<x 1l PAT ZIRETFARSEREL I ThRE, (H'ERESE = PAT IOl g etk 1 Hoxf

SR, 'EARVFREANEERNT SO PAT BT & ML T, 22405 PAT EE U 220
R BRI ASOF eI AT . BOAEOUR, BT TCP i A UDP DNS s ¥ 4%
Wi PAT $e4fie, il ICMP R1T A7 At UDP S 6] 2 218 . & nT B4 TCP A1 UDP it B AR 15
NAT U LR X S BRI B2, (HE, EANEEN ICMP Bl S BES1G PAT. XTI £ &1 PAT
v (fn H.323. SIP 8% Skinny) , &0 DAZEHSCHE TCP i (1) RE23 16 PAT (GX£% H.323
1 SIP [#) UDP % S BAH 2 4518) o A RBES1l PAT IVEAE R, ES P KBS SRR .

o XFRA R A AL ] & PAT:

* FTP

* PPTP
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* RSH

* SQLNET
* TFTP

+ XDMCP

* SIP
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o ISR OKE NAT B GERE—J54%) » WINAE A #4¢ CLI 11 asp rule-engine
transactional-commit nat iy 2 i FH S HEASHAL . A0, 5 AT BE TGRSR RE .

E7S IR FNERET

SCTP Fn&#f

e thRERE QAL ARG BISAT, i e b P A PR GRS ST B R B o W SR h A BiA

Bl ik, e HE ) B B .
1: Bh7SER

Router A

Only control unit uses OSPF LA;
with neighboring routers. : —_ EtherChannel

L

Data units are invisible. Load Balancing
Y Y

Cluster Units

Router B

FERCHR B 4 B 22 ST BR R, R LA SN L e A e

OSPF LSA HUfl FEAN S NP IV 46 [A) 20 BB W46 o G )4 T bl B 4%, AR I b 2K A6 00 5]
BEE: VIEEAEB K. OSPF R Pk — 1P il /E N LK o ID. 18 A DA Be— NS
HHas 1D, RUERERIXFEM, (HIX ] LU ORI AN EERE R A (% i 4% ID — 3. 152 % OSPF L]

Wi A hfig, il ok b I i)

SCTP SCI AT IAEAEAT Y LA (T8, B2 I0ER MBI T [R5 L.
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sip itz [l

SIP & FREE RS
PR T DAEAEAT 4 0 LU (i Bt BT AR L T4 L
R HF TLS AR .

SNMP fR& 8%
SNMP CRLZ A 1P HUhEAE W R — D ASA. BTGk MAETREI & T K -

TR AR 2 A8 A My b B T JE AR 1P Mk EAT SNMP #81).  anil SNMP AR HES 1y A4 1P ik,
U 224 326 245 BT AR TR A, ORE B IS A AR AR TR R

A SNMPV3 EATARAEI, A RIEAEWTIR AR TR O R IO AR A 1T R, W SNMPV3 I AR R
RPN e B RS Y B HDE A I e ITCL s 7 =R L BGE B 1 b
il

STUN Ffaf&5f

P B B FAE R S STUN A 2, UM FLW ). (HE, TS 2 AR T 345 ID R .
BT E] STUN K5 A AE s, I HL59 —AN 19 55 21 STUN MR, WIJiZ% STUN i W24 4 25

Fro

Z% HES NetFlow FRgEE:

* RGHE - EREA RN RSB A ARG H MR G U E H e, R
RAEZRGEH G B Rk 7 B A AR R BN R (B8 46 1D BT, SRR (1 i A1 i e B4
A TN E . WK H ARl B A EHLAA A B 1D, WA s AL &R 4 H
BB E LR A1 mle AN H &S Bl B A G 5 | R e B 45 ATy
MATME DB 1D, R HEN BB Bk BAF Y .

* NetFlow - SR HREN T S #4425k H S 1 NetFlow £l . NetFlow IFERS HEER 44 ASA
4 B ) NetFlow 5 H 2%,

B R TrustSec FNEEEF
A R ) 2 bl (SGT) R R AR5, 801 sk SGT B BB 7 i, s 35 fin LA
FR 5 22 4= Hamg 5 SGT A H DE L vk 5
Secure Firewall eXtensible #£{E %4t (FX0S) #1458 £ B9 VPN Fa&E 8%
ASA FXOS SR RFul fila] VPN BN B HEF e —, B B
« b0 VPN B, BRI, R U, A SRR 5 £ 7 VPN 4.

VPN ZhEe (L SRS &, HANRERIH SERER s HPETh AR . WU Il s a4 R A s, BTl
PIA K VPN EZACE W, @il VPN &R PR B 2 R4 . e Rm sl s,
SRR, VPN EEH .
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B nossznx

K VPN BRIEER 25 LIk, 3RS AR BIFEHI B . 15 VPN AR SCK 3 PIATIE A4
BRI RIP A BE

o AT VPN B, 7RSSR, 3 5 E] IPsec IKEv2 VPN &K ASA 4ERER 3040, M
ALY R, ARG (8104 VPN 4 v SEEL 78 0 A AR RE ) A s AL Ak i, 8% VPN
YFERIEY 24 A VPN ZhigZ 4h.

\}

ER AP VPN R SRR S IKEv] Al s IKEv2.
A VPN AR St 7] IKEv2.
{XAE Firepower 9300 |37 #5432 VPN I
S Mo A AR I A SRR ARV 1) VPN,

il Ab b M
[ REIRE R L
$ 2 B AL MEREIN,  FE T LUS BBl 80% s KAL & A ik B IO ARTE SR TE RE

PLTCP L& A6, & 3 4 SM-40 #5L[¥] Firepower 9300 7E HBIZ AT I KL AT AL FE 135 Gbps (15K
BRBy KBS R . 2 UG P KA J R T2 270 Gbps (2 MLAT x 135 Gbps) 111 80%: 216 Gbps.

s it
TSI S R 7, 1 T
L SETEAREN, MR SN 3 BT AR
2. BRSSO T AL B MBS s BB A R TR
3. WIRICBEA(E 45 TR AUCEL ) — N RA R IRSC A B ORI 2RI 7

\}

ELENPE A= SIREIR I Wi SRR S S e e IR IRE VGt )

4. WERATERE G MARA LR SR, EAS Qs BOEHIB, DA RIS IR & RN
el s, BRAFEE NN, e 2 $eRT i 42 e %

5. fE “R” Wpstrh, iR ERI OO, R Rm iUt ook ke m i, b
JCIMR A g s ot

)

AR T LU B R O Bt . AR IDREIN S, A R SR S v, BT A
KW IT, TS AR T R P e 2 L FEPTE ST Ik
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emmsTat ]

SRS A AN

FE R FHAE T

SRR LA B A 1 IABA AR IFAE B % 2 R R ERAR RSO dmral Ik

IIk*';‘z'
miT

MU Y R 2 A IR I P U AT 3 AR A . Firepower 4100/9300 HLAH 5 Bl 5| 424 & 1K & ASA
MR (BEFD) o % ASAC H ) H 5 Firepower 4100/9300 HLARE # 5 i 514 5 3 75, Y
ASALA RS H G B IF B T 8.

4 Firepower 4100/9300 HLAH & B 51 2845 45 Fb a4l oik 5 N R Pl s, W FB g ASA.
B ASATIL S MG 3m A, WS A5 NEREH M.

WEIBITIR SR

HE O st

& I A i

A 15 A% T AL A2 TV B o W1 0% W keepalive keepalive CoBb A 0 o L2 705 A0 v 10 5 )
RIS HHT PR PR A MK 15 BT AT keepaliveheartbeat $4 40 s ICABAIH £, D425 2525 AR R o
IR AZ A 5 o W SRR Y ORI S RSB B, IR R I B (K 0 A

T IR R DRT DAy D) 6 W T AN A2 DT DA 4 S o il e T T v T I SR R R AT T ), SRR T RE Sy
HEN RN Yy, Hr b E I EE  SORRE R B ORI A i, WK th A BN A
B2 AR A, DU T B SR TR Rk AT M S A7 B2 B 1 e TR, 200 55
WEIEPE B I SOFE R A CERE. TEER, XM OUT, BRI E AT RE S R KR
SR HIBERS o, R Ze s mr s 1 AR R A T s . A OCPEANE E, ES R %
L, 62 1L,

BN TER A IR A R I A R DU BE IR, IR T R A RS T . 6T 2 AL 4R
B, BS54 EtherChannel fif AR TFRE K SR A4 P (c(LACP). B MHLAA A I i BOIRZS AT cLACP
PSR, DA 2 ¥ 11 7E EtherChannel H& 5540 TV SIRAS, FEAEE: D OCHIRM%N ASAN . 24
Ja FHEATIRGUEERY, BOARE L M IR E Y O (95 EtherChannel # K /7 EtherChannel)
AT I FE AL T IF R IRS I 28 0. #lan, R F5 EtherChannel FF T 1% 04 i VAR BB sy, A4
SR IR 45 2 (1) EtherChannel CHUBR T8 (1) B fiKom L HRAR A ED) o v DAL Rk Hu AR A0 B4~ 2
AR

U RS2 WA R VR R 1Y i BRI, (AR R A TEAIRAS, W2 ROk NS AE P
ASATEZ RN [a] Ja WA IR R T2 e e J I S IEAE ISR BE 26 . ASA FET
RMANSRRE A K1 d5A) 90 PR SR 1o AELEIIIAL AR IR E AN & S 2 ASAMERIE B . X
TREE KL, 19 RUREAE 500 Z A5 IER -
T ZHAEGERE, W AR ISR — EtherChannel, W4 I PIRGL IR BT 95 72, LA
TR IEAT I TR AERE LR B REAT S 2

73
T

LEE O b2 B RER S 15 B P i, 49141 Radware DefensePro M, ASAFZAS T M H AL T8
TIRAS, UREAEERY . DEWNNHELATIBITRE, w& A4S mANER. MAERE, #&
B 3 FOER IR —RIEM RN s AR . B MR S R, Wi R R RS TR .

Firepower 4100/9300 & ASA 425 [}



B sssmrnns

& WRE R RIS

Firepower 4100/9300 # ASA %3¢ |

AP Y U AR, A% R IR O R B ALY s R AR BRI
QI REDNINE SPiie aliillsi s S Ae

USRI RO AN, AR P U7 /N ) 1R 0 — NSRRI O K F A 42 5 A
ASARE H B 2R FB AR, FARKH Tl

\}

iR

EMAER

2 ASA AN BPRZS HICHE A s BH MG, Py Bl i oG H], DUs BEL AT ol Bl
FOEANNCHUE o B PR LR OREFFTOT, AT O SRR TP vt 1) TP Mtk o (R, WRAEE R
IR S AETERE PR AL T AREBPIRAS 7 B FOR AR o b 200 32 1 65 g 1 DR EAT AEAT]
P IE

AT R IR 205 e A BEEHT I AN SR R T FCA M Ak 1) s A«

o SRR R B AE S NN I R Dt - AR D P BB B A AE T DS, Rl 0 F0RT IR 2

AT EB A LR .

o DINERRE)S LA i ) SR A2 TV BE % - ASA TCRRIUIMLEE 5 7081 BBl E B A . BeAT 4 e v)

P E 1 o

o HPLM B e 1 - ASA Z2R7E 5 BT ARG AE 10 BN d5 )5 7E 20 BRI F T I o

U 20 73 BRJEUIINANRIG, ASA KEEEFIARAE . Mtk Bcdladie iR 2 Jm A 20 RT3l i 4k
o BEAT A R RCE K o

© B SR - W R IR B A 1B AT IR DU 28 R I SRR A R ) e B I N B A R

TR st Ao g, i PSR e SR B A S AR TR Bl JE EOBT ISR, I AR
BEBR TR RIS e ot 5 M E B A LR

o BURA N b A 00 £ W - > ASA RN B BHUR N T IZATIROUIR S I, ASA 2337 B i EDFT I A S

FE. B, BT LLKS ASA TCE A ] AL B Py F A AR (R O SR I BEE. (IR0 .

o BRI A AR - R D Bk A BT A I, ASA S EUBT INANAETE
© WEBETLR - WERIRE G dG . NI RDEEIN WAPIRSA 8055, deaefs 2 BN g a) s B 2

BOMANLERE: 5 080, 10 2080, ARG 20 70 Ble BRAT 2 rTRCE M.

B RIS E

REMERASRA D AT DI HE MBS A FIAE . S EAE R BRI A AR %
M2 A7 fif TCP/UDP IR B, A R A S ] LATE S e B B K P o & I 2
=

A LR 2 TCP 5 UDP 2 UL ERPIRAE B S0 TR T SR sl SCRpLR IR AT

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

R 2EERPERINEE

ik KX &i

IBAT IR IR & PRER RGBT I TA] o

ARP % iz

MAC Hihl- & iz

P Bl s fHE AAA B (vauth) .

IPv6 A% Jim ks 14 iz —

BN E H & —

SNMP 75|% ID &

1% FH T Firepower 4100/9300(1) 73 | & F RS FH S, JREIE A&
A0 VPN Gl 7)) e

SR EIEEENAR

HERETT DA BB B ARAE ) 22 A e BERR AN (O URGE T AR IR AT PR T PR DL AR B R
Ji 3

EEAE
8 2 B M ST A

o P - RO B CE R I R A UTEY TCP RSP B R . — ISR
AN WERIBG T E AR, Y RS R RN, 3 g X
TR IERERT T .

WP - AR DT F 0 TCP/UDP ARASE BRI 0, DUSEAE HH I A Iy m] UG 4% Hiuke
TR BRI & . ARSI, ST E ARG ER. MR B L T AR AR
& WIZIEZBMCEAR IS ATl ORIE GBI e ) AR & AT & PRI G AR 2
R, LMERC BT % o

REFEG R3O SPTEARR A&, FRGRTDOE ST . DRI & Lk
F O s, eSS T4

X Firepower 9300 b fI7E—/ MU P45 205 3 MEREY GRS, WRSHITa & S
AL B E, DR A S — LR Ak 85— N R 26 F BT AT 2 SR ORI B S 52 B AR e )
AR

U AR ol R AR R T 3 s, WA ST A Mt A A e R .
A IRLESTES B ST F -l m GET R ID) A s H o AR Ay URE TRk £
RS AM G AR DT 5 Pra & A & I & KOS BIRAEE B

Firepower 4100/9300 & ASA 425 [}



B zzee

Firepower 4100/9300 # ASA %3¢ |

SRR I AR, JF AP B S AL T b nd, PR I G) —uli gk H— Ak
(R385 HI A7 8 A ORI It i G 32 ol U (R 5 R0 o BILAE 48 A7 Rl U A A B ), DR Ui 7
SR DURS (]I ELATHLRS 2 00 Rt s 4 1

o RIS - AEBER H A A I EITAT B RN R M Rl AP WEDINER, SRR H K 1P

Huhb R D EIME (5% ICMP BUAIVEAIE R, WS IR0 ®FEFmEE, KRG Sk
AT RORIEINZ B R . WER B C RA R T & AN AT AR A, %35 A St i
WA SR T, DB REERa. —NEREIA DS gs. W1 S 2% & A i,
BT S BN S 1 2.
HES S SEEANZRE VS, SRl l24liras (B0 « R &L
HOA/E N S8, kR — Nl & H T & .
T SR A ol s R AR L S g A AL, M SR, A SRR S, i
HERAEFES AN TR S GETUE A ID) A S 10 8% . 455 0 2% 0] LU TR
U, BRI A S B R A WUR SR R AR, A S ) B A
FIEPEH SR T .
ICMP/ICMPv6 B TEA (S -

o XFF Echo #t#540, VI k ICMP #riR4F, H K 124 0.

o X T Reply £ea40, V5um 4 0, H K 2 ICMP ARiRFT

o AR, P AT R 0 0.

o B - PR AR BRI e WERE AR R AR T ME R R e, T2 1

WA BT A, SR R TSR % 42 AT A S At B g S R A T B R i . T Al
ATDLE R R . WA S 2 A Ak, R R AR 2 AL T 2R A . A SR HE T ) A8 R
SANFTA #, B, AR SRR BT AT A s BB R L, e R E AN A
WA RS 2. WEVERE, WIRFE K E WS SYN-ACK ¥ 1, & LLAEEE L SYN Cookie H
PR, FIEHE R S a.  (WRAAH TCPFAIRNLL, WAZAEH SYN Cookies
DA R PE A . D X T DNS Al ICMP S5 82 AW A (R B, B R AN Ay, A B
BRI RIER T8, RIGHILRERIE S, —MNER T LA ZA KRR KRR RO
SO 7R AT DB AT R ds, kAR R T e G AR R T AT I, AN SE IR e
HESIES N

\}

ER ANEUELEAE HAEREAR I TCP RSB . T SYN/ACK %t n) fig

SWEF, DIDHREDL R AT RETCILE L A8 TCP 21k,

© BT - T BUR B, B B AR A 2 BO TP ik H ) TP Ml AN

BID MRS IRAE 73 BT AT o WRJA . Frf P Bl SR R B B e A 2 BUITAT 3 o Bon)
RESIMT I B AR ARIE Y 1, O RAT S — AN 70 Betl S AS ML s B i i wh AT 1 5 o4
Fofth )y BOA B P LAY H (R 1, AT BESS IO Ao JEARARAE Y o 1 BT AT i I T2 4
P, DUERRGEYR/ H b TP kA 11 RS DRAE T & WIAGLPNES, WA BT & H5E
MEGER A WARSEIAT R, WA BUIA R I B R an SR el e ik 3R 0L
T RJa, ERITAHE R EL T B

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 7 ASA £ 2¢

mzzran ]

ERAL ] v L R e (PAT) I, PAT SR (RRx TR B 201l 23 XU RAE A UK 1R B 4
(¥ e A 7 R R

B[R4 1E PAT - BT 02 FRURCEE 32 v O] G B0 AL 49 A
ERIAEGLS, TCP F1 DNS UDP 3 53448 [T 4525 1% PAT.

25l PAT - i B MR LR i WSR2 40T PAT SR 4] s 9 e lie,  JEedls 1
WG IR R AT
BRAEWL R, UDP (DNS UDP [44h) A1 ICMP Wit ffi ] £ 251 PAT, A Hix Se g i 2 1 5 361
AT

AT LU 0 TCP il UDP 145 £ PAT ERINBEE,  DAEHLAR G B 400 2 2 2o AL B S L1
K. X ICMP, WORAETEHCNAIE &1 PAT. 45 %AG40 1% PAT ITEANGT KL, 200 K i
IR

R E
SIS B RS i ) R A, SRR A7 6 el YT . R B T T
SO BN AT, RS 0 2 A SR B A B R BT AT 10 A TR ) SR R
A, T ) [ JSUAH A

TCP B9z 77w 1
L PRI % T T B 7

e o
1. SYN 1. SYN
SYN/AC
Server
N A
’ =}
Inside Outside /
|
Director A——
Client
After step 4, all 2. SYN/ACK
remaining packets
are forwarded /4
directly to the owner. Forwarder 2
\ J ]
Cluster

1. SYN M \& ik th, BALikE]— & ASA GETHEINMTD BRI & .
P QI — N, R B 00504 SYN Cookie, SR 5 Hdl (e i 21 I 55 4% o

Firepower 4100/9300 & ASA %3¢ [}



Firepower 4100/9300 # ASA %3¢ |

- I

SYN-ACK HHE MRS 5 i, AL R — S AFI ASA GETHBIMT77E) - bk ASAR
R

HI T R s AL T, B E RS SYN Cookie T ITAT 15 &, AR5 QI R AL
AW R, FHF SYN-ACK Hdli i & 2T+ .

P RORS TR AR )T a8, AR R SYN-ACK Hudfs (L5 & 2% i o

Tl EHECR AT RS LR, QR TR, JFCR TCPIRASF B LA # .
S I R 8 R A T T

3% B e A AT 5 S i e R B T 4
WA AL BT I i, BRI 3 A AT A TN
UL IR AR AT IR S B AR & 3 BUTTAT 4 17 3 7 2 AL RS BT o

ICMP #0 UDP BY#3RE i < 151
PLR B Wos 1O T,

1.

2.

[& 2: ICMP #n UDP 13737

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP

Packet Server

Outside -|

5. 2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder

4

Cluster

/> UDP Hfla B o e iy, iA%id 2] ASA G TR .
WL 3 55— B 0 )T e AR U A TP A S 11 PR BRI 4 ) 5 1) 8719 A

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

At |

3. RIAEARIBUAUR, BUEE T R SGOFE B R AR PR e BAIEUL, R8s O IR
T AT

A BGRR[0 0 as AR TR, AR5 R G A B 55 %
5. B> UDP Bli WM IS5 & &t FRgeAtIt B A4S -

6. g A AW A AUE B 6T DNS SERFSIN IR AL, R E AR, S
MR S A2 B 2 4%, AR e AR BT

7. Rl R AR M AU .
8. H AR AR DAL R H AR, IR SR W R T
0. AT K Bt e A 2 ) O o

FEESRESCINHN TCP EHe By

G SR B 9 o 2 0 S P A B e T R AT AN A, AT AT (R R P, KRR
MBI e Y RO 2R 0T TCP I H € 1) B AR Y mie BUA TR AL 2 IR .

1T i DO TR G R ACEAT HO-P A, IS SR i L S e B, JFH
R ST BEIF AR o

ROER BN S5, BRSO AR FRERE .
T2 ok s TR0 P ARG EE R T SRR EORORT A IE R T BIAL T AR 2l R A SR AR 5%

Firepower 4100/9300_ ASA & 8897 5F

THREBFR

=]
o

RRA | Thae

il

HUAR OB 5 T HT N | 9-20Q2) | BRIAKEBL R, W WU LB R ISOR G A, TS s LRI EE IR . (E2, 2R

NARHEI A iC ' iR # health-check chassis-heartbeat-delay-rejoin 4, ‘e ¥4 health-check system
(Firepower 4100/9300) auto-rgjoin iy & R E B H A .

e s P R4 BCE (Configuration) > & & & I8 (Device Management) > 5 7] B4
FOAT YRR 1% (High Availability and Scalability) > ASA £ 2% (ASA Cluster) > B ZEHim
A (Auto Rejoin)

VRS TG EARBEOR | 9-201) | EFTAT & ] 7 G A0 25 00 BT A7 8 SIS RHFERE (clu_keepalive S FIEEHT (clu_update

FRIER W R

HED 5 DURGHARA o EILAE v A B IR I (R R . BREY 15 85, ] LA
FEIRIRR B 15 21 55 Fb. GXPT R AR RIRE BB A S G, DD/ DAR I Rl B L IR U
B As MUY SE I, BLE (Configuration) > & & &I (Device Management) > & A] A 14
FORT - FR 1% (High Availability and Scalability) > ASA 8¢ (ASA Cluster) > &£ 2 E &
(Cluster Configuration)

Firepower 4100/9300 & ASA 425 [}



Firepower 4100/9300 # ASA %3¢ |

. Firepower 4100/9300_ ASA £ E5R9 7 5

Ihiae AR WA | ThEelE 2

TR s 2 15 &5 9.19(D) | A& RTE “F7 N7 M4 A A RS HEWN B O SO “45H” F1 5
y_'” o
B AE M4 cluster control-node. enable as-data-node. prompt. show cluster
history. show cluster info

Bk T Firepower 9.16 | ik (1 PAT siig 11 R 43 v iff D 1) v 4 O B i 10 LAEEAIN Y i, I 323 IR AL 1 3

4100/9300 _F4RE (D0 O T Edr ey i, % n] LUEFH cluster-member-limit i 45K 15 B s R 4R

PAT ity 1 731 A I EROR T A AR, LT R] DLAR O I ERE TR Y S, IR H AN A
TEANF T SAT I NS R TR i 1o BRUMELR 16 719 ile AL AT A% 32 48 H 75 747046,
DA ORAT AR 4% 1) i 11 ] 38 19 e
FrMESU . BE > REEE > S AU RIE > ASA &5 > S8k E >
SRR PRSI B

show cluster history 7y |9-16 | FA'124 show cluster history v 27 In T Hofth 4 Hi

el (v HrEAE M 4. show cluster history brief. show cluster history latest. show cluster
history reverse. show cluster history time

AT G R 2080 1 | 9-14(1) | $5 il e 4 AR BR UKL B 58 SO FAT R 20808 Be g o AR, [RD 2423 i A 1

& PMASBE T R > RS > SRR R > ASA 55 > RERE > 2
R ITEREEH HiLHE

SETE NN IO H 1) | 9-14(1) | T HEER 45 JCik I N SR Tl 2 FFAEBEIR B BV N3 7 show cluster history 4.

HE O N .

s i show PR A4 show cluster history
BrEME SR BERE: T

SERER ) RS | 9-13(D) | 4SS I AEERASI(DCD), W] LA 1% show conn detail iy 4 3K BUA ¢ &8 A RTIi

7 (DCD) sCHF A TG R T SRR, ST DLORFF ARG AL, FF H. show conn #it th 25 5 IR ¢

R LIRS s PRI o BEAh, FEERRFh AR S HF DCD.
R ATA S FR I

Wy gk | 9-13(0) | IAE, FrT DU AR 0 i 3, AR RUE RS CPU R AE A IS D0 DL A 2%

X EF . WEREGE =, HARAR B T DAL BE A, ] DA A e o6 B Tah 25
S WK ik A T i = RS T NN (L A= DA N i)

PG ) o

- BCE > REEE > SR AMAATT R > ASA &5 > KRRE > BRSO
=L

2> ASA £ > SR A HEIE

. II/"

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

Firepower 4100/9300_ ASA £ 2¢R9/7 5£ .

TIREAFR

(TS

DIRERR

TiF

IR SR A 1 32

9.13(1)

MM B S P R BAT I R RGN, ek Bk RD B D BT R o BRI
DUT R IhRE. BLDhREAERE N BEae B RIBCE, Ao WFEHIBE % 2 i 21 8 5%

iR FELEHC B iy L I AR I AN AR g EAF RIS, BIE A
BRI, AL MRS [F2D . D AUNBR A A BCE, Lo
MR TA%. ] show cluster info unit-join-acceler ation
incompatible-config £ & AN 28 I FLE -

P BN R BE > REEE > SR MM RIE > ASA 5£3F > £RkE >
B B E R 3 ik &I HE

T EE TR (KRR A7
% ARP

9.12(1)

IAE, ASA TR %% ARP (GARP) Hitil, DA ORAS e it v it 4 28 4 1 BBtk
B CEBAE NG SR B R, AR G A SR MAC/IP Htik ) GARP i
o UK [ AERER 0k S MAC TP Mk B €04 FH o 0 5 1 MAC M3k 1P Hb
HERF, SRR AR A0 A 42 Ry MAC S hEAN TP Mkl . 2 3R AN 2 /e I 42 iy MAC
HhEAE BRI, #8104 JR MAC HihExZ 411 AT 2 I MAC HhhbEERN . kAN S,
PLAx i) MAC Hbhik ok AR R R A0 BN A eSS Rl v it A T2 v, XA mT g ok g
R4 0 J o 245 R A G VAV 3 550 1D FI Ry AN 5 X LA IR 300 40 14 5 il i MALC Hb il
i, BOIATEOL T 25 /5 H GARP.

BB SIE R BRE > REEE > S AT B > ASA 8 > SRR E >
it S E 43 GARP FBt

BEAFALHAIFAT IR
#f

9.10(1)

X Firepower 9300, It fe il 6 CRHLFE - 1) 22 B [ I I NEETE,  DAEAEREE 2 1]
B)S oy ieii e . WA T AW BIER o, & nT se B I i 75 I i
DA Ay FEA AR B e v 93 40 47 2

BTSSR
B E > IR&EE > S AT RIE > ASA £§#
PSS IET: FRAFEFAT I & X

Firepower 4100/9300 []
SRR I BERR AT e X
IP it

9.10(1)

BRUEWL R, SERERRE R AT 127.2.0.0/16 2% . II7E, T LLE FXOS Hik B ALt
B E 4% . HLAERRIEHLAR 1D MG 1D [ 828 AN e 45 IR AR T hI B i 2 11 TP M
hk: 127.2.chassis id.dlot_id. {Hj&, HEEERILGEE A RVF 127.2.0.0/16 yimiliit. K,
TEINAETT LAY FXOS SRR I BE R i — N B U /16 1 (BR[A] (127.0.0.0/8)
FIA1H% (224.0.0.0/4) HihikBRAM) o
BB U HUARE BRAS ST
BEIEE > RINEE > EHER

MG ML CCL FM IP ¥ B

Firepower 4100/9300 & ASA 425 [}



Firepower 4100/9300 # ASA %3¢ |

. Firepower 4100/9300_ ASA £ E5R9 7 5

INEEAFR A |IIREER
S L1 TR B | 9.10(1) | 5 K AR BE LIRS T HTN,  ASA 2:%5:4% health-check monitor-interface debounce-time iy
TE T MR A 5 45 ASDM BL & > & & EI2 > 5 ] A rT i B > ASA &8 i s 2 =044,
HOA I 1B AT RO % SRIG AW b i] R R AR, % & R RE R IR . b Th REIRAE Y FH 1 MR 25
H SO IE R IBATIRAS R o B, 5T MMURRIR A 300 15 121 7R 45 1) EtherChannel
i, A HeHLE B N2 ak AS #eH LS EtherChannel) 1155,  SEK IR S Bk s [ o] LA
ISR b A TR A 55— AN SRR £ A0 20 e v 1) P 140 30 P B AR Y 7 A WA B R S o
AANE AT AT S LI
MR o S EHT N | 9:9(2) |k 2e, VPR SEUERER & NERET B, JF HAEME e 0 85 75 2 F-sh A
NEERE M. IUAE, WAABRNK S LR I (Rl R) B B sh T H InNEERE: 5 080, 10 08P LA
207 Bh. IXSSE RN ICE . RIS RS N AR RD I . RS B R R
BB MR RIN: B E > IREEIE > SR AR R > ASA £ > BHIEM
A
SORER T FAR TN | 99Q2) | BIAE, BRI LAAE RS B R 0] SRR R X A RS 0, DR A AT DU e AR R
T BRI G T THT PRI 22 v DX L35 et A A 1K) 25 A, )
K B EAE 4 show cluster info transport cp detail
cluster removeunitfir4 | 9-9(1) | ZL7E, cluster remove unit fir &K MEEREFR MHIBR — AN, EH 2 T30 B8 n 4R
1745 noenable 174 NG, KT noenable it 4. LAAT, W19 FXOS FHiFE 751 FREFALE, W
N EMSEH A IAE, WETHE T SRTFRE, VR REZEARES. B, &
BOINZ ASA ¥ TR i HAERE .
PSRRI BE > IREEIE > SR AR R > ASA £Bf
N T HUAEIZAT RGOS | 9-9(L) | BILE, & n] LIRS IZ AT IRGUR: 2 i B R I AR RN ) . 1002280 . LLRT 8/ Mk 300
P B A ZF. R, BANAGEE (RRExEIRIIED AGENT 600 =R,
Brivel s M4 app-agent heartbeat interval
& ASDM 2 #%.
Ul R AR RE U 9.9(1) | 3k AR TUAR AT H ARV S I A0 T B R AR A TANR TG & 0 5 — 3l . thThag ]

7 R A
BRI BE > §&8E > S AT R > ASA &5

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

Firepower 4100/9300_ ASA £ 2¢R9/7 5£ .

ThEEZA TR WA | ThEelE 2
i i Firepower 9300 |- [9.9(1) | Firepower 9300 (1] ASA SEHEAE 40 A1 s T S el 18] VPN A 40 A U X g i 10
PR SR A 2l ASA SRR R B 2 1) 93 A1 22 A3k 150 6) TPsec IKEv2 VPN 4%, M AU A 7E 5 I % 4% b
] VPN CIngEP AR o XK ESE T 0 VPN DRI al_ECIEY R VPN SCFF, IR tm
afHYE. Al ) VPN 7R 2 I MU 4L B BigAT, MR 2 as
A GRS BSLB S NS SRR 2 SR 6K NS Bl (gt 12K
AN mECFFRZ 36K MiEaih (gt 12K
BT A O ) S LT
M4 > ASA BB > ASA & 8f > VPN EEHHE
45 > VPN > VPN FiHE R > &1
BE>REEE > S AT B > ASA &8
65 > ik 25 6]
45 > VPN > VPN FiHE R > &1
HEHE > ASA §58% > ASA 5 8f > VPN EEHRIE
H5¥%E > ASA £8f > ASA 5§38 > RFERIRE > CPU/ATE
s> HEIER > IR AEEER
SO R IS ATOIR | 9-8(1) | BLAE T A 5 A I8 AT IR ARG A o O ) RN ) B /M 0.3 6o L 23R/ IMEL 4 0.8
AR 7 WA s A Fho IE D fE R B IS AT IR B9 S A% 3 77 5 N3 1 v (1) keepalives B2 Uk Hids
ST ) heartbeats. A FH /Lo 1 R CSGEE SR A R ] SE R AT R B 7, AR B s2 il
P CPU iy RN B GEIR BT RS0 o VRS, I W ARG 0 P e et ) (i 2 088 I A e 42 ol
HETH RGBT U AR ORFE I MR BT SE AT ISR Bl i, DR AT OR
I [)/3 0 PRl A e ek B A T B B R [ — B e B ) — 6 & 1) ping, UM TE— MR KE
B 1) T B P AT = Vo o i SR A AR R I 1) Bl 0.3 - 0.7 JE b ASA B 1:F4# 4%, )
Ue v B L A BRI 3 B, PR B b B AN S HE
BT LU R BE > REEE > S AR R > ASA 8
Firepower 4100/9300 L | 9-8(1) | 45 H0AE ] LABC B ASA 482 AR e A b -4 15 4 VSR TE R I 53k 2 i 28 3 114 7 e 8k
A RTCE 7 S Bk [A], i) o JHETh A AT LADIR 2 B 0 R T o ARV A, SR A 7 B e P (LA, £ 3
DK D bRid Ry R AE R INRILE . R TVRE TN, ASA SSAHEE =25, RIGA K Ofh
i KA, R AR IR . BRI B BRI A] 2 500 =0, IR (15 L2
300 =4 9 1.
BB R BLE > R EE > S AT R > ASA &8
Firepower 4100/9300 A1 | 9-7(1) | BifE, 0T LAAEHE ASA SEBEIN J B4 Firepower 4100/9300 HLARHL & % 21 ID. LATT,

A 0 ASA [ i a]
FE gk

TS AZNAE ASA N FH A E B o 1D BEHT ShRE Ak T /el (R TR, EANREHAE
ASA FCE P B M 1D BhAh, TSI S T R AR e e A, AT U T
205 ASA 9.7(1) F1 FXOS 2.1.1, TFZh & 5 Fa e M A GE 1) 22 T e

BT LUR SRR BE > REEE > SR AT R > ASA £ > &RERE

Firepower 4100/9300 & ASA 425 [}



Firepower 4100/9300 # ASA %3¢ |

. Firepower 4100/9300_ ASA £ E5R9 7 5

L& WA | maEER

S ARG FER T |97(1) | b T 4 P AR (A e B b Lol S S B RN 0 ST B P S o S A

O T A R Mk 37 (4 ST T SR, I LR R b R A . L2, ASA
LR B R A S S A € 5 R M B M S B €, ST 2
e A R A T R S AR . AT 2 S o S BR 1 —h
T LSRR PEAS . BEAb, AISLER A % R b, A S B [ — ik S BT
SRR 0 AR R T SO S PO S R, (4 0 22
BT U TR BB > REEE > SR ER > SRS

S 16 LA 9.62) |B7E, 1 LLT Firepower 4100 RAIHGARE TR % 16 MHUA .

Firepower 4100 2% A AT 3 20T

¥ Firepower 4100 % [9-6(1) | f#i}{] FXOS 1.1.4, ASA 7t Firepower 4100 F %1 S FEHUAG 4L RE o

/ el e TS

e BEIR LI | 9-6(1) | T P X LA PS8 e Rt sl A VB2, R T 3 05 S 1O MAC M LS

SRS U B T L A 1 TP M. VDI A IP MBS, SOV R T AR AL (OTV)

i) IP Hishik B ARP A8 UK B 13 o #eds ohoe B BG (DCT) A& 4 4 Js MAC Hiuhikff) ARP i 3
CRT RS S LR ) o % T A VACL Kb i MAC Hikh 585 b, o %fd
Fil ARP K.
B TR, BE > R RE > EORE > B0 > FAVASE Ether Channd 12
0> 5%

16 NPT S | 95Q.1) | BI7EfE T FIF FXOS 1.1.3 RGN AERE, JF9 TR 2ub A I elt. % bl 16 4

BE, LLJ% Firepower R, BT, FEATLLZE 16 AP T RO | AV, St 8 AL 2 R,

9300 ASA I FH frjsh & W r] DU R 2 3t 16 MRRKIFE R AL 5 .

I Sent S BT S B T

LB TR, [ 9-5Q2) | HE (T LAE B ph 7 A B, Aok X DU P LT P 0 86 . 5388 . MAC

B LA T S SRS, WU R AR U D, R AT 7B 5 1 e 1AL S

VIR REI 3% SR 5 0 VR MAC

MAC St B T TR BB > REEIE > S MR R > ASA &8 > EHEE

15 S T BE e [ 9.5(2) | B0ty B 1 e S 11 B 45 it 2 P Bt 14 11 2 T B AT

BER AL AW ) ASA BIAT B FIRE: RE > @&EE > SA BT R > ASA 5 > BHMA

Gt B BT

ASA B HE GTPvl |9.5(2) | ASA £E#FINLE 2 #E GTPv1 F1 GTPv2 #6: .

A GTPv2 AL BT TSR R

TCP MR BEST HIAE | 9-5(2) |4 fE T BAAEIR S 1) 52/ 4 (AL B, M ITRESE b5 AR AT 1 “ R T AR

iR

SINTUURN I BE > REEE > S AN RME > ASA KR EF

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

Firepower 4100/9300_ ASA £ 2¢R9/7 5£ .

ThEEZA TR WA | ThEelE 2
BE sl p RIS SIPENG | 9-5Q2) | BURHE AL 573 B P (LISP) ZEMPE e 46 0 5 WA AL B 0 B TT, I B B P ASAS [ (1)
LISP A SR A), AF RS a T & P B A . ASA ] LU I RS LISP 9t & A o A7 B 4,
AL AR S AT CAR SRR . ASA SEBE R OARS 7 55 — ki el 3 55t 1 B I ek 2%
(ETR) B I B&IE % h %% (ITR) 2 18] () LISP Jii i, ARG WG ITA & 0 B 5 2k B o
FINBUE ST BUF S I
BE>REEE > g AN R4 > ASA £5f > £ E
BE > FFAIE > XR > MBS > LISP
BE > BHAE > REREHAN > hillie s
BEE > FHAE > PRESFREMN > &£8F
8535 > B%H > LISP-EID %
RAESCFRAE SRR A | 9.5(2) | AT B R RIS PAT, #80] LG AE & FHL B B, e dilat NAT — &4y
ASA LR G Iz E 1 Bl —Naii V3% (15250 RFC 6888) o IUYESCRAFE MU E T ASA BEEE A FH ikt
2% NAT ifig.
AAE SUTATT S LI
AR PONAERERER S | 9-5Q2) | BRUELL T, BT SN AR BE A i AE AR BRER G o X o, B R AR i fF . BRI
H ER ARG BRI A S 0, R DA S IR A I SR AR
RAE SUATAT LI
Firepower 9300 [FHLAE | 9ALI) | 5 % W] %} Firepower 9300 HLAE P 1) 3 A2 A gl rAERE . HLAE (0 BT Bl 0 200

P ASA HE Rt

TR
SINTUURN I BE > REEE > S AN RIE > ASA &8 25

Firepower 4100/9300 & ASA 425 [}



Firepower 4100/9300 # ASA %3¢ |
. Firepower 4100/9300_ ASA £ ER9A 5

[l Firepower 4100/9300 # ASA £ 2f



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



