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i nterface FastEthernet0/8

switchport access vlan 23

swi tchport node access

switchport voice vlan 42

aut henti cation host-node nulti-donain

aut henti cation order mab dot 1x

authentication priority mab dotlx---> Priority order

aut hentication port-control auto

aut henti cation periodic

aut hentication timer reauthenticate <value in sec>--->(Time after which the client auth would
be re-negoti at ed)

aut hentication violation protect mab m s qos trust dscp dotlx pae authenticator dot1x tineout
tx-period 3 stormcontrol broadcast |evel 2.00 no cdp enabl e spanning-tree portfast spanning-
tree bpduguard enabl e service-policy input Mrking end

TP B BR

HTEAPEERFAAAEIEES , FRAdotIxMABE R RIEN RV ER EERSHWCPU/AFIZE, X
EmErE  RASHRIEEREER.

EfRERE , BUBPITU TSR

1.5 Ashow proc cpu sortin S LR BRI EWCPUBEAERRE , AEREAPEZRM B HRIE
EERAENEARES , WARBIFAR :

PU utilization for five seconds:

97%

/2% one mnute: 90% five mnutes: 89%
PI D Runti nme(ns) I nvoked uSecs 5Sec IMn 5Mn TTY Process
149 178566915 140683416 1269

64.04% 47.11% 45.63% 0 EAP Framework

141 130564594 55418491 2355

21.61% 29.05% 29.59% 0 Auth Manager

121 305295906 487695245 519 1.74% 1.84% 1.78% O Hulc LED Process
144 12070918 31365536 384 0.63% 0.43% 0.49% 0 MAB Framewor k
258 117344878 885817567 132 0.47% 0.79% 0.86% 0O RADIUS

S R2. .8 Fshow process cpu memoryin TR ER R LN FEABER , ERFHRIEEERFN
RADIUSEFHBH AN EFEAER , MARBIFTR,

Processor Pool Total: 22559064 Used: 16485936 Free: 6073128
1/ O Pool Total: 4194304 Used: 2439944 Free: 1754360
Driver te Pool Total: 1048576 Used: 40 Free: 1048536
PID TTY Allocated Fr eed Hol di ng Get buf s Ret buf s Process
0 0 29936164 13273256 13856236 0 0 *lnit*
0 0 34797632 32603736 1091560 2481468 263240 *Dead*
59 0 366860 6760 317940 0 0 Stack Mgr Notifi

141 0



569580564 3357129696

174176 2986956

Auth Manager

258 0
1212276148 2456764884 140684 21066696
0
RADIUS
131 0 552345134 541235441 90736 20304 0 HRPC gos reque

SEIMEXRHLBRERARRE , WARLKBIATHORIEAKWBE , B

#i A show logging &%

9%DO0T1X-5-FAIL: Authentication failed for client (7446.a04b.1495) on Interface FaO/17
Audi t Sessi onl D 0A73340200000224870C28AA
YAUTHVGR- 7- RESULT:

Authentication result 'no-response'

from'dotlx' for client (7446.a04b.1495) on Interface Fa0/ 17 Audit SessionlD
0A73340200000224870C28AA
YAUTHMGR- 7- FAI LOVER: Failing over from'dotlx' for client (7446.a04b.1495) on Interface FaO/ 17
Audi t Sessi onl D 0A73340200000224870C28AA

s FEFRIULTTRBR[RENESHE (FlI, 36008 ) , LARETFLENEFHH‘TEHRIE
, M A0SR ALY DB

EIUFALE |, 5% Ashow run interface <interface-name>m$ :

interface FastEthernet0/8

swi tchport access vlan 23

swi tchport node access

swi tchport voice vlan 42

aut henti cati on host-node nulti-domain
aut henti cation order mab dot 1x
authentication priority nmab dot 1x

aut hentication port-control auto

aut henti cation periodic

authentication timer reauthenticate 60---------- >Make sure we do not have any

aggressive tiners set
aut henti cation violation protect

HIRE.FEMAB/dotIX B FNSER , RAERN , ELFHRIENLFERIT S LS HCPURE
ARYE. EREFHNCENHE  FRAUTHT



SW#

show authentication registrations

Auth Methods registered with the Auth Manager:
Handle Priority Name

100 0 dot 1x
3 1 mab
1 2 webaut h

SW#show authentication method dotlx

swWiishow authentication method mab

SWiiShow authentication sessions

TR ERBEMAFNELLEIR , B Ashow versionii

WMRBugRFITEBugs"ahs , WA ARZFFHNTAC)RR RS , AMMLZTRIESHRIFAE BE,

HiR

|PEHLIE ER ] & 15316 UF B 2 85 P AYCSCus46997 W 12it iR F = CPU
CSCtz06177 A catalyst 296089 NZ T RER B

CSCty49762 EAPHEZRFMAAA AttrL FEAFTEHERNTF

#/E: BXEHAEE , 55 HCisco Bug ID CSCus46997 ., CSCtz06177 F1CSCty49762,



https://tools.cisco.com/bugsearch/bug/CSCus46997
https://tools.cisco.com/bugsearch/bug/CSCtz06177
https://tools.cisco.com/bugsearch/bug/CSCty49762
https://tools.cisco.com/bugsearch/bug/CSCus46997
https://tools.cisco.com/bugsearch/bug/CSCtz06177
https://tools.cisco.com/bugsearch/bug/CSCty49762
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