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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"aacm:ListCertificates",
"apigateway:Get",
"ec2:*",
"elasticloadbalancing:*",
"events:DeleteRule",
"events:ListTargetsByRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"globalaccelerator:*",
"iam:ListPolicies",
"iam:ListRoles",
"iam:ListRoleTags",
"logs:*",
"routeb3resolver:*",
"servicequotas:GetServiceQuota",
"s3:ListAl1lMyBuckets",
"s3:ListBucket"
"wafv2:Get*"
"wafv2:List*"

] 4

"Effect": "Allow",
"Resource": "*"

}!

{
"Action": [

"iam:GetRole",
"jam:ListRolePolicies",
"iam:GetRolePolicy"
] 4
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :<ciscomcd-account>:role/ciscomcd-controller-role"

"Effect": "Allow",

"Action": "s3-GetObject"

"Resource": "arn:aws:s3:::<S3Bucket>/*"
}!
{

"Action": [

"iam:GetRole",
"jam:ListRolePolicies",
"iam:GetRolePolicy",
"iam:PassRole"

1,

"Effect": "Allow",

-8

"Resource": "arn:aws:iam::<customer- account>:role/ciscomcd firewall role"
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"Action": "iam:CreateServiceLinkedRole",
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/aws-service-role/*"

}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::<ciscomcd-account>:root"
]
} 4

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "ciscomcd-external-id"

MCDGatewayRole
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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"s3:PutObject",
"s3:ListBucket"

] 4

"Effect": "Allow",

"Resource": "arn:aws:s3:::*/*"
}l
{

"Action": [

"kms:Decrypt"
]l

"Effect": "Allow",
"Resource": "*"

}l

{
"Action": [

"secretsmanager:GetSecretValue"
]l
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"Effect": "Allow",
"Resource": "*"
}
]
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": "events:PutEvents",
"Effect": "Allow",
"Resource": [
"arn:aws:events:*:<ciscomcd-account>:event-bus/default"
]
}
]
}
InventoryMonitorRule
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{
"detail-type": [
"AWS API Call via CloudTrail",
"EC2 Instance State-change Notification"

1,
"source": [
"aws.ec2",
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Azure IAM & &

"aws.elasticloadbalancing",
"aws.apigateway"

1
}
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Event Bus in another AWS Account (mcd-account) using the MCDInventoryRole
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