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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal™: {
"AWS": "<controller-role-arn>"
}!
"Action": "s3:*",
"Resource": [

"arn:aws:s3:::<s3bucketname>/*",
"arn:aws:s3:::<s3bucketname>"
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action 0 DUMMY_ ACTION
1 ALLOW
2 DENY
3 DROP
4 REDIRECT
5 PROXY
6 LOG
7 OTHER
8 DELAY
9 DETECT _SIG

= <5 ]

gatewaySecurityType 1 INGRESS _FIREWALL

2 EAST WEST AND EGRESS FIREWALL
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level 1 DEBUG
2 INFO
3 NOTICE
4 WARNING
5 ERROR
6 CRITICAL
7 ALERT
8 EMERGENCY
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policyM atchlnfo.serviceType 0 UNKNOWN
1 PROXY
2 FORWARDING
3 REVERSE PROXY
4 FORWARD PROXY
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ruletype 0 DUMMY RULE TYPE
1 THIRD PARTY
2 USER_DEFINED
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statusText

ingressConnectionStates.state

CLOSED

SYN_SENT

SYN_RECV

ESTABLISHED

FIN_WAIT

CLOSE_WAIT

LAST ACK

TIME WAIT

CLOSE
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WAF

DPI

HTTP_REQUEST

L4 FW

FLOW_LOG

MALICIOUS IP

TLS_ERROR

TLS_LOG

L7DOS

10

SNI

11

APPID

12

URLFILTER

13

SESSION_SUMMARY
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DLP

15
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Microsoft Sentinel
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