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SDC 7}/ = A1 o] SEC(Secure Event Connector) 2 X| .

SR A

1 CDOC| =113t}

2 CDO "ol A =3 "1H]i> B AVEE A g

3 vk B 3l7] HES 22381 Secure Event Connector (3. oI E AWE) S S 3t}
4

SPAY S TEAE QU 3 28 2 o] Bah o, oA} 2 Al H S8 el sfod SEC A
LRI EE LS

Deploy an On-Premises Secure Event Connector X

dRaU9pSmhNM1UXWTJVMFppMDNNakZ r TFRSaFpUVXRPVB13TkMweUSUZGLOVES50TWpnMU9SHVIW1IMQBpg
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwWlc1MELIUMC5tTzh@bTZMZ1N6c jI4b1ZGZERQY j JNRZVQUE
ZmYTZQYzVsRjRITT1teVVEVzh2Qk5FWW44c3VBZ3NTQUoATH15NBxzVGsydEx4NB5nbSBBSTB6SMZ6
aWdQTkRiV1RsRW1tcjI5SkFVZ2NBWEhySkdzck tMREszUnJUMBhZU3JkZ21Hd1dGb3FwWUdZNk JHRU
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢1Q8p1Sn1JMNFZbGpNUzBXeVg3NmIKe TQ2
ZX1MTB9qcjRicENBUNhYaEVNMUFzV19qQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNSYNRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJWEXCQO93T3NESGANeH16UUT13ZWJIVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2VBgzUzBNT2ciCkNET19ETB1BSU49InNBYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9TVEVOQUSUPSJDREGTY21zY28tYW1hbGxpbyIKQORPX@JPT1RTVFJBUF9VUkw9Imh@dHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCIDRESTY21zY28tYW1hbGxpby
IKT@5MWVIFVkVOVE1ORz@idHJ1ZSIK

€21 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data".

£ The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXBRFVK1DRV9JRDOiZTBhZTJkNmMtMDdhYy@B8Y2JKLWEZNWQtOGYZzZDJkMia1ZmU3IapTUBVFRE
UBVFTT1RQPSI5Y2IzNTI4ZWZ1MzgB0TQ2NjViMDFKZmEYY jUyMGUXNSIKVEVOQUSUXB5BTUU9IKNET

9jaXNjby1hbWFsbGlvIg==
2] Copy SEC Bootstrap Data  «————

\_ J

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

Cancel
=3

GA 5 End S d 3 SDCY "edo" AFE AR 21218 Tk
GA 6 210 Foll = "sde" AHE AR BRI S E
dEAUT 52 oy g HE o oyt

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

= A2 7L EA S Tedo” AHEALS] 5 E
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. SDC 714} ™ 41 <]l SEC(Secure Event Connector) A %]

ST ZTEZLE| M secsh A 2AHEES AP
[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

= - =

WA 8 TEIZE Zof 4ttA ol A AL HEAEH fo]H S Eo Yl Enter 71 S FE UL

I

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:

KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVjhkOuihIuyftyXtfcghvjbkhB=

SEC7} & H. 9 5™ sec.sh= SECS] HHE &elsle= 2T HEE APl BE A &Qlo] "y
Aol - e B2 o|HIE 20 AE oHIEE AETUTL AZ o|HlE= oW E 279
"sec-health-check"e}= A M o &2 T A=Yt}

Running SEC health check for tenant

SEC cloud URL

Events Plugin is:
UDP syslog server is:
TCP syslog server is:

Sof Ao YA} SEC & 2ol Ak v AA 7k A HE mek ol M= A L ud o

A9 SDC ¥ SEC7} A 8 F21 VMol =7} 1A o] F @ 31+] &2l gt}
« 242 713 2ol SDCE A X 5+ 49 A4 8 vMel] A 2% SDC 2 CDO # 9 Ef o & 37}
A, 32 Ao X & AL AP}

£ CDO |71 & AH85}e] SDCT A% A5 g 24" A AT

Uholl =3 e A<l
FDM-#+2] t]ulo] 22of o] $ SaaS(Secure Logging Analytics) 7-&, 11 | o] X] & & Eo}7h T},
v AR

« Bk tiuto] 2 7 e A o 2
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Event Logging ¥ ] x| | 4] o] Wl EE M 31 Secure Cloud Analytics = Z=AFSE 4= 95Ut

H W Eo] F 7] o]4ke] SEC(H.QF o] E AV E)E A X3} 1ASAs 2 FDM #H] T]Hfo] 2~ 9] o] Hl E

E A gk SECE Hdl 4= 9lF Ut o] 2] SECE AH8-31H A & th-& 9] %] ol SECE A A&}l Cisco

Cloudll S|HIEE AF3h= 23S w2 5= dFY T

SEC A X = 2eHA 2 g},

1. CDO VM ©|H| A & A}-g-3lo] Bt o|HlE AYH & A ds}7] 915 CDO A4 H A, 21 7 o] %]
AR 3= B SECe t3l skt DO A4 E 7F I 2.3 Tt CDO 7 4 E = SDC(XH.QF T vfo]
2 A E)o vyt

2. CDO 7MY E] 7} M Alo] Hel o[l E A e X, 33 o] A

%

2
=

K

St VM-S A A3k CDO AMYE E A A e A4 g vMell A %] SDC 2 CDO A 9 & o tff §F
TAE A2

7}

e 29
CDO VM o] W] x| & AL-§-3e] 13} o M= AU &« 2317] §18 CDO AW E] 4], 21 o o] | 2
A% A g,

CDO VM o] 1] %] = A}-&-3}o] B ok o]l E AUE S =] 35}7] 93 CD0 7 v E] A |

A#s7] el

* Cisco Security and Analytics Logging, L ogging and Troubleshooting(27d % A 3] 4) gto] A~
£ 1|8} AL, Logging Analytics and Detection(= 7 41 2 ©F%]), Total Network Analytics and
Monitoring(d A MIE S 3 B4 2 " UE &) gfo] A A2 F-u 8o Secure Cloud Analytics= ©]
HE o 283 %= gl5HTh

Y3l= 4% CDOOl Z1913}9] Security Analytics and Logging(H.QF ¥4 2 2 7)) H7}4S 2
Q830 718 u Aol 4 kol 4] 24 > o] E =72 531 Request Trial(B 7 £.0)
ey

+ CDO= 9173 Q154 BHelo] B .5t] CDO AU E 9} Q1L Zhe] §I/Z A= T2 A] HALE A
2317 STk == ) A8 & AL g8l 9 CDO A B s CDO el E#®) 7ALE W84

o] LR A| 2o A A X H CDO A Y E| &= TCP £E 4430l 4 e Ylo] thak A o} $-nfg= o
A2 ARE 7HA oF ot

Connect to Cisco Defense Orchestrator using Secure Device Connector(}.QF tlu}o] 2~ AU EH & A&
3} Cisco Defense Orchestratorel] &1 Z2)E F E&lo] CDO A4 E o tf3t H A3t Y E A N A
~% gAF
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+ CDO= vSphere ] 2 8}o] A E == ESXi § 20| EE ALE-3 CDO A9 E VM OVF ©] 1] %]
AR E AL

* CDOT VM vSphere Hl 245 S8}o] A EE AFE-3F CDO A9 E VM OVF ©]| 1| =] A2 & 2| ¢
shA] eFE Ut
* ESXi 5.1 3}o] 5 ujo] A,
« CDO A Y H % SECT Z 28 3= VME] Al =8 2+ ALgh:
» VMware ESXi 32~ E o = vCPU 4717} € 2.3t}
* VMware ESXi &4~ E o= F 4 8GBY WX 2|7} D234},
* VMware ESXioll = Z 2 H| A Jd elof] whe} 7H A2 %] st7] 913l 64GBS] t] =2 &
Zrol A QF
< AR E A EEE] Aol g ARE SR AL
« CDO AYEH VMol AH-8- 114 1P T4,

o AR ZZ A2 F A= root 2 cdo AFEAFS] HIEH S

1—)4

2l of| A A}-8-3F= DNS A H 9] 1P 5
* SDC F47F = UIES 9] Alo]Ego] IP T4~
AlZF A8 €] FQDN %= IP 4
« CDO A 7} WAl Bt X & B 7] 4 02 HA st e s 74 1, o] & a4+ X E 80

shgnhe= g dojof ghjrh,

L RAIA

4A1 CDO AYEE A& CDO HY Eof 2 123t
@GA2  CDO el A =7t B A H| 2> Bk AVE & e gy
9A3 gk Haly] B ES 26l al Secure Event Connector (12.¢F o] 1 E AW E))E S8 3t}

- @

Secure Event Conner:tor{?

@A 4 194 o A Download the CDO Connector VM image(CDO 7 Y E] VM o] 1] %] th-$- 2 =)= Z8 3
t}. o] &= SECE A A|3l= 5 oA Y th. H 4l o] v A & ALg-sle ¥ 3 CDO AV E VM th

=T
TREFAA L.

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging

CDO VM o] 1] 4| & Ahg-5o] mek ol IE= A 2 A 15k7] 915keno A e 42 [
Deploy an On-Premises Secure Event Connector b4
€) SEC will be deployed on a new VM
Step 1
r WM bind follow the documentation to deploy the CDO VM on

vSphere. You will be prompted for *CDO Bootstrap Data” . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

GO0 Boorstrap Data

QBRFXTRPSAYOPSJ LeUpoYkdjal9pEliVekkaTmLdcBluljVOBKZEWtWWFZDS | kuZ K1Kc2FXNXJaV 1
JyWlctaGlulnpdanBiNENIaNRTVNL. amepTUNJcALUT JFZ0KS0Y2 1 Sd2RHDHT Lk 1 pT2xzaViUk VM

A5 zip o] BE FAE FHFUTh b3t o] EAEY
* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vimdk

A6 vSphere ] 20| A EE AFE-3lo] VMware A H o] #E| A2 21103t

il VM vSphere B 2= =35 S8} A EE ALE31A] vl Al 2
GA 7T A Al whel OVF §E 3 oA 281 2 CDO AMYH 7 wWAlS F5FUTH (BEE S 75351

W ovf, . mf ¥ .vdk o] I 3shc})

wA8 AAo] guEHW VM S HY

@719 Al CDO 714 VM| &S Ay

GA 10 cdo AFE AR 22203t 7] 2 ¢ E adni23 Y Y T}
GA 11 EE X E sudo sdc-onboard setups Q= gt}

[cdo@localhost ~]$ sudo sdc-onboard setup

SAM12 ZFIZETL A EH cdo AHEAFS] 7] MW E aami23S Y YT

A 13 A Alell w2} root AHE-AFS] A 9t E A T

A 14 A Al W} cdo AHE-AF] A s E A FY T

A 15 K Aol W} Cisco Defense Orchestrator =™ Q1 A H 2 &}

@716 CDO AMYE VMol AF&3 14 [P FAE 99 QHD}

@A 17 CDO AMYE VMo| AXH U EL A9 AolE

718 CDO A E] 9] NTP A ¥ T4 = FQDN<S ‘%ﬁwﬁ}

GAI19 Docker BE|A] AR E T TEZEV IAIHH JRE JHAY sl HA &= F5- 199573
<Enter> 7| & +H Y

dA20 dHES SFAFYH

WA 21 "3 SDCE WA AU IR T ELES e g 2l s,
@A 22 cdo AHEAFE 271918ke] CDO AW E o] B gk SSH 9148 A4 gtk

T 23 ZE X E]| sudo sdc-onboard bootstrap= ¢ & ¢ Ul

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

Cisco Security Analytics and Logging .



Cisco Security Analytics and Logging |

. CDO VM | M A & AL-g-3o] Bk o]l E AE S A 3t7] $13FCD0 7 Y8 2 A

A 24 ZEZET}F FAHE cdo AHEALY] MU S 2 §] e gt}
@725 ZEZETE AW CDOR &0F7FCDO FELER Hlo]H & AR v SSH Al ol 20195
Utk CDO FEZEF] HolH S A thia 39T

1
2.

7 26 ©]

CDOol| 1913t}
CDO 7ol A Tt B A H] 2~ > wot AVE & A8 gy,

2K S A2 Bet oMl E AYE & A ey} A4 7} "Onboarding(<> 1. )" &. 2 E A] 5] o
of gttt

Actions(2}4}) “ell 4] Deploy an On-Premises Secure Event Connector (=22 & 7] 2= H.QF t]ujo] =~
AYY T5)E 29 d4Yh

o5 AFA] 1R Al 4] CDO HE2 = dlo] 8 & BAHg

Deploy an On-Premises Secure Event Connector b

O SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data" . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPXTRPSBVOPSJ1leUpoYkdjaU9pS1INVekkxTmlJc@1luUjVjQBk2SWtwWFZDSjkuZX1KM1pYSW1PauU
13SW13aWMyTnZjR1VpT2xzaWRIS]jF jM1FpTENKeVpXRmtJaXdpZDNKcGRHVWIMQBpoTTJVMVkyVTBa
aTAzTWpGa@xUUmhaVFVBT1dNdB@5DMH10VGRpT1IR0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGdGJDSX
NJbkp2YkdWek1qcGJJbEpQVEVWZ 1UXV1FSVkpmUVVSTINVNG1YU3dpYVhOeklqb21hWFJrSW13avky
eDFjM1JsY2tsaB®lgb21NUB1zSW1saBlqb21abVF3TOdReVpHVXRNM1ZpT1MwMFpEYZRMVOkwW1dNdF
pUWXhOVBUyWmp jNFkyUmlJaXdpYzNWaWFtVmpkR1I1Y8dVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmI®YVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q0p1SnlJMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1IMTO9qcjRicENBUnhYaEVNMUFzV19qQW1PNXM3TmO2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMOc5T2F JWEXCQB93T3NESGANeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2V0gzUzBNT2ciCkNET19ETO1BSU49InNOYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQU5SUPSJDRESfY21zY28tYW1hbGxpbyIKQORPX@JPT1RTVFJBUFIVUkw9ImhOdHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCODRESTY212zY28tYW1hbGxphy
IKTOSMWVIFVKVOVE1O0RZzO1dHJ1ZSIK

(%) Copy CDO Bootstrap Data  «f——

Cancel
t}.

A S el EsA A G U727 = A A 7 A EE ng Y
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€00 A e ymol wer o= Ay a2 i}

7 271 CDO9] Deploy an On-Premises Secure Event Connector(<> 2 | 1| 2~ H.QF o] Wl E AU E %) t] 3}

22 Eol7F OK(Z)E 28 Y t}. Secure Connector(H.QF 7 9 E]) 5| ©] 2] o] A] Secure Event
Connector(}.QF o] W1 E AW E] )7} =24 Onboarding(+=-X.9) A El 2 F A YT},

o5l g 2
CDO A4 E VMol Bot oWl E AYE] A %], 25 #| o] X & g}

CDO 7] Y& VMol B.et o]l E 7 YlE A ]

A1
A 2
A 3

oA 4

A5

oA 6

A 2Fst7] ol

CDO VM o] A & AF-§-3fof Bet o HlE AMUE & A dst7] 913 CDO AYY 4], 21 # o] 4] 9]
A ¥ = CDO A48 VM= A #| 8l of gt

EZEZAA

CDOYl| =113t}

CDO "ol Al = 2 A H] 2~ > Bt AV E & A8yt

ol 21d 3 CDO A EH S A8 gt} Secure Connector(H.CF # W E]) H| o] B0l A= o] & K.
ol = A (e} o] W E AW E])2}at 87 o] 3] "Onboading(&1.F)" 4l of oF gl

2 E20] k3] Zol| A Deploy an On-Premises Secure Event Connector (<=3 2] 1] 2~ B ¢F t]ujo] 2 A
dE F5)E 28

npg AL 2G| o M B A E FE 5] SEC FEAER HlolE & BAF YT

Deploy an On-Premises Secure Event Connector x

VUXPWYREEK LSMHNOW T SWP YAV DTUROPH THIWKaY OE My VITLIFUZAWRKH ] NEXKS T BEVE TN LRZEE XK1
JaamMANTJSallpd2 1hb 1 wSWpwal1ESKpNVFEWTkdVdFpgWmhNGz AwT 1 RZMkx KETFZak 18 TURNMVDE
VidNe Lk wiiWpaaE LuMCSYh1 hr RnVKOVEANGZ TeG L s eFFMNBRESOMZ Y ThANXEWCWNTRINY e KFMOUSDZN
Z2¥WZPeCl4anFSZChveHdPRETZCUNIX2ZGYVpLLYF pbmF JWVIUTTR taYREDUTS5AGI2Y1 10dnAITINT
VmMFWWGT j DExXOURTUUUJH TG JNNITTGY jdDhxUZ 0BMBRGMAVUMX AHZ 251 ¥WxJd JVTZFRKSDdann Y451
JGHWZ vV INBNT Iy SOhXRzZROWLsZ2prZEnPa2pTaGNS58pFbmiaN jYELFUBSNBSRGT 1bKNNY 1h2Y Uz
bmSKYUSFOTNNONI0SHI 63 pMek gZbHVATWRDTASUV KAYDXCWMFUARIBAUNZ 1d17 1cxhul XewSUFueF
BEWcFRpc@YadmphelB2ZWhY dik SkUTVENRHZ TeUYzbmt hbGS60KZVZUNQU DK wi 1 FMUGA0cWZ HUK VR YTLX
S2aPeVELCKNET19ETA1BSU4ITnNBYWcdpbmeuZ GYZ LaxvYZ ToYXJBLAL Y IgpDRESITVEVOQUSURS.Ihbm
RSEWFsbG1vL WNpc2NvIgpDRES FOKSPYFNUUKFQX1 VETDB1aHREcHM6 Ly 9zdGFnaWSnlmR1di55b2Nr
aGFydC3pbyIzZGMVYIG Y dHNACMPWL2FUZHI TYWe SaNBLYZ 12Y28vYWSkeW 1 hbGxpby 1 1aXn by 1ITRE
MiCkROTFLFRVZFTIRJThe9InRydWUiCg==

£ Copy CDO Bootstrap Data

Step 2

Follow the documentation to install the Secure Event Connector.
Copy the data below and paste it when prompted for " SEC bootstrap Data".

SEC Bootstrap Data & valid until 11/24/2020. 3:34:51 PM

UINFXBRFVK1DRVSIRDA10GZhM] ImMzethmAi Y SBAYROSLWIhZ Te tHDNNY mYwYzJjOTY 11gp TUBVIRE
VWSUNFXB5BTULGTINDSUBQREVNSUNFIQp TUBY TRLFET JA103RNZ2 1uTy 1202 Y2 12YBUY29C10pT
UeVFT1RQPSIAMjg2YzIwNzA4M ] gxMDM2YmA J0TUZHZEXOWG2YWIzY 1 IKVEVOQUSUXBSBTULIImF uZH
1TYWx2aWBTY212YZ81

I £¥] Copy SEC Bootstrap Data I <

CDO A4 H el thit SSH 142 A4 3hal cdo AHE-A= 2191 v
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B coo A uE vmel st o A 1K

7110

NH.I

2% FOlE wle AHE AR AR FEF BE ANAAIL EAH "edo” AHEAE] FEE

e e ol @ W F el Yy,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

I E2ITE| A secsh A AT HEE g}

[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

ZEIZE Zol 4dA oA FAEE REAER] Ho]B & 2o ¥l Enter 7] & TR U

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVjhkOuihIuyftyXtfcghvjbkhB=

SEC7} 1.9 ¥ sec.shi= SECO| HH & &<lst= ~2AHES A
Aol Ao Alg] 3012 oMl E 210 MZ oW EE 7]
"sec- health check"2}= g A o2 A Y

Running SEC health check for tenant

SEC cloud URL

SEC Connector st
SEC Events Plugin
SEC UDP sysleg server i
SEC TCP sysleg server i

C send sample even

d

ol Ao AU SEC = BF ol Ao Frh= vIA A 7F FA E W SEC 5.9 A o) 4] 8 2= o

23 WA A 7} A 5 W CDORE o} 7} 3L Deploy on-Premise Secure Event Connector (=2 3 & 1] 2 1.
E AE 5 th3} Aol A Done($h3)E S = @ Ut

"What to do next(th= 29)= A&k

O
20
Z

el =3 & 24l
FDM-¥2] t]ulo] 2o tf 3 SaaS(Secure Logging Analytics) &, 11 3| o] X & & Fo} 7t ],
v AR

« Bel fufo] 2 AV ZA o4

« Hel oMl E AVE &4 s 4

« SEC 289 2 &4 s 2
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VM o] 1] X] & A}-8-5}o] SEC A %]

SEC(XH.¢F o]l E AU E] )= ASA & FTD®| A Cisco cloud® o] E S A3} 2 &2 gfo] A ~of u}z}
Event Logging ¥ ] x| | 4] o] Wl EE M 31 Secure Cloud Analytics = Z=AFSE 4= 95Ut

BV Eo] 5 7)) o]4k2] SEC(H.¢H o] Ml E A WE])S A X 3}3L ASA 2 FDM "L %] = t]uo] 9] o]
HIEE AX3$ SECE Bl = 5 YT} o] 2] SECE AFE-3HH A= th& 9] x| o)l SECE A A5kl
Cisco Cloud®l] o|HIEE A %3l= A S vl 2d 4= A FY
ZHA] VM o] B R & A}-8-31o] o] 8] SECE A X|8h= 22 3d Al = J gyt v 2 A& 573
g oF gt}
1. VM o]"| A& AF&-3}o] SECE A Y3l =5 CDO A9 E] A %], 27 9| o] A]
2. AA s vMel A X% SDC 2 CDO A4 E ol tf st 7} -4, 32 #| o] X & A}-8-3Fo] VMol o gt

9 712 F7F 7 dAE 3 gy

3. CDO AYE 7} W4l Bk o]HlE AU E A X

%

31 CDO AYE] S CDO VM 0B A & ALL-31= Ao 74 A1 A 8am A3 5= CDO AYE A W
MU, of W & AL-SHI T CDO o] V] 4 & AL8-3ho] SEC 4171, 21 Ho] 4| 9] v §-& 23441 A
L.
o A

VM o] 1] ]| = A}-g-3lo] SECE A Y3t == CDO A E A X, 27 H o] x| = A&}

VM o] 1] A & AL-§-3lo] SECE A8} = 0 A4 H AX
CDO AYE] VM2 SECE A A3t 7Hd WAl Yot CDO A Y €] %2 Cisco SaaS(Security
Analytics and Logging) 1745 91§k SECE A ¥ 3l+= A JH th.

Azta] Aol
» Cisco Security and Analytics Logging, L ogging and Troubleshooting(27] % A 3] 4) gfo] A~
£ -1l 3}aL, Logging Analytics and Detection(= 7] 4] 2 ¥ X]), Total Network Analytics and
Monitoring(d A HIE S 3 4 2 " UE &) 2fo] A AZ F-m &1 Secure Cloud AnalyticsZ ©]
HEo AL3 =% )t}

3= -5 CDOOl Z1213}¢] Security Analytics and Logging(H.QF ¥4 2 27]) H7l4S &
gobaL 712 A Bgol A A > oMl E 275 4] ¥ 5k Al Request Tr|aJ(-147}-£r 24)s =H

g
. CDOL A28 154 elo] o sk CDO AYE 9F QTEJYl 7he] /2l = T 2A S 2|35
M ea R =
« CDO AYH = TCP X E 443 A Q1EJUlof] tf st H A of-uf-= a2~ AgkS 7hA of 3y
c},
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2 A}g-3ho] SECE 4| 9155 CDO # W] e] 417

o X ot t]nlo] =~ AWE] S AF-8-3}9] Cisco Defense Orchestratorol] 4728 7 E 3] CDO # 4 E] 9]
ek AAe U EYT A ~F AT

* vCenter §J S }o]AE H== ESXi ¢ S gtolAE S} $7 A X ¥ VMware ESXi & ~E

%

F3L vSphere Ul 7 ZEo|AEE AL A= A Y= A EHYTh

« ESXi 5.1 3Fo] ¥ u}o] A,

* Cent OS 7 A|=E 2 A A|.

« CDO 7Y E 2 SECH & A8 3= yMO A 2 QT A}3}

« CPU: SECE 83 = A =5 4711 2] CPUE 3t
« W] 2.2): SECe]| W3] 8GBe] H| X ] & &3},
« U]~ 7k 64GB

o o] A5 3= AFEAFE Linux 74 ol A 243t o oY A& 918l vi A1 24 7] & A
|3t b o8 oF .

» CentOS 7} W Aol CDO ConnectorE A X 8l+= 4% A 7] 4 0. & Yum B.Qt | X & A X 5}= A
o] 25Ut Yum 749 thel Yum QU0 EE 71 S8 H L E 80 W 4430 4] o} -1l = of
Mg dojok & 4= JHFUth T3 Qo] EE o 9F3}2 ™ yum-cron 1= crontabS- -4 3 oF
S Hot & © 3 37 Yum QUlo] EE Wb7] 98 WA S| oF 5= Hok A Ho] Q=] &
gk

« A2 2 A &aL7] Aol g ARE SR Q.

DO A4 E ol A8 a7 1P 5
e A2 XEA| A F XSS root 2 cdo AR AL HEH S,
o 22 ol A AL-8-3}= DNS A1 H ] IP 4
« CDO AYE F27F A= UEY T Ao|EY ] IP F4
A7k A 8] €] FQDN 3= 1P 54,

« CDO AYH 7Hg WAl Hot Y& A7) Qo2 A= FART, o] 5 9 dlA= EE 80

ol m == Fojof gt}

A #kel7] Aol o] Aol W H S BAlshe] B o] ol dx @ vi4l g1
e oll = et A7k SRR, 2 ehul 7] B o] W] S A el A o] e 3t ¢
Agwo] Wajo] s 4 eluurh
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A 13

VM o] 1] 1) & A-&-5}o] SECE 7| 91t = cpo A e 214 [

L 2AIA

wek tluhol = AU ol Aol sheraf e~ e e 2eeha wek o v v E et o
HE AME)E 2

v 32y o] 2k Aol A SEC F-E~E Y HlolB & FHAF Yt

o] Aateo] AP 8- Abgel vhe} 9l Wl B 2], CPU 2 t] =3 37k o] 2 & CentOS 7 7Hd # 4l
(http://isoredirect.centos.org/centos/7/isos/x86_64/CentOS-7-x86_64-Minimal-1804.is0)2 A %] &1 T},
A2 7 =¥ CDO AVE ] IP T4, A B Yl up 2 9 Alo] Eg o] & XA sl= 59 7] U EL
e AU

DNS(Domain Name Server) Al ¥ & T4 gt}

NTP(Network Time Protocol) A1 H & 7-/3 31 t}.

CDO A4 ] CLI9H] =41 A3 282 913l CentOSell SSH A H & A&t}

Yum ¢ o] EE 2 83 T open-vm-tools, nettools 2 bind-utils @] 7] X & A x| g1 T},

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI package{AWS CLI =] 7] A]) (https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux. html) & A %] g+ T}

al ——-user —‘:LE;EH—Z% A]’%‘—gl'xl U}—/]\ﬂ] }\]—‘O—ﬂ

o3

Docker CE packages(Docker CE 3 7] A]) (https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ce) S A2 X g T}

Bu o AFAE Al AX S g,

™

Docker 4] 225 A 24515 -6 A] Al 28] =% 514 s o).

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker
Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

T A8 2H(cdo F sdo)E A U T cdo AHEANE #HE] V)5S A ety] Sl a &1l sk ARg-Abo]
HFEAREAE A4 AFEE Z 87} gle), sde AHEAE CDO 719 ] 1A | o] | & A 3 ek At
24},
[root@sdc-vm ~]# useradd cdo

[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo AH&-ARS] Ml 5 5 AT

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.
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2 A}g-3ho] SECE 4| 9155 CDO # W] e] 417

A 16

A 17

cdo AH-&AHE "Wheel" Lol F7}F8ko] ¥ (sudo) H gHe F-o F .

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker”} A %] =] A}-8-2}F 715-0] A A Yt} CentOS/Docker B A o] w}2} "docker" == "dockerroot" &}
a2 < 5 YT Jete/group HHA S BR8] oWl 1ol A E A=A AR v sde AHSAF
& o] 17l F7Hg

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:
[root@sdc-vm ~]#
[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon. json f’}%]o] %’iT‘:‘ 73*?‘ Y’Jr%l% *@ /\é 3]:7’_ O]-?/H ﬂ]%% Ot} Ej. %Ll% E]— *3 }\35/] % docker

H12-g b A o,
B rgroup” 719 FHE 1 o) o] B 153} A shi=A) AU

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{

"live-restore": true,

"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

& A vSphere 24 Al A S A28} 79 SSHE A3}l cdo A& AR =191yt =913 3
o = sdc A}%X}i HAFUT g5 = wAI A7 B4 E W cdo AF&AS] FEE gyt

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

t] 2@ €] 2] = Jusr/local/cdo® W 7 g T},
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VM o] 1] 1) & A-&-5}o] SECE 7| 91t = cpo A e 214 [

7 19 bootstrapdataﬁ}b A 3t & A BF AL vl 32w AL 1A o] FEAES] Hlo| B E o] 3t oy
FUT Y-S Save(A ) F YT vi =5 nanoE AHESte] LS AT 5 QlF

Deploy an On-Premises Secure Event Connector X

0 SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data" . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPS@BVOPSJleUpoYkdjaU9pS1INVekkxTmlJcB1luUjVjQek2SWtwWFZDSjkuZX1KM1pYSW1PaU
13SW13aWMyTnZjR1VpT2xzaWRISjFjM1FpTENKeVpXRmtJaXdpZDNKcGRHVWIMQBpoTTJVMVkyVTBa
aTAzTWpGa@xUUmhaVFVOT1dNd@5DMH10VGRpT1R0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGdGJDSX
NJbkp2YkdWek1qcGJJbEpQVEVWZ1UxV1FSVkpmUVVSTINVNG1YU3dpYVhOeklgb21hWFJrSW13aVky
eDFjM1JsY2tsa®lgb21NUB1zSW1saBlgb21abVF3T@dReVpHVXRNM1ZpT1MwMFpEYZRMVBkwW1dNdF
pUWXhOVBUyWmp jNFkyUmlJaXdpYzNWaWF tVmpkR1I1Y@dVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q8p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTB9qcjRicENBUNhYaEVNMUFzV19qQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2F JWExCQB9I3T3NESGdNeH16UU13ZWJVNUAGT2RS
NFN6c27Bb1VXRDNwZ2V2V0gzUzBNT2ciCkNET19ET@1BSU49InNOYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQU5UPSJDREITY21zY28tYW1hbGxpbyIKQBRPXAJPT1RTVFJBUFVUkw9Imh@dHBz
018vc3RhZ21uZy5kZXYubG9jazhhcnQuaW8ve2RjL2Jvb3RzdHJhcCIDRESTY21zY28tYW1hbGxpby
IKTB5MWVIFVKkVOVELORZzBidHJ1ZSIK

€21 Copy CDO Bootstrap Data  «f—

Cancel
=3

@A 20 FEZEF] Ho]E = base64 = Q1Y H U T} o] & T] 79 81l extractedbootstrapdatadt= 7Y =
BIRERLARh=

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata >
/usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]$

cat '§ & A Psto] A H dolHE FAgtyth B 2t A &l HolE = tha3t o] FAIH

U,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata

CDO_TOKEN="<token string>"

CDO_DOMAIN="www.defenseorchestrator.com"

CDO_TENANT="<tenant-name>"
CDO_BOOTSTRAP_URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

ONLY EVENTING="true"

dAl21 G ERs st HagE FEAEF dolH o AdE &4 WeE WYy
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B 29 vme) 2219 sDC 2 €00 AU ol Tl et 7k 74

[sdc@sdc-vm ~]$ sed -e 's/"/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

%A 22 CDOYNA FEAEH HES v} 2=t}

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 —-=-:==-:== —-=—:=-=—:—-- --:——:-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r-—. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

@A 23 CDO # 9 H tarballS 5% 3}l bootstrap_sec_only.sh 3 S 2 & sle] CDO AYH o 7] % & A A
O,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped — extracted files>
[sdc@sdc-vm ~]1$
[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap_sec_only.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh
common. sh
es _toolkit.sh
sec.sh
healthcheck.sh
troubleshoot.sh
no crontab for sdc
-bash-4.2$ crontab -1
*/5 * x x * /usr/local/cdo/toolkit/es toolkit.sh upgradeEventing 2>&l1 >>
/usr/local/cdo/toolkit/toolkit.log
0 2 * * * sleep 30 && /usr/local/cdo/toolkit/es toolkit.sh es maintenance 2>&1 >>
/usr/local/cdo/toolkit/toolkit.log
You have new mail in /var/spool/mail/sdc

cheol S & 2]

A7 7k vMell A5 SDC B CDO AME ol thak F=7F 4, 32 o] X & Al & vt

A3 sk VMol A %] ¥ SDC 2 €DO 7 4] Ef o] tfj 3k 7} A

Z}A CentOS 7 7Hd W Alell CDO AMYE E A *| gt 4 9- o]l EV} SECO =3l =5 5835}

= F7F 3 AAF w5 s el o

* CentOS 7 VMOl A firewalld A W] 2~ Z 1] &4 3} gt} o] = Cisco Al 3 SDC VM Y] 74 3} A %]

Eash=3
firewalld A B] 227} A 8 ¥ = = 3] -85} a1 W3l 2] & F7}5lo] oWl E EjJ o] SECl| =
St &8t 33 Ho]#], o] = QInl = ol E E & & &= Huf A F2A0 A
WA iy T

5°)

o}

Cent0S 7 VMol A firewalld 4] ¥] A~ & v &4 31311t}
1. SDC VM| CLI® "cdo" AF &A= 21913t}
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CDO 7| Y E] 7H vl 4l ol wet o jlE 7 W E] H A .

2. firewalld A H] 225 A & th, o] §-ol VME AR & f ] 24 shel el 2 4 5= 2l
i), WA X 7} EA S cdo A& AR MW B E 9]

[cdo@SDC-VM ~]$ sudo systemctl stop firewalld
cdo@SDC-VM ~]1$ sudo systemctl disable firewalld

3. Docker A H] 225 ThA] Al 2H81] Docker ¥ 58S =74 W3l d o thA] Ay o).
[cdo@SDC-VM ~]1$ sudo systemctl restart docker

4. CDO AME] 7b v Alol] Bk o] WIE AW} 3], 33 5o] < & 7Y gk,

firewalld A 0] =7} A F = & 2 3] 85} 1 Wl 7328 27151 o] o] E E T o] SECY| RE ==
EpENeEs

1. SDC VM<&] CLI®| "cdo" AF-8-AF= 2 1913 T},

2. /3 TCP, UDP %= NSEL X Eo| A SECE 415 &= Edf ¥ & 3] 43815 27 Waly 41 2]
S 7Y o} SECO A AF-&-3F= A E 9 t 3l 4 = SaaS(Secure Logging Analytics)ol] AF-&-%] =
HFe] 28] TCP, UDP % NSEL ¥ 2712 A2 A 2. B A A 7 AW odo Aol ]
TEAEFYT a2 olg B o ddunt thE £ E S AA o & 5 dssuTh

[cdo@SDC-VM ~]1$ sudo firewall-cmd --zone=public --permanent --add-port=10125/tcp
cdo@SDC-VM ~]1$ sudo firewall-cmd --zone=public --permanent --add-port=10025/udp
[cdo@SDC-VM ~]$ sudo firewall-cmd --zone=public --permanent --add-port=10425/udp

3. firewalld A H] 225 ThA] Al 5ol A 274 Wabd 57125 84 2 97 jrE oz 44§

[cdo@SDC-VM ~]$ sudo systemctl restart firewalld

mgﬂm[
rE

4. CDO B 7h 1] Bek o] Wl A e A, 33 Ho] A& AT,

CDO 7 ¥ 7} Aol Bt o] HE ¥ dA]

o

it

o,
w N =

A 2] Ao
s A A S AT
« VM ©] 1] X & A}8-3}0] SECE A Y= CDO A4 E A 3], 27 # o] X

« A3 VMl A X% SDC 2 CDO A4 E ol tfst F7F 4, 32 #l o] %]

ZEAA

CDO9l| Z1213 1t}
CDO "W Foll A = 2 e~ > Het AU g E Aash ),

o] AFd 8T A 9l AAFE AVE-sLe] A X g CDO A9 EH & A Bl 3 T} Secure Connector(X.
FAYE) Hol &M= o] & Het oWl E A e (K o] E 7Y E)2}ar gh )

Q. 2%9] 21¢] Zoll 4 Deploy an On-Premises Secure Event Connector (= 2| 1] 2~ B ot T] o] 2~ A
9E 75)E S8 a4
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rg
[m
A
15
1,
it

B cooAus b e e weko)

G5 whAL e ol A @ A8 295k SEC FE~ES) tlo]H & HAlgh
Deploy an On-Premises Secure Event Connector X

dRaU9pSmhNM1UxWTJVMFppMDNNakZ r TFRSaFpUVXRPVB13TkMweUSUZGLOVES50TWpnMUSHVIW1IMQBpg
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwW1lc1MELIUMC5tTzh@bTZMZ1N6c jI4b1ZGZERqY j JNRZVQUE
ZmYTZQYzVsRjRITT1teVVEVzh2Qk5FWW44c3VBZ3NTQUoATH15NBxzVGsydEx4NB5nbSBBSTB6SMZ6
aWdQTkRiV1RsRW1tcjI5SkFVZ2NBWEhySkdzck tMREszUnJUMBhZU3JkZ21Hd1dGb3FwWUdZNkJHRU
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q0p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTB9qcjRicENBUNhYaEVNMUFzV19qQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNSYNRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJWEXCQO93T3NESGANeH16UU13ZWJIVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2VBgzUzBNT2ciCkNET19ETB1BSU49InNBYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9TVEVOQUSUPSJDREITY21zY28tYW1hbGxpbyIKQORPX8JPT1RTVFJBUF9VUkw9Imh@dHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCIDRESTY21zY28tYW1hbGxpby
IKTO5MWVIFVKVOVEIORzOidHJ1ZSIK

€1 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data".

A The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXBRFVK1DRV9JRDOiZTBhZTJkNmMtMDdhYy@8Y2JKLWEZNWQtOGYZzZDJkMia1ZmU3IapTUBVFRE
UBVfTT1RQPSI5Y2IzNTI4ZWZ1MzgBOTQ2NjViMDFKZmEYY jUyMGUXNSIKVEVOQUSUXB5BTUU9IKNET
9jaXNjby1hbWFsbGlvIg==

2] Copy SEC Bootstrap Data  <————

\_ J

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

Cancel
=3

GA 6  SSHE A3} Secure Connectorol] ¢4 3}al cdo AF &A= 21918t}

QAT 2819 ol so AL S AR AL G5 R B WAL TAE W vedo” ARl G5 E
QYT b2 o2l W H 2 It
[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

GA8 ETEFIEAsecshAY 2AHEE AP}
[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup
GAl9 ZHEIE Fof 4Ao) A AL FEAES] HolH & o] Yl Enter 7] & T U TH

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVjhkOuihIuyftyXtfcghvjbkhB=

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging

10

Terraform =5 & AF-8-51o] AWS VPCol| H ol o|HI E

Terraform 7 55 A}-8-3ko] AWS VPCol 1ok o] Aue] 25 [
SEC7} = 1.9 ¥ sec.shi= SECO| JH & &Rlst= AAHES AUt = A &lo] "=
Q) 739 A4l 21 oM E 210 HE o MES AEFUTE AE o MEE o WMIE oo

"sec-health-check"2}+= 2 o & F A F Yt}

Running SEC health check for tenant

SEC cloud URL

SEC Events Plugin is
SEC UDP sysleg serve
SEC TCP sysleg server i

SEol A FA Y SEC & ol Aol ek A A 7F FA S Bk o] I E ) E 1Y Aol
A B A 2 o] et Al

W] A 2] 7} 3 A] =] A Deploy an ON-Premise Secure Event Connector (<22 & 1] 2> K.k o] I E 7
YE] -5 ti 3} Aol A Done($k5)E S8 F U th VM o] r A o] SEC A& e 5T

"o A4S AT,

v g0l S 2
SAL SaaS¢] T-3 & A&ete W o] xR Zolrt4 Al .. FDM-32] tlulo] 20| o g+ SaaS(Secure
Logging Analytics) 73, 11 3 o] #].

#HE AR
A g A & 2

1= AdE 2249

« HQk Hjufo] &
« B ol o]ul
* SEC =H.1 ol &4 3142
* SEC 5= A3 &4 a2

4 5] Eﬂ pS| ;(]

Al A7) Aol
o] 2t} A5k CDO HI'W Eol A SALS 273 33l oF T}, o] A4 of A
27F vkaL 7E FUth gho] A 2~ 7F gl A - Cisco BF R 4 274, =274 2
A=g Ty
« A SEC7} A A & of d=X] 1ty th Al SECE A Ad 32 ™ SDC 7 M 419l SEC(Secure Event
Connector) A %], 18 ¥ o] %] 2] SRAPAES

= SAL zto] A
A o 2 2ol

e sl
& 2=

* SECE 2 A& ] CDO F-EAEF HlolE ¥ SEC FEXEF] HoJHE 4o T4 L
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B teratorm =52 Ahgelo AWS VPCO] B St o]l E H e

i
)

L 2AIA

T A1 Terraform @l A 2~ E 2] 9] Secure Event Connector Terraform =5 = ©] 53} 1L X %] of] w}Z} SEC Terraform
R5 S Terraform T =9l 714t}

oA Terraform T =& 483t}

A3 instance id W sec fqdn =2 Uzof| x| A Dtz s oF gt

Za SEC A & &) 243} " AWS Systems Manager Session Manager(SSM)E- A}-8-3}¢] SEC <!
2B 2of A of . SSMS AF&-ato] Q1B 2of AA = Wy ol o g 2} A g
8-S AWS Systems Manager Session Manager A2 " A & 323 Al &

SSHE AF&-3}e] SDC Q1 ~®l o) AZAS = X EE Hoko] o] f =5 A EHFYh
) 4 ASA°ﬂ M SECE 215 AEsteH AA S SECY] Q5 AL 7L 9 A 39] &3 3 7] 12
B2 Adsle] g3 A5 E A AT

rm -f /tmp/cert chain.pem && openssl s client -showcerts -verify 5 -connect <FQDN>:10125 <
/dev/null | awk '/BEGIN CERTIFICATE/,/END CERTIFICATE/{ if (/BEGIN CERTIFICATE/) {a++};
out="/tmp/cert chain.pem"; if(a > 1) print >>out}'

/tmp/cert chain.pemgl lﬂﬁg HE— Oﬂ E/\]—?ﬂ'qq—
A6 thE WS AHESEe] SECY 1P F4 5 7] 53wt

nslookup <FQDN>

o
)

@A7  CDOCl =218t A EYAE IRIE WA F7FE Al AU o A4S W82 A8 S 5 = CA
o5 A F7HE FZ3HA A 2. Add(FE7HE 8 817] A ol Other Options(7] E} +-41)ll 4] Enable
CA flagin basic constraints extension(7] & #l| ¢F =71 &ol| A CA S 8|1 &4 3} gldhe] A s
FasoF F

@418 Add(F7HE 22 8L Ingtall Certificate(Q1 541 A A]) 3 o] %] ] CDOC A A2 & CLI 3§ 35 & HAFS
o= Cancel(H &) S 2834tk

?_]'7-'” 9 cenrollment terminal (5= EHY) o]'Tj/H HAE EL‘:JE. Oﬂ no ca- check—eé‘ji‘ ]"EE

TA110  SSHE ASA tulo] 2o 14317 1 CDOol Al ASA CLI &54-S AF&-3kal o3

DataCenterFW-1> en

PaSSWOrd: KAXKKAKAKAKAKAKAKAKR KKK KKK

DataCenterFW-1# conf t

DataCenterFW-1 (config) # <paste your modified ASA CLIs here and press Enter>
DataCenterFW-1 (config)# wr mem

Building configuration...

Cryptochecksum: 6634£f35f 4c5137f1 abOc5cdc 9784bdb6

b

:L

U
%% 13 oo

ool R3S A
SEC7} AWS SSM< AF8-3to] 371 & Al shaL 3l=A] 2
&3t A 2o7F A U

time="2023-05-10T17:13:46.1350182142" level=info msg="[ip-10-100-5-19.ec2.internal] [util.go:67
plugin.createTickers:funcl] Events - Processed - 6/s, Dropped - 0/s, Queue size - 0"

g

Q% % et
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Cisco Security Analytics and Logging(SaaS) X = H| A J

Cisco SaaS(Security Analytics and Logging) -5 2}o] A 227} 75 & =
717ko] Al Ut o] frell 717 F2F F 5 ol dAE AAlehE A A v 2T7F TaE A 5 U
A AL 909 O] ol 7] 7ko] A st e F 5 -&ehH Al AHS BE 17 HlolH & Hl YT Y o]
oIl E =7 # o] Aol A ASA ®3= FTD Ol'ﬁE% B ASA E=FTD oJWIE B Y| EQ T &=
© glolE o] A <lEE] Relg T2 RS 285 5 g}

T = 1o

b ol E A E A A

;0] Axf= H ol tjulo] 2~ A E o A HQF o]l E AV E & A% Hsﬂ Ut} o] & Al 311 SaaS(Secure
Logging Analytics)& AH8-3 = §lFHTE o] = H&E4E F flsyth ditolv -2 Abako] = 45
o] 25 F-3317] el CDO A Yol &2 sHA Al L.

Bt tjufo] 2~ AU o] A Hel oWl E AWE &S Al A= 2FY-2 th22] 29 A Z2 A=Yt
1. CDO®|A SEC Al A

[H
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Analytics &3 o] 22 A 228}H A] 228 Secure Cloud Analytics 32 AHe 4l Hol A=

o] F T o] WS 2 HsHE AHg Aol Al EHol A Tl A} ko] Foj g vk,

mlo 4>

Procedure

A1 CDO v 7ol A %4 > Secure Cloud AnalyticsE 41 B4 3}e] Al] 2ol A] Secure Cloud Analytics UIE
.
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sys A2~ H) 199, 211, 214, 216, 306, 307, 315,
414, 604, 605, 606, 610, 612, 614,
615,701,711, 741

tre EAAA 72 < 780

ucime UC-IME 339

tag-switching AMul 2~ o ~993 779

td 93 ez 733

VM VLAN v} 3 730

vpdn PPTP 2 L2TP A4 213, 403, 603

vpn IKE 2 IPSEC 316, 320, 404, 501, 602, 402

vpne VPN Z&o|d E 611

vpnfo VPN 3 9 H 720

vpnlb VPN Z & W& A 718

vxlan VXLAN 778

webfo WebVPN ¥ 2. H 721

webvpn WebVPN % AnyConnect Client | 716

session/natpat AF&-AF A A /NAT 2 PAT 305
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Syslog |l Eof| O g o] HI E o] & &4
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e [PSec A|~8l 21 oW E [D 2 o] W E o]

(il

* NAT A| 228l 2 7 o]HlE D Y o] E o] &

« SSL VPN A|~Hl 27 o] HlE D Y oWl E o] &

AAA A 2~Ell 271 oW E D Y o] HIE o] &
o|9lE ID o[l E o] &
109001 AAA Begin
109002 AAA Failed
109003 AAA Server Failed
109005 Authentication Success
109006 Authentication Failed
109007 Authorization Success
109008 Authorization Failed
109010 AAA Pending
109011 AAA Session Started
109012 AAA Session Ended
109013 AAA
109014 AAA Failed
109016 AAA ACL not found
109017 AAA Limit Reach
109018 AAA ACL Empty
109019 AAA ACL error
109020 AAA ACL error
109021 AAA error
109022 AAA HTTP limit reached
109023 AAA auth required
109024 Authorization Failed
109025 Authorization Failed
109026 AAA error
109027 AAA Server error
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109028 AAA Bypassed

109029 AAA ACL error

109030 AAA ACL error

109031 Authentication Failed
109032 AAA ACL error

109033 Authentication Failed
109034 Authentication Failed
109035 AAA Limit Reach
113001 AAA Session limit reach
113003 AAA overridden

113004 AAA Successful

113005 Authorization Rejected
113006 AAA user locked
113007 AAA User unlocked
113008 AAA successful

113009 AAA retrieved

113010 AAA Challenge received
113011 AAA retrieved

113012 Authentication Successful
113013 AAA error

113014 AAA error

113015 Authentication Rejected
113016 AAA Rejected

113017 AAA Rejected

113018 AAA ACL error

113019 AAA Disconnected
113020 AAA error

113021 AAA Logging Fail
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113022 AAA Failed

113023 AAA reactivated

113024 AAA Client certification
113025 AAA Authentication fail
113026 AAA error

113027 AAA error
T A 2~E 27 oHIE ID ¥ oHIE o] &

olHE ID oMl E o] &

338001 Botnet Source Block List
338002 Botnet Destination Block List
338003 Botnet Source Block List
338004 Botnet Destination Block List
338101 Botnet Source Allow List
338102 Botnet destination Allow List
338202 Botnet destination Grey
338203 Botnet Source Grey

338204 Botnet Destination Grey
338301 Botnet DNS Intercepted
338302 Botnet DNS

338303 Botnet DNS

338304 Botnet Download successful
338305 Botnet Download failed
338306 Botnet Authentication failed
338307 Botnet Decrypt failed
338308 Botnet Client

338309 Botnet Client

338310 Botnet dyn filter failed
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101001 Failover Cable OK
101002 Failover Cable BAD
101003 Failover Cable not connected
101004 Failover Cable not connected
101005 Failover Cable reading error
102001 Failover Power failure
103001 No response from failover mate
103002 Failover mate interface OK
103003 Failover mate interface BAD
103004 Failover mate reports failure
103005 Failover mate reports self failure
103006 Failover version incompatible
103007 Failover version difference
104001 Failover role switch
104002 Failover role switch
104003 Failover unit failed
104004 Failover unit OK
106100 Permit/Denied by ACL
210001 Stateful Failover error
210002 Stateful Failover error
210003 Stateful Failover error
210005 Stateful Failover error
210006 Stateful Failover error
210007 Stateful Failover error
210008 Stateful Failover error
210010 Stateful Failover error
210020 Stateful Failover error
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210021 Stateful Failover error

210022 Stateful Failover error

311001 Stateful Failover update
311002 Stateful Failover update
311003 Stateful Failover update
311004 Stateful Failover update
418001 Denied Packet to Management
709001 Failover replication error
709002 Failover replication error
709003 Failover replication start
709004 Failover replication complete
709005 Failover receive replication start
709006 Failover receive replication complete
709007 Failover replication failure
710003 Denied access to Device
WS AR A AE 2T o] HE D B oJHIE o] &

o]l E ID oWl E o] &

106001 Denied by Security Policy
106002 Outbound Deny

106006 Denied by Security Policy
106007 Denied Inbound UDP

106008 Denied by Security Policy
106010 Denied by Security Policy
106011 Denied Inbound

106012 Denied due to Bad IP option
106013 Dropped Ping to PAT IP
106014 Denied Inbound ICMP

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging

4
ox
|

Syslog | E o] t gl o|HIE ] F

ol E ID oMl E o] &

106015 Denied by Security Policy

106016 Denied IP Spoof

106017 Denied due to Land Attack

106018 Denied outbound ICMP

106020 Denied IP Packet

106021 Denied TCP

106022 Denied Spoof packet

106023 Denied IP Packet

106025 Dropped Packet failed to Detect context
106026 Dropped Packet failed to Detect context
106027 Dropped Packet failed to Detect context
106100 Permit/Denied by ACL

418001 Denied Packet to Management

710003 Denied access to Device

Wt Egig AJ2E] 27 oW E ID B o]HIE o] &

o|HIE ID OJHIE o] &

108001 Inspect SMTP

108002 Inspect SMTP

108003 Inspect ESMTP Dropped
108004 Inspect ESMTP

108005 Inspect ESMTP

108006 Inspect ESMTP Violation
108007 Inspect ESMTP

110002 No Router found

110003 Failed to Find Next hop
209003 Fragment Limit Reach
209004 Fragment invalid Length
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209005 Fragment IP discard
302003 H245 Connection Start
302004 H323 Connection start
302009 Restart TCP

302010 Connection USAGE
302012 H225 CALL SIGNAL CONN
302013 Built TCP

302014 Teardown TCP

302015 Built UDP

302016 Teardown UDP

302017 Built GRE

302018 Teardown GRE

302019 H323 Failed

302020 Built ICMP

302021 Teardown ICMP
302022 Built TCP Stub

302023 Teardown TCP Stub
302024 Built UDP Stub

302025 Teardown UDP Stub
302026 Built ICMP Stub
302027 Teardown ICMP Stub
302033 Connection H323
302034 H323 Connection Failed
302035 Built SCTP

302036 Teardown SCTP

303002 FTP file download/upload
303003 Inspect FTP Dropped
303004 Inspect FTP Dropped
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303005 Inspect FTP reset

313001 ICMP Denied

313004 ICMP Drop

313005 ICMP Error Msg Drop

313008 ICMP ipv6 Denied

324000 GTP Pkt Drop

324001 GTP Pkt Error

324002 Memory Error

324003 GTP Pkt Drop

324004 GTP Version A| 314 &5

324005 GTP Tunnel Failed

324006 GTP Tunnel Failed

324007 GTP Tunnel Failed

337001 Phone Proxy SRTP Failed

337002 Phone Proxy SRTP Failed

337003 Phone Proxy SRTP Auth Fail

337004 Phone Proxy SRTP Auth Fail

337005 Phone Proxy SRTP no Media Session
337006 Phone Proxy TFTP Unable to Create File
337007 Phone Proxy TFTP Unable to Find File
337008 Phone Proxy Call Failed

337009 Phone Proxy Unable to Create Phone Entry
400000 IPS IP options-Bad Option List

400001 IPS IP options-Record Packet Route
400002 IPS IP options-Timestamp

400003 IPS IP options-Security

400004 IPS IP options-Loose Source Route
400005 IPS IP options-SATNET ID
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400006 IPS IP options-Strict Source Route
400007 IPS IP Fragment Attack

400008 IPS IP Impossible Packet

400009 IPS IP Fragments Overlap

400010 IPS ICMP Echo Reply

400011 IPS ICMP Host Unreachable
400012 IPS ICMP Source Quench

400013 IPS ICMP Redirect

400014 IPS ICMP Echo Request

400015 IPS ICMP Time Exceeded for a Datagram
400017 IPS ICMP Timestamp Request
400018 IPS ICMP Timestamp Reply
400019 ICMP Information Request
400020 IPS ICMP Information Reply
400021 ICMP Address Mask Request
400022 ICMP Address Mask Request
400023 IPS Fragmented ICMP Traffic
400024 IPS Large ICMP Traffic

400025 IPS Ping of Death Attack

400026 IPS TCP NULL flags

400027 IPS TCP SYN+FIN flags

400028 IPS TCP FIN only flags

400029 IPS FTP Improper Address Specified
400030 IPS FTP Improper Port Specified
400031 IPS UDP Bomb attack

400032 IPS UDP Snork attack

400033 IPS UDP Chargen DoS attack
400034 IPS DNS HINFO Request
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400035 IPS DNS Zone Transfer

400036 IPS DNS Zone Transfer from High Port
400037 IPS DNS Request for All Records
400038 IPS RPC Port Registration

400039 IPS RPC Port Unregistration
400040 IPS RPC Dump

400041 IPS Proxied RPC Request

400042 IPS YP server Portmap Request
400043 IPS YP bind Portmap Request
400044 IPS YP password Portmap Request
400045 IPS YP update Portmap Request
400046 IPS YP transfer Portmap Request
400047 IPS Mount Portmap Request
400048 IPS Remote execution Portmap Request
400049 IPS Remote execution Attempt
400050 IPS Statd Buffer Overflow

406001 Inspect FTP Dropped

406002 Inspect FTP Dropped

407001 Host Limit Reach

407002 Embryonic limit Reached

407003 Established limit Reached

415001 Inspect Http Header Field Count
415002 Inspect Http Header Field Length
415003 Inspect Http body Length

415004 Inspect Http content-type

415005 Inspect Http URL length

415006 Inspect Http URL Match

415007 Inspect Http Body Match
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415008 Inspect Http Header match
415009 Inspect Http Method match
415010 Inspect transfer encode match
415011 Inspect Http Protocol Violation
415012 Inspect Http Content-type
415013 Inspect Http Malformed
415014 Inspect Http Mime-Type
415015 Inspect Http Transfer-encoding
415016 Inspect Http Unanswered
415017 Inspect Http Argument match
415018 Inspect Http Header length
415019 Inspect Http status Matched
415020 Inspect Http non-ASCII
416001 Inspect SNMP dropped
419001 Dropped packet

419002 Duplicate TCP SYN

419003 Packet modified

424001 Denied IP Packet

424002 Dropped Packet

431001 Dropped RTP

431002. Dropped RTCP

500001 Inspect ActiveX

500002 Inspect Java

500003 Inspect TCP Header

500004 Inspect TCP Header

500005 Inspect Connection Terminated
508001 Inspect DCERPC Dropped
508002 Inspect DCERPC Dropped
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509001 Prevented No Forward Cmd
607001 Inspect SIP

607002 Inspect SIP

607003 Inspect SIP

608001 Inspect Skinny

608002 Inspect Skinny dropped
608003 Inspect Skinny dropped
608004 Inspect Skinny dropped
608005 Inspect Skinny dropped
609001 Built Local-Host
609002 Teardown Local Host
703001 H225 Unsupported Version
703002 H225 Connection
726001 Inspect Instant Message
ID 7|5k W3he] A28 27 o|Hl E ID B oM E o] &

oJHIE ID oJHIE o] &

746001 Import started

746002 Import complete
746003 Import failed

746004 Exceed user group limit
746005 AD Agent down
746006 AD Agent out of sync
746007 Netbios response failed
746008 Netbios started

746009 Netbios stopped
746010 Import user failed
746011 Exceed user limit
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746012 User IP add

746013 User IP delete

746014 FQDN Obsolete

746015 FQDN resolved

746016 DNS lookup failed

746017 Import user issued

746018 Import user done

746019 Update AD Agent failed
IPSec A] =8 &1 o] E D B oWl E o] F

o] ¥l E ID ol E o] &

402114 Invalid SPI received

402115 Unexpected protocol received
402116 Packet doesn't match identity
402117 Non-IPSEC packet received
402118 Invalid fragment offset
402119 Anti-Replay check failure
402120 Authentication failure

402121 Packet dropped

426101 cLACP Port Bundle

426102 cLACP Port Standby

426103 cLACP Port Moved To Bundle From Standby
426104 cLACP Port Unbundled
602103 Path MTU updated

602104 Path MTU exceeded

602303 New SA created

602304 SA deleted

702305 SA expiration - Sequence rollover
702307 SA expiration - Data rollover
NAT Al ~El 27 oJHIE ID % o|HIE o] &
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201002 Max connection Exceeded for host
201003 Embryonic limit exceed

201004 UDP connection limit exceed
201005 FTP connection failed

201006 RCMD connection failed

201008 New connection Disallowed
201009 Connection Limit exceed

201010 Embryonic Connection limit exceeded
201011 Connection Limit exceeded
201012 Per-client embryonic connection limit exceeded
201013 Per-client connection limit exceeded
202001 Global NAT exhausted

202005 Embryonic connection error
202011 Connection Limit exceeded
305005 No NAT group found

305006 Translation failed

305007 Connection dropped

305008 NAT allocation issue

305009 NAT Created

305010 NAT teardown

305011 PAT created

305012 PAT teardown

305013 Connection denied
SSL VPN A28l &1 o]Hl E |D Y o|HIE o] &

o]l E ID oMl E o] F

716001 WebVPN Session Started

716002 WebVPN Session Terminated
716003 WebVPN User URL access
716004 WebVPN User URL access denied
716005 WebVPN ACL error

716006 WebVPN User Disabled
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716007 WebVPN Unable to Create
716008 WebVPN Debug
716009 WebVPN ACL error
716010 WebVPN User access network
716011 WebVPN User access
716012 WebVPN User Directory access
716013 WebVPN User file access
716014 WebVPN User file access
716015 WebVPN User file access
716016 WebVPN User file access
716017 WebVPN User file access
716018 WebVPN User file access
716019 WebVPN User file access
716020 WebVPN User file access
716021 WebVPN user access file denied
716022 WebVPN Unable to connect proxy
716023 WebVPN session limit reached
716024 WebVPN User access error
716025 WebVPN User access error
716026 WebVPN User access error
716027 WebVPN User access error
716028 WebVPN User access error
716029 WebVPN User access error
716030 WebVPN User access error
716031 WebVPN User access error
716032 WebVPN User access error
716033 WebVPN User access error
716034 WebVPN User access error
716035 WebVPN User access error
716036 WebVPN User login successful
716037 WebVPN User login failed
716038 WebVPN User Authentication Successful
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716039 WebVPN User Authentication Rejected
716040 WebVPN User logging denied
716041 WebVPN ACL hit count

716042 WebVPN ACL hit

716043 WebVPN Port forwarding

716044 WebVPN Bad Parameter

716045 WebVPN Invalid Parameter

716046 WebVPN connection terminated
716047 WebVPN ACL usage

716048 WebVPN memory issue

716049 WebVPN Empty SVC ACL

716050 WebVPN ACL error

716051 WebVPN ACL error

716052 WebVPN Session Terminated
716053 WebVPN SSO Server added

716054 WebVPN SSO Server deleted
716055 WebVPN Authentication Successful
716056 WebVPN Authentication Failed
716057 WebVPN Session terminated

716058 WebVPN Session lost

716059 WebVPN Session resumed

716060 WebVPN Session Terminated
722001 WebVPN SVC Connect request error
722002 WebVPN SVC Connect request error
722003 WebVPN SVC Connect request error
722004 WebVPN SVC Connect request error
722005 WebVPN SVC Connect update issue
722006 WebVPN SVC Invalid address
722007 WebVPN SVC Message

722008 WebVPN SVC Message

722009 WebVPN SVC Message

722010 WebVPN SVC Message
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722011 WebVPN SVC Message

722012 WebVPN SVC Message

722013 WebVPN SVC Message

722014 WebVPN SVC Message

722015 WebVPN SVC invalid frame

722016 WebVPN SVC invalid frame

722017 WebVPN SVC invalid frame

722018 WebVPN SVC invalid frame

722019 WebVPN SVC Not Enough Data
722020 WebVPN SVC no address

722021 WebVPN Memory issue

722022 WebVPN SVC connection established
722023 WebVPN SVC connection terminated
722024 WebVPN Compression Enabled
722025 WebVPN Compression Disabled
722026 WebVPN Compression reset

722027 WebVPN Decompression reset
722028 WebVPN Connection Closed

722029 WebVPN SVC Session terminated
722030 WebVPN SVC Session terminated
722031 WebVPN SVC Session terminated
722032 WebVPN SVC connection Replacement
722033 WebVPN SVC Connection established
722034 WebVPN SVC New connection
722035 WebVPN Received Large packet
722036 WebVPN transmitting Large packet
722037. WebVPN SVC connection closed
722038 WebVPN SVC session terminated
722039 WebVPN SVC invalid ACL

722040 WebVPN SVC invalid ACL

722041 WebVPN SVC IPv6 not available
722042 WebVPN invalid protocol
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722043 WebVPN DTLS disabled

722044 WebVPN unable to request address
722045 WebVPN Connection terminated
722046 WebVPN Session terminated
722047 WebVPN Tunnel terminated
722048 WebVPN Tunnel terminated
722049 WebVPN Session terminated
722050 WebVPN Session terminated
722051 WebVPN address assigned

722053 WebVPN Unknown client

723001 WebVPN Citrix connection Up
723002 WebVPN Citrix connection Down
723003 WebVPN Citrix no memory issue
723004 WebVPN Citrix bad flow control
723005 WebVPN Citrix no channel
723006 WebVPN Citrix SOCKS error
723007 WebVPN Citrix connection list broken
723008 WebVPN Citrix invalid SOCKS
723009 WebVPN Citrix invalid connection
723010 WebVPN Citrix invalid connection
723011 WebVPN citrix Bad SOCKS
723012 WebVPN Citrix Bad SOCKS
723013 WebVPN Citrix invalid connection
723014 WebVPN Citrix connected to Server
724001 WebVPN Session not allowed
724002 WebVPN Session terminated
724003 WebVPN CSD

724004 WebVPN CSD

725001 SSL handshake Started

725002 SSL Handshake completed

725003 SSL Client session resume

725004 SSL Client request Authentication
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725005

SSL Server request authentication

725006

SSL Handshake failed

725007

SSL Session terminated

725008

SSL Client Cipher

725009

SSL Server Cipher

725010

SSL Cipher

725011

SSL Device choose Cipher

725012

SSL Device choose Cipher

725013

SSL Server choose cipher

725014.

SSL LIB error

725015

SSL client certificate failed

A 2B 2T oW E O] A

Event Logging(®] ¥l E 2 7]) 5| o] | o] A| T} <F3H

B st 3&

Q -~

Aug 20, 2019 10:44:14 AM

Application

ClientApplication
e EventSecond

EventType
FileAction
FileDiraction
FileNama
FilePolicy

FileSHA256

Date(Time

Jun 12, 2020, 7:27:02 AM

Action

ConnectionlD
DeviceType
Direction
Egressinterface
EventGroup
EventGroupDefinition
EventName

Message

Event Type Sensor i
Matwarg 192.168.20.53
HTTP

Wab browser
1566312264

MabwareEvent

Cloud Lookup Timeout
Download

wlcar.com
BlockOfficeDocumentsPDFU
pload_BlockMabwareOthers
275a021bbfbE4B9e54d471
BIH7dbId 166 cEISecie
2a2c45383abl6511d0f

Dovice Type  Event Type

ASA 202013
Built

1169028

ASA

inbound

identity

SES5I0n

User Session
Built TCP

]

Sensor D

admin

Responder

FileSize
FilaType
FirstPacketSecond

Initiatorl®
InitiatorPort
LastPacketSecond

Protocol
ResponderlP
ResponderPort

Initiator 1P

192.168.25.4

EventType
Ingressinterface
InitiatorlP

InitistorPort
MappedinitiatorlP
MappedinitiatorPort
MappedResponderlP
MappedResponderPort

o] ~EN o] = O ]:H;
Bkl 2Rl e] 548 o] 3 5l
Port Protocol Action Palicy
L tep Cloud Lookup Timeout
68 SensorlD
EICAR SHA_Disposition

Aug 20, 2018 10:44:08 AM Sperobispasition

ThreatName
65386 e timestamp
Aug 20, 2019 10:44:14 AM
uRl
tep UserName
80
Responder 1P Port Protocal  Action
192.168.0.68 243 TCP Built
302013 Pratocol
management RespondedP
192.168.25.4 ResponderPort
36540 SansorD
192.168.25.4 Severity
36540 o SyslogTimestamp
192.168.0.68
243 timestamp

o
QE
r

-
=
[
il

BlockOfceDocumentsPDFUpload_BlockMabwareCthers

192.168.20.53

Unavallable

Spero detection nat
performed on file
Unknown

Aug 20, 2019 10:44:14 AM

feicar.com

No Authentication Required

Palicy

cP

192.168.0.68

443

admin

Informational
2020-06-12 11:15:26 +
0000 UTC

Jun 12, 2020, 7:27:02 A
M

ASA-6-302013: Built inbound TCP connection 1169028 for management: 192.168.25.4/36540 (192.168.25.4/36540) to identity: 192.168.0.68/443 (192.168.0.68/443)
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Action
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Egressinterface
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FirewallExtendedEvent
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ICMPCode
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0

0
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InitiatorlP
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192.168.0.169 443 TCP

]
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Protocol
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M
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A1 CDO W57 5ol A 4] > oWl E 24 5 e gy

|
WA 2 Filter(BH) ofo] & T-& 283t BHE 99 Hl= 1 Foh
@7 3 Netflow ASA o[l E FE] & g1t}
714 THE BLE ASA ©o|HE FHE AF YT
ASA NetFlow ©| ¥l ETF Event Logging(¢]H1 E 2 7)) Bl o] &l T A|FH Yt}

ASA 5=+ FDM-3+2] %] syslog ©] Wl E of ) 3+ = & % (ASA NetFlow ©] 1l
E A 9])

o] Axto A<= Syslog oW EWRE ZEF LT

Procedure
GAI1 CDO "5 B30l Al 4] > ol E 274 & A eyt
70 2 Filter(2E]) ofo] 2 T F8stal AHE A7 JHl = g gy
A3 DY FA=9] 9 ol & 2~ =319 Include NetFlow Events(NetFlow o]l E 31 ZE] 7} A e %

259EA S
ASA Events(ol ‘ZH]E) i E1 E\j/]i Q'}\] }\i%—g‘l’@] NetFlow }\olxl'7]' }dE_‘ﬂ ﬁi&](}i}—‘:‘?(] Q—?_]EHL]/] D}'
7|5 ASA == FTD 4 E 7]&9] U A& A8 gt

(RUBNA
X
=

e 24 A%
HEY o]l = YukA o 2 cDOY| HE WEH F4& upFyrh B Y HF = "AND H L
1

W] ke "ORM LI T, A& ALg A 68l B4 Al RER RIS CER:
= = Ags 3,

G- v Hute] 2 oWl E FH = "OR"P Ut o &
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ag 2223 [

T Q. ResponderPort:443

FTD Events (i ]
Connection
File
Intrusion
Malware
Events i)
AAL

2 BotNet

Failover

Firewall Denied
Firewall Traffic
IPSec VPN
NAT
SSL VPN
NetFlow
8 Time Range
Start
05/07/2020 09:40:17 PM
End
05/07/2020 11:43:24 PM

o] e & AF437 CDOE 917 Wol tulo] 2~ A7 oWl E Hi= ASA BotNet Fi= 13}
oW E 9 AJ7F W 9] o] 7 1 ALo]o] A gt o] Hl E U ResponderPort 443 X513k o|HIEE
Utk AIZE RIS W] 7] o MEE V|02 AH P = AdF U gho] B o Hl E 3| o] %] o] =

_IE:
[
é‘é

A} ZH A oW E 7} EA YT}

SA S8 0

A FEd oM E &4 2 s g ste] go]B = 7] 5 o HIES AT 5 sy o] &Y
< s 7P A2 2 A A8 = Event Logging(o] HE 24) Helee £45 F9sh= A
YUt 218 CDO7F Search(H A) Ao ol S & A HFUG Eemstu ST 5 = o
HEZF sgh oz AU of & 59 v&3 25yt
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Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.117" AND EventType: "3"

3 -

After 05/03/2023 07:23:40 PM &

Views View 1
Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP
May 3, 2023, 7:23:40 PM ASA 3
Action Deny IngressACLID

ConnectorlD

08c0aBBB-bG619-4f1a-a655-d4
bd005dd&cs

Ingressinterface

InitiatorlP

DeviceType ASA InitiatorPort
Egressinterface 4 LastPacketSecond
EventType 3 MappedInitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode 0 MappedResponderlP
ICMPType 0

o] of o A = InitiatorIP %% 10.10.11.11-5 E W s} aL o] & S5} A& A 2 G U T oy Al o] o]

Bl 1P 5L sl gho] A A Ak ol 5715 21
A FEAG o] F718k L CDOS A ANDE 57

A AR O] HIE W 3 o HIE g o] B o] gyt

91 ol 4] gk 3 Qo £1717b 20
AAE Hestel 4 Ao FHE e AE T FE B

offf el A<= "OR"7} A & 5 A F T
O E 93 o] E2o] gt} 7 I

HUT ERy

o] 4] A

—_—

atwl oh ghol flem = NoTRE A}ﬁtﬂ S 95U Th
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Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.117" AND EventType: "3" (i)

After 05/03/2023 07:23:40 PM &

Views View 1

Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP
May 3, 2023, 7:23:40 PM ASA 3
AND
Action Deny IngressACLID
ConnectorlD 08c0aBBB-bE19-4 OR Ingressinterface
! InitiatorlP
DeviceType ASA NOT InitiatorPort
Egressinterface 4 : LastPacketSecond
EventType 3 AND NOT MappedinitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode o] OR NOT MappedResponderlP
ICMPType 0

2 oW ek ow Fx AW A Y @

o

24 Aol F74e 4 9l

bl

e,

i

AND, OR, NOT, AND NOT, OR NOT Z E] 14k=}

A A EAFD ol A AF-5] = "AND", "OR", "NOT", "AND NOT" % "OR NOT"¢] &2} th5-3 4514
ot
AND

Hel

AE E2G o) 4] AND A2HAE A}E-3le] BE EA
AN EAE S Al A = glsuh

o S Eof obglle] A FAD L oY Ao o] EIIP 2 10.10.10.430 4] A ZH=] a1 o] L Alof| o] E] X E
596140 A 1 5€ TCP 22 EF ANDE X33h= o|HIEE A A} ZF 71 AND &5 AH8-3)
o 71EE F5ete oMES] 7 HA o Ae Ao o g U

Protocol: "tcp" AND InitiatorIP: "10.10.10.43" AND InitiatorPort: "59614"

o

ok oM ES 55U T AND 1A=

T
E=
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| IEEEEEE

A4 8

Fll‘
H

LH AL A OR AARALE AFE-3le] 54 & 235k ol HIEE ZH5Y th OR AL
A& Al EHE S glss YT

dE 5o obee] A ETALLE TCP ZEEFS L 8= o|HIES Lot oMl E, Bi= oA
o o] E] IP 4 10.10.10.43°1 A A 25 = o] Y Ao o] E] EE 5961494 A55 o|HEES TA|S
Utk 7} 71 OR ol A 7|58 T8t o|HlES] 77 A4 o] Ad o= o gyt
Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR InitiatorPort: "59614"

NOT

574 &0 »}t O|HIEE A&t A EAE o] A2} Btofnl o] & ALESIA AL dE &
o] 4 #-2H & InitiatorIP 192.168.25.3%1 oMl EE A ol A ] <] gt}

NOT InitiatorIP: "192.168.25.3"

_1

AND NOT
EXH EAS xE e o] EE A9 ste]d BE E21G o)A AND NOT A4S AF-&-3 Ut AND
NOT2 A F2kd o] A2} Fitof] AR&-3F 4= gl T

d& 50 o] ZH EAE 2 InitiatorIP 192.168.25.32%1 oW EE 3 A] 84| 7} ResponderlP =427}
10.10.10.1¢] oJME = A 814] k5t

InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"
NOT¥ ANDNOT-S £ 8 3t0] of 2] A S A & = d5UHh o & 50 o] B &AL 2 Initiator]P
192.168.25.32] o] ¥l E 2 ResponderIP 10.10.10.12] o] Hl E = A £ gt}

NOT InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"

OR NOT

574 axE Aelshs A4 23S 23353 W ORNOT 4kAHE AH8-3H o OR NOT 944k Ah= A
A E2LE o] Al ZF Htof] AR 4 gls U T

d & Eo] o] AN ERE & T2 EFo| TCPQ o ¥l E W= InitiatorIP7} 10.10.10.43¢) o] H E =
InitiatorPort 596147} o} oWl E & 2H1 T}

Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR NOT InitiatorPort: "59614"

(ZZEZ: "tep") OR (InitiatorIP: "10.10.10.43") OR (NOT InitiatorPort: "59614") & 74 8 1= Q)51
=

st =she 44

oM E Yol AyE zFo HH attributervalue 7 2 2] value 2 =0 A oL =7F= 5 vERY o
HEE AT o 5 E9, 0] ZE £A1d

URL: *feedback*

& ¥29 feedback & 335} oWl =] URL 54 Aol 4 #249& v,
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W) 1 2h-9 = of) A 7]

(RUBNAURNAU)
o
W N -

=
axr
1=
|

ek s A 7

e

o]

= = A

= oW E A

DO 74 71%-% Aol 8t o5l 7 4] 7] 2ol weh ol MlE 2% A AsH: 75 AT
W ehe = 14 75 ALgshe] W ek B ol A o MIE 21 74 aehaL v 1k = 7 Ao

S5 YU
TATE Y L A2 FHL MO Wk Palo] SEHY 4HS W

vk A ol A A A A e e A 2 S Sl e £
ek = 7 4o] A8y ol W] sl WA £ dofah A B2 AHS o ofF £ ik

ad A H oA & o] &3} %L%QLEEﬂUr gy

o] Aol A o] WL E 7 4]

A gl ek = A 7] AE-5ko] Event Logging(C]HIE 24) o] x] o] A 274 ¥ 5= o]l
EEETF S’J%‘%E}. ek AL 75 ol o] s gk a3t 4= gl T

of

A oA B4 > ol E 248 Augh v
Historical(7] £) T+ Live(2}o] B) 81 S8 g}

Qi Alo] A g0z ol ehe] 7414 & ¢ 28t Search( A1) M ES ¢ 2 she] A4 A a3 o)
A A7) Ak A EE AFE S A4S F3 A S 5 gl v

So] Ao A o1 gl et m aocﬂﬁﬂmgﬂﬂﬂuq»ﬁwﬁ}ﬂfmaéé%ﬂ
A,

Event Logging

[Hislorical | Live] [ 5 an € (i) Background Searches [
Search in Background

Clear Time Range  After 03/22/2023 02:36:14 PM &

Views Viewl X  View2 X

Date/Time Device Type Event Type Sensor ID / Hostnam Initiator IP Responder IP Port Protocol  Action Policy

Search(7 41) B £ 223l 297} Event Logging(o 1 27) 17]o 23] vhebgy . 574 4
4 A3hE Aesty A4 2T 5 QS 44 71 Fe] 44 gl tehdy o,

ke S oA e 4B ES Aesh 44 el o] Do) /b 3 7 Ao] S E W &Y
o] EAFUE Worehemol M ol e 4 A2 & AAT 5 A5k

©l

I

Background Searches(®¥] “12}-# = 7 4) ¥ &S &8 319 Background Searches(®] 12} 5 71 A1)
o|A & Ytk
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Sofol A w1k = 74 of

Background Searches

Search Name File Size User Status

Run Time

Cisco Security Analytics and Logging |

Start a Background Search Viiew Notification Settings

Actions

C leted
Search_1679428080471 3.74 K8 admin@example.com S Complata
(Expires in 5 day
C leted
Search_1679428045727 3.74 KB admin@example.com @ Complete
{Expires in 5 day
C leted
Search_1679427993327 2.25KB admin@example.com @ Complete
(Expires in 5 day
Search_167942230313 662 Bytes | admin@example.com SComplstad
(Expires in 5 day
C leted
Search_1679408015574 662 Bytes | admin@example.com © Complete

(Expires in 5 day

ys)

ys)

ys)

ys)

ys)

Started Mar 21, 2023, 3:48:03 PM

View Download

Completed in 2 seconds

Started Mar 21, 2023, 3:47:27 PM

View Download
Completed in 2 seconds
Started Mar 21, 2023, 3:46:35 PM :

View Download
Completed in 2 seconds
Started Mar 21, 2023, 1:58:39 PM .

View Download
Completed in 3 seconds
Started Mar 21, 2023, 10:13:44 AM 1

View Download

Completed in 3 seconds

pap!

Background Searches(®] 22} = 71 A1) H] o] %] of] 7] A1

B
E]

Ut of w o] Aol A

g)l\

A BZo] AP AN A7E A,
T2 =AY, AT S AF YT G A Fo] A2 o] F3te 75 FH S
A S A 2ket e W Start a Background Search(¥] 22} = A A Al 2H) W &

BAYBYE FE

2 A9y
TE $AS AL FYSHE Pl e gt gy 4ge BashiAL.

chgell S e 2]

W A7 Me A, BE e e s A ook Waehe = Ao m A 5 gt
AT UG£ o HIE ool A M 1eh- = 714 o oF, 08 o] A & FEFHAIA L.

= o — o
Ol E Holol A W ek = A4 of o
O E F-of Ho] 2| A ¥ T1g}e o A HHE 2] & o oF3tU T A A2 7] & oWl E o A ut
ookt 4= Uitk ook AL AAEA S A2 5 AHUh V)& ALY E WS A
Moz $4% ST Yy
A\
Fa A F ke w2 Ave Al Ulek UL Sl ER AEe 4 gl A e g 8L o A
A2 23 A] Q.
71% oMl Eo] sl Ak W ek = PG o okat = AU T el of W Ehe s 1S S
R o g Sea AL
52 A A
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SA 4 (A8 A A O]—E— Libzian =
A 5 7] 24 0 2 Search Now(X| &
AUt} o] ElehS MElalx] go

7] 6 Setup recurring schedule(2 g WHE o oF)-S- 2135101

o] Heslel e el A A9 A 4] A
27} % 7

debe W 1ehe = 7 A9 Ak CDOA AF R ARSI A A 7Y B AED 5 U]

A4 A3 2 9 Ael= D07 A 0.2 A AT 4744 79 B AFH U 3 o MEe] )
o el vele = A Ao CsV BAMES e R gt

A1 v Al o] A vkel] A Analytics(i-27) > Event Logging(C1 M1 E 2 7))o 2 o] 53t}

7] 2 Background Searches(®] 22} = 71 A1) > Actions(2+%]) > Download(th+ 2 =) & &2 gt}
SA 3 AAE S U ol ok A A2 Queries(F 2]) ®ell AdE Ut

©17] 4 Download(th 2 2)2 228Ut SV 39S 27 =eho|H o] 7B ~Eg] ] 92| 2502

gez=gy,

doly 2EE#] 24

Cisco Cloud”} € H %l ASA % FDM " Y X = t]vjo] ~o A wjd 4= = =) =
dol8 ~EZ A S 7AE Fulsof Ut o] & "dd 1 S=gha Yk dlolH S5 A= 1
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9,39 59 9919 GB/Y PR E Ale g U 5 S5 AA sk 7 F2 RS Secure
Logging Analytics(SaaS)E T-ul s} 7] el F-5 F7}ghol| 3ofsti= AYJU o] & &3l o|HIE B+

< AAsHA A5 = dsYHh

TN 90 o] =8 Hlo]E] AEZ A E A% 0 7 FAT T = H 2 90Y 71e] o] ¥l E 7} Cisco Cloud
off A7 191 o] ¥ AbAH YT,

T2 L 718 009 o] 49 F7h ol MIE mEO R YIaglo| EaAL /| E FE| WA FEL Fol o
U BHGB/E F7HE 5 Q0w e 5 7] 7ol sl wE A3k Asbake] FHU .

do] e Q@ Al tgk 2FA 3 U823 Secure Logging Analytics(SaaS) 5 7}o| =& 234 A Q..

Note  Security Analytics and Logging 2}o] A2~ & o] 8] T 7|2 K O]‘J_. A= A5 v ol T Security
Analytics and Logging o] 1~ 5 H 53 4 Qo tf& dlo| 8545 7w 2
UEL A EdfT A Fo] MR H o & Holy TS 53 73"?*01] U}2 Security Analytics
and Logging 2}o] A 2= & 91814 ghole Ut}

27 syt

) gkl ti s of Wl o] § 7} AlAE U7k

Hol ol E AYHE A% ZE o]ul E= Secure Logging Analytics(SaaS) = &}-5-=0f 72 5™ o
ol ddaFel 3y}

o E Fofel A= &5 BE %3l = Secure Logging Analytics(SaaS) 2 2F-§-=0l] A 74%l ol
E 5 Fo]E8A o oHIE Fojo A & = = oHIE == Fo] 5 Yt

oWl E = 90% "5 <t Secure Logging Analytics(SaaS) 2 2h-t-=0fl AUt} 1 Sof = Al AH YT}

colMlEE 2ok o) 5 SV Th SSL A 13, 1ok e A 15, oA Ao]
FHEeBE FY AH, Y L RE G A% o MES 2AT 5 ABLIh 27
2 S Th Az B 2 L Aol A o NES 2o Gk

OHE ~EZ A 7|7+ AA L o)l E ~E X &5 58] 7]
]

Security Analytics and Logging(}.9F &4 2 27) 1208 o] 2] gt glo] A A & ol g wj] 90 o] o] Wl
E 2EZAE vA gy

« 274 8 2A A

. Cisco Security Analytics and Logging


https://www.cisco.com/c/en/us/products/collateral/security/security-analytics-logging/guide-c07-742707.html
https://www.cisco.com/c/en/us/products/collateral/security/security-analytics-logging/guide-c07-742707.html

| Cisco Security Analytics and Logging

glo] 22 X8 Fuj e w) = glo] A 7|7 F AAEA] 11,20 BE WX 28 o]HE ~Eg
AR gaele|=atms Au e £ sy

EAE T o ~EYA] §3FE dadol=aA] £E v
PID & Z-ol] =7} PID(Product Identifier) 7} 57} Y t}.
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Cisco Commerce©l] A}-&2F Al o &2 & 1213t}
2 Cisco Defense Orchestrator PIDZS A &l gk U},
I EE mel ~2E g A §5Fo] do] = S5S Jad o] =g

G718 32 71 2ol 1220] 2 100] ahef ulof 2] ok A9 482 Secure Logeing
Analytics(SaaS) - 7}o] =& 32814
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8 A8 7]

73 A SR 22 A 9] F, AR 7170l 0.2 A A w E -
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= Hide Menu . @ Settings

Welcome to Cisco Defense Orchestrator =
= Secure Connectors

|4 Dashboard
< CDOAPI
iticlou i
fafatios New Inventory & Objects
& inventory & Switch Tenant

Connectivity States Configuration States Object Issues
& User Identity Settings

@ Policies > A“ 0 synced . ' i e

7 2 Logging Settings(27d A )& &9t

7] 3 View Historical Usage(7] & A& ®.71)E 8l ato] A 1270744 9] 2B A ALg#S F9ld
/\L:_ o) Z:]% q.
T PIR=] .

Q

(RUBNR)
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. SaaS(Secure Logging Analytics)oll A& %] = t]n}o] 2 2] TCP, UDP 2! NSEL X E 317]

SaaS(Secure Logging Analytics)©l| A& %] = t] v} o] ~ 2] TCP,
UDP ! NSEL ¥ E 27|

SaaS(Secure Logging Analytics)S AF-&3}H ASA B+ FDM ¥2] t]n}o] 2~ of| A SEC(Secure Event
Connector)®] 57 UDP, TCP 3= NSEL 2 E & o|HIEE B 4= gl Yth 19 th SECE |3
o] WMl E = Cisco F9-== Ay},

o] gt LE T} o} A A& Fo] o}d A9~ SEC= o|HEE A= vl L EE A 3-3} 1, SaaS(Secure
Logging Analytics) A8 A o A= 755 74T vl X E AME-S A Y T

* TCP: 10125
* UDP: 10025

* NSEL: 10425

o] 213t E E 7} o] n] AF-g 21 7 9- SaaS(Secure Logging Analytics)S 743 31 7] #1 ]l SEC t]n}o] 2 A
T ARE gRlste] AAR oHEE A8k U AME T TES I3
SECOI A AbE-3l= X E WIS E Z oo tas T3y

Procedure

?]__— -

@A 2 Secure Connector(H.QF A A E]) H| o] x| of| A o] HIE & W4 SECE A1 8] g},

A1 3 Details(Al - A B ol o] IEE & &l oF 3F+= TCP, UDP % NetFlow(NSEL) 3 E 7} A U T}
l

Boston-SEC
Details v
ID 54b039f6-8944-46a4-ac07
Tenant ID Oa2cdcb4-5e63-4491-9fda
Version 202004270848
IP Address 192.168.25.4
TCP Port 10125
UDP Port 10025
NetFlow Port 10425
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