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RVA, T Rxy b, T74/V = T xzA, BLODNS #FECTHETEET,

\}

GE) T A ARTrEYa=r7F— KOS, APIEDHCP H— =715 1P 7 KL AORE %R
HET, TAAANDHCP 5 LTIP 7 RLAEZZETERWEE, AP X7 +— ANy 7
IP7 RLAD 192.168.0.1024 (R Y £,

e TFNRAANTBE Y g = TE— RIS TWENE I DEHERT HIZIE, T/AA A ay
T4 FXalb—F A F—T o RIBEH L, FEDHR Y7 ANTIoTODIW DRAT—#
ANT T a = TR TNANE I EERLET,

Catalyst IW 7 %~ R 7K« > kAT Cisco Ultra-Reliable Wireless Backhaul ') ') —2 17121V 7 bz 7 a7 4 F¥al—av i
1 F I



TAES 3=V IE—RFTOT A 20HHEE |

i
CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

IOTOD IW Provisioning

IW-MONITOR Disabled

cTFNRAANTBE Y g = T E— RICRoTWANE I N EHRT HICE, ROCLI=2~
Y REFEHLET,

Device# show iotod-iw status
IOTOD IW mode: Provisioning
Status: Connected

* 10T ODIW O A7 —# A7 [Provisioning] & RSN TWHHA, T/ AZTrEY 3 =
V7= RIZRoTWET, F7201%, 10T ODIW O R T — X A [Online] F 721 [Offline]
ERTRINTWVDEELEIE, RO 2SOBMA T v a o bERLET,

CHLWT AR AZRET DL, VA YLAT NS AT ey a=r 77— RIIR
L. 1M 2% Vty hLET, GUIZEH LT A 2D THHMIREOT 7 41 b
~DUtEy h 8X—=V) ZHRLTIEIN,

cBUEOBRE MM L THRtR E 2L E T 21213, ke (12°—) 22 LT

<TZEvy,
THRAANT R EY a =0 78— ROHE, T A avT 4 Falb—F A =Tz A

I0TOD IW Cloud connection info

Server Host: 10TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 192.168.0.10 (fallback)
Current Netmask: 255.255.255.0

FRO LD ICFRESNET,
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| FRECa=CIE—RFTOT A RDOYEE

10TOD IW Cloud connection info

Server Host: 10TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 192.168.10.2
Current Netmask: 255.255.255.0

Configure DHCP to connect to IOTOD IW

Use this section to connect the radio to the Internet via DHCP to use IOTOD IW Cloud Management. Set fall-
back IP settings if DHCP is not available.

DHCP fall-back configuration

Local IP:  192.168.10.2
Local Netmask:  255.255.255.0
Default Gateway: 192.168.10.1
Local Dns 1:  192.168.10.200

Local Dns 2:

Reset to Provisioning

o TNA AMNDHCP h— =5 IP 7 KL AZZETERWEGEAIEL, 74— \v 7 IPT
FL A (192.168.0.10/24) IR Y £,

o TNA ADAT—H AL LED 3B HNZSIR L, T /31 AT 4 —/3y ZARREIZ /2 5
7>, [Online] & — R & 7213 [Offline] E— RIZ/2 5 £ T, LEDIZZDOH A 7 L&KL F
9, LED AT —# ZADFEMIZ OV TIE, Catalyst IW9165 0 LED /8% —> (112 ~4—2)
F 721X Catalyst IW9167 @ LED /X% —> (111 X—) ML T E I,

N

GE) DHCPIXmbEYa=rVF— RTOLFEHRAINET, BEEME
T, #MIP T FLAEZEN D Y THLENHY 7,

TNA AP DHCP YR — M DRy NU—ZIZEHi SN TS Z & &R LET, 1oT OD
SOEERMRINT D &L 7 7 0 REFIEHRD AT —H A3 [Connected] & FRILFET,

I0TOD IW Cloud connection info

Server Host: 10TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 10.115.11.152 (dhcp)
Current Netmask: 255.255.0.0

Tr—NNRy 7T RUVARZRETAITIE. WO CLI 2~ FEFERLET,
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TJOEDa=VIE—FTOTA 209HHRE |

\)

GE) TubEYa = TE— RGN TWAEEIZ, IP. X2y M~ AT, T 74V NF— |k
ZxA, 774~ UDNS. BLOELLZY DNS OFE (P 2~ K) BNHFATEINET,

Device# configure ap address ipv4 [ static IP address [ static netmask [ IP address of
default gateway [ dnsl ip [ dns2 ip 1 1 1 1 1
I~ L ET,

Device# configure ap address ipv4 static 192.168.10.2 255.255.255.0 192.168.10.1
192.168.10.200 192.168.10.201

TN APDHCP —N—= 5T RLAZREGE L2 WEE, 74— NNy 7T KLAR (F7F
LR 192.168.0.10 EIIREINTZIP T RLR) NEHEIMIZEREINET, T8 AN [oT
OD IW [Z#5#t TX 2\ WA 1T, 1oTOD IW IZEET A 72Dk D Z & AR LET,

1L TAALRZORP>TVDHA —F Ry =T ARIEL RSN TN D008 D I Z R
Li‘é—o

2. @—H/VDNS V= _R—NRN[oTODIW 7 77 KY—R—DIPT7 RLAZREETEE0ED
e, TOT FLRAICRFETE DN E I DEHRELET,

3. TIVBARA L FBRD KA A %L T tep/4d3 TT7 7 b3 K HTTPS #5f 2H L
TWAENEIDLEMERLET,

* device.ciscoiot.com
* us.ciscoiot.com
* eu.ciscoiot.com

4. IoTODIW NFEFEA T T A T >TWAEEIE, T A T 4 FXalb—HF
H—T A AR L= (774 V) HEEZITWET,

FNRAANT Y a = 7= RTxy MU= IZEEFETERWEAIE, ROFIEEZFEITL
F7,

1. IoTODIW A A—V %R LT, SLEIZE U TRED [Local IP], [Local Netmask], [Default
Gateway]. [Local Dns 1], 35 X 0" [Local Dns 2] DfE% A JJ L. [Save fallback IP] R &% > % 27
UwZ LET,
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| FRECa=vIE—RTOT NS RDYHEE

)T — N OWRRE Y T T FRFTRENET,

@) 192.168.10.2

This device will be reset to Provisioning. Please make sure the
device is connected to a DHCP network or you have configured
the fall-back address (192.168.10.2) properly. Reboot to apply

the changes?

2. [OK]RZ %27V v 7T 50, [Reset] R¥ %27 V) v 27 LTIoTODIW IZREY . #iEL
L ET,

c[OKIRZ %IV FTHE, TRARAFYT—RMLETH, Yo va=rrE—
FOEFIZRY £7,

o TA RV, Br LV BEE

it

=

DIEZEM L TRy U =7~ ik £,

3. T/A AN [DHCP] X EEHEH L TRy MU —ZIH TE 254, [IoT OD IW Cloud
connection] 1 A 7 — & A% [Disconnected] & £/RI N FET,

IOTOD IW Cloud connection info

Server Host: 10TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 192.168.0.10 (fallback)
Current Netmask: 255.255.255.0

4, TARAARTBEY g = 7F— RIZRoTWT, IoTODICER SN T ARWnE 50k
TR+ 2121, ROCLI =~y REFEHLET,

Device#show iotod-iw status
IOTOD IW mode: Provisioning
Status: Disconnected

WD CLIOFNE, TAA AN T e a = FEF—RTHY, DHCP $—"—n5 P 7 KL
2ETELTWASZ AR L TWET,

Device#show ip

IP: 192.168.0.10
Network: 255.255.255.0
Gateway:

Nameservers:

DHCP Address (PROVISIONING Mode) :

IP: 10.0.0.2
Network: 255.255.255.0
Gateway: 10.0.0.1
Nameservers: 8.8.8.8
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. GUIZFER LTS ROTHBHAROT 74 b~AD Yty b+

Fallback Address (PROVISIONING Mode) :
IP: 169.254.201.72
Network: 255.255.0.0

WO CLILOHNE, 7utrya=r7F— ROFT /34 A DHCP — =5 IP 7 RL A ZH
BTET, TNV IDOT =Ny ZIPT RLAD192.168.0.10 L TWAZ &R L
TWET,
Device#show ip

IP: 192.168.0.10

Network: 255.255.255.0

Gateway:
Nameservers:

DHCP Address (PROVISIONING Mode) :

IP: 192.168.0.10
Network: 255.255.255.0
Gateway:

Nameservers: 127.0.0.1

Fallback Address (PROVISIONING Mode) :
IP: 169.254.201.72
Network: 255.255.0.0

cGUI M LT AL RO THEHEFRGEOTFT 74 h~D U b (8§ 2—)
cGUI MR LT AL 2D 77— K (10 <—2)
« TN ARFEDORAFEE T (11 R—2)
—REE (12 %—)
-77txﬁ4/%®:/y—wﬁ4ybm®%ﬁ (13 =—2)

GUIZERALETNNA RARDIEGHEHEDOT 74 IL bAD
)ty k

T IR ARA L MTEABMEEENTWD LX) By bARZ % 30 PREHTH, a7 4
ol —H A H—T oA AEFH LT, 74 A% THHMKEOT 740 M2 'y bT5
ZENTEET, Uiy PARZUOFEMIZOWTIL,  [Using the Reset Button] 22 L T<
72 &0,

\)

GE) =KUYty LD, TRAADIPT RLARLEHERRAT— REET, T+ XTOT A
AREN LIGHAREOT 7 4V MR £F, £ TER TS A%V 77— T 55581F
GUIZEH L7=T A 2D U 7 — 1 (10 X—) 22 L TSN,

1. [MANAGEMENT SETTINGS] C. [reset factory default] 22 U v 7 LE7,
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https://www.cisco.com/c/en/us/td/docs/wireless/outdoor_industrial/iw9167/hardware/installation/b-iw9167eh-hig/m-troubleshooting.html#Cisco_Task.dita_5bdd982f-29a9-4599-835b-7864fe343818

| FeECa=CYE—FTOTF A ROPHETE
GUI 2R L1731 RO T wEDF 7+ b~y [

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH POINT MODE

10TOD IW

IW-MONITOR m Are you sure you want to reset to factory default settings?

GENERAL SETTINGS
NO YES

2023 Cisco andor its affilistes. Al ights reserved.

2. WERA—UT, [YES|ZZ7 Vv Z LET, LGHMAMEORE~D Yy hE2HIET5IC
INO1 %227 U v s LET,

3. LAl A%X@%W774W%%ﬁbfwéﬁA I, TS ABRTEDORAFEEE T (11
N=) WIRENTNBE LI, REFELEREZT AN AELTEET,

GE) Bl E LCIBHAROREEZEA L TTF A, AZHRETHIVLERL LB ZRE, N—
Rty F2ETLAVWTLSEE W, "— KU Ey FTIEZ, 2=y hOIP T RL R LEHEE
NRAT—=EKn Yty hEN, Xy MU= 0ET 3,4 ZARNHIEnE 1,

CUZFEALETNA RDITHHFARDT 74 IL bADY Y
REDY y bEIATTHITIE, RO CLI =~ Rl LET,

configure factory reset config
WARNING: "configure factory reset config" will clear config and reboot.
Do you want to proceed? (y/n)

CLIa~> Y RTyZANLTCT AL AD Yy N A& AT 5. nZ AN LTk
Ak LET,

BEDODVEY NeT—HUATHFTTHITIE, ROCLIL a2~ FEFEHALET,

Device#configure factory reset default
WARNING: "configure factory reset default" will take minutes to perform DATA WIPE.

DT ADO—ERE LT, WOTZ7ANNT VT INET,

1) Config ,Bak config files
2) Crashfiles
3) syslogs
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TJOEDa=VIE—FTOTA 209HHRE |

B cuzemLEF 20U T—¢

oy U1 W

Do

Boot variables

Pktlogs

Manually created files
you want to proceed? (y/n)

CLLa~Y RCTyZANLTREDT A Aty N T =2 T A TGS 20, n & AT

LT rtr%xHib LET,

GUI ZFERLE=T/NA RD!) T—F

TNARE Y T— K (TN ADEAR L —T 4 VT VAT N FHiEsH) +5120%, ROFIEE

FAITLET,

1.

2. ERES—VT, [Yes] 227 Vw27 LET, V7 —haHIbd2120F, [NolZ2 U v 27 LE

[MANAGEMENT SETTINGS] C. [reboot] %7 U v 7 L £,

alrane,

CiIscC Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH POINT MODE
WIRELESS BACKHAUL

HAL
10TOD IW  offiine |
IW-MONITOR m Are you sure you want to reboot the unit?

Any pending changes will be discarded.

GENERAL SETTINGS
- peneral mode N
- wireless radio

-antenna alignment and stats
NETWORK CONTROL
-advanced tools

ADVANCED SETTINGS
-advanced radio settings

- static routes

- allowlist / blocklist

-snmp

- radius

-ntp

- ethernet filter

-12tp configuration

-vian settings

- Fluidity

- misc settings

MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings.

- reset factory default

- reboot

-logout

2023 Ciseo s

B

CLZFERLETNARDY T—F
V7 —bF&FATTHIIE, RO CLL =~ R LET,

Device#reload
Proceed with reload command (cold)? [confirm]

CLI 2~ R TCeconfirm EAJILT, TXAADV T — a2 ELET,

CatalystIW 7 - 2 X 7R« > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17121 Y 7 bz 7 a4 ¥Xalb—3a v

1K




| FoECa=VIE—FTOT1 2OUMEE

s zgeorrttax I

TINARABEDRFEET
A\

6=

FRA AT NI = THERR T 7 A ML, [oTODHSk > T v 77 7 AV E AT FH A,

[LOAD OR RESTORE SETTINGS] ¥ ot & R TlZ, RO Z LN TEET,

« TNHRAADMAFDY 7 b7 = TREZEMK (*.CONF) 77 A V& LTHRIFT 5,

RFELIEHER 7 7 ANV EBRED2=y MIT v 7 e— KL TEHAT 2,
\}

G¥)

RAE LR 7 7 A ViE, WU A 708D URWB .= v h
ICab— L THEATEET, RIFESIIHER T 7 A VTR ED
Ny Ty AfERENET, 2k, BE LT A AR

FCZA T DT NA AL ZHMENTIHEIT, PR AZERR T
AET,

T IA A DEEAFOFE
1

AAarta—Z 4y rn—RY5IZid, ROFIEZETLET,
[MANAGEMENT SETTINGS] . [configuration settings] %7 U v 27 L%,

]
CIsco Cisco URWB IW9165E Configurator
ur e 5.81.160.244 - MESH POINT MODE

10T0D IW [ Offine | LOAD OR RESTORE SETTINGS

IW-MONITOR Restore Settings

GENERAL SETTINGS Restore settings from fle m No file selected
- general mode

o
ment and st Heser

2023 Cisco andor its affiliates. Al

2. [Savel]zZ V) v 7 LTT /A AERL (*.CONF) 77 AV E o Ba—Z|lAyra—KL

=7,

BRELIERER 7 7 ANV ET AL AT v 7 a— R+ 5120F,. ROFINEEZFEITLET,
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TJOEDa=VIE—FTOTA 209HHRE |
B o—ese

1. [Browse]lz 7 U 7 LT, /A AT v 7 a— KT 54 (*.CONF) 77 A /L& ROl
‘ij‘o

2. [Restore] 7 Vv 7 LT, REZT A AZEHLET,

I
5]
ul]]]]
Xd
gl

[General Mode] DX EZ#ZH T 5121, ROFIAEZFEITLET,
1. [GENERAL SETTINGS] . [generalmode] Z27 V v 7 LE 7,

Cisco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH POINT MODE
WIRELESS BACKHAUL
100D IW GENERAL MODE
IW-MONITOR Disabled General Mode

GENERAL SETTINGS

- general mode © mesh point

- wireless radio Mode: )

- antenna alignment and stats

NETWORK CONTROL

- advanced tools

Radio-off: [J
ADVANCED SETTINGS 0

- advanced radio settings LAN Parameters

Local IP: 10.115.11.180
Local Netmask:  255.255.255.0
Default Gateway: 10.115.11.1

Local Dns 1: 88838

Local Dns 2
mi g
MANAGEMENT SETTINGS
- remote access Reset )
- firmware upgrade
- status
- configuration settings
- reset factory defauit
- reboot
~logout
2023 Ciseo andioe it affliates. All ights reserved

[General Mode] (121, BIfEE—Roary bo—An3H0 9, A vy a2 8lry hU—2 TH
YERIREZR T /XA AlX, [mesh point] E— K CHiff S E T,

)

GE)  MERFXY NT—=27 AT U MRt T 2581% 2R<Eblo0Ayyaxz s Fa=y b
WLETY, ZOT N AL, TA 2 ZAEMHR EOlEl LOEHEBELZETLET, 2
T, Ry FT=IP2O0DT A ADHTHEKINL TN DHETH, Xy hUV—2ZELLHEH)
TEES DT DITHETT,

MEINC T, ROWTIDOET—FRKE27 ) v 7 LT, T ADEEE—REEELET,

* [Gateway] : ZDFE— NIIFEERLAVYIEE Y T o EBEICHERA S, 1ZEAEDEXY B
U— 7 TIHER S NEE A,

¢ [MeshPoint] : ZDE— KX, X hU—=7KNOFEO DT 7 EARA L MEHINET,
INHEDT IRARA L ME, TIZEARA L SBMUOT 7 BARA L RO LA Y20
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| FRECa=vIE—RTOT NS RDYHEE
7o eARA v bDavy—Lga v kAo [

PEFHESTA Y LAY UV ETIFARI V7 2R L T, Avyazy FERIEFIA YA
KAV PFELTREENTZRI LR Y NT—I RAT L —REFFOMDOT 72 AKRA 2 b~
DY T BHESLLET,

« [Mesh End] : ZDF— R, B LIOEHOR Yy N —JHEEZEITTL L5177 %
ARA L NEFRELET, &1y NU—27121307%2< k%l/)@%//z:n/]\i)\t LT
T, DTV EVARA Y MI, #F., VA VLAY NU—7 LRy U —27 BIUR
THEROLHPLIRRA  MIREINET,

CLl R LI-—iREEDEHRTE
— R EZRET HITIE, RO CLI a~> REfERALE T,

Device#configure modeconfig mode
gateway layer 3 global gateway mode
meshend mesh end mode
meshpoint mesh point mode

Device#configure modeconfig mode meshend
mpls MPLS support
radio-off disable radio interfaces

LAN /A5 A —2 DER

LAN RT A —Z|ZiZ, a—H)LT RLAREOT FUHIHERH Y £, LAN ST A—F %
EHEFT D521, WOFIREFEITLET,

1. [General Mode] 7 «t > KU Z )& T < &, [Local IP] 3 & U [Local Netmask] @ LAN /X5
A= Z X LIGHARE DT 7 40 MEIZ 72 > TWET,

2. MBS UT, [Dns1] 74—V Rica—A V774~ DNST7 KL A% AJ)L. [Dns?2]
T4—RiZe—ne XY DNST RLAZ AN LET

3. [Save]x#Z7 Vw7 LT, LANREZRGFELET, XELEZ VT T 5T, [Reset] 27 U >
7 LET,

CLUZ{HERALI-LAN /RS A —F DH/E
LAN /XT A — X ZHETHIZE, WO CLL 2<w> REFEHALET,
i

configure ap address ipv4 static
192.168.10.2 255.255.255.0 192.168.10.1 192.168.10.200 192.168.10.201

TOEARA D DAY —ILRA > bADESE

T RARA U M (B LAN (ZHEHET712) v— B VICRET D20 ERH HYA. DB-9to
RIA5 D U TN —TNEFHLTPCET VEARA L FDay Y —)b B— MR TX
I+, WMOFIEEFEHLTT 7 EARL L FOa ) —)LR— MIER L, CLIZHXF4,
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JOELa=UIE-RTOTAS 200HEE |
B 77tk roasy—iga s kAo

L. OB DAADDBItoRIAS VU TN —TN%E, TI7RAKRA L NORIAS Y TV
R—h&, T Ea—4OCOMK— ML ET,

2. TUVRBARA LV FEWBETEDEIICH—IF NI 2L —FEHRELET, 4—3I )L
T 2 L—Z DR T, 115200 R—L—Fh, T—FE v +8, RNXUFT 2L, Abv7
Ey M OREEMFHALET, 7u—ili#xiLTY,

3. fEAAEERa~ Re 7 hE— RIOiL, o< R a7 () LREa~y
K77~ #) O2oO0HY £, FlEIn 7oA TiE, FEDRWa~ 2 REETT
Aok~ RFXa 7 s () B— Ry £3,

Btea~ R7a 7 b #) = RIZT7 782 AT 5L, enable 2~ N (Bl iLZen)
EANL, A F—=TNRAT =2 AN LET BHEE— FOR2ZA L R20— FNiE, 1
Wepno 74 LAY — REFRRY ET)

ROT7H N a4 AFREFERL T A LET,
o« —H—4 : Cisco

e NA T — K : Cisco

N

GCE) REDEENZETLEL, TZ7BARA VLTI TAr—TAERYOAL T TZEWN
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5.
URWB E){EE— FDERTE

« URWB #i{FE— FORE (15 3—)

« CLLIZ X 245 (15 <—)

s Uty FARZDOFE (16 2—)

o A A—VEMOBE (16 ~—)

cGUI ~DOT 7 EAFIE (17 <—)

« GUI |Z X %5 URWB Catalyst IW9167E D% E (18 ~2—)

cCLIGZEDaI v b (19 3—)
*CLIIZCEDI0TOD DAY T A E—REFTTA UE—ROFE (19 X—)
s CLIIZ L B/32AU— FOg%E (FIEIRr 7 A %) (20 ~—)

«GUIIZ LA I0TODIW O E (21 =—)

URWB E{EE— FDERE

Catalyst EZEEH U A YL AT 78 AR A » ME, Catalyst Wi-Fi (AP) . Cisco Ultra-Reliable
Wireless Backhaul (URWB) , V—27 7 /b—77 1 v (WGB) 2 EQOEBDOUA YL AT
Jav—%%R—KhLTWET, HFR—hINdE— FiX, BENRT 7EARA L Moko
THEV ET,

T 7B ARA L b®OSIE, Catalyst Wi-Fi (AP) & Unified Industrial Wireless (UIW) @ 2 ->®D
BIRDHI) T 2T A A=V Y R—=FLTWET, URWB & WGB i, ¥H 54 UIW V7
N7 =2T7O—HTY, TVBAKRA LV FOE—RIL, TV BARA > bREAET D X 9 ITERE
ENTNDE— RIZESNTT — FRRICRESNET,

CLI (2 Xk ¥Rl

T 7B ARA > ML, Catalyst Wi-Fi (AP) & Unified Industrial Wireless (UTW) Z#7a— b L
TWb, 22008 RLY T NI 2T A A—=VDT 7 EARAL L 0SS ZHHR—FLTHET,

FITSNTWDL Y 7 b =T 2RI 5121E, RO show 2~ R LT, faEgsnic”
Ty M7 —Lba—RERELET,
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URWB B E— KO EE |

B vtorrsroz:

)ty

A4+ —

Device# show version

Cisco AP Software, (aplg6j), C9167, RELEASE SOFTWARE

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Thu Aug 18 01:01:29 PDT 2022

ROM: Bootstrap program is U-Boot boot loader

BOOTLDR: U-Boot boot loader Version 2022010100

APFC58. 9A16.E464 uptime is 1 days, 3 hours, 58 minutes

Last reload time : Wed Sep 7 11:17:00 UTC 2022

Last reload reason: reload command

show version T aplg6a E aplg6tb &%%éh‘fi%/ﬁ\ﬂi\ 77?12“04} HrOS VTR '7317
ﬁ)iﬁiéﬂ'(l/‘é ¢t %%ﬁ% Ljﬁfo show version C aplg6j ER aplgém L %%éﬂfi%/ﬁ\

X, UIW Y 7 b =T NRETSINTWAHZEE2ERLET,

WDa<wy FEFETLT, 77E8ARA L S URWB E— RTEIEL TWAMNE 9 AR
LET,

Device# show iotod-iw status

ZDawy RBFEETAEE. 77 EBARA L MZURWB E— RTEIELTWET, FIEL
BRWEA., T7EBARA L FMIWGB E— FTEIEL TWET,

S S =JL =
fRA VDERTE
URWB E— FTlX, (F—hrue—RVEy MEF&E5(E L7-%IZ) LED MBIREO SIRICE
bdrl, DV Yy hT 7 varNETENET, TXAADY By hARZ AL, T/ AD
FBIRAE AN TEIMESE 8 TlEe< . BERE ANDIFNIHTVLERSH Y 7,
Uy hARZ U Z200 X 0EIHT L, BBEORENZ VT INET,

Uty PARZ 20 EV RS 0B I VESMT L, THHMERE~DY £y M3 b
UA—shET,

VY PARZEZOBLIDVEILTYH, REFZ VTS EE A,

CEBDERTE

Catalyst IW9167E 7 7 & AR A > b % Wi-Fi ©— K (CAPWAP AP) 7°5 URWB E— KiZ, £
T OB T BT, RO FINBIZHENET,

1. CAPWAP 725 URWB £— RiZ, F721X WGB/UWGB 7>5 URWB £ — RICE#T 51213,
WOCLIa~y RE AN LET, 77E8ARAL L N Y 7—F L, URWBE— RTT— |k
L/\i‘a_o

configure boot mode urwb
2. URWB 7>5 CAPWAP E— R, £7-1% WGBAUWGB 725 CAPWAP E— RICEH#HT 5T

X, ROCLIa~> RE AN LET, T7EBARAL 2 FMBNY 77—k L., Cisco CAPWAP 7
IR ARA L P E—RTT—FLET,

configure boot mode capwap
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| URWB BifEE— FDEE

cul~n7s+2EIE [

3. CAPWAP 75 WGB/UWGB £— RiZ, 721X URWB 725 WGBUWGB & — RIZZE# 5
2. RO CLI 2~y REAHLET,

configure boot mode wgb
N

(D) A A—VRBHT DL BRBIMRE~D €y MIEFINET (FATORELTF—¥
MELIHIRSNET) .

GUI~D7 UVt AFIE

Web Ul (Web 22—V —Af L H—T = A R) [ZT 7R THIZIE, ROFEEZHEHL £,

1. WebULIZT 7 EATHITIX, Web 77 UHZBIE, RO URL % AJJ LET : https:/<IP
address of unit>/

2. BIAUR=UNERFICEA & LD X 51T Catalyst IWI167E £ 721X TW9165 =27 ¢
Xal—IRRRINET,

CISCO Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.112 - MESH END MODE
WIRELESS BACKHAUL
Login

Username:

Enable Password:

Show password: ||

© 2022 Cisco andlor its affillates. All rights reserved.

3. WENRN—UVIZT 7 E'ATHITIL, [Username] & [Enable password] D1 7 A U EHR A L
£

4. WebULIZIEHIZa A 35, WOLHI7ZRURWBa L 7 4 F a2 L—FINFREINET,
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URWB E#E— FO#E |
B cui =& 2 URWE Catalyst IW167E D3 E

afaln
cIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

10TOD W [ ormice | GENERAL MODE
FM-QUADRO General Mode
Solect MESH POINT mod fyou aro altaching an P edge device i.¢. network camera, encode, etc) 10 this
GENERAL SETTINGS Cisco Catalyst IW9167E Heavy Duty Access Point or if you are using this unit as a relay point in the mesh
- general mode feman
- wireless radio © mesh point
- antenna alignment and stats Mode: (O mesh end
NETWORK CONTROL O gateway
-advanced tools
ADVANCED SETTINGS Radiooff: (]
- advanced radio settings
- static routes LAN Parameters
- allowlist / blocklist
- multicast Local IP: 10.115.11.117
-snmp
- radlits Local Netmask: 255.255.255.0
-ntp

«12tp configuration Default Gateway: 10.115.11.1

- vian settings
- Fluidity
-misc settings Local Dns 2:
-smart license

MANAGEMENT SETTINGS

- remote access Save

- firmware upgrade

Local Dns 1: 8.8.8.8

- status
- configuration settings
- reset factory default

- reboot

- logout

©2022 Cisco andior s affiliates. All ights reserved.

GUI [Z & % URWB Catalyst IW9167E D% E

IZ. URWB Catalyst IW9167E L' 77 k® GUI i €% 7 L TWET,

afrafn
CIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

10T0D IW [ offiine | GENERAL MODE
FM-QUADRO General Mode
Select MESH POINT mode if you are attaching an IP edge device (i.e. network camera, encoder, etc.) to this
GENERAL SETTINGS Cisco Catalyst IWQ167E Heavy Duty Access Point or if you are using this unit as a relay point in the mesh
- general mode fetaats
- wireless radio © mesh point
- antenna alignment and stats Mode: () mesh end
NETWORK CONTROL O gateway
- advanced tools
ADVANCED SETTINGS Radio-off: D
- advanced radio settings
. static routes LAN Parameters
- allowlist / blocklist
- multicast Local IP; 10.115.11,117
- snmp
«radius Local Netmask: 255.255.255.0
-ntp
- Bip garaiich Default Gateway: 10.115.11.1
- vian settings LocalDns 1: 8.8.8.8
- Fluidity
- misc settings Local Dns 2:
- smart license
MANAGEMENT SETTINGS

- remote access

Save

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

©2022 Cisco andior Its affllates. All rights reserved,
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| URwWB EjfEE—FD

B

X JE

cuzgznazvr [

CLIREDa=Z v k

BIEOREEITFITTOREE T —HILA L —IF T F3AE VITRFET 51213, weite CLI
av U REANLET, BEINTMEITT Y v V2Bl 7 7 A NMCH DT, write I F
EANN LIRS, BEOBREEZANCTDHOICT A, A% ) 7 —FLET, REZAMT
HIZE, WOCLL 2 Ay FaMH L CRELEHEZIAR, T A A& Yr—RNLET,

Device# write

E720%

Device# wr

write 72T wr : BIIEORELZ ATV IZaI v FLET,
Device reload

reload : 734 A& U n— KL%,
1 -

Device# write
!'!'l Please reboot to take effect

Device# reload

Proceed with reload? [confirm]

(HERDOT=DIZATI L ET)

CLIICKD1TOD DA UZA VE—FEATSTAVE—

~D

=JL ==

axX ;&

IoT OD (IoT Operations Dashboard) 1% 7 7 REFR—Z L THY | T4 A IRy hT—7
ENLCAYIA 7T U RIZERSNET, 7774 F— FTiE, 7734 ZIELCLI & Web
UlIZE o Tr—=HVE— RTRESN, 77U RSN ETA,
TRAARE T T4 = FTRESNL TV DOHEIT, KOAT v a VEBRLET,

«CLI & Web UL ZfEH LT, 731 A2 FETHELET,

¢+JIoTOD 7 70U K —ERATT A ZAZHEL T, IoTODIW 2ZbH 7 AR— b EN7-H
77 ANERRL, IoTODIW EEHR—OREBICHIBEDT v Fa— RRZ % fE
AL THER 7 7 A NVET v 7T a—FRLET,

IoTODIW (IoTPEEFA VA YV R) REMIEEE T 77 4 TET23IET 77 4 72T BT
WD CLL a~<wy REfEHRLET,

Device# configure iotod-iw {offline | online}

online : [oTODIW E— &4 T4 VZRELET, IoTODIW 7 7 7 R — —InH TN
AAEERTEET (Fy NT—ZICER SN TVWAIERD)
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B cuisziizo—ro

B®E (WEAT A UE)

URWB B E— FDEE |

offline : IoTODIW E— R&A 7 T4 NIFRELET, 734 AL 10T OD IW 2> 5 EIHF 4.,
CLLEFIZAF 794y a7 4Xalb—F A B —T oA 2% L CEHTHET HHLE

NV ET,

CUIZEKBN\RD—FKDEHRTE (#FEOTA %)

TN, AT T4 0= RITBHE, HlEla T4 L ARIICT A RTHE )72 /R AT — RERE
THLENRSH D 3, CLIZE > TN/ AT — RERET HI2E,. ROFEIIMES Tx—

—

CatalystIW 7 - £ R 7K1 > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —2 17121 Y 7 k7 AV 74 Fal—a v H
1K

Yy b AT — RERETHMLERD Y £,
e 2P —Z ORI 1~32 LFTT,

e RAT—ROESIZ8 ~ 120 LFITTHMLERH Y £,

e RAT—R|IZIE, < b 1 D2OKRXLF, 1 DO/PLFE, 1 D0OF, BLO1 DD4)

n)uﬁ%ab?’)éz%#&bbiﬁ‘

FTH ROBHLFIIHEHNTE EEA,
" [HESUHFT]

[ ESIHR

? [BERIFF]

INAT — RIZIFIE T & Bk 0T (33 ~ 126 @ ASCII 10 i

Ea—F) 25052 LNTE

¢ NAT—RITiE, 350 LIEEFEDOLF a2 &0 5 Z LT TEEE A,
e NAT—RIZE, AUXFZ23EERE L TEDLZ LT TEEEA,
o =P —H LRI LLFHNIR, 22— =R 2T LI CFAINIANAT — R T £

/\Jo

e LWRRAT — REBEDNRAT — REZTFONRRAT - RERIUCICT DI LIETEE

NN

1 -

T 7N bou A AFRITRD LB TT,
username: Cisco

password: Cisco

enable password: Cisco

BRAVIQNAT — R L Tr 7 A UMEREFRET D720,

AL x93,

username: demouser
password: DemoP@sswOrd

enable password: DemoE"aP@sswOrd

WDV T na s A NERE



| URwWB EjfEE—FD

B

X JE

Uiz 5 otonw oz I}

CLI ZE> TEBANG/IRT—FZRET 561,

Device# configure iotod-iw {offline}

Switching to IOTOD IW Offline mode...

Will switch from Provisioning Mode to IOTOD IW offline Mode, device need to reboot:Y/N?

Y

User access verification.

[Device rebooting...]

User Access Verification:

Username: Cisco

Password: Cisco

a7 4 L %IC, a4 EREFREL TS EEWN

Current Password:Cisco

Current Enable Password:Cisco

New User Name:demouser

New Password:DemoP@sswOrd

Confirm New Password:DemoP@sswOrd

New Enable Password:DemoE”“aP@sswOrd

Confirm New Enable Password:DemoE"aP@ssw0Ord

B A ARESEE SRS, BER /A LTSN

User access verification

Username: demouser

Password: DemoP@sswOrd

Device> enable

Password:DemoE~aP@sswOrd

Device#

)

GE)

FRoB TR, TRTORRT—= KRBT L—0TFTFANTY, ZHETEH (o ranrA
UEHR) T, EBEOF—AFIERETIE, TAZ Y R (*) TREIHTWET,

GUI[Z& B 1oTOD IW DL E

EOKIL, 1oTODIW EH D GUL X—TZR L TWET,

Catalyst IW 7 %~ R 7K« > kAT Cisco Ultra-Reliable Wireless Backhaul ') ') —2 17121V 7 bz 7 a7 4 F¥al—av i

1k




URWB B E— FDEE |

GUI [Z& % 1oTOD IW DR FE

10TOD IW Management
10TOD IW Configuration Mode

initial radio configuration phase. The radio MUST be configured using the
Centralized Web Interface ( |I0TOD Industrial Wireless US, IOTOD Industrial Wireless EU ) if
connection is successful or manually if Offline configuration is selected.

Offline Configuration: it supports local parameter changes through the radio Web Ul / CLI or
upload of a single file downloaded from IOTOD IW section in IOTOD Industrial Wireless ( I0TOD
Industrial Wireless US, I0TOD Industrial Wireless EU ).

Online Cloud-Managed Configuration: the radio can be configured from the Centralized Web
interface (IOTOD IW section in I0TOD Industrial Wireless US or I0TOD Industrial Wireless EU) if it is
connected to the Internet and can access IOTOD IW Cloud Server. Radio Web Ul and CLI are read-
only.

O online Cloud-Managed © offiine

UPLOAD IOTOD IW CONFIGURATION FILE

Upload Configuration File

! fi ion file fi
Select configuration file ex.porte.d rom No file selected
I0TOD Industrial Wireless:

Last configuration ID 34
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=% =R

URWB EH#RE— FDEETE

« URWB T — FORE (23 ~<—)

cCLIIC X AEH{A7E— FORE (25 3—)

« CLI|Z £ 5 URWB OEMRE— ROR%E (25 ~—)

¢ CLIIZ &k % AMPDU OFE (26 2—)

« CLIIZ X B8t osE (27 ~—)

« CLIIZ X DIREFGE AL RA T v 7 ZAORE 27 =—)

«CLI|
{
{
{
{

CRBZEMA N =LA 0T v 7 ADRKEORE (27 3—)
«CLIIZ X% Rx-SOP L & WMEDORE (28 2—)
¢ CLIIZ X A RTS E— Ro#E (28 X—)

«CLIICXE D WMM E— RO&ETE (28 2—2)
* CLIIZ X% NTP OF%E (29 X—7)
«GUIIZ L% NTP OFFE (30 X—)

« URWB DR E— ROMEFE (30 ~<—)
cGUIIC X A EHRA 7 E— FOHRE (30 2—)
s GUIIZ L D IERRE— RORE (31 ~X—Y)

URWB E#HE— FDETE

BTAYXY VAL VA —T oA AT, FFEDET— FTEET AL HICRETHI &L, ELhicd
52 LHTEET, EBHRTOE— NI, T A—F THREINE Fluidity £721XEEA 7 7
ARG IF ¥ 2=y bELTEET AT A ATHRETEET,

WD, THAA ATOERE— ROBXRELRLET,
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B vrwe mgeE— rowe

s

—

®1ERE—FOR

URWB R E— FOBE |

Fluidmax 77 A <~ U
Fluidmax &4 &

FELEDRE| BISTOE— K* Bz
EEA LT TANT I F ¥ [ & P2P £— K (KA v Y —iR
4> b)

P2MP (ARA > RV —< /L F R

4> k) F—F (Fluidmax) .
P2MP
P2MP € — K (Fluidmax) .
P2MP
EEUT ¢ AP Fluidity EEUTF 4 E—F
FEUFATTAT L b Fluidity TV T 4E—F

WORIZ, ANREEARA 2 —T7 = A AOBEE— RPGEM E NS Fluidity A7 — % R &R

L/ij—o

R2ZEHEAVEZ—T A RAOBHEE—F

|IR1/ER2 BEA>T7S5A LS9 F+  |Huidity
BEAVITSRARZYF+¥ |Fluidity 23 #%) Fluidity 23 %)
Fluidity Fluidity 7347 % Fluidity 7347 %

BEBYXOT 2T VOEBA X —T A AL, WOFITHES THATX 9,

RILBHOERAVI—T (4 RADERE

AR /AR 2 BEAVI7SRANSY [EEY T4 AP EEYTAU9SATY
Fy/rAva ~
BEEAVI7S5SAMSSHY |MEMP U L—, P2MP | H Y, FL—F O | AR—FENTWET

Bl (BRdl b L—7)

B D7 FA4 T
)

FxlAya (Av=) B G b L—) yANNI=R NESPA G T
HFETA
EEYT 41 AP HY. bL—F DM [ HEAED Fluidity (F8E | R— ST EE

Ao V2V E72ITEE +
AP #fEA L TL 72
l/\

EEYTAVIATY
~

PR—bFSHTVES
/NN N B RS L]
b FEEA

PHR—hrEINTWVERE
Ao V2V £ 71T E +
AP R LT /2 &
(/\

FEAED Fluidity (41
BB D 7 FA4 T v
~)
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URWB R E— FORE
ek mpAvE—rozz

CLIICLDERA 7E— FDOEE

W5 O (Fluidity & [EE) NEHIT/R> TODHEICERA 7E— FERET DITIT, K
DCLl 2~y FEFREMLHLET, BRI 7E2BEST DL, TXTOIAFLAL o Z—
7z A ANEINTT2 ) T
1L TA2OBHEOBEEE—FEZRELET, BRI, Avvazry P Avialfr
b Fo@FZa—Nr—brvxA (L3) IZTEET,
Device# configure modeconfig mode {meshpoint | meshend | gateway}

2. THAAADFERLIZMPLS (v F 7 hal F-~UL A4 vF 7)) OSI LA YEEEL
£9, layer ICHEE T AfEIZ2 (OSI LA ¥ 2) £721L3 (OSI LA ¥ 3) TT,

Device# configure modeconfig mode {meshpoint | meshend | gateway}[layer {2]3}]

3. WA T7E—RERELET,

Device# configure modeconfig mode { meshpoint | meshend | gateway } [layer {2]3}] [
radio-off {fluidity | fixed}]

4. BREZKTLET,

Device# (configure modeconfig mode { meshpoint | meshend | gateway } [layer {2]3}]
[ radio-off {fluidity | fixed}])# end

Device# wr
i
Configure modeconfig mode meshend radio-off fluidity

Configure modeconfig mode meshend radio-off fixed

CLI IZ & % URWB DO EHRE— FDEETE

URWB OEME— NERETHIZIE, ROCLIa~y NEFIEEZFEHLET,

TATX VAL U E—T 2 A AOENEKEZ BIRT A 72D HINALLTFDO CLI 2w KT
X, SFEIERAH—T 24 AD Fluidity BLOFEEA 7 T A NT7 7 Fx bbb s

e TEET,
1 EBHRA LA —T oA AFF<1 £720152> TUAVY L AZRELET,

Device# configure dotllRadio <interface>

2. MELIEA LV H—T =24 ADFHEET— REHRTELET,

Device# configure dotllRadio <interface> mode {fixed|fluidity|fluidmax}

fluidity : A 2B —7 = A AlE, EEVT 4 AT TR LTI F v E A= b
DVFAHOEE, Fluidity &— FTBIfEL £,

fixed: ZOA =T xA AF, BAEA L T7TANT 7 F¥E—F (Fluidity 72 L) TH)
fELET,
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B cuizszamrouon

&s
filt

URWB R E— FOBE |

fluidmax : Z DA ' F—7 = A A%, FluidmaxP2MP E— R CEIMEL £9, BIMD/NT X —
2 % fRE LT, Fluidmax ODENWE#EEA X ECEET (FI7A4~V/ e Va—n, 77
2L ID 7R E)

Fluidmax { > #Z—7 = A4 AF— F® fluidmax 2 —/VZFHELET,

Device# configure dotllRadio <interface>mode {fixed|fluidity|fluidmax} {primary |

secondary}

U
REZAT LET,
Device (configure dotllRadio <interface>mode{fixed|fluidity|fluidmax}) # end

Device# wr

A\

GE) D Etb 1 o040 H—7 = A A Fluidity T— RIZEESNTWEHEA, 2=y F&ERN

Fluidity &— RCEIWEL 7, TXTOA ¥ —7 = A ARFEEICHE SN TV DA, Fluidity
XN £,

CLI [Z &k % AMPDU D&% 7E

ampdu (Aggregated MAC Protocol Data Unit) D& & S EGIEN 252 €3 512X, RO CLI 22~
YREHEHLES,

Device# configure dotllradio <interface> ampdu length <length>

length : <0 ~ 255> O (A 70 f)

Device# configure dotllradio <interface> ampdu priority {enable | disable}

enable : ampdu tx NN 2 AN L E T,
disable : ampdu tx EESENAN. A HEZHIZ L £ 7,

Device# configure dotllradio <interface> ampdu priority [enable]

0:

1

2

A>T w7 A0 O ampdu tx EEIENANL,

AT v 7 A 1O ampdu tx BEIENENT,

AT w7 A2 @ ampdu tx B IENENL,

A VT v 7 A3 O ampdu tx B IENERL,
AT w7 A 4D ampdu tx B SENENL,
A T w7 A5 @O ampdu tx B SENEAL,
A VT w7 A6 D ampdu tx B IEIENL,

AT v 7 AT O ampdu tx BEIENENT,

CatalystIW 7 - 2 X 7R« > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17121 Y 7 bz 7 a4 ¥Xalb—3a v
I'flf



| URWB ERE— FOHE
cuiz£zAEH0EE ||

all all

CU [Z Kk ARIEHBDERTE
BEREE AR ET HIZIE, RO CLI a2~y REHEHLET,

Device# configure dotllradio <interface> frequency <frequency>

frequency : <0 ~ 7125> MHz B, OB VEJE W ER,

CUIZKARARERFASIEARSA VT VI ADERE
BRI BT (MCS) A V7 v 7 AERIET BI01E, KO CLIa~ Y REHEALET,

BRMCS A > F v 7 A BB EZI130FS AUTO THRELET, AUTO D&, Nv 7 7 Z
7y R a2 LY BEIFIZ maxmes SR E SN ET,

Device# configure dotllradio <interface> mcs <maxmcs>
maxmcs DfE :
<O~ 11>0~ 11 DI Kmes A T v 7 A,

AUTO &\ 9 BEE

\}

GE) @EE— KRB > TV AEEIT, RRKMCS 2 0~ 9 ICHETEET, @hEE—FK
DA > TOBHEEIE, BAMCS % 10 ~ 11 IZRETEET,

CUICKBZEBMA M) —LATYIADRKRKBDERE
ZERIA R U —L (NSS) £ VT v 7 ADRKEEFHET DI, ROCLIa~y RafiHLE
D
BRRZERIA bV — A5 25 F 72133055 AUTO TRRE L £,
AUTO DA, Ny 7700 R77atv 22k 0 HEIRYIZ maxnss DX E IV E T,

Device# configure dotllradio <interface> spatial-stream <maxnss>
maxnss OfE :
<1l ~4>FRnss A T v 7 A1 ~4,

AUTO &9 HiEE
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B cuicszResor LEvEORE

A\

GE)  Catalyst IW9165 1E, Fx K2 DDZEMA N Y — L% HHR— K LET, CatalystIWI167 1L, F K 4
DDOZEMA N — L& R— b LET, FEINTZEMA M —LDOREREIT, Ao
WBT T T OB T THLIUBERH Y £7,

CLI IZ& % Rx-SOP L ELMEDERTE

Rx-SOP (Receiver Start of Packet) L X UMEZFRET HITIL, RO CLIa~ > REHFEHLET,

Device# configure dotllradio <interface> rx-sop-threshold

<0 ~ 91> rx-sop- threshold Z Ay L £§ (0 : H#E), f& : fE dBi) .

CLIICKARTS E— FDHTE
RTS (EEER) T— F2RETHINE. KOCLIa~ > FEHEHALET,

RTS Z#MENc4B121F. RO CLI 2~ REFERLET,

Device# configure dotllradio <interface> rts <disable>
disable : rts PR 2 HEDIC L £
LEWEAMA L7 RTS ZHICT 5I121E, RO CLL 2~y R LET,

Device# configure dotllradio <interface> rts enable <threshold>

threshold : L X VMEOFFE (0 ~ 2346)

CLI IZ& 5 WMM E£— FDERTE

WMM E— K (VA Y VASILT AT 47) ZRETHIZIFE, WOCLILa~vr REFHLE
—é‘o

Device# configure dotllradio <interface> wmm [bk|be|vi|vo]
[bkbevijvo] 1%, H—E A7 F X (CoS) RTA—=FERLTWET,

be: NA P74 — U ETT 4y Fa— (CSOBLTCS3) ,

bk: NI TR N7 4y Fa— (CSIBLTCS?) .

Vi: BT AR T T4 v Fa— (CS4BLVCSS) .

vo: HENT T 4wy Fa— (CS6BLVNCST) .

TAX VARG AT 2 %7 VT3 5I120E, ROCLL a2~y REERLET,

Device# configure dotllRadio <interface> wifistats <clear>

clear : VA YV ARHDI D X2 E 7 VT LET,
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CLI IZ& % NTP DERTE

cuizsz NP oEE [

NTP (Network Time Protocol) $—/3—7 KL AZFHRTET HIZIE, RO CLI a2~ R&EEHAL

£7,

Device# configure ntp server <string>

string : [P 7 RUAEZIL KA A 4,

i

Device# configure ntp server 192.168.216.201

NTP GBREZ B ET DICiE, RO CLL 2= Rl L£7,

Device# configure ntp authentication none
Device# configure ntp authentication md5 <password> <keyid>
Device# configure ntp authentication shal <password> <keyid>

none : NTP #ZilE md5[shal (REREA ) Z N L ET,
il

Device# #configure ntp authentication md5 testl1l234 65535

N\

G¥) A7 ar T, mds DRXAT—RKEFXF—ID L, NTP V— =D md5 D/XAT— K & F—

E—EHTHLERNDH Y T,
N2 — ROF X8 — 20 XFICTHXLENDH D £,

WO A CE A O [BIUAM] " [ ESI A& W5 H
[Ny 7 AT v val#[EFiLm] BILOZER

S [ RARL T =[F5]\

NTP H— B A Z AN F T2, RO CLI a2~ RERALET,

Device# configure ntp { enable|disable }

NTP Z A LY — 2 HRET DHITIE, RO CLL a2~ REfEHRAL £,

Device# Configure ntp timezone <string>

11

Device# configure ntp timezone Asia/Shanghai

NTP OFEE AT —F A ZMEEFT 52T, RO show 2~ FEFEH L ET,

Device# show ntp config
NTP status: enabled

NTP server: 192.168.216.201
authentication: MD5
password: testl23

keyid: 5

timezone: Asia/Shanghai

Device# #show ntp (Using this command to check if device can sync up time with NTP server)
Stratum Version Last Received Delay Offset Jitter NTP server
1 4 9sec ago 1.840ms -0.845ms 0.124ms 192.168.216.201

Catalyst IW 7 %~ & R 7K« > kAT Cisco Ultra-Reliable Wireless Backhaul ') ) —2 17121 Y 7 bz 7 a4 ¥ L—

vavh
4K




URWB R E— FORE |
B cursanroze

GUI [Z & 5 NTP DERE
WOBIL, NTP #E3ED Web Ul 77 L TV E,

clsco CIE\'.I:C.) U.F!WB IW? IE?EH (ljll}-l'l.‘ll.g.:llr;l[()r

[ otiine | NTP - Network Time Protocol

Enable NTP:

NTP server hostname: 192168 21¢

NTP authentication:

NTP password: ssssssss show

Select Timezone: A

WARNING: NTP time is not synchronized

URWB DR E— ~ DFREE

MR — RAMREET DI21E, IRD show a2~ REHEH L F9,

Device# show dotllRadio <interface> config

il
Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidity
Frequency : 5785 MHz
Channel : 157

Channel width : 40 MHz

Device# show dotllRadio 2 config

Interface : enabled

Mode : fluidmax secondary

Frequency : 5180 MHz

Channel : 36

Channel width : 40 MHz

HET 7 EARA L N (R T 4277472 ) OE#HE— R%&EEE721% Fluidmax (22
FTAMENRH HYETE,. CLI @ configure fluidity id infrastructure ¢, Fluidity = —/V%& A > 7

FART I F v L LTRETDLENDHY £7,

GUI IZKAERA TE—FDHRTE

M 7B — RERET DX, UToRIRT L9, BEE—F it I Fluidity £— R %
@?ﬁbiﬁ“o ~v K= KT Catalyst IW9167E 77?%1‘4’ YRERBEL, ZO2=y %
LAN 2 EOFMFR Y U =T 108 T 25813, Ay vaxy RE—RZERLET,
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| URWB ®iZE— KD

GUI [

CatalystIW 7 7 & XK A

1

alaln
Cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [offine |

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio
-antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes
-allowlist / blocklist

- multicast

-samp

- radius

-ntp

- I2tp configuration

- vian settings

- Fluidity

- misc settings

-smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

= reboot

-logout

HEME—

GUI % i » CTHEfE—

UAYVAEREMSLT DI
GUI Zffi » TEBRET— FERTET DL, f8E
7z A ADEEE— F&EF

alaln
cisco

ULTRA RELIABLE

WIRELESS BACKHAUL

10TOD W [ offiine |

FM-QUADRO

GENERAL SETTINGS
=general mode

- wireless radio

- antenna alignment and stats

NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

-radius

-ntp

- 12tp configuration

- vian settings

- Fluidity

- misc seftings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

-logout
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Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

GENERAL MODE

General Mode

Select MESH END mode if you are installing this C\s«: Catalyst IW167E Heavy Duty Access Point at the head
end and connecting this unit 10 a wired network (i.e. LAN).

(O mesh point
Mode: © mesh end
O gateway
Radio-off: Fixed v
LAN Parameters
Local IP: 10.115.11.117
Local Netmask:  255.255.255.0
Default Gateway: 10.115.11.1

Local Dns 1: 8.8.8.8

Local Dns 2:

© 2022 Cisco andlor s affillates. Allrights reserved.

KDERTE

RERET 2I0%, KOTFIEZETLET,

RELET,

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

WIRELESS RADIO

Wireless Settings
“Shared Pusephesse” o an thamrtaci g o spacial charslans xchalg {0pes] outle per] Tkl
whitespace (e.g. HMUST b
the same for all the Cisco URWB units belanging to the same netwark.

Shared Passphrase: PASSWORD

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same

frequeney.
Radio 1 Settings
Role: Fixed v
Frequency (MHz): 5180 v
Channel Width (MHz): 80 v

Radio 2 Settings

Role:  Disabled v

Save

©2022 Cisco andor its affliates. Allrights reserved.
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B suicsamee—rome

URWB R E— FO®RE |

2. R OEEE—F (2—/1) %, FluidMAX 7 5 2% ID % Fluidmax 7714~ &
LCRELET, ZO%HA, 774~ TOREERINNAENI /D, Bl &) R
2720 EF, mRRKEHVAAVEBRT D E (BEHL-UL 1 TbLEWEEBINREIN
%£9) . URWB EEEAHE (TPC) 12Xk BEIMICIEREEENINER S ET,

v
cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10T0D W ED

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- I12tp configuration

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

\}

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

ADVANCED RADIO SETTINGS
Radio 1

FluidMAX Management

Force the FIuidMAX operating mode of this unit. IMAX Cluster
1D can be set.If the FIuldMAX Autoscan is enabi t0 assodiate
With the Primary with the same Cluster ID. In this. o e arys will be
disabled.

Radio Mode: PRIMARY

FluidMAX Cluster ID: CLUSTER_ID

Max TX Power

Select TX Max Power: 1 M

Antenna Configuration

Select radio 1 antenna gain and antenna number.

Select Antenna Gain: UNSELECTED v

Antenna number: ab-antenna v

Data Packet Encryption

Enable AES to cypher all wireless traffc. This setting must be the same on al the Cisco URWE units.
Enable AES: Disabled M

Maximum link length

Insert the length of the longest ink in the net, o let the system select an optmal value.

©2022 Cisco andlor is afflates. All rights reserved.

GE)  =3—no v 8T, TPCIZEBMICEICR Y £3,

3. ER1 o#EEE—F (2—/) %, FluidMAX 7 7 A% ID % -2 Fluidmax &7 > % U &
LCRELET, FluidMAX HEIA X ¥ V3G hIZ72> TV AHEAE, B Va=v h
IR E Ay LT, L7 TAXIDERFOT 74~ VICEEMNT T, Z0HA.
Th ) TOREBERIRNEN /D £3, KRBV ERINT S E (BHL~r
1 TIROBWEEBENNRESINET) . URWB EEENHIE (TPC) 12XV HEIMIZ K
WL BB SNE T,
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| URWB EiRE— FDE

il
Cisco
ULTRA RELIABLE
WIRELESS BAGKHAUL

10T0D W ED

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL
-advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

GUIIZ &

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

ADVANCED RADIO SETTINGS
Radio 1

FluidMAX Management

Foreathe FLIGMAX sperstng mode

s unit. f the paratng mod s Prmary/Secandary &
el If the FIudMAX Autos ‘enabled, the Secondary unis will scan the frequer
riied imary wih the same Cluser 10 In i caso, th foquoncy seection on e Second
disabled.

Radio Mode: SECONDARY
FluidMAX Cluster ID: CiscoURWB

FluidMAX Autoscan:

LHEBE—FDRTE .

- multicast Max TX Power
-snmp Selettno o pvtr e it o o sl usoto st powerlove st e Highatanamit ponor)
. The Cisco URWB TPC (Transmi
o o the channel condiion whis ot sxceeding 6 MAX T Powe paramete. Noto In Europe TPC s
-ntp automatically enabled.
-12 figurati
K Select TX Max Power: 1 v
- vian settings
- Fluidity

Antenna Configuration
- misc settings
Seiaitiiconce Select radio 1 antenna gain and antenna number.
MANAGEMENT SETTINGS

Select Antenna Gain: UNSELECTED v
- remote access

- firmware upgrade

Antenna number:  ab-antenna v
- status
- configuration settings Data Packet Encryption
- reset factory default
- reboot Enable AES to cypher al wireless traffc. This setting must be the same on al the Cisco URWB units.
- logout

Enable AES: Disabled v

Maximum link length

©2022 Gisco andlor Its afflates. Al rights reserved.
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T5EA1E, == he—/L% [Infrastructure] & L TR L E3, F72iF, tho1r 77
XF77%vn:yBA®74%vxvv—i—yiy%&bfﬁ%éhé%émwﬁ\

= v b v —/L% [Infrastructure (wireless relay)] & L CEIRL E7, FiL, TNV TH
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Cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD W [ orfiine |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL.

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default
-reboot

= logout

i
cisco

ULTRA RELIABLE

'WIRELESS BACKHAI

10TOD IW [ offie |

FM-QUADRO

‘GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL.

- advanced tools
/ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration seftings
- reset factory default

- reboot

- logout

CatalystIW 7 & & X 7R A
14K

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

WIRELESS RADIO

Wireless Settings

oot lepex] Tdouble apex packick
§{dolar] =[oqual \[nacks\un] ") that i ¥ MUST be
the same for all the Cisco URWE units be\angmg %o te same nomuork

Shared Passphrase: PASSWORD

In order to establish a wirsless connaction batween Cisco URWE units, they need to ba operating on the same
wency.

Radio 1 Settings

Role: Fluidity v
Frequency (MHz): 5180 hd
Channel Width (MHz): 80 v
Radio 2 Settings.
Role: Disabled v

©2022 Cisee andr ts affliates. Al rights reserved.

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY

Fluidity Settings

The uitean spera n 3 modos: nfastucur, nfastucur (irdless oy, Vohico

s b se s nffastrctre when Hecs a ho nty ponof the Inosirucirsfr the mobl verices
to a wired network (backbone) which possibly includes other Infrastructure nodes. The

tas Infrastructy less relay) ONLY when itis used igent 1o other

Infrastructure unis, In this operating mode, the unit MUST NOT be connected (o the wired network backoone as

itwill use the wireless connection 1o relay the data coming form the mobils units.

‘The unit must be set as Vehicle when t is mobile. Vehicle ID must be set GNLY when the unitis configured as

Vehicle. Specifically, Vahicle ID must b a uniqueé among all the mobile units installed on the same vehicle. Unit

installed on different vehicies must use different Vehicie IDs.

The Hohaock Type Bl et bo salsocondng oo gerers ngbeok rcechrs, Choase Pt the mach snd

9o Use Muliple Subnets i they are

organized as different layer-3 rwung domains.

Unit Role: Infrastructure b

Network Type: Multiple subnets

Tho ollowing advanced setings alow 1o ine-tuno the performance f the system depending on the specrfc
environment. have read the

doing.
The Handoff L trols the algorthm used by a mobile infrastructure

the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of raffc carried.

Handoff Logic: Standard R

Save

©2022 Gisco andlor Its affillates. All rights reserved.
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Catalyst IW9167E (X, #HE DT > TF A7 a Y R— 572012, 8 ODDONBA TR
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0y,
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DTFTOHETE., SFEIERERE— RFROZT T FOT o7 FR— F EFELZEHRT 5 CLI=2
< RIZOWTiBA L E1,

T T RIGDRE

7T PR ERET HICIE, KO CLL v REEALET
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UNSELECTED O#4, Nv 2/ 770y R7atACLoT, ¥R - SR TW AT VT
FRIEFRN ABENCRESNLET,
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Device# configure dotllradio <interface> antenna gain <gain>
gain:

<1-19> antenna gain in dBi

WORD UNSELECTED

Device# write

7T ORE

FRETFz—VERETDHITNE, ROCLIa~y REFHLET,

)

‘w7 T REOERE |

(GE)  Catalyst IW9165 IX abcd-antenna E— R & 7R — kLT EHA,

Device# configure dotllradio <interface> antenna < A >
configure antenna chains (A) in use as follows

a-antenna - configure dotll antenna a
ab-antenna - configure dotll antenna ab
abcd-antenna - configure dotll antenna abcd

Device# write

NDEE

CatalystIW 7 - £ R 7K1 > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —2 17121 Y 7 k7 AV 74 Fal—a v H
1K

EEBHEBRETAICE. WO CLLa~vy REAERLET,

BIEFENVANVEERELET, AUTODE, RNy 7 770y K7 av A0 L0 KR

B LV REBEICRESRET 8 AR IEVES L UL T,

<)

Device# configure dotllradio <interface> txpower-level <level>
txpower level:

<1-8> tx power level value

WORD AUTO

Device# write

VTR b EmWED L~



=6~
=% =R

BRT v 1)L & REIIRDERTE & REL

s CLIIZ X 2EMET v 2V ORE (37 ~X—)

* CLIIZ L DT v R/VIFIBIIE O E (37 ~—)

s CLLIZ X 2EMETF v v &R OfRGE (38 ~X—2)
s GUIIZ X 2 BT v 1L L HIRIIE O E (38 X—)
« GUI Zff /] L7z Fluidity D% E (39 =X—)

« CLI Zf# [ L 7= Fluidity OF%E (43 =X—)

CLIIZK BEMEF v RILDERTE

ET ¥ RNV ERET DI, KOCLI a2~ > REHALET,
1 MR A A —T A AFS <] £72032> TUA VL AT, REHRELET

Device# configure dotllRadio <interface>

2. 1~256 DEMEF ¥ /L ID ZHRELET,

Device# configure dotllRadio <interface> channel <channel id>

3. a7 4 Fa2l—TaryE—FRERKRTLET,

Device (configure dotllRadio <interface> channel <channel id>)# end

Bl

Device# configure dotllRadio [1|2] channel <1 to 256>

- - = AN —
CLIIZKAF v RILEEIEDERTE
F v RVHIRIE 2R ET DI121E, RO CLIa~> FEFIEZFEHL ET,
1 MRS H—T oA AFGT <] £72132> TUA VYL AT AL REHELET,

Device# configure dotllRadio <interface>

2. F ¥ RV Z MHZ B CRE L £ 77, BIEY A — b ST 2 g O 1% 20, 40,
80, 160 MHz T4, #EH7 113, 20. 40. BXL 80 MHz D iE 2 AR — M L CWET
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EIRTF v 2L EBEHED

B cuicszm6F v ru e HEEORT

LR |

(f3] : configure dotl1Radio 1 band-width) , E&R 2 (%, 20, 40, 80, 35 LN 160 MHz DHy

g %2 AR — N L TWEJ (B : configure dotl1Radio 2 band-width)

Device# configure dotllRadio <interface> band-width [20[40]80|160]

3. a7 4 FX¥al—TaryE—RERKRTLET,

Device (configure dotllRadio <interface> band-width [20[40|80|160]1)# end

il

Device# configure dotllRadio [1]2] band-width [ 20]40|80]160]

CLI [T X AENMETF v )L & IR DREE

R T v RV &R & FREE T 51213, RO show =~ > F&MEH L ET,

Device# show dotllRadio <interface> config

Bl

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary
Frequency : 5180 MHz

Channel : 36

Channel width : 40 MHz

Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidity

Frequency : 5785 MHz

Channel : 157

Channel width : 40 MHz

GUI [CK D ERTF v I EFEMRDEETE

GUI Zffi » TR T ¥ %L &L HIRIE 2R ET 5 12%, BfEF v x/v ID, HEHEE— K (Fluidity
FREEEASA T TANT I Fx) BRE L, BN O & EE (AR — FShd iy

—

CatalystIW 7 - 2 X 7R« > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17121 Y 7 bz 7 a4 ¥Xalb—3a v

s

RIS O 1% 20, 40, 80. 160 MHz) % MHz AL THEL £,
DUIFORIL, BT v 3L ERIREOREEZ R L TWET,



| ®&F v R & EHIBORTE & REE

NI
cisco
ULTRAREUABLE
WIRELESS BACKHAUL

10TOD IW ot |
IW-MONITOR [ Disablod |

GENERAL SETTINGS

- general mode

- wireless radio
-antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

= vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade
-status

- configuration settings
- reset factory default
-reboot

- logout

VNP

vl
cisco
ULTRA RELIASLE
WIRELESS BACKHAUL

070D W [ornne
[ .

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK GONTROL
-advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

-allowlist / blocklist
-snmp

-radius

-ntp

- othernet filter

- 12tp configuration

-vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade
-status

- configuration settings

- reset factory default

- reboot

-logout

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

WIRELESS RADIO

Wireless Settings
*Shared Passphrase" is an alphanumeric string or spocial characters excluding ‘apex] "[double apex] “[backtick]

S{dollar] =[equal] \(backslash] and whitespace (e.9. "mysecurecamnet’) that indentfies your network. It MUST be
the same for all the Ciseo URWB units belonging (o the same network

‘Shared Passphrase: CiscoURWB

rder o establish a wireless connection between Cisco URWB units, they need to be operating on the same
quency.

Radio 1 Settings

Role: Fixed
Frequency (MHz): 5260

Channel Width (MHz):

N
3

Radio 2 Settings

Role: Fixed

Frequeney (MHz): 5180

®
3

Channel Width (MHz):

) .

©2023 Cisco andlor its affllates. All rights reserved.

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

Operating Mode: Mesh Point
Uptime: 4 days, 16:23 (hh:mm)
Firmware version: 8.8.1.10

DEVICE SETTINGS
1P: 10.115.11.118

Netmask: 255.255.255.0

MAG address: 40:36:52:15:09:58
Configured MTU: 1530

WIREDO

Status: up

Speed: 1000 Mb/s

Duplex: full

MTU: 1530

WIRED1

Status: down

WIRELESS SETTINGS
Passphrase: CiscoURWB-118
Operating region: B

Radio 1

Interface: enabled

Mode: fixed infrastructure
Frequency: 5260 MHz
Channel: 52

Channel Width: 20 MHz
Current tx power: 25 dBm
Current tx power level: 1
Antenna gain: ot selected
Antenna number: 2

Radio Mode: csma/ca
Maximum link length: 3 km

Interface: disabled

Mode: fixed infrastructure
Frequency: 5180 MHz
Channel: 36

Channel Width: 80 MHz
Current ix power: 19 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

DIAGNOSTIC TOOL

© 2023 Ciseo andior Its afillates. Al rights reserved.
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cisco Gisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL
070D IW [ offine | WIRELESS RADIO
FM-QUADRO Wireless Settings
"Shared Passphrase” is string or luding "[apex] “[double apex] ‘[backtick]

GENERAL SETTINGS $[dollar] =[equal) \[backslash] and P r ") that network. It MUST be

| mod the same for all the Cisco URWB units belonging to the same network.
- general mode

+ wireless radio Shared Passphrase: PASSWORD

- antenna alignment and stats

NETWORK CONTROL :n order to establish a wireless connection between Cisco URWB units, they need to be operating on the same
- advanced tools

ADVANCED SETTINGS

- advanced radio settings Role:  Fluidity ~

Radio 1 Settings

- static routes

 allowlist / blocklist Frequency (MHz): 5180 v
smitcast Channel Width (MHz): 80 v
- snmp
- radius Radio 2 Settings
-ntp .

Role: Disabled v

- 12tp configuration
- vian settings

- Fluidi
. jid . Reset Save
- misc seftings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

©2022 Cisco and/or Its afflates. Al ights reserved.
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GUI %A L 1= Fuidity 0z [

afren]n,
CISCco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL
10TOD W [ offine | FLUIDITY
FM-QUADRO Fluidity Settings
The unit 3 modes: Vehicle.
GENERAL SETTINGS The unit must be set as point of for the mobile vehicles
anditis connected to a i o uni
-general mode must be set as Invvuswmte Awueless relay) ONLY when it is used as a wireless relay agent to other

Infrastructure units. In unit MUST NOT be connected to the wired network backbone as
\t il use he irgless connocton o relay the data coming form the mobile units

The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit

- wireless radio
-antenna alignment and stats

NETWORK CONTROL installed on different vehicles must use different Vehicle IDs.
- advanced tools The Network Type fled st e set ‘according 1o the general network srchitoctn. Ghoose Fiat if the mesh and
networ long se Multiple Subnets if they are
'ADVANCED SETTINGS organized as different layer- 3 routing domains.
- advanced radio settings UnitRole: Vehicle v
= static routes
- allowlist / blocklist Automatic Vehicle ID: (] Enable
-multicast Vehicle ID:{1234
-snmp
-radius Network Type: Flat v
=ntp The following advanced settings allow to {m&mne the performance alihe system ﬂewnﬂmg on the specific
nvironment hav. Know what you ar
-12tp configuration dong. youhave e At e
- vian settings Tne Handoff Logic controls the algorithm used hy & mobileradio o selec the best frastructure poln o connect
- e point providing signal s selected. I made, the mobile
- Fluidity v:dm prefors the point which provides the signal traffic camried.
-misc settings Handoff Logic: Standard v
- smart license
MANAGEMENT SETTINGS
JP— m
- firmware upgrade
- status
- configuration settings
- reset factory default
-reboot
-logout
©2022 Cisco andior s aflistes. Allghts reserved.
alialn
CIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL
10TOD W [ offine | FLUIDITY
FM-QUADRO Fluidity Settings
The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle.
GENERAL SETTINGS The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and it is connected to a wired network (backbone) which wsswh\y includes other Infrastructure nodes. The unit
- general mode must be set as Infrastructure (wireless relay) ONLY when itis used as a wireless relay agent to other

Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as

- wirel i
eless radio it will use the wireless connoction o relay the data coming form the mobile unit.

- antenna alignment and stats The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unitis configured as
Vehicle. Spacifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle, Unit

HETWORK CONTROL installed on different vehicles must use different Vehicle IDs.

- advanced tools The Network Type according to the the mosh and
tha Infrastructuro natworks balong to a singls layor-2 broadeast domain. Use Multiplo Subnats If they aro

ADVANCED SETTINGS organized as different layer-3 fouting domains.

- advanced radio settings UnitRole: Vehicle -

- static routes

- allowlist / blocklist Automatic Vehicle ID: [ Enable

- multicast

Network Type: Flat v
- snmp
ol ‘The following advanced settings allow to fine-tune the performance of the system depending on the specific
- radius emironment.Pioaso o ot aer s sotingsunloss you have ead the manalfrst and you now whatyou are
-ntp

oing
The Handof Logic controls the algorithm used by 2 mobile radio to select the best infrastructure point to connect
- 12tp configuration to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
- vian settings radio prefers the point which provides the best balance between signal strength and amount of traffic carried.
« Fluidity Handoff Logic: Standard v
= misc settings
- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

©2022 Clsco andlor ts afilates. Al rights reserved.
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ULTRA RELIABLE
WIRELESS BACKHAUL

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

Wireless Settings

10TOD IW [ offiine | WIRELESS RADIO
FM-QUADRO

“Shared Passbhmse
'GENERAL SETTINGS Sldollar] =|

an aipnanumsnc sting or special characters excluding fapex] "(double apex] ‘[oackick]
your.

(©9. "
ho same for allhe Cisco URW urits bolonging o the same nefwork

= general mode
- wireless radio
- antenna alignment and stats

network. It MUST be

Shared Passphrase: PASSWORD

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same.

NETWORK CONTROL ik
- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- I2tp configuration

- Vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Radio 1 Settings

Role:  Fluidity bl

Frequency (MHz): 5180 ~

Channel Width (MHz): 80 v

Radio 2 Settings

Role: Disabled v

S0

©2022 Cisco andlor its afiiates. All rights resarved.
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ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW
FM-QUADRO

FLUIDITY

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicie,

GENERAL SETTINGS

The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mebws vehnﬂes

anditis connected 1o a wired network (backbone) which possibly includes other Infrastructure nodes.

- general mode

- wireless radio

must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to ol
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as

itwil use the wireless connection to relay the data coming form the mobile units.

- antenna alignment and stats

“The unit must be Set as Vehicle when itis mobile. Vehicle ID must be set ONLY when the unit s configured as

Vehicle. Specifically, Vehicle 1D must be a uniqua among all the mabile units installed on the same vehicie. Unit

NETWORK CONTROL
- advanced tools

installed on different vehicles must use different Vehicle IDs.
Tha Notuctk Type e must o sat oconing o 1 enarsnetuerk arciectrs. Chocgs Pt the mesh nd
u:

ADVANCED SETTINGS
- advanced radio settings
- static routes

- allowlist / blocklist Network Type:
- multicast The following advanced
- snm|

o doi
-radius
-ntp

-12tp configuration
-vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Unit Rol

t0a single layer-2 se Muliile Subnets if they are

nrgamzsa s different layer-3 routing domains.

Infrastructure il

Flat v

ilow 10 fine-tune. of specific

environment. Please do not alter this settings unless you have read the manual first and you know what you are

‘The Handoff Logic conlrols the algarithm used by a mobile radio to select the best infrastructure point to connect
10. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffc carred.

Standard e

©2022 Ciseo andlor ts affiistos. All ights resorvad.

LR GULIE, HE D a—/ LTIl O MR % Fluidity & L CRETLOIMNERH D EERL
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ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [ Offiine |
IW-MONITOR [ Disabed |

'GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

WIRELESS RADIO

Wireless Settings

*Shared Passphrase" is an alphanumeric string or special characters excluding (apex] “[double apex] ‘(backlick]
${dollar] ={equal) whitespace (e.g. )
the same for all the Cisco URWB units belonging to the same networl

Shared Passphrase: CiscoURWB

In order to establish a wireless connection between Cisco URWE units, they need to be operating on the same
frequency.

Radio 1 Settings.

Role: Fixed v
Frequency (MHz): 5260 ~
Channel Width (MHz): 20 v
Radio 2 Settings
Role: Fluidity v
Frequency (MHz): 5500 v
Channel Width (MHz): 80 ~

©2023 Cisco andlor Its affiliates. Al rights reserved.

10.115.11.118 says

N
cisco
ULTRA RELABLE
WIRELESS BACKHAUL

10TOD IW [ ornin®
IW-MONITOR [ Disabed |

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

-12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
~remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Error: unit role vehicle is not compatible with radio configuration.
Both radios must be configured as fluidity for role vehicle.

or

ins changes. Apply g Discard

ooy |

FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle.
The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and itis connected 1o a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it s used as a wireless relay agent to ather
Infrastructure units. In this operating mode, the unit M connected to the wired network backbone as
it wil use the wireless connection to relay the data coming form the mobile unils.

The unit must be set as Vehicle when itis mobile. Vehicle ID must be set ONLY when the unit is configured as.
Vehiclo. Specifically, Vehiclo ID must be a unigue among all the mobile units installed on the same vehicle. Unit

The Network Type filed must be set according to the general network architecture. Ghoose Fiat f the mesh and
single layer-2 pl if they are
organized as different layer-3 routing domais.

Unit Role:  Vehicle ~v
Automatic Vehicle 1D: & Enable

Network Type: Flat v

The following advanced settings allow to fine-tune the performance of the system depending on the specific
environment. Please do not alter this settings unless you have read the manual first and you know what you are
doing.

The Handolf L ihe algorithm used by a point to connect
to. In Normal mode, the point providing the strongest signal is selected. I Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal sirength and amount of raffc carried

Save

Handoff Logic: Standard v

©2023 Cisco andlor s afflates. All rights reserved.

CLI Z{&= M L 7= Fluidity D% €

Fluidity #2029 2121k, D7 &b 1 DDOERA > X — 7 = A A% Fluidity € — RIZT D

ERHY £, BRTZLIMEMHTERT— FIROLEEBY TT,

Device# configure dotllRadio <interface> mode fluidity

fEHR 1 @ Fluidity Z A7 541
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BT v R EFEBORE LR
. CLI %M L 7= Fluidity 0 — LD EETE

configure dotllRadio 1 mode fluidity

HA® Fluidity 2 — /LS HELR O8E . W7 O MR % Fluidity €£— RIZT 520 E R H Y 7,

configure dotllRadio 1 mode fluidity
configure dotllRadio 2 mode fluidity

CLI Z{# A L 7= Fluidity O— )LD EEE

Fluidity 27—V (f Y7 FANT IV F X £ 7 T4 T 2 N ZFET HITIEL, KO Fluidity
CLI 2~ REFIEEZHFEHLET,

1. Flidity 2 —/VORE (AT T AT 7 Fx E2TEAAN)
Device# configure fluidity id
2. Fluidity ID ®— FZ#%EL £

Device# configure fluidity id {mode}

Mode will be one of the following values

vehicle-auto - vehicle mode with automatic vehicle ID selection

vehicle ID - (alphanumeric) vehicle mode with manual ID.

infrastructure - infrastructure mode

wireless-relay - wireless infrastructure with no ethernet connection to the backhaul

3. WREEZKTLET,
Device (configure fluidity id {mode}) # end

Device# wr
il

Device# configure fluidity id [vehicle-auto | infrastructure | vehicle-id |

wireless-relay]
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Irh-7:|::
5 2

RAVEY—FRA M) L— bARBOD
EXTE & HRELE

e IRA VMY —RA b Y Lb— MREYORTEEMIE (45 2—2)
cCLIIZEDHRA L hY—HRA 2 b V— MR YORTE (45 X—)
cCLIIZEDRA L Y —HRA s UV L— MR PORMIE (46 X—)

RA Y= KA ) L— FRABOOKRE &R

DTFORIZRT LI, RAVEY—=RA L F Vb — bR P EEATIEDOE—~OFT N
A4 A (MP1) RIZ2oDEHA L X —T A ARXHY FT,

1:RAVFY—RAU b Y L— rRAY

Fixed Fixed Fixed Fixed

8
n

WAV —=RA M Vb= PRBVERET DT, UTOTT U FIHENET,

1. F¥3L36I1CA Y2 K (ME) . Fv¥ X/ 36ICMPL, 7 #/V cF ¥ X)L 149 (2
MP2 &% E LE T,

2. AT v 71 OFRENLREATLET,

3. Avia®RAr b MP2) O2FEBDAT Y b UV H—T =24 AEEEANIT L TI0RE
Wtrl, B—OF A ALD2O0ERA L Z—T oA AL DRA L MY —iRA 2 b
JL— bR RN EASNET,

CLIICKARA U FY—RA ) L— FARADDETE

AALBIY—HRA P — PARBYERETHIZIE, WOCLIa~> R LET,
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B ocucsagkos ry—Rar bk yL— MR CORIT

1 MRA L H—T 2 A AFG <] £ 2> TUA YL AT A ZAEHELET,
Device# configure dotllRadio <interface>

2. VAYVAAL L Z—T =4 ZADEHRELANE— NELITEDE— FIIHRELET,
Device# configure dotllRadio <interface> > {enable | disable}

3. WELIA X —T A ZAOEEE— FEZRELET (EE. Fluidity, F 7213 Fluidmax)

Device# configure dotllRadio <interface> > [enable | disable] mode { fluidity | fixed
| fluidmax }

4, BELIAEAVE—T oA ADBEF v L. 1 ~256 OFEF ¥ XL ID R ELET

Device# configure dotllRadio <interface> > [enable | disable] mode [fluidity | fixed
| fluidmax] channel <channel id>

5, a7 4Fal—aryE—RERTLET,

Device (configure dotllRadio <interface> > {enable | disable} mode {fluidity | fixed
| fluidmax} channel <channel id>) #end

Bl -

Device# Configure dotllRadio <2> {enable | disable} mode {fluidity} channel <36>
KA B —RA 2 b U b— AR YOREH,
Ay vax K (ME) ORE

Device# Configure dotllRadio 2 enable
Device# Configure dotllRadio 2 mode fixed
Device# Configure dotllRadio 2 channel 36

A vy aikA v (MPl) OFRE

Device# Configure fluidity id infrastructure
Device# Configure dotllRadio 1 enable
Device# Configure dotllRadio 1 mode fixed
Device# Configure dotllRadio 1 channel 36
Device# Configure dotllRadio 2 enable

Device# Configure dotllRadio 2 mode fixed
Device# Configure dotllRadio 2 channel 149

MP2 DT

Device# Configure fluidity id infrastructure
Device# Configure dotllRadio 1 enable
Device# Configure dotllRadio 1 mode fixed
Device# Configure dotllRadio 1 channel 149

CLICKARA Y b Y—RaA 2V k) L— FARADDREE

RA R —RA N b— AR VOFREERIET D21, KD show 2~ REHFHALE
ﬁ—o

Device# show dotllRadio <interface> config

Ayvaxz N (ME) O#Et
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| Revby—Rar b yL— bROSORE LRI
CUIZEBRA > by—ga o b yL— rknsoiE [

Device# show dotllRadio 2 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz

Channel : 36

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

Ay aRA b (MP1) O#E

Device# show dotllRadio 1 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz

Channel : 36

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled
Device# show dotllRadio 2 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

MP2 D#Et

Device# show dotllRadio 1 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled
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Fluidmax k7RO D DERTE & H&REE

e Fluidmax ((RA > BY—</LFRA b)) MR YOREEHIE (49 X—)

Fluidmax (;R€ > FY—TILFRA L) rARODDE

E & REL

HEEA LT TARTIFHIZELTIE, RA YV B —<TF KAV M2 E AT H720
Fluidmax €t — R CEMET A LI TIA VIV AL L E—T 2 A AZRETXEST, &1 /ﬁ—
7 = A AIMSL LT Fluidmax /X7 A —2 Oty NafEHT 5720, EARGERLXY hT—7
FARa COFEENKIECH ELTWET, flE LT, UFOXIE, ME (X v a2z R)
J — RO T O R % Fluidmax 77 4~V E— R CHEA LT, 22085 FRE cEkRO
BRI FTAT b MPL (AyialA k) . MP2, BEUMP3) DO7-IZkRET %,
QH A —RBIRA VN =<V FRA U NI TAXEZRLTONET, MP2IZBI L TiE, &4
DB Fluidmax ¥ > Z V£ — RCTEMEL CMEIZBE L., 2ZFHDOA X —T = A AlL
Fluidmax 77 A4 <V L L THESINTEVEZLLDE T A NI =L 7747 F (MP4EB X
NMP5) O7=®HIZHEREL £ 97,

X 2:2h R4 — L& Fluidmax ~7Ro o

Secondary .”
f1-36 40MHz
f1 - 149 80MHz
1. f1-44 40MHz

MP1T 1 12

................................................ S econdar
) r1. r.2. .................... Socondary anary Y
Prlmarya?,fl‘nmary 2
& MP2
........ r2 Secondar
é&econdary
n
o™
©
MP3 ]
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CLIZCKARA U FY—TILFRAU b b RODDER
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Fluidmax kRO SOHE LRI |

i

s

Fluidmax (RA > FY—<LF KA k) FREBVERETHITIE. kKOa~r FEFEHLE

B

Device# configure dotllRadio <interface>

interface : <0 ~ 3> Dotl1Radio f ¥ —7 =1 ADE 5,

Device# configure dotllRadio <interface>

{enable |

disable}

enable ¥ 7/z(d disable : VA Y L AL U X —T = A AQFEIRELZFHRT LT, EITHFICHEDE-

(TR

Device# configure dotllRadio <interface> mode

LET

| secondary }

mode : fEESNToA F —T7 = A ZAOWEE—F (Fluidity, [EE. F72!% Fluidmax)

{fluidity | fixed | fluidmax } { primary

primary | secondary : === @ Fluidity, [HE, X O Fluidmax = —/L (7T A~V £/zidt
AEY)

Device# configure dotllRadio <interface> channel <channel id>

channel : BI/EF v RV ID <1 ~ 256> ZKE L £,

Device# configure dotllRadio <interface> band-width <channel bandwidth>

bandwidth : 7 v F/UHHEIE (MHz) . BUEY A — K LTV SEIX 20, 40, 80,

Device#wr

160 T,

KA Y —<LFRA 2 (Fluidmax) b7ARa 3R EDH

ME (X v axy R) ORE

Device#
Device#
Device#
Device#
Device#
Device#
Device#
Device#

MPl (A vy a®lAr ) OF

Device#
Device#
Device#
Device#

Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure

Configure
Configure
Configure
Configure

MP2 DR E

Device#
Device#
Device#
Device#
Device#
Device#
Device#
Device#

Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure

MP3 DRE

dotllRadio
dotllRadio
dotllRadio
dotllRadio
dotllRadio
dotllRadio
dotllRadio
dotllRadio

dotllRadio
dotllRadio
dotllRadio
dotllRadio

dotllRadio
dotllRadio
dotllRadio
dotllRadio
dotllRadio
dotllRadio
dotllRadio
dotllRadio

NN PP

enable

mode fluidmax
channel 36
band-width 40
enable

mode fluidmax
channel 149
band-width 80

enable

mode fluidmax
channel 36
band-width 40

enable

mode fluidmax
channel 149
band-width 80
enable

mode fluidmax
channel 44
band-width 40

primary

primary

secondary

secondary

primary



| Fluidmax ~AROCOHRE & BRIE
UL BHA v by—2nFHa vk rRnvoriE |

Device# Configure dotllRadio 1 enable

Device# Configure dotllRadio 1 mode fluidmax secondary
Device# Configure dotllRadio 1 channel 149

Device# Configure dotllRadio 1 band-width 80

MP4 DFRE

Device# Configure dotllRadio 1 enable

Device# Configure dotllRadio 1 mode fluidmax secondary
Device# Configure dotllRadio 1 channel 44

Device# Configure dotllRadio 1 band-width 40

MP5 D% E

Device# Configure dotllRadio 1 enable

Device# Configure dotllRadio 1 mode fluidmax secondary
Device# Configure dotllRadio 1 channel 44

Device# Configure dotllRadio 1 band-width 40

CUIZKBERA U MY—TILFRA 2 b bARO S DIREE

KA B —=LFHRA b (Fluidmax) bAR0 UREZBIFT DI20E. RO show =< K
A LET,

Device# show dotllRadio <interface> config
i
ME (A v ¥ ax R) M2

Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidmax primary
Frequency : 5745 MHz

Channel : 149

Fluidmax Configuration

Tower ID : disabled

Cluster ID : fluidmesh

Automatic scan : enabled

Automatic scan threshold : disabled

MP2 (R aBA 2 k)

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary
Frequency : 5745 MHz

Channel : 149

Fluidmax Configuration

Tower ID : disabled

Cluster ID : fluidmesh

Automatic scan : enabled
Automatic scan threshold : disabled
Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidmax primary
Frequency : 5220 MHz

Channel : 44

Channel width : 40

Fluidmax Configuration
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Fluidmax kRO SOHE LRI |
B ocuicezgrs ry—<uFReL  rROCOREE

Tower ID : 100

Cluster ID : fluidmesh

Automatic scan : enabled

Automatic scan threshold : disabled

MP4 R 1

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary

Frequency : 5220 MHz

Channel : 44

Fluidmax Configuration

Tower ID : disabled

Cluster ID : fluidmesh

Automatic scan : enabled

Automatic scan threshold : disabled
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9.
=% =R

BEE—F (BAEA VI3RS TF v+
Fluidity) F7/RO S DEETE & #&RET

cBEET—F (HEA 77 A7 27 F v +Fluidity) bARB POKELERIE (53 <X—)
*CLIICEDIREE—R PR YORE (53 X—)

Tazx N
BEE—F (BAEA 273X S F ¥ +Fluidity) k7R
“‘\ =L =
D DERTE EMREL
RAET— FREICEY ., B2EERO~ VT RET S A % Fik CE&?E’C%ETO 7> &
U201, EEA 7 TANTZFvND 1 OO L | B & [R5 1 AN D Fluidity 7
JEARA LV PELTO2EBHOERTHRESNTVET, U3 THEOMERA X —T = A
z#mmwkbf REINTWDEE, ULOWEDOERA 4 —T oA ABEEAS 7T &
RESNET, BEA LT TA NI I Fvya— A PNmilefls, VA Y LAAL X —T <

4XH\MMPOﬁ(VhV—?w?T4/%) n—)L (T4~ EFvHFY) OF|
fR73 LIZ Fluidmax E— RCEIET A Z L TEET,

K 3:GEAE—F RO

Fixed-F1 Fixed-F2 Fixed-F2 AP-F3 MOB-F3 MOB-F3
el 3f-———— -y p————- 149-— ——-
U1 (ME) U2 (MP) us (MP) 2

CLUIZKSEEE—FMRODDERTE

BAEE—F MR PZ2RETHITE. ROCLIa~y REHLET,

Device# configure fluidity id {vehicle-auto | vehicle ID | infrastructure | wireless-
relay}

fluidity id : 7 /34 A ® Fluidity 27 —/VZ 3% E L £ 77,

Catalyst IW 7 %~ R 7K« > kAT Cisco Ultra-Reliable Wireless Backhaul ') ') —2 17121V 7 bz 7 a7 4 F¥al—av i
1 F I



BEE—F BEA VISR LS9 F v +Fuidity) FROSOHREEBRIE |
B cucrzEaz—rrkovorE

vehicle-auto : H BHE] ID BN A HH I D EFE— 8
vehicle ID (F¥5%) : FEIID NMEH INDHEFE— K,
infrastructure : £ 7 7 A N7 7 FxE— K

wireless-relay : /Xy 7 IR — /L ~DA —H Ry MEGORNWT AV LAAL L TTANT I Fx,

Device# configure dotllRadio <interface>

interface : <0 ~ 3>dotl1Radio 1 > #Z—7 = A4 AD%EK =,

Device# configure dotllRadio <interface> {enable | disable}

enable 7= (X disable : VA Y L AA X —T = AQFEHRELZFHRTE LT, EITHFICHEDE-
TS LET,
Device# configure dotllRadio <interface> mode {fluidity | fixed | fluidmax}

mode : FEEENT-A LV H —7 = A ZAOEEET— K (Fluidity, &, F7-21% Fluidmax) .

Device# configure dotllRadio <interface> channel <channel id>

channel : B1{EF ¥ XL ID <l ~ 256> # R E L F T

Device# wr

]
Ul OFKE

Device# configure dotllRadio 2 enable
Device# configure dotllRadio 2 mode fixed
Device# configure dotllRadio 2 channel 36
U2 OFRE

Device# configure dotllRadio 1 enable
Device# configure dotllRadio 1 mode fixed
Device# configure dotllRadio 1 channel 36
Device# configure dotllRadio 2 enable
Device# configure dotllRadio 2 mode fluidity
Device# configure dotllRadio 2 channel 149
Device# Configure fluidity id infrastructure

U3 OHE

Device# Configure fluidity id vehicle-auto
Device# configure dotllRadio 1 enable
Device# configure dotllRadio 1 mode fluidity
Device# configure dotllRadio 1 channel 149

CLIICKBEEE—F FRO DKL
BEE— R MR VERIET 2121, KO show 2~ REFHLET,
Device# show dotllRadio <interface>config

Ul O#fEr

Device# show dotllRadio 2 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz
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e

E—F (BEA>YI7SR LS9 F ¥ +Fuidity) FROSOERTE LK

Channel : 36

Passphrase : Cisco

AES encryption : enabled
AES key-control : enabled

U2 O#kEt

Device# show dotllRadio 1 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz

Channel : 36

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled
Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidity

Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

U3 O#E

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidity

Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

i
F

CLl & ZREE— K rRASORE .
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BAE—F (AEAYI5R M5 F v +Fuidity) hROSOREELRE |
B cucrzEaz—rrkovorE
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Fluidmax 5 7 1 — )L A —/\—DHRTE L&
i

* Fluidmax @il 7 = — /L A — R — DR E & Wk (57 <X—3)
e CLI|Z X % Fluidmax B 7 = — /LA — "—DOFE (57 2—)
e CLIIZ X % Fluidmax &3 7 = — /L4 — X— DOk (58 ~<—3)

- e 4 A\ Enll-.-l E
Fluidmax 513 7 = — )L A —/\—D R F & #&EiE

Fluidmax @i 7 = — /LA — N— %R ET DHENI. IROBHESREEHHA L E7,

1L 74~V )= RENYIT 9T TT4~) /) — ROREIFR L THHUENRD Y £F,
ZhiZiE, RCF v xR T A—=2 (FEE, Ty xA@mne) & v—, 77 2%
ID 72 & @ Fluidmax /3T A —Z BNEENE 7,

2. Fluidmax DILEMIX, / — FNEEX A TOEE (74~ /) — N TOEIERSGA 7
=R = TREERE) KT 2EThERELET,

3. HWTF AL ZAERLE T RTDOTF /N4 AT Fluidmax CLI =< > FZ&{#H L T, Fluidmax &%
Tz )= R—EHH L E T,

\)

GE)  CatalystIW9167E X, 7'—F U =A +MP (X v alRA ) -MP (FL#%7U—1ID) & ME
(Ayiax R) —~ME D FOEERT = — VA —_"—%H R R— s LTWET,

CLI [IZ& % Fluidmax B3 & 7 = — LA —/N\—DXTE

Fluidmax @i 7 = — /LA — N"—%HET HITIL, RO CLI 2~ REERALET,

Device# configure modeconfig mode meshpoint

modeconfig : 7 /NA ADBUEOEEE— REZRELET, T— NI, Aviaxzr N Ay
YalA b, FRES ==y oA (L3) IZTEE T,
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Fluidmax Bi& 7 T —)LA—\—DHEE LRI |
B cuics 5 Fuidmax & T = — L —— o

Device# configure mpls fastfail status [enable | disable]

mpls : FHEELTZT NA ADOmpls T—H 7 L—AL7 vy NeELET,

fastfail : M7 = — VA — R—HRED AT — X A (AhEITER) 2RELET,
Device# configure mpls fastfail timeout <0 - 65535>

fastfail timeout : 7 /3 Z[EEBHDOER T = — L F—"—DF A LT 7 FaeZELET,
Device# configure dotllRadio [1]2] mode fluidmax [primary|secondary]

fluidmax : Fluidmax £— R TOA v X —T = AR ELE T,

primary | secondary : === F® Fluidmax = —/V (7 A4~V izt Hh#¥V) ,

Device# configure dotllRadio [1|2] mode fluidmax cluster id fluidmesh

clusterid : £ ¥ —7 = A A 28D B TH N7 Fluidmax 7 7 A X ID R E L E7,

Device# configure dotllRadio [1|2] mode fluidmax tower [enable|disable]

tower : fEELT2A ' F—7 = A AD Fluidmax # UV — ID Z BN E - I1XENC L ET,

)

GCE) BHRAVH—T A ARTEIZ. WHFDOME (AvaxR) A MY —<VFRAL L bD
TITA<UTRIUTHDZ EDBDNETY,

CLI [Z & 5 Fluidmax 2& 7 = — /LA —/\—DREE

Fluidmax E# 7 = — /LA — _R—Z KiEET 5121, kD show 2~ > REHEH L £,

Device# show mpls config
Device# show dotllRadio <interface> fluidmax (check Fluidmax Primary ID and working
state)

11

Device# show mpls config

layer 2

unicast-fllod

arp-unicast:

reduce-broadcast:

cluster ID

MPLS fast failover: enabled

Node failover timeout: 100 ms

MPLS tunnels:

Idp id 381877266 debug 0 auto pw 1
Local gw 5.21.201.116 global gw 0.0.0.0 pwlist {}
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EDEXTE & FREE (802.11 ax)

N4

s BN ORE L FE (59 X—)
cGULIZK A7 =RV F— T DOFE (60 2—)

=JL = =
ax e & @nIE
EhE (HE) AN > TWAES. 802.11ac & @O FALAHMENH Y F4, 802.11ax HE %
ENEZITENZT B0, ROV A SR R—FEINTWET,

« URWB HE (X, A v k1 T 20/40/80 MHz OHHliE 2 AR — K L TWET,

« URWB HE (X, 2w v bk 2 T 20/40/80/160 MHz O7iE 2 ¥R — F L TWET,

« URWB HE OF 7 # /b b % E CTIXENIZ 22> T ET,

*HE x3vx=—v 3 %, HE BRANZR > TWDHT AN, A TOHRYR—FSvET,

BANRE— FEZAMNITHITIE, RO CLL =< Rl LET,

Device# configure dotllRadio [1|2] high-efficiency enable

Device# configure dotllRadio [1|2] mcs maxmcs <mcs index in integer or string>

\}

GE) T 74V h® maxmes 139 TH D7, CLI D configure dotl 1Radio 1/2 mes maxmes 11 (2L 0 |

maxmes % 11 IZERETHIHLERH Y 7,

BANRE— P2 B\ T LI, RO CLL =~ Rl LET,

Device# configure dotllRadio [1|2] high-efficiency disable
default maxmcs is 9.

RNEHRT— FZMEET S I1E, RO show 2~ Fafif L £,

Device# show dotllRadio 1 config

Maximum tx mcs : 9
High-Efficiency : Enabled
Maximum tx nss : 2

RTS Protection : disabled
guard-interval : 800ns
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Device# show dotllRadio 2 config

Maximum tx mcs : 9
High-Efficiency : Enabled
Maximum tx nss : 2

RTS Protection : disabled
guard-interval : 800ns

Device# show eng-stats

WLANI1 Rx :

FC:58:9A:16F8:52 rate 1201 MCS 11/2 HE80/G1(800ns) ssn 48 rssi-48 received
WLANI1 Tx :

FC:58:9A:16F8:52 rate 1201 MCS 11/2 HE80/G1(800ns) sent 195612 failed 0
WLAN2 Rx :

FC:58:9A:16F8:13 rate 1201 MCS 11/2 HE80/G1(800ns) ssn 50 rssi-46 received
WLAN2 Tx :

FC:58:9A:16F8:13 rate 864 MCS 11/2 HE80/G1(800ns) sent 390797 failed 1

GUI[CKB7B—NILT— T4 DEFE

Ja—\) HF— KTz F— RFTEMPLS (/L F7a banr S5~ A vFrF) LAY
3B ATNEFICEA S, Fa— VA= T oA T— FCITER AT —F ZAE2EH
T&EFEHA, RO, /=L F—FUzd T—FDOGUIREEZRLTWVET,
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cUlizkzra—ins—rzqoBE |

afan
CISCO Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

10T0D IW ED GENERAL MODE
FM-QUADRO General Mode

Global Gateway mede automatically enforces MPLS layer 3 and radio-off. Radio status cannot be changed in
GENERAL SETTINGS Global Gateway mode..
- general mode O mesh point
- wireless radio Mods: O mesh snd
-antenna alignment and stats

© gateway

NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS Radio-off: Fluidity v
- advanced radio settings
- static routes LAN Parameters
- allowlist / blocklist
- multicast Local IP: 10.115.11.117
-snmp
- radlus Local Netmask:  255.255.255.0
-ntp Default Gateway: 10.115.11.1
-12tp configuration
-Vian settings Local Dns 1: 8.8.8.8
- Fluidity
- misc settings Local Dns 2:

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

= reboot

-logout

©2022 Cises andor its afflatos. Allrights resorved.

WIRELESS RADIO

Wireless Settings
“Shared Passphrase” is an alphanumeric string or special characters excluding fapex] "[double apex] "[backtick]

$[dollar) =[equal] \[backslash] and whitespace (e.g. "mysecurecamnet”) that indentifies your network. it MUST be
the same for all the Cisco URWB units belonging to the same network

Shared Passphrase: CiscoURWB

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same
frequency.

Radio 1 Settings

Role: | v
Radio 2 Settings
Role: i v

CatalystIW 7 & £ X 7R 4 > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17121 Y 2 bz 7 a7 4 FaLb—a v
1K




EHEOHE LR G211ax) |

B cuszs0—us—tozqomE

FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle.

The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and it is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as
it will use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit
installed on different vehicles must use different Vehicle IDs.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

Unit Role: Infrastructure v

Network Type: Multiple subnets v
The following advanced settings allow to fine-tune the performance of the system depending on the specific
environment. Please do not alter this settings unless you have read the manual first and you know what you are
doing.
The Handoff Logic controls the algorithm used by a mobile radio to select the best infrastructure point to connect
to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

Handoff Logic: =tandard v
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HE (E2&) OH— FREROEE

*HE (m%h%) OF— FHROHRE (63 ~—)

= 7h 3%z S = =L ==
HE (&§X1%) O H— FREIRODEETE

H—REEEST5 &, REBORIEHETY 7 oEEERm ELET, T— FRERRE
D Z OHREIL, URWB A% v 7 AR —F L THET,
H— FERERETDITE, RO CLL a2~ R LET,
Device# configure dotllRadio [interface] guard-interval [gi]
gi lITRDONFTIOMEIZ LET
1600 : 1600 ns DA — FEFEAZREL £9 (HE E— FDOA)
3200 : 3200ns DA — FHRZHELE£T (HEE— FDA)
400 : 400 ns DA — FHREZREL £ (HT BEL P VHT £— FTHAR— )
800 : 800 ns DA — RHfRZFRE L E£T (F 7 #/L b — REFEE— K& HT. VHT, HE TO
H2hE— )
il
Device# configure dotllRadio 1 high-efficiency enable
Device# configure dotllRadio 1 guard-interval 1600

Device# configure dotllRadio 1 guard-interval 3200

Device# wr

H— R Z BT 51213, WD CLL 2~ > REEH LET,

Device# show dotllRadio 1 config
Maximum tx mcs: 9
High-efficiency : enabled

Maximum tx nss : 2
RTS protection : disabled
guard-interval : 1600 ns

Device# show dotllRadio 2 config
Maximum tx mcs: 9
High-efficiency : enabled
Maximum tx nss : 2
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RTS protection : disabled
guard-interval : 3200 ns
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ENRFEDRE

s ENEBOFRE (65 —)

ENRFEDRE

Catalyst IN9167E % 7213 IW9165 |3 EANEBA DA ZE 2 ¥ 78— h L TV T, URWB CLI TO3RR
FBICEL S TENEREZA ERIZA7ICTHIENTEET,

)

GE) =—¥—2ix, BENEAORELAZY VR Z SN, Catalyst IWI167E F 7215 IW9165 23 FEFEIZ
BNICELE SN TS Z LA HERTH2EMENH Y £9, BIVE— MIFBNTHEATE 923,
5150 ~ 5350 MHz O F ¥ R/VIZRNICBEEM T b ElTh 5720, BNE— NIZES TIIE
MT&EEEA,

BAE— RRFICT 74V F T,

ERNEMEZEICT DI, ROCLI 2~ REFEHLET,

Device# configure wireless indoor-deployment enable

BNERZ NI BT, KO CLI a2~y REMHALET,

Device# configure wireless indoor-deployment disable

-E BN 2 fi8 9 51213, IRD show 2~ > RZ2fEH L £,
BARERNAN 2> TN DL5HE

Device# show DotllRadio {1]|2} config
DFS region : E

DFS radar role : auto
Radar detected : O
Indoor deployment : enable

Device# show controllers DotllRadio {1]|2}
Radio info summary:

Radio : 5.0 GHz
Carrier set : (-Ei) GB
Base radio MAC : FC:58:9A:15:B7:CO
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Supported channels:
36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140

AN EENZ /2> TV D56

Device# show DotllRadio {1]|2} config
DFS region : E

DFS radar role : auto

Radar detected : O

Indoor deployment : disable

Device# show controllers DotllRadio {1]|2}
Radio info summary:

Radio : 5.0 GHz

Carrier set : (-E) GB

Base radio MAC : FC:58:9A:15:B7:C0
Supported channels:

100 104 108 112 116 120 124 128 132 136 140
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SNMP D% TE & #RELE
« SNMP DX GE & FRilE (67 ~—2)

SNMP D&% 7E & 1RELE

Xy MU — 7 EHEERED T DIZ URWB Y 7 b7 = 7 TR &35 SNMP  (Simple Network
Monitoring Protocol) 7 7'V /r—3/3 1,

WKDOKIZ, SNMP 7 a2~ LET, SNMP=— = MEISNMPZ 947 v hnb ) 7>
ANEZEL, FOVI/ZA N To—Ucr MIELET, 0%, 72—V MT
SNMPT— =y MISEZIEL, =—V 2 MISNMPIGZ Ny M &2ERLL, V7 =R K
DEETTHIVE— MLy NT—FVEHRAT—v g OB EELET,

B 4: SNMP 7 0+ 2

SNMP SNMP
. > >
Client Agent SRR

388145

CLI IZ & % SNMP D%

@ CLI 2~ RK723, SNMP (Simple Network Monitoring Protocol) D% E M S E T,

Y

GE) * SNMPCLI & ¥ v 7 [ SNMP &% E T EE STV E T, SNMPHEREZ AT T DTS,
CLI : configure snmp enabled (Z &Y, SNMP D/XT7 A —X 2T XCHETLHMLENRH Y £
TO

* SNMP HEREZ EZNIZ3 5 & SNMP [ZBSE 353X CToOREN HBEICHIBRS NV E T,

SNMP #BEZ#BEMFE-XEMIZT BHI2E, ROCLIa~» REERALET,

Device# configure snmp [enable | disable]

SNMPD 7O FaN—2 3 U EFEET A2, RO CLL 2~ 2 REFEHL £,
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SNMP D& E LR |

Device#configure snmp version {v2c | v3}

SNMPV2c A2 a2a=FT4 IDOEFEZEIFIRTT HI21EL (SNMPv2ec D&) . RO CLI 2~ > K&f#
ALET,

Device#configure snmp v2c community-id <length 1-64>

SNMPV3 A—H—&ZAZEETHI12IT (SNMPV3 DA4) | IROCLI =2~ REEHALET,

Device#configure snmp v3 username <length 32>

SNMP V3 A—H—/XRT— K ZfFET HIZ1E (SNMPv3 DA) | RO CLI 22~ > R&EMHH L
ij—o

Device#configure snmp v3 password <length 8-64>

SNMPV3ERBEE 71 F 2 L ZIRET AT (SNMPV3 DA) | IROCLIZ~ > REFERLET,

Device#configure snmp auth-method <md5|sha>

SNMPV3EESE O FaLZdEET DL (SNMPV3 OF) | (RO CLI 2~ REFEHLE
j‘o

Device#configure snmp encryption {des | aes | none}

FER A REZ2 S S b fEl, des £721Faes TY, FT72i1E. V3HFE L7 0 b 2 L RMLELRWIEEIT.
none # AJJLET,

SNMPV3BEEBIEL/ SR T L—XZETHIT1E (SNMPV3 OH) . RO CLI 2~ R&EFEHAL
i‘j‘o

Device#configure snmp secret <length 8-64>

SNMPEHA RSy TREAFEET HITIE, RO CLL 2~ FAMHHLET,

Device#configure snmp periodic-trap {enable | disable}

FEHI SNMP 7 v 7 OB bS5y THMAHEET 21213, KO CLI 2~ R LET,

Device#configure snmp trap-period <1-2147483647>

WEME b7 v IR EAL T,
SNMP A RY M by TEEDNELIFEDICT ST, KOCLI a2~ RE2EHALET,

Device#configure snmp event-trap {enable | disable}

SNMPNMSHA M EIXIP T RLVRAZIBET HICIE, RO CLI 2~ REFEHLET,
Device#configure snmp nms-hostname {hostname |Ip Address}

SNMP BREZEICT BT, ROCLIa~v >y REEHLET,

Device#configure snmp disabled

SNMP NMEZNC 72 ) | T _RTOMEERE 0 /A NERN 7 V7 ENET, SNMP 2 HEARZ)
T 5121, TRTOFNRMEEZFETE L T E I,

SNMP D& E R,
SNMP v2 @ CLI :

Device#configure snmp v2 community-id <length 1-64>
Device #configure snmp nms-hostname hostname/Ip Address
Device #configure snmp trap-period <1-2147483647>
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cu 1=k % snmp oiit ]

Device #configure snmp periodic-trap enable/disable
Device #configure snmp event-trap enable/disable
Device #configure snmp version v2c

Device #configure snmp enabled

SNMP v3 @ CLI :

Device #configure snmp nms-hostname hostname/Ip Address
Device #configure snmp trap-period <1-2147483647>
Device #configure snmp v3 username <length 32>
Device #configure snmp v3 password <length 8-64>
Device #configure snmp auth-method <md5|sha>

Device #configure snmp encryption <aes|des|none>
Device #configure snmp secret <length 8-64>

Device #configure snmp periodic-trap enable/disable
Device #configure snmp event-trap enable/disable
Device #configure snmp version v3

Device #configure snmp enabled

CLI [Z & % SNMP D #&3iE

SNMP Z#ifiEd 512i%, kD show 2~ RZEHH L £,
SNMP DT :

Device# show snmp

SNMP: enabled

Version: v3

Username: username

Password: password
Authentication method: SHA
Encryption: AES

Encryption Passphrase: passphrase
Engine ID: 0x8000000903c0f87fe5£314
Periodic Trap: enabled
Notification Period (minutes): 5
Event Trap: enabled

NMS hostname: 192.168.116.11
Device# show snmp

SNMP: enabled

Version: v2c

Community ID: test

Periodic Trap: enabled
Notification Period (minutes): 5
Event Trap: enabled

NMS hostname: 192.168.116.11
Device# show system status snmpd
Service Status

Service Name : snmpd
Loaded : loaded
Active : active (running)

Main ProcessID : 6437
Running Since : Mon 2022-09-19 14:45:27 UTC; 3h 34min ago
Service Restart : O

GUI [Z& 5 SNMP D% E

’OKIL, GUI Zff~72 SNMP OREAZ R LTWET
SNMP v2 @ GUI :
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alialn
CcIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.200.136 - MESH END MODE
WIRELESS BACKHAUL

10T0D W [ ornine | SNMP
IW-MONITOR = SNMP

FM-QUADRO

SNMP mode: v2c v
GENERAL SETTINGS Community ID: test
- general mode
- wireless radio Enable SNMP periodic trap: (%
- antenna alignment and stats Enable SNMP event rap:
NETWORK CONTROL

- advanced tools NMS hostname: 192.168.0.100

ADVANCED SETTINGS
- advanced radio settings Notfication period (minulss): |1 _
- static routes

- allowlist / blocklist

- multicast

- snmp
- radius.

-ntp

- ethernet filter

- 12tp configuration
- vian settings

- Fluidity

isc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

©2023 Cisco andlor its afflates. Al rights reserved.

SNMP v3 @ GUI :

mmim

Cisco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.200.136 - MESH END MODE
WIRELESS BACKHAUL

10ToD W  offine | SNMP
IW-MONITOR m SNMP

FM-QUADRO SNMP mode: v3 hd

GENERAL SETTINGS SNMP v3 username:  user

- general mode

- wireless radio SNMP v3 password:

- antenna alignment and stats

[ Show SNMP v3 password: []

-advanced tools SNMP v3 authentication proto: SHA v
ADVANCED SETTINGS

- advanced radio settings SNMP v3 encryption:  AES v

- static routes

- allowlist / blocklist SNMP v3 encryption passphrase:
- multicast Show SNMP v3 encryption passphrase: []
- snmp

- radius Enable SNMP periodic trap:
- ntp Enable SNMP event trap:

- ethernet filter Engine ID: Currently Unavailable
- 12tp configuration

- vian settings NMS hostname: 192.168.0.100

- Fluidity

- misc settings

o

Noification period (minutes):

- smartlicense
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default
- reboot
- logout

©2023 Cisco andlor its affliates. Allrights reserved.

GUI IZ & %5 SNMP D431k,
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-

GUI I & % SNMP O

© 1015118

SNMP is disabled and all sensitive information and credentials
have been cleared. Please re-configure all valid values to enable

SNMP again.
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F—a2 rA—SDEEEKE (T4 VL
Atxal)Tq)

X —ar =T ORELHIE (VA VL AEXR2DT 1) (13—)

v hO—SDEREERE (VA VY LAREX)

4h&

FEHED WPA 7' f aVZkT 294V LAeX2 T 42V AHR— bT 572012, Catalyst
IWOI67E IZIEF—nm —TFT — 3 3 VERISDNE A STV ET,

F—arbto—=I7n ba/ud 200FT A ROy MR E LTHATE £, 71
TADSESEREWBET NAADS TS ERREBITHIE L, TAFTY LT m—F N
7 MEEALD =8 D% LU PTK/GTK (Pairwise Transient Key/Group Transient Key) % Azf% 3"
DIZOIZEINCAr P a— VSN —#HOZ A v —IZ Lo THII SN ET, F—DHEICHE
BESNDITE, BRI T D1FHRN D7 <2 £7,

CLIIZCKA*X—a> bO—SDETE
F—ar br—FEFRETHIE., ROCLIa~ > REHHLET,

1. MG AES (Advanced Encryption Standard) % ZhiZ 7 5121k, D CLI 22~ > K& H
L/ i ‘é—o

Device# configure dotllRadio <interface> crypto aes enable

2. F—ar hu—SFAMNITBITIE, ROCLI a2~y REHFEHLET,

Device #configure dotllRadio <interface> crypto key-control enable

3. F—ou—TF—TalEAEMMTTHITNE. ROCLIa~<y REfEHRALET,

Device# configure dotllRadio <interface> crypto key-control key-rotation enable

4, F—n—TFT—alHAT—ERETHITIE, WOCLIa~> FEFHLET,

Device# configure dotllRadio <interface> crypto key-control key-rotation 3600
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F—aAU FO—SOBREEBRIE (TAVLREX2UT4) |
B cucszs—arn—somm

\)

GE)  F740 FTIE AESITEDNIR>TWET, TXTOT A ZATREZF CICT D LENH
D \i@—o

CLIIZC&EAF—a> bA—S DAL
F—ar hr—J ZREET AITiE. RO show =2~ REFEHLET,
F—a hr—THEDER :

Device# show dotllRadio X crypto
AES encryption: enabled

AES key-control: enabled

Key rotation: enabled

Key rotation timeout: 3600 (second)
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AX— S A4 2 ADKTE LT

« Av— T A B AT R— FOFE (75 X—)

CLIICE DAY — NI B ZADRE LI (77 2—2)
cGUIICE DAY= T4 B ADERE (79 =)

CLIZEM LA~ —F A4 AL — MEHOHRTE (82 2—)
cGUI 2R LA~ —F I AL A — MNEHORE (82 2—)
cCLIZMHLEETIA B ALULORE (83 2—)

ARX— b4V RYR— FOHE

URWB &— R TEITENTWA Catalyst 7 7 B AKRA DA~ — T A B AL, ROV
VA& AR—MLTNET,

AT — I B ABEHICLY, TA B ADOEE I ERMAIE T — A L AR RBR N HRL
EhET,

« 74 AL ULL, Essential, Advantage, Premier ®F— RiZ L VW HEREZ HIHI L £ 9,

cTEHAEDY—MITFEI T4 T VATOT A AR M EFyvval, ¥— MIE
ARy NU—=2NOTPRENDIERTNA AR THL I AEHEEZ TR LE
B

« A~— NEEEE— FiX, Smart Software Manager (SSM)  (LARTo CSSM) (ZE#:45%E L C
FA B ADFERRI AR L E T,

LT Xy v S E—RTIX, Fura—RLE77 A0 %2FEHALTSSM & FECRIM L *
‘a‘o

T IA= VI FVDHIFDOLAFY2ME (Av a2z R) £7201LL A% 3 GGW
(Za—NVF—rTxA) T, MLIABL AL ERETHLEND D 3,

)

GE)  SSM & OB & IEF IZHEL T D722, T 7341 A D Network Time Protocol (NTP) H—/3—2»
SBIELWEMZFERBHL WA Z 2R L ET,
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s

VY —2 17121 UK, Z2~— h T4 o 23R OILEMKELZ T R—F L TWET,
« Catalyst IW9165 B LN IW9167 D DL — h & T AL A L~ULDEH,
cRESINTZY— MELBIED Y — MEZMERT D200 CLI =< K,

s ETTDOTA B ALV EHRT D720 CLL 22 K,

FAEBLALAYLE L — FOREIL, ROTAAAL 2 — )L EHTEET,
*ME (AviaxyR) BEA VT TANT VT ¥ Ry hU—7,
*ME (A v 2> R) Fluidity VA ¥ 2%y hU—7,
*GGW (Z/'e— 1" — kT xA) Fludity VA ¥ 3%y hU—7,
RUM (U Y —AERARHE) VAR— I, FEOHWRED TS A —FEHEHALTWSET

NAADE T b LET, ZOHN, FHRMN G2 70— haBET 20l h
32_,9;«0

WDFKZMEHA LT, Catalyst IW9167 B L NIWI165 DA~— KT A A L~ULTHRED A b
L £,

3 4: Catalyst IN9167 DA I — k54 VA LA)L

SAEUADEAT H&RE
o MESIFR O EEREH A L—7"> K
_ o MEHIFR D AP IBENHAH A L—7 > |
Essentials
0.5 Mbps DBENEAH 7 747 > b AL—
AN
o ESIR O EEREH A L—7"> K
o MEHIFRE D AP IBENAH AL —7" > |
1 «
Ak + 50 Mbps O ST 2 L —7 - T
o« 2 JLFRZEIE (MPO)
o ESIR O EEREH AL—7"> K
o MEHIFR D AP IBENAH A L—7" > |
Premier .
o MEHIFR O HE B ENAH A L—7" >
o 2 JLFRZEIE (MPO)
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% 5: CatalystIW9165 DA I — kS A4 2 A L)L

SAE ADRAT HEEE

« BEHIROME EREN A L—T"> b

15 Mbps @ AP BB A L—7"> K
5 Mbps O HLI IR EN AT AL —7" >

Essentials

HEHIBROE EREMR AL—7 > b

* 50 Mbps ® AP IBENMAH A L—7">
50 Mbps D H IR ENAH 2 L—7"> |k
< /VFXZEE (MPO)

AUk

BERISR O EEREH A L—7 v b
HEHIBRD AP B EHAH ALV —7" > b
S| RO BRI A 2 L—7 > b
o LT RZEE (MPO)

Premier

CLIICKARY— T4 RADETE & KA
Aw— b TA B AERETHITIE, RO CLI 2~ REMFHLET,

Device# configure license iw-level [advantage | essentials | premier]

advantage: Network Advantage for Radios
essentials: Network Essentials for Radios
premier: Network Premier for Radios

Ao —h"FA B ADTNRA AR EZETAHITIE. RO CLLI 2~ FEHEALET,

Device# configure license iw-network seats 6

A= TABVLADT L TA VEREFRET HITIE, RO CLI 2= REMHALET,

Device# configure license smart transport smart

Device# configure license

Device# configure license smart proxy address 192.168.1.1 (Optional)
Device# configure license smart proxy port 3128 (Optional)

Device# license smart trust idtoken <id token generate from SSM> local
Device# configure license smart usage interval 50 (Optional)

A= TAV L ADT T T4 VEREFRET HITIE, RO CLI 2<> REMHALET,

Device# configure license smart transport off
Device# license smart save usage all tftp://192.168.216.201/rum report all.xml
Device# license smart import tftp://192.168.216.201/rum report ack.xml
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B cucszax~—rsqeozomEenm

FTAVVABRED )Y FET 740 FE LTHRETAHIZIE, RKOCLIa~y REfEHALE
TO

Device# license smart factory reset
(TRTCOIA RV ARER 7 VT T 57201, reload 7217 % AT L7 TL ZE W)
A= TAV L ADE A T ERIAET HIZIE, RO show 2~v > REFEHLET,

Device# show license usage

License Authorization Status: Not Applicable

IW9167 URWB_NW_A(IW9167 URWB_NW A);

Description: Network Advantage for Catalyst Industrial Wireless CURWB Radios
Count: 1

Version: 0.1

Status: IN USE

Export Status: NOT RESTRICTED

Feature Name: IW9167 URWB NW A

Aw—=hFTA VL ADT A AF S EMFEET HI21E, RO show 2~ > FEEHLET,
Device# show license iw seats

6
A= I T4 ADMEMEERFET HI121E, RO show 2~ REMEHLE£T,

Device# show license summary
Account information:

Smart account <none>

Virtual account <none>

License Usage:

License : IW9167 URWB NW A
Entitlement Tag : (IW9167 URWB NW_A)
Count Status : 6 IN USE

N

CE)  TARAEME =Kk BEFHLTA R A= T 7T 4 7T 34 2K)
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TNA ANT T T, L DGE. T3 AL a— RKOX_X—= 0 JRiL 2 B TY,

TITF 4 TTFNRA AEPBEELTA L AL — NEEBLZTHWAEES, MEIZS HZLIZ
SSM ~D T A B AFERRI VA — FOREEERALAET,

Av—hrI7 A4 AOHA (GATAME) v — V&2 RRGEET 221X, RO show =~ REEA L
£

Primary ME# show license tech support
License Usage

Handle 1

Measurements:
ENTITLEMENT:

Interval: 00: 15: 00
Current value: 0
Application Name: UrwbSLP
Application id: UrwbHA
Application Role: Active
Peer info:

Application Name: UrwbSLP
Application id: UrwbHA



| RR—FS1 L ROBEFE LRI
Uik 27— 5 tvz2nEz [

Application Role: Standby

PID: ‘nullPtr’

UDI: P: IW9167EH-B, S: KWC26330HMR
Smart Account Name: ‘nullPtr’
Virtual Account Name: ‘nullPtr’

Standy ME# show license tech support
License Usage

Handle 1

Measurements:

ENTITLEMENT:

Interval: 00: 15: 00

Current value: 0

Application Name: UrwbSLP
Application id: UrwbHA
Application Role: Standby

Peer info:

Application Name: UrwbSLP
Application id: UrwbHA
Application Role: Active

PID: ‘nullPtr’

UDI: P: IW9167EH-B, S: KWC26330HLF
Smart Account Name: ‘nullPtr’
Virtual Account Name: ‘nullPtr’

2v— T AL AD SSM #E A WEET HI21E, RO show =2~ REHLET,

Device# show license status

Account information

Smart Account SA-IOT-Polaris As of Sep 28 2022 11: 04:03 CST
Virtual Account: CURWB

Transport:

Type: Smart

Proxy:

Address: 192.168.216.201

Port: 3128

Policy

Policy in use: Installed on Sep 28 2022 11: 04:03 CST
Policy name: Test policy

Reporting ACK required: no (Customer Policy)

First report requirement (days): 94 (Customer Policy)
Report on change (days): 100 (Customer Policy)

GUIICKBARAY—FSAM UV ADEKTE

GUI Zffio TAS—FIA B AERET DI, ROFNEIZEVE T,
1. URWBXY hU—2 DRy " —27 TG4 A LULZER L $£9,

2. FTABUVALULBSSMIZ L > il S L, VY7 bo = THEEICERSNLTWDS I L%
MR LET,

3. BEDODTA B AL~ (ff] : Network Essentials for Radios) Df#i HE A HET 5L 91
Xy PU—=7 = FERELET,
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RX— b4 ROBEERE |
B cvicsszz—tr5qtozonE

4, AR EZ v — RT5121E, RUM (U Y —2HEFRE) LAR—K (422D
FEAPIRIAE®R) 27 L. [Al] A7 > a VEMEH LTI XTORUM LAR— F&2RFLE
9, [Days] 7> a U ZFEHALT, WEn HM (FHZERS) ®RUM LAR— FMERIFL
i—a_o

5.

SSM WeRIn AT v 7u— R LTI B 2A0HARREZFEMT 5121k, A~v—hx—
Ve IRZT XY v (FT7TA2) T—RDE XD, EBEA L AX L AT SSM M
X Urr—RKL7ACK (FERIRE) A A — M LET,

WOXE, A=+ T4V AD GUIREDHI TS (A IA L F—FREAT7 T4 F—
I\\‘) o
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cisco
ULTRA REUABLE
'WIRELESS BACKHAUL

10TOD IW [ oftine |
IW-MONITOR ==

FM-QUADRO

GENERAL SETTINGS:
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

M
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [ orfine |
IW-MONITOR =3

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowiist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

aulics 27— r5qtvzonE [

Cisco URWB IW8167EH Configurator
5.21.201.88 - MESH END MODE

SMART LICENSE

Smart Licen:
Select the network license level for Cisco URW stack
The license level is bound to software features and monitored by the CSSM.
Set the network seats to consume usage for particular license level.

Settings.

License Level: Network Essentials for Radios ~/
Platform IW9165 License Seats: 0

Platform IW9167 License Seats: 0

@ smarcAgentis set o Online Mode

©2023 Cisco andlor its affilates. All rights reserved.

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH END MODE

SMART LICENSE

Smart License Settings

‘Select the network license level for Cisco URWS stack.
The license level is bound to software feature™
Setthe netvork seats o consume usage | Netwark Advantage for Radios

[P « Network Essentials for Radios

Network Premier for Radios

Platform IW9165 License Seats:

Platform IW9167 License Seats: 0

@ sman Agent s set 1o Online Mode ‘

©2023 Cisco andlor its affilates. Al rights roserved.
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A= TA B A= ERETDHICE. WOCLLa<r FEHEHALET,

e
cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD W [ ortiine |
IW-MONITOR [ Disabied |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL.
-advanced tools

ADVANCED SETTINGS
-advanced radio settings

- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

-12tp

Cisco URWB IW9167EH Configurator
6.21.201.88 - MESH END MODE

SMART LICENSE

Smart License Settings
o e notworcensa ol o isco URWS stack

The icense levelis wres and monitored by the CSSM.
Sot e nebvork seats 1o conas g» o particular license level,

License Level: Network Essentials for Radios v
Platform IW9165 License Seats: 0

Platform IW9167 License Seats: 0

i l “

o Smart Agent is set to Airgap(Offline) Mode ‘

Download Usage

Save RUM reports (lcense usage information). Save all RUM reports using Al options. Save: RUM report for the
last n number of days (exciuding the current day) using Days option. Save all unreported RUM reports using

- vian settings
- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Usage range: Al v

Days: 1

=n

Upload CSSM ACK

Import the ACK that dowrloaded rom CSSM o thprocucton nstance
No fl selocted

©2023 Gisco and/or its aflates. Al rights reserved,

Device# configure license iw-network seats platform
iw9165 iw9167
WORD Select one above platform (case sensitive) to configure seats.

Bl

Device# configure license iw-network seats platform iw9165 12
Device# configure license iw-network seats platform iw9167 15

CLlZ2FERALESA U Riw o— FDFESR

Device# show license iw seats

Platform Configured Current
IW9le7 0 15
IW9165 0 12

Device# write

FEEDE

'—H
axX B

RX— b4 ROBEERE |

Device# reload

Device# show license iw seats
Platform Configured Current
IW9le7 15 15
IW9165 12 12

GUI ZFRALI-AY— k51X

URWB 2% v 7Dty "I —0 TG4 A LAULEBIRT B2, ROFIEEZEITLET,
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cusEALEEFS o 2LLoBE |

[Platform IW9165 License Seats] {ZfE% A L £ 7,
[Platform IW9167 License Seats] (2% AJ) L £ 77,
[Save] 27 U v 7 LET,

o~ wDdpRE

CLZERALERITZ4M1EALANILD

[Advanced Settings] "C., [smart license] 27 U v 27 L £,
[Smart License Settings] ¢, [License level] % [Network Essentials for Radios] IZ5%E L 77,

=JL ==
AX AE

FAB L ALYUTIT T A< ME £721Z GGW T34 2 (X v MU —ZREICESL) I
FoTRESH, Xy NI —ZIZHHEINTWATRTOF A AR SN CHEH SN E

‘j—O

ME (AviaxzrR) BEORGEGW (A BV A F 4 AR Ea—%) OFA4 B AL~UL

FETAHITIT. ROCLI =~y REFEHLET,

Device# configure license iw-level

Advantage: Network Advantage for Radios
essentials: Network Essentials for Radios

premier: Network Premier for Radios

]

Device# configure license iw-level [ premier | essentials | Advantage ]

MEBLIURGGW (A BV ATF A A NI Ea—%) OIFTA B ALULEHRT AITIE. K

DOCLLa~y REfEHLET,

Device# show license iw level

Configured IW Network License: ESSENTIALS

Running IW Network License: PREMIER
Device# write
Device# reload

Device# show license iw level
Configured IW Network License: PREMIER
Running IW Network License: PREMIER

MP (AL AL —R) ODTA L AL~V EFERT HIT
£,

Device# show license iw level
Running IW Network License: PREMIER
sl

I KOCLIa~y REFEHL

GE) FTAB AL YUTRETEEH A,
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s 11 =

LAN2AY L 1DBEBRMEDRTE

e LAY 2 Ay aDiFBBIEDORTE (85 2—)
cCLIZMMALIZL AV 2 7a ha ViR DORE LR (86 2—)
cGUI AR LAY 2 7 a haLfizko®E (88 X—)

LAN2A Yy 1aDNEBENDRTE

LAV2A Yy vaBmtiEs T L, FEOTr ha Lo —P xRy M A T EHBRINT
XFET, ARy NFATEEWETHIZIE, CLI a2~ REZIFIWeb UL A > F—T = A R
ZHHALT, 2y b= 2GR ELITESICLET, ROTRFELA —F %y hFATDY
A MIRETEERA,

R6:FHEHN—FEY FE2ATDIYR L

A—HYxy bRAT (8 |EnEATRE Z DD IER

)

0x0000 ~ 0xOSFF 2—P—FHEARE | A —F Ry N1 7 L—2A, STP & CDP (Iftho>
BREA TV a v DRBEZITET

0x0800 PSP IPv4

0x0806 K hix ARP (IPv4)

0x0900 ~ 0x09FF FExtiis URWB v 7}V 77w kan

0x8100 ESIn IEEE 802.1Q VLAN 1 7" & 11k,

0x8847 ~ 0x8848 FExits MPLS

OXFFFF FEXFIE IANA THI % 7

MPLS L' A ¥ 2 E— R THEHTAESE. URWBTF—X FL—r Ay ia Xy NU—27 TIEK
OREREEN Y R— XN ET,
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s LAY2 Ay v aBESEEE AT D L. PR AN A —T Ry ME A T EIBINIC
TUANEY U TTAHZE T, URWB Ry NU—T RKTIEIPVE L A ¥ 2 7o kaLkiz

®rTEET,
cURWB Ry NT—VIZHFET DA —H %y N A THREIICHRE S, LAR—FELE
@—O

TR YR MDA =Ry FFA T aBINE L OHIERT D HEE,
fERp FETRERBREERET D (TXTOLA Y270 haraefFcd o) #
Ao

*CLI &£ Web Ul Ol 5 OBREDBYFR— RSN THET,

CLIZERALELAY2 70 Fa)LEEDERTE & FER
LAY 278 ha/ViREZ#&ET DL, RO CLI 2~ REHLET,
HFAU R ML =Y Ry AT EBNTAHICIE, ROCLLa~<> REFHALET,

Device# configure mpls ether-filter allow-list add

<0x0-0xffff> ether-type value
all allow all ether-types

i

Device# configure mpls ether-filter allow-list add 0x86DD
Device# write

Device# reload

Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

YA MDA =Y Ry N A TEEIBRT DI, RO CLI a~y> REEHLET,

Device# configure mpls ether-filter allow-list delete
<0x0-0xffff> ether-type value

il

Device# configure mpls ether-filter allow-list delete 0x86DD
Device# write

Device# reload

Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204, ethernet-I block

HFAVRARDTRTCOAL =YXy NS T BV TTHIT0E, IROCLI a2~ REfEHALE
7,

Device# configure mpls ether-filter allow-list clear

i
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Device# show mpls config

Device#
Device#
Device#

Device#

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block
configure mpls ether-filter allow-list clear
write

reload

show mpls config

Ethernet Filter allow-list: none, ethernet-I block

FFAf ) A MZTRTCOA —Y Ry bZA T HBINTHI0E, ROCLIa~y REEHLET,

Device# configure mpls ether-filter allow-list add all

il

Device# configure mpls ether-filter allow-list add all
Device# write
Device# reload

Device#

show mpls config

Ethernet Filter allow-list: all, ethernet-I block

\}

GE)  alx¥—U—KiF,. A=V Ry F T AN ZEF— N RRAET— NIZRETHE-OIHEA S ET
(AU A MCHE—0xT > U 0x0000 # AT LET)

BHENTZA =T 32y hEATDIY A 27 VT 5120, ROCLIZ~ > REFHLET,

Device# configure mpls ether-filter table clear

il

Device# show mpls ether-filter

Device#

\}

Ether-type Direction Description

0x8899 INGRESS -—-

0x86DD INGRESS IPv6

configure mpls ether-filter table clear
Cisco-81.160.136#show mpls ether-filter
Ether-type Direction Description

0x8899 INGRESS -—-

GE  BH7TwvRZI SN, =Ry NEATH 7 VT Ltk Ny 27 770 RTEEL

e

A —H Ry 7 FaLEBRETHITIE. KOCLIa~vy FEERALET,

Device# configure mpls ether-filter ethernet-I forward

il

Device# configure mpls ether-filter ethernet-I forward
Device# write
Device# reload
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Deive# show mpls config

Ethernet Filter allow-list: 0x88F8 0x891D, ethernet-I forward

Device# configure mpls ether-filter ethernet-I block

i
Device# configure mpls ether-filter ethernet-I block
Devicefwrite
Device# reboot
Device# show mpls config
Ethernet Filter allow-list: 0x88F8 0x891D, ethernet-I block
R EnTeA =Ry FEATOY X &R T D121, KD show 2~ FEEHLET,
Device# show mpls config
i
Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

B EnleA =Ry FFIATOY X M EMERT DI121E, RO show =~ FEEHLET,
Device# show mpls ether-filter table
i

Device# show mpls ether-filter table
Ether-type Direction Description
0x8899 INGRESS -
0x86DD INGRESS IPv6

GUI 2FHLI-LA4VY270 FaJLEEDRTE

BEDA =YXy MIAT LR ENT A —V Ry N A T2 U A MIBMT 212F, K
DFNEZFITLET,

1. [Cisco URWB IW9165E or IW9167E Configurator] 7 - > K 7 O EMIIZ % % [ADVANCED
SETTINGS] & 7 3 = o C [ethernet filter] % &R L £,

2. [Detected ethernet types] # 7 C, [Add] &#Z7 Vv 7 LT, §FAU R NMZA—HF Ry hFAT
ML ET,

3. [Detected ethernettypes] %# 7 C[Add]| %7 UV v 7§25 &, BINE&hicA —H Xy N2 A TN
[Allowed Ethernet type] % 7 (2Kt S L E T,

4. [Allowed ethernettypes] # 7 C, $FEDA —H Ry b Z A FZFFA[ U 2 MTBINT 51T,
TXAMRY 7 ANZA = Hy A THEZANTIL, [Add| 22V v 7 LET,

ROBIE, FFal U A MOBIMENTREDA =Yy M A T et shicA —Y 2y FZA
THERLTVET,
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GUI £fEALLAv2 70 rangzont |

e
CIsco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE

WIRELESS BACKHAUL

N
10TOD IW [ ortiine | Ethernet Filter

IW.MONITOR Detected ethernet types

FM-QUADRO To 364 a detectad ethertypa to the alowdist ek on Add

) Ethertype Description Direction Action

- general mode 0x8899 - INGRESS

- wireless radio

-antenna alignment and stats 0x86DD IPv6 INGRESS “

NETWORK CONTROL
-advanced tools

Clardeloced |
-advanced radio settings

- static routes

-allowlist / blocklist Allow all ethernet types (]

- multicast Allow Ethernet 1 protocols (]
-snmp

~radius

_ntp Allowed ethernet types
~ethernet ilter

To add a specific ethertype to the allowist, insert it in the text field and click on Add.

- 12tp configuration

-vian settings Ethertype Description Action

- Fluidity 0x8892 PROFINET

- misc settings

-smart license 0x8204 QNX Qnet
MANAGEMENT SETTINGS

-remote access

- firmware upgrade

- status

- configuration settings Clear allowed

- reset factory default e
- reboot

S “

© 2023 Cisco andior its affiliates. All rights reserved

cisco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL
10T0D W [ ortine | Ethernet Fiter
IW-MONITOR = Detected ethemet types
FM-QUADRO To 3dd a detected ethertype to the allowlst click on Add.
DTS Ethertype Description Direction Action
it te e - noress [ aa |
- wireless radio
-antenna alignment and stats. 0x850D 1Pv6 INGRESS Add

NETWORK CONTROL

-advanced tools
ADVANCED SETTINGS Clear detected
- advanced radio settings

- static routes.

allowlist / blocklist Allow all ethemet types ()

SR S Allow Ethernet 1 protocols ()
-snmp

radius

“ntp Allowed ethernet types

- ethernet filter

To add a specific ethertype fo the allowiit.insert t in the text fieid and click on Add.
-12tp configuration
vian settings

- Fluidity 0x8802 PROFINET

- misc settings.

MANAGEMENT SETTINGS

Ethertype Description Action

- remote access

- firmware upgrade Clear allowed ‘
- status

- configuration settings
- reset factory default
-reboot

-logout

©2023 Cisco andior its affiiates. Al rights reserved

AU X bR SNTcA =Ry NEIA T H2T XTI VT T5120E, ROFIEEZFEATLE
RS

1. [Cisco URWB IW9165E or IW9167E Configurator] 7 « > K7 OZEIZ & %5 [ADVANCED
SETTINGS] £ 7 3 = > C [ethernet filter] %R L £ 7,
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2. HFAIUARNDLTRCOAL—Y Ry N AT %7 VT T 5I21E, [Allowed ethernet types]
7 T [Clear allowed] 7 U v 7 LE 7,

3. [Clearallowed] %27 Vv 7325 &, FFA[U A LT RXTOAL —H Ry NFEATNRI T
EnET,

ROBL, FFAT) A S DBFFASNIZA =Y Ry NEIATRIT XTIV TSN L2RLT
WET,

e
CIsco Cisco URWB IW9165E Configurator

ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

loToD W  ortine | Configuration contains changes. Apply these changes?  Discard | Review |
IW-MONITOR Disabled
FM-QUADRO
Ethernet Filter
GENERAL SETTINGS. Detected ethernet types

- general mode
wireless radio

antenna alignment and stats Etnertype Descipion (2D Aon
g o a— s BT
-advanced tools

oo e f— )

advanced radio settings
- static routes P
- allowlist / blocklist Clear detected ‘
multicast
-snmp
- radius Allow all ethemnet types []
sHp Allow Ethernet 1 protocols [
- ethernet filter

-12tp configuration

vlan settings Allowed ethernet types
- Fluidity
misc settings
Ethertype Description Action

- smart license
MANAGEMENT SETTINGS “
-remote access
- firmware upgrade

status ‘
- configuration settings
- reset factory default

reboot
- logout

© 2023 Cisco andor ts affiliates. All ights reserved.

TR Y X bbb anieA =Ry NI T 2T XTI VT T5120%, ROFIEEZFITLE
‘3‘0

1. [Cisco URWB IW9165E or IW9167E Configurator] 77 « > K7 DI & % [ADVANCED
SETTINGS] & 7 3 5 T [ethernet filter] %R L £ 7,

2. AR RSN — Ry N AT H T VT T HITIE, [Detected ethernet types]
4 7 C [Clear detected] 7 U v 7 L7,

3. [Clear detected] 22 U v 7 9% & | [Detected ethernet types] % 7 DA —H R N¥ A TR
V7 SNE7,

WORNL, FFal) 2 bbbt Snic A =Y Ry NIATRIT XTIV TSN LZRLT
I/\i‘é_o
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GUI £fEALLAv2 70 rangzont |

]
Clsco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

10TOD IW [ ortiine | Ethernet Filter

IW-MONITOR [ Disabled | Detected ethemet types

FM-QUADRO fist click on Add

GENERAL SETTINGS Ethertype Description Direction Action

general mode
- wireless radio

Clear detected
- antenna alignment and stats R —
NETWORK CONTROL
advanced tools Allow all ethemnet types [

ADVANCED SETTINGS .
Allow Ethernet 1 protocols [
- advanced radio settings

static routes
allowlist / blocklist Allowed ethernet types
- multicast 2dd a specific ethertype (o the allowlist. insert it in the text field and click on Add.
snmp
- radius Ethertype Description Action
np 0x8892 PROFINET Delete
ethernet filter
- 12tp configuration 0x8204 QNX Qnet Delete
- vlan settings

- misc settings
smart license

MANAGEMENT SETTING S ‘ Clear allowed ‘

remote access
- firmware upgrade

status
configuration settings

- reset factory default
reboot
- logout

©2023 Cisco andior its affiliates. All rights reserved.

FTRTOA =Y Ry MATZFF Y A MIBNT S R %) (23, ROFIHEZETLE
RS

1. [Cisco URWB IW9165E or IW9167E Configurator] 7 4 > K7 OEMIZ & %5 [ADVANCED
SETTINGS] £ 27 3 5 > T [ethernet filter] %% L £ 7,

2. TRTOA =Yy NFA T %FFAIY A MTEBIMT 521X, [Ethernet Filter] £ 27 3 > @
[Allow all ethernet types] = v 7 Ry 7 A AN LET (Z Vv 7 LET) |

3. [Save] & [Applyl &7 U w27 LT, REZELEELET,

KOKIL, T_RTDOAL =V Ry "EZA TOHFAY 2 F~DBIMZERL TWET,
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]
CIsCo Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

10700 W  oine | Configuration contains changes. Apply these changes?  Discard | Review |
IW-MONITOR
FM-QUADRO Ethernet Filter

Detected ethernet types

AL ST TiOS To add a detected ethertype to the allowlist click on Add.

general mode

Ethertype Description Direction Action
wireless radio
antenna alignment and stats 0x8899 - INGRESS
NETWORK CONTROL
-advanced tools 0x86DD Pv6 INGRESS

ADVANGED SETTING'
advanced radio settings
static routes Cleal
allowlist / blocklist

multicast

snmp Allow all ethernet types

radius Allow Ethernet 1 protocols ()
-ntp

ethernet filter

vlan settings

Fluidity

misc settings

smart license
MANAGEMENT SETTINGS
- remote access
firmware upgrade
- status
configuration settings
- reset factory default
reboot
- logout

©2023 Cisco andlor its affiliates. Al rights reserved.

A=Y Fy b1 70 baLeRETHITIE, ROFIEZETLET,

1. [Cisco URWB IW9165E or IW9167E Configurator] 7 4 > K7 OZEMIZ & %5 [ADVANCED
SETTINGS] & 7 o 5 T [ethernet filter] % %R L £ 7,

2. A—% Ry 1 7m bhartE— RRE2ENITT BHIZiE, [Ethernet Filter] =7 3 3 > ® [Allow
Ethernet I protocols] = v 7 Ry 7 A% A2 LET (VU7 LET) o

3. [Save] & [Applyl 27 U w27 LT, REZELEHLLET,

WORIZ, A —%Fy M7 r halazifFad 2R EL R L TOET,
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GUI £fEALLAv2 70 rangzont |

M
cisco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

10T0D IW [ ornine | Ethernet Filter

IW-MONITOR [ Disabled | Detected ethemet types

FM-QUADRO To add a detected et the allowist click on Add.

GENERAL SETTINGS Ethertype Description Direction Action
vl e - — EZE
wireless radio
antenna alignment and stats 0x86DD IPV6 INGRESS “

NETWORK CONTROL

-advanced tools

ADVANCED SETTINGS Clear detected
advanced radio settings —_—

- static routes

- allowlist / blocklist Allow all ethernet types [
o ceat Allow Ethernet 1 protocols
snmp
- radius
-ntp Allowed ethernet types

ethernet filter To 30d a specific ethertype to the aliowiist, insert it in the text fiekd and click on Add.

-12tp configuration

h A
g it Ethertype Description ction
Fluidity 0v8892 PROFINET
- misc settings

-smart license 0x8204 QNX Qnet

MANAGEMENT SETTINGS
remote access

-firmware upgrade

- status.

configuration settings Clear allowed

- reset factory default

- reboot

i “
v

2023 Cisco andlor its affiliates. Al rights reserved.
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TILFINAEEDHRTE

« MPO OHFEE (95 ~—2)

« MPO OHERE (95 ~—2)

« MPO /" v N O EME & EEIERR (96 X—)

« CLI ZfEH L7z MPO BEREDRRE (96 =X—2)

« CLI Zfi/H L72 MPO #§REDHfERE (MPO E=% Y ' 7) (97 _—)
« MPO DOfil|[REIHE (100 ~—3)

MPO D2

FHEBENT 2 ENNA NV AT AT, A R— RoEm#ERSEE s I E T, Jhux, Pl
N ABEMEO R, LS EROBEHREEALERLES, Lo, Xy N —27 0@k
B, BREEEMENESM. BIOESESERWIFIE#ETOr—I 72k, 2y MAK
DRAELET, MPO (w/VFANRENE) (X, HEOTA YL ARy ooy —%
EETDHIZ LI, FEEZEOET, ZORFRSEROT 7/ ao—x, #BIEIEMNOE
WRhT 74y 7 ERRKSHFICHEIL, N— Ry = 7TEEICE L CrIAMZ D, L
L. FHoN— R = 7REEORBLR L £,

MPO IX, ENRANTVATLALETAXY LV ARy NT—T DRy I R AV TITANT I TF ¥
DRI D T VAL 2 F B2 (LSP) EHSLT H1200T Fu—F ERALTHET,
HEHEOLSPIZ L W EINE ORI /S b TURSARB CRIETE D720, /37y MEKA
B L, = AL ARAY FA T HHR— N TEET,

MPO O aE

MPLS (v F7a fhar I~V AL vF 7)) 2k, F—LXxy NI—2 LAV TTRANT
JFxmEBER L, Bl A T TARNT I FXHOBR—DUA Y LAY 7 2T 5, H—
DRARNANDHY ET, BRLERY 7 E2FEHLTEHES 7T AT 7 F Y NOHE &~
U DONCHEELDO MPLS b RV EEETE 5720, R DMLY 7 AEHT HRK4HOD
B D bRV ERIFICEATE LT, HED MPLS b RABRED ST 7 1 v 7 Zirik
L., YA7 LOEEMEZR ESEET,
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B weo <oy romEE BIESR

TATXY LAY T TOFWNET AT LERET D012, §ilfll b T 7 ¢ v 7 13Z%% D MPLS
Mo BN LTEEISN, £y FOabP—RAER SN TEE XERRBIZEHEEINE
To AT TARNTIFAINEDOZERIL. T 7 4 v 7 OBEHEOa B —RAERS LTI
FORMTEE SR, AUy hOBEEOav—2%FELET, 7272 L. MPO i
DIWGE, VA YL RAY U7 ICEENRBEETLE, T 70 v 7HEBBEAELET, HED
MPLS R R/UZ XV | FHOTDIZTA Y LAY 7 BNEEERET, X7y FoxbiET 22
E—NkbniHATH, Xy hOa bt —%2 I EFICZECELINEENS IRt SN E
7

MPO /N FDEE & EEHFR

< NVFORZEMETIEL, BEAT Y FBEEO VA YL AF Yy 3L BN LT (8F8F 77
ARA L M) FMESNFET, T K VEEMEPER S, ZEMT 7 '8 ARA 2 b DZERM
A NR=T 1L, Dl b 1o0abt—NE LS ZESND AREMNKIEICH ELE
T BEEPERRIL, BV A YL ANRRTZEINT Ay NOEEEZHIRT 570 S
b, MPO DL 9 1 DOMEETT,

ZOFRER, BUE SN /Ty NIy =7 AR FNEID Y THNTWDH T2, EEPERT v
T ZANITTIZBELEAAY Yy boav—%HIBRTEET,

B EEHERO e AR L TFIRLET,

Lost

E BB _ Network ) B X @
- De-dup i Application
@ - L serer
‘ B B
B B @ -¢ Network 5@ 2

FEHELBEEHEROT L ITY XA TIE, ROWLBERETENET,
« Xy MR L IERPRIR BRI T AR S AL L E T,
Ny Ty VTR TRAETZBEIMONRT v MBIEZ 72 LET,
cHENTy M= U AHNDNRT y NEHIBRLET,
«CPU, UY—A, BIOXAEYOFELEH EIEET,

CLI Z{£ A L 7= MPO H£8EDEXTE

—
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MPO HREA R ET D121E, RO CLL 2~ > FEEH L ET,
Device# configure fluidity mpo

cos: MPO ILEMCHR#ET AN T 74 v 7D CoSERELET (—EIT1ODCSDH) . cos
EiX0~7 (Z 74/ ME6) TT



| =7 zx81E0H

cu (A L1 Mo iienfe MpoE=21U>5) |

path : E XA b=y MIE > THL.INDFRETTENSRAORKEEZHRELET (31 /b2
=y FDH) , RARXRT U 7F 1L ~4 (T 7 ME1) TY,

rssi: VA ¥ LAY 7 O/ RSSI LEVMEZTTE/SA (dB) L LTHRELET (211
= NOHK) o F/brssifEIZ0~96 (F 7+ ME20) TT,

telemetry : S, EDO MPO 7 L A NV OF MU/ IEME 2R E L E T, telemetry fEIX. F%) : M=1
FIFEES)  M=0 (T 74/ F) TT

Device# configure fluidity mpo status

disabled : MPO @ E#/EHEHERZ i LE4

rx-only : mpo A7 —# A% rx-only [Z5%iE L £ 7, #4515 MPLS N7 7 ¢ v 7 A EHEHEBR L, 3
BRI 74w 2 EHIEEEA

enabled : MPO Z#HNZ L ET, BENTF 74 v 7 2 EHEIHE T, EEMPLS N7 7 4 v 7 %
EEPEBR L E 5

il

Device #configure fluidity mpo cos C ( C value from 0 to 7 (default 6)
Device # configure fluidity mpo path max N ( N value from 1 to 4 ( default 1)
Device # configure fluidity mpo rssi min R ( R value from O to 96 ( default 20)
Device # configure fluidity mpo telemetry T (T can be one of: enabled: M=1
Disabled: M=0 (default))

Device # configure fluidity mpo status S ( S can be one of:

enabled: E=1 F=1

rx-only: E=1 F=0

disabled: E=0 F=1 (default))

W, MPO I 7 B2 52 L7-UDP T LA MY AN —2Df 2R LET,

Device# configure fluidity mpo telemetry <enabled | disabled>
Device# configure telemetry server 192.168.0.200

Device# configure telemetry export enable

Device# configure fluidity mpo telemetry enabled

MPO SRE/NT A —F Z il T H121E, RO show 2~ FEMH L ET,

Device# show fluidity mpo config

Bl

Device# show fluidity mpo config
Status: enabled
Path max links: 2
RSSI min: 20
CoS: 6

CLI Z{EMA L= MPO #8EDHEER (MPOE=4%1) > )

show mpls config a~<wy RO

Device# show mpls config
5.42.42.43:
path id : 0
ilm : 136000
nhlfe : 16:
lbr : 5.42.42.42
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age :

6.980000028 {

path _id : 1

TLFAREEDOEE |

5.42.42.42 5.42.42.43 }

ilm : 136001

nhlfe : 18:

lbr : 5.42.42.42

age : 6.970000026 { 5.42.42.42 5.42.42.43 }

show fluidity mpo statistics 2~ . RO :

Device# show fluidity mpo statistics (on Mesh End)
table-size 2:
MAC address : 40:36:5A:15:C8:50 8C:89:A5:83:EB:71
Tx-1 : 0 208
Tx-2 : 0 208
Rx-Accept-1 : 178 0
Rx-Accept-2 : 30 0
Rx-Drop-1 : 30 0
Rx-Drop-2 : 178 0
Lost-1l-only : O 0
Lost : 0 0

Device# show fluidity mpo statistics (on Mobile Primary unit)

table-size 2:

MAC address : 40:36:5A:15:C8:50 8C:89:A5:83:EB:71

Tx-1 : 208 0
Tx-2 : 208 0
Rx-Accept-1 : 0 182
Rx-Accept-2 : O 26
Rx-Drop-1 : 0 26
Rx-Drop-2 : 0 182
Lost-1l-only : O 0
Lost : 0 0

MAC address: /X7 v FEIE[ELTWAHNER Y NI —T TN, RDOXEFETLL2 T R A,

TX1BEUVTX2: ZNEDOA T ZiX, ZREN, 774~ U R o XU 2 (EH
ARERTRTOEA L XV N, DFENRZID1 ~3 OBREEE) CEEENTF- Y h
BAaEFELTNET,

Rx-Accept-15 & U Rx-Accept-2 : ZNHDA T U X ik, TNEN, T T4~V RRAE TN
YEVRADWTNNTEEIIR 0 A TZER IR Ry 7ahiz Yy ho¥aER LT
WET,

Lost-1-only : ©h o Z U NZOEBEHRT A TZEINTZITF AN, 7T~ U/ R
TIEZE IR TZT AN To T v DO,

Lost : 7T A~V R EEH L F Y RADWE T TRONWTZ/Vr > SO RBFE,

show fluidity network 2~ KD ]

Device# show fluidity network (on Mesh End and Mobile Primary)

unit 5.21.201.60 infrastructure meshend primary
vehicles 4 total mobiles 5
infrastructure 1 Dbackbone 0 meshend 5.21.201.60
Vehicle ID : + 85313616

Path : 0
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Catalyst IW 7 & & R R«

cu (A L1 Mo iienfe MpoE=21U>5) |

Infrastr.ID 5.21.201.60
Via : R1
Mobile ID
Via : R2
H/O seq : 5710
H/O age 36.597
#M: 2

Primary ID
Secondary IDs

5.21.200.80

5.21.200.80
5.21.201.204

Vehicle ID
Path : 1
Infrastr.ID
Via : R2
Mobile ID
Via : R2
H/O seq : 5711
H/O age 5.909
#M: 2

Primary ID
Secondary IDs

+ 85313616
5.21.201.60

5.21.201.204

5.21.200.80
5.21.201.204

\)

GE) HRE/—F MPBIOEASAA LD LZY) 1IZ1Z, NAOY Ty hOZRB™HY £3,

MPO /XA IDO0 : 7T A < U/NRA ZOM : TTE/XA,

show eng-stats 2~ RO :

Device# show eng-stats (on mobile primary unit)

Fluidity role

primary
vehicle id : 0
static 3.21.201.60 [FC:58:9A:15:C7:D2]
mobile 4.21.200.80 [FC:58:9A:15:B9:13]
snr : 42
rssi : -54
dop : 40
chan 132/40
handoff: 21.518258794
time : 2
Current:
ho seq: 7 pending: false age: 21.518303221 primary: 5.21.200.80

[0] - <3.21.201.60 - 4.21.200.80> status SUCCESS seq 6 id 0 age 59.469266332 rssi 42
[1] - <4.21.201.60 - 4.21.201.204> status SUCCESS seq 7 id 1 age 21.518317752 rssi 41
last primary: <3.21.201.60 - 4.21.200.80>

free ids: 7 6 5 4 3 2

current missing path mask: 1111110

HO Table

static 3.21.201.60 [FC:58:9A:15:C7:D2]
mobile 4.21.200.80 [FC:58:9A:15:B9:13]
rssi : 42

dop : 40

chan 132/40

updated : 74

skip : O

static 4.21.201.60 [FC:58:9A:15:C7:D3]
mobile 4.21.201.204 [FC:58:9A:15:E4:D3]
rssi : 41
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dop : 40

chan : 100/40
updated : 18
skip : 0
rssi_delta : 6 3
threshold : 35

MPO O HIfREI1E

« 7 = — LA — 8= (500 X U BRTE) 1TV AR— SN TELT, A%OY Y — AT
B S TVET,

« MPO BXH 725 TV DA, —EON Y RATHERIIEH CE £/ A,
« =LA IR KOV — LTz
< T

= RRFTT
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CiscoCatalystiIW 7 O RXARA > k. ) 1)—
R 171121 D Frig e

U U —217.12.1 TIZ%kD URWB BEREDSEA S E LT,
c FipA VB —T7 =4 ADOHFL E B (101 X—)

o IKRABIEHNRE DR E (102 ~<X—)
s Fluidity D317 O E (102 ~=—3)
W B =X —FHOHE (105 <—)
cURWB 7 L A U 7'a ha/LOEE (108 <X—)

BRA 2 —T 4 ADOFME L EL

TOMRIZEI D, ARA LV H =T 2 A AT TEET, WHFOERA v X —T = A X% [H
BRI T D Z L3 TEFERA, CLIZHALTHEBRA VX —T7 o4 AREEZAIMILE
K

CLIZERL-FARA 3 —T 4 ADAMILE(TESE
FFEDHMA » F—7 = A A ANEITIDICT 51213, KROCLIa~ > R LET,

Device# configure wired <0-1>
disabled disable wired interface
enabled enable wired interface

i

Device# configure wired 0 disabled
Device# configure wired 1 enabled
Device# write
Device# reload

I5—NEERE
WO CLL <> RiX, MDA v B —T oA ANEHE— R E L THESNTWAESICT
T—kFrLET,
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Device # configure wired 0 disabled
Device# configure wired 1 disabled
ERROR: Interface wired0O is disabled, cannot disable both interfaces

CUZFERALEERA VA —T 14 ADAEXE EEHEDFER

BWRA 2 Z =7 = A AOFIREE T ITEZNRIE 2 HERE T 21213, IRD show =< > Rz ffi /]
LE7,

Device# #show wired <0-1> config

1l

Device# show wired O config
WIREDO status: enabled

Device# show wired 1 config
WIRED1 status: disabled

RKNIGEBEARTEDKTE

URWB %y FU—27 2N L CHETEDORAR I L —b Y A AERETEET, ZOHRET.
URWB X v NT—ZNOTRTOT IV EARAL Y NCRETALERH Y 5,

CLI ZfEMA L= MTU R EDERTE

WD CLL 2=y NiX, A v Z—T7 24 ZADOMITUEEZEETH-DICHESNET,

Device# configure wired mtu
<1530-1600> Unsigned integer set wired mtu

i
Device# configure wired mtu 1600

Device# write
Device# reload

CLl ZHRA L= MTU SR EDRESR
HpA o H—7 = A AD MTU fEZ R T HI2IL, RO show 2~ REMFHLET,

Device# show wired mtu

Bl

Device# show wired mtu
Configured MTU: 1600

Fluidity D & 5 (TDERE

e
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Fluidity D53 2T 2 & b E72IBNE DT A 2 (Fluidity f Y 77 A NT 7 Fx 7
NAR) IHEDH T —a— REREL T, N FE7 7t 2%m EEmidedEcE 9,
FEHERR TE TlE, RSSI (ZERHFRERT) 1K TV RETOWRENTONET,

—HRE AR - FIHAREE O FH 2 — S EcBE) LT T (BEEO G R ICH—0 bk ox
DD HHTERIEM) . FURADESHNZ & 57 7B ARA v MR 2 MRV S



| CiscoCatalystiW 7 & £ RRA > k. 1 1) —R 17121 DFiHke
Fluidity D &5 [+ DERE .

M. BOHAIORRIEIC DA T T AT I F ¥ 2=y M TSI Y RE—"—&n2n &
INZT BT, BMOT 7w ARA L "eRpB0TC—I i LET,
Flidity D2+ v Y

WORIL, Fluidity D3 v Y v 7 3 L TWET, A U2, IR E IR T A
A (Fluidity 1 7 7 A NZ7 7 F % T34 ) QOEBE/RE—/LTT,

— >
> >
N N
Do ot perorm handof o ot pactm haxl N
anesent coloe c COLOR CO
= = =
ol 2 <

Fluidity D55 T D7 rv 2 3kD LB T,

e RAUHN, T —a—KRIE-T, EDOFhidity 1 > 7T ANT I F v T/ AN
R 725 LTV 5 5% Fluidity BT /34 A (2@ L £ 9,

* Fluidity #7314 2%, AOKELZMBEAE L, A X ZmHT25E T (RSSI Ln2H
SL) DN RAT A D =X NEER LT £7,

* Fluidity HLij 7 /S A AR A 2 HFHEHFFO Fluidity £ > 7 7 A T 7 F % T34 ATO
N RATEFETTHE, AL T —a— REFOFuidity 1 V77 A NF 7 F v T34
AFE NI DA v F RO Fluidity 1 7 7 A N T 7 F % T ADRNBEESND X
2T ET,

e N B L UTHERET HEED Fluidity f 7 T AR T 7 F v TAAL AR TEET,

ROETIE, Fluidity DO R —/L EXFIST HA T T a AT THBILET,

% 7: Fluidity &4 0 —)L

Fluidity D& 5 170 —)L 7 ay

IR~ A % (Fluidity 1 7 7 A b7 7 F % | <A &2 & LTHRESNFluidity 1 7 7 A
F A R) NI UF X TAALRZE, 1 ODH T —a—
ROHZEEY LK TEHZ LN TEET

IBAMEYE (Fluidity 1 > 7 7 A RNZ 7 F % T8 XA U ZPUSOFluidity 1 7 7 A KT 7 F

A A) T A, O T —a— REFERLT
RETEET
Fluidity B Fluidity HL[% 7 /34 AIZ1E, 1 DOED %

DHETHZENTEET

CLI Z {5 /A L 1= Fluidity D& 5 (T DR TE
Fluidity 7 7 —%€— RZRET 52T, RO CLI a~ > REFEHAL £,
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Cisco CatalystIW 7 & £ R KA > k. 1 Y —R 17121 OFikae |

Device# configure fluidity color mode
Disabled: disable coloring
Enabled: enable coloring

Device# configure fluidity color value
WORD quoted list of colors from 1 to 7 or "p X" for painter (e.g. "1 2 6","4", "p 1").
"clear" to reset

Bl (A H)

Device# configure fluidity color mode enabled
Device# configure fluidity color value "p 1"
Device# write

Device# reload

Bl (A 2 LIS
Device# configure fluidity color mode enabled
Device# configure fluidity color value "3 4 5"

Device# write
Devie# reload

Bl (7 V7)

Device# configure fluidity color value clear
Device# write
Device# reload

CLI Z {5/ L 1= Fluidity D &5 (T D#EER
Fluidity 7 7 —%€— RZ R T 51213, RO CLI a2~ RZEHALET,

Device# #show fluidity config
Bl (=A%)
Device# show fluidity config

Color: enabled, current: p 1

Bl (A 2 LS8
Device# show fluidity config

Color: enabled, current: 3 4 5

Bl (7 07)

Device# show fluidity config

Color: enabled, current: O

Fluidity D5 (7D RSSI L E LMEDERTE

TNy DR—=IARNH Y | BIIEO RSSIERE ST RSSI L EVMEL D /WS, Fluidity
BT /3 A AL Fluidity O &0 1% EZ —RIC I L E 9, ZO%4A . Fluidity BE 7 /31 A
X, BEDOS T —a— REROFlidity 1 7 7 A NT 7 F v T/ ADHAY RAET 25%F
T 5 £ T, Fluidity DESITRELMERF L, B EZ R L E 9, Fluidity Fl7 /31 A

E. BUEDE L XR 25 T —a— REFOFluidity 1 V7 7 A T 7 F v 534 AT 4 [l
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ft LTy RAT7 L7212, Fluidity O 5517

B

we=s—gzonz [

BREET 7V ME (572 L) VB FLE

CLI Zf& A L 7= Fluidity D5 (7D RSSI L ELMEDERTE

Device# configure fluidity color rssi-threshold

<0-96> COLOR RSSI THRESHOLD

1l

Device# configure fluidity color rssi-threshold 55

Device# write
Device# reload

CLl % {#F L 7= Fluidity D& 5 [+ RSSI L = LMEDFEER

Device# show fluidity config

1

Device# show fluidity config

Color: enabled, current: 0
Color min RSSI threshold:

IWE=42—EBHEDRXTE

URWB U U —2Z 17.12.1 TiZ, IWE=Z—OH¥R—FPEAEISNTWET, Ziid. kRO
BEZYR—FTD, AF U RTa DX T VIRAET=ZY T T r— 30T,

#8:)—R 17121 TH IWE=F —#EEDHKR— +

55

11

Bl

RADIUS (Remote Authentication Dial-In User
Service) D IW E=%—n

XA L= MMZ X D Radius FBAFORITH
IWE=HF—|lRE&EkSnET

IWE=%—nu2 CLISSH 7 7t A

SSH #E DFRITAN IW E =& —|Citdk SN E
T

IWE=4%—127 WebUl 7 7 & X

Web Ul ~Da 7' A LN IW &= X —|Z50Ek S
nEJ

IWE=F—nZ =%y U IER

LANR— FOWHY 7 OEENR NNy 77U
VITENTIW =X — kI nE 4

IWE=HX—n T RELEH

CLIE/-IEZWebUl 2/ L Ca=y MEEICHE
HENT-EENE=F — TS NET

T T UIAIWE=S —L, ROFEERBRELZ Y FR—FLTWET,
XY NT—IAF— B A= B —FH0DF v adR— R,
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Cisco CatalystIW 7 & £ R KA > k. 1 Y —R 17121 OFikae |

« Xy NT—7 D hERrTER,

« UA ¥ L AKPl (REEFHIEE) OV T VEA LFv— hEBEF XY — |,
D% NGOV S S N DI/

cIW T AL ANHREINIZT VA YT —F DI,

T S N A/ GV N = S/

VDY) —Z 17121 TliE,. IWE=HF —F v aBi— RKORDOVR— bRt En £,
c THFBIOT X v FHEEE,
e T L AR hILDYR—k,

« CLI 35 L 1" Web UI & 3,

CUZFERALEIWE=Z4—EEDTAYF
IWE=F—IREIFIRET, TI7BARA L PR IW E=F—IZBIMENE T, RD CLI
EHEHALT, IWE=H—H—R—=InET A AT HvF L, DO NT TN a—T 4
T EITNET,

Device# configure monitor
detach : detach MONITOR action

Bl

Device# configure monitor detach

CLZFERALE-IWE=_2—EBOHESR

B —EHERERT D21, kD show 2~ REEHLET,
Device# show monitor

il

Device# show monitor
IW MONITOR: enabled
Status: Connected

WebUl #FRALEIWE=ZS4—EHDHRTE

WRORIL, IWE=HX—EBERET H7-DIZ, [Cisco URWBIWI165E or IW9167E Configurator]
U4 ¥ R TWMONITOR] A7 > a VBT 77 4 74k (A9k) ENTnbpZ L aRLT
WET,
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i
cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [ omine |
IW-MONITOR [ Enabed |

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

-antenna alignment and stats

NETWORK CONTROL
advanced tools

ADVANGED SETTINGS

-advanced radio settings

- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

-12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license

MANAGEMENT SETTINGS

- remote access

- fimware upgrade

- status

- configuration settings

- reset factory default

- reboot

-logout

[IW-MONITOR] A 7> a2 V ZHMTH L, KD

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

GENERAL MODE

General Mode

OINT mode if you are at
T IWR1B5E Series Access Po

g an IP edge.
you are using

wice (i.e. network camera. encoder,
s unit as a relay point in the m

© mesh point
Mode: ) mesh end

O gateway
Radio-oft: (]
LAN Parameters
LocalIP: | 10.115.11.180
Local Netmask: | 255.255.255.0
Default Gateway:  10.115.11.1
Local Dns 1: 8.8.8.8

Local Dns 2:

Reset W Save

©2022 Cisco andler its afiliates. All rights reserved

info] NERINET,

alraln
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [ ortine |
IW-MONITOR [ Enablea |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

-antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes

-allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

- I2tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTING'S

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

-logout

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

IW-MONITOR
IW-MONITOR connection info

Server Host:

Status:

©2023 Cisco andior ts affiliates. All rights reserved.
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B vrwesLxryToraroms

URWB 7L 4 kTR FaJLDERTE

e

CatalystIW 7 - £ R 7K1 > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —2 17121 Y 7 k7 AV 74 Fal—a v H
1K

URWBT L A U7 havzEfd5L, VITAZALDTA XY VANRT 53— ADH A
HENEE=F U TRABEIZIR D 9, ZOT—FEHHATHLOIC, =K X—FT 1B X
CAOARZLDOT TV r—a VEERT D2 ENRTEET, EMMICERE SN D EREAOHE
WL UDP N7y Maid, SFEEERRXY NI AN v I REERTVET, £T7 7R
RA Y M, TOEROT — 2 s AR—F LET,

BT T RARA Y NI, ZOEROT —F %7 AR—FLET, ZOT7—FIE, ZETTY
T=valilEoTIATTHRTLZZ L, v 7 Fy LTRTABES L2 L b TEET,

71k aVEROZEMZ O TIE, YA R— MIEK LT, URWBT LA R 7 hajb
DRI A P2 U 7T ARLTLEZEN,

T LA RY UDP RSy ML, ROFERPEFENTNET,
« Xy FOIEEIREE,
e NTy FDANL—Ty NEBATL— R,
« A5 B LU HE DL,
« L — b
« Ny MEROTEM,
o KA OB HAL,
e Xy NU—7 HFET DA X MBI D15,

CLUZFERALIEURWBTLA KLY TOFIILDERE

FTITFILETIEH, TLA M) T =R IENR>TWET, TLA NIy bEARRT DI
IZ. MO CLI =~y REFEHLET,

ZEFEDIPT FLAL UDPAR— FERET DL, ROCLIa~» FEEALET (wAF
F¥Y AR RLABRYR—=FEINTWHET) |

Device# configure telemetry server <dest IP [port]>
BRESNTZEHR~DURWB 7 L A U 7’a b a2 Vik B2 A E 13T 512i%, RO
CLLa~vy FEHLEST (A FF¥ AT FLARYR—FINTHET) |

Device# configure telemetry server <dest IP [port]>

BESINTZY—"—~Draw UDP 7 L X N U EE AN E I ENCT HI121E, kD CLI =
<~ REMFALET,

Device# configure telemetry export [ enable | disable ]
il

Device# configure telemetry export enable
Device # configure telemetry server 10.115.11.56 1234


https://www.cisco.com/c/en/us/support/index.html

Cisco CatalystIW 7 2 X7RA > k. 1) 1) —R 17,121 D HrksE

uRwB 7L # ky 7o ranoiz |

Device # write
Device # reload

\)

GE) * export enable CLI =¥ REFEITTDHEIC, IP T RUARRESINTWD Z E&MRL
F9, BEINTWARWESE, =< Rid Iplease configure the telemetry server IP first] &

WH T —THEGEINET,

s export disable CLI 2~ R&EITT B &, IP H— 3—[L[REKFZ 0.0.0.0 IZEESNET

(R— MEFEESLEEA)

rnw
><

TV ANBREEZWHERTDHIZIE, ROCLIa~y REfHLET,

Device# show telemetry config
Telemetry export: enabled, current (live): disabled

Telemetry server: 10.115.11.56 1234, current (live): 0.0.0.0 30000

CLUZEFERAL-URWBFLA ) TOrILDSA THTE

Device# configure telemetry live
Export : enable/disable telemetry export
Server : set telemetry server IP address (and port)

TAT TUVARNY 2J AR— MNEFHIT LRI, b= "—OREDLETT,

1]

Device# configure telemetry live export enable
Error: please configure the telemetry server IP first

Bl (F—R—HEBLDOT LA R =TT AR—])

Device# configure telemetry live server 10.115.11.56 1234
Device # configure telemetry live export enable

Device # show telemetry config

Telemetry export: enabled, current (live): enabled

Telemetry server: 10.115.11.56 1234, current (live): 10.115.11.56 1234

\ )

GE)  live BERiF2MEESNTWAEE, 2o~y NI T CICHBEDRTICEE L £4, live (£

FREAENTORWEGEIT, W7 7 A VOBRPERENET,
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Catalyst IW9167 0D LED /\ 2 — >

Catalyst IW9167E URWB £— RNiX, 7 — F 7’'mE AHIZLLF D LED ¥ — VW E3 (Gl
HOT— Mo AR B L ET)

» 20 =

CatalystIW9167 & & U IW9165 ) LED /X7 —

-~/

s Catalyst IW9167 @ LED /X% —> (111 ~X—2)
s Catalyst IW9165 @ LED /X% —> (112 =X—)

R9:T—rPDLEDIRZ—VDES

ARk

LED MR EE

7—bhun—ZORE—S R
DRAM #E U T A L
DRAM AU 7 A k OK

A— ROk

75 vaZ 7 ANy AT hOREYE
77 v vaAEUT AR OK

A —HF v b OFHHLF

A —#% v b OK

AP OS DL

KAL)

ok . D R

Uty FARZ % 20 BRI

TRELD JTIK

Uty hARZ %220 L0 R

FRED ST
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B cetanystwsies o LeD <5 —>

Catalyst IW9167 &5 & UF IW9165 ) LED /S5 —> |

F7-0x
Uty FARZ U260 LDVEIHLELE

ARk LED IR EE
Uty hARF U ZEELTZ L & D IS

T U ARA v P OEBI%IL. Catalyst IW9167E URWB & — RIZLL F D LED /8% — A2V

=7,

%2 10: URWB OS LED 1\ 3 — > DEE

AP IR EE

LED (iKAE

—IREVIRES A T A N T =R

TR, FREa, FEEORY KL

FabeYa = SE— R TNy F& €00 sS4k
JuvYg=7%—F:DHCP FE £,
SNR (1 5xfMEt) & (25dB LI L) TR JEIK

SNR E4f (15<=X<25 dB)

Tx— AV (hkfh)

SNR ~E  (10<=X<15 dB)

Trz— KA (Ff)

SNR FF&&FHSS (10 dB i)

7x=— A (FRe)

Catalyst IW9165 O LED /\%2 — >

Catalyst IWO165E (23R (A, fka, H{ad 3 4 LED, Catalyst IW9165D (ZI3R{h, fkfa, &5
DLEDR®H Y, 35OHLIL_ANRHY ET, 77 EBARA L FOWHL I L-ULFEHETE
F£9, 2 br—7® CLIUGULIL, 8 DDORALHFHETH L I ZHE L 7,

URWB A% v 7 D3 AT 5 LED 121, URWB OIRAEZRTLU FDORT —0NH D £4°,

e

CatalystIW 7 - 2 X 7R« > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17121 Y 7 bz 7 a4 ¥Xalb—3a v

s

= 11: URWB DIREED LED /X3 — >

AP DIRKE LED D ikEE
TN F& 1035 10D p K
DHCP F&£0/35 14,
RSSI LED

Catalyst IW9165 121X, RF Z{5E FH8E £ /R (RSSD) Z /R, FALBEADO2EOLED ¥H Y
9, RSSILED IZRRLHL S L-ULITH D FH A,



| Ccatalyst IW9167 & & UF IW9165 O LED /3% —>

% 12: RSSI LED

Catalyst w9165 0> LED /<2 —> |}

O LED #% D LED BTLL]

PR THET RSSI 78 - 86 dBm A
SRKT BT RSSI 73 - 86 ~ - 81 dBm
THET SRR RSSI 7% - 81 ~ - 71 dBm
HIT SRKT RSSI 7% - 71 dBm ##A

WDFIZ, Catalyst IW9165E ¢ URWB LED DFEHE

£ 13: Catalyst IW9165E 0O URWB LED D HHE

i_\‘biﬁ‘o

LED ##8E S ~NJL BIKEE B (T4 b=AT)
_ _ XFEIERVATLRAT —X
VAT LAT—H X
AT T —H 3 4 RGB 2 EELEd
RSSI 2 - 86 dBm i : T
. - 86 dBm =< RSSI =< - 81
RSSI /R dBM : FkE D S
RSSI 73 - 81 dBm B : fEta
. R— bR T7 v RE, VY
S SEE) 50
WAN GE RO S TIT 4T 4 BFEL T
Y0
THAT Voo UIR— s34 7
. R— N7 v 7IRRE, U
S gad) 50
LAN GE Fk D s TIT AT A BFAEL T
LY
TEAT Voo UIR— 347
. FOHENVANERIZIH N T
T A 10 X Vaar el
1~2 AT FUH VAT ETITHINIE
TIT AT

RDOFIT, Catalyst IW9165D ™ URWB LED DOH&HE

i—\‘ Li—é—o
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% 14: Catalyst IW9165D 0O URWB LED DHEE

Catalyst IW9167 &5 & UF IW9165 ) LED /S5 —> |

LED #8E 5 N )L /IR EE BB (T4 b=FT)
_ _ XFXERVATLAT—H
VAT LAT—H A
AT T —H 3 &4 RGA 2 EA Lt
RSSI 73 - 86 dBm Kii @ 1A
- 86 dBm =< RSSI =< - 81
RSSI Ry S <) -

dBM : #6800 K
RSSI 7% - 81 dBm #& : k(4
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521 =

J—F (ROW) MDERTE.

H

AR K AL 2L
H7K—

s CLIIC L BHIHI KA A L OFEERIE (115 2—)
cGUIIC L AHBI R AL v okE (116 2—)
cEHERAAL L EET—F ROW) OHFR—F (119 _2—)

CLI IZ &k BRI KA A D DERTE & HREE
ROW (ZOfthoHlk) RAA P DOE=a— FERETDHITIE, ROCLIa~» F2EHRLET,
Device# configure countrycode [countrycode]
B
Configure countrycode GB

EROCLIIZ, REINTZEZ— R ROWIZEHEEN TV RWEARICZ T —2®E LET, EH
O— RRRESNTWRWEES, VA YL AL U F—T = A ATIEFITHEL 8 A,

\)

GE)  JAEE. Fx FMBREDOMD T A ¥ L ART A—FEBET AN, Ha— REZELTH
BT NRNA A% 77— LET, Ea— ROEIL, IWII67TEH-ROW 72 £ D, -ROW KA A
BROT VB ARA L MCOBEASNET,

HHE R AL DRAT—F A EMERT HI2IE, RO show 2~ FEFHLEI,

Device# show version | in Product
Product/Model Number: IW9167EH-ROW

ROW (ZOfthoHilE) DEa— RORAT—Z A%l T HI121X, (RO show 2~ R&fEH L
‘ij‘o

Device# show dotllRadio <interface> config

il

Device# show dotllRadio 1 config
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BE KA VEETI—F ROW) OFE. ¥R—+ |

B oouicsamsrq v omE

DFS region : GB

DFS radar role : auto
Radar Detected : O

Indoor deployment: disable

GUI ICK SRR A A D DERTE
Ea— FRRESHTOARWES, VAV LAAL U F—T oA ZATHREL /A, HH R AA
YEBRETHITIE, WOFIEEZFATLET,
1. ZEA|OFRE A = =2—0@ [GENERAL SETTINGS] T [wireless radio] 27 V v 7 LE9,
2. ROW RAA T, Ea— RBRBREN TRV, IROKR Y 77 v T RFRENE
R

Select operating country

Please select ROW regi
i i rebooted o
be applied.

ion operating country. The device will be
n lion and all saved changes will

v Korea
United Arab Emirates.

United Kingdom
[ united Kingdom ﬁﬁﬂ

Vietnam

3. Ha—FE2&RTL1E, UTOEBORy 7T v IRz s Vv r 358, Ba—Fx
BIRT DD DOWebUI U A YL AET g i) A4 L7 hERLE 9, [Wireless Settings]
I varT Ry 7 XU YA MpLEZERLET, AN Y 77T v 7REREN
ij‘o
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| BERASCERT—F ROW) OFE. HHR—

culizk a4 K21 vz [

Cameroon
alvaln ] v
cisco CiscC  china ator
ULTRA RELIABLE i
WIRELESS BACKHAUL (Colombia
Costa Rica
Ecuador
I0TOD IW ED WIRELESS RADIO
Egypt
IW-MONITOR [ Disabled | i
FM-QUADRO “Shared Passphrase®is an alphan {opex] "[double apex] "[backlick]
Sidollar] =[equal] \{backslash] and ang intifies your network. It MUST be
the same for all the Cisco URWB ¢ Hong Kong
'GENERAL SETTINGS "
India
- general mode Shared Passphrase:
Iraq

- wireless radio

- antenna alignment and stats

oo )

Kuwait

NETWORK CONTROL In erdor to establish a wireloss cor 3 to be operating on the same
frequency. -
- advanced tools Libya
ADVANCED SETTINGS Macau
- advanced radio settings Role;  Malaysia
- static routes Mexico
- allowlist / blocklist Frequency (MHz).  ppo
- multicast 5
o Channel Width (MHz); ~ Pakistan
N Panama
- radius
Peru
- ntp
= ethernet filter Role! Phlllpplnes
- 12tp configuration Qatar
- vlan settings Saudi Arabia
= Fluidity Singapore .
- misc settings South Africa
- smart license Sri Lanka
MANAGEMENT SETTINGS Tatwani
- remote access -
- firmware upgrade
Po Trinidad
- status i
Tunisia
- configuration settings
- reset factory default N
- reboot Ukraine
- logout United Arab Emirates

©2023 Gisco andlor its affil

[Confirm]| 27 U v 7 LET,
Yes]Z27 U v o LET,

[MANAGEMENT SETTINGS] C. [status] %7 V v 7 L¥9, [STATUS] ~<— T,

United Kingdom
Uruguay
Vietnam

U7 — hOMEBEE A ERRSNET,

2l & E OFFAI AR L 3
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EE KA EET—F (ROW) O

g, gH—t |

B oouicsamsrq v omE

]
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW

IW-MONITOR

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANGED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius.

-ntp

- ethernet filter

-12tp configuration

- vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

-logout

Cisco URWB IW9167EH Configurator
5.246.1.104 - MESH POINT MODE

STATUS

Device: Cisco Catalyst IW9167E Heavy Duty Access Point
Name: unset

ID: 5.246.1.104

Serial: KWC2702000L

Operating Mode: Mesh Point

Uptime: 2 min

Firmware version: 8.8.1.10

DEVICE SETTINGS

IP: 10.115.11.142
Netmask: 255,255.255.0
MAC address: 40:36:5a:16:01:68
Configured MTU: 1530
WIREDO

Status: up

Speed: 100 Mb/s
Duplex: full

MTU: 1530

WIRED1

Status: down

WIRELESS SETTINGS
Pagsphrase: CiscoURWB-142
Operating region: ROW
Country: GB

Radio 1

Interface: enabled

Mode: fixed infrastructure
Frequency: 5500 MHz
Channel: 100

Channel Width: 80 MHz
Current tx power: -96 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

Radio 2

Interface: disabled

Mode: fixed infrastructure
Frequency: 5500 MHz
‘Channel: 100

Channel Width: 80 MHz
Cuirrant tv nower: -GR ARm

©2023 Cisco andlor its affllates. All rights reserved.

URWB 7 /31 ARID U A ¥ L ARG A ML T 51203, o= - CRH CEMERR S E %

EFLET, ERXRT7L—XF, FACRyY NU—ZIZET 53T _TDURWB T /3A AT
FLTHDZ ENNIETT,

NI
CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD W [ offine |
IW-MONITOR ==
GENERAL SETTINGS

- general mode
- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default
=reboot

- logout

LF D
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Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

WIRELESS RADIO

Wireless Settings

"Shared Passphrase" is an alphanumeric string or special characters excluding apex) "[double apex] ‘[backlick]
${dollar] =[equal) \{backslash] and whitespace (e.g. “mysecurecamnet’) that indentifies your network. It MUST be

the same for all the Cisco URWE units belonging to the same network.

Shared Passphrase: CiscoURWB

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same

frequency.

Radio 1 Settings
Role: Fixed
Frequency (MHz): 5260

Channel Width (MHz): 20
Radio 2 Settings.
Role: Fixed
Frequency (MHz): 5180

Channel Width (MHz): 80

Reset

©2023 Cisco andlor its affllates. All rights reserved.
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GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL.

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

Operating Mode: Mesh Point
Uptime: 4 days, 16:23 (kh:mm)
Firmware version: 8.8.1.10

DEVICE SETTINGS

IP: 10.115.11.118

Netmask: 256.255.265.0

MAC address: 40:36:5a:15:c9:58
‘Configured MTU: 1530

Status: up
‘Speed: 1000 Mb/s
Duplex: full

MTU: 1530
WIRED1

Status: down

WIRELESS SETTINGS
Passphrase: CiscoURWB-118
‘Operating region: B

Radio 1

Interface: enabled

Mode: fixed infrastructure
Frequency: 5260 MHz
Channel: 52

‘Channel Width: 20 MHz
Current tx power: 25 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csma/ca
Maximum link length: 3 km

Radio 2

Interface: disabled

Mode: fixed infrastructure
Frequency: 5180 MHz
Channel: 36

‘Channel Width: 80 MHz
Current tx power: 19 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

DIAGNOSTIC TOOL

©2023 Gisco andlor its affillates. All rights reserved.
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Device# configure wireless indoor-deployment enable
IW9167EH supports indoor deployment on domain E and ROW(GB) only.

Catalyst IW9167E THR— FrEchTWWAEI—F (ROW)

KAA>ROWDEDI—F BRERDOYKR—+
KR (#[E) XTI
VN (R FF ) *
GB (Z[H) SN
IN (£ F) FERFIE
PE (~/b—) FHERFIE
PH (74U EY) FHExb b

)

GE)  CLIFE/IEWebUl Z AL CTERIRTEDZDIE, VA SN TWAEIZ— ROAKTT,
ROW R A A U TlE, T4 ABBETHEOa— FE@BIN L7,

CLUZFERALE-IT>—NEDHRTE
Bl

Device# configure wireless indoor-deployment enable
IW9167EH supports indoor deployment on domain E and ROW(GB) only.

Catalyst IW9165E THR— F SN TWSETE R AL >
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B *
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Device# configure wireless indoor-deployment enable
IW9165E supports indoor deployment on domain A,E,Z and ROW(GB) only.

Catalyst IW9165E THHR— F SN TULVHEI—F (ROW)

FAA > ROWODEDI—F

EBREREADOYR—F

SN

\}

GE)  CLIFE/AIEWebUlZ AL CGERTEDIDIE, VAMSINTWAEI— ROARTT,
ROW R A A TliE, TA ABBETHEO 2 — RE2RINLET,
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Device# configure wireless indoor-deployment enable
IW9165E supports indoor deployment on domain A,E,Z and ROW(GB) only

Catalyst IW9165D THR— FENTWWSEE R A1 >

AL EREFADYR—
A X
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Device# configure wireless indoor-deployment enable
IW9165DH supports indoor deployment on domain E and ROW(GB) only.

Catalyst IW9165DH TH7R— Fr SN TWLWAEITI—F (ROW)

KAA4>ROWDEDI—FK ERNEBEOYR— k
GB (F=[H) st

\}

(GE)  CLIE7213WebUl 2L GRIRTE2001%, VARSI TWSEI— ROATT,
ROW KA A > Tlid, T, ADRBETHEO a2 — RE2RIRLET,

CUZFERALI-IS—NEBDHE
11

Device# configure wireless indoor-deployment enable
IW9165DH supports indoor deployment on domain E and ROW(GB) only.
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2023 Cisco Systems, Inc. All rights reserved.
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