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FHENPLH SN TODEAIL, AR SN ETAEEDL LY T HINENE I 1 E R L E
T, BT AFESVHEL SN TO R WHIRFIRE 72 ITHRFEIL, A —XDFT X TOET /L
WCHEA SN ET,

s HEj A m— g

HEjR T m—3 3 (speedauto =2~ R) BLUOETHE (duplexhalf =~ F) I,
10 Mbps 35 X TY 100 Mbps O# £ GLC-T £ 721% GLC-TE b 7 > v — XTI HR— hZh
FHA, L. VU =KD C9500-48Y4C 33 L TN C9500-24Y4C 7 /MDA & E
—a—O

HEiRr I —a B4 OEIE, AiFRVETIE (FEC) 2EW LAAWI L2 B#Y
LEd, i, AU —X?D C9500-32C, C9500-32QC, C9500-24Y4C, B L
C9500-48Y4C &5 /L ®D 100G/40G/25G CU 7 —7 /VIZmH & £ 4,

e hua—L 7L —rRUT Y (CoPP) system-cpp policy TREINTZT TART
AN MEOEEDRE, TNbDY T AT LRI showrun =< > R TERRS L
FHA, P VIZ, K EXEC & — KT show policy-map system-cpp-policy & 7= 13 show
policy-map control-plane =~ > R&HH L T 72X\,

* Cisco StackWise Virtual

« Cisco Catalyst 9500 > U — & XA » F Tl&, Cisco StackWise Virtual 235% & S AL TV 5
Bt X106 7 L —2 T 7 Nr—TNVEFER L7 L —2 77 hAR— hX° Cisco QSFP
to SFP/SFP+ Adapter (QSA £ a2 —/L) |7 —4 R — & L TOREHTEET,
StackWise Virtual Y > (SVL) °F =7 /7 77 4 7 (DAD) U7 OFREIC
IIEHATE LA,
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« Cisco Catalyst 9500 > U — X A A »F -/A NT —< 2 AT,

» Cisco StackWise Virtual 235%E 415 &, 4X25G £72134X10G DT L—7 T v k
=T NVEHERTAET L= T M= MIT—FR— OB EERATE £,
SVL U7 £7-1EDAD U v 7 O EIZITHEHTE £H A,

« Cisco StackWise Virtual VR E SN TCW A4S, 106G SFP £ a2 — L2 ## L=
Cisco QSA EV 2 —/LFF —ZR—h L LTHATE 51F2>, SVLXDAD V >
T OBREIZOHHEHTEET,

« Cisco StackWise Virtual VR E SN TWAHEAE, IGSFP £V =2 — L 2E#H L7-
CiscoQSAEY 2 —/LITF —FR—h & LTHATE 51E5, DADY v 7 OFE
WHHEATEET, 1IGA F—7 = A ATIESVLIZYR— FEnRpWnizoH, SVL
DOREITIFEHTE EE A,

« Cisco TrustSec Dl ZIA : Cisco TrustSec ITWFLA L F —T = A A TOHHFRETE., wFl
A HE =T 24 ATIERETEEE A,

* Flexible NetFlow O ffl|[REFIE

o 4 —H% 3y MEHEAKR— I (GigabitEthernet0/0) % f#i L C NetFlow =7 AR — k&%
TETDHILIFETEERA,

CLAY2LE= N F v R, =T RNy 7 BRI EORREA S =T = A R
H—T=SERETHILEFITEEEA,

FWLA U Z =T =24 ADRLHEIZOWT, W LZ AT (IPv4, IPV6, F72iT7T—#
V7)) O7n—=F z@8EHRETLHILIITESEEA,

e N— R =T OHIR b7 74 3)

* Cisco QSA £ = —/L (CVR-QSFP-SFP10G) & ™ 1G 1%, C9500-24Y4C 1 L
C9500-48Y4C EFT NV DT v 7V 7 R— F T HR—FENTHEE A,

+ C9500-24Y4C 5 X 1* C9500-48Y4C ~@ SFP-10G-T-X £ = —/L OBV HFHICET 5
FIFREIE - A YR — b &5 SFP-10G-T-X & ¥ = — /L O¥L 8 fH 721 T3, BEAE
DT VT 4 772 8D SFP-10G-T-X EV 2 — /L 1V L/ ENEZFOR— MIIFERD
SFP-10G-T-X EV 2 — V&2 HATHE, VEe—KRIZELoTIFBHD T o —"\3E
B L. SFP-10G-T-X E ¥ = — /LY T SN2 BEFOKRKFESDOR— hidm T —
T 4T WREEIZZ2 0 9, 2, DENWEZOR— SO T BRINZT v
2725, HRAR—=FY 7T o MEFICE O RELET, ZOHIRIZ, AZ 2 RT7m
V. BIO2 BD C9500-24Y4C F7-1F C9500-48Y4C A1 v F &4 5 Cisco
StackWise Virtual ‘=~ b7 v A H SV E T, & AA »FI2IE 8 DD SFP-10G-T-X
EV a2V EBHTEET,

8ODEY a—NVINT VT 4 7RI TIFHDEY 2—VEFHATLHE, aV—
MCRD T T —INERENET,

“%IOMD_ETHER_GEIM—4—MAX_LIMIT_XCVR: RO/0: iomd: Number of
SEFP-10G-T-X that can be supported has reached the max limit of
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8, transceiver is err-disabled. Unplug the transceiver in
interface TwentyFiveGigE1/0/29

* SFP-10G-T-X (X, E7 T A X LD ABER T — 3 ZHEST 100Mbps/1G/10G
DEEZVR—FLET, NI —"DLEERELHRETHZEITTEERA,

e N— R =7 OflRFHHE :
e B —a LED A4 72UV B 2 121X MODE AR & 2 L £,

e T RTDKR— F LED OEMEIX, £ v X —7 =4 ANBRIIHIILEND ETEES
WEH A,

« Cisco QSA £ = —/ (CVR-QSFP-SFP10G) |Z Cisco 1000Base-T &% SFP (GLC-T)
F7715 Cisco1G 7 7 A /NSFPEV 2 —/b (/LT E— R 77 A4 N) PR X T
%6, WORIREEPEH INET,

WBAﬁm@1G774N%VJ—NTm\Q@*ﬁyi~yayﬁﬁﬁ~béh
FH A, BT ANA A TIZAHR I == a VEENCTOHLERH Y 7,

« 2> K [no] speed nonegotiate I%, CLIIZIZF RSN ET 23, QSAKHD 1G
T 7 ANRNEY 22— LTI R—FENEEA,

s HEj R G v = —3 3 I QSA BH D GLC-T DA THR— b E T,

* QSA #&H ® GLC-T TiX, 1000Mb/s DR — MEED NP R—hSEd, HN—
R =7 OFIRIZE D, 10/100 Mb/s DR — MEEIZVR— h SN EH A,

« Cisco QSFP-4SFP10G-CUxM [E #8680 - — 7 )V 2+ 2854, BEirdyo—v g
VIRT 7 )V N THINZRD FT, by —HoERE TCHEE R Z— 3 Y
R—RENTWARWEAS, Vo 7i3EEsLEEA,

s BRIy m—3 3 UE, €9500-48Y4C £ 7 /L HundredGigabitEthernet1/0/49 7>
HundredGigabitEthernet1/0/52 ~D 7 v 7' U v 7 7R— k| LN C9500-24Y4C EF /LD
HundredGigabitEthernet1/0/25 7> & HundredGigabitEthernet1/0/28 ~D7 v 7' > 7 78—
kCIEY AR — b & EH A, QSFP-H40G-CUxx 3 & N QSFP-H40G-ACUxx 77— 7 )L &
FEHLTWDEEIL, 7T A A THEIRA Y= —v a VAN LET,

* QSFP-H100G-CUxx %7 — 7 /L ClL, C€9500-48Y4C 3 L N C9500-24Y4C €7 /L%, #fi
DWHIAS C9500-48Y4C F 721% C9500-24Y4C DEAIZDFr—T L E R — F LET,

+ C9500-32C ET NVDA, POG THEDH V) TNLESOBIRICIZ2EDO 7 7 Ind
D, QCSTLHEED VI TAFBEDERITIZIIIEDOZ 7 B H Y £3, showenvironment
Satusa~ > R&EMHATL L, 1O 7 7 U EABH LIEERETY 2 — AN EREY 2 —
ATy MZBRD T BN THWDEHEAIE, 1 2D T7 7 DT 7 VAT —H ANFIC
[N/A] £Fr&iEd,  [Configuring Internal Power Supplies] ZZ M L T 72 &0,

o A A YE M OHIFREIE © Cisco QSFP-4SFP10G-CUXM [H4856e8RH 77 — 7 /L &4 [l L 7= 40G

Vo 71Z8WT, Uy 7 O—J57) Catalyst 9400 > U — X AA »FTH 9 — 7 Catalyst
9500 > — X AA v F DL, Vo 7IET v TIREIZR RN TORT v T IREE

Cisco 10S XE Cupertino 17.9.x (Catalyst9500 ') —X XA v F) JIJy—R/—F .
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B smsmcsnss
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720 ET, ZOT A RO AEEHMEORMBEZ A 2 I121%, Catalyst 9500 & U — X
AA T DA v H—7 A AT speed nonegotiate =~ > REHEHLET, ZDa~v K
X, B R v —va AL T 7 2T v RBBICLET, HEi T v —
va v EEITET HITIE. no speed nonegotiation =1~ K& L F9°,

« In-Service Software Upgrade (ISSU)

« In-Service Software Upgrade (ISSU) : Cisco Catalyst 9500 > U — X & A » F
(C9500-12Q. C9500-16X, C9500-24Q. C9500-40X) Ti. Cisco IOS XE Fuji 16.9.x
7> B Cisco I0S XE Gibraltar 16.10.x ¥ 7213 Cisco 10S XE Gibraltar 16.11.x ~® ISSU %
PAR—bFINEEA,

« Cisco Catalyst 9500 > U — X A A v F - /A N7 F—< 2 A (C9500-24Y4C,
C9500-32C, C9500-32QC, I X TN (C9500-48Y4C) TiX. CiscolOS XE Gibraltar 16.12.1
LU T D & Cisco StackWise Virtual Z{# ] L7z ISSU 3% AKR— & TWnE9, Lz
WoT, ZOY Y —=ANLZNLEDY U —A~DT v 77 L— RIZDWNTOHISSU
BIATTEETS,

ISSU TIXF T v ZA LR L TT v 7 7L —REFETTEEIN, AT 2HH
FICOBFEITTHZ 2B LET,

e VT7 b7 Y —ATEANINZH LUWEEE THRIE DL BN MBI EREIZ SN T
1. ISSU O FEITHFZAH NI LARNTL 72 &0,

AT L= REDONN—=Ta DY T N 2T A A=V THATEROEEEIZ OV T
1. ISSU ZBRAAT D RN LT 72 &0,
* QoS DK FIA

WOHIBRIL, UADP 453 Catalyst 9500 33 L O Catalyst 9500 /~A /X7 4 —< > ZAET )LIT
DOHBEH S NET,

QoS Fa—A VIR U—EHRETIHEIL, Fa—A TNy 7 7DEFHDI100% %
BZRNE LT EEN,

HTA =T 2 A ATOR) Vo T B —F IR = R—Fsh T
7,

e ZA yFRIBA L EZ—T A4 A (SVI) TORY —D~—F L IRPR—FENT
W,

cHR— b F YRV A H =T 2 A NV L H—T oA A BILOTEOMOGHIE
A H—T 2 ATEFE QS AV — IV FR—FSNEHA,
cE¥=27 =/ (SSH)

eSSH A=V g v 2 &AL TLZEE, SSHAA—V g v 1TV R— SN TWER
Ao
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* SCPB L U'SSH DiFSALEMED FEFTH X, SCP Dt AE ) 7ot ANE T I A £ T,
TNAAD CPUMNEL 2D ENHEINET, SCPIX, Xy FTU—F EDAHRA B
MTOT7 7 A NEEEATR—FLTHY, EEEICSSH 2L £,

SCP 1 L OV SSH OHFAEIZBIEIZN— R Y = TS b= P THR— F STV
W2, BB LB LD T e AR Y 7 b 2T TEITIND Z & TCPU BEL
720 F9, SCPBLONSSH D7t A2k 5 CPU RN 40 ~ 50% (272 DHAN
HVETNH, TAABY Yy MU ENDLZ EIEHD FHA,

ﬁuv—%@%LKXv~h§4ﬁyx cmmow@mmmwmnsmuw\f)y—
EHEALEA~— T4 B2 ADEAC A AR A TNTT N ADE A R
£ %3 E L TH, Unique Device Identifier (UDI) DHPERENET, ZORROELL
AtV YV —RATEHRA MARBRINTWETRTOITIA B A2—T 4 VT f &2—
WAV H—T 2 ATHERTETET, THUTEVMENDT A AREN R L Z T
HZEEH ERA, ZORIRICHT HEHERITH O £ A,

ZOHIBRDOEEEZ T HTA R Aa—T 4 VT 4 ba—F—Af ¥ —T = A AZIF
Cisco Smart Software Manager (CSSM) . Cisco Smart License Utility (CSLU) . Smart Software
Manager On-Prem (SSM On-Prem) DANBE ENE T,

Z OfilfRI%, Cisco IOS XE Cupertino 17.9.1 G HIBRSNE Lz, RA MEREL., HA
NG DT T A N —EBhZ3 5 & (nolicense smart privacy hostname 7' 2 — 3L =1/
TA4Falb—varavr ) | RAMIERPEEA AL O ANDRE S, ST
BHa—Hf—f v H—T = A A (CSSM, CSLU, SSM A+ 7L 3 ) [cFRENET, *
MZONWTIE, 2DV Y —20a~vr R 77 LU RESRLTIESN,

TACACS L ¥ —a< o K : L —tacacsserver host =< RERELZRWTL 7ZE&
W, Zoawy RFEILESNELE, A AETETINTND Y 7 Ry 2T "= g
>3 Cisco I0S XE Gibraltar 16.12.2 EIfED U U — A TH L5E, LIy —a~vry REfEH
T5 ERIEN KT D AREENH Y £3, Fe—b a7 4 Fal—r g F—RT
tacacsserver =~ > K& H L £,

USB OFEHE : CiscoUSB K7 A 7% AA v FIZHH T 5 L. BGFOR Z{LFiHaF—7T
]‘\‘:7‘/1)7@muuﬁ7j)‘ikﬁ?énija USB K74 7inblx IRFEH O X —0E E SN2 W=D
password encryptionaes =2~ > REZ AT HL a V) —/WIIRO A v E— /73>2‘%/Téz%i
R

Device (config) # password encryption aes
Master key change notification called without new or old key

MACsec X, Y7 b x=2T7 T 77 AV R T 7B ADOREBTIIVR—FENTWER A,

VLAN OfFfI[R: A A v FOREFIZT —F & F‘)‘/l"/é’)”ﬁéb AA O FAH v T4
R CER VLAN & 13872 57 — % VLAN ZHEFFT 51213, PIMICER SN BE% 1T 9
ZEEBEIODLET, 1 ODA U HF— 7I4xi@?~& TR RAAL K LTRLT

VLAN B E SN TWDHEE, CPUBERENREL 2D 75 ANEEE ST 5 aREMEN
HoET,

* H## Application Visibility and Control Ol BRI :
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*NBAR2 (QoS B LU wm k a/bfgtt) BREITAMPIAR — N TOLFATSNET,
7-& 21E, VLAN, R— b F vy 3L, BEOMOGREA & —7 = A A7 EORIEA
VH =T 2 ATIEHR—FEINTWET A,

* NBAR2 ~— 2D —FHHE match protocol] 1, ¥~—F 777 arBIORY &
YIT v a s TORFASNET, NBAR2 —EEHEIL, Fo—o1 v VHEENRE
INTWDLRY —TIEFFrT SN EHA,

o =7 m b)) T RTORY O —THEK 256 OFEKHCEL LT a hajl,

« NBAR2 & 3D NetFlow 1ZFI U A > Z— 7 = A ATRBFICHRETEEEA, =77 L,
NBAR2 & H## AVC Flexible NetFlow [Z[E] UA o ¥ —7 = A ATCRFICRETE £,

o [Pv4 =% % A + (TCP/UDP) OHNYHR—hrENET,
« AVC [ZEHAR—F (Gig0/0) TXVHR—FESnEHA,

* NBAR2 O#i1%,. MFLT 7 B AR— N TOARETTAILERLY ET, TV v
7, BT v 7V 7 THY, A=y 2O TRITIER T £,

e RT F—< A BAAL TF AL, 50% RO CPUFEHEKRT, 1HZ0 500D
B (CPS) ZALFICEF£4, ZDOL— 22D AVC Y —E R TMRFES L EE A,

o YEBEME : 24 H DT 7 AR — R T EITHRAKS000 DR FH T a—L 48D T 7B A
A— K Z L1 10000 DR ITH 7 7 —Z LB Tx F9,
*YANGT—ZEF U 7V OHIBFEE : 38— h &35 NETCONF D KA v o 3 %
20y 39,

« Embedded Event Manager : ID £ X 7 f 7 27 # %, Embedded Event Manager TCiI# 7" —
FENTWEREA,

« Cisco Catalyst 9500 2 U — X A A » F D C9500X-28C8D E 7 /L Tlx, TCAM A~2— A [Tk
RIS EICIITFRHENEY A, AR, TCAM 22— 2%, SR THREINET,

s T 7 ANVAT AT =y (fsck) 2—FT 4 VT 41L, £ VA F—/LF— FTEHAR—F
SNFEH AL
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ROMMON /A—> 3 >

« ROMMON "— 5 > (45 ~_—3)

ROMMON /A\—> 3 >

ROMMON (7 — ha—X—L § TN, T3 AOBPRBAE1X) £y MRICEITESND
Ty —AU=zTTY, ey nn—FRo=2TEPHLL, ARXV—TFT 4T VAT L VT
F7 =7 (CiscolOSXE Y7 N7 =T A A=) ZEE)LET, ROMMON X, A A vTF LD
ROV TN XY T2FG N A B —TxAA (SPI) 77 v aT [ RARGFEINET,

c TTA=Y L ZZIREEINTWBEDIE, TS ADOEREFEAT L0, F2i3)
h 4272 N AT 2N EEIT D5 ROMMON T,

o I— LTV ZZIREENTWAROMMON IRy 7 7 v Far—T4, 794~V H
D ROMMON MR+ 2% &, —)LF L SPI 7 T v i 257754 2 ROMMON 73 H @1
EEL £,

T =AU =T OREEEMR LD FiiEL AR — 325121, ROMMON O 7 » 77
L— RBRMBIZRLGARH0 T8, TXTOV Y —RTH L=V a URTFEET D LI
RO FHA,

WRDFEIZ, Cisco Catalyst 9500 >V — R ZA v F D ROMMON N— 3 UERERLET,

Cisco IOS XE 16.x.x U U —RZ @D ROMMON — g UERICHONWTIX., FRFNO7T v k
T =X T 5 CiscolOSXE 16xx VY —RA /) —"E2HBRL T &N,

Jy)—= ROMMON /8s—< 3> |ROMMON /N—< 3> |ROMMON /A\—2 3 >
(C9500-120. (€9500-32C. (C9500X)
C9500-240. C9500-16X. |C9500-32QC.
C9500-40X) C9500-24Y4C.
€9500-48Y4C)

17.14.1 17.12.1r 17.8.11[FC1] 17.11.1r
Cupertino 17.9.5 17.9.2r 17.8.1r[FC1] 17.8.1r
Cupertino 17.9.4 17.9.2r 17.8.11[FC1] 17.8.1r
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B rovmon -2 s>

ROMMON A— 3> |

IJ I)—X

ROMMON /A—2 3 >

(C9500-120..
C9500-24Q., C9500-16X.
€9500-40X)

ROMMON /A—2 3 >
(C9500-32C.
C9500-320C.
C9500-24Y4C.
€9500-48Y4C)

ROMMON /A—2 3 >
(C9500X)

Cupertino 17.9.3 17.9.2r 17.8.11[FC1] 17.8.1r
Cupertino 17.9.2 17.9.1r 17.8.11[FC1] 17.8.1r
Cupertino 17.9.1 17.9.1r 17.8.1r[FC1] 17.8.1r
Cupertino 17.8.1 17.8.1r 17.7.11[FC3] 17.8.1r
Cupertino 17.7.1 17.6.11[FC1] 17.6.1r -
Bengaluru 17.6.7 17.6.1r[FC1] 17.6.1r -
Bengaluru 17.6.6a 17.6.1r[FC1] 17.6.1r -
Bengaluru 17.6.6 17.6.1r[FC1] 17.6.1r -
Bengaluru 17.6.5 17.6.1r[FC1] 17.6.1r -
Bengaluru 17.6.4 17.6.11[FC1] 17.6.1r -
Bengaluru 17.6.3 17.6.1r[FC1] 17.6.1r -
Bengaluru 17.6.2 17.6.11[FC1] 17.6.1r -
Bengaluru 17.6.1 17.6.1r[FC1] 17.6.1r -

Bengaluru 17.5.1

17.5.1r

17.3.11[FC2]

Bengaluru 17.4.1

17.4.1r

17.3.11[FC2]

Amsterdam 17.3.8a

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.8

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.7

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.6

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.5

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.4

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.3

17.3.1r[FC2]

17.3.1r[FC2]

Amsterdam 17.3.2a

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.3.1

17.3.11[FC2]

17.3.11[FC2]

Amsterdam 17.2.1

17.2.11[FC1]

17.1.1[FC2]
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rommoN /s—> 3> [

IJ IJ—X

ROMMON /A—2 3 >

(C9500-120..
C9500-24Q., C9500-16X.
€9500-40X)

ROMMON /A—2 3 >
(C9500-32C.
C9500-320C.
C9500-24Y4C.
€9500-48Y4C)

ROMMON /A—2 3 >
(C9500X)

Amsterdam 17.1.1

17.1.1r [FC1]

17.1.1[FC1]
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ROMMON A— 3> |
B rovmon -2 s>
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ZAAYFIYITIRYTTFTDOTYTHL—FK

VT NI =T N—T g UOER (49 X—)

VTR T A A=Y (49 X—)

«ROMMON O7 v 77 L—F (50 X—)

V7 T AV A =)L av R (51 =)

e A LVAP—NNE—RTOT v 7T L —F (52 =)

e A UAN—NE—RTOX YT L—K (58X—2)

e T 4=V R TIG TN = T ADR—=a DT v T T L—FR (64 2—3)

\ > O ~ =

) b7 IN—2 3 VDHER
CiscoIOSXE V7 b =T DR r— T 7 A NME, VAT AR—RKDT T v a5 /3 A
(flash:) IZRFSNET,

show version ¥4 EXEC 2~ R&2MHTH L, AL v T THEHLTWDL Y 7 by =T /83—
varkzlRTEEd,

)

CE)  showversion DHENIZIZAAL v FTHEB L TWEY T MY =T A A—INFICFERENET
N, RBICERINAETALITTHHHFEORETHY, VI N NTI=2T I3 AT v
JL—RLTHEREINEEA,

FE7-. dir filesystem: $7# EXEC 2~ REMH LT, 77 v o AEVIZRIFEL TV D ATHE
HOHLMD Y T N T 2T A A=VDT 4 L7 M)A EFRRTEET,

JIRDT T A A=

)1)—=x A A= BA4T 27M4IL%

Cisco 10S XE Cupertino 17.9.5 |CAT9K IOSXE cat9k iosxe.17.09.05.SPA.bin

~ A a— RIEEAk72 L (NPE) |cat9k iosxe npe.17.09.05.SPA.bin
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B rovmono7 o5 L—

ZAYF YT RIzFDTvTTL—F |

IJ I)—X

A A= BT

774 ILE

Cisco 10S XE Cupertino 17.9.4

CAT9K_IOSXE

cat9k iosxe.17.09.04.SPA.bin

~A v— RFE{k72 L (NPE)

cat9k iosxe npe.17.09.04.SPA.bin

Cisco I0S XE Cupertino 17.9.3

CAT9K_IOSXE

cat9k iosxe.17.09.03.SPA.bin

~A v— RiFE{k72 L (NPE)

cat9k iosxe npe.17.09.03.SPA.bin

Cisco 10S XE Cupertino 17.9.2

CAT9K_IOSXE

cat9k iosxe.17.09.02.SPA .bin

~f u— RIES{k72 L (NPE) |cat9k iosxe_npe.17.09.02.SPA.bin

Cisco I0S XE Cupertino 17.9.1 |CAT9K IOSXE cat9k iosxe.17.09.01.SPA.bin

cat9k iosxe npe.17.09.01.SPA.bin

~A m— KI5t L (NPE)

ROMMON O 7w 745 L—F

TRTCOAY Y=V U —=AL AT F R U —ATHH &1 ROMMON L7277 — b7 —
H—DNR—T a3 EMRTHIZE,. ) T[] TROMMON N—Y =3y (45~X—2) | 1] %
ZHLTLEE,

VTR 2TNN—=Tar kw7 v 77— RT5R1E7-13%IC, ROMMON%27 v 77 L— K3
AIEMTEXET, 7o T VL—REDOY 7 NI =T 8—2 3 T LV ROMMON R — 3 5
UIMERFIRERG AL, LR L SICFEITLET,

¢« 7IA~VUSPI 7T v 2T /XA ADROMMON OF v 77 L— K

U — XD C9500-12Q. C9500-16X, C9500-24Q. C9500-40X EF /L TiL, 77 A~V SPI
77 v a7/ ZD ROMMON ZFET7 v 77 L— RT20ERHY £3, HLW
N—a UREAFRERGS. Ty 77— RLd Y U — A% CiscolOS XE Gibraltar 16.12.1
MENLIEETT (L7eh-> T, 72 & 21 Cisco 10S XE Gibraltar 16.11.1 367 > 77 L—
4256, FE87 v 77 L— M@ a7, @HTEERY 51X ROMMON 28 H #ii12
FH SN E£9) . upgraderom-monitor capsule primary switch =~ > R {3454 EXEC & —
FTASLET,

) — XD C9500-24Y4C, C9500-32C, €9500-32QC. I3 X T} C9500-48Y4C EF /LTl
ZOROMMONBRHBENIZT v 77 L—RahET, AL v T OGOV V—AnLER
PBED U U =D TT v 77 L— KR35 & =2, Ly U —2I28H LV ROMMON
N—=2a U MHDHLGEIL. A v TFON—KRT =T =2 3 NZHSNTT T A~V SPI
7T v aT 3 AO ROMMON BNHBIMIZT v 77 L— RS k7,

e =TSPl 7T v 2T /N4 AD ROMMON OF » 77 L— K

ZOROMMONZFENTY v 77 L— RTDHLERHY £, FET v 77 L— RN, &
U —ZXDFTXTOET/VCHEA SvE T, upgraderom-monitor capsulegolden switch =~
¥ RIX¥5HE EXEC £E— R CTANILE T,
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\}

GE) » Cisco StackWise Virtual D&~ N7 v 7OEEIL, 77T 47
EAZUNADAAL v FDET v T L—RFLET,

ROMMONMNWT v 77 L —R&Enb &, ROV a— REFRZHENZRD £9, FORIZLETIO Y
J—ZZELTH, ROMMONIZIZ 7 7L — RENFEH A, FHkDO ROMMON IZLARTDS
NTOY =AY R—FLET,

VIO T7AVA =LAV K

YIFITTFTAVA =)L ATV FOBE
Cisco 10S XE Everest 16.6.2 LIfFD ') ) —X THR— SN TWLET,

RELLET 7 ANVEA A =NV LTT 27T 47{bL, Va— FEbHERFSND LD ICAR
a3y oI, KOawr FEFTLET,

install add file rilename [activate commit]

AARN=NT 7 ANVEREBNIA VA N—V, TZ7T 074k, 2y b, ik, EITHIBR
T HIE, ko~ R&34T7 L %9, install ?

add filetftp: filename AVAN=NTrAN RNy —V%VE— b —3 3 rh
LT NARZabt =L, 7Ty b T7r—Lb A A=TDN—
VarOHMBMNEF = v 7 BFEITLET,

activate [auto-abort-timer] |7 7> A %7275 4 7t L. TA A%V a—RKLET,
auto-abort-timer ¥ —VU— R A A—=TDT7 77 4 7k E HE)
mice—n Ny 7 LET,

commit Vue— FROZEENFHRSND LI LET,

rollback to committed BBIZaIy hLiAA—Va VIEHFE e — Ny T LET,

abort TrANDT 7T 4 FleEdE L, BIEOA v A h— A FIED
BRARRINICEAT L T e =V a vice—A "y 7 LET,

remove RERBLOIET 774 TRED Y 7 b T =T A A =1
77 ANVEHIERLET,

)

GE)  request platform software =< > K% CiscoIOS XE 7 7 /14 /L 16.10.1 LA TIIEE L ST
FT, ZOavry REFAEOY YV —AOCLIIHE RS, REFARTTN, Ty 77 L—FR%E
Py r—Rididingal 2~ REFEHTZ a2t £,
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request platform software 1< > FDHIE
GE) ZDERNDIT 2 K& Cisco Catalyst 9500 > ') —X XA wF -/N{ INT+—IT VR
TRYR—FShTOEEA,
Device# request platform software package ?
clean AT AT INOREIRN o r =TT 7 A NV EHELET,
copy N lr—U % AT 4 7IZa—LET,
describe Rolr—YONEEHRLET,
expand AN A TRy =V AT 4 TICERLET,
install Rolr—V%k A VA =L LET,
uninstall Ry lr—=V%T oA VA M=V LET,
verify In Service Software Upgrade (ISSU) Y7 b7 =7 X /r—T M
HEMEZ R L ET,

A 2AF—=ILE—FTOT7YITHIL—FK

WO FNEZHE, A A b—)L F— RTingal a~> RE2EHLT, 25UV —2An5H0D
JV—=RT7 7T b—=RLEd, Y7 V=T AA=TOT v 77 L— RE2ETT DI,
boot flash:packages.conf % {# fl L C 10S # E&E§ 2 L E N H Y £77,

4R8O HREIIC

TyvIFTL—FRIOY)—R |ERTHITUFR TyvTIL—FED))—X
Cisco I0S XE Everest 16.5.1a % | request platform software =~ | Cisco I0S XE Cupertino 17.9.x
7213 Cisco IOS XE Everest Y RDH

16.6.1

Cisco 10S XE Everest 16.6.2 LL | Cisco Catalyst 9500 3/ U — X &
BEDFTRTHY J—=2 A »F T, ingal =2~ K
F 7213 request platform
software =t > ROV

Cisco Catalyst 9500 /' J — X &
AT -NANT =< R
T, A A b—a~v R
DH 8

7 request platform software =~ > Ri3BEIL SivE L7z, L7zA-> T, CLIIZIFFE RSN
FEICRVETH, ingall a~v > FEFEHTLZ EE2HERELET,
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¥ Cisco 10S XE Fuji 16.8.1a THEA St E L7-,

o7 va o HplL, ingal =~ RO A% LT Cisco I0S XE Cupertino 17.8.1 7> 5
Cisco I0S XE Cupertino 17.9.1 |27 v 77 L — R+ 555D L DT,

FIE

IV —=rT v
install remove inactive

Zoavwr REFEHALT, FEMREL TCWAEEICHWA VA M—=LT 7 A NVET ) —
Ty 7L, 77 v 2l 1GB U EOMERZMAEL T, LA A=V RELET,

WOFENL, ingall removeinactive =2~ REFEH L CREHOZ 7 AV E 7 V=0T v 7 LT
LEDOHNERLTHET,

Switch# install remove inactive
install remove: START Wed Jul 27 19:51:48 UTC 2022
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc srdriver.17.08.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.17.08.01.SPA.pkg
File is in use, will not delete.
cat9k-guestshell.17.08.01.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.17.08.01.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.17.08.01.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.17.08.01.SPA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.08.01.SPA.pkg
File is in use, will not delete.
cat9k-srdriver.17.08.01.SPA.pkg
File is in use, will not delete.
cat9k-webui.17.08.01.SPA.pkg
File is in use, will not delete.
cat9k-wlc.17.08.01.SPA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
The following files will be deleted:
[RO]:
/flash/cat9k-cc_srdriver.17.08.01.SPA.pkg
/flash/cat9k-espbase.17.08.01.SPA.pkg
/flash/cat9k-guestshell.17.08.01.SPA.pkg
/flash/cat9k-rpbase.17.08.01.SPA.pkg
/flash/cat9k-rpboot.17.08.01.SPA.pkg
/flash/cat9k-sipbase.17.08.01.SPA.pkg
/flash/cat9k-sipspa.17.08.01.SPA.pkg
/flash/cat9k-srdriver.17.08.01.SPA.pkg
/flash/cat9k-webui.17.08.01.SPA.pkg
/flash/cat9k-wlc.17.08.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly
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ATvT2

[RO]:

Deleting file flash:cat9k-cc srdriver.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.l17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.l17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.08.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Wed Jul 27 19:52:25 UTC 2022
Switch#

HLWARA—VET Ty a|lar’—

a) copy tftp:[[//location]/directory] /filenameflash:
ZOavy REFHLT, TFTP Y — "0 b7 7 v a AEVIZH LA A=V a bt —
LE7, location (X, IP 7 RLAFZIFARA M TT, 77 A NVAIEK. 7 7 A NVEREICHE
MEND7T 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 HAEH]
THHAIE, ZOAT v TEAXF Y T LTLIES N,
Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.09.01.SPA.bin flash:
destination filename [cat9k iosxe.17.09.01.SPA.bin]?
Accessing tftp://10.8.0.6/image/cat9k iosxe.17.09.01.SPA.bin...
Loading /cat9k iosxe.17.09.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrirrrrrrn
[OK - 601216545 bytes]
601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

b) dir flash:

ZOAaxy REFEHLT, A A=YNRT7 Ty Va2l ERICat -3l LamRLE
hd‘O

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 27 2022 10:18:11 -07:00 cat9k iosxe.17.09.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATYvT3 7T— NEHERE

a)

boot system flash: packages.conf
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d)
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Switch (config) # boot system flash:packages.conf
no boot manual

2 v F B HBT — MIRET AT, 20a<wr REFHLET, REITAZ LN A
AvFLERMENET Y TI5H) .

Switch(config)# no boot manual
Switch (config)# exit

write memory

Zoawr FEHLT, 7— bREEZRFLET,

Switch# write memory
show bootvar % 7z {3 show boot

Zoavy REMFEMALT, 77— %L (packages.conf) & F#E)7 — Rg&iE (no) AR L
i ‘ﬂ—o

Switch# show bootvar <<on the C9500-24Y4C,C9500-32C, C9500-32QC, and
C9500-48Y4C models

BOOT variable = bootflash:packages.conf

MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE_TIMEOUT variable does not exist

CONFIG_FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

Switch# show boot <<on the C9500-120Q,C9500-16X C9500-240Q, and
C9500-40X models

Current Boot Variables:

BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

ATYTE A A—DRTT 2l A R—Ib
install add file activate commit

Zoawy REFEHALT, A A—VEA AL LET,

AA—TVHT Ty vaAEYIZat—LELEE, TFTP Y — LD Y —AAf A=V FE T
ITATAAL T DT T a RITATERA LV FTHIEEHRLET, AVNAAL vTF
(TIT A TUNDAA v F) OTT 2 RTATERITIUSB RI7A4T7W2HDHA AT %
HBETHHE., B 7T v a2 RIATFEIZUSB RIATEIFBELRNEA A F—)L
WWERILET, 72218 A A—UNRAUNR—ZAAL v F3DT7Fv 2 RFA47 (flash-3) 12
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H 554, switch# install add file flash-3:cat9k iosxe.17.09.01.SPA.bin activate commit

DESIHETLLENDHY 7,

W OFIE, Cisco I0S XE Cupertino 17.9.1 V7 NV =27 A A—T% T T v a AEVIZA A
= LIeGEOH 2R L TVET,

Switch# install add file flash:cat9k_iosxe.17.09.01.SPA.bin activate commit
install add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed
--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO

Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.9.01

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.09.01.SPA.pkg
/flash/cat9k-webui.17.09.01.SPA.pkg
/flash/cat9k-srdriver.17.09.01.SPA.pkg
/flash/cat9k-sipspa.17.09.01.SPA.pkg
/flash/cat9k-sipbase.17.09.01.SPA.pkg
/flash/cat9k-rpboot.17.09.01.SPA.pkg
/flash/cat9k-rpbase.17.09.01.SPA.pkg
/flash/cat9k-guestshell.17.09.01.SPA.pkg
/flash/cat9k-espbase.17.09.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.09.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/n] y
--- Starting Activate ---

Performing Activate on Active/Standby
[1] Activate package(s) on RO

--- Starting list of software package changes ---

0ld files list:
Removed cat9k-cc srdriver.17.08.01.SPA.pkg
Removed cat9k-espbase.l17.08.01.SPA.pkg
Removed cat9k-guestshell.17.08.01.SPA.pkg
Removed cat9k-rpbase.17.08.01.SPA.pkg
Removed cat9k-rpboot.17.08.01.SPA.pkg
Removed cat9k-sipbase.17.08.01.SPA.pkg
Removed cat9k-sipspa.l7.08.01.SPA.pkg
Removed cat9k-srdriver.17.08.01.SPA.pkg
Removed cat9k-webui.1l7.08.01.SPA.pkg
Removed cat9k-wlc.17.08.01.SPA.pkg

New files list:
Added cat9k-cc srdriver.17.09.01.SSA.pkg
Added cat9k-espbase.17.09.01.SSA.pkg
Added cat9k-guestshell.17.09.01.SSA.pkg
Added cat9k-1ni.17.09.01.SSA.pkg
Added cat9k-rpbase.17.09.01.SSA.pkg
Added cat9k-rpboot.17.09.01.SSA.pkg
Added cat9k-sipbase.17.09.01.SSA.pkg
Added cat9k-sipspa.17.09.01.SSA.pkg
Added cat9k-srdriver.17.09.01.SSA.pkg
Added cat9k-webui.17.09.01.SSA.pkg
Added cat9k-wlc.17.09.01.SSA.pkg
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Finished list of software package changes
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

--- Starting Commit ---
Performing Commit on Active/Standby
[1] Commit package(s) on RO
[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit
Send model notification for install add activate commit before reload
Install will reload the system now!
SUCCESS: install add activate commit Wed Jul 27 12:13:05 IST 2022

Switch#Jul 27 12:13:11.023: $PMANTACTION: FO/Ovp: Process manager is exiting: n requested
Jul 27 12:13:11.028: %PMAN-5-EXITACTION: C1l/0: pvp: Process manager is exiting: reload
fru action requested

Jul 27 12:13:11.825: %$PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: reload
action requested

Initializing Hardware...
System Bootstrap, Version 17.4.1r[FC2], RELEASE SOFTWARE (P)

Compiled 30-04-2022 12:00:00.00 by rel

Current ROMMON image : Primary Rommon Image

Last reset cause:LocalSoft

C9500-32QC platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 5 5 /=\1/-\1/-4 NI/=N1/=\13
/=\1/=\1/-2 \NI/=NT/=\ T /=\1/-\1/-0

boot: attempting to boot from [bootflash:packages.conf]

boot: reading file packages.conf
<output truncated>

G¥) install add fileactivatecommit =< > R&ZFIT L72&IC, AT AZEEBHNICY v—
FLET, AT 22 FEITY a— FTA308IHD A,

A A= RS

VI RT2T DA VA= ABEFIZETLES, dirflash: a~> REFEHALT, 79y
N—=F 4 a2 10 HDOF L pkg 77 ANE 29D cont 77 ANNHLHZ & EFHBLE
j‘o

a) dir flash:*.pkg
wIZ, dir flash:*.pkg =~ > RO #2275 L £,

Switch# dir flash:*.pkg

Directory of flash:/

475140 -rw- 2012104 Mar 18 2022 09:52:41 -07:00 cat9k-cc_srdriver.17.08.01.SPA.pkg
475141 -rw- 70333380 Mar 18 2022 09:52:44 -07:00 cat9k-espbase.17.08.01.SPA.pkg
475142 -rw- 13256 Mar 18 2022 09:52:44 -07:00 cat9k-guestshell.17.08.01.SPA.pkg
475143 -rw- 349635524 Mar 18 2022 09:52:54 -07:00 cat9k-rpbase.17.08.01.SPA.pkg
475149 -rw- 24248187 Mar 18 2022 09:53:02 -07:00 cat9k-rpboot.17.08.01.SPA.pkg
475144 -rw- 25285572 Mar 18 2022 09:52:55 -07:00 cat9k-sipbase.l17.08.01.SPA.pkg
475145 -rw- 20947908 Mar 18 2022 09:52:55 -07:00 cat9k-sipspa.l17.08.01.SPA.pkg
475146 -rw- 2962372 Mar 18 2022 09:52:56 -07:00 cat9k-srdriver.17.08.01.SPA.pkg
475147 -rw- 13284288 Mar 18 2022 09:52:56 -07:00 cat9k-webui.17.08.01.SPA.pkg
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b)

475148 -rw- 13248 Mar 18 2022 09:52:56 -07:00 cat9k-wlc.17.08.01.SPA.pkg

491524 -rw- 25711568 Jul 27 2022 11:49:33 -07:00 cat9k-cc_srdriver.17.09.01.SPA.pkg
491525 -rw- 78484428 Jul 27 2022 11:49:35 -07:00 cat9k-espbase.17.09.01.SPA.pkg
491526 -rw- 1598412 Jul 27 2022 11:49:35 -07:00 cat9k-guestshell.17.09.01.SPA.pkg
491527 -rw- 404153288 Jul 27 2022 11:49:47 -07:00 cat9k-rpbase.17.09.01.SPA.pkg
491533 -rw- 31657374 Jul 27 2022 11:50:09 -07:00 cat9k-rpboot.17.09.01.SPA.pkg
491528 -rw- 27681740 Jul 27 2022 11:49:48 -07:00 cat9k-sipbase.17.09.01.SPA.pkg
491529 -rw- 52224968 Jul 27 2022 11:49:49 -07:00 cat9k-sipspa.l7.09.01.SPA.pkg
491530 -rw- 31130572 Jul 27 2022 11:49:50 -07:00 cat9k-srdriver.17.09.01.SPA.pkg
491531 -rw- 14783432 Jul 27 2022 11:49:51 -07:00 cat9k-webui.17.09.01.SPA.pkg

491532 -rw- 9160 Jul 27 2022 11:49:51 -07:00 cat9k-wlc.17.09.01.SPA.pkg
11353194496 bytes total (9544245248 bytes free)

Switch#

dir flash:*.conf

Iz, dir flash:*.conf =2~ FOH Bl EZ R LET, 77 v aX—T 4 aD2>OD
conf 7 7 A NVIIFEIR I TWET,

* packages.conf : HT LA A M=/ LT pkg 7 7 A WIZEEBZ ONZT 74V
* cat9k iosxe.17.09.01.SPA.conf : 1 L < A A h—/ L L7= packages.conf 7 7 A /LD
Ny 7y Tar—
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Jul 27 2022 10:59:16 -07:00 packages.conf
516098 -rw- 7406 Jul 27 2022 10:58:08 -07:00 cat9k_ iosxe.17.09.01.SPA.conf
11353194496 bytes total (8963174400 bytes free)

2T w6 showversion
ARA=UNEBEI LIS, Z20a~<r FEEALTHLWA A==V g VAR LET,

KD show version 2~ > KO IIFITIX, 7734 AD Cisco I0S XE Cupertino 17.9.1 4 A — D
HHRPE RSN TNET,

Switch# show version

Cisco I0S XE Software, Version 17.09.01

Cisco IOS Software [Cupertino], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.9.1,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

<output truncated>

A 2AF—=ILE—FTOEHYFL—K

- >
— —

X LYY =ZANRBHIDOY V=R AR AE— RTH Y7 L— T 5 FIEE

~LET,
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1R BHHIIZ
ZOFEX, ROF T L — RO F U FTHEATEET,

o L—FRRIO) ) —R |ERATHaITUE oo L—F&EDY)—R

Cisco 10S XE Cupertino 17.9.x « Cisco Catalyst 9500 3~ U — | Cisco IOS XE Cupertino 17.8.x
R A4 »F L, install |[BARTO D U—2

o~ NETZIT request
platform software == < >~
FoEbbp, 2

* Cisco Catalyst 9500 > VU —
A AA o F -nA X
T —~ U ATIE, ingall
avy ROk

’ request platform software =~ > RiZBElL SivE Lz, L7zA-> T, CLIIZIFE RSN
FEILRDETR, ingal avr REFEHTHZ EaHERLET,

)

GE) 2V ) —REHEBELTHLLEASNEAA, v FETNLEXZ TS L—RT5ZLIXTEE
Bho FILWASL v FETANRINHEH L TEASHEZY V=N, ZOETIVDOEHRNY 7
[N A S IV G B

Zokv s a o hHElx, ingall =~ > K& H L T Cisco I0S XE Cupertino 17.9.1 7> & Cisco
10S XE Cupertino 17.8.1 IZX V> 7 L— KT 55O LD TY,

FIE

ARFYT1 7V =T o
install remove inactive
Zoa<wry REERALT, BENMRELTWAEAICEWAS VA NV T 7 AN ET ) —
Ty, 7792l 1GB L LEOEEZMMEL T, LA A=V 2R L £,
WROHIL, install removeinactive =2~ > REFEH L TRIEHO 7 7 ANV E 7 V=T v 7 LT
LEDOHNE R L TWVET,

Switch# install remove inactive
install remove: START Wed Jul 27 11:42:27 IST 2022

Cleaning up unnecessary package files
No path specified, will use booted path bootflash:packages.conf
Cleaning bootflash:

Scanning boot directory for packages ... done.

Preparing packages list to delete ...
cat9k-cc srdriver.17.09.01.SSA.pkg
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File is in use, will not delete.
cat9k-espbase.17.09.01.SSA.pkg

File is in use, will not delete.
cat9k-guestshell.17.09.01.SSA.pkg

File is in use, will not delete.
cat9k-rpbase.17.09.01.SSA.pkg

File is in use, will not delete.
cat9k-rpboot.17.09.01.SSA.pkg

File is in use, will not delete.
cat9k-sipbase.17.09.01.SSA.pkg

File is in use, will not delete.
cat9k-sipspa.l7.09.01.SSA.pkg

File is in use, will not delete.
cat9k-srdriver.17.09.01.SSA.pkg

File is in use, will not delete.
cat9k-webui.17.09.01.SSA.pkg

File is in use, will not delete.
cat9k-wlc.17.09.01.SSA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.

done.

SUCCESS: No extra package or provisioning files found on media. Nothing to clean.

SUCCESS: install remove Wed Jul 27 11:42:39 IST 2022

ATYT2 FILWAA—VET Ty alla’—

a)

b)

copy tftp:[[//location]/directory] /filenameflash:

ZOavy FEMALT, TFIP ¥ —"\nb 77 v a AEVITH LA A—VEar —
LET, location |%, IP 7 KL RAEITHRA M TT, 77 ANVAIX, 77 A VEEIEIZHE
MEND7T 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 b AEH]
THHAE. COAT v TEAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.08.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.08.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.17.08.01.SPA.bin...

Loading /cat9k iosxe.17.08.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
rrrrrrrrrrerrrrrrrrrerrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrerrerrrrrrrrrrrrrrerny

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)
dir flash:

ZOAaxy REFEHLT, A A=YNRT7 Ty Va2l ERICat -3l LamRLE
hd‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 27 2022 13:35:16 -07:00 cat9k iosxe.17.08.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATYvT3 7T— NEHERE

a)

boot system flash: packages.conf
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b)

d)

1oz b—nE—kTnsyrsL—F |

Switch (config) # boot system flash:packages.conf
no boot manual

2 v F B HBT — MIRET AT, 20a<wr REFHLET, REITAZ LN A
AvFLERMENET Y TI5H) .

Switch(config)# no boot manual
Switch (config)# exit

write memory

Zoawr FEHLT, 7— bREEZRFLET,

Switch# write memory
show bootvar % 7z {3 show boot

Zoavy REMFEMALT, 77— %L (packages.conf) & F#E)7 — Rg&iE (no) AR L
i ‘ﬂ—o

Switch# show bootvar <<on the C9500-24Y4C,C9500-32C, C9500-32QC, and
C9500-48Y4C models

BOOT variable = bootflash:packages.conf

MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE_TIMEOUT variable does not exist

CONFIG_FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

Switch# show boot <<on the C9500-120Q,C9500-16X C9500-240Q, and
C9500-40X models

Current Boot Variables:

BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

ATFYTE VT NI 2T ARA=VEFY T L—R
install add file activate commit

Zoawy REFEHALT, A A—VEA AL LET,

AA—TVHT Ty vaAEYIZat—LELEE, TFTP Y — LD Y —AAf A=V FE T
ITATAAL T DT T a RITATERA LV FTHIEEHRLET, AVNAAL vTF
(TIT A TUNDAA v F) OTT 2 RTATERITIUSB RI7A4T7W2HDHA AT %
HBETHHE., B 7T v a2 RIATFEIZUSB RIATEIFBELRNEA A F—)L
WWERILET, 72218 A A—UNRAUNR—ZAAL v F3DT7Fv 2 RFA47 (flash-3) 12
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H 554, switch# install add file flash-3:cat9k iosxe.17.08.01.SPA.bin activate commit

DESIHETLLENDHY 7,

ROFITIL, install add file activate commit =~ > KZ{#i ] L T Cisco 10S XE Cupertino 17.8.1
VI RT2TAA—THT Ty alll A M=/ LTVET,

Switch# install add file flash:cat9k_iosxe.17.08.01.SPA.bin activate commit
install add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed
--- Starting Add ---

Performing Add on Active/Standby

[1] Add package(s) on RO

[1] Finished Add on RO

Checking status of Add on [RO]

Add: Passed on [RO]

Finished Add

Image added. Version: 17.08.01.0.269
install add activate commit: Activating PACKAGE

Following packages shall be activated:
/flash/cat9k-wlc.17.08.01.SPA.pkg
/flash/cat9k-webui.17.08.01.SPA.pkg
/flash/cat9k-srdriver.17.08.01.SPA.pkg
/flash/cat9k-sipspa.17.08.01.SPA.pkg
/flash/cat9k-sipbase.17.08.01.SPA.pkg
/flash/cat9k-rpboot.17.08.01.SPA.pkg
/flash/cat9k-rpbase.17.08.01.SPA.pkg
/flash/cat9k-guestshell.17.08.01.SPA.pkg
/flash/cat9k-espbase.17.08.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.08.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/n] y

Performing Activate on Active/Standby
1] Activate package(s) on RO
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.09.01.SSA.pkg
Removed cat9k-espbase.17.09.01.SSA.pkg
Removed cat9k-guestshell.17.09.01.SSA.pkg
Removed cat9k-1ni.17.09.01.SSA.pkg
Removed cat9k-rpbase.17.09.01.SSA.pkg
Removed cat9k-rpboot.17.09.01.SSA.pkg
Removed cat9k-sipbase.17.09.01.SSA.pkg
Removed cat9k-sipspa.l17.09.01.SSA.pkg
Removed cat9k-srdriver.17.09.01.SSA.pkg
Removed cat9k-webui.17.09.01.SSA.pkg
Removed cat9k-wlc.17.09.01.SSA.pkg
New files list:
Added cat9k-cc_srdriver.17.08.01.SPA.pkg
Added cat9k-espbase.17.08.01.SPA.pkg
Added cat9k-guestshell.17.08.01.SPA.pkg
Added cat9k-rpbase.17.08.01.SPA.pkg
Added cat9k-rpboot.17.08.01.SPA.pkg
Added cat9k-sipbase.17.08.01.SPA.pkg
Added cat9k-sipspa.17.08.01.SPA.pkg
Added cat9k-srdriver.17.08.01.SPA.pkg
Added cat9k-webui.l7.08.01.SPA.pkg
Added cat9k-wlc.17.08.01.SPA.pkg
Finished list of software package changes
[1] Finished Activate on RO
Checking status of Activate on [RO]
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Activate: Passed on [RO]
Finished Activate

--- Starting Commit ---
Performing Commit on Active/Standby
[1] Commit package(s) on RO
[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit

Send model notification for install add activate commit before reload
Install will reload the system now!
SUCCESS: install add activate commit Wed Jul 27 11:51:01 IST 2022

Jul 27 11:51:07.505: $PMANTvp: Process manager is exiting: ren requested

Jul 27 11:51:07.505: %$PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fru action requested

Jul 27 11:51:07.834: %PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: reload
action requested

Initializing Hardware...

System Bootstrap, Version 17.3.1r[FC2], RELEASE SOFTWARE (P)
Compiled 30-04-2022 12:00:00.00 by rel
Current ROMMON image : Primary Rommon Image

Last reset cause:LocalSoft

C9500-32QC platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 5 5 /=\1/-\1/-4 NI/=N1/=\13
/=\1/=\1/-2 \I/=\1/7-\11 /=\1/=-\1/-0

boot: attempting to boot from [bootflash:packages.conf]

boot: reading file packages.conf

<output truncated>

G¥) install add fileactivatecommit =< > R&ZFIT L72%IC, AT AZEEBHNICY v—
FLET, AT 22 FEITY a— FTA308IHD FHA,

N— g VOHER
show version

AA=—UREEBLEZS, ZOavr REEHALTHLWA A=Y D=V a V2R LET,

G¥) VI RNT2TARA—=VHBE T 7L —RLTH, ROMMON O/X— g X BB
WCHF T L — REnERAL, BHINREDOEFITARY F9,

KD show version 2~ > RO SHITIX, 7734 A D Cisco I0S XE Cupertino 17.8.1 f A —3 D
HHRNPERINTNET,

Switch# show version

Cisco I0S XE Software, Version 17.08.01

Cisco IOS Software [Cupertino], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.8.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

<output truncated>

Cisco 10S XE Cupertino 17.9.x (Catalyst9500 ') —X XA v F) JIJy—R/—F .



ZLYFYIrIT7OTvTIL—F |
B - —revavscoins—trrLqon—varvoryIsL—F

J4—ILFETATSIIINT—FT7LADIN—23 200D
TvITIL—Fk

T 4=V RTalT=TN =T LA (FPGA) 1. Y AaAA vF LIHFET LT e s
TN AEY FTRALAO—FETT, TIHIE, FFEOHFAMAEDIERZ RIEEIZ T 2 HiX E

RE7REm B ARR T,
HAED FPGA N—2 3 U Z R+ 521X, ROMMON £— R Cversion-v 2> REZ AN LF
—§_40
A\
GE) e FTRTDOY T F YT U U —ATFPGADNR— g UEBRINLDITTIEIH Y A,

N=Va YOEFIT, BEOY T MU =TT v L— FO—E LTIThi, flliZiEmnm
DFNEZFATT HMETH Y FHEA,
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+ Cisco Bug Search Tool (65 ~—73)
« Cisco I0S XE Cupertino 17.9.x DRI DR EL (65 2—)
« Cisco 10S XE Cupertino 17.9.5 OfERE DR EE (66 2—)
» Cisco I0S XE Cupertino 17.9.4a DR FEHDOAREE (66 ~—)
» Cisco I0S XE Cupertino 17.9.4 OfFRFEH DA EE  (

* Cisco IOS XE Cupertino 17.9.3 OfFRFEHA DR EA (

+ Cisco I0S XE Cupertino 17.9.2 DR FEH DR EE (67 ~X—
« Cisco I0S XE Cupertino 17.9.1 DfFHREHLDREL  (

Cisco Bug Search Tool

CiscoBugSearchTool (BST) #fliH7T 5 &, /X— M —LBERITRME, V-2 F—U—
RIZESNWTY 7 N =T RNTERBE L, NTHM, JiL, N—Ya v EoFET— X 524E
WEsrzemcaEd, BSTIZ, xv hI—27 YRIEHBIOT A AD N T TN 2—
T4 U TICBWTEEREE A ESE L L) ICREFF SR TWES, ZOY—L Tk, 7T
A IZEDSWTNR T T 4V H L, BEBATINCET 2488 LOWE O NS B o — 2R3
HZEbLTEET,

REOFEMAEFR T2, DEZ U v 27 LET,

Cisco 10S XE Cupertino 17.9.x DR EZRDAEE

ID RaiL

CSCwel 7454 C9500 PWR-C4-950WAC-R EJfILE x NISEET, Z20%T ITSET D

CSCwe20100 [C9500]17.3.5 £ 721X 17.6.3 TOD 7 — ~%IZ SFP 2% [show inventory| (28
Fhawn

CSCwi57770 9500-40X A A F TFINISARSFP-10G-SR #fifld+2 ¢+, A v F—T =4
ADEEE) L 72V
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https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe17454
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe20100
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi57770

B cisco 108 XE Cupertino 17.95 DR FADFEE

Cisco 10S XE Cupertino 17.9.56 D fZ R FHDAEES

D EAAEEL £ | RHEL
T

CSCwh55164 | C9500 Cat9k : ICMP TTL #IfB¥)iv=F —A3 VRF Cli7e< 7 v — 31
T—T N EN LT Tzt S5

CSCwi01706 | C9500H C9606R [LC-48YL] 3 L T C3560x [Fa0, 100M #E] & AN enabl
-dayl MO AEMAMEIZISIT S GLC-TE Y v 7 X0 v

CSCwiB7624 1 C9500X 9500X D7 7 h LA ZHY S L7122 LED AT — & A D3k
AN

CSCwh55170 | C9500X 9500X : FT1 ® OIR K show holdwar ver all D iz 7 7 >
MU AIZBET DR TZFFNEREIND

CSCwe95691 | C9500 PnP | Cat9k 7% IP Z£{E7C7 K L2 0.0.0.0 Tix72 < 192.168.1.1
Zf#i ] L C DHCP #ith 23553 %

CSCwil0405 | C9500 [NEAT] B~ 72 A > —7 = A A%TAZT 1 v 7 MAC

TR AT RYUMBCISPIZES>TA VA —LEND

Cisco 10S XE Cupertino 17.9.4a DR FHDFEE

ID HATREL £ |REL
FIL

CSCwh87343 |4 _TCTHOEF |CiscolOSXE Y 7 b7 = 7 D Web UL (21T 5 Kt 5-#45 O Hfa 55
v lie8

FEMEIZ DWW TCIE,  [Security Advisory:
cisco-sa-iosxe-webui-privesc-j22SaAdz] #ZH L T 7E XV,

Cisco 10S XE Cupertino 17.9.4 DfZ R FH DA EE

1D BHAARER £ | RHL
T
CSCwe33886 | C9500 17.9 A > A h—/L oper DB 7 = U /3 xpath install-oper-hist ~®
DB 7/ =V Cx7—%iKY
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf87624
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh55170
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe95691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi10405
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe33886

| #8228

Cisco 10S XE Cupertino 1793 p@eE a0 LS ]

ID BHAREG £ | REL
TIL

CSCwe36743 | C9500 BT AT—vavEHE- 7T v 2 -SSH-AAA v —
RIE DA FEHF

CSCwe9%6441 | C9500H 7 v —ifilillLiCat 77 v b7 4 — A TITEHATE 200,
cat9500HP TIIFRETX %

CSCwe44308 | C9500H 9500H : FtAHL Y ORFBED#%IZ entSensorValueTimeStamp 35 &
N entSensorValueUpdateRate DAY BEHT S 41720

Cisco 10S XE Cupertino 17.9.3 DfZ R FH DA EES

ID BHARER £ | REL
TIL
CSCwb53649 |4~ _XTOEF [100G : snmpwalk T DOM fESE L < ) S Hu7aun
JL
CSCwd51319 9500 9500 : AA v F A —,N—4%\Z EntSensor |ZF8 - I ENFR I
)

Cisco 10S XE Cupertino 17.9.2 DfZ R FH DA EE

ID HEATRESL E | REL
FIL

CSCwb91153 | Catalyst 9500 | Tshow sdm..] D ZEfTH? htm_xml_parse htm_section T
NA N7 4 | fed_main_event AE Y U —7
<A

Cisco 10S XE Cupertino 17.9.1 DfZRFH DA EE

WOBEIZZ DV Y — 2 TRIEFE AT,
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s "NTT NV a—T 4T (69 =)
o BEEHEE (69 X—Y)
cEE. —E R, BIOZEOMDIER (70 2—)

kSIS a—TFT4a429

NS TN a—F 4 2 T ORFTOZEMBERIZTOVTIE, KD URL (28 5 Cisco TAC Web 1
F2ZHBR LT 7EE0,

https://www.cisco.com/en/US/support/index.html

[Product Support] IZBEEI L, U A R G8LZ RIS 57, WEOARTEZAN LET, FAEL
TWAMBEICEET 216 % R 2121%. [Troubleshoot and Alerts] Z#ZH L TL 72 &0,

Cisco IOS XE (2B 3 A 1F#RIX. KD URL 7" ATF-TX £9, https://www.cisco.com/c/en/us/
products/ios-nx-os-software/ios-xe/index.html

Cisco Catalyst 9500 > U — X A A v F OFTXTOYAHR—F K¥F= A2 ME, RO URL »5H A
FCTXF£9, https://www.cisco.com/c/en/us/support/switches/catalyst-9500-series-switches/
tsd-products-support-series-home.html

Cisco Validated Designs R = 2 7 ME, RO URL 7»H AFTE £ 7, https://www.cisco.com/
go/designzone

WIRL7TT v b 74—, CiscoloOS U U—2A, BIOT 4 —F v v MIET S MIB 2%
LTCHvrue— K152, kD URL IZ&H S Cisco MIB Locator % i f L 7,

http://www.cisco.com/go/mibs
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s EEAREMICE D BV RANCME /B L 5 2 5121, CiscoServices [JFE]ICT 7 AL
TLIZEY,

P—ER U7 TR KEEEFETDHITIL, Cisco Support [FEFE] IZT 7 EA L TL EE 0,

BECHFEEH DT =T FTA R FADT IV r—var, ®Wih, Y)a—val,
BIO—E 22 L T 5121E, Cisco Marketplace IZ7 7 A LT &0,

—WHIIR Ry NU—2 0 bL—=r 7 RBEREO M A2 ANFT HITIE, CiscoPress [5¢
FEIWCT 7 BALTLEE,

c FrEOREEIT-G T 7 I U ORGEFHR A ST IZIEL, Cisco Warranty Finder 127 27 & X
LTL7EENY,

SRANTREY—IL
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T9, BSTid, ®ihE Y7 v =TT 25 EERZ R L 7,
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