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U—Z +PI3S5S HFTDOT A ARy
7

[Cisco Prime Infrastructure 3.5 —
[Downloads] ZZM LT 7Z&W,

U—Z +PI3S5 DT A ARy
4

[Cisco Prime Infrastructure 3.5 —
Downloads] ZZMEL T 720,

U —A+PI3S5 T DT NA ANy
7

[Cisco Prime Infrastructure 3.5 —
Downloads] #ZME L TL 72 &0,

U—A+PI3S5 DT NA ANy
7

[Cisco Prime Infrastructure 3.5 —
Downloads] ZZME L TL 720,

Gibraltar 16.11.1 2.6 54 PI3A4+PI3AFKHT DA LT F L R
24 /3y F 5 5.5 i~7\ +PI34 IHT DT A A8y

[Cisco Prime Infrastructure 3.4 —
[Downloads] &ML T 72&W,

Cisco 10S XE Cupertino 17.9.x (Cisco Catalyst9400 ') —X XA v F) J)—R/ —k .


https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-8/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-5/model.html
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-5/model.html
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Catalyst 9400 Cisco Identity Cisco Access Cisco Prime Infrastructure
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Gibraltar 16.10.1 23 /%y F 1 54 PI34+PI3ARE DAL TF LAY
24 /\O‘yﬁ:l 5.5 2*‘}( +PI34 %ﬂgﬁ@%/\/]) X/\O‘y

[Cisco Prime Infrastructure 3.4 —
Downloads] ZZM L TL 720,

Fuji 16.9.8 25 54 PI3.9+PI3IHH DAL TF LAY
2.1 5.5 U—A +PI3Y DT /A A3y
7

[Cisco Prime Infrastructure 3.9 —
[Downloads] &ML T 72&W,

Fuji 16.9.7 25 54 PI39+PI3ORH DA LTS R
2.1 55 J—Z+PI3.9 %%ﬁ@?‘/\/f AN
7

[Cisco Prime Infrastructure 3.9 —
[Downloads] #ZM L T ZEWY,

Fuji 16.9.6 23 %y F 1 5.4 PI3.4+PI3AFTDOA L TF LAY
24 S F 1 55 i—x+m34%ﬁm¥ﬂ4xﬂy

[Cisco Prime Infrastructure 3.4 —
[Downloads] #Z&M L T 7ZEWY,

Fuji 16.9.5 23 %y F 1 5.4 PI3.4+PI3AKFTDOA L TF LAY
P 55 ;wz+m34%%@?ﬂ4xNy

[Cisco Prime Infrastructure 3.4 —
[Downloads] Z#ZHR L T 72&VY,

Fuji16.9.4 233 F 1 5.4 PI3.4+PI34IHFT DAL TF LAY
24y F | 55 2%2 +PI3ARH DT SA A8y

[Cisco Prime Infrastructure 3.4 —
[Downloads] ZZM L T 72&W,

Fuji 16.9.3 238y F 1 54 PI34+PI3ARH DAL TF LAY
24 %y F 1 5.5 i—X+H34%ﬁ®%A42Ay

[Cisco Prime Infrastructure 3.4 —
[Downloads] &ML T 72&0,
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-9/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-4/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-4/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-4/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-4/model.html
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Catalyst 9400 Cisco Identity Cisco Access Cisco Prime Infrastructure
Services Engine | Control Server
Fuji 16.9.2 2378y F 1 5.4 PI34+PI3AKHDORA L TF LAY
24y F | 55 U—R+PI34 DT /A ARy
7
[Cisco Prime Infrastructure 3.4 —
[Downloads] ZZM L T 72&W,
Fuji 16.9.1 233y F 1 5.4 PI3.4+PI3AFHI DT A ARy 7
243y F1 5.5 [Cisco Prime Infrastructure 3.4 —
[Downloads] &M LT 7Z2&W,
Fuji 16.8.1a 2378y F 1 5.4 PI33+PI33HEFDA LT F LAY
24 55 U—RA +PI33 DT /A A8y
7
[Cisco Prime Infrastructure 3.3 —
Downloads] ZZME L T 72&W,
Everest 16.6.4a 2.2 5.4 PI3.1.6+ T34 AXv 7 13
23 5.5 [Cisco Prime Infrastructure 3.1] —
Downloads] ZZM L TL 720,
Everest 16.6.4 2.2 5.4 PI13.1.6+ 7 /31 A/Xv 7 13
23 5.5 [Cisco Prime Infrastructure 3.1 —
[Downloads] &M LT 72&W,
Everest 16.6.3 22 5.4 PI3.1.6+ T /314 AXv 7 13
23 5.5 [Cisco Prime Infrastructure 3.1] —
Downloads] #ZMR L TL7ZEUN,
Everest 16.6.2 2.2 54 PI13.1.6+ 7T /31 A% 7 13
23 5.5 [Cisco Prime Infrastructure 3.1 —
[Downloads] &ML T 7Z&W,
Everest 16.6.1 22 5.4 PI3.1.6+ T /3 A3 7 13
5.5 [Cisco Prime Infrastructure 3.1 —
[Downloads] #Z&M L T2 &0,
Everest 16.5.1a 21 /%3vF 3 54 -
5.5
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-1/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-1/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-1/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-1/model.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure-3-1/model.html
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Web Ul D > R 7 LZEH

WOV 77 v ailidx, Web Ul ~DT 7B AZHEIpN— Ry =T Y7 7T RY A
FENTVET,

RIMN— I T7EH
70+ y4i&E | DRAM B fRIGE PE A N Y

233 MHz I |2 |512 MB? 256 1280 x 800 LL | | /v

2 | GHz %1
3 | GB DRAM % #4%

YI LD TER
ARV—T4 2T VATLA
« Windows 10 LAF%
« Mac OS X 10.9.5 LAF¢
PAArA
* Google Chrome : /N\—7 = > 59 LI (Windows 33 & O Mac)

* Microsoft Edge
* Mozilla Firefox : /X— 3 > 54 L% (Windows 3 X U Mac)

o Safari : /X— =3 2 10 LI (Mac)
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FACRERT—=)TDHA R4

sS4 (27 =)
R =N TDOHARTA L (29 =)

- N

FJA4t 2R
Z Dk 7 v a3 TlE, CiscoCatalyst9000 2 U — & A A » F T ARERERED T A v Ay
=IO WTHBI LET,

FA4AE AN

Cisco Catalyst 9400 > U — X A A v F THEHAHER Y 7 MU = THERIZ, RO L HI12, FEARFE
TIXT7 RAL DT B AL~ULICHEENET,

HEXSAEUR

» Network Essentials

« Network Advantage : Network Essentials 7 1 -z > A Cf i AIRE 72 HHE & 1B MREE S & F v &
R

TrAUS4€UR
T RA T4 A2iE, BRI L LT Network Essentials ¥ 72 1% Network Advantage 73243

TY, 7T RAVTA B A VLUV TIL, AA v F 72T T/ < Cisco Digital Network Architecture
Center (Cisco DNA Center) ThI AadA /) N—3g L LR H eSS LN ET,

* DNA Essentials
« DNA Advantage : DNA Essentials 7 1 & > A T ] Al BE 72 BERE & B NSRE N & ENE T,
7Ty 7 —LYAR— MIETHEREBM L, BREZEHTEL 7B A LUV B R

J %1%, Cisco Feature Navigator {1 ] L £, Cisco Feature Navigator {27 7 & 24 5213,
https://cfing.cisco.com (ZHEF F T, cisco.com DT T v MILEH Y THA,
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SAEVRERT—YTDHA RS54 |
B sraens o zE7 L cmmms

FEHARELE M4 U RETILEBRIER
« Cisco I0S XE Fuji 16.8.x LARl : RTU 74 B ANT 7 4L b THY ., 74 L A &EHT
LT DIZY R — F SN TV DHE—DIIETT,

» Cisco I0S XE Fuji 16.9.1 ~ Cisco I0S XE Amsterdam 17.3.1 : A<~— T A B ANRT 7
NETHY, T4 AEEHRT LD R — IR TWLHE—DHETT,
MRV V—=ADY T h =T ary7 4 Xalb—raHA KT, [SygtemManagement |
— TConfiguring Smart Licensing] &ML T Z X0,

* Cisco IOS XE Amsterdam 17.3.2a LA : R o —ZfFHHLZA~—FTF7 A4 A (A~—F
TAVVADIIENN—T a3 ) BT 74V ETHY, T4 B AZEHT H72DITH AR —

F I TWDHME—DHIETT,
MEERY U —Z (173xLE) OV 7 b7 ar74F¥al—v a4 RT, [Sysem
Management] — [Smart Licensing Using Policy] ZZ&HR L T 72 &0,

VAT T A ADFERINT OV T, cisco.com/go/licensingguide & 2 L TL 72 &0,

FAELALRN)L  FREDAAESA4 2

JEANLTZT A B ANGR M

RYO—%#FALERAYI—FS4EVR | AX— S5/ E2VR

K DT A &AM HBIE A T e K TABL ALYV AR
HOFEH A, L,

cH TR YS gy T AT o HRNHARGE  TA BV AL AL, 3
EOHMETHES T, G, 54, HOSAE. ET21T T EOHIRM,

RIS T ORI I RSN TO AN T A,

o HAKZ A A (Network Essentials 35 & U" Network-Advantage) D{FE30k L OVEITIL, &
IR ETZIIKATA B AL TOILERD F9,

7 KA T 4 A (DNA Essentials 35 X 08 DNA Advantage) D308 L ONVEITIX, V7
27V Fva rEFAIERNE T AR A A T DB LI T,

e Xy NT—=7 FARVA LNV EBIRLIEGEIET RAV T A BV ALNAREENT
WET, DNA OHREZ T 25815, ARBIRNUIN DRI T A B A2 HH LTyl
EEFEHT D, T RAVITA BV AZIET 7T 4 T LTHBAL v FEYr— KL
THEHART A AERETOER 2k L 77,

CHRTA B RELEBIIT REU T4 B RAEEATHHE, SN TWDHHAEDE
L RSN TV ZRWVHARDEITEE LT E SN,
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| saevrERT—YLIDHAFS1Y

R1:FAESATVWSHEAEDLE
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DNA Essentials DNA Advantage
Network Essentials Xt es FEXT IS
Network Advantage SIS *fhia

4 DA DEIZDNA T A & RO EFRZ O LM AT £3, DNA-Essentials
PIEEA R IIEACE FHA,

M T AL ABELT DI EITTEERA, ZNH DT A & A Cisco Smart Software
Manager CiEBF S, 90 H THIRREINIZ 20 £, FHli 7 A B AT AAL v F T
JEERHTE, BAEKTL2Z LI TEEYA, FHIT7 A B ARWIREINICRD &, 2D
275 A3 A EE AT LA v — U ER S, ERLBITmEEAERSLET, Ve—
N2, BRIROUINTFMN T A B AEHET 77 4 _X— 52 LT TEEHA,
CHEFAS— I RZOBBEH SNET, FHlT A 20M&IT, R > —%ff

HALEZAY— oA ACiZEAINERA,

ARE—Y250H4 K514

BREA T — V) > T DHA KT A 122 TIE, Cisco Catalyst 9400 2 V) — R A A v F DT —H

V= EZRLTIZSN,

https:/www.cisco.com/c/ja_jp/products/collateral/switches/catalyst-9400-series-switches/nb-06-cat9400-ser-data-sheet-cte-en.html
https/Awwwicisco.com/c/enfus/products/collateral/switches/catalyst-9400-series-switches/nb-06-cat9600-series-line-data-sheet-cte-enhtml
https/Avwwicisco.com/c/en/us/products/collateral/switches/catatyst-9400-series-switches/nb-06-cat9400-ser-sup-eng-data-sheet-cte-en html
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Hll R I8 & filf S I8
o PRI & IR EH (31 ~—2)

HIPREIE & HIKISEIA

s AV PE—A T L= Y TS (CoPP) : system-cpp policy CRESNIZS T ANT
T AN MEOEFEOHA, TNHD Y T AT AEHRIT showrun 2~ > RTEREN
FHA, fRPOVIZ, FrHE EXEC & — K T show policy-map system-cpp-policy % 7213 show
policy-map control-plane =~ > & H L T 72 &0,

* Cisco TrustSec D#lFIFFIA : Cisco TrustSec IIWHEA L X —T7 = f ATOAFRETE ., imil
A H =T 2 ATIERETETEFE A,

1|

« Flexible NetFlow O #l|fR=EIHE

o f —H% %y MEBAR— b (GigabitEthernet0/0) % L C NetFlow =2 AR — k&%
ETHIEITTEERA,

s LAY2R— T ¥R, =T Ry T RN EDREEA L H—T = AT
O—E=HERETDHILIITEERA,

LA H =T =2A ADFLHFUTONT, MLEZ A7 (IPvd, IPv6, E/id7—%
V7)) O7n—E=F zBERETLHILITTEEEA,

e N—RT =T ORI Ot77A4Y) </ FL—rSFPIZ, BEIxIv=—2 3 0 ko
T—E#DOAR— N THEDO AR —ENHEAET HAREMENH H7-0, SVL £721LDAD U 72
I L CWERA, FEHTLEAE, WA CEHEICRE L T EEW, KEsE N H
XN ET (B : SFP-10/25G DA 1%25G, QSFP-40/100G DHA1E100G) . £7-. V>
7 O~/ F L — K SFP THHILENRH Y . T TD SVL £72iXDAD V > 7
A— NI~V FL— bk SFP 2T H2LERHY £, T34 ATHMA I TV 5D SFP
OYFR T 1 T 4 BAFRT HI21E. showinterfacestransceiver =~ > Ra&fEH L £,

e N— R =7 OFIFRFIE : Cisco QSFP-4SFP10G-CUxM [E#44fedi 7 — 7 v 2 9 5 35
A HEIX I o —2 a 0BT 740 FTEINCRY 7, &9 — ok cHEiR A
v—va R AR— FERTWaeWgAE, VU EEILERA,
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o tHEIEAPEDOHIFRFIE : Cisco QSFP-4SFP10G-CUxM [H 2826 -7 — 7 /L & i J L 7= 40G
U728V, U v 7 O—F) Catalyst 9400 > — X XA v FTH 9 —F 7 Catalyst
9%07)~fx4/%®%Q\)77iT/fﬁ?’ﬁ%@hW*ﬁT@ﬁ7/7%$

2720 £3, ZOT A RO AEHAYEOEZ BT 5 121%, Catalyst 9500 & U — X
AL v F DA H—T A AT speed nonegotiate =~ REEHLET, ZDa~v R
X, BEh v o—va U EEICLCY 22T v ORI LEY, BEird v —
va v EHEITET HITiE. no speed nonegotiation =T~ R&EMH L £,

» In-Service Software Upgrade (ISSU)

* Cisco I0S XE Fuji 16.9.x 7» & Cisco I0S XE Gibraltar 16.10.x F 72 13 Cisco I0S XE Gibraltar
16.11.x ~D ISSU IZH R — F ENTWEFA, IHiE, TN A= =N AH F
Ca— Nl TFaT N A== AP T a— DM EDEy N7 v A S E
‘g—O

» Cisco I0S XE Fuji 16.9.x %> Cisco I0S XE Gibraltar 16.12.x ~® ISSU O 317K, OSPFv3
T interface-id snmp-if-index @~ & RBRE I TWRWE AT v MEKREAET D
AREMER & 0 £77, ISSU ZFEITTHBRIT. AT F U ABMPNT A A& Ry B
U= bl (AT AF— PR MM) Lo, F3i1l interface-id
snmp-if-index =~ > RZRE L TEBWT 2S00,

¢ ISSU TIXF T v ZA LR LTT v 77 L —REF(TTEXETN, AT 2
FICORFETTHZ LB LET,

e VT 2T VY —ATEAISNIH LWKEEE CRIEDE BN ME R EREIC SN T
12, ISSU OFEITIRFIZH NI LN TL I,

ATV —REDONN—=a DY T N 2T A A=V THEHATE RVEREIC SV T
12, ISSU % BAAT D AN LT &0,

*M2SATASSD R4 7 : 77— —HF—/\—T3 2 16.62r CTiL, M.2SATASSD RJ A
ZIZROMMON 7' 12 7 b (rommon> dir disk0) CTT7 7B ARATAHZ EIXITEEFA, X
TATF7ANT AT AT FAANTFNAAL ZATRONLRNI L ERTZTI— A vbE—

MERINET, ZORIATIZT = a—F—"—T 32 1662r TT 7 EATHEHH
X, REEIEIZ CiscoIOS 7 7 "B T 78 A L TLIEE VY,

* No service password recovery : ROMMON /N—37 = > R16.6.1r 33 LTV R16.6.2r TiE, [no
service password-recovery] HEEEIIMEH TE £H A,

* QoS DfillF)FIH

QoS Fo—A VIR —EFHETIEEIL. Fa2—A 27Ny 77 DEFHD100% %
B2V E I LT EEN,

T H =T 2 A ATORI VU ITBIRN—F VR =N R— T

iﬁ‘o
e ZA wFRIBA LV EZ—T = A A (SV]) TORY T —D~v—F L IR R—FENT
b\i—a‘o
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e R—h"F¥ N A H—T A A, RPN E—T oA A BLOZDOMOGRHHE
A H =T 2 A ATIE QoS RV v —iFZHFR— SN FEHA,

ALy T Fa—A L TBIORTYa—Y 7 (SQS) 1E. 1.4Gbps Zi#E % % CPU N
RNy e Rry P LET,

TR : A== A PFETa—L =Ky =7) TEUEMERIR—FEhET, V
7 b =7 OEMIL CiscolOS XE Everest 16.6 2 LA THHR— FInTCWET, 72750,
B934~ 5 Route Processor Redundancy (RPR) #REIXH A — F & FHA,

AA v FA—"—%FEFTT HHEINZ, show redundancy. show platform, show platform
softwareiomd redundancy =~ > R&fEH LT, WD SSO B INTNDH I &, BX
OIOMD 7B ANRET LTNDHZ L EMERL T ZE0,

& @ showredundancy O H /11 Clid, W HFDOSSONERINTND Z L 2R TE £ 7,

Switch# show redundancy

Redundant System Information

Available system uptime = 3 hours, 30 minutes
Switchovers system experienced = 2

Standby failures = 0

Last switchover reason = active unit removed

Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications = Up

Current Processor Information

Active Location = slot 3

Current Software state = ACTIVE

Uptime in current state = 2 hours, 57 minutes

Image Version = Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.8.1, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Tue 27-Mar-18 13:43 by mcpre

BOOT = bootflash:packages.conf;

CONFIG FILE =

Configuration register = 0x1822

Peer Processor Information

Standby Location = slot 4

Current Software state = STANDBY HOT

Uptime in current state = 2 hours, 47 minutes

Image Version = Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.8.1, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Tue 27-Mar-18 13:43 by mcpre

BOOT = bootflash:packages.conf;

CONFIG FILE =

Configuration register = 0x1822
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HREEL $l0EE |

7X@ show platform softwareiomd redundancy =~ > KO FITIE, 5D SSO 23K
INTWNWBHZ L, %c]:(ﬁHA_STATE 7 4 —IL RN ready(:fiofl/\é T EMRTE 35—’9%0

Switch# show platform software iomd redundancy
Configured Redundancy Mode = sso

Operating Redundancy Mode = sso

Local RF state = ACTIVE

Peer RF state = STANDBY HOT

slot PSM STATE SPA INTF HA STATE HA ACTIVE

1 ready started ready 00:01:16
2 ready started ready 00:01:22
3 ready started ready 00:01:27 ***active RP
4 ready started ready 00:01:27

<output truncated>

RO show platform =2~ > FOHABITIE, T XTOTA 2 H—FEV2—/L L A—s3—
NAYPEY 2—/LD state N ok TR D TCND I L EMERTEES, ik, IOMD 711
BANET LI EEZRLET,

Switch# show platform
Chassis type: C9407R

Slot Type State Insert time (ago)
1 C9400-LC-24XS ok 3d0%h
2 C9400-LC-48U ok 3d0%h
RO C9400-SUP-1 ok, active 3d0%h
R1 C9400-SUP-1 ok, standby 3d0%h
Pl C9400-PWR-3200AC ok 3d08h
P2 C9400-PWR-3200AC ok 3d08h
P17 C9407-FAN ok 3d08h

<output truncated>
¥ a7 /b (SSH)

eSSHNN—Y a2 HL T, SSHAA—V g v 1 FPER—FINTWEY
/\/o

* SCP 1 KL UNSSH DEE SALERED LT HIX, SCPDOFEAIY 7o ANFET T 5HF T,
TNAAD CPUNEL 2B ENHEESNET, SCPIX, *v hI—27 EOF R b
MITOT7 7 A NEEEEAZTR—FLTHEY, EEICSSH 2 AL £,

SCP B LU SSH O EIZBEIIN— F Y = T S{b= P THR— F SR T
Wiz, BB b EEH LD T 0B AN Y 7 by 27 THEITEND Z & TCPU MBEL
720 £, SCPBLUSSH D7t AL D CPU RN 40 ~ 50% (272 5 HE0
HVETNH, TAABY Yy NEDU L ENDLZ EIEHY THA,

AU —%FHLIZA~— kT A % : CiscolOS XE Amsterdam 17.3.2a LLFE, RV o —
EHRALIEZAS— T4 B ADEANZLY, R,V RAF UV AETZIEIT A ADKA b
4 %% E LT, UniqueDeviceldentifier (UDI) DOANERINET, TOFRROETE L,
PRETO UV —=ATHEA MABREREINTWETRTOITIA L A2—T 4 VT 4 La—
PeA LV H—T 2 ATHRTEET, ZNIZEVMENDT A o AERENEE L Z T
HZ LDV ETA, ZORIRICH TS EMEFRITH D WAL
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| #IREEEHIHSE
simsmesnss

ZORIROFEEZTDTIA R Aa—=T 4 VT g ta—P—A U F =T = A RITIF
Cisco Smart Software Manager (CSSM) . Cisco Smart License Utility (CSLU) . Smart Software
Manager On-Prem (SSM On-Prem) DA G L ET,

Z OHIPRIZ. CiscoI0S XE Cupertino 17.9.1 B HIBRSNE Lz, BmA MEREL, FA
DT T A N —%MHIZT %5 & (nolicense smart privacy hostname 7' 2 — /3L =1
T4 F¥alb—varavy ) | KRR MERPEELA AL O ANLEE SN, BN T
Ha—HP—of H =Tz A A (CSSM, CSLU, SSM A7 LI A) [ZFREnNET, &t
MZONTIE, 2OV Y —=2Da<xr K77 Ly ZAaZR LTSN,

«TACACS L ¥ —a< o K L —tacacsserver host 2~ RERELRNTL X

W, Zoawy RFBEREsnNE L, T ALETEITENTWDY 7 Ry =T /=g
>3 Cisco I0S XE Gibraltar 16.122 LIEDO U U — 2 TH LA, LAV —a~r REEH
T5 EREEN KT A RN HV 3, Fe— a7 4 F¥al— a3 EF—RT
tacacsserver =~ R&flif L E£1,

T w7V T OREME L ERA—R—=NA T 2=V ERYFT 5581, AL vTF
T —R—=BED Ny MERER/NRICINZ D702, T v 7 ) 7 25kl 5 2
LEHERELET,

Ty T ORFRIIRIE L 1L, WHFDA— NN P 2 — VDR A v F—T = A
AZEEEATD R T o —NEDa—ARbIREDOZ L TT, ExiE, FTrv—
ANSELY A B AT 220 TenGigabitEthernet 4 > % — 7 = A AT 7 4L D 10G E—
RTEMELTWDELET, ZO8%H. b9 —HDRA— = AFORETHA v —
Tz A AZ10G b T =B HIUE, TSI FREE L 2e D 3, HAFRRIRREIZ T
52 LT, SWO Xy MEKE 2=V —2 7 AXRY = AR SV E T,

T oY I BIEFFRCRR D DL, — D A== AP R T — N ERE 5 — 5
DA—NR—= NP L —FH LRV EZ—T A ZADXT N1 DL EHAEETT,

« USB DFEFE : CiscoUSB K7 A T & A A » FITHehi T 5 & BEFOR; L FridtA ¥ —T
N7 A 7T ORFENRFIT SN E T, USB K7 A 70 BIFERAEH O F — 2385 S e niz o,
password encryptionaes 2~ > REZ AT HLa Y —/VIIRODRA v =V BRERRINE
7

Device (config) # password encryption aes
Master key change notification called without new or old key

*MACsec X, Y7 b7 T77 A4V R TR ADORBHTIIVR—FEINTWHERA,

* VLAN Difil[R: 2 A~ F O ERFIZT —H & H F‘?}\)‘/l’/%ﬁ%b 24' D A
R CHES VLAN L3872 57 —# VLAN ZHERFT 2121, BIBICER SN oBEZ1T 9
ZEEBEIODLET, 10D F—T A A LEDT— &k %%%4/ XL CREUT
VLAN R E SNV TWAHEE, CPUBERENE 2D . T35 AN ELE ST 2 RetEN
b FET,

c YANGT — 4 EF U 7 OFIREIE : ¥7"— b &1 5 NETCONE O K[FER® v a %
X203 CT9,

« Embedded Event Manager : ID £ X 7 .t 7 7 # %, Embedded Event Manager TiI# 7" —
FENTWERA,
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B smsmcsnss

s T ANVAT AT = (fsck) 2—T 4 VT 41X, £ VA b—bE— RTIEXHFH—F
INFEHA,
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5 2

ROMMON # & U CPLD D/N\—2 3 >

*« ROMMON B L WNCPLD ®D/X—Y 5 (37 _—)

ROMMON 45 & U CPLD D/N\—2 3 >

ROM £=%— (ROMMON)

ROMMON (7 — hr—& — & LTI, T3 AOERBAEZITY By MREZETEND
Ty —hU=z7TY, Taktyh =Ry =TEYHLL, AL —FT 4T VAT LA VT
F7 =7 (CiscolOSXE Y7 hU =T A A=) ZEHELET, ROMMON I, A1 »F LD
WDV TNL N T2I) A B =Tz A (SPI) 7T v 2T A AUFEENF T,

e T4 L TR EENTVDDIE, T ADBREBAT L0 23V Y
M 272N 2T A3 EEIT 5 ROMMON T,

e T— LTV ZZIRESNTWAROMMON IRy 7 7 v Fabt—T4, 794~V N
@ ROMMON 2R+ 25 L, 2—LFT 2 SPI 7 T v 25 234 A ROMMON 78 H #i#/J1Z
EEL £,

T7 =AU zT DREEEMBI LY, FEL VR — 35121, ROMMON O 7 v 77
L— RBMBEIZRDZEENHD TN, T XTOV Y —2ZHLWWAR— g UNFEETH & T
R £ A,

BETIOIS<TTILHET/AM X (CPLD)

CPLDIX, "— Ry =77 u /o< V7 7—Ly=T&2ELET, 77— U =T ORESL
IR LUT-0 . FHEREZ YR — F45101%, CPLD DT v 77 L— RNLEICRHIBENRH Y
FT, FTRTOY V—RZH LWA—V 3 URFEET D LIXRY 8 A, CPLD A—V 3 v
DT T T L—RIatR L, Y7 NT2TAA—VDT v 7T b— RRIZFETTHLENRD
nET,

W DFIZ, Cisco Catalyst 9400 2 U — R A—s%— A 4 £ 2 — /LD ROMMON # L O} CPLD
DR—= g NE#RZR LET, CiscolOS XE 16.x.x U U — A% ROMMON 3 L U8 CPLD /3 —

Va UERICOWVWTIE, TRENDT T v b7 4 — L D% T 5 CiscolOSXE 16.xx U U — A
J—FESBLTLIEEN,
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B rovmon 55U PO O8—U >

ROMMON # £ U CPLD /83— 3> |

IJ IJ—X

ROMMON /\—
ay
(C9400-SUP-1.
C9400-SUP-1XL.
C9400-SUP-1XL-Y)

CPLD N\—2 3 >
(C9400-SUP-1.

C9400-SUP-1XL.

C9400-SUP-1XL-Y)

ROMMON /\—

ay
(C9400X-SUP-2.

C9400X-SUP-2XL)

CPLD N\—2 3 >
(C9400X-SUP-2,
C9400X-SUP-2XL)

Cupertino 17.9.5 | 17.8.11[FC1] 20062105 17.9.3r 21080305
Cupertino 17.9.4 | 17.8.11[FC1] 20062105 17.9.3r 21080305
Cupertino 17.9.3 | 17.8.11[FC1] 20062105 17.9.3r 21080305
Cupertino 17.9.2 | 17.8.11[FC1] 20062105 17.9.2r 21080305
Cupertino 17.9.1 17.8.11[FC1] 20062105 17.9.11[FC1] 21080305
Cupertino 17.8.1 | 17.8.11[FC1] 20062105 17.8.11[FC1] 21080305
Cupertino 17.7.1 | 17.6.11[FC2] 20062105 17.7.11[FC3] 21080305
Bengaluru 17.6.7 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.6a | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.6 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.5 |17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.4 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.3 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.2 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.6.1 | 17.6.1r[FC2] 20062105 - -
Bengaluru 17.5.1 |17.5.1r 20062105 - -
Bengaluru 17.4.1 | 17.3.1r[FC2] 20062105 - -
Amsterdam 17.3.8a | 17.3.1r[FC2] 19082605 - -
Amsterdam 17.3.8 | 17.3.1r[FC2] 19082605 - -
Amsterdam 17.3.7 | 17.3.1r[FC2] 19082605 - -
Amsterdam 17.3.6 | 17.3.1r[FC2] 19082605 - -
Amsterdam 17.3.5 | 17.3.1r[FC2] 19082605 - -
Amsterdam 17.3.4 | 17.3.1r[FC2] 19082605 - -
Amsterdam 17.3.3 | 17.3.1r[FC2] 19082605 - -
Amsterdam 17.3.2a | 17.3.1r[FC2] 19082605 - -
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| ROMMON & &£ UCPLD D/A—T 3>

ROMMON & & U cPLD D/ i—U 3> |

IJ IJ—X

ROMMON /\—
ay
(C9400-SUP-1.
C9400-SUP-1XL.
C9400-SUP-1XL-Y)

CPLD N\—2 3 >
(C9400-SUP-1.

C9400-SUP-1XL.

C9400-SUP-1XL-Y)

ROMMON /\—

ay
(C9400X-SUP-2.

C9400X-SUP-2XL)

CPLD N\—2 3 >
(C9400X-SUP-2,
C9400X-SUP-2XL)

Amsterdam 17.3.1 |17.3.1r[FC2] 19082605 - -
Amsterdam 17.2.1 |17.1.1r 19082605 - -
Amsterdam 17.1.1 |17.1.1r 19032905 - -
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ZAAYFIYITIRYTTFTDOTYTHL—FK

VT NI =T N—T g UOMER (41 *—)

VT RNT T A A=Y (42 3—)

«ROMMON D7 w77 L—FK (42 =)

VT MU T A VA=) av R (43 %—)

¢ A LAP—INNE—RTOT v 7T L —F (44—7)

e A VAN—NE—RTOX YT L—K (51 X—)

MR TR T T TN Yy TNA AN a DT v T L— R (59 N—)

) N — 5 S =

)T b7 N—2 3 DR
CiscolOSXE VY 7 N =T ORI —T 7 A4 UF, VAT AR—RDT T v 2T 3, A
(flash:) IZRIFENE T,

show version ¥4 EXEC 2~ R&2MHTH L, AL v T THEHLTWDL Y 7 by =T /83—
varkzlRTEEd,

)

CE)  showversion DHENIZIZAAL v FTHEB L TWEY T MY =T A A—INFICFERENET
N, RBICERINAETALITTHHHFEORETHY, VI N NTI=2T I3 AT v
JL—RLTHEREINEEA,

FE7-. dir filesystem: $7# EXEC 2~ REMH LT, 77 v o AEVIZRIFEL TV D ATHE
HOHLMD Y T N T 2T A A=VDT 4 L7 M)A EFRRTEET,
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ZLYFYIrIT7OTvTIL—F |
B o roz7402—9

VILDIT A A=

J1y—2x

A A= BT

2714 ILE

Cisco 10S XE Cupertino 17.9.5

CAT9K_IOSXE

cat9k iosxe.17.09.05.SPA.bin

~A v— RiFE{k72 L (NPE)

cat9k iosxe npe.17.09.05.SPA.bin

Cisco 10S XE Cupertino 17.9.4

CAT9K_IOSXE

cat9k iosxe.17.09.04.SPA .bin

~A v— Ri55{b72 L (NPE)

cat9k iosxe npe.17.09.04.SPA.bin

Cisco I0S XE Cupertino 17.9.3

CAT9K_IOSXE

cat9k iosxe.17.09.03.SPA.bin

~A m— KI5t L (NPE)

cat9k iosxe npe.17.09.03.SPA.bin

Cisco I0S XE Cupertino 17.9.2

CAT9K_IOSXE

cat9k iosxe.17.09.02.SPA .bin

~A m— Ri§5{b72 L (NPE)

cat9k iosxe npe.17.09.02.SPA.bin

Cisco I0S XE Cupertino 17.9.1

CAT9K_IOSXE

cat9k iosxe.17.09.01.SPA.bin

~A m— Ri§5{b72 L (NPE)

cat9k iosxe npe.17.09.01.SPA.bin

ROMMON O 7 v 79 L—F

TRTCOAT =Y IV —RERATF LAY Y —RZ#EH S5 ROMMON 72137 — ha—
H—=DNR— 3 MR T 5121, ROMMON BEXONCPLD O X—Y g > 373—Y) %%
LT EEN,

VTR 2TNRN—=TarmT v 77— RT5HRTEITHIC, ROMMON A7 v 7 7 L — R
HZEMTEET, T 77 VL—REDOY 7 v =T /3—2 3 U TH LVOROMMON N—3 3
YIMERTTRER G AT, UTO X OICETLET,

e T4 ~<VUSPI 7T v 2T /A4 ADROMMON O7F » 77 L— K
ZOROMMON IZHBIRICT v 77 L —RFENFET, AL v FDEEFEDOY U —ANDBZN
DBV ) =D TCT v T 7 —RT5E &2, HrLWY U —AITH LV ROMMON
NR=a o NHHEEITL. A v TFDON—KR 2T X—=2 g NZHESNWTT T A< SPI
75 v a7 3 A ROMMON B EIICT v 77 L— REanFE7,

e I—)LT VU SPI 7T v 2T /A AD ROMMON O7F v 77 L— K
ZOROMMON ZFETT v 77 L— KT HLENH Y 7, upgraderom-monitor capsule
golden switch =~ > N34t EXEC E— R CASILE T,
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| RAvF VI z707vTIL—F
votyz7 4o b—nazok |

Y

GE) o« 2—/L7 > ROMMON O7 v 77 L — K, CiscolO0S XE
Amsterdam 17.3.5 LAEDO Y U — 22O B H I E T,

« FPGA D/3— 3 273 17101705 LLRETOBE . d—LF v
ROMMON 7 v 727 L— RIZEM L EF, FPGAD/X—T 3
VET T T L—RT AR, BT s I~T 0 m
DI TFNRAANR=Ya DT v T T L—F (59—=) |
LTS EEN,

» Cisco StackWise Virtual D&~ N7 v 7OEEIL, 77T 47
LABUNRADDA—IN=NRAYPE 2 —VET v T L —
FLET,

AT RATEN T 4Dy NT v T OHBEIE, T/ T 47
LAZUNRADAAL VFDA—IR—NA P ES a—)LET v
7L —RLET,

ROMMON/MNT v 77 L —R&nsd &, ROY a— RIEFZHEINZRD £9, FORIZLAIO Y
J—ZIZRELTH, ROMMON |ZZ 7 v 7 L— RENEH A, EH%DOROMMON IZLLRTODS
RTOY Y —=REYHF—FLET,

VIO 7AVA =)Lk

VI IT7 AR =)L AT FOBE

BELEZZ77ANEAL VA=AV LT 7T 474bL, Vue— RFEbLHFEEIND L HITEE
a3y bTAIIE, ROav REFEITLET,

install add file rfilename [activate commit]

AVA =T 7 ANEWEBNZA VA S—v, 77T 474k, 23 v b, Wik, E7203HIR
THI2E. RO~ REEITLET, install ?

add filetftp: filename AVARN=NT7AN Ry =% E— BT — 3 )
LT NAAZabt =L, 7Ty F T —L& A A—=TVDN—
ValrOHMMETF =7 BFEITLET,

activate [auto-abort-timer] | 7> A L& T V5 4 Tt L., TAA AZAEYn—RKLET,
auto-abort-timer ¥ —U— RKNXA XA—=VDT7 7T 4 7k & HEY
iz e—n Ny 7 LET,

commit Ur— REOEENRFHRIND LI LET,

rollback to committed BHIcay NLiA—Ya VICEHF A — Ay 7 LET,
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ZLYFYIrIT7OTvTIL—F |
B xt—rz—rToryIisL—¢

YILIGIT7AVA =)L AT FOBE

abort TFANDT VT 4 TEHIE L, BIEOA > A h—LFIED
BRIBRTICEIT L TV R—Y g it — "y 7 LET,

remove RERABLIOFET 7T 4 TREDY 7 v 2T £ A M=)
77 A NVEHIBRLET,

A AF—=ILE—FTOT7YITHTL—FK

ROFIAZIEN, £ A R—=LET—RT, &5V V—=ZA0LHDOY Y =T v 77 L—RL
EFT, VI NIV =TAA=VDT v 7 L— REFEITT HITIE, boot flash:packages.conf % {ii
ML TIOS ZE#E T2 LENH Y £7,

1RO BRI
A\
AR Ty 77— FRCIE, ROEETA RIA S RERDH Y £,
« AA v FOEREZFHRALZNTIIZEN,
cBIRZUIM LI, A== NS PFEV 2=V ZWMOALIZY LRNTLLZEN,

e V—THOWTNIDA— = NAFED 2 — LT T — ha—XDT v 77— R,
FREFEAL v TFRERHLTNDLEIIZ, OMMTA TV T 42y bT v 7HN) WIh
MDA—=R=RXA YOI T A U ARABLIUORH (OIR) ZFEITLRNWTL N,

e ZAA vFNREELTWEH L XIT, AAvF LT EDa—L (54— FR) OOIR % EFT
L7Z2WNWTL 7EE&E Y,

)

(F)  Cisco Catalyst 9400 * U — XA — = SA Y | £V 2 — LV OEFRZ LW LT, 5FLINIC 6
TH&. 7— b SPLMEHRT 2 W REME RN H Y £,

ZOFEZ. OT TS — RO F AT TEET,

. Cisco 10S XE Cupertino 17.9.x (Cisco Catalyst9400 ') —X XA v F) J1J—R/ —F



| RAvF VI z707vTIL—F

tvz2b—nE—rTn7yITL—F |}

Ty T L— KRR | HAESNBIR—N—NA YR | RODDT Yy TIL— |7y TITL—FK%
1)) —=x E k5
(TyFIoL—Fxny))—
AITEAEINET)
Cisco 10S XE Everest | Bi— ¢ 2 —/,%— 3.1 %% 7 » | Cisco I0S XE Everest | Cisco I0S XE
16.6.12 5B R— K |7 — KL, 7—pr—x 1663 Cupertino 17.9.x
SNTVET, LCPLD DT v 77 b= F% | Cisco Catalyst 9400
NAYDT 7T 7 1L— RIN5e J—2 ) — D
TLZH, 2/BDA—73=1 [Cisco I0S XE
NAYPTERY S L L RHEAT | Byerest 16.6.x] —
WET, MGTDA=N=A| [z 4 F V7 |
YIRT v 77— RENE | we7n7 v 7Y
O, MT_ATEVT AR L—F] > 4%
ETENOEHFALTCEET| L — e — oo
ETETS TyTTU—R] D
GE) 2D A | T YT T L= FFIE
SA F % Cisco | \CHEVETS
10S XE Everest
16.6.1 7 & DA%
DY Y —R|Z[A
WHZT > 77
L— RFL2ARWT
TZEW, [l
W7y 7T —
N5 E, N—
Ko =7 ChE
DA D T HE
HERH Y £,
CiscoIOS XE Everest | = ®F[ETIZ. 7277 4 7 | NA

16.62 LAED U ) —
A

FORZ ST DA—
IR= R P 22— A
A=V HBWICaE—LE
T, WHFDA— =3 P
Va—VREBCT v TS
L—RainvEd,

> Cisco 10S XE Everest 16.6.1 70 B ZNLED Y U — R 2T v 77 L— KT 588, 7 v
7 L— RITIZR WK D02 23563 D . ROMMON B XOMEG 7w 7T < 7 L im B
F R4 A (CPLD) 7 v 77 L —RIZko Ty AT AaN3MY vy hanxd, 27—
F 7V AA wFF—,3—|%, Cisco IOS XE Everest 16.6.2
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ZLYFYIrIT7OTvTIL—F |

B xt—rz—rToryIsL—¢

ATy T

ot s a romElE, ingall =< > K& L T Cisco I0S XE Cupertino 17.8.1 7> & Cisco
10S XE Cupertino 17.9.1 127 v 77 L — R+ 555D LD T,

FIE

7V =T w7
install remove inactive

CToavwr REFEHALT, FEMELTCWAEEICHWA VA M—=LT 7 A VET ) —
Ty L, 772l 1GB U EOMEBREZMEL T, LA A=V REBELET,

KOFENL, ingall removeinactive 2~ REFEH L CREHOZ 7 AV E 7 V=0T v 7 LT
LEOHENERLTHET,

Switch# install remove inactive

install remove: START Fri Jul 29 14:14:40 UTC 2022

Cleaning up unnecessary package files

No path specified, will use booted path flash:packages.conf
Cleaning flash:

Scanning boot directory for packages
Preparing packages list to delete
cat9k-cc_srdriver.17.08.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-rpbase.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-rpboot.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.l7.08.01.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-webui.17.08.01.SPA.pkg

File is in use, will not delete.
packages.conf
File is in use,
done.

done.

will not delete.

The following files will be deleted:
[RO] :
/flash/cat9k-cc_srdriver.17.08.01.SPA.pkg
/flash/cat9k-espbase.17.08.01.SPA.pkg
/flash/cat9k-guestshell.17.08.01.SPA.pkg
/flash/cat9k-rpbase.17.08.01.SPA.pkg
/flash/cat9k-rpboot.17.08.01.SPA.pkg
/flash/cat9k-sipbase.17.08.01.SPA.pkg
/flash/cat9k-sipspa.17.08.01.SPA.pkg
/flash/cat9k-srdriver.17.08.01.SPA.pkg
/flash/cat9k-webui.17.08.01.SPA.pkg
/flash/cat9k-wlc.17.08.01.SPA.pkg
/flash/packages.conf

/flash/cat9k iosxe.17.08.01.SPA.bin

Do you want to remove the above files? [y/nly
[RO]:

Deleting file flash:cat9k-cc srdriver.17.08.01.SPA.pkg done.
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Deleting file flash:cat9k-espbase.l17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.l17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.08.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---

Performing Post Remove Cleanup on Active/Standby

[RO]
[RO]

Post_Remove Cleanup package(s) on RO
Finished Post Remove Cleanup on RO

Checking status of Post Remove Cleanup on [RO]
Post Remove Cleanup: Passed on [RO]
Finished Post Remove Cleanup

SUCCESS: install remove Fri Jul 29 14:16:29 UTC 2022
Switch#

HLWARA—VE T Ty a|lar’—

a)

b)

copy tftp:[[//location]/directory]/filenameflash:

ZOavy FEMALT, TFIP ¥ —"\nb 77 v a AEVITH LA A—VEa —
LET, location |%, IP 7 KL AEITHRA M TT, 77 ANVAIX, 77 A VEEIEIZHE
MENDT 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 HAEH]
THHEAE. COAT v TEAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.09.01.SPA.bin flash:

destination filename [cat9k iosxe.17.09.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.09.01.SPA.bin...

Loading /cat9k iosxe.17.09.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
| L L O O I

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash:

ZOAaxYy REFEHLT, A A=—YNRT7 Ty Va2l ERICat -3l e LE
hd‘O

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 29 2022 10:18:11 -07:00 cat9k iosxe.17.09.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATYvT3 7T— NEHERE

a)

boot system flash: packages.conf
Zoavwy REMH LT, 77— NS % flash:packages.conf IZEXE L £7,
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Switch (config) # boot system flash:packages.conf

b) noboot manual
AA v F e HE 7 — MIRETDHIIE, Z0oavwyr FEEHLET, BEEAZ 3 A X
Ay FLREMENET GEYET258) .

Switch(config)# no boot manual
Switch (config)# exit

c) writememory

Zoawr FEHLT, 7— bREEZRFLET,

Switch# write memory
d) show bootvar

Zoa<wry REFEHALT, 77— ¥ (packages.conf) & F#Eh7 — NRE (no) ZERERL
i‘j‘o

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

ATYTE A A—=VkhTT vy allf A =L
install add file activate commit
Zoawy REFEHALT, A A—VEA AL LET,

WOHE, Cisco I0S XE Cupertino 17.9.1 Y 7 bV =T A A= %7 T v a AFVITA A
F—=NLEGEOH 1R L TWET,

Switch# install add file flash:cat9k_iosxe.17.09.01.SPA.bin
activate commit

install add activate commit: START Fri Jul 29 22:49:41 UTC 2022

*Jul 29 22:49:42.772: $IOSXE-5-PLATFORM: Switch 1 R0/0: Jul 29 22:49:42 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install one-shot flash:cat9k iosxe.17.09.01.SPA.bin
install add activate commit: Adding PACKAGE

--- Starting initial file syncing ---

Info: Finished copying flash:cat9k iosxe.17.09.01.SPA.bin

to the selected switch (es)

Finished initial file syncing

--- Starting Add ---
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Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

install add _activate commit: Activating PACKAGE

/flash/cat9k-webui.17.09.01.SPA.pkg
/flash/cat9k-srdriver.17.09.01.SPA.pkg
/flash/cat9k-sipspa.17.09.01.SPA.pkg
/flash/cat9k-sipbase.17.09.01.SPA.pkg
/flash/cat9k-rpboot.17.09.01.SPA.pkg
/flash/cat9k-rpbase.17.09.01.SPA.pkg
/flash/cat9k-guestshell.17.09.01.SPA.pkg
/flash/cat9k-espbase.17.09.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.09.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit

Install will reload the system now!

Chassis 1 reloading, reason - Reload command
SUCCESS: install add activate commit
/flash/cat9k-webui.17.09.01.SPA.pkg
/flash/cat9k-srdriver.17.09.01.SPA.pkg
/flash/cat9k-sipspa.17.09.01.SPA.pkg
/flash/cat9k-sipbase.17.09.01.SPA.pkg
/flash/cat9k-rpboot.17.09.01.SPA.pkg
/flash/cat9k-rpbase.17.09.01.SPA.pkg
/flash/cat9k-guestshell.17.09.01.SPA.pkg
/flash/cat9k-espbase.17.09.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.09.01.SPA.pkg
Fri Jul 29 22:53:58 UTC 2022

Switch#

GE) DI RARNINTWAEEFWNT 7 AL, 7T v vanbilEIETA,
A VA N =V BT

VIR T2T DALV AR=ARNEFIZETLESL, 77y a3—F 433 I 10HOHF L
U\mq774wk20@.mﬁ774”ﬁ%51&%ﬁ%b\X47%K4yxkﬁwéﬂ
ToR—Va U EHERLET,

a) dir flash:*.pkg
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b)

©)

Iz, dir flash:*.pkg 2~ > RO B &R L ET,

Switch# dir flash:*.pkg
Directory of flash:/*.pkg
Directory of flash:/

475140 -rw- 2012104 Apr 20 2022 09:52:41 -07:00 cat9k-cc srdriver.17.08.01.SPA.pkg
475141 -rw- 70333380 Apr 20 2022 09:52:44 -07:00 cat9k-espbase.17.08.01.SPA.pkg
475142 -rw- 13256 Apr 20 2022 09:52:44 -07:00 cat9k-guestshell.17.08.01.SPA.pkg

475143 -rw- 349635524 Apr 20 2022 09:52:54 -07:00 cat9k-rpbase.17.08.01.SPA.pkg
475149 -rw- 24248187 Apr 20 2022 09:53:02 -07:00 cat9k-rpboot.17.08.01.SPA.pkg
475144 -rw- 25285572 Apr 20 2022 09:52:55 -07:00 cat9k-sipbase.17.08.01.SPA.pkg
475145 -rw- 20947908 Apr 20 2022 09:52:55 -07:00 cat9k-sipspa.l17.08.01.SPA.pkg

475146 -rw- 2962372 Apr 20 2022 09:52:56 -07:00 cat9k-srdriver.17.08.01.SPA.pkg
475147 -rw- 13284288 Apr 20 2022 09:52:56 -07:00 cat9k-webui.1l7.08.01.SPA.pkg
475148 -rw- 13248 Apr 20 2022 09:52:56 -07:00 cat9k-wlc.17.08.01.SPA.pkg

491524 -rw- 25711568 Jul 29 2022 11:49:33 -07:00 cat9k-cc srdriver.17.09.01.SPA.pkg

491525 -rw- 78484428 Jul 29 2022 11:49:35 -07:00 cat9k-espbase.17.09.01.SPA.pkg
491526 -rw- 1598412 Jul 29 2022 11:49:35 -07:00 catSk-guestshell.17.09.01.SPA.pkg
491527 -rw- 404153288 Jul 29 2022 11:49:47 -07:00 cat9k-rpbase.17.09.01.SPA.pkg
491533 -rw- 31657374 Jul 29 2022 11:50:09 -07:00 cat9k-rpboot.17.09.01.SPA.pkg
491528 -rw- 27681740 Jul 29 2022 11:49:48 -07:00 cat9k-sipbase.17.09.01.SPA.pkg
491529 -rw- 52224968 Jul 29 2022 11:49:49 -07:00 cat9k-sipspa.l17.09.01.SPA.pkg
491530 -rw- 31130572 Jul 29 2022 11:49:50 -07:00 cat9k-srdriver.17.09.01.SPA.pkg
491531 -rw- 14783432 Jul 29 2022 11:49:51 -07:00 cat9k-webui.17.09.01.SPA.pkg
491532 -rw- 9160 Jul 29 2022 11:49:51 -07:00 cat9k-wlc.17.09.01.SPA.pkg

11353194496 bytes total (8963174400 bytes free)

dir flash:*.conf

wiz, dir flash:*.conf =2~ KOl 2R~ LET, 7T v aX—=FT 433D 2-OD
conf 7 7 A IVINFIR I TUVWET,

Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

16631 -rw- 4882 Jul 29 2022 05:39:42 +00:00 packages.conf
16634 -rw- 4882 Jul 29 2022 05:34:06 +00:00 cat9k iosxe.17.09.01.SPA.conf

* packages.conf : HT L A A h—/L L7z pkg TrANMIEERI N T 7 AV
* cat9k iosxe.17.09.01.8PA.conf : 1 L < A A h—/L L7 packages.conf 7 7 A /LD
Ny 7T v 7ar—
show install summary

Iz, show install summary =~ > ROH A ZR L ET,
Switch# show install summary
[ RO ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

. Cisco 10S XE Cupertino 17.9.x (Cisco Catalyst9400 ') —X XA v F) J1J—R/ —F



| RAvF VI z707vTIL—F

d)

1oz b—nE—kTnsyrsL—F |

Auto abort timer: inactive

show version

AA=UNEH LD, ZOavr R LTHLWA A =YD=V a el L E
B

RO show version =~ > RO B TIL, 734 AD Cisco I0S XE Cupertino 17.9.1 1 A —
COHEMPER SN TNET,

Switch# show version

Cisco I0S XE Software, Version 17.09.01

Cisco IOS Software [Cupertino], Catalyst L3 Switch Software (CATS9K IOSXE), Version
17.9.1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

<output truncated>

A2AF—=ILE—FTOEHYTL—K

ZITEH, BBV YV —ANBHIOV Y —RZA VA N—VE— RTH T T L— RTHFIEE
ALET, VI MU TAA—TYDOX T T L— REFATT 5I2IE, boot flash: packages.conf
ZfEH L TIOS Z B¢ 2 L ERH Y £,

IR B
ZOFEZ. OF TS — RO F YA THFHATEET,

T TL—RRIDY  |BFRIENHR—/—/\( HFHRE =)
IJ——;(

(B9 L— KDY ) —RIERS
nx9)

Cisco I0S XE Cupertino | Z OFJETIZ, 77T 4 7B LA #Z > |Cisco I0S XE Cupertino
17.9.x NSA SO A== BE D 2 — 2 [17.8x LLRTD Y Y — &

A A—HEAEWNICa—LET, W5
D A== 3 BT 2 — LRI A
TS L—RENET,

GF) Tk ARIEL LD A—
IR RA YD 22— VDI
FA L TORYHA LB LUK
#1 (OIR) HATHORNTLE
YA
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\)

G HAVV—REEHELTH LS EBAINEZAS vFETNVEL T T L —RTAHZ LILTEF

ATy T

Yh, BEa2—REAINTZY V=L, TOETLDOE/N T N7 2T =29 T,
TRCOBFDON— R 2T KON RU =T ERUCY IV —RIIT v ST —RKTHI &
BEOLET,

ot s a romElE, ingall =< > RZ&fiH L T Cisco I0S XE Cupertino 17.9.1 7> & Cisco
10S XE Cupertino 17.8.1 IZXZ 7 > 7 L — KT 5FED LD T,

FIE

V=TT
install remove inactive

COavwr REFEHALT, FEMELTCWAEEICHWA VA M—=LT 7 A VBT ) —
Ty L, 77 v 2l 1GB U EOMHEBREZMEL T, LA A=V RELET,

KOFENL, ingall removeinactive =< REHFEH L CREHOZ 7 AV E 7 V=0T v 7 LT
YEOHENERLTWET,

Switch# install remove inactive
install remove: START Fri Jul 29 11:42:27 UTC 2022

Cleaning up unnecessary package files
No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc_srdriver.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.l17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-webui.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-wlc.17.09.01.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
SUCCESS: No extra package or provisioning files found on media. Nothing to clean.
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SUCCESS: install remove Fri Jul 29 11:42:39 UTC 2022

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members

[1]
[1]

Post _Remove Cleanup package(s) on switch 1
Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup

SUCCESS: install remove Fri Jul 29 19:52:25 UTC 2022
Switch#

ATFYT2 HBHLWARA—TET Ty allat’—

a)

b)

copy tftp:[[//location]/directory] /filenameflash:

Zoavy FEMALT, TFIP Y —"\nb 77 v a AEVITH LA A—VEa —
LET, location |%, IP 7 KL RAEITHRA M TT, 77 ANVAIX, 77 A VEEIEIZHE
MEnd7 4 V7 b U OHXARATIHRELET, #H LA A—T% TFTP Y— 30 S ]
THHAE. COAT v T EAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.08.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.08.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.17.08.01.SPA.bin...

Loading /cat9k iosxe.17.08.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
rrrrrrrrrrrrrrrrrrrrerrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrerrrrrrrrrrrerrererrrrrrrrrrrrenny

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)
dir flash:

ZOAaxy REFEHLT, A A=—YNRT7 Ty Va2l ERICat -3l LamRLE
hd‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 29 2022 13:35:16 -07:00 cat9k iosxe.17.08.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATvT3 7T— NEHERE

a)

b)

¢)

boot system flash: packages.conf

Switch (config) # boot system flash:packages.conf
no boot manual

A v FERHEB T — MIRETAITIE. Z0avy REFHLET, SREITAZ N1 A
A vFELERMENET Y TIHE) &

Switch(config)# no boot manual
Switch (config)# exit

write memory
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Zoa<wry REHFALT, 7T EREERTFLET,

Switch# write memory
d) show bootvar

Zoawry REMHLT, 7— % (packages.conf) & F#Ej7— FiRE (no) ZMERL
ij‘o

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

VT RNT2TARA=DEAY LT L—FR
A7 L— RT5I20F, ROWTNLOA T a o EFERHLET,

« install add file activate commit
« install rollback to committed

WRORFITIE, ingall add file activate commit 2~ > K& L TALS v F 2L 7 L— KT
DHT2IT, cat9k iosxe.17.08.01.5PA.bin Y 7 NV =T A A=V %2 T T v allf A M—)b
LTWET, TFTPY = EDY —=ZAA A= 7T vy allabt—=LTBWWeY —Af A—
VEEETEET,

Switch# install add file flash:cat9k_iosxe.17.08.01.SPA.bin activate commit

install add activate commit: START Fri 1 Apr 22:49:41 UTC 2022

*Jul 29 22:49:42.772: $IOSXE-5-PLATFORM: Switch 1 R0/0: Jul 29 22:49:42 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k iosxe.17.08.01.SPA.bininstall add activate commit: Adding PACKAGE

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.17.08.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

install add activate commit: Activating PACKAGE

/flash/cat9k-webui.17.08.01.SPA.pkg
/flash/cat9k-srdriver.17.08.01.SPA.pkg
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/flash/cat9k-sipspa.17.08.01.SPA.pkg
/flash/cat9k-sipbase.17.08.01.SPA.pkg
/flash/cat9k-rpboot.17.08.01.SPA.pkg
/flash/cat9k-rpbase.17.08.01.SPA.pkg
/flash/cat9k-espbase.17.08.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.08.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit

Install will reload the system now!

Chassis 1 reloading, reason - Reload command
SUCCESS: install add activate commit
/flash/cat9k-webui.17.08.01.SPA.pkg
/flash/cat9k-srdriver.17.08.01.SPA.pkg
/flash/cat9k-sipspa.17.08.01.SPA.pkg
/flash/cat9k-sipbase.17.08.01.SPA.pkg
/flash/cat9k-rpboot.17.08.01.SPA.pkg
/flash/cat9k-rpbase.17.08.01.SPA.pkg
/flash/cat9k-guestshell.17.08.01.SPA.pkg
/flash/cat9k-espbase.17.08.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.08.01.SPA.pkg
Fri Jul 29 22:53:58 UTC 2022

Switch#

WO HHHFITIE, install rollback to committed =~ > FEFEH L TAAL v FE2 X T 7 L— R

LTCWET,
EE BT —REONR=VarRNaly FERTWAEHERIZDBR, XU T 1L—F

|Z install rollback to committed =< > K&fEH L £,

Switch# install rollback to committed
install rollback: START Fri 29 Jul 14:24:56 UTC 2022

This operation requires a reload of the system. Do you want to proceed? [y/n]
*Jul 29 14:24:57.555: $IOSXE-5-PLATFORM: RO/0: Jul 29 14:24:57 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install rollbacky

--- Starting Rollback ---

Performing Rollback on Active/Standby

WARNING: Found 55 disjoint TDL objects.
[RO] Rollback package(s) on RO
--- Starting rollback impact ---

Changes that are part of this rollback
Current : rp 0 0 rp boot cat9k-rpboot.17.09.01.SPA.pkg
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Current : rp 1 0 rp boot cat9k-rpboot.17.09.01.SPA.pkg
Replacement: rp 0 rp_boot cat9k-rpboot.17.08.01.SPA.pkg
Replacement: rp 0 rp_boot cat9k-rpboot.17.08.01.SPA.pkg

Current : cc O cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc O cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc O cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc 1 cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc 1 cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc 1 cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc 10 cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc 10 cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc 10 cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc 2 cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc

Current : cc cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : cc cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
Current : cc cc cat9k-sipbase.17.09.01.SPA.pkg

Current : cc cc_spa cat9k-sipspa.17.09.01.SPA.pkg

Current : fp
Current : fp

fp cat9k-espbase.17.09.01.SPA.pkg
fp cat9k-espbase.17.09.01.SPA.pkg

P RPRPRPRPRPRPPRPPRPPOOODODOOOORFOWWWOWOWOO-JJJoyoo Uu Udbd b b wwwhN

0
1
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0 cc_srdriver cat9k-cc_srdriver.17.09.01.SPA.pkg
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
1
1
1

Current : rp guestshell cat9k-guestshell.17.09.01.SPA.pkg
Current : rp rp_base cat9k-rpbase.17.09.01.SPA.pkg

Current : rp rp_daemons cat9k-rpbase.17.09.01.SPA.pkg

Current : rp rp_iosd cat9k-rpbase.17.09.01.SPA.pkg

Current : rp rp_security cat9k-rpbase.17.09.01.SPA.pkg

Current : rp rp_webui cat9k-webui.17.09.01.SPA.pkg

Current : rp rp_wlc cat9k-wlc.17.09.01.SPA.pkg

Current : rp srdriver cat9k-srdriver.17.09.01.SPA.pkg

Current : rp guestshell cat9k-guestshell.17.09.01.SPA.pkg
Current : rp rp_base cat9k-rpbase.17.09.01.SPA.pkg

Current : rp rp_daemons cat9k-rpbase.17.09.01.SPA.pkg

Current : rp rp_iosd cat9k-rpbase.17.09.01.SPA.pkg

Current : rp rp_security cat9k-rpbase.17.09.01.SPA.pkg

Current : rp rp_webui cat9k-webui.17.09.01.SPA.pkg

Current : rp rp_wlc cat9k-wlc.17.09.01.SPA.pkg

Current : rp srdriver cat9k-srdriver.17.09.01.SPA.pkg
Replacement: cc 0 cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
Replacement: cc 0 cc cat9k-sipbase.17.08.01.SPA.pkg

Replacement: cc 0 cc_spa cat9k-sipspa.17.08.01.SPA.pkg
Replacement: cc 0 cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
Replacement: cc 0 cc cat9k-sipbase.17.08.01.SPA.pkg

Replacement: cc 0 cc_spa cat9k-sipspa.17.08.01.SPA.pkg
Replacement: cc 10 0 cc cat9k-sipbase.17.08.01.SPA.pkg

Replacement: cc 10 0 cc_spa cat9k-sipspa.17.08.01.SPA.pkg
Replacement: cc 10 0 cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
Replacement: cc 2 0 cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
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Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: cc
Replacement: fp
Replacement: fp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp

cc cat9k-sipbase.17.08.01.SPA.pkg

cc_spa cat9k-sipspa.17.08.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
cc cat9k-sipbase.17.08.01.SPA.pkg

cc_spa cat9k-sipspa.17.08.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
cc cat9k-sipbase.17.08.01.SPA.pkg

cc_spa cat9k-sipspa.17.08.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
cc cat9k-sipbase.17.08.01.SPA.pkg

cc_spa cat9k-sipspa.17.08.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
cc cat9k-sipbase.17.08.01.SPA.pkg

cc_spa cat9k-sipspa.17.08.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
cc cat9k-sipbase.17.08.01.SPA.pkg

cc_spa cat9k-sipspa.17.08.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
cc cat9k-sipbase.17.08.01.SPA.pkg

cc_spa cat9k-sipspa.17.08.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.17.08.01.SPA.pkg
cc cat9k-sipbase.17.08.01.SPA.pkg

cc_spa cat9k-sipspa.17.08.01.SPA.pkg

fp cat9k-espbase.17.08.01.SPA.pkg

fp cat9k-espbase.17.08.01.SPA.pkg

guestshell cat9k-guestshell.17.08.01.SPA.pkg
rp_base cat9k-rpbase.17.08.01.SPA.pkg
rp_daemons cat9k-rpbase.17.08.01.SPA.pkg
rp_iosd cat9k-rpbase.17.08.01.SPA.pkg
rp_security cat9k-rpbase.17.08.01.SPA.pkg
rp_webui cat9k-webui.17.08.01.SPA.pkg

srdriver cat9k-srdriver.17.08.01.SPA.pkg
guestshell cat9k-guestshell.17.08.01.SPA.pkg
rp_base cat9k-rpbase.17.08.01.SPA.pkg
rp_daemons cat9k-rpbase.17.08.01.SPA.pkg
rp_iosd cat9k-rpbase.17.08.01.SPA.pkg
rp_security cat9k-rpbase.17.08.01.SPA.pkg
rp_webui cat9k-webui.17.08.01.SPA.pkg

srdriver cat9k-srdriver.17.08.01.SPA.pkg
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Finished rollback impact

[RO] Finished Rollback on RO
Checking status of Rollback on [RO]
Rollback: Passed on [RO]

Finished Rollback

Install will reload the system now!
SUCCESS: install rollback Fri 29 Jul 14:26:35 UTC 2022

Switch#

*Jul 29 14:26:35.880: $IOSXE-5-PLATFORM: RO/0: Jul 29 14:26:35 install engine.sh:
%INSTALL—5—INSTALL_COMPLETED_INFO: Completed install rollback PACKAGE

*Jul 29 14:26:37.740: %$IOSXE_OIR-6-REMCARD: Card (rp) removed from slot R1

*Jul 29 14:26:39.253: $IOSXE OIR-6-INSCARD: Card (rp) inserted in slot R1 Jul 29 14:26:5

Initializing Hardware...

System Bootstrap, Version 17.3.1r
Compiled Tue 03/16/2022 10:19:23.77 by rel

Current image running:
Primary Rommon Image
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Last reset cause: SoftwareResetTrig
C9400-SUP-1 platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 0
attempting to boot from [bootflash:packages.conf]

Located file packages.conf

#

Warning: ignoring ROMMON var "BOOT_PARAM"
Warning: ignoring ROMMON var "USER BOOT_PARAM"

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.

170 West Tasman Drive

San Jose, California 95134-1706

Cisco I0S XE Software, Version 17.08.01

Cisco IOS Software [Cupertino], Catalyst L3 Switch Software (CAT9K IOSXE), Version
17.08.1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Fri 1-Apr-22 23:25 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9410R (X86) processor (revision V00) with 868521K/6147K bytes of memory.

Processor board ID FXS2118Q1GM
312 Gigabit Ethernet interfaces
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40 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.
15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.
1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

Press RETURN to get started!

IN— 3 DR
show version

A A=UREIRNLZD, Z0a<wr REFEALTHLWAA—0R—D g UETERLET,

G¥) VI RNT2TARA—=THBE T 7L —RLTH, ROMMON O/X— g X B &I
WHE T L= REnFEHA, FHINREOEFITRY £,

W show version =~ > RO IBITIE, 7734 Z®D Cisco I0S XE Cupertino 17.8.1 1 A — 0
BWMNFRINTWET,

Switch# show version

Cisco I0S XE Software, Version 17.08.01

Cisco IOS Software [Cupertino], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.8.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

<output truncated>

BHLTAOSSIIINAOY Y TINA A IN—23 200D
7yvITIL—F

CPLD "= a >y DT v 77 L —R7atvR(E, Y7 NT=2TAA—VDT v 77 L— NRIZ
FATT HBER DY ET, CPLDOT » 77 L— FHIE, A—/S— 3 $E V2 — L OB
HEIMICHERASNET, TR TA—R—RAHPFEV2—/LOCPLDT v 77/ L— K7 ak =R
FETTTR, b7 74y 7O%ErbRAELEY, LeA->T, CPLDOHET v 727 L—F
IEHAR—bhENTWERA, CPLD DT v 77 L— KX FEICEITTHLENDH Y £9°,

CPLD /N\— 3 >DT7YTTL—K : NATFRLASEY) T4 DHRTE

¥ #E EXEC £— R, IROPIREZFATLET,
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B cro -2 3207 9T L— k- Cisco StackWise Virtual OE5E

ATy I

ATy T2

ATy T3

1R BHHEIIZ

IRENTWVWAHEIICCPLDNN—=V a v DT v 77 L— REFEITT 846, 7Ty 77 L— R
show platform ==~ R&fiH L CCPLD N—Y 3 VAR TE £4, Zoa~r FHAIE,
TRTOEY2—/LDCPLD N—Va vz rLET, 7L, CPLDOT v 77 L— KX, 7
A= FRTIERL, A== Hicor#EHINET, 74— ROCPLDN—V 3 &
&, RIEMRERTT, "MT A FEVTARETT v T 7V —FRETTHE, A—s3—
NAFIXT v 77— RENETHN, T4 08— RIZEEW CPLD N—Y a3 URE RIS E
Ty A== RA P LT A —FREDOAR=Va v DA—FKIL, vrv—I NV —FEns%
TRALET,

FIE

AR DA—IR—=NAPEL 2 —/LD CPLD XN—Va D7 v I L— R
TIT A4 TIRA=R= AP THRODa~ FEASTLET,

a) Device# configure terminal
b) Device (config) # service internal
C) Device(config)# exit

d) Device# upgrade hw-programmable cpld filename bootflash: rp standby

AB N DA—I—NNA P 2 — LB HBIZY 2— RE#H. ROMMON C7 v 72/ L —
R3MfTonET, 777 L— R, 2= R—= A WFET 2 —/VTHBIZEROFEAEZTT
W, RS HRNIFET 7 T4 T o FEFITRY £,

WOFINEIZHET NS, AZ N DA—/R— A FE o — L EE L. SSO B (R
K ENBFETEHELET, ZHITIEN 179000 £97,

G102 DIFEAT

a) Device# redundancy force-switchover

Tk RE AL DA—IN— A (ZF v 1 TCPLD DT v 7 L — RRETH
) MNTITF 4TI A== N PFE T 2 — L2720 F7,

HLWAZ UL DA—R= A PFEV 2—/)LD CPLD N~V 3 > DT v 77 L—FR

AT v EEFDOTRTCOYT AT v 7 E2FOIKLET,

GE) FPGA RX—2 3 VN —EFH L TCWRUVIREETHA VAT AEZBEL 72V T 72 &,
FPGA N— 3 L, iHFDRA— =R FC—FEIZ 1 >T DT v I 7L — K35
VERH Y £77,

CPLD /N\— 3> M7 w4 L— K : Cisco StackWise Virtual D% E

KM EXEC E— R0, IROFIEEZETLET,
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ATy

ATy T2

ATvT3

ATy T4

CPDN—=23 D7V TITL—F: ST A== HF ED 21— LORE .

FIE

AR UNADA—=IN—= R YPE 2 — )LD CPLD X—V 3 DT v 77— R
TIT 4TI A== R FThDa<vy FEASLET,

a) Device# configure terminal
b) Device(config)# service internal
C) Device(config)# exit

d) Device# upgrade hw-programmable cpld filename bootflash: switch standby rl
AL DA—IR—=NRAPFETa— L&) a— RLET,

a) Device# redundancy reload peer

777 L — RAROMMON TiThbhEd, 777 b— R A== PE T2 —/1T
HEWIZBIROFRAZITV, 85 0MIIET 77 4 7O EFITHRD £,
WOTFNEICHETBIIT . R S DA—28— N PE T 2 — LB L. SSO MUk (4 v
F) SNLOETHELET, ZHIIFK 1T 9000 £,

TI0 BRZ DFELT

a) Device# redundancy force-switchover

UKD, RE UL DA—R=RA Y (AT 7 1 TCPLD DT v 77 L— RNETH
) WT I T 4 TIRA—IR—= R P 2 — ) FT,

HLOWAZ AN DA—R—=RA P 2— LD CPLD N—T 3 DT v 77 L— R

HLWAZ U NRA DA—IN—= R PFT a2 — LT, T RTCOY T AT v T E2EHARAT Y 1 &
2HEFEITLET,

CPLD\— 3 D7y T L— K DU NNAR—IN— NN HFED 21—

ILDHTE

¥t EXEC E— F0vH, RO FIAZFEITLET,

FIE

TIT A4 TIRA—=R=RAPE L 2— /LD CPLD X—T g DT v 771 —FK
TIT 4 TIRA—/R=NAFTROa~v 2 Re A LET,

a) Device# configure terminal
b) Device (config) # service internal
C) Device (config)# exit

d) Device# upgrade hw-programmable cpld filename bootflash: rp active
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B croi—C32079 75— F: oL R—R— U BV —LORE

A== NAPET 22— AR EEINICY B— FE, ROMMON T7 v 77 L— R3¥fThbivE
T T T T L— R, A==, P 2 — LT A EREOEEAE TV K555
WBIET 7T 4 7T DEFITHRY E9,
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+ Cisco Bug Search Tool (63 ~—73)
« Cisco I0S XE Cupertino 17.9.x O RfEHROREA (63 ~2—)
« Cisco 10S XE Cupertino 17.9.5 DfFRE DR EE (64 2X—)
« Cisco 10S XE Cupertino 17.9.4a OfRE DA EE (64 _—)
« Cisco 10S XE Cupertino 17.9.4 OfEiRE DA EA (

» Cisco 10S XE Cupertino 17.9.3 OfFRF A DR EAE ( )
» Cisco I0S XE Cupertino 17.9.2 DR FE DA EL (65 =—)
« Cisco I0S XE Cupertino 17.9.1 DfFHREHLDREL  ( )

Cisco Bug Search Tool

CiscoBugSearchTool (BST) #fliH7T 5 &, /X— M —LBERITRME, V-2 F—U—
RIZESWTY 7 MU =T NTERFE L, ANTFM, B, S—Va v EOFET—4 24
T2 EmTEET, BSTIX, Xy b= URAIEHBIOT AL AD N T TNy a—
TA TRV THREEZN LS X CBE SN THET, ZOY—ATiE, 7T v
VXIS TAR T E T o 0 H L, REBEATNCEET D505 KOWE O N B 2 — & k5
LT EHLTEET,

REOFEMAEFR T2, DEZ U v 27 LET,

Cisco 10S XE Cupertino 17.9.x DK ZRDFE S

ID RaiL

CSCwd59033 HIJ)RE 75 0 ~ 27487TXXXXXXXX DI T7 I v ¥ 745
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https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd59033

B cisco 105 XE Cupertino 17.95 DRRFADOFES

Cisco 10S XE Cupertino 17.9.56 D fZ R FHDAEES

ID RHL

CSCwh39763 RF 75472 bO@MEA~—DOHREIIIUZLDAZ A AL v FD
Ut b : NGMODHMSRF 7 54 7> ~ (10101)

CSCwe95691 PnP | Cat9k 2% IP #/55C7 R L2 0.0.0.0 Tix7e< 192.168.1.1 Zf#EH L T
DHCP fiti & 559 %
CSCwil0405 [NEAT] [l o 7oA v 4 =7 = A REAGTAZ T 4 v 7 MACT KL AT

U RUMDBCISPIZESTA VA M= END

Cisco 10S XE Cupertino 17.9.4a DfZRFHDATES

ID RHL

CSCwh87343 CiscoIOSXE V' 7 =7 = 7 @ Web Ul ICE T % KgAK O Magg ik

FEAIZOWTIE,  TSecurity Advisory: cisco-sa-iosxe-webui-privesc-j22SaA4z |
EHL TSN,

Cisco 10S XE Cupertino 17.9.4 DR EFHDAREE

1D RHL

CSCwe33886 17.9 4 > X —/V oper DB 7 == U 7 xpath install-oper-hist ~® DB 7 = I C
T —&iIRY

CSCwe36743 YA T = a VEE -V T v a -SSH - AAA J )V — T RRIE DAL I

CSCwe62246 9400-HA : ISSUHIZMKA 7B Y AN T v adTHl2, AX LS, R
DI

Cisco 10S XE Cupertino 17.9.3 DfZRFH DA ES

ID RaL

CSCwd07000 C9410 DT A > 51— K3 Tother] A7 —H A7V T v 77 L— KR
T —H A T VDRI AZ A RFERITEE L7220
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh39763
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe95691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi10405
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh87343
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe33886
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe36743
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe62246
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd07000

Cisco 10S XE Cupertino 17.9.2 DR FHDFEE

ID RdL

CSCwb53649 100G : snmpwalk T DOM fE8 E L < ) S 72w

Cisco I0S XE Cupertino 17.9.2 D R EHDFEE

1D RHL

CSCwe35584 stby AppGigE DN E N2 > TV DA, ISSU 7213 stby U v — RO
AL F A== &, SAVTFFXFXYANNT T4 v I MELRTH &
NN R)

Cisco 10S XE Cupertino 17.9.1 DfZRFHDAEE

WOBEIZZ DV V) — A TRRFHF AT,
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc35584

B cisco 105 XE Cupertino 17.91 D@RFADOFEE
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Z DL DIFER

s NTT NV a—T 4T (67 =)
o BEEHEE (67 X—Y)
cEE. B R, BIOZEOMOIER (68 2—)

kSIS a—TFT4a429

NS TN a—F 4 2 T ORFTOZEMBERIZTOVTIE, KD URL (28 5 Cisco TAC Web 1
F2ZHBR LT 7EE0,

https://www.cisco.com/en/US/support/index.html

[Product Support] IZBEEI L, U A R G8LZ RIS 57, WEOARTEZAN LET, FAEL
TWAMBEICEET 216 % R 2121%. [Troubleshoot and Alerts] Z#ZH L TL 72 &0,

Cisco IOS XE (2B 3 A 1F#RIX. KD URL 7" ATF-TX £9, https://www.cisco.com/c/en/us/
products/ios-nx-os-software/ios-xe/index.html

Cisco Catalyst 9400 > U — X 2 A v F OFTXTOYAHR— F K¥F= A2 ME, RO URL »H A
FTXF£9, https://www.cisco.com/c/en/us/support/switches/catalyst-9400-series-switches/
tsd-products-support-series-home.html

Cisco Validated Designs R = 2 7 ME, RO URL 7»H AFTE £ 7, https://www.cisco.com/
go/designzone

WIRL7TT v b 74—, CiscoloOS U U—2A, BIOT 4 —F v v MIET S MIB 2%
LTCHvrue— K152, kD URL IZ&H S Cisco MIB Locator % i f L 7,

https://cfang.cisco.com/mibs
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https://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-xe/index.html
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