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tunnel
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ssl-proxy(config)# ?
Configure commands:

aaa Authentication, Authorization and
Accountin
access-list Add an access list entry
alias Create command alias
arp Set a static ARP entry
async-bootp Modify system bootp parameters
banner Define a login banner
boot Modify system boot parameters
bridge Bridge Group.
buffers Adjust system buffer pool parameters
cdp Global CDP configuration subcommands
class-map Configure QoS Class Map
<H7zEms >

OB TIE, F—U— FICEET L5180 - Raefrnd 2 ke rLEd,

ssl-proxy(config-if)# channel-group 1 mode ?

auto Enable PAgP only if a PAgP device is detected
desirable Enable PAgP unconditionally
on Enable Etherchannel only

ssl-proxy(config-if) #
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& 1-2 AR AT avorRAEE
avyvFk = B
ssl-proxy> enable enable =~ R XAU—R&ZASHL
Password: <password> T, B EXEC a~> Riz7 7 &AL
ssl-proxy# F9
a7 M ssl-proxyt [CEDD L,
FEHE EXEC E— FABGA L £
ssl-proxy# configure terminal Ja—\) a7 4 F¥al—rg v
Enter configuration commands, one per line. End with CNTL/Z. e F"Eﬁﬁﬁé‘ Li?‘

ssl-proxy (config) #
7’1 7 IR ssl-proxy (config)# IZ
Epore, Zya—sL ar74¥a
L—vay E— FRBmLET,
ssl-proxy(config) # crypto ca trustpoint trustpoint-label a7 4 FXal—Yary BT E— A
ssl-proxy (ca-trustpoint) # BAAE L9,

A= N e

ssl-proxy (ca-trustpoint)# DX DT
YTE— RBRERINDHE, 2T o
XFal—vary+7E— BB LE

R
ssl-proxy(config) # interface type mod/port T, Fa— )L a7 KX ab—
ssl-proxy (config-if)# v 3 v &— KT interface 7 o — 3L

a7 4Xal—varyavr RaEA
NTdL. AVF—TxA A AT 4
Xal—Yar T—RRPEHBLET,
7’17 NI ssl-proxy(config-if)#
WEbLE, AV E—T AR 2y
TA4XalL— gy B— RBHKBLE

7
ssl-proxy(config-if)# channel-group ? a  hE—J X L THRETI I~
group channel-group of the interface FEAHLES, = oFTi
ssl-proxy(config-if) #channel-group ;h;l_nnel-group avy FEEHL Ty

PEANNTBHE, av R T4 T
WCANDBBEREARERENET,

ZORITIX, group ¥—7— K& AJ)
THEMLERDY T,

<crs WEREINTW WD, av v

REFETT IS BIEHRE AT
LDRERHDZ RN T,
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ssl-proxy(config-if) # channel-group group ?
<1-256> Channel group number

ssl-proxy (config-if) #channel-group group

group X — 7 — FZ AN LEHIZ? %
ANNTTBHBE, a~vr K T4 TRICA
BV EREANRRRINET, 2D
FITIE, Frxn IA—7%E (1~
256) ZASTHMLERSH Y T,

<cr> MERINTW RN, a<w

FZ5E T3 21238 bIctERE AT
LRENRHDZ NN ET,

ssl-proxy(config-if) # channel-group 1 ?
mode Etherchannel Mode of the interface

ssl-proxy(config-if) #

F ¥ XN IN—TEGENT LK
PEANNTHE, av R T4 TR
WADPVEREANERRINET,
ZOFITIX, mode ¥—7U— K& Ay
TALENRHY 77,

<cr> MERINTWVWRWE=D, avw

RZ5E T3 21238 bIctERE AT
LRENRDHDZ RN ET,

ssl-proxy(config-if) # channel-group 1 mode ?

auto Enable PAgP only if a PAgP device is detected
desirable Enable PAgP unconditionally
on Enable Etherchannel only

ssl-proxy (config-if) #

mode ¥ — U — REZ AN L72RIZ? %
AHT2BE, a~r K 40 TRICA
IPVEREEBREREINET, 20
#Ci%, auto. desirable, E7-(% on
X—U—REANTHLERH Y 7,
<cr> BERINTWRWNWZD, a<w

RZ5E T T 21133 bICERE AT
LDRERHDLZ RN ET,

ssl-proxy(config-if)# channel-group 1 mode auto ?
<cr>

ssl-proxy (config-if) #

ZOBITIE, auto F—U—RK&EATL
TWET, auto ¥—UV—KE2 AN L=
BIZ?PEANTDE, av U R I T
WA BB REE DR RSRINET,

<cr> MEBE/RINTWAHT2®, Return &
LCavr FEKRTTEARETH
D2 ENDLNYET, MOF—TU—F
NI ERENTODHEHE, F—
U— R&BIATIT 55, Return % ##
LCavwr REKTLET,

ssl-proxy(config-if) # channel-group 1 mode auto
ssl-proxy(config-if) #

ZofFTiX, Return #fiL Ca~ o K
FHRTLTWET,
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Hix, BIEOE—RNZL-oTERVET, Fa~vr NE—FCHHATE a2~ FO—E2ERT5H

i,

LRI ET) S LET, EXEC E— FTiX

<~V REFEHATEAEEII
. IEHE

RZBiET 512

azvFE—Foms N

VAT A a7 TR () EATILET,

Catalyst 6500 ¥V — X 24 v F Ty a VBT EXE, 92— £—F (EXEC £—
. EfD o= RLMMERTEERA, $TOa

AT, HiHE EXEC ﬂe—b%cf'ﬂ'wa“éz%ﬁ%@i# ¥ #E EXEC £—
NAT— RPRLETT, ¥#E EXEC £— KT, +YToD EXEC :-7/%

K&

BEMTE, itﬁ“iﬂ—/*‘ﬂ/:/74*911/—“/3/%—]\‘%%3%?%) EbTEET, K

EXEC @~ |

T—HF72R b DTT, BlE LT, HEDT AT LAOBUEDIREZ FKRT 5 show 2w

R, 77'7/5’*?34’ VE—T A RAEHET D clear = RBRHIF HALE T, Catalyst 6500 >V —
X AA v FOFEEIFIC EXEC 2~ v RIIRGF I ERA,

a7 4Fal—ary BF—RTE, EfTar 74 X2l —a U 2EFETEET, B Tar 7y

Xal—var i RET 5

L. Inboawr Rid Catalyst 6500 >V — X A A »F ZHEEE L CTHE
FENFET, £EOa L 74 X¥al—ay T— REFERTESL9]

T AT, FTu—N 3y

T4 Xa2l—TaryET—REBEBLET, TOF—FRM5EFE, AV ¥ —T oA AT Fal—
gy E—RN, VIS HF—T e AT 4 Fal—Tary EF— R, FFEOSa b3 LEEOE—

FaBlh T £,

ROM £ =% %£— K%, Catalyst 6500 > U —X AA v FNEYNHLE T E I

(S S B ST

L 72— R T, Catalyst 6500 > U — X A v FROT 7 &R — "N EENRFIZ ﬁfﬂfi VAT A A—

CEBEHTELRWEA, ERREIBNICa T X2 —vary T ABEEL TH SRS,

v A

7 LIZROM £E=4 E— FEBTLHE1/H D £7,

# 1-310, Ehavr R E—RFOMEELRLET,
= 13 FHaATY R E—FOBE
avY kK E—F |79RRFAR Jarrr ®THE
o —¥% EXEC 0z A, ssl-proxy> logout =~ > K%t H Li@“
K+ EXEC 2 —4% EXEC &— K> |ssl-proxy# o—3 EXEC £— NIZR 254 1%, disable =
©. enable EXEC =~ vV REANLET,
¥ FEAALRT. Jru—sL ay T 4 Fa =gy B K
©. configure terminal i# EXEC =2~ > K%
ANLET,
Jua— )L 3 Kl EXEC £— K2 ssl-proxy (config) # ¥iHE EXEC £ — FICR 535A 11X, exit F721%

TA4F 2l —
vay

©. configure
terminal £i# EXEC =
~Y REANILET,

end 2~ FEANT L0, Ctrl+Z =L F7,

A B —T A AT 4FXal—3
T— K& BT HI12iE. interface = 7 ¢
Xal—ragryavwr FEANLET,

Jua—)L ay

Ja—nN) a7y

ssl-proxy (config-submode) #

ra—N) a7 4 FXal—gy 7 E—

T4 FXal— Xal—I3gr E—FK RIZEA5A1E. exit 2~ FEZ A LET,
vary $7E— |5, submode =<
N KEATTLET,
Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL avv R YI7LVR-J1J—R 2.1
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ARUESAU 48— T4R |

B <2 Fdno BxXE & U default BRXOER

% 13 IHATUE E— FOBE (%)
avY kK E—F |79ERAR. JAarFh ®BTHK
A H—T oA sa—r )L a7 g ssl-proxy (config-if) # Ja—X) a7 4 F¥al—T gy F— R
A ary74¥a Fal—arE—FR RAOGEIL, exita~w > FEANLET,
e Tikm?ﬁgffy ¥5HE EXEC £— RIS 541, exit 2~ F
NTCA A —T =1 A
N 20, Ct 1+Z% L%,
A LCRitA L E T, o Iz ELET
VI =Tz f AT 4 X2l — g
E— FEBIET 51213, interface =~ KT
BT E—T A AEERELET,
YK — A KB —TxAA 2y |ssl-proxy(config-subinterf |/ m— )l 274Xl —3I 32 F— RIZ
T A Ay T4 X2l — gy ace) # RAOBAIT, exit 3w REANLET,
JaTabT T ImE, nterface 45k EXEC &— K2 Bk 5115, end 2+
R e e NEMT 57, Crl+Z 2# L £,
B —T A AEHEL
7,
ROM E=%# ¥#E EXEC ©— K#»  |Rommon> ROM E=% E— F&#& T3 5551, boot =
5. reload EXEC =~ <~V REANLTA A=V Z Y n— g AH0E
Y REANDLET, ¥ BHYET, 77 ANVAERITMOEES M %
AT LORLBRE, A BEETIZ boot =2~ REFHTIE, VA
@ 60 #LIANIZ Break TEEIT T7HNV DT T va A A= (v
F—EMLET, A=K 7F7vva A€ LORPIIDOA A=)
MHOEBLET, £, FFEDT T v a A
A= NoEHTLILIICHETHIIELTE
%9 (boot system flash filename =~ > R &
D
aw v R E— ROFEMIZOWTIX, [Configuration Fundamentals Configuration Guidel @ [Using
the Command Line Interface] DEEZ S L T 7Z X0,
~
(G¥)  EXEC L~Lv® Cisco I0S =~ R (show, clear, debug =~ R L) 27 a— )L 27 4 Fa

L—y gy B— ROFDOMOE— R
4, Zoavwy ROfFEHFEIZS

B FEITTHITIE. do =~ FORNC EXEC 2w RE2EITLE
SONTHE, do =2~ 2 FOHEAZRBL T LIV,

> F®D no R & & UV default ﬁ?iﬁd)ﬁﬁi

2. no BB H Y £, E@HE .
LEd, ¥—Y—Fno %? ERETIicavyr l\“%ﬁﬁﬁ‘fé
L T AT LTEREER B O, =T R0 £, TIANL N TT 4 B—T IR EINT
WAOBEHENS A R —T W0 FET, 722X, IPAV—T 4 TIXT 74V FTA 31— 7w_&ign
TWET, IPAV—T 4 7 %T 4 &8—7/MICT 5IZ1E, noip routing =~ REHEELET, 0%
ip routing =~ > REMFHTLEHES X —TNIIRVET, TOY=a2T VT, a7 4F2lb—
Tay avwly ROTRTOEILEZREMNML, 2~ FO no BEROBZENZ O W THBALET,

a7 4 FXalb—vay avy R, default BXERETEE T, a2~ KO default EXiL, =
v/%®%*ﬁ%77jwb IRLET, KO Da~vry REIT 740V ETT 4B —T R ESNT

50T, default EXiF no X ER LIV EF, /2L, 774NV P TA X—TNMIZREINT
WT\ﬁ%ﬂowﬁﬁﬁm@77ﬁkauﬂﬁéﬂTwéﬂ?/F%%Uifo_@iOEBA\Z

Koy ary 7 4 Falb—rgy avl RiZ
TNZT BHEEIC no B a~y REEE

awy ROWEEET «&—
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| #1% ATVFSAVAVE—T4R

cLizryvIBRoER A

<2 RO default EXREFEHT DL, a~2 RBRAX—T IR, BENT 74/ MEICERESNE
T, ZO~V==2T7 VT, a2 R no B ERRDIGEDa~ 2 RO default TEXUT W TREBH L
7,

CLIXR M) VTBREDEH

GE)

IERRE

gy RHAORZ =3 A M) 7 EIMFERTVWET, CLI A MY v IR E AT 5 &
show £7213 more =2~ RO DN ERBELIFZTANEZ Y T EITHZENTE, £72 -More-- 7'
VTR TRBRL T ANZ VT ERITH ZENTEET, ZOMIEILX. KEOHIZ Y — M T35,
170 b R ERERE BRI T 25/ ITELHE T,

MREREZ T2 &, BESNEERERZELLOERINOITNGHBRDL LN TEET, a~v
F1oOH70VHRRKTI OOT7 4 VHERET DD, --More-- 77 N TH LWRBEZHGETE T,

EHFHRIZ, Y7 b7 =772 show £7-1E more 2~ ROH N E —FHETIZ-DIHERT B % —
GEA), B, 3B 7 —2) T, EBRRHCTIIRLFEL/NCFRRB S, £ —
BEMEZHETHZ N TEET, Hli2EREROHM E LTk, lSerial), misses), [138) 72 L
HYFET, EHARATEREHROH L LTX, 100210...), T(is)), T[Oolutput] 72 E0H Y £9,

FATTEDLT7A4NZ ) T3 EEHY £,
e begin x—U— FZMHTH L. MR ELLEZERKREZELITNOMBEY 7,
e include ¥— 7V — REFEMATH L. HOIFEE LZERRBEZEHT0NMEHIET,
o exclude ¥ —U— R&HAT 5L, HOTIHEELLERRREZGRITHRS SN ET,
ZDH, TOT 4 NEV T LTt %E --More-- 7RV N TRETE T,

CLI 2 NV v ZRRBRIEEE T, ATOEINZEDNDIE > THRRR T AN EZ ) VT 2ITH 2 LI TEESE
ho F£72. CLICHTIP 77 B AL TCWABHAIE, 74V Z ) v IERETE A,

ERFHIZ, =~ FHEIRND 1 XFE—BTD 1 XFICTDHIEL, a~vy RHAORNOERE T L —
I HEBEXFTICTHIELTEET, 2Tk, B—UFY - BLOEE ST — U BERT
5H%, BLXOBYEUIEE, B, MEHEE, BLOT yaz v X0 E R ERBEAERT S
B OWCEIA L,

1XEFEDINE—>
BROLEMRERKRHRL, a2~ N0 1 XFE—FT25 1 XFOXRF =TT, EFEOXT (A~
Z.a~z) FEEFE 0~9) 21 XFOREX—E L CEHTEEY, F/2, 20O F—FR—F
XF (M) R T~ 28 b1 LFORE—ELTHEATEETN, —HOF—R— FXFITIERE
BRI EREZELET, £ 1410, FFlRBE®RER O —R—FXFO—EE2RLET,
® 14 BALGEERERFEOXF
X=F 459 A R
EHAR—ZAZED, EFEDO 1 XFE—HLET,
* NRE—=v DO ELL Dy —4r 2 —8 L ET,
Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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1= ARVESAV 48— 4R |

W CcLRMIVTREDOER

® 14 BAGEREROXF %)

XF YRRk

+ NRE—r D1 D —Hr o2 —FLET,

? RE—=vD0FIF 1 XTE—HLET,

A FH O L —B L E T,

$ XEFEFORRBE—FKLET,

_TrEr=2 |arv (), ERhya (D ATy ) Eva (0. BBy =
a7) 0). XFEINOHEEH, LFINORBENIAN—RAL—FHLET,

INBDRHELTE | LFORE =2 L LTANT DI, HLFORCAY 7 ATy va () &
FCRMAEREHEARNE D ICLET, KROFIE, FARE, Tra—2ar, +mEs—&T5 |
XFEDAY — T,

\$\_\+

| XFOAE = OREAEELT, T~y FOMA L —HIE 2 ENTEET, &2, a e
oL uDVPNDEEL LTI E BT 5 ERERREERTEET, ¥ —r v v F L/ BEHT S
K. CRODOLFOH S 1| CFEBLFINCLETT, | TFEOSZ—2 Ot ERET 513, 1 X
FORF—vEAH Y3 ([) THABET, KichlEZRLET,

[aeiou]

5O00FREERT/INLFEOTNT 7 Xy hOWTANE L ET,
[abcdABCD]

TNT 7 Xy NORYPID 4 LFO/NLFEIIRITFTE—HLET,

HHOWMAE Z v 2 () THORSE, fMEFEEMEICTE £, EROFMMITRO L 9 IHKkL
TEET,

[a-dA-D]

Fyvak | XTFOREZ—re LTHIFAICANSG GG, Fyiaxb ) 1Dz, EOEFNINY 7 A
Fyvvakr ANILET,

[a-dA-D\-]

Fh, AATy= (D) b1 XFORFY—ELTHBEICANDGZ ENTEXET, TOEDITIE, KD
X2l AhLET,

[a-dA-D\-\]]

EROFITIE, TAHT7 7y FORWID 4 LTFO/NLFERITIRLT, Fyva, FATyaonTh
MmeE—HLET,

FHWHEOBRYNZA VY b (M) ZANTZE, @O~ v F U IRBBRICRY 5, ROBITIE, FbH
BEINE=XFUNOTRTOITE L ET,

[*a-dqsV]
WOBTIE, HADy=a () EdEZRSTRTOXFE—EHLET,
[*M\Id]
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| #1% ATVFSAVAVE—T4R

cLizryvIBRoER A

BHXFEDINE—>

EHRELTIE, EROXFEETL R —VERETH b TEET, HEXFOERRBIL, UF.
BT, FERERDS VW —R— RUFEHAGDETER LET, 2L 2iE, Tad%) 3BT O
EHBRHTT, BERERLD DX —FR— RLFORNINY I AT v ar AT DL, RERRERN
<l ETF,

BHCF O =Tk, JEFDNEETT, lad%) LW H ERFHIE, a. 4. % OJEIZWFA THD X
FL—HLTWVWET, XFHOFIZ Tad%] &) XFHNZ ONE/F THEELBRWEES, X2 —
~ v FUTRBLET, KOBEXTOERKREEZR CAEL X I,

a.
CCCHBHAERE O Y A REHALTOET, SAULa ORIIERD | UFRH TFHIE
HUET, COBITE, labl, fal), fa2) E0Fhb ZOERKRL —HLET,

EUFROBNIANY I ATy ar AT DHE, BVF ROBRREWIIRL LY 9, KoE£HE R
THEL LI,

a\.
ZOWE, Ta.l EWVWICFINETINZOERFRE—FHLET,

BEXTFOERKRBITIT, TXTOLF, TNTOHF, $TOF—HR— FLF, £230F, K
F. ZOMOF—R— FXFELMAEDELFIN MM TE LT, ROBITNT IS A LR IEHLEL
‘(‘\\?AO

telebit 3107 v32bis

#BYRLIEE
k72 UTF % | UFOAY — o R LTFORY — 2 EBAEDE D Z LIk HHE SRz BRI
DOFVIRL & BT MR EHFRAERTEET, £ 1510, ERFHRO HBiRL] 28ET5
BT E R LET,
£ 15 BYRLEEE LTHERAT I E®RXE
XF ELE
* 1 XFEFEIFEBCFTONZ—0 0 BEL E Z & 23T,
+ | XEFFITEHCCFEO 2 — 8 1 FBL g 2 2 2T,
? | XFFELITEHCFEORZ— B 0EEIE I BRETLZ EE2ET,
WOFITIL, a DMEBEORE (0 BlZ2ETe) il TV A XFHE —FH L ET,
a*
WD/ EZ— 0%, ad 1 B ERNTWAS T E—F L ET,
at+
WD REZ— 0%, CFEFbb £7-1F bab & —FK L £,
ba?b
WDNE—2 0%, TAX YR (%) DMEEORIERH N TWD LTI E—FHLET,
\**
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1= ARVESAV 48— 4R |

W CcLRMIVTREDOER

MR LIEBEEZBEE TN - LAY THERT I, X =2y aTHAET, RO
Bl z— 0, Tab) & W9 SCFFIDNMERE O BEIFGHERE L TWD 78 E—F LT,

(ab)*

WORFNTEH - EEHET, ZEOT LT 7 Xy N EEFTOMAEDLEN 1 FLL B LTV 530550 & —
HLFET (0E, DF0ZEEITHREITRD FHA),

([A-Za-z][0-9])+

MR LIEE (5. 4+, ?2) &HT 5~y F o 7Tl vk bEVEEES —FLET, ANTIC
o TV BB RITAMUNDIERIC~ v F LET, @S T &R, &R0 £ SIEEIC

~vFLET, TOERKBHATIIXTERETORNHEEINTHNDEDOT, TAI3 ] Lix—FH L E723,
M9AL3] LiT—FH L EHA,

BIRTEIAMN) 7D~y FUTIGERANY — U RRETEET, BRAY - TRER () TKX
T ET, BRRXZ—0 Db —FORR—RLET, #lé LT, ROEREHIHEZRLTHEL LD,

codex | telebit

ZOH4E . Tecodex) & Ttelebit] D5 H—FHDOXFH LT —8H L FE T2, lcodex) & [telebit] D)
LiIE—EHLEEA,

ERERANY = 2O ECIRRBE ~HSELIENTEET, 2F 0, SEHELIIRREL
FEDNE = N2 XFHNERETEET, R 1-6 ITRTHELTFEHEN LT, XFHNO—Hn%
MLERE] TEET,

& 1-6 HEEEICERT IREXF
XF Bt

n LT DI IFHE —BLET,
s CFPIORR L —HLUET,

WOEHFBIL, SUFHIN Tabed) THEDLLAOHR—FHLET,

~abed

—F5. WORROFHIFEIL, a. b, ¢, d ZBRLED 1 XFE —HLET,

[*abed]

WOFDORBRIL, 1.12) THRDODLI XTI E—FLET,

\.128

INHOMEREXTINE, FFXTFE L ToOT v E—2a7 () LERR0ET, TovF—2a7
ETXFHIOEE (N, XFHIOKRRE $). y=a ()N, A= (), Bhya (D, 2o~ (),

Tog—=2ary () L—BLEd, 7o —RAaraMlT5 L XFHNOEEDAED /N Z—
ZRETEET,
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| #1% ATVFSAVAVE—T4R

cLizryvIBRoER A

wICH 2R LET,

1300

I FHINOEEOAEIZH D 11300) & —FHLET, XFFID 1300 ORFIEZICAN—A v
a, hr~, FREETUVA—RaT7EBELIENTEET, RICHERLET,

{1300_
ZOXFINEZ OERKRIE L ET A, 21300 X 13000 1E—B L A,
ToEF—2aTEENTLE. ROE I REBROIERKRIAOMABEESHMAL LN TEET,
A1300$ ~1300( ) ()1300 {1300, ,1300, {1300} ,1300, (1300
RO E S ICEEDLNET,

_1300_

BERAOE=HDH YO

e UIRE] (P1-9) IR TERBY, Iy alt@BECFOERRAZHARELDETCTHATS L, &
BEIRAET D NNF = b —HIFDZENTEET, 2oz, hyad 1 XFFERFEECTFON
H—V B AGEDED I EICLY, RV EERERREANORNOG CHEHRTIZ LB TEET,

AID/Z = 2 FER T 2 ERKRBA 2R T 51213, FEATREDONNE =2y a3 TRL, RNy
J2AT7yva () ORICEREZANLTEONRE = E2FMHLET, ZoBHT, ERERHRAF—
YATOH Y ADNEFZR L TWET, ERHERANTEEDO N = 2 BEAT 256, \1 3
TORADONRE =2 2IF2FRORS = LRV ET, THUBROBBIZ OV THRER T,

WOEHEFHR T, BFEHOZOOD yaZEH L TWET,
a(.)bc()\1\2

COERBHRTHTEHZ =03, Ta) ORIEBEDOLTFE (XF 1) BFix, T0%IZ Tbel 23

X, FORIIEEOXT (LF2) BEHE, 20%ICH ) —EXF 1 BFE., BBICH ) —EXF 2R
B XFHNTY, TOERKETIE, & 21X aZbcTZT N —HLFEd, T TEHEXF 1IN Z, LF2
NT THHZ ERRESN, EREBENOZORDOMETIDZ & THEMEHSNTWET,

[ oL-4779-01-J
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CHAPTER

Catalyst 6500 > ') —X XA v F®
SSLY—EX EVa—/LOav Uk

Z OFETIE, Catalyst 6500 'V — X A4 v F D SSLH—E R EVa—LDavr RET LT 7y b
I —RER LET

SSL —E R Y2 —LOFEMIONTIE, ROV=2T LESBRL TS,
e [Catalyst 6500 Series Switch SSL Services Module Configuration Note]

[Catalyst 6500 Series Switch SSL Services Module Installation and Verification Note]
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28 Catalyst 6500 ¥ —X X4 9 FD SSLY—ER EZa—iLOawrF |

M clear ssl-proxy conn

clear ssl-proxy conn

VAT DR TTRTO TCP ##5i & fEbRT 5 121%, clear ssl-proxy conn =2~ > R&EHEHL T,

clear ssl-proxy conn [service name]

BEX DA service name (B8 HEL Y — 202 MHELET,

TI24IEK Zoawr R, TTAMRRERHY A,

avyY kR E—F EXEC

avy FERE yy—= EERE
Cisco 10S Release ZOavy ROV R— NI, Catalyst 6500 ) — X A4 » FTHEHAZ
12.1(13)E B L nE Lz,

SSL Services Module
Release 1.1(1)

BRLEDALA RS54y SSLY—b 2 EVa— L THRFSNATRTOMERI Y o 22 )ty bTAICIE, A7 vavi
L C clear ssl-proxy connection =~ > F&ZHH L £,

!l WOBITIE, FE LI — RO MERT 5 ke R LET,

ssl-proxy# clear ssl-proxy conn service S6

WOFITIX, VAT LARERTTRTO TCP #f 2 R+ 2 Fika L £,

ssl-proxy# clear ssl-proxy conn
ssl-proxy#
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| £2% Catalyst 6500 > ) —X X4 vy FO SSLY—EX EVa—)LOavvF

clear ssl-proxy session W

clear ssl-proxy session

tyvary Fxovahb T _XRTOTL Y &2 YT T 510, clear ssl-proxy session =2~ > R & ffi
ALET.

clear ssl-proxy session [service name]

BEX DA service name LE) BELEY—ERDEyYay ¥y vy iaz s VT LET,

TI24IEK Toawy RITiE, FIANMRETHY FHA,

avykE—F EXEC

av Yy FERE Jyyy—=x EERA
SSL Services Module Zoa<y ROV AR— ME, Catalyst 6500 2 U —X AA v F THAS
Release 1.2(1) nE L7,

FRLOAAFI4Y FTRTCOF—EADEyYay Fx v vanbdTXTCORr M 227 VT T3, A7 vavil
T clear ssl-proxy session =~ F&HEH L 9,

1 WOFITIE, SSLYP—ER EV2a— LDOREINEZV—ERADEyYa Ly Fyyanbz %
VT TBHHEERLET,

ssl-proxy# clear ssl-proxy session service S6
WOFITIE, SSL P —ER £V a— AV THRINIEYyYay FrvvalOTRXTOT N &7
V745 hEERLET,

ssl-proxy# clear ssl-proxy session
ssl-proxy#
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[ oL-4779-01-J .m



28 Catalyst 6500 ¥ —X X4 9 FD SSLY—ER EZa—iLOawrF |

M clear ssl-proxy stats

clear ssl-proxy stats

SSL ¥ —ER EV2a—VOEHDO VAT L aryR—3xr hTHESNCWAHEHER v 2% Y
v N9 5IIE, clear ssl-proxy stats =~ > REEH L E 7,

clear ssl-proxy stats [crypto | fdu | ipc | pki | service | ssl | tep]

RX D crypto (L&) 7V 7 MooWCosetERE 2 V7 LET,
fdu (&) F6DU I >W T OREHEREZ 27 VT LET,
ipc (ff:&) Inter-Process Communications (IPC; 7' 1 & A[i#(E) 122\ TOHEF
HweE 7 VT LET,
pki ({£#&) Public Key Infrastruture (PKI; AR — A 7T A NT 7 F¥) 1220
ToOE®RE 7 VT LET,
service name (EE) HEDOY—E2AOMEEREZ VT LET,
ssl (EE) SSL oW CoftattEma 7 V7 LET,
tep UEE) TCPIZOWTOHMEHE®REZ VT LET,
TI2#4ILE ZOawy R, T740 hERERHY FH A
OV kK E—F EXEC
av Y FEE Jy—=x EEARR
Cisco IOS Release Zoawr FOHR— M, Catalyst 6500 > ) — X AA v F THEAS
12.1(13)E B L O nE L,

EREDAHA R34y

!

SSL Services Module
Release 1.1(1)

SSL =t R £V a— A THRF SN TN TORMGHERI V22 &y b 5I2F, A7 v a v
L T clear ssl-proxy stats =~ > R&@#HL £7,

WOFITIE, SSLY—E R EV 2=V OEHDOV AT A a vy R—x b THRF S DHRHERD 7 v
Falty by hEERLET,

ssl-proxy# clear ssl-proxy stats crypto

ssl-proxy# clear ssl-proxy stats ipc

ssl-proxy# clear ssl-proxy stats pki
ssl-proxy# clear ssl-proxy stats service S6

ROBITIE, SSL h—ER TV 2 — L THERT 2T~ TORMGERI V227 VT2 HiEERL
iﬁ—o

ssl-proxy# clear ssl-proxy stats
ssl-proxy#
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| £2% Catalyst 6500 > ) —X X4 vy FO SSLY—EX EVa—)LOavvF

crypto ca export pem M

crypto ca export pem

SSL +—E X £ 2—/L» 5 Privacy-Enhanced Mail (PEM) 7 7 A L& =27 AR — b 51T,
crypto ca export pem 2~ R&EHH L ET,

crypto ca export trustpoint_label pem {terminal {des | 3des} {url url}} pass phrase

BX DA trustpoint-label 5 2 R FEA v b D4R,
terminal AR FICERER R LUET,
des 56 £ h® DES-CBC s 5k 7 /LT U XAEFELET,
3des 168 ' h® DES (3DES) Hf5{b7 VTV XAZEELET,
url url URL vl —3a VE2RELET, ARRMEITKRDOEBY TT,

e ftp: : FTP: 77 AV Y AT LIZ 7 AR — T 5

e null: : NULL: 77 A /)L VAT AICZ Y AR— T 5

e pvram: : NVRAM: 77 A )L VAT A7 AKR— T 5

e rep: :RCP: 77 AV VAT ATV AR— 95

e scp::SCP: 77 A )V VAT AT/ AR— T 5

e system: : system: 7 7 A /L VAT AIZEZ T AR — T 5H

o tftp: : TFTP: 7 7 A )V Y AT AT AKR— T 5
pass-phrase WExX—ZR#ETDIOIHEHEN X T L—X,

FI2+IE Zoavwy RICE, T7ANMNREEHY FH A,

a2 kK E®—F ra—NLar7 4 ¥al—vay

avy FEE =2 EERAR
SSL Services Module =@z~ FoH7R— hiE, Catalyst 6500 >V — X 21 v F CTHAZ
Release 1.2(1) nE L,

BREDHA FS4Y  pass phrase 1FA~X—AB I ORI REZEL 7 L— A TIRETE £9, [?) X Cisco I0S /S—H—|%t
L TR BERERFOOTHEMATE EHA,
NRA T —ARETIE, SR 7L —XxX—ICBHEffTET, A 7L —XF, F—D= 7 AF— |
RS S T 270l asnEdT, Z0F—%2A4 v FR— T84, AUASRA 7L—X% AN LT
WHEALTHULERH Y £7,

lunexportable] & ~—7 SN7=F—T=7 AR — b TEEHA,
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28 Catalyst 6500 ¥ —X X4 9 FD SSLY—ER EZa—iLOawrF |

M crypto ca export pem

GE)

Ul

BfEav> R

TRy INBRERINDBEIT. T7A4NV N7 7 ANIRETEETTEET, 774NV DT 7 A1
WEFIIRDO LB T,

. ZABA%— (pub)
o FEFX— (prv)

o FEHE (ecrt)

o CAGE#E (ca)
o EZX— (-sign)

o 5 %— (-encr)

SSLYZ7 ho=7 UU—2 1.2 TiE, WEx— (prv). H— FEAF (crt). B LB —FEHED
FATIC CA GENE (ca) DHNTI AR— N ENFET, TTO CA A ELZ SO CHNEF = —>
SkE T AR— T 5I121E, PEM 77 A L DRIV ICPKCSI2 77 A A ZERALET,

WROPITIE, SSLY—E A EV 22—V TPEM BADO 7 7 A V2T AKR— M 5HikERLET,
ssl-proxy(config)# crypto ca import TP5 pem url tftp://10.1.1.1/TP5 password

% Importing CA certificate...

Address or name of remote host [10.1.1.1]?
Destination filename [TP5.cal?

Reading file from tftp://10.1.1.1/TP5.ca

Loading TP5.ca from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1976 bytes]

% Importing private key PEM file...

Address or name of remote host [10.1.1.1]17?
Destination filename [TP5.prv]?

Reading file from tftp://10.1.1.1/TP5.prv

Loading TP5.prv from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 963 bytes]

% Importing certificate PEM file...

Address or name of remote host [10.1.1.1]17
Destination filename [TP5.crt]?

Reading file from tftp://10.1.1.1/TP5.crt

Loading TP5.crt from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1692 bytes]

% PEM files import succeeded.

ssl-proxy(config) # end

ssl-proxy#

*Apr 11 15:11:29.901: %$SYS-5-CONFIG I: Configured from console by console

crypto ca import pem

i Catalyst 6500 ¥ )—X X4 vF SSL ¥—ER EYa—)L IRV F YI7LrR-J)—R 21

oL-4779-01-J |



| £2% Catalyst 6500 > ) —X X4 vy FO SSLY—EX EVa—)LOavvF

crypto ca import pem ||

crypto ca import pem

PEM B D7 7 A /L% SSL h—E R £V a—/ZA »R— T 5IZ1%, crypto ca import pem =~
YREFEALET,

crypto ca import trustpoint _label pem [exportable] {terminal | url ur/ | usage-keys}
pass_phrase

BX DA trustpoint-label ~ + 5 A K EA > kDL,
exportable (L) =27 AK— Nl — & e LE T,
terminal SR RICEREZRRLET,
url url URL B —va Y 2RELET, AAORMEIRKO LB TY,
o ftp: : FTP: 7 7 A )V VAT AIZ T AR — T 5
e pull: : Null: 77 A4/V AT ALIZZ 7 AR— T35
e nvram: : NVRAM: 77 A )V VAT AIZE2Y AR— T 5
e rep: :RCP: 77 AV VAT AT AR — T 5
e scp: :SCP: 77 ANV VAT AT AR— T 5
e system: : system: 77 A /b VAT AT AR — T B
o tftp: : TFTP: 7 7 A )V VAT ALV AR — T 5
pass_phrase INA T L—R,
usage-keys 1 DO F— T ORDO VI, KRR HED 2 DD F— X7 Z AT D
VERHDLZEERELET,
T+ oAy RIZE, T7AN REEH Y EEA,
avy FEE Jua—sL ar7 4 Xal—vay
av Yy FEE Jy—=x EERE

BEREDAA FS54>

SSL Services Module = o» =z~ RoOHHR— bk, Catalyst 6500 >V —X A A v F THEHAX
Release 1.2(1) nELE,

WA T —XEIELL AN Ligholthh, =7 —BERINFE T, pass phrase [T A— R 3 L U]
MREEZL 7L —XTHETEET, [?) 1% Cisco [0S /$—F—IZxt L THRBIZRERZFEODO CTHEF T
XFEHA,

NA T L—=AR# TR, AR T =X —ICBENT £, "X 7L—XF, F—DOx 7 ZFR— |
RIS LT D e0icflanEd, Z0F—2A UR—FT25HE8, X T7L—X2A/LT
BT HILERHY £,

RSA ¥—% A VFR— M 256, ARF—FE 2 EENCHIST 2iEAELENTE £,

[ oL-4779-01-J
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M crypto ca import pem

]

BfEav> R

crypto ca import pem =~ > R CIE, ¥ — (prv), H— \GEAE (crt) . FBITIHD CA FE#H
(ca) DHEAVHE—=PLET, AENEF = —VIZEHBEO LV D CABRDHLEHE . BREDTZHIZZ O
o<y REFRITTIHENE, V— FBLOTAD CAFEHEZA VFR— T X ERHD ET, Ty b
TR R=ANEFIITFTP 2FEHL T, V— FBIOTFO CAGEHEEZ A VAR —FLET,

WOFITIE, SSL P —EA FEV 22— PEMERD 7 7 A VA U R— 425 HiEEZRLET,
ssl-proxy (config)# crypto ca import TP5 pem url tftp://10.1.1.1/TP5 password

% Importing CA certificate...

Address or name of remote host [10.1.1.1]°7?
Destination filename [TP5.cal?

Reading file from tftp://10.1.1.1/TP5.ca
Loading TP5.ca from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1976 bytes]

% Importing private key PEM file...

Address or name of remote host [10.1.1.1]°?

Destination filename [TP5.prv]?

Reading file from tftp://10.1.1.1/TP5.prv

Loading TP5.prv from 10.1.1.1 (via Ethernet0/0.168): !

[OK - 963 bytes]

% Importing certificate PEM file...

Address or name of remote host [10.1.1.1]17

Destination filename [TP5.crt]?

Reading file from tftp://10.1.1.1/TP5.crt

Loading TP5.crt from 10.1.1.1 (via Ethernet0/0.168): !

[OK - 1692 Dbytes]

% PEM files import succeeded.

ssl-proxy(config)# end

ssl-proxy#

*Apr 11 15:11:29.901: %SYS-5-CONFIG I: Configured from console by console

crypto ca export pem

i Catalyst 6500 ¥ )—X X4 vF SSL ¥—ER EYa—)L IRV F YI7LrR-J)—R 21
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crypto ca export pkcs12 ||

crypto ca export pkcs12

SSL #—t X £V 2—A0 6 PKCS12 7 7 A V&7 ZAR— T 25121, crypto ca export pkes12 =
v REERLET,

crypto ca export trustpoint_label pkesl2 file system [pkcs12 filename] pass phrase

XD trustpoint_label — ~F A NARA vk TALERELET,
file_system TrAN VAT AERELET., A272MEIX, scp:. ftp:. nvram:,
reps. B L O tftp: TY,
pkesi2_filename — ({Li) A »A— k32 PKCSI2 7 7 A VA EFREL £,
pass_phrase PKCS12 7 7 A VDR A 7L —X&HELET,
FIXILE oIy RIS, T7AN MREEH Y EE A,
a2V F E—F Fa—s L ar 7 4 Xalb—3a
av Yy FERE yy—=x EERE
Cisco I0S Release Zoa~xy FOYR— KL, Catalyst 6500 >V — X XA v F TEHAX
12.1(13))E B LT nFE L,

BEREDAA FS54>

SSL Services Module
Release 1.1(1)

AVHAE—FLTEF— XTI AR—-FTEEHA,

SSH #4544 . PKCS12 77 A V&7 AKR— T 53413, Secure File Transfer (SCP; =
X¥aT TrANMEE) BERATHIEEHIELES, SCPIZFAARX MERFEL, ikt y v a VRS
fbLET,

pkesl2_filename Z5E LIRWEA, T 74N DT 7 A NG (T 74NV DT 7 A VA
trustpoint_label) %5 ANDD, 77 AN EANT D EIITRODBNET, EA ftp: E£7213 tftp:
DG, pkesl2 filename \ 27 )V NAEEDET,

WA TV —=XEELL AN LN A, =7 —BRFRRINET,

HEDOL~LD CANHDLHEE, L— bk CA LT _XTOHO TN CA FEBHED PKCSI2 77 A MiZ= 7 A
A—rENET,

[ oL-4779-01-J
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| crypto ca export pkcs12

Ul wOBITIE, SCP 2 LTPKCSI2 77 A V& Ty AR— bT 5 HEERLET,
ssl-proxy(config)# crypto ca export TPl pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Destination username [ssl-proxy]? admin-1
Destination filename [TP1]? TPl.pl2

Password:

Writing TP1l.pl2 Writing pkcsl2 file to scp://admin-1@10.1.1.1/TPl.pl2
Password:

|

CRYPTO PKI:Exported PKCS12 file successfully.
ssl-proxy(config) #

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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crypto ca import pkcs12 ||

crypto ca import pkcs12

PKCS12 7 7 A V% SSL H—E A £V 2 —/LiZA iR — hT5I21L, crypto ca import =~ > K& ff
ALET.

crypto ca import trustpoint_label pkesl2 file system |[pkcsi12 filename] pass _phrase

BX DA

TIAILE

T
I.H
|
™.

avy

trustpoint_label RS ARRAL U R FULERELET,
file system TrAN VAT LAEREELET, ARREITROLEEBY TT,

o ftp: : FTP: 77 A )L VAT LA YiR— b T 5

e pvram: : NVRAM: 77 A4V AT AWML AR — T 5

e rep: :RCP: 77 ANV VAT ADBA VR—FT5

e scp: : SCP: 77 AV VAT ADHA VR— T 5%

o tftp: : TFTP: 7 7 A )V VAT LB A ViR— 15
pkesl2_filename — ({EE) A > AR— 4% PKCSI2 7 7 A VA ERELET,
pass_phrase PKCSI2 77 A L D/RA 7 L—R5HELET,

Zoavwry R, TN MREITDHY A,

Jua—nR) a7 4 FXalb—vg v

ATy FEE

T
rH
|
™.

avy

Jyy—=z EEAR

Cisco IOS Release Zoa~y FOHKR— ME, Catalyst 6500 >V —RX AA v F THAX
12.1(13)E B LW NnE L7,

SSL Services Module

Release 1.1(1)

SSH #4544, PKCS12 77 A V& A »iR— ~d 5 & %12, Secure File Transfer (SCP; &% =
T 77 ANERRE) BEATLEEHERLET, SCPIIAA MERIEL, ikt vy a v ERE{EL
7.

pkes12_filename H18E L7RWGE, T 74NV NDT 7 ANG (T 7 +NV DT 7 A4 VAT
trustpoint_label) %32 F AL 77 ANALEANNTDHEOITRKROBILET, A ftp: F7213 tftp:
DG, pkesl2 filename \Z 7 )V INAEEDET,

NA T V=R ELL AN LENol2Gh8, 7 —BRERREINET,

BHEDO LD CA B H%6, Vv— bk CA &F_TO R CA FEMEN PKCS12 7 7 A MZT 7 A
A—hENET,

[ oL-4779-01-J
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M crypto ca import pkcs12

Ul WOFITIE, SCP 2 LT PKCSI2 77 A L&A v BR— 55 EEZRLET,
ssl-proxy(config)# crypto ca import TP2 pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Source username [ssl-proxy]? admin-1
Source filename [TP2]? /users/admin-1/pkcsl2/TP2.pl2

Password:password

Sending file modes:C0644 4379 TP2.pl2

|

ssl-proxy(config) #

*Aug 22 12:30:00.531:%CRYPTO-6-PKCS12IMPORT SUCCESS:PKCS #12 Successfully Imported.
ssl-proxy(config) #

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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crypto key export rsa pem ||

crypto key export rsa pem

PEM JEX D RSA &—% SSL —E R £V 2 — =7 AR— T 5I21E. crypto key export rsa
pem =~ F&EHLET,

crypto key export rsa keylabel pem {terminal | url ur/} {{3des | des} [exportable]

pass_phrase}
BX DA keylabel X —D4HT,
terminal AR BICERER R LET,
url url URL nr—va v ELET, ADRMEIZRO LY TT,

o ftp: : FTP: 77 A )V VAT A= AR — T 5

e null: : Null: 77 A4V VAT ATV AKR— 1T D

e pvram: : NVRAM: 77 A )V VAT A AKR—F+T 5
e rep: :RCP: 77 AV VAT ANV AR — T 5

e scp: :SCP: 77 AV VAT AIZZ Y AR— T 5

e system: : system: 7 7 A /)L VAT AZET AR — T D

o tftp: : TFTP: 7 7 A )V VAT LIV AR — 15

des 56 £ h® DES-CBC 5 {b7 /v T X L& ELET,
3des 168 £~ ~® DES (3DES) HiEfb7 /3 Y X AEHEELET,
exportable (EE) =7 AFR—bA[iglex—%HBELET,
pass_phrase INA T L—R,

TI24ILE Zoawy Rk, T4V MRERHY EFH AL

avykE—F ra—nNar7 4 ¥al—vay

av Yy FEE Jyy—=x EEANA
SSL Services Module = m o~ FOHHR— ME, Catalyst 6500 U — X A4 v F THEHAX
Release 1.2(1) nELE,

BEREDALARSAY RS2 7L —RXF A= 2B IO AEZ G 7 L — XA THETX £, 1?) 1% Cisco I0S /3—H#—|T
W UTHNAERER SO CHATE A,
RA T L—RfRH#E T, R 7L — XX —CHEMS T E T, X 7L —XE, ¥ ZAF— |
FFICHF B b A0l ESNET, ZOF—Z2 A FR—FsT2545, RILXA 7L —X%ZASHLT
BEEALTH2HERHY 7,

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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| crypto key export rsa pem

1 WOHITIE, SSLTF—ER EDa—AhbF—4hT/ AR— N5 HEEFLET,

ssl-proxy(config)# crypto key export rsa test-keys pem url scp: 3des password
% Key name:test-keys

Usage:General Purpose Key
Exporting public key...
Address or name of remote host []? 7.0.0.7
Destination username [ssl-proxy]? lab

Destination filename [test-keys.pub]?
Password:

Writing test-keys.pub Writing file to scp://1abQ7.0.0.7/test-keys.pub
Password:

|

Exporting private key...

Address or name of remote host []? 7.0.0.7

Destination username [ssl-proxy]? lab

Destination filename [test-keys.prv]?

Password:
Writing test-keys.prv Writing file to scp://1ab@7.0.0.7/test-keys.prv

Password:
ssl-proxy(config) #

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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crypto key import rsa pem ||

crypto key import rsa pem

SR AT v PEM B0 RSA §—% 4 R — M9 5ITiX, crypto key import rsa pem =~ > K
EHEHALET,

crypto key import rsa keylabel pem [usage-keys] {terminal | url ur/} [exportable]

passphrase}
BX DA keylabel X — D4,
usage-keys (EE) 1 2OWAFx— XTORb VI, FRIRA®RD 2 2OX— X7 %
ERTDUNERHDZ L EBELET,
terminal SR RICERER R LET,
url url URL vl —va U ERELET, ARREITROLEBY TT,
o ftp: : FTP: 77 A )V VAT LB A VR — T 5
e null: :null: 77 AV AT EANHA VR—FT 5
e nvram: : NVRAM: 77 AL S AT LNBA ViR— T 5
e rep: i RCP: 77 AV VAT DB AUAR— T3
o scp: :SCP: 77 AV VAT AL A VAR — T 5
o system: :system: 77 AL VAT LANSA UR— T 5
o tftp: : TFTP: 7 7 A )V VAT LG A VIR— T 5
exportable (fEF) =27 AKR—bAalged—2H/ELET.
passphrase IRA T L—R,
T+ oAy RIZE, T7AN REEH Y EEA,
OV K E—F Ja—s) ar7 4 Xal—iay
oy FERE yy—= EENE

BEREDAA FS54>

SSL Services Module = o» =z~ RoOHHR— bk, Catalyst 6500 >V —X A A v F THEHAX
Release 1.2(1) nELE,

NRA TV —RFANR—AB L OMFEAZ G 7 L — X TIEETE £, [?] 1F Cisco I0S /S—H%—(T
StLUTHRIAR B A SO THEHATE EH A,

INA T L —ARETIE, AR 7L —X e —|HEfITET, SR T VL—XL, F—DO T AF— |
BRI B LT o0l anNET, ZOF—%2 A4V R—=FrT28AE, FAICAR 7L —X%A/LT
BEALTALERHY 4,

[ oL-4779-01-J
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| crypto key import rsa pem

7

WOBITIL, SER AT 255 PEM £ RSA —% 1 > 7R— kL, PEM JEX®» RSA ¥—% SSL

Y=t 2 EVa— NIy AR— T EHHFEZRLET,

ssl-proxy(config)# crypto key import rsa newkeys pem url scp: password

o

% Importing public key or certificate PEM file...
Address or name of remote host []? 7.0.0.7

Source username [ssl-proxy]? lab

Source filename [newkeys.pub]? test-keys.pub

Password:

Sending file modes:C0644 272 test-keys.pub
Reading file from scp://lab@7.0.0.7/test-keys.pub!
% Importing private key PEM file...
Address or name of remote host []? 7.0.0.7
Source username [ssl-proxy]? lab

Source filename [newkeys.prv]? test-keys.prv

Password:
Sending file modes:C0644 963 test-keys.prv

Reading file from scp://1ab@7.0.0.7/test-keys.prv!$% Key pair import succeeded.
ssl-proxy(config) #
Catalyst 6500 > J—X R4 v F SSLY—ER ELa—)Lav>rF YI7LUR-J1)—R 21
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debug ssl-proxy

debug ssl-proxy

BEOVAT A AV R—R 2 NTT Ny T 77 7 %F 12T 5121%, debug ssl-proxy =~ > R & i
LET, Z0a~vr Fono BREFEHLT, 7307 77 7% 471 LET,

debug ssl-proxy {app | fdu [type] | ipc | pKi [type] | ssl [type] | tep [typel}

BX DA app App TRy VA AT LET,
fdu type FDU SRy 7 %4 LET, (EE) type DA 72MEIX cli, hash, ipe,
B LV trace TT, FEMZOWTIX, MEH EOT A FFA ) 2L T
<TEEW,
ipc IPC 7y VA A LET,
pki type PKI 7y 7 %A e LET, (BE) type DA R7MEIX cert, events,

history. ipc. B XV key TH, FMICHOWTIEZ, MEH LOTA KA
V] EBRLTIEENY,

ssl fype SSL 73y ZaA Al LET, (EE) type DHEZN/2MEIL alert, error,
handshake, 35 X O pkt T3, FEMICOWTIEL, (EH EOTA KT A )
AEHLTLIEEN,

tep type TCP 7NNy 7 %A LET, (LE) type DH#72MHIL event, packet,
state, 3 XU timers T3, FEMCOWTIE, (MEH LA FI 40 %
ZRLTIIEEN,

FI2+IE Zoavwy RICE, T7ALNREEHY FH A,

a2 kK E®—F EXEC

avy FEE )= EERE
Cisco IOS Release ZOavy ROYR— NI, Catalyst 6500 &) — X A A » FTEAZ
12.1(13)E B L O nE L,

SSL Services Module
Release 1.1(1)

BRLOAM RS54y fdu type [TIZTRDIENH Y £,
e cli: FDUCLI #75 Nv 7 LET,
hash : FDU "y v =2 %7 vy 7 LET,
ipc : FDUIPC #7 Xv 7 L ¥ 7,
trace : FDU hL—2&F Ny 7 LET,

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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M debug ssl-proxy

pki type [ZIZRDIER H Y £,

o certs : GEEFEDOEIHAET Ny J LET,

e events: A XV hNET NNy LET,

e history : iEFAZEDOBEEZ T Ny S LET,

e ipc:IPC Ry E—VBIORNYyT772T Ny 7 LET,
o key: ¥F—DOEHET NNy I LET,

ssl type IZIZRDOEN D D 97,

e alert: SSL77—h A XU+ ET Ry LET,

e error : SSL =T — A XU MET Ry T LET,

e handshake : SSL " Ry =Af 7 ARV bET RNy T LET,
o pkt: EZEENLESSL Ty hET Ay I LET,

GE) TCPT Ay T awy Rid, AWMMIZEALERWD, FRIFFE S RVIREBTHEARN e EME (2
& A B — ANFETBEBEO T — N L DR THER AL SNRWER) 277V a—T 47
TOHERETIERLET,

TCP TNV a~y ReFEITTHHE, 20—V EIZTCP ¥ a2 — VI KEDOT Ny TIFHRNFIR
S, TNICE S TEY 2= DRI 53—V ANKIBIZIEK T T2 8ERAH Y £9, TV 22—
Th—< U ANERNE, TCP 8 A ~—., /X7 v b, BXOURIEERE O LB IEL S D el GEMEN &
D E9,

tep type IZIXRDOENH D 17,

e events : TCP A XV 2T R 7 LET,

o pkt: EZEINLTCP N7y bET RNy 7 LET,
o state: TCP IREZT Ny 7 LET,

e timers: TCP # A ~—% 7 Ry LET,

i WOFITIX, App Ty T hF AT B HEE R LET,

ssl-proxy# debug ssl-proxy app
ssl-proxy#

WOFITIX, FDU 7y 7 a4 2 d 2 a2 R LET,

ssl-proxy# debug ssl-proxy fdu
ssl-proxy#

ROBITIEL, IPC TNy T a2A T 25 EETRLET,

ssl-proxy# debug ssl-proxy ipc
ssl-proxy#

WROFITIE, PKI TNy Vot 2 $ 5 hiEE R~ LET,

ssl-proxy# debug ssl-proxy pki
ssl-proxy#

WOBITIE, SSL TNy ot it 5 hikarRLET,
ssl-proxy# debug ssl-proxy ssl

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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debug ssl-proxy

ssl-proxy#

WROFITIE, TCP TNy T oA N D hEEZRLET,

ssl-proxy# debug ssl-proxy tcp
ssl-proxy#

WROFITIE, TCP TNy VoA 712345 HhiEERLET,

ssl-proxy# no debug ssl-proxy tcp
ssl-proxy#

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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N do

do

Ju—s)L aryZ 4 FXal—vary T—REERZOMOay 7 X2l —ary T—RbDWEY
TE— KD EXEC LD a~wy REETTHIZE, do 2~ FEFERLET,

do command

BXDHA command F479 % EXEC L v~ R,

TIAIE Zoawr R, T4 MRETH Y EE A,

avy kE—F EXEC LD a<wy REETT A/ a—r UL ar 7 4 Xal—a v E-idzomoar 7 X
L—vay E—RFRbdWIt7E—F,

avy FEE yyy—= EERNR
Cisco I0S Release Zoa~wy FOHR— M, Catalyst 6500 >~V —X A A v F THAZ
12.1(13)E B L O nE L,

BEREDAA FS54>

A

SSL Services Module
Release 1.1(1)

IE

]

EXEC E— FTiddo 2~ FZ AN LARWNWTLZE W, Y —EZDOHMAFAET HA[EMENH D
ESUaN

do =~ K% LT configure terminal =~ > K% (T TZEHA, ZiL. configure terminal
avr REANTAHE, E—KRBar7 4 Xal—vay T—RIZERSINDOHTY,

do 2~ RZEMFEHALT, ZFu— L a7 40 F¥al—ay T— REFREFoMoa 7 X2 Lb—
Yay B—RFboLWEIY 7 E— KT copy £721F write 2~ REFETTEEHA,

WOFTIX, Za—)L ar7 4 X2l —3 g F— RTEXEC L~L® show interfaces =~ K
EERITTHHIEERLET,

ssl-proxy(config)# do show interfaces serial 3/0

Serial3/0 is up, line protocol is up
Hardware is M8T-RS232
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255,
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output 1dl7h, output hang never
Last clearing of "show interface" counters never

load 1/255

ssl-proxy (config) #
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show ssl-proxy admin-info W

show ssl-proxy admin-info

FHLVLAN L ZNICBET S5 IP BL O — U= A 7 L A&FKRT 5HI21E, show ssl-proxy
admin-info =~ > FZEHA L F 7,

show ssl-proxy admin-info

BXOHHA Zoawy N, JIBELRF—T—NEH Y EFHA,
TIXHILE Zoavy Rk, 7740 bRETH Y EH A,
avTY kR E—F EXEC
oy FERE yy—=x EENE
Cisco I0OS Release ZDa<wy ROWFAR— ML, Catalyst 6500 > U — X A A »FTEHAX
12.1(13)E B L nE L,
SSL Services Module
Release 1.1(1)
fl WOFITIX, FH VLAN L ZNICHET P BLNF — MV oA 7 RV RERRTDHHIEEZRLE
‘a—o
ssl-proxy# show ssl-proxy admin-info
STE administration VLAN: 2
STE administration IP address: 207.57.100.18
STE administration gateway: 207.0.207.5
ssl-proxy#
EEa<TUF ssl-proxy vlan

[ oL-4779-01-J
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M show ssl-proxy buffers

show ssl-proxy buffers

TCP Ny 7 7 OfFERIIC OV TORE#® A KT HIZ1E, show ssl-proxy buffers =~ FAHEH L %

ER
show ssl-proxy buffers
X DA Toawy RIS, BIBEREF—T— FiEdH 0 A,
TIAILE Ioawy RIE, TIANIRETHY FHA,

OV kK E—F EXEC

av Y FERE yy—x EEAR
Cisco IOS Release ZDa<wy ROWFAR— ML, Catalyst 6500 >V — X A A »F TEHAX
12.1(13)E B LV nE L7,

SSL Services Module
Release 1.1(1)

1 WOFITIEZ, TCP YTV AT LDy 7 7 ORI E ZOMDIEREFRT D HEEZRLET,

ssl-proxy# show ssl-proxy buffers

Buffers info for TCP module 1

TCP data buffers used 2816 limit 112640

TCP ingress buffer pool size 56320 egress buffer pool size 56320
TCP ingress data buffers min-thresh 7208960 max-thresh 21626880
TCP ingress data buffers used Current 0 Max O

TCP ingress buffer RED shift 9 max drop prob 10

Conns consuming ingress data buffers 0

Buffers with App 0

TCP egress data buffers used Current 0 Max O

Conns consuming egress data buffers 0

In-sequence queue bufs 0 000 bufs 0

ssl-proxy#

BEaYF ssl-proxy policy tep

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
m. oL-4779-01-J |



| £2% Catalyst 6500 > ) —X X4 vy FO SSLY—EX EVa—)LOavvF

show ssl-proxy certificate-history W

show ssl-proxy certificate-history

FERED A X MNERIZOWTOFE#E KR RT 5121E, show ssl-proxy certificate-history =~ > K%
mHALET,

show ssl-proxy certificate-history [service [name]]

BX D58 service name TaEy - AOFTRCOEAEL 3 — FBLG ([EET) fFEOT R
¥ P AOGERE L a— FERRLET,

TI24IEK Toawy RITiE, FIANMRETHY FHA,

avykE—F EXEC

avy FEE -2 EERR
Cisco IOS Release ZOavy ROYR— NI, Catalyst 6500 ) — X A A » FTEAZ
12.1(13)E B L nE Lz,

SSL Services Module
Release 1.1(1)

HRAENHM K542  show ssl-proxy certificate-history =~ > FTiZ, kDL a— FRFRENET,
e H—bEX4
. e T4
. ERERZE E O R — R
. IR REAY M
o FEHIEOMH4
. EREORITA
o VUTNERE
. Bft

£ a— Rkt LT Syslog A v —UaVER S ET, BIBRED 512 L a— RICELE®BIE, &b
Wl a— RBHIBR S ET,

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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Bl show ssl-proxy certificate-history

| WOFITIL, FEAZIOREDO T NTOA N MNEREEZRRT 552 RLET,

ssl-proxy# show ssl-proxy certificate-history
Record 1, Timestamp:00:00:51, 16:36:34 UTC Oct 31 2002

Installed Server Certificate, Index 5

Proxy Service:sl, Trust Point:t3

Key Pair Name:k3, Key Usage:RSA General Purpose, Exportable

Time of Key Generation:12:27:58 UTC Oct 30 2002

Subject Name:0ID.1.2.840.113549.1.9.2 = simpsonb-2-ste.cisco.com,
0ID.1.2.840.113549.1.9.8 = 207.79.1.9, 0ID.2.5.4.5 = BOFFF235

Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com

Serial Number:5D3D1931000100000D99

Validity Start Time:21:58:12 UTC Oct 30 2002

End Time:22:08:12 UTC Oct 30 2003

Renew Time:00:00:00 UTC Jan 1 1970

End of Certificate Record

Record 2, Timestamp:00:01:06, 16:36:49 UTC Oct 31 2002
Installed Server Certificate, Index 6
Proxy Service:s5, Trust Point:tl0
Key Pair Name:k1l0, Key Usage:RSA General Purpose, Exportable
Time of Key Generation:07:56:43 UTC Oct 11 2002
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, OID.1.2.840.113549.1.9.8 = 207.79.1.9, 0ID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:24BC81B7000100000D85
Validity Start Time:22:38:00 UTC Oct 19 2002
End Time:22:48:00 UTC Oct 19 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record

Record 3, Timestamp:00:01:34, 16:37:18 UTC Oct 31 2002
Installed Server Certificate, Index 7
Proxy Service:s6, Trust Point:tl0
Key Pair Name:k1l0, Key Usage:RSA General Purpose, Exportable
Time of Key Generation:07:56:43 UTC Oct 11 2002
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, OID.1.2.840.113549.1.9.8 = 207.79.1.9, 0ID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:24BC81B7000100000D85
Validity Start Time:22:38:00 UTC Oct 19 2002
End Time:22:48:00 UTC Oct 19 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record

Record 4, Timestamp:00:01:40, 16:37:23 UTC Oct 31 2002
Deleted Server Certificate, Index 0
Proxy Service:s6, Trust Point:té6
Key Pair Name:k6, Key Usage:RSA General Purpose, Not Exportable
Time of Key Generation:00:28:28 UTC Mar 1 1993
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, 0OID.1.2.840.113549.1.9.8 = 207.79.1.8, 0ID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:5CB5CFD6000100000D97
Validity Start Time:19:30:26 UTC Oct 30 2002
End Time:19:40:26 UTC Oct 30 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record
% Total number of certificate history records displayed = 4
ssl-proxy#
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BBEav R

show ssl-proxy certificate-history W

ROBTIE, BEDOT XY b= RADIRAEL a— RE2RTTDHEERLET,

ssl-proxy# show ssl-proxy certificate-history service sé6
Record 3, Timestamp:00:01:34, 16:37:18 UTC Oct 31 2002
Installed Server Certificate, Index 7
Proxy Service:s6, Trust Point:tl0
Key Pair Name:k1l0, Key Usage:RSA General Purpose, Exportable
Time of Key Generation:07:56:43 UTC Oct 11 2002
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, OID.1.2.840.113549.1.9.8 = 207.79.1.9, 0OID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:24BC81B7000100000D85
Validity Start Time:22:38:00 UTC Oct 19 2002
End Time:22:48:00 UTC Oct 19 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record

Record 4, Timestamp:00:01:40, 16:37:23 UTC Oct 31 2002
Deleted Server Certificate, Index O
Proxy Service:s6, Trust Point:t6
Key Pair Name:k6, Key Usage:RSA General Purpose, Not Exportable
Time of Key Generation:00:28:28 UTC Mar 1 1993
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, OID.1.2.840.113549.1.9.8 = 207.79.1.8, 0OID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pkil@cisco.com
Serial Number:5CB5CFD6000100000D97
Validity Start Time:19:30:26 UTC Oct 30 2002
End Time:19:40:26 UTC Oct 30 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record
Total number of certificate history records displayed = 2

ssl-proxy service

[ oL-4779-01-J
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M show ssl-proxy conn

show ssl-proxy conn

SSL #—E R £V a— i b TCP Hfit & £ 5121, show ssl-proxy conn =~ > REfH L E 3,

show ssl-proxy conn 4tuple [local {ip local-ip-addr local-port} [remote [{ip
remote-ip-addr [port remote-port]} | {port remote-port [ip remote-ip-addr]}]]]

show ssl-proxy conn 4tuple [local {port local-port} [remote [{ip remote-ip-addr [port
remote-port]} | {port remote-port [ip remote-ip-addr]}]]]

show ssl-proxy conn 4tuple [local {remote [ {ip remote-ip-addr [port remote-port]} | {port
remote-port [ip remote-ip-addr]}]]

show ssl-proxy conn service name

RO 4tuple FFEDT KL AD TCP Bia #rs L £,
local (LE) FEDa—HN T34 2D TCP #fii & #nm LET,
ip local-ip-addr a—hNL FARLADIP T KL A,
local-port B—H L FAL ADK— FE,
remote (EE) FFED Y E—h T34 A0 TCP #hia FKr L ET,
ip remote-ip-addr JE—K FANAL XD IP 7 FL A,
port remote-port VE—F T4 2ADKR— bEF,
port local-port (LE) #Eoo—Hh/L K— o TCP #fkiz K LE T,
service name HBEOFaxy h—E 20 TCP #kix Rz LET,
TI4ILE Zoavy RICE, T74V RRERH Y EFHA,
a2 FE®—F  EXEC
av Yy FERE Jyy—= EENE
Cisco IOS Release Zoawy RoYR— I, Catalyst 6500 U —X A A v FTEHAZ
12.1(13)E B L O nE L,

SSL Services Module
Release 1.1(1)

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
m. oL-4779-01-J |



| £2% Catalyst 6500 > ) —X X4 vy FO SSLY—EX EVa—)LOavvF

show ssl-proxy conn W

HRAENHM K542  show ssl-proxy conn =~ > FTiZ, RO L a— RRFRINET,
e Local Address
¢ Remote Address
e VLAN
e Conid
¢ Send-Q
¢ Recv-Q
e State

State L =— R, SSL P —tE 2 L a— L VE— K TS 2O OO TCP iEL < LF
T, TCPIREEIZ OV TIE, ROEFTHHL ET,

& 21 TCP kB DA

LISTEN ZOFY 2 —/ViE, TCP #fiz BthT 2 EREFHL TWET,

SYN_SEND ZOEY 2 —/UE, TCP #kaM< eoic, SYN Nry MERIDT
NARZEFELE LT,

SYN_RECEIVED ZOFEVa—VE, TCP #fiia < Z L Z#ERLTWDHOT A
A SYN Ny hEZELE LT,

ESTABLISHED AY—xzA TCP "> F¥=A 2 (SYN, SYN/ACK. ACK) 5

¥7-1% ESTAB TL., ZOFEY 22— ERIOT A ZADRT TCP B fexr L £,

FIN_WAIT _1 ZOEYa—/bid, TCP ##kta M L5722, FIN X7 v &k
FDF AL RTEELE L,
TIME_WAIT ZDOEY2—/MIFIN =47 U ZAZEHITRET L, #E0T

AT TCP #hia L EY, BIENT v FEZFET D201, 30 ~

~1X TWAIT L .
& 120 5. HEGES — OARTE CIRFS S 1S5,

CLOSE_WAIT ZOFYVa—ViE, TCP#fHuEMALDZ L E2ERL TV DD
FNA APE FIN X7 v FEZELE LT,

FIN_WAIT_2 TCP Hfe % P U % 723012 FIN /37 v b & EERESED 7 /31 ZITEIE L
Toth, ZOFY2—/WEACK N7y b EZ(E L, FIN Y7 > R &FF
L ET,

LAST_ACK B DT A ZADERICL Y, ZOFY 2 —/LiE TCP #k % B
U, DT/ SA 206Dk D ACK 2% L £7,

CLOSING CDEFEYa— VT TCP ¥#ie 7 7 7 « 7T L. TIME WAIT ikfE
WICADRIZ, DT RA 25 DE%D ACK 2R L 77,

CLOSED TCP 8@ 3B U B, T X T ORISR & fEERIGE N T LET,

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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M show ssl-proxy conn
| WOFITIE, SSL —E R £V a—inbilt Sz TCP ik #ond 2 ST S EhHEE R LET,
ssl-proxy# show ssl-proxy conn
Connections for TCP module 1
Local Address Remote Address VLAN Conid Send-Q Recv-Q State
2.0.0.10:4430 1.200.200.14:48582 2 0 0 0 ESTAB
1.200.200.14:48582 2.100.100.72:80 2 1 0 0 ESTAB
2.0.0.10:4430 1.200.200.14:48583 2 2 0 0 ESTAB
1.200.200.14:48583 2.100.100.72:80 2 0 0 ESTAB
2.0.0.10:4430 1.200.200.14:48584 2 4 0 0 ESTAB
1.200.200.14:48584 2.100.100.72:80 2 5 0 0 ESTAB
2.0.0.10:4430 1.200.200.14:48585 2 6 0 0 ESTAB
1.200.200.14:48585 2.100.100.72:80 2 7 0 0 ESTAB
2.0.0.10:4430 1.200.200.14:48586 2 8 0 0 ESTAB
1.200.200.14:48586 2.100.100.72:80 2 9 0 0 ESTAB

ssl-proxy# show ssl-proxy conn 4tuple local port 443

Connections for TCP module 1

Local

Address

2.50.50.133:443

No Bound Connection

2.50.50.133:443

No Bound Connection

2.50.50.131:443

No Bound Connection

2.50.50.132:443

No Bound Connection

2.50.50.132:443

No Bound Connection

2.50.50.132:443

No Bound Connection

2.50.50.132:443

No Bound Connection

Remote Address

1.200.200.12:39728

1

1

1

1

1

1

.200

.200

.200

.200

.200

.200

.200.

.200.

.200.

.200.

.200.

.200.

12:

14:

13:

13:

13:

13:

39729

40599

48031

48032

48034

48035

VLAN Conid
2 113676
2 113680
2 113684
2 114046
2 114048
2 114092
2 114100

Send-Q Recv-Q State

0 0 TWAIT
0 0 TWAIT
0 0 TWAIT
0 0 TWAIT
0 0 TWAIT
0 0 TWAIT
0 0 TWAIT

ssl-proxy# show ssl-proxy conn 4tuple remote ip 1.200.200.14

Connections for TCP module 1

Local

Address

2.50.50.131:443

No Bound Connection

2.50.50.131:443

No Bound Connection

2.50.50.131:443

No Bound Connection

2.50.50.131:443

No Bound Connection

2.50.50.131:443

No Bound Connection

Remote Address

1.200.200.14:38814

1

1

1

.200.200.

.200.200.

.200.200.

.200.200.

14

14

14

14

138815

138817

138818

138819

VLAN Conid
2 58796
2 58800
2 58802
2 58806
2 58810

Send-Q Recv-Q State

0 0 TWAIT
0 0 TWAIT
0 0 TWAIT
0 0 TWAIT
0 0 TWAIT
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2.50.50.131:443
No Bound Connection

2.50.50.131:443
No Bound Connection

ssl-proxy# show ssl-proxy conn service iisl

Connections for TCP module 1
Local Address

1.200.200.14:38820

1.200.200.14:38821

Remote Address

2

2

VLAN

58814

58818

Conid

show ssl-proxy conn W

TWAIT

TWAIT

State

2.50.50.131:443
No Bound Connection

2.50.50.131:443 1.200
No Bound Connection

2.50.50.131:443 1.200
No Bound Connection

2.50.50.131:443 1.200
No Bound Connection

2.50.50.131:443 1.200
No Bound Connection

2.50.50.131:443 1.200
No Bound Connection

2.50.50.131:443 1.200
No Bound Connection

.200.

.200.

.200.

.200.

.200.

.200.

14:

14:

14:

14:

14:

14:

1.200.200.14:41217

41218

41219

41220

41221

41222

41223

121718

121722

121726

121794

121808

121940

122048

Send-Q Recv-Q
0 0
0 0
0 0
0 0
0 0
0 0
0 0

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT
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M show ssl-proxy crash-info

show ssl-proxy crash-info

SSLHY—ER EV2—AnbDY 7 My =T ICLo THlilillanizl &y Mo ToEREET S
121X, show ssl-proxy crash-info =~ > RE&fHH L FT,

show ssl-proxy crash-info [brief | details]

X DA brief EE) ot oYL AL CHIBESNTZ, Y7 b7 =72k - Tl
SNV Ey MERO/NEELR Y T2y FEIELET,
details EE) Y7 hoxzTllkoTHHlsnz) vy MEROTXTE, #HlF

2B 7 LEIVABAR VDR T EOTINELET (HWONET
THETICEKR 10 00D A REENH Y £9),

TI2HIEK Toawy RITiE, FIANIRETHY FHA,

avY kR E—F EXEC

av Y FEE Jy—=x EERR
Cisco IOS Release ZDa~y ROPHR— NI, Catalyst 6500 ¥ U — X AA v F THAI
12.1(13)E B LW nWE LT,

SSL Services Module
Release 1.1(1)

1 WOHITIZ, V7 b =TIk THEIENTZY By MZOWTOERZIET B HEEL R LET,

ssl-proxy# show ssl-proxy crash-info

————————————— COMPLEX 0 [FDU IOS] —--——=====-——————-————

NVRAM CHKSUM:O0xEB28
NVRAM MAGIC:0xC8A514F0
NVRAM VERSION:1

++++++++++ CORE O (FDU) +++++++++++ttttttttttt

CID:0

APPLICATION VERSION:2003.04.15 14:50:20 built for cantuc
APPROXIMATE TIME WHEN CRASH HAPPENED:14:06:04 UTC Apr 16 2003
THIS CORE DIDN'T CRASH

TRACEBACK:222D48 216894

CPU CONTEXT —-—-————=—"="—"—"—=—=————————————————

$0 :00000000, AT :00240008, vO0 :5A27E637, vl :000F2BBl
a0 :00000001, al :0000003C, a2 :002331BO, a3 :00000000
t0 :00247834, tl :02BFAAAO, t2 :02BF8BBO, t3 :02BF8BAO
t4 :02BF8BBO, t5 :00247834, t6 :00000000, t7 :00000001

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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show ssl-proxy crash-info Il

s0 :00000000, sl :0024783C, s2 :00000000, s3 :00000000
s4 :00000001, s5 :0000003C, s6 :00000019, s7 :0000000F
t8 :00000001, t9 :00000001, kO :00400001, k1 :00000000
gp :0023AE80, sp :031FFF58, s8 :00000019, ra :00216894
LO :00000000, HI :0000000A, BADVADDR :828D641C

EPC :00222D48, ErrorEPC :BFC02308, SREG :34007E03
Cause 0000C000 (Code 0x0) :Interrupt exception

CACHE ERROR registers —-—--——-—————-————-—-—-

CacheErrI:00000000, CacheErrD:00000000
ErrCt1:00000000, CacheErrDPA:0000000000000000

PROCESS STACK —-——=——————————————mm oo
stack top:0x3200000

Process stack in use:
sp is close to stack top;
printing 1024 bytes from stack top:
031FFC00:06405DE0 002706E0 0000002D 00000001 .@] .'. ...—-....

031FFC10:06405DE0 002706E0 00000001 0020B800 .Q@] .'. ..... 8.
031FFC20:031FFC30 8FBF005C 14620010 24020004 ..|0.?2.\.b..S$...

FFFFFEFDO:00000000 00000000 00000000 00000000 ...uvnvnvnenn..
FFFFFFE0:00627E34 00000000 00000000 00000000 .b~4............
FFFFFFF0:00000000 00000000 00000000 00000006 ....ovnvvnvnnn..

===== SSL SERVICE MODULE - END OF CRASHINFO COLLECTION =======

WOBEITIX, Y7 b7 ilkoTHEIEHZY By MZOWTORERO/NRIER Y 7y F & INES
BDHEERLET,

ssl-proxy# show ssl-proxy crash-info brief

————————————— COMPLEX 0 [FDU IOS] -—-—-——=-—=————————————
SKE CRASH INFO Error: wrong MAGIC # O

CLI detected an error in FDU IOS crash-info; wrong magic.
————————————— COMPLEX 1 [TCP_SSL] -—-—-——-—-————————————
Crashinfo fragment #0 from core 2 at offset 0 error:
Remote system reports wrong crashinfo magic.

Bad fragment received. Reception abort.

CLI detected an error in TCP_SSL crash-info;

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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M show ssl-proxy mac address

show ssl-proxy mac address

BIED MAC 7 KL A% FRT 25I21L. show ssl-proxy mac address =~ > FEHEH L E 7,

show ssl-proxy mac address

X DA Zoawy RICE, BIEEFEF—U— Rizdb o THA,

FIFIE Zoavwy RICiE, TV MREZHY THEA,

OV kK E—F EXEC

av Y FERE yy—x EEAR
Cisco IOS Release ZDa<wy ROWFAR— ML, Catalyst 6500 >V — X A A »F TEHAX
12.1(13)E B LV nELE,

SSL Services Module
Release 1.1(1)

1 WOHITIEL, SSL Y —E R EL2— L THHSNHHED MAC 7 FL A2 FRT 5 HiEERLET,

ssl-proxy# show ssl-proxy mac address
STE MAC address: 00e0.bOff.f232
ssl-proxy#

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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show ssl-proxy natpool ||

show ssl-proxy natpool

NAT 7 — M2 DWW T OEHREF AT H121E, show ssl-proxy natpool =~ > R&EHEH L E T,

show ssl-proxy natpool [name]

BXniiH name (fF&) NAT 7— 4,
TI+IE Zoavy Rk, T740 MRERD Y FHA,
a2k ®E—F EXEC

av Y FEE )y—= LTERE

Cisco I0S Release Zoa~<y ROV AR— bE, Catalyst 6500 > —X XA v FTHAS
12113)E B L O nE L,

SSL Services Module

Release 1.1(1)

1 WOBITIE, SSLYP—E R EV2a— /L THRESNABEED NAT 7 KL A F— oW TOERE#
R A EEERLET,

ssl-proxy# show ssl-proxy natpool NP1
Start ip: 207.57.110.1

End ip: 207.57.110.8

netmask: 255.0.0.0

vlan associated with natpool: 2

SSL proxy services using this natpool:
S2

s3

S1

S6

Num of proxies using this natpool: 4
ssl-proxy#

EEaTUF ssl-proxy natpool

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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M show ssl-proxy policy

show ssl-proxy policy

BESNT SSL 7rX v AU o —%K 7T HIZi%, show ssl-proxy policy =~ FEEH L ET,

show ssl-proxy policy {http-header | ssl | tep | url-rewrite} [name]

BX DA http-header FEIN HITP ~v X — RV o —%FKRFLET,
ssl WMEINTZ SSL AR v—2F R LET,
tep RESNTZTCPRY v—%FRLET,
url-rewrite BESNT URL EBEBZFRY v—2FK R LET,
name EE) RV —4,
TIAIE Zoawy R, FIAAMRETH Y EH AL
avyY kR E—F EXEC
avy FERE yy—x EERAE
Cisco IOS Release ZOa~wy ROWPHR— FE, Catalyst 6500 > U —X AA v F THAS
12.1(13)E B nELE,
SSL Services Module
Release 1.1(1)
SSL Services Module ==~ RiX, http-header ¥ — 7 — K3 L O url-rewrite —7 —
Release 2.1(1) FEEbDLEIICEREESNE LT,
i WOHITIL, HTTP ~v & — KU 2 —ICoWTOERE FRT 5 HiEE R LET,

ssl-proxy# show ssl-proxy policy http-header httphdr-policy
Client Certificate Insertion Header Only

Session Header Insertion All

Client IP/Port Insertion Client IP and Port

Hdr # Custom Header

0 SSL-Frontend:Enable

>Usage count of this policy: 0

ssl-proxy#

KOFITIE, SSLYP—E R EV 2=V TREISNDFFED SSL ARY & —IZHOoNWTORY —FHAE R

R Lk ERLET,

ssl-proxy# show ssl-proxy policy ssl ssl-policyl
Cipher suites: (None configured, default ciphers included)

rsa-with-rc4-128-
rsa-with-rc4-128-
rsa-with-des-cbc-

md>b
sha
sha

rsa-with-3des-ede-cbc-sha
SSL Versions enabled:SSL3.0, TLS1.0

strict close protocol:

Session Cache:enabled

disabled
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show ssl-proxy policy Il

Handshake timeout not configured (never times out)
Num of proxies using this policy:0

KOFITIE, SSLYP—ERX EV2a— VL TRESNDIFFED TCP R =IOV TORY v —IF#ER

R DL FEERLET,

ssl-proxy# show ssl-proxy policy tcp tcp-policyl
MSS 1250

SYN timeout 75

Idle timeout 600

FIN wait timeout 75

Reassembly timeout 60

Rx Buffer Share 32768

Tx Buffer Share 32768

TOS Carryover Enabled

Usage count of this policy:0
ssl-proxy#

WORFITIE, URL BEEXHZ AR =2 o0 TOERERRT D FHEEZRLET,

ssl-proxy# show ssl-proxy policy url-rewrite urlrw-policy
>Rule URL Clearport SSLport
1 wwwin.cisco.com 80 443
2 www.cisco.com 8080 444
>
>Usage count of this policy: 0
ssl-proxy#

BEaTUF ssl-proxy policy http-header
ssl-proxy policy ssl
ssl-proxy policy tcp
ssl-proxy policy url-rewrite
Catalyst 6500 ') —X XL wF SSLY—ER EPa—)Lav v F )I7zLrR-Y1)—R 21
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M show ssl-proxy service

show ssl-proxy service

RE ST SSLARARY — BRI ON T O M A R AT HIZIE, show ssl-proxy service =~ > Rz f# H
LET,

show ssl-proxy service [name]

BX DA

TI24IEK

name (EE) —rv x4,

ZDavwry R, TNV IIRETHY A,

avyY kR E—F EXEC
avy FERE yy—= EENE
Cisco IOS Release ZDa~r ROPHR— ME, Catalyst 6500 U — X A A »F THA
12.1(13)E B L O ShE L,
SSL Services Module
Release 1.1(1)
i WOFITIE, SSL P —E R TV a2a— L TRESNDTITO SSL BBV —ERE2HERT S HEEZRL

i‘a‘o

ssl-proxy# show ssl-proxy service

Proxy Service Name Admin Operation Events
status status

S2 up up

S3 up up

S1 up up

S6 down down

ssl-proxy#

WROHITIE, SSLY—ER EV 22— /L THEINDIFFED SSL (KA — A 2R RT D2 HEERLET,

ssl-proxy# show ssl-proxy service S6
Service id: 0, bound service id: 256
Virtual IP: 10.10.1.104, port: 443
Server IP: 10.10.1.100, port: 80
Virtual SSL Policy: SSL1 PLC
rsa-general-purpose certificate trustpoint: tptest
Certificate chain for new connections:
Server Certificate:
Key Label: tptest
Serial Number: 01
Root CA Certificate:
Serial Number: 00
Certificate chain complete
Admin Status: up
Operation Status: down
Proxy status: No Client VLAN, No Server VLAN
ssl-proxy#
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show ssl-proxy stats W

show ssl-proxy stats

HEHEW D 7 o ZIZOWT O Z #RT 512X, show ssl-proxy stats =~ > REHEH L £7,

show ssl-proxy stats [fype]

BX DA type UEE) B 17, F27EIX crypto, ipe. pki, service, ssl. B X
W tep TF, FEMICOWTCIE, MR EOH A T A2 #5RLTLE
S,
TI4IE Zoavy R, T74VPREEH Y EHA,
avY kK E—F  EXEC
av Yy FERE yy—= EEANR
Cisco IOS Release ZOavy ROYR— NI, Catalyst 6500 ) — X A A » FTEAZ
12.1(13)E B L O nE Lz,

SSL Services Module
Release 1.1(1)

SSL Services Module  show ssl-proxy stats =~ > KO AN, v a VED L ToRKE
Release 1.2(1) Ty v a VORIREBX 2T — 7 MZONWTOREREZTDH LD

WICEBINE L,

BRLOHARSAY  ppe TR XS ITEHZRENLTVET,

crypto : 7 UV 7 MZOWTCOMEHERER R L E T,
ipc : IPC #aHEHEz R <L ET,

pki : PKI #HE % #7 L £ 7,

service : 7B ¥ ¥ P —EXEEHIFMAERRLET,
ssl : SSL OFEM kit iERER R L ET,

tep : TCP OFEMHZRARHE WA £7- L ET,

1 WoBITIE, SSLYP—E R EV2a— L TINESNETXTORFERD 7 v 2 FRT B HiEaE R L
ij‘o

ssl-proxy# show ssl-proxy stats
TCP Statistics:

Conns initiated : 1970288 Conns accepted : 1970288
Conns established : 3797817 Conns dropped : 2481867
Conns Allocated : 1970288 Conns Deallocated : 1970288
Conns closed : 3940576 SYN timeouts : 141865
Idle timeouts : 0 Total pkts sent : 2499818678
Data packets sent : 2034445802 Data bytes sent : 2837513871

[ oL-4779-01-J
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M show ssl-proxy stats
Total Pkts rcvd 2055992562 Pkts rcvd in seq 1365961238
Bytes rcvd in seq 464953685
SSL Statistics:
conns attempted 1970288 conns completed 1970288
full handshakes 1968370 resumed handshakes 0
active conns 0 active sessions 0
renegs attempted 0 conns 1in reneg 0
handshake failures 1918 data failures 0
fatal alerts rcvd 0 fatal alerts sent 1918
no-cipher alerts 0 ver mismatch alerts 0
no-compress alerts 0 bad macs received 0
pad errors 0 session fails 0
FDU Statistics:
IP Frag Drops 0 IP Version Drops 0
IP Addr Discards 0 Serv_Id Drops 27
Conn Id Drops 0 Bound Conn Drops 0
Vlan Id Drops 0 TCP Checksum Drops 0
Hash Full Drops 0 Hash Alloc Fails 0
Flow Creates 3940576 Flow Deletes 3940576
Conn Id allocs 1970288 Conn Id deallocs 1970288
Tagged Pkts Drops 0 Non-Tagg Pkts Drops 0
Add ipcs 3 Delete ipcs 0
Disable ipcs 0 Enable ipcs 0
Unsolicited ipcs 0 Duplicate Add ipcs 0
I0S Broadcast Pkts 82820 IOS Unicast Pkts 1360
IOS Multicast Pkts 0 IOS Total Pkts 84180
IOS Congest Drops 0 SYN Discards 0
TCP 5-tuple reuse 0
ssl-proxy#
Iz, SSL OfgHERAE R~ T 202~ LET,
ssl-proxy# show ssl-proxy stats ssl
SSL Statistics:
conns attempted 1970288 conns completed 1970288
conns in handshake 0 conns 1in data 0
renegs attempted 0 conns in reneg 0
active sessions 0 max handshake conns 472
rand bufs allocated 114801 cached rand buf miss: 0
current device g len: 0 max device g len 144
sslv2 forwards 0 cert reqgs processed 1897
fatal alerts rcvd 0 fatal alerts sent 1918
stale packet drops 0 service id discards 0
session reuses 0 hs handle in use 0
bad clnt session id 0 expired session id 0
available ctx count 64 ctx cleanup count 22
device reset count 22
SSL3 Statistics:
full handshakes 0 resumed handshakes 0
handshake failures 0 data failures 0
bad macs received 0 pad errors 0
conns established with cipher rsa-with-rc4-128-md5 0
conns established with cipher rsa-with-rc4-128-sha 0
conns established with cipher rsa-with-des-cbc-sha 0
conns established with cipher rsa-with-3des-ede-cbc-sha 0
TLS1 Statistics:
full handshakes 1968370 resumed handshakes 0
handshake failures 1918 data failures 0
bad macs received 0 pad errors 0
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show ssl-proxy stats W
conns established with cipher rsa-with-rc4-128-md5 1968369
conns established with cipher rsa-with-rc4-128-sha 0
conns established with cipher rsa-with-des-cbc-sha 0
conns established with cipher rsa-with-3des-ede-cbc-sha 1
SSL error statistics:
session alloc fails 0 session limit exceed: 0
handshake init fails: O renegotiation fails 0
no-cipher alerts 0 ver mismatch alerts 0
no-compress alerts 0 multi buf rec errors: 0
ssl peer closes 0 non-ssl peer closes 0
unexpected record 0 rec formatting error: 0
rsa pkcs pad errors 0 premaster errors 0
failed rsa regs 0 failed random regs 0
failed key-material 0 failed master-secret: 0
failed update hash 0 failed finish hash 0
failed encrypts 0 failed decrypts 0
bad record version 0 bad record size 0
cert verify errors 1896 unsupported certs 0
conn aborted 0
overload drops 0 hs limit exceeded 0
hs handle mem fails 0 conn reuse error 0
dev invalid params 0 dev failed requests 0
dev timeout 0 dev busy 0
dev cancelled 0 no dev fails 0
dev resource fails 0 dev unknown errors 0
dev conn ctx fails 0 dev cmd ctx fails 0
mem alloc fails 0 buf alloc fails 0
invalid cipher algo 0 invalid hash algo 0
unaligned buf addr 0 unaligned buf len 0
internal error 0 unknown ipcs 0
double free attempts: 0 alert-send fails 0
SSL Crypto Statistics:
blocks encrypted 89226334 blocks decrypted 4864649
bytes encrypted 1500039492 bytes decrypted 314938656
crypto failures 0
IKECount 128270 IKEFailedCount 0
DHPublicCount 0 DHSharedCount 0
rsa public key ops 1 rsa private key ops 128269
dsa_signs 0 dsa verifies 0
device dma errors 0
PushMCR nopkts 472328917 PushMCR_ pushed 0
PushMCR1 full 160504926 PushMCR2_full 0
PushMCR push 13277229
GetFreeMCR busy 0 GetFreeMCR dma error: 0
GetFreeMCR no_rsrc 0 GetFreeMCR_success 103511789
SSL last 5 sec average Statistics:
full handshakes 0 resumed handshakes 0
handshake failures 0 data failures 0
bytes encrypted 0 bytes decrypted 0
SSL last 1 min average Statistics:
full handshakes 0 resumed handshakes 0
handshake failures 0 data failures 0
bytes encrypted 0 bytes decrypted 0
SSL last 5 min average Statistics:
full handshakes 0 resumed handshakes 0
handshake failures 0 data failures 0
bytes encrypted 0 bytes decrypted 0
SSL PKI Statistics:
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF Y7L R -1J)—R 21
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M show ssl-proxy stats
number of malloc 245 number of free : 202
ssl buf allocated HE ssl buf freed : 1
Peer Certificate Verify Statistics:
cert approved : 1 cert disapproved 0
peer cert empty 1896 total num of request: 1897
req being processed : 0 req pending 0
longest queue : 1 longest pending 0
verify congestion 0 req dropped, g full 0
no memory for verify: O verify data error 0
verify context error: 0 context delete error: 0O
timer expired error 0 timer expired count 0
late verify result 0 timer turned on 1
timer turned off 1 context created 1
context deleted 1
High Priority IPC:
ipc request received: 18 ipc request dropped 0
ipc req duplicated 0 ipc req fragment err: 0
ipc reqg parm len err: 0 ipc reqg op code err 0
ipc req cert len err: 0 ipc response sent 18
ipc resp no memory 0 ipc resp no ssl buf 0
ipc buffer allocated: 0 ipc buffer freed 0
ipc buf alloc failed: 0 ipc send msg failed 0
Normal Priority IPC:
ipc buffer allocated: 1 ipc buffer freed 01
ipc request sent 1 ipc request received:
ipc buf alloc failed: 0 ipc send msg failed : 0
ipc requests dropped: 0
SSL Queue Sizes:
bcm cmd ctx pool size 64 bcm asym cmd ctx pool sz: 9000
bcm_info pool size 65538 buf desc free g size 94709
cert result free g size 11048 delete conn g size 0
event g size 0 free conn g size : 65536
free sess g size 262144 free sess _active tmr gsz: 0
global pending g size 0 to_app_ctx pool size 512
ste asym req g size 0 ste free req ctx pool sz: 20480
ste sym req g size 0
SSL Random Buffer Info:
psuedo_rand req pending 0 rand_req_pending 0
pseudo_rand req count 71
curr psuedo rand buf 0x0ACB5264 curr rand buf 0x0ACB520C
psuedo_rand buf a 0x0ACB5238 psuedo_rand buf a rx sz 2984
psuedo_rand buf b 0x0ACB5264 psuedo_rand buf b rx sz 3464
rand_buf a 0x0ACB51EO rand _buf a rx size 4064
rand buf b 0x0ACB520C rand buf b rx size 4064

WIZ, TCP OfEHE M AR R T 20 2R L ET,

ssl-proxy# show ssl-proxy stats tcp

TCP

Statistics:

Connection related

Initiated
Established

Dropped before est
Persist timeout drops
Current TIME-WAIT
Maximum TIME-WAIT
Conns Allocated

Conn Deletes sent

Timer related

1970288 Accepted 1970288
3797817 Dropped 2481867
142324 Closed 3940576
0 Rxmt timeout drops : 0

0 Current ESTABLISHED : O

1027 Maximum ESTABLISHED 1961
1970288 Conns Deallocated 1970288
3940576 Probe resets : 0

EVa—LARVEFEYIFLIYR-YY—R 21

Jll  Catalyst 6500 >)—X XA vF SSL $—EZ

oL-4779-01-J |



| £2% Catalyst 6500 > ) —X X4 vy FO SSLY—EX EVa—)LOavvF
show ssl-proxy stats W
RTT estimates 684903022 RTT est. updates 684060502
delayed acks sent 1760943 FIN-WAIT2 timeouts 0
Retransmit timeouts 1855840 Persist Timeouts 0
SYN timeouts 141865 Idle Timeouts 0
Reassembly timeouts 0
Packet Transmit related
Total packets 2499818678 Data packets 2034445802
Data bytes sent 2837513871 Retransmitted pkts 1283476
Retransmitted bytes 311746077 Ack only pkts 5444907
Window probes 0 URG only pkts 0
Window Update pkts 452160292 Cntrl pkts (S/F/R) 6482745
Tx TOS - normal 2499817222 Tx TOS - Min. Cost 0
Tx TOS - max. rel. 0 Tx TOS - Max. thru. 0
Tx TOS - min. delay 0 Tx TOS - invalid 0
Packet Receive related
Total packets 2055992562 In seq data pkts 1365961238
In seq data bytes 464953685 Bad Offset 0
Too short 0 Dup-only data pkts 540520
Dup-only data bytes 37642208 Part. dup. data pkts 0
Part. Dup. data bytes 0 000 data pkts 0
000 data bytes rcvd 0 Pkts after rx win 0
Bytes after rx window 0 Pkts after close 0
Window Probes 0 Duplicate ACKs 1197303
ACKs for unsent data 0 ACK-only pkts 690294070
Bytes acked by acks 1974287219 Window Update pkts 0
PAWS dropped pkts 0 Hdr pred. ACKs 664831275
Hdr pred. data pkts 1360706633 TCB cache misses 1322565191
3 dup-only pkts 35 Partial Acks 0
Rx TOS - normal 2055337650 Rx TOS - Min. Cost 0
Rx TOS - max. rel. 0 Rx TOS - Max. thru. 0
Rx TOS - min. delay 0 Rx TOS - invalid 0
Unrecognized Options 0 Unaligned MSS 0
Unaligned Timestamp 0 Unaligned SACK 0
RST ACK's sent 0
Packet Drop statistics
Per-flow limit drops 0 Aggregate tail drops 0
Aggregate random drps 0 Egress Bufpool drops 0
Connection Drop/Close statistics
Active 659122 Passive 656828
App closed early 435 Client Reuse 0
RST Rcvd 1169301 Unexp. Data Rcvd 0
Server Reuse 0 App initiated abort 1313025
Unexp. SYNs 0 Server Refused 0
Other Drops 0 Conn Pool Fails 0
Conn Bufpool Drops 0 Invalid MSS Drops 0
User clear Drops 0 Conn Init Failures 0
Debug Statistics
Unaccounted Buffers 0 Invalid Conns 0
Output Failures 0 Header Bufpool Fails 0
MAC channel Fails 0 DM Channel Fails 0
Invalid App Opcodes 0 MAC Bufpool Fails 0
MAC BufDesc Fails 0 Recycle Conn Fails 0
DM chan congested 0 MAC chan congested 0
ssl-proxy#
WIZ, PKI OffEHE® 2 FR T o0 2R LET,
ssl-proxy# show ssl-proxy stats pki
Authentication request timeout: 180 seconds
Max in process: 50 (requests)
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF Y7L R -1J)—R 21
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M show ssl-proxy stats

Max queued before dropping: 500 (requests)
Certificate Authentication & Authorization Statistics:

Requests started: 1

Requests finished: 1

Requests pending to be processed: 0
Requests waiting for CRL: 0

Signature only requests: 1

Valid signature: 0

Invalid signature: 0

Total number of invalid certificates: 0
Approved with warning (no crl check): 1
Number of times polling CRL: 0O

No certificates present: 0

Failed to get CRL: O

Not authorized (e.g. denied by ACL): O
Root certificates not self-signed: 0
Verify requests failed (e.g. expired or CRL operation failed): 0
Unknown failure: 0

Empty certificate chain: O

No memory to process requests: 0O

DER encoded certificates missing: 0

Bad DER certificate length: 0

Failed to get key from certificate: 0
Issuer CA not in trusted CA pool: O
Issuer CA certificates not wvalid yet: O
Expired issuer CA certificates: 0

Peer certificates not valid yet: 0
Expired peer certificates: 0

Peer certificate cache size: 0 (entries), aging timeout: 15 (minutes)
Peer certificate cache statistics:

In use: 0 (entries)

Cache hit: 0

Cache miss: 0

Cache allocated: 0

Cache freed: 0

Cache entries expired: 0

Cache error: 0

Cache full (wrapped around): O
No memory for caching: 0

Certificate Expiration Warning statistics:

Proxy service certificates expiring: 0

CA certificates expiring: 0

CA pool certificates expiring: 0

Proxy service certificates expiring SNMP traps sent: 0O

Certificate headers statistics:

Certificate headers formed: 1
Errors in forming headers: 0
Prefix error: 0O

Key Certificate Table Current Usage (cannot be cleared):

Total number of entries in table: 8192
Entries in use: 6

Free entries: 8186

Complete service entries: 4

Incomplete new/renew service entries: 0
Retiring service entries: 0

Obsolete service entries: 0

Complete intermediate CA cert: 1
Complete root CA cert: 1

Obsolete intermediate CA cert: 0
Obsolete root CA cert: 0

PKI Accumulative Counters (cannot be cleared):

Proxy service trustpoint added: 4
Proxy service trustpoint deleted: 0
Proxy service trustpoint modified: O
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Certificate History Statistics

Keypair added: 4

Keypair deleted: 0

Wrong key type: 0

Service certificate added: 4

Service certificate deleted: 0
Service certificate rolled over: 0
Service certificate completed: 4
Intermediate CA certificate added: 1
Intermediate CA certificate deleted: 0
Root CA certificate added: 1

Root CA certificate deleted: 0
Certificate overwritten: 0O

No free table entries: 0

Rollover failed: 0

History records written: 0

History records deleted: 0

History records malloc: 0

History records free: 0O

History records errors: O

History records currently kept in memory: O
History records have been cleared: 0 times

PKI IPC Counters for normal priority messages:

Request buffer sent: 3
Request buffer received: 1
Request duplicated: 0
Request send failed: 0
Response buffer sent: 0
Response buffer received: 0
Response timeout: 0
Response failed: 0

Response with error reported by SSL Processor:
Response with no request: 0
Response duplicated: 0
Message type error: 0
Message length error: 0

PKI IPC Counters for high priority messages:

Request buffer sent: 18
Request buffer received: 0
Request duplicated: 0
Request send failed: O
Response buffer sent: 0
Response buffer received: 18
Response timeout: 0

Response failed: 0

Response with error reported by SSL Processor:
Response with no request: 0
Response duplicated: 0
Message type error: 0
Message length error: 0

(cannot be cleared):

0

0

PKI Memory Usage Counters:

Malloc count: 237

Free count: 178

Malloc failed: O

High Priority IPC:

Ipc alloc count: 36

Ipc free count: 54

Ipc alloc failed: 0
Normal Priority IPC:

Ipc alloc count: 3

Ipc free count:
Ipc alloc faile
ssl-proxy#

1
d: 0

show ssl-proxy stats W

[ oL-4779-01-J
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M show ssl-proxy stats

w2, FDU OfEsHE#ME £ o612~ L £,

ssl-proxy# show ssl-proxy stats fdu

FDU Statistics:

IP Frag Drops 0 IP Version Drops : 0
IP Addr Discards 0 Serv_Id Drops 27
Conn Id Drops 0 Bound Conn Drops : 0
Vlan Id Drops 0 TCP Checksum Drops : 0
Hash Full Drops 0 Hash Alloc Fails : 0
Flow Creates 3940576 Flow Deletes : 3940576
Conn Id allocs 1970288 Conn Id deallocs : 1970288
Tagged Pkts Drops 0 Non-Tagg Pkts Drops : O
Add ipcs 3 Delete ipcs : 0
Disable ipcs 0 Enable ipcs : 0
Unsolicited ipcs 0 Duplicate Add ipcs : O
IOS Broadcast Pkts 83551 IOS Unicast Pkts : 1562
IOS Multicast Pkts 0 IOS Total Pkts : 85113
IOS Congest Drops 0 SYN Discards : 0
TCP 5-tuple reuse : 0

FDU Debug Counters:
Inv. Conn Drops : 0 Inv. Conn Pkt Drops : 0
Inv. TCP opcodes : 0

ssl-proxy#

WOFITIZ, §TD HTTP ~» ¥ —fADREHEREZ R R T 2 HEEZRLET,

ssl-proxy# show ssl-proxy stats hdr
Header Insert Statistics:

Session Headers Inserted : O Custom Headers Inserted : 1826046
Session Id's Inserted : 1826046 Client Cert. Inserted : 1
Client IP/Port Inserted : O Req. boundry found : 1826046
Content Length Headers : 0 Chunked Headers : 0
Content Length Splt Bufs : 0 Content Length Read Errs: 0
Buffers allocated : 0 Buffers Scanned : 1826049
Insertion Points Found : 1826046 Header Overflow : 3
End of Header Found : 1826046 Buffers Accumulated : 1826049
Multi-buffer IP Port : 0 Multi-buffer Session Id : O
Multi-buffer Session Hdr : O Multi-buffer Custom Hdr : O
HTTP Struct Allocs : 1826046 HTTP Struct Frees : 1826046
No End of Hdr Detected : 0 Payload no HTTP header : O
Desc Alloc Failed : 0 Buffer Alloc Failed 0
Client Cert Errors : 1826045 Malloc failed 0
Service Errors : 0 Conn Entry Invalid 0
Scan Internal Error 0 Database Not Initialized: O
Unsupported headers 0 Chunk Parse Errors : 0
Http headers removed 0 Http header removal errs: 0

ROBFITIE, URL FHE X OMEHEREZRRT D HEEZRLET,

ssl-proxy# show ssl-proxy stats url
ssl-proxy#show ssl-pro stats url

URL Rewrite Statistics:
Rewrites Succeeded
Rsp Scan Incomplete
Invalid Conn Entry
URL Object Error
Scan Internal Error

Slash Delim not found:

o O O O O o

Rewrites Failed

URL Scan Incomplete
URL Mismatch :
Dbase not initialized:
Scan Dbase not Init.

o O O O O

Wiz, ar7rYoRiEREERT o E R~ LET,

ssl-proxy# show ssl-proxy stats content
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show ssl-proxy stats W

Scan object statistics in CPU: SSL1

Objects in use : 0
Obj alloc failures : 0
Max obj in use : 5
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M show ssl-proxy status

show ssl-proxy status

SSLY—b R EVa—ADTaFy AT —H ZZONTOEREZRRT HI21E, show ssl-proxy
status =~ REEHALET,

BX DA

TIAILE

show ssl-proxy status

Zoavy RIZE, BIEERIEIF—TY—FREIdh A,

Zoavwry R, TN MREITDHY A,

avwy kFE—F EXEC

avy FER Jy—x EFERR
Cisco IOS Release Zoawy ROHR— i, Catalyst 6500 v U — X 2 A v F CTHEAS
12.1(13)E BL W nE L7z,
SSL Services Module
Release 1.1(1)
SSL Services Module show ssl-proxy status =~ > FOH NN, 18, 145, 550H=Y D
Release 1.2(1) CPUBHRDO N T 7 4 v 7 L— hTEREINDIMHEREEGEDD LD

AT ISE LT,
£l KOFITIE, SSLYP—E R TP a—LDAT—H ZAEF T 5 HEERLUET,

ssl-proxy# show ssl-proxy status

FDU cpu is alive!

FDU cpu utilization:

)

% process util

proc cycles :

0x4D52D1B7

total cycles: 0xB954D5BEBG6FA

% process util

oe°

process util
% process util

TCP cpu is alive!

TCP cpu utilization:

[

% process util

proc cycles

(1 min) : 0
(5 min) : 0

: 0xA973D74D

total cycles: 0xB958C8FF0E73

% process util

o

process util
% process util

% interrupt util : 0
int cycles 0x6B6C9937
(5 sec) : 0 % interrupt util (5 sec) : O
% interrupt util (1 min): O
% interrupt util (5 min) : O
% interrupt util : O
int cycles : OxAAO3E1D89A
(5 sec) : 0 % interrupt util (5 sec) : 0
(1 min) : 0 % interrupt util (1 min): O
(5 min) : 0 % interrupt util (5 min) : O
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show ssl-proxy status W

SSL cpu is alive!
SSL cpu utilization:

% process util : 0 % interrupt util : 0

proc cycles : 0xD475444 int cycles : 0x21865088E

total cycles: 0xB958CCEB8059

% process util (5 sec) : 0 % interrupt util (5 sec) : O
% process util (1 min) : 0 % interrupt util (1 min): O

% process util (5 min) : 0 % interrupt util (5 min) : O

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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Bl show ssl-proxy version

show ssl-proxy version

BX DA

TIAILE

BAEDA A= N—=V 3 v &EFRTHIZIE, show ssl-proxy version =~ > REHEHL T,

show ssl-proxy version

Zoavy RIZE, BIEERITIF—TY—FREIdh A,

Zoavwry R, TN MREITDHY A,

avwy kFE—F EXEC
avy FER Jy—x EERA
Cisco IOS Release ZDa<wy ROWFAR— ML, Catalyst 6500 >V — X A A »F TEHAX
12.1(13)E BL W nWE LT,
SSL Services Module
Release 1.1(1)
fl WOHITIE, SSL Y —E R TV a— L TEIEEITLTNDA A=Y N=Va Va2 RRFTHHELRL

iﬁ—o

ssl-proxy# show ssl-proxy version

Cisco Internetwork Operating System Software

IOS (tm) SVCSSL Software (SVCSSL-K9Y9-M), Version 12.2(14.6)SSL(0.19) INTERIM TEST
SOFTWARE

Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Thu 10-Apr-03 03:03 by integ

Image text-base: 0x00400078, data-base: 0x00ABEOO0O

ROM: System Bootstrap, Version 12.2(11)YS1 RELEASE SOFTWARE
ssl-proxy uptime is 3 days, 22 hours, 22 minutes

System returned to ROM by power-on

System image file is "tftp://10.1.1.1/unknown"

AP Version 1.2(1)

ssl-proxy#
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show ssl-proxy vian W

show ssl-proxy vian

VLAN {§# %4 £/~ 3 512i1%. show ssl-proxy vlan =~ > FZHEH L £7,

show ssl-proxy vlan [vian-id | debug]

EXX DA vlan-id (fEE) VLANID T, ¥ D VLAN 0@z &R LET, A7 T 1
~ 1005 T,
debug LR Ty JEWRERRLET,
T2+ Zoavy Rk, T 740 hRERH Y ETH A,
avY kR E—F EXEC
vy FERE J1y—= EFERNR
Cisco IOS Release ZDa~wy ROPHR— NI, Catalyst 6500 ¥ U — X AA v F THAI
12.1(13)E BL W nE L,
SSL Services Module
Release 1.1(1)
fl WOFITIE, SSL #—E R EV 2 — L TRESNDTITD VLAN 2ERT 5 HiEEZRLET,
ssl-proxy# show ssl-proxy vlan
VLAN index 2 (admin VLAN)
IP addr 10.1.1.1 NetMask 255.0.0.0 Gateway 10.1.1.5
Network 10.1.1.2 Mask 255.0.0.0 Gateway 10.1.1.6
VLAN index 3
IP addr 10.1.1.3 NetMask 255.0.0.0 Gateway 10.1.1.6
VLAN index 6
IP addr 10.1.1.4 NetMask 255.0.0.0
ssl-proxy#
BBEav> R ssl-proxy vlan
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF Y7L R -1J)—R 21
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W snmp-server enable

snmp-server enable

SNMP 7 v 7B L EM AR ET D121, snmp-server enable =~ FAfH LEF, SNMP |
Ty TRBICEMET 4 B—T VI *J“E) I, Zoavr RO ne ERXEFHEHLET,

snmp-server enable {informs | traps {ipsec | isakmp | snmp | {ssl-proxy [cert-expiring]
[oper-status]}}}

no snmp-server enable {informs | traps {ipsec | isakmp | snmp | {ssl-proxy
[cert-expiring] [oper-status]}}}

EXDHA informs SNMP i@41% A % —7 M LET,
traps SNMP FJ v 7 %A RX—T WM LET,
ipsec IPSec T v T & A F—T I LET,
isakmp ISAKMP F T v F&A % —7 M2 LET,
snmp SNMP 5 v 7% A X—7MIC LET,
ssl-proxy SNMP SSL Fu i@ ~ T v & A F—7 I LET,
cert-expiring (fEE) SSL Fu X iEEDHRIIES b T v T A F—TIC L E
j‘o
oper-status (Ei‘) SSL 7'u ¥ VAEAZOMIER T —X AWM T v T A X —T L
Li‘j‘o
TI2HIEK Zoavy RICETF 740 FREIESH Y EH A,
avy kE—F ra—nNar7 4 ¥al—vay

vy FERE yy—= EFEARR
SSL Services Module = o~ R4 R — kX, Catalyst 6500 >V — X A A v F THEHAS
Release 2.1(1) nE LI,

il WOFITIE, SNMP % A F— T T 5l iEE R LET,

ssl-proxy (config)# snmp-server enable informs
ssl-proxy (config)#

WoOFITIE, SSL 7u%y F T v T EA X—T NI T D HEERLET,

ssl-proxy (config)# snmp-server enable traps ssl-proxy
ssl-proxy (config)#

WOFTX, SSL7uX @i b7 v 7 v A 32— NI T D HiEERLET,

ssl-proxy (config)# snmp-server enable traps ssl-proxy cert-expiring oper-status
ssl-proxy (config)#
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ssl-proxy crypto selftest

ssl-proxy crypto selftest

BB R T T A BT 521X, ssl-proxy crypto selftest =~ > REffALEd, 7 A + %
FAE—TNMIT AT, Zoavry RO ne BFREHEHLET,

ssl-proxy crypto selftest [time-interval seconds]

no ssl-proxy crypto selftest

BXDHNA time-interval (L&) 7 A b ¥ —AORREHELE T, AT 1 ~ 8T,
seconds

TI2FILE 3R

avY kK E®—F ra—NLar7 4 ¥al—vay

avy FEE yy—=x EERNE
Cisco IOS Release Zoa~r ROPR— hE, Catalyst 6500 U — X ZA »F THEHAS
12.1(13)E B L O WE LT,

BEREDAA FS54>

/]

SSL Services Module
Release 1.1(1)

ssl-proxy crypto selftest =~ > R TiZ, Ny 727 J7 v FDSSL 7rntyH% ETCETITL7 VTR 7
NAY XN TARDEY N R—T M LET, SLBER. Ny o, Bkl LI 0MES k., BX
OMAC ARS, T AN r—A20MBTT A hanE 7,

ZOTANMNI, FITNYa—T A TORBOHRTIEITLET, TOT A MNEFETTDHE, ETRD
RT VAT L ET,

BT T A NOFEREFRIRT HIZIX, show ssl-proxy stats crypto =~ RZ A LET,

WOFITIE, RNt 7T A N &2RGT2HEERLET,

ssl-proxy (config)# ssl-proxy crypto selftest
ssl-proxy (config)#

[ oL-4779-01-J
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M ssi-proxy device-check

ssl-proxy device-check

7 VTN FTNAADNVAZfEGRT BT, ssl-proxy device-check =~ REFEH L £,

ssl-proxy device-check interval milliseconds reset-limit number

BX DA interval FAAA F =y 7 OFKR (I YRR, f/ETE 28HIT 10 ~ 60000 T,
milliseconds 0 DL, FALRA F oy I RF 4 B—T N30 5,
reset-limit BEBOANCY £y MY IRINDEH, #EETE HHAIL 0 ~ 60 TT,
number 0 DHE. WHIE TS,

FIAILER TFTRAAF 2y I T 4 =TI £,

avY K E—F Ja—nR) a7 4 ¥l —g

oY FIEE yy—2 EERE

EREDHA R34

i

SSL Services Module = » =~ RoOH A — RE, Catalyst 6500 &) — R A A » FTHAZ
Release 2.1(13) NnE L,

Zoavwy RFREE, T4 =70l koT0ET (TSR F=y7OfRIE0, Zoa~wr K
AF—=T VDA, SSIM F5METZ V7 F T ANREFIZEEL TWANE I NEF v L
F9, ERMBLY S HWRLEBOE SRR H 25H6, 72V N TAL ARy bEh, BERAT—
ZAWZRVET, Uiy hORIRLFEETCEET, VtEy FOKIRRT 740 (0) IZERESILTHD
LA, HIRIEHY A, Uy FOHIRRS 0 LIFMIEE SN TWEEA, KI5 R — VR
DYy FOHIRELE LYV ZL T ARV vy h&nb L, SSLM AFEE#H S ET,

RKOBITIE, THAAAF =y 7 OfREZ 20 S VBICREL, VEy FOHIRE 0 BIIRES 5 ik
R~LET,

ssl-proxy (config)# ssl-proxy device-check interval 20 reset-limit 0
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Catalyst 6500 > —X R4 Yy FD SSLY—ERX EPa—)LOaT U F

ssl-proxy mac address

MAC 7 RV R &R ET HITIE,

ssl-proxy mac address mac-addr

ssl-proxy mac address =~ > Rl L ET,

ssl-proxy mac address W

BX DA mac-addr MAC 7 RLZDFEMZHOWTIE, (MER EOHA RIA4 2] 2BRLT
<TE&EW,
TI2HIEK Zoawr R, TIANRRERHD A,
avTY R E—F Jua—) ar 7 4 X¥al— gy
avy FERE Jyy—= EEANE
Cisco IOS Release Zo=a=y ROV R— I, Catalyst 6500 U —X ZA v F THEAS
12.1(13)E B X W nE L,

EREDAHA R34y

SSL Services Module
Release 1.1(1)

MAC 7 FLv 2% HHH OB TAN L ET,

!l KIZ, MAC 7 RL A &R ET D% 7R LET,
ssl-proxy (config)# ssl-proxy mac address 00e0.bOff.£232
ssl-proxy (config)#
BEaTUF show ssl-proxy mac address
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M ssi-proxy natpool

ssl-proxy natpool

SSLY—ER TV a—/LTITA47 > b NAT OFEICHENTHIP T L ADT =V EERT DI,
ssl-proxy natpool =~ > K& H L ET,

ssl-proxy natpool nat-pool-name start-ip-addr {netmask netmask}

EXX DA nat-pool-name NAT 7 — L4
start-ip-addr T DRAOIP 7 FLAEZRELET,
netmask netmask % v b~ X7 OFEHICOVWTIE, R EOH A KT 42 2B LTL
720,
FIXILE Ioavy RIS, T7AN MREEH Y EE A,
a2V F E—F Fa—s L ar 7 4 Xal—3a

av > FERE yy—= EERR
Cisco IOS Release Zoawy ROV FR— M, Catalyst 6500 v U —X A A v F THEHAI
12.1(13)E B LT nE L7,
SSL Services Module
Release 1.1(1)

i KOFEITIE, IPT RLADT— V52 EHRT D HEEZRLET,

ssl-proxy (config)# ssl-proxy natpool NP2 207.59.10.01 207.59.10.08 netmask 255.0.0.0
ssl-proxy (config)#

BEaYF show ssl-proxy natpool
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ssl-proxy pki W

ssl-proxy pki

SSL —bE R £ a2 —/LTPKI EELZREL LOERT HI121E, ssl-proxy pki =~ FZEH L F
T, BX T 2T 48 —T NI LTCAEY 227 VT T2, Zoa~v> RFono BXE2HEHLET,

ssl-proxy pki {{authenticate {timeout seconds}} | {cache {{size entries} | {timeout
minutes}}} | {certificate {check-expiring {interval hours}}} | history}

no ssl-proxy pki {authenticate | cache | certificate | history}

EXDHA authenticate AFAEORIAL L O ERELET,

timeout seconds

FHERDOIA LT U FEDBATIREL £, AZRMEIT 1~ 600 BT,

cache ETHEHEX Y v 2 mRELET,

size entries ¥yvia o N ORKEZEELET, A272MEIEX 0~ 5000 =2 R~V
T,

timeout minutes T NI D=V T BALT Y MEZBELET, AR7RMEIL 1 ~ 600
BT,

certificate Fxv 7 OHROINERERE L E T,

check-expiring F v 7 OYRUINEREZEE LT T, A2072MIE 0 ~ 720 BT,

interval hours

history X — LREE DO BERE,

TIAILE F T AN REREFRD LY T,

e timeout seconds : 180
e size entries : 0 = KV
o timeout minutes : 15 %y

e interval fours : 0 Fffil, F = v 7 L7

Ja—nN") a7 4 ¥alb— gy

avy FER Jyy—x EENE
Cisco 10S Release Zoa~y ROV R— M, Catalyst 6500 >V —X AA v F THAX
12.1(13)E BL W nE L,
SSL Services Module
Release 1.1(1)
SSL Services Module Zoa<r K, ROF—U—RZBMTHLCEESNE LI,
Release 2.1(1) e authenticate
e cache
o certificate
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M ssl-proxy pki

EREDHA R34

]

BBEav R

ssl-proxy pki history =~ > R TlX, 7%y h— R T LIGGEHZEOERE L a2 — RO AEY ~DRr ¥
VT EAR=T LT, La—RZ&IZ Syslog A v E—VEARLET, HLa— NI, ¥— X7
FFEEAEO T e X v =R =B L OGREAET — 7 L~ OB E I THIBRZ BB L E 5,

T=TNDA T v I ANERIND L, Z0avy N> TROIFERP LRSI ET,
o F— T4

o FNTFARANKAY b T

o H—E R4

. 4

o FEAEDOTI T ILEE

—FEZRRSI2EOL a— RE A VIRFTEET,

ROBITIE, FEROZA LTV BN TIRET 2 HEERLET,

ssl-proxy (config)# ssl-proxy pki authenticate timeout 200
ssl-proxy (config)#

WROFITIE, Fxvva I X2BESTDLHELZRLET,

ssl-proxy (config)# ssl-proxy pki cache size 50
ssl-proxy (config)#

WO TIE, = NV D=7 F A LT MEERRET D HiEZ R RLET,

ssl-proxy (config)# ssl-proxy pki cache timeout 20
ssl-proxy (config)#

ROFITIE, F=v 7 OMWRINHEBZIEES 2 HiEZ R LET,

ssl-proxy (config)# ssl-proxy pki certificate check-expiring interval 100
ssl-proxy (config)#

WO TiX, PKI A XV FDOERE A 2 —TNMZT D HEERLET,

ssl-proxy (config)# ssl-proxy pki history
ssl-proxy (config)#

show ssl-proxy stats
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ssl-proxy policy http-header ||

ssl-proxy policy http-header

HITP ~y X —ffiAar 7 4 FXal—v a3y B 7E— REBAT 51T, ssl-proxy policy
http-header =~ > R&fAH L £,

ssl-proxy policy http-header http-header-policy-name

BX DA http-header-policy-name HTTP ~v & — KRV o —4,

FI2AILE Toawy RITiE, FIANMRETHY FHA,

avykE—F ra—nNLar7 4 ¥al—vay

av Yy FERE Jyyy—=x EERA
SSL Services Module = » =< ROHYR— ~iE, Catalyst 6500 ) —X A A v F TEAS
Release 2.1(1) nE L7,

FRALEDHA K54y HITP ~v ¥ —ffiAaL 74 X2l —v gy 3 7E— FTlE, M m— NI#EHATE S HTTP ~v

H—ffiNarT oY R v—ERTEXET,

HTTP ~v & —ffATi%, BB HTTP ~» ¥ —%ZH AL T, EEDOF— Tkt L TR FEEEIC SSL
B ThhrZLERTZENTEET, 20X R~y F—TiE, =TV — 3 TH SSL
vyl ar /34T ROELWEFRZINETE FT,

WD~y H— H A TEHFATEET,

o UIATVNENE: 774 T MEAESNy X —FHATIH, Ny x> K $—7T, SSL &
Va— UNRREERB LUK L= T4 T v FMEHEOEMEEZF IR TE ET, client-cert ZEET D
L. SSL EV 2 — A RRDONy X —% Ny J T R —NZELET,

— 79447 MIPBLUOAKR—F 7 KL 2 : Network Address Translation (NAT; *v hU—7
T RUALEH) TiE, 77472 MIP T RLABLOR— FOERIPHEIBRESNET,
client-ip-port Z#§E3 5L SSL EV 2 — W TFA T NPT RLABLOIZ FA4 T b
A= MZOWTONEHN HTTP ~» ¥ —IZHfA S, =TI 747 MNP T FLAB L
WR— I RFRENET,

— B AHZ L custom custom-string ZIEETH L, SSLEV 2 — LT —PFERD~y ¥ —N
HTTP ~y X —IZHA SN E T,

— TV 747 A prefix prefix-string Z1EETH L. SSLEV 2a— VL THEINET VT 4 7 A
2 HTTP ~v #—IBMEN., NSO T 7T A4 7 A TiE72< . SSL Y 2 =ik
NMENTZZ EEY—ATHATEET,

e SSLEvvarv:kyvaryviDagdhkyvaryr ~vFZ—0, By aryIDIIZESINWTT T4
T MNEAZEEX Yy 2T HEDIEHEINET, £, P A"THEDOKFA A — MNMIHESL
B2 BMT58E, By var ~y X —btyiaryllilxF vy v aEShET, session & 15
ETHE, SSLEY 2 — /LI SSL #ERICEFOERAEYy v ay ~yF—L L TNy 7R
F—ZELET,

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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| ssl-proxy policy http-header

]

BBEav R

% 2212, HTTP ~v ¥ —fihar 7 4 Fal—i gy B 7E— R THEHATEAa~y R LET,

% 2-2 HTTP Ay ¥—HAaY 74 ¥al—Yay 4 TE—F a7V FOBH

client-cert Ny 7 x2y FH—_T, SSLEVa—ARBIERB KOKR LY 7
A7 v FEEOREE R R TE LT,

client-ip-port 7I7AT LV RIPT RVABLORY 747 2 b K= MZOWTOE#H

N HTTP ~y X —IZfASI, =TI IFA4 T NPT RLREB
FOR—= IR ERENET,

custom custom-string custom-string ~» % —% HTTP ~v ¥ —|ZFHA L £ 7,
custom-string DI KEFE1L 239 XFTT, ZORIEBx D &,
lMncomplete command] =7 —RHERINFET, LFFNARL—AN
GENDLEE. SIAMF (") THOLXLERHY £,

prefix prefix-string % HTTP ~v ¥ —{3BMT 5 L, $—STHOT 771
T AT, SSL Y 2 — /Ui BRESL SN T B Ak T & £,

session SSL #f I EADIERAE ~y F—L LT Ay 7 KR $—NZEL
ESc I

WKOFEITIE, T_COHTTP ~vy X —ffAa L 7 4 X2l — gy 75— REHBT L HFIEEZRL
*7,

ssl-proxy (config)# ssl-proxy policy http-header testl
ssl-proxy (config-http-header-policy)#

WOFTIE, Ny 72 K H— T, SSL EV 2 —URBIEBLOARLEZYZ 747 > hFEHEDR
PMEFRTE L LT 2 HEEZRLET,

ssl-proxy (config-http-header-policy)# client-cert
ssl-proxy (config-http-header-policy)#

WOBITIE, 779A4T 2 FIPTRLABLOZ 74T 2 b R— MZOWTOERE HTTP ~v ¥ —IC
FEASH, Y= AR_RTIIFA T FMIPT FLABLIOR— 2 FE RT3 HEERLET,

ssl-proxy (config-http-header-policy)# client-ip-cert
ssl-proxy (config-http-header-policy)#

W ORFITIL, custom-string ~» ¥ —% HTTP ~v ¥ —|ZffAT 5 HiEERLET,

ssl-proxy (config-http-header-policy)# custom SSL-Frontend:Enable
ssl-proxy (config-http-header-policy)#

WOBITIL, prefix-string & HTTP ~ v & —IZBMNT 2 FiEE R LET,

ssl-proxy (config-http-header-policy)# prefix
ssl-proxy (config-http-header-policy)#

WOFTiL, SSL FEftiCEADIHRE~y X —L L TRy 7 F =N ZET HEZ TR LET,

ssl-proxy (config-http-header-policy)# session
ssl-proxy (config-http-header-policy)#

show ssl-proxy policy
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ssl-proxy policy ss|

ssl-proxy policy ssl

SSLARY Y — ar74Falb—rar B 7E— REHIAET DI, ssl-proxy policy ssl =~ K&
MLET, SSLRY v —ar74Xalb—vary 7= Tt 1| DFEFHEHED SSLARY v —

-}j—_

EXD SSLARY o —ZEHRTEET,

ssl-proxy policy ssl ssl-policy-name

EX D

TI24IEK

T
H
I
-

avy

ssl-policy-name SSL RV >—4,

T 7V NOFBREIFERDOELBY T,

cipher (I3 ~TTY,

close-protocol (I —7 MIZ72 5> TWET,
session-caching |1 R —7 /LIZ72 > TWET,
version |39 X TTY,

session-cache size size |3 262143 => K U T,
timeout session timeout (% 0 B¢,

timeout handshake timeout (% 0 B¢,
cert-req empty (£7 4 E—7 MIZ > TWET,
tls-rollback |XF 4 E—7 L7 > TWET,

Ja—nN") a7 4 F¥alb— gy

av Y FEE

EREDHA R34

Jy—2 EERRE

Cisco 10S Release Zoa~<y ROV AR— ME, Catalyst 6500 > U —X XA v FTHAS
12.1(13)E B LT nE L,

SSL Services Module

Release 1.1(1)

SSL Services Module Zom =~y Rig, koS 7T a~<wr RZBMT5 L0 CEBESNELE,

Release 1.2(1)

e session-cache size size

e timeout session timeout [absolute]

SSL Services Module Z o<y FiZ, koY 7 a<vwr REBMT32 LX) ICEEEINELE,

Release 2.1(5)

* cert-req empty

* tls-rollback [current | any]

BZBSSLARV—arv7 4 ¥al—yary B 7E—F avr RRENNEFNDITTCAASNET,

[ oL-4779-01-J
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M ssi-proxy policy ssl

#2311, SSLARYVY— a7 4 Xal—Yary 72— RFRCEHTESa~ FE2RLET,

* 2-3 SSLARYVV—arvo24F¥al—YarHITE—FK avy FOiHHA

cert-req empty SSLY—EREVa2a— L Ny 7Ty RHP—ERTHEIZNT A MNRA 2 M
BT 25 EZIRL, 8T CALZMRBELAEVWEIIZHEETE iT

cipher-suite Taxy b= N"THEINDHEZ AL —FDY A M ERETEET,

{RSA_WITH_3DES_EDE_CBC_SHA | AL — FOFEHCONWTIE, (MEHAEOTA FT 42 28R LTL téb\o

RSA_WITH_DES_CBC_SHA |
RSA_WITH_RC4_128_MDS5 |
RSA_WITH_RC4_128_SHA | all}

[no] close-protocol enable SSL 7 m—X70 halOBERRETEET, su—2 Fu khalk
FA4E—TNCTBHICE. Zoavr Ko ne BREFHLET,

default {cipher | close-protocol | a<v RET 74V MIERELET,

session-cache | version}

exit SSLARV v —ar74Xal—vary 37— REKTLET,

help REEHRALT 2T AOBRHEERLET,

[no] session-cache enable Tyvary ¥ryvaliEE A XA —T NI TEES, By var Fry
akT 4= NI TARICIE. Tha<wy RO ne I EEH Li‘a”

session-cache size size fFEOY—ERICE VY TohbdEyvary o N OEREEETE
I, BR7fliE 1 ~ 262143 = b U T,

timeout handshake timeout EFEVa2a— DAY Ry oA 7 BB TR MR T ORI ARECTEET,
HEN7 ML 0 ~ 65535 B¢,

timeout session timeout [absolute] Tty alry AL LT RNERETEET, RIC, WEXLEHPLET,

e timeout: v alDAALT T, AR7RMEIZ 0~ 72000 BT,

e absolute : ((£&) RESNTZHAALT U MIZETDHET, Byiar
= MU NHIBREREEA,

tls-rollback [current | any] TLS/SSL /XT XA =X OEA vE—ND SSL 7'u han N—T g &K
Fak A=Y g T i hxrdyo— &R/~ 32 (current)
T B0, FREA—YarDF v 7R LICT S0 (any) ZIEETEE
\j‘o

version {all | ssl3 | tls1} SSL OR—=V 3 VEROWTINICHETE £,

e all : SSL3 & TLS1 iD=V a U RMEHSET,
e ss13:SSL N—V a3 nfEHENET,

e tlsl1: TLS "=V a v 1 NMERHINET,

ssl-proxy policy ssl ssl-policy-name 2~ > RZHEA L TSSL AKXV v — T 7L — b EEHFEL, Tux
=N a7 4 FXFal—v g CLLZBEHLTSSL R v—&2KEDO 7 1 %3 F— BRI T

ZEBRTEET, SSLAY—FT T L — T, SSL NV Ry A 7 A v 7 IZHEMIT LR D
SFESERNRNTA—FEERTEXET,

close-notify & X—7 /W F D&, KTHEHT 77— AvE—UNITA47 2 b C‘%‘?ﬁéﬂ 774
Ty RMBOKTEMT 77— Ave—VHPHIENET, T4E—T IR TD N
TR TEMT 79— Avb—VE27I7A4 T MIEELET, 2L, =Nk vs /%74’7
OV TDHET, 77A4AT Y MO TEMAAyE—VETRLIEVFELTED LERA,
W A A — NG IZEAF D SSL A% » 7 & [d CHANCRE V£,

Taxy = NRTHEINDIHEZ AL — MIKRDOEEY TT,

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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ssl-proxy policy ss|

« RSA WITH 3DES EDE CBC SHA : 3des-sha f % ® RSA
« RSA WITH DES CBC SHA : des-sha f % & RSA

« RSA WITH RC4 128 MDS5 : red-md5 £ % @ RSA

« RSA WITH RC4 128 SHA : rcd-sha i+ % & RSA

o all: TRTOERYR—FIET

timeout session fimeout absolute =2~ > N2 ANT5&, By ary o N2V —rTy7raSh
HET, RESNTEHAALT U DBy Yay FyryaTREINET, Eyvvar Frviah
Wl ZWDOHBE, T XTOT MIICHLTHA~—0NT 77 171279, absolute & — 17U — K/3G%
EI, ERUEOTRTOHF LVEy v a UBNIERINET,

timeout session timeout =~ N % absolute ¥ — 7V — K72 L CAN LIZHE, BESNTZZA LTV

FRJRREA LT T RE LTI, AREREBY By ary 2 MIREy v ay vy o TRE
ENFET, ByiarFryiaTlyiary o PIDEEARL oz e, BEMA ST
2yvary z RNUBHLWERNLHEIBRINLET,

cert-req empty =~ N2 ASJT5L SSLIF—ER EV2— L Ny 72 FH—EARFIT T X
FARA V MCEEM T ONFEAEZR L, —HT2 CAAEMBLEYA, 7744 K TlE, SSL
P—E R EV a2V ITGEHAELZRTET, BT CALEMRBLET, SSLYP—"BT T4 7 b
RAEFICREREZRIZC CA L U A M2 EDRWEE | FEFEZERP KR L £,

774/ TiE, SSL —E R £ =2 —/U ClientHello A v & —YTHAHR— hZNDiHKD SSL 7'
h=jy X— 9 (SSL2.0, SSL3.0, TLSI1.0) #fEH L EF, SSL 7 74 7> k3 (ClientHello
AyE—VTHEINTND) ¥R— SN TWDIR A=V a rofRbVIiC, xFvxz—Eik
N—= a v &FEHT 5545, tis-rollback [current | any] =~ > K& AN LET,

tls-rollback current =~ > KZ A/ 45 &, SSL 712 h )b R—=T g I HR— STV B BN
N=Ta VEREFRTVT— b ENTNAN=Va T HTENRTEET,

tls-rollback any =~ > K& AA L7HE, SSL7r har "=V a @G Fov 7 ShEtA,

1 WIZ, SSLEV v — av 7 X¥al—vay P 7E— RelBT a6k LTS,

ssl-proxy (config)# ssl-proxy policy ssl sslpll
ssl-proxy (config-ssl-policy)#

WKOBTIE, SSLARY ¥ — THR—FEINDIEEAL — b EERTDIHEERLET,

ssl-proxy (config-ssl-policy)# cipher RSA WITH_3DES_EDE_CBC_SHA
ssl-proxy (config-ssl-policy)#

ROBITIE, SSLEYy a7 harzf x—7 T 5K ikERLET,

ssl-proxy (config-ssl-policy)# close-protocol enable
ssl-proxy (config-ssl-policy)#

WOEITIX, SSLEYy Y a & T7a halzcF o —7 0T 5 FEERLET,

ssl-proxy (config-ssl-policy)# no close-protocol enable
ssl-proxy (config-ssl-policy)#

WOFEITIX, BEDa~y REF 74V NIRET DA HiEEZRLET,

ssl-proxy (config-ssl-policy)# default cipher
ssl-proxy (config-ssl-policy)# default close-protocol
ssl-proxy (config-ssl-policy)# default session-cache
ssl-proxy (config-ssl-policy)# default version
ssl-proxy (config-ssl-policy)#

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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M ssi-proxy policy ssl

KOFTIE, By ary FxvviarAXx—7NMITBEHEEZRLET,

ssl-proxy (config-ssl-policy)# session-cache enable
ssl-proxy (config-ssl-policy)#

WROBITIE, Byvary vy varkT =T NMCTDHHEERLET,

ssl-proxy (config-ssl-policy)# no session-cache enable
ssl-proxy (config-ssl-policy)#

WOBITIE, HESNTEY—ERICHVYEToNDEy Y ay =0 ) ORREERET 2 HlEER
LT,

ssl-proxy (config-ssl-policy)# session-cache size 22000
ssl-proxy (config-ssl-policy)#

WROBITIE, Byvar FA4L7 0 MR EST 2 HEERLET,

ssl-proxy (config-ssl-policy)# timeout session 30000 absolute
ssl-proxy (config-ssl-policy)#

ROBITIE, BED SSL N—=Va v OYR— e 2—TMITDHHEZRLET,

ssl-proxy (config-ssl-policy)# version all
ssl-proxy (config-ssl-policy)# version ssl3
ssl-proxy (config-ssl-policy)# wversion tlsl
ssl-proxy (config-ssl-policy)#

WOFITIE, ~NT R=V M NT 2 HEE R~ LET,

ssl-proxy (config-ssl-policy)# help
ssl-proxy (config-ssl-policy)#

BEaTUF show ssl-proxy stats
show ssl-proxy stats ssl

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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ssl-proxy policy tcp ||

ssl-proxy policy tcp
7axy RKY—TCP 27 4 ¥ alb—vay $7E— RElAd 5I21%. ssl-proxy policy tep =2+
VREEMLET, Tuxr AV —TCPar 74 ¥al—rary $7E— KT, TCPHRY v—
TS —MEERTEET,

ssl-proxy policy tcp tcp-policy-name

BXXn:A tep-policy-name TCP RV v —4,

TNk T AN DORETZRD E B T,
+ timeout inactivity |% 600 £ T3,
e timeout fin-wait (% 600 > T,
e buffer-share rx X 32768 /X1 kT3,
» buffer-share tx | 32768 /X1 k TT,
e mss (% 1500 /X1 FTT,
* timeout syn X 75 T3,
* timeout reassembly iZ 60 ¢,
e tos carryover |37 4 E—T NIT/ o TNET,

avTY kR E—F sa—n)L ary7 4 X¥alb—3ay

av Y FERE Jy—=x EEAR
Cisco I0S Release Zoa~vy ROFFE— ML, Catalyst 6500 U — X ZA v F THEAS
12.1(13)E B LW NELE,

SSL Services Module
Release 1.1(1)

SSL Services Module = » =< Rif, timeout reassembly time 7 2~ RZ&BEMNT 57-

Release 1.2(1) DICETINE LT,
SSL Services Module ==~ RiZ, tos carryover %7 2~ R&ZBINT 572 ICAHE S
Release 2.1(4) nE L,

FREOHLESM4Y TCP RV —%2FEHETHE, XL KU —TCPar74¥al—ar B 7E—Favr N
FRHLT, TCP RY —%W— N ZBEMITFAZENTEET,
Xy R —TCParv 74 F¥al—yary B 7E—FK avr RREFNLEFNOITTATIENET,

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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| ssl-proxy policy tcp

F241 2, 7aF R —TCP a7 4 FXalb—yary 72— RRTCHEHATE 2~ FaRrLET,

® 2-4 Jax  RYS—TCPaAY I« Xal—Yary ¥ JE—FK avy FOH
default A< REF 740 MIEELET,
exit Ya¥xy h—tr X ar7 4 Xal—yary B I7TE—REKTLET,

[no] timeout fin-wait timeout-in-seconds FIN OF S A L7 0 b E&RETE £, ARRMEIT 75 ~ 600 B TT,
FIHNIRECETICE, Z0oa<wr Rone BXAFEHLET,

help REEHRANLT 2T AOBRHEERLET,

[no] timeout inactivity timeout-in-seconds |7 7T 4T FA LT U M EFRETEET, HHRMEIZ 0~ 960 BT,
ZDavy RTE, 74 RVRBOERIOT—T 7 A4 LT U N ERE
TE, 8t Y —ADOREFIELDLET, T 74N PRECETITIE, Z
DOavryRone BRXEHERALET,

[no] buffer-share rx buffer-limit-in-bytes  |Hefgi = & DZAF N v 7 7 WH DR RY A ReBETE ET, ARRMER
8192 ~ 262144 TJ, T 74/ FREICETIZIL, 2D~ KO no ¥
RE2HERALET,

GE) VAXOKRECEEFALINZT 7 A VBEY 22— Ko Thak
SINBEAE. ZENNy 77 VA4 XF, SSL La—FoFT7E T
VD7diz, s KSSL La— K %A XD 16384 /A FAEIZT D
MEERH Y FT, KERNT -~ ADEDIC, ZERNY T 7
YA X% 20000 NA A EIZT B EEHELRELET,

[no] buffer-share tx buffer-limit-in-bytes B OBENy 7y I ORKY A R ERETEET, ANRMEIT

8192 ~ 262144 T4, T 7 ANV FREICRTIZIEX., Z0a~> KD no B

KEFEALET,

GE) YA RXOREFVEBIENTZ T 7ANLDBEY 22— /LT Lo THEE
ENB3HAE. BEARNY Ty A X E, SSL La—RKOFET7TE T
VD-diz, &K SSL La— K ¥4 XD 16384 /XA hLLEIZT B
PVERH Y FT, MRS T+—~ 2 ADEDIT, mik Ny 77
YA X% 20000 XA RLLEICT B EBHELREL 9,

[no] mss max-segment-size-in-bytes B TRk A AR ENT- SYN 7y Fofg K7 A b A4 XERE

TEET, A%7EIL 64 ~ 1460 T, T 7 A4/L FRECETITIE. 20

a<v RO no BEXEEHL ET,

[no] timeout syn timeout-in-seconds VR OMSIZ A 2T U MERETEET, BHREIZS ~T5 T, 7

TN IBREBIZETICIE., Zoavry Rone BXE2EALET,

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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ssl-proxy policy tcp ||

® 2-4 Jax  RYS—TCPaAVvI«Xal—Yary ¥4 JE—Favy FOHE @)

[no] timeout reassembly time

V77 Fa—RN7 )7 &N ETCORZREMNTRETE 7,
BNMEIZ 0 ~960 BTT (0 DFAH. T4 —T V), bTFoHFrar
DHEESNEHEINICET LA E, V7t 7Y Fa—n2 07
SN, EER Ry FENET, T4 MRECETICIE. Z0avr
Ko no B &EFEHLET,

[no] tos carryover

BAT FT H—EZ (ToS) [BE 72 —HNOFTXTO/ry MTlZELET,

GE) AU —DH—=NTCP RV —& LTHREZNDIHE. ToS fEHN
P—=NIno 7 IAT v bNEESNET, AU —MEAKRY
L LTRESNDHE, ToSHENT FAT 2 FipnbHh—s3
EEINET,

GEX) ToSEZETEDHLIICTDITIE, TOMEEET LLEND
VET, &2 ToSENY =627 T4 T 2 F~DEHT
BETLEICRESNTVIHAE, TOEEZFE L TEHET S
BN — N 2 LT DM ERH Y £5, Ledi-> T, —H#Ho
WISy B iE ToS A IRE L EH A,

EREDHA R4

]

SSL YV —tEREY2— VTANLETCP 2~ KX, ZF/vn—lZ, REFEDO T2 X —C

HWHTEET,

Tuxy =0 r TA4T v ML= MUDRKRE T A2 b YA XL, BRLYA AERETE

£,

TCP RV v — F 7L —FTiX, TCP A& v 7 IZHEMIT OENDRTA—FEFERTEET,
a<v RO no XEANT D, it default ¥ — UV — FE2FERALTT 74V FREICELET,

wiZ, 7exy AUV —TCPar 74 Xalb—vary 75— ek 250 z2R~LET,

ssl-proxy (config)# ssl-proxy policy tcp tcppll
ssl-proxy (config-tcp-policy)#

WOBTIE, HED I~y RET 740 MEICRET B HiEZ R LET,

ssl-proxy (config-tcp-policy)# default timeout fin-wait

)
ssl-proxy (config-tcp-policy)
ssl-proxy (config-tcp-policy)
ssl-proxy (config-tcp-policy)
ssl-proxy (config-tcp-policy)
ssl-proxy (config-tcp-policy)
ssl-proxy (config-tcp-policy)

default inactivity-timeout
default buffer-share rx
default buffer-share tx
default mss

#
#
#
#
# default timeout syn
#

WROFITIZ, FIN 55 A L7 0 S 2 BBLTERT D HEEZRLET,

ssl-proxy (config-tcp-policy)# timeout fin-wait 200
ssl-proxy (config-tcp-policy)#

WROBITIE, T 7T 47 ZA LT U MWL TERT D2 HEEZRLET,

ssl-proxy (config-tcp-policy)# timeout inactivity 300
ssl-proxy (config-tcp-policy)#

Catalyst 6500 ') —X XL wF SSLY—ER EPa—)Lav v F )I7zLrR-Y1)—R 21
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| ssl-proxy policy tcp

BfEav> R

ROBITIE, ZENY 7 7 REDRKY A A2 ERTLHEZRLET,

ssl-proxy (config-tcp-policy)# buffer-share rx 16384
ssl-proxy (config-tcp-policy)#

WOBITIE, ARENY T 7 REDHRKY A X e EHRT 5Tk RLET,

ssl-proxy (config-tcp-policy)# buffer-share tx 13444
ssl-proxy (config-tcp-policy)#

WOBITIE, TCP 7 A2 bRV A X2 EHRT D HIEEZRLET,

ssl-proxy (config-tcp-policy)# mss 1460
ssl-proxy (config-tcp-policy)#

WOFITIE, WIHER (SYN) #1470 MEZERT D ke R"LET,

ssl-proxy (config-tcp-policy)# timeout syn 5
ssl-proxy (config-tcp-policy)#

ROBTIE, VT RYTY ZALT T MEEERET D HEETRLET,

ssl-proxy (config-tcp-policy)# timeout reassembly 120
ssl-proxy (config-tcp-policy)#

ROBITIE, ToS A7 v —NDTRXTDONRYT y b~DEEEA X—T VI LET,

ssl-proxy (config-tcp-policy)# tos carryover
ssl-proxy (config-tcp-policy)#

show ssl-proxy policy

i Catalyst 6500 ¥ )—X X4 vF SSL ¥—ER EYa—)L IRV F YI7LrR-J)—R 21
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ssl-proxy policy url-rewrite

ssl-proxy policy url-rewrite

URL &z a7 4 Fab—v gy 77— FEMIET 511X, ssl-proxy policy url-rewrite =~
VREMMALET, URL E&Hz a7 4 Fal—var 72— RTE, M u—Ric#EfHshs
URL #&#iz a7y R v—2ERTEET,

ssl-proxy policy url-rewrite url-rewrite-policy-name

EX DA url-rewrite-policy-name URL £x#1z KU 2 —4&,
TIANE ZOavYy RICE, SIEEREF—T— RidH Y EEA,

avykE—F ra—nNLar7 4 ¥al—vay

av Yy FERE Jyy—x EERA
SSL Services Module = » =< RO HR— ~iE, Catalyst 6500 U —X A A v F TEAX
Release 2.1(1) nE L7,

FREDALAKSM4Y URLEXHAZTIE, VXA LI N VL7 0LhaEXBRZITEET,
URL &x#1x2FVY > —F. SSLRY v —HF—ERTLIHEANNRHoOEXBE I L— L THERINET,
#2512, ey Ry —ar7 4 Xal—ary BT E—RCEHATE S av L RERLET,

® 25 Faxy RYs—arvrq¥al—ary $7E—F a7y FOHH

default aAv RET 74V MIRELET,

exit Ta¥y RY)v—ar74Fal—vary B 7E—RFERKTLET,
help KRNV T VAT AOEHER R LET,

[no] url url-string[clearport port-number | | £Xx# 2% URL A MY v 7% HBETXET, BY O—%HIKRT 51203,
sslport port-number] Zoavy RO no BREHEHLET,

url-string : FHE#Z 5 URL U 7 @ host BB 46 E LE T, K251 LFETHETEET, VA
VR — R %) %, FEHZNV—LOD hostname DT VT 4 7 ZAETNZH 7 4 7 AL LTOBREAT
XET, e zIE. OWTNADITIET hostname ZfEHTE £9,

e WWwWw.cisco.com
e * cisco.com

¢ wwwin.cisco.*

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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M ssi-proxy policy url-rewrite

(F)

]

BBEav R

clearport port-number : ({EE) EE#2 % URL U7 O port BB 2 E L £3, BRMEIX 1 ~
65535 T,

sslport port-number : (&) £ZiAte URL U > 7 @ port B a4aE LET, AT 1 ~ 65535
‘(“‘j—o

ZoavryRFon BRXEASNLT, N —Z2HIBELET,

P—NIZURL VXA L2 hDOF 744~ HTTP A— &5 80 NEEN L %A (T2 & 2.
www.example.com:80), R4k url =2~ > RERETILERNDH Y £ (72 & 21E, url
www.example.com:80), 1ZHELIAN DK — FFEE % URL O—#i& LTHETHLETIH Y THA
25, f VI clearport ¥ — 7V — FZEH L TRETHZ LIFTEET,

WOBEI T, testl RY S —D URL EEWz a7 1 Fal—i gy 37— F2lBT 5 HELR
LET,

ssl-proxy (config)# ssl-proxy policy url-rewrite testl
ssl-proxy(config-url-rewrite-policy#

WO T, testl KU T —?D URL EEHIFRY v —%2EHRT D HEEZRLET,

ssl-proxy (config)# ssl-proxy policy url-rewrite testl
ssl-proxy(config-url-rewrite-policy# url www.cisco.com clearport 80 sslport 443
ssl-proxy(config-url-rewrite-policy#

WOBITIL, testl WY > —dD URL EXHZARY —2HlRT 25 HIEERLET,

ssl-proxy (config)# ssl-proxy policy url-rewrite testl
ssl-proxy(config-url-rewrite-policy# no url www.cisco.com clearport 80 sslport 443
ssl-proxy(config-url-rewrite-policy#

show ssl-proxy policy
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ssl-proxy poolca W

ssl-proxy pool ca

REERT—n a7 4 Falb—ary B 7E— FEHET HITIE, ssl-proxy pool ca =~ F&ff
LET, RIRT—N a7 4 Fab—ary $7E—RT i FEVa— AMEHETE S CA 2R
#7 nuuﬁ)%7‘_‘/l/i¢> Hﬂ;(%iﬁ—

ssl-proxy pool ca-pool-name

EX D

TI24IEK

avU kK E—F

ca-pool-name AL/ 7 — V4,

Zoawy NI, 5I8EREF—TU—REH Y A,

Ja—nN") a7 4 FXalb—g v

avy FERE

EREDHA F34>

Jyy—x EERA
SSL Services Module = » =< RO HR— ~iE, Catalyst 6500 U —X A A v F TEAX
Release 2.1(1) nE L7,

BRI T—N 2T 4 FXFalb—ary P TE—F avr REENEFNDOITTANLET,
#2610, BTV TCP a7 4 Fal—ary B 7TE— R THEATELa~v L RERLET,

£ 2-6 FAaXL RYS—TCPavI«Xal—ar HITE—Favr kR

g:lg

BA

ca RILRERELET, FHTELIY T avr FNIkD EBY TT,
trustpoint ca-trustpoint-name : B N T A FRA M EFRELET,
T ANV FREICRTICE, Zoa~vr Fono BREHEALET,

default avy REF 74V MNIERELET,
exit Faxy h—rR ar7 4 Xal—ary B TE—REKTLET,
help B O A A DT U P ERETEET, AARMEIXZS~TSHTT, 741

FREBICETICE., 20oa~<vry Fono BRXEHEHLET,

]

ROBITIEX, BEER R T A PRA » M &2T—VIBNT 5 FiEE R~ LET,

ssl-proxy (config)# ssl-proxy pool testl
ssl-proxy(config-ca-pool)# ca trustpoint test20
ssl-proxy (config-ca-pool) #

[ oL-4779-01-J
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M ssi-proxy service

ssl-proxy service

TaXy h—btR arvo¥al—rvary B7E— RERBET ST, ssl-proxy-service 2~ K%
BERHLET,

ssl-proxy service ssl-proxy-name [client]

BEXDHHA ssl-proxy-name SSL Y ¥4,

client {EE) SSLZ 747k 7uxy —E2E#ETEEY, ssl-proxy
service client =~ FAZBR L T E&E W,

TI24+IEK P — X NAT A F—T N> TWT, 7747 B NAT BT 4 =T >TWET,

T
H
I
™.

avy Ja—) a7 4 Xal—y g

av Y FEE Jy—=x EERR
Cisco IOS Release ZDawy ROPHR—ME, Catalyst 6500 ¥ U —X AA v F THAI
12.1(13)E B LW nE LT,

SSL Services Module
Release 1.1(1)

SSL Services Module Zoawry R, RKOF—TU—KRE2E0 LB HINFE L,
Release 2.1(1) * authenticate : iEHEOHERFILEZRE L ET,
e client:SSLZ7 547k Fu%y —2&2RELET,

 policy urlrewrite : URL EZ#2 AN o —& 7 m ¥k $— 25
)EH L\i‘j‘o

o sslv2:SSL N—U a2 A X—T7 VI LET, server ipaddr
ip-addr protocol protocol port portno 7 2~ REHZRL TL
ZEW,

o trusted-ca ca-pool-name : {FH T & DFAERORE L 7 1 F
F—NICHEMALET,

FREDHLARSM4Y TFouxi $—v R ar74X¥al— gy 3 7E— FTIE, Frds — 1 AICEEA T S -8
IP7 RLAEFR—b, BLXOEEMN TN =7y FIPT RLAEFR— b ERETEET, £/,
TaXx D747 Ml (virtual ¥—U — R TEE5) &V — Ml (server ¥—7U — K THE D)
DOl DO TCP R v—& SSLARY v—%2ERTHI L TEET,

AT OTaXF  h— R a7 4 Fal—vary BTE—RT, JIT FTHFAMDRT
T4 w7 EZFAN, SSL T T 4 v 7R L, Ny 72 R SSL Y — NIRRT S S aky Y—
ERXEHRELET,

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
m. oL-4779-01-J |
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ssl-proxy service W

i&AE®FA\ FATENDIFETRTO SSL =" Fu X BEN SSL 7 T4 7> F 7ok vk
XL THDTT, 2L, wRiFps Ty,

o SSLHI—ANTaXxF OO0t ELRET OIMLERHVETN, SSLZVFA T F 7FrFxo
TODHELZRET HO2LEIIHV EHA, SSLIZTAT U N 7O ELRET
5iﬂ/\\ /\/}\/I/])y 7D ]\:lﬂ/@y 7/])7/ ]\uALuIE«EXK T%W/\ﬁ)%@uﬁﬁig*} /'IZ“—

W CCEDFEHENEE ENET,

e SSLARY Y —FY—"DSSLI7I7A4 T b Tuxy 7 avy RICRMNESND7-0, ssl —
TuX L OREY T awr FICRFENET,

LE7uXy —bR a7 4 FXal—vary$r7E—Kavr REEEFTaxr 7734708 2w

TJA4Xalb—Yary 7 E—F avr FE2ZENRNENDITTASLET,

#2710, Puxy Y—bERar7 4 Xal—ary $I7E—RELEIFeXT 7547 av

T7A4F¥al—vary W7 E—-RNCHEHATEa~v L RERLET,

® 2-7 TAFL H—ER AV T4 F¥aL—>a v YTE—F a7 Y FOHHA
.34 ETLT
authenticate verify {all | signature-only} AEAZOHRITEERELET, ROZLEEH/ECTEET,
e all: CRL & EX4AHELHRLET,
o signature-only : EX DL ZHER L £7,
certificate rsa general-purpose trustpoint |ZFAF# % RSA LI —L L HICRTEL. F T R FRA > P 2 E|CRHE
trustpoint-name T ET,
default {certificate | inservice | nat |server| |2~ FZF 7 /)L MZHEELET,
virtual}
exit TuXy h—tRA ary 4 Fal—rary $BTE—-FELETeFT I T
ATy arv7 4 Fal—rary $7E—FRE2KTLET,
help XFHR AV T VAT AOFHERRLET,
inservice Tax Y =NEF I TAT L RERRAICT v LTS EESLET,
nat {server | client natpool-name} o server: 7 7A TV MUD FT T 4 v 7 B —ANIZEHESND LA, 5
He 1P 7 F L2 ® Network Address Translation (NAT; *v U —27 7
RUAZH) A X —T NI LET, OB X —T NVDORE, 555 1P
T RUVAPRY—EZADH—NIP 7 FLRAZEBSINE S, 7740
TIX. natserver [T X —7 /LT,
* client natpool-name : 7 7 A7 > MUD ~T 7 ¢ v 7 PP — N THEE S
nNo%4, #EL IP 7 F L 2O Network Address Translation (NAT;
Xy NI—=2 T RUVAEW) 24 FX—7TWVIZLET, 7T FLADT—)L
I%. natpool 2~ ROXIET DA LV AX LV ATERSNET,
GE) Dty 82D IPT RLADT —AERETHLERDH Y 3,
7 4/ h TiZ, natclient |5 4 ¥—7 1 T1,
policy urlrewrite policy-name URL E#Ex#aizx R v—%7axy —NiZ@EfA LI,
server ipaddr ip-addr protocol protocol Taxy —NIE =Ty N RO IPT FLAZERLET, £/,
port porino [sslv2] N—hESLEGE T ba/LbigETE £, 5% IP 7 FL A SLB &/
A ZDRIIP 7 R LA EiE Web B —_"DEFBEDOIP 7 FL AT H T &
MTEET, sslv2 F—U—FRiZ, SSLAN=Var 2077 0y 7 O
WER SN —"EHEELET,
server policy tcp TCP RY v—%7axy =" — MIITEHLET, A— rEELE
server-side-tcp-policy-name ‘7 haVERETEET,
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF Y7L R -1J)—R 21
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M ssi-proxy service

® 2-7 FOoFxP Y—ER AV T4 Fal—2ar $TE—F AT FOHE #EZ)

B ETL

trusted-ca ca-pool-name B CE DAEHEORIAHREZ 7 nx Yy —NICHEALET,

virtual {ipaddr ip-addr} {protocol STE 237 v & VAR 24T D {RAB — _ORAEIP 7 KL 22 EFELET, F

protocol} {port portno} [secondary] oo A= FEBLEET T ha/LbIRETE T, protocol DEZN7REIL tep
T, portno DEZIEIL 1 ~ 65535 TY, secondary ¥—7U—F ({£&)
I, AR IP 7 R LA~ ARP BRI STE 23 8E 2 D Z[aliE L £,

virtual {policy ssl ss/-policy-name} SSLARY v—%7uaxy =07 747 MIlZEHALET,

virtual {policy tcp TCPRY v—%T ¥y =07 747 MICHEA L ET,

client-side-tcp-policy-name}

]

i Catalyst 6500 ¥ )—X X4 vF SSL ¥—ER EYa—)L IRV F YI7LrR-J)—R 21

Content Switching Module (CSM; =27 Y AA v F o 7 £V 2—/) & SSLHP—ER EFVa2—/b
OEDOEX=2T F—FET ) v T— OB R R—FEINET,

7y Y E—FK FARR VI secondary ¥—7U— R ((TLE) 2ERALET,

W2, 7uxs y—bR ar74X¥alb—ary 72— NEHBET 2R LET,

ssl-proxy (config)# ssl-proxy service S6
ssl-proxy (config-ssl-proxy)#

WIT, AEAEOWRTEEZRET 20 2R L ET,

ssl-proxy (config-ssl-proxy)# authenticate verify all
ssl-proxy (config-ssl-proxy)#

WOBTIE, FEEENZSSL 7 udxy —v ROERELRET S HiEZRLET,

ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint tpl
ssl-proxy (config-ssl-proxy)#

ROBITIE, HESNTa~v L FET 74V MEICRET D HiEE R~ LET,

ssl-proxy (config-ssl-proxy)# default certificate
ssl-proxy (config-ssl-proxy)# default inservice
ssl-proxy (config-ssl-proxy)# default nat
ssl-proxy (config-ssl-proxy)# default server
ssl-proxy (config-ssl-proxy)#

#

ssl-proxy (config-ssl-proxy

)
)
)
)
) # default virtual

)

W DB T, 1Dﬁf%5uiﬁﬂi@umn REE ST X P —NZ ﬂ%j—éﬁ{f%ﬂ*biﬁ—

ssl-proxy (config-ssl-proxy)# trusted-ca testl
ssl-proxy (config-ssl-proxy)#

WOBITIE, FESNIAREY — SO IP 7 U RAZRET 5 ke R LET,

ssl-proxy (config-ssl-proxy)# virtual ipaddr 207.59.100.20 protocol tcp port 443
ssl-proxy (config-ssl-proxy)#

WOHITIE, FBESNTAFIRY— D SSLARY > —2RKET D HEELRLET,

ssl-proxy (config-ssl-proxy)# virtual policy ssl sslpll
ssl-proxy (config-ssl-proxy)#

ROBITIE, FEINTARAES — D TCP RNV v —52RET D HEERLET,

ssl-proxy (config-ssl-proxy)# virtual policy tcp tcppll
ssl-proxy (config-ssl-proxy)#

oL-4779-01-J |
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BfEav> R

ssl-proxy service W

WROFITIIEEALSNIZ DT T 4 v 7 28K T L5 SSLY—ER EV2—ADO7 VT T X O Web
YV NERET D HEERLET,

ssl-proxy (config-ssl-proxy)# server ipaddr 207.50.0.50 protocol tcp port 80

ssl-proxy (config-ssl-proxy)#

WOBTIE, HEDZ VT TFARD Web —30D TCP RV > —ZRET D HiEE R LET,

ssl-proxy (config-ssl-proxy)# server policy tcp tcppll
ssl-proxy (config-ssl-proxy)#

ROFITIE, HESNTEY—EAXSSLA 70— ROV — g THEHEN32 747 F 7T RLAD
NAT 7=V E&RET D HiEER~LET,

ssl-proxy (config-ssl-proxy)# nat client NP1l
ssl-proxy (config-ssl-proxy)#

WOBITIE, 7 IF3AT 2 MUD T 7 4 7 DY —NTHRESNDEAIFEIP 7 FL 2D NAT %A
F=T T DHEE, 774 T 2 MIO ST 7 4 v 7 DY — N TEEINDIERICEETIP 7 R L
ZD NAT 2 A X —TNMZT B FEEX R LET,

ssl-proxy (config-ssl-proxy)# nat server
client Enable client nat
server Enable server nat

Ssl-proxy(config-ssl-proxy) #nat server

Ssl-proxy(config-ssl-proxy) #nat client
Ssl-proxy(config-ssl-proxy) fexit
Ssl-proxy(config-context) #natpool Test nat 192.168.10.1 192.168.10.8
netmask netmask
Ssl-proxy (config-context) #natpool Test nat 192.168.10.1 192.168.10.8 netmask 255.255.255.0
Ssl-proxy(config-context) #natpool Test nat 192.168.10.1 192.168.10.8 netmask 255.255.255.0

show ssl-proxy service

[ oL-4779-01-J
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M ssi-proxy service client

ssl-proxy service client

IIAT L DOTRFY =R 2T 4 Fal—ar B TE— RERHBTHITIE, ssl-proxy
service client =~ F&#EH L E7,

ssl-proxy service ssl-proxy-name client

BX DA ssl-proxy-name SSL Fuxi +—b R4,
T2+ E 2547 hNAT (ZF 4 E—7 LT,
avyY kR E—F Ja—) ar7 4 ¥al—3ay

av Yy FERE Jyy—x EEANA
SSL Services Module ~ Z® =<2 FoO# AR — M, Catalyst 6500 > U —2 XA v FTHAS
Release 2.1(1) nELE,

FRLEDHLARSAY 7547 ro7udy —ER ar 74 X¥al—var B TE—KRC, JUT THFADLT
T4 v EZIFAN, SSL h T 7 4 v 7T L, Ny 7= R SSL —NZiRET L I rxy 4 —
ERAERELET,
BLALOHE, ETENDIIETRTOSSL ¥ — T L@ENSSL 7 74 7> b 7 o¥ i
W L TCAZTY, 7272 L, WIZFs T,

o SSLY—NRNTuaXxvDdDitHEZRETAILENDLD ETMN, SSLZIA4 T~ 7axoo
DA ELZRET HILETH Y EHA, SSLZIFAT Uk Fuxs Do 0itHELHET
DEE. N Ry Ta hanrdy T4 7T v FREEEBE T — 05 OFFIHETR X & —
N CCEOFEHENEEINET,

o SSLARYV Y —ZV—""DSSL 7 I7A T h 7Taxy $7avy RIZIRFMENNS5729, ssl —
TaXvONBY T avy FICEMfEnE T,

KX7aX —bER a7 4 Xal—vary Y I7E—RFav s RNERE 7 e 79470 v
T4 FXa2l—Yary P T7E—RFKavr REENETNOITTCATILET,
#£ 28I, FuXL r5A4 7 ar7 4 FXal—yary BT E— RN CHERATE S a v FERLET,

= 2-8 IaxL 4547 a4 F¥alb—varvyHIE—F avy FOHHA

X i

certificate rsa general-purpose trustpoint |ZFB#ES RSAJLAF—L L HIZHTEL., T A MRA > FAZEE B
trustpoint-name fFirE4,

default {certificate | inservice | nat |server| |z~ F4%5F 7 4+ /L MNZEELE T,

virtual}
exit FuXxy V54T ar7 4 Xalb—Tary $TE—REKTLET,
help KFERIANL T 2T AOMBEEFRLET,

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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ssl-proxy service client W
& 2-8 TaXxS V9S54 F AV T4 F2L—23y HTE—F a3V FOA (@E)
L: 5°8 EEA
inservice Iaxy 774 T MPRERAICT vy LTV EEFLET,

nat {server | client natpool-name}

SSL —tE R &Y a—Z Lo TN D — MO Bz DY — /X NAT F
721327 747> b NAT O R EZFEE L E 7,

policy urlrewrite policy-name

URL H&#izx RV v —%2 7 mXy — @A LET,

server ipaddr ip-addr protocol protocol
port portno [sslv2]

TaXxy =N H =T N =D IP T RVRAEERLET, £z,

A= FESLEmEETe harvbBECTEET, 5L IP 7 KL AL SLB &3
AADWAEIP 7 RV AFE 21T Web b —OFEBEDO IP 7 RLRIZT B &
MNTEET, sslv2 F—U— RIISSL A=V 502 24 2—T7 I LET,

server policy tcp
server-side-tcp-policy-name

TCP RV v—%7uxy ="V —flliIcEHLET, F— FEELER
k7o ha L ERRETEET,

virtual {ipaddr ip-addr} {protocol protocol}
{port portno} [secondary]

Taxy =R H—F v h =D IP T FLRAEZEHZLET, F7=.
A= EELEmETa ha v b ECEET, sWHIP 7 KL AL SLB 73
AADWAEIP 7 LA FE 21T Web 4 —_"DEEED IP 7 RLAIZT 52 &
MNTExZET, sslv2 F—TU—FiZ, SSLA—V a3 2D 57 4 v 7 O
RSN —_"EHEELET,

virtual {policy ssl ss/-policy-name}

SSLARV v—%Tmxy r—"Dr 747 MINITEHLET,

virtual {policy tcp
client-side-tcp-policy-name}

TCP RY v —%7axy —_"0D7 I 72 MIZEHLE9,

Content Switching Module (CSM; 27 Y A v F 7 FVa2—/b) & SSLYP—ER EVa2—/L
OEOEF a7 KTV vV T—FOEFRYR—FEhET,

7Y v¥ E—FK hARBE VI secondary ¥—V—F (EE) Z2FHLET,

1 Wiz,

IIAT o hOTaFxy =R a7 4 Falb—gy B 7E— R+t 02" LET,

ssl-proxy (config)# ssl-proxy service S7 client

ssl-proxy

(config-ssl-proxy) #

ROBITIEL, FHEINT SSL FrFdy h—E ADAAELRET D HIEERLET,

ssl-proxy
ssl-proxy

KOF T, fEESh-a~ry REF 7+ /L MEICEK

(config-ssl-proxy) #
(config-ssl-proxy

ssl-proxy
ssl-proxy
ssl-proxy
ssl-proxy
ssl-proxy
ssl-proxy

(config-ssl-proxy
(config-ssl-proxy
(config-ssl-proxy
(config-ssl-proxy

(config-ssl-proxy)# certificate rsa general-purpose trustpoint tpl
(config-ssl-proxy) #

ETDHEERLET,

default certificate
# default inservice

# default nat

# default server

#

#

)
)
)
)
) # default virtual
)

WOFITIE, FEESNTFBEY — SO IP 7 FLAZRET D Hika R LET,
ssl-proxy (config-ssl-proxy)# virtual ipaddr 207.59.100.20 protocol tcp port 443

ssl-proxy

(config-ssl-proxy) #

WROFITIE, FaES NS — "D SSLARY v —ZRET D HiEE R LET,

ssl-proxy (config-ssl-proxy)# virtual policy ssl sslpll

ssl-proxy

(config-ssl-proxy) #

[ oL-4779-01-J
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M ssi-proxy service client

i Catalyst 6500 ¥ )—X X4 vF SSL ¥—ER EYa—)L IRV F YI7LrR-J)—R 21

\O

.

WOFITIX, FBESNIBIEY — 1D TCP RV > —2RET D HiEEX R LET,

ssl-proxy (config-ssl-proxy)# virtual policy tcp tcppll
ssl-proxy (config-ssl-proxy)#

ROFITIIWEZCENTZ T T 4 v 7 ZEEET D SSLY—ER EV2a—LD7 VT TF A D Web
P—NeRETDHHEERLET,

ssl-proxy (config-ssl-proxy)# server ipaddr 207.50.0.50 protocol tcp port 80
ssl-proxy (config-ssl-proxy)#

ROBITIE, HEDZ VT TF A LD Web —3D TCP RNV > —4%RET L HEEFLET,

ssl-proxy (config-ssl-proxy)# server policy tcp tcppll
ssl-proxy (config-ssl-proxy)#

ROFEITIE, HESNEY—EASSLA 78— ROV — g THREND 2747 T RLAD
NAT V=V &R ET D HEERLET,

ssl-proxy (config-ssl-proxy)# nat client NP1l
ssl-proxy (config-ssl-proxy)#

ROFITIE, FRESNY—E R SSL A7 v — ROV — SgEIZ LT NAT = 7 KL 2% A
FR—=TNWNZT D HFEERLET,

ssl-proxy (config-ssl-proxy)# nat server
ssl-proxy (config-ssl-proxy)#

show ssl-proxy service

oL-4779-01-J |
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ssl-proxy ssl ratelimit W

ssl-proxy ssl ratelimit

BXDHHA

TI2H+IE

avU kK E—F

AR ORI TH LB 2 281k 9- 5 121%, ssl-proxyy ssl ratelimit =~ > F&2fHALEY, Zoa~<
RO ne BAEFEHT DL, A€ EHEHTE 5B ITH LW TREIC 20 £,

ssl-proxyy ssl ratelimit

no ssl-proxyy ssl ratelimit

Zoawy R, slEELITF—V—FEH 0 £EA,

Zoawry R, TNV IRETHY A,

Ja—nN") a7 4 FXalb— gy

avy FEE Jy—= EERRE
Cisco I0S Release Zoa~wy FOHR— M, Catalyst 6500 >V —X A A »FTHAZ
12.1(13)E B LW nE L,
SSL Services Module
Release 1.1(1)
7 WOBITIE, AR ORI TH LWk a k92 HikErm LET,

ssl-proxy (config)# ssl-proxy ssl ratelimit
ssl-proxy (config)#

WROFITIE, WAMORNTAEY ZEATE LG LWER AT 5 HiEE R LET,

ssl-proxy (config)# no ssl-proxy ssl ratelimit
ssl-proxy (config)#

[ oL-4779-01-J
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M ssl-proxy vian

ssl-proxy vian

7aX Y VLAN 27 4 ¥ a2 b—yay 7% — REiaT 512i%, ssl-proxy vlan =~ > K% ffi
LET, 7e¥ T VLAN 207 4 Falb—v g 3 7E—FTE, SSLYF—ERX £V 2—L0D
VLAN R ETEET,

ssl-proxy vlan vian

EXnHA vian VLAN ID, A#h724Ei% 1 ~ 1005 T,

TNk F 74N FOREFRD EFBY TT,
* hellotime 1% 3 ¥ T,
e holdtime 1% 10 ¥ T,
e priority 1X 100 T,

avY kR E—F Jsa—r )L ar 7 4 Fal—g

ATy FEE Jyy—2 EENE
Cisco IOS Release Zoavy ROV AR— I, Catalyst 6500 > U — R A A v F TEHAS
12.1(I13)E B LW nWE Lz,

SSL Services Module

Release 1.1(1)

SSL Services Module = » =< Rix, HSRP ##% &9 5 standby ¥ — 7V — R & 5|8 % 59
Release 2.1(1) HEICEEINE LT,

ERLDHA RS54 CSM Tld VLAN 1 BHH— SR EHA,
SSL #—E R E¥ 2 —/LTiL, JEEFH VLAN B3R — F St A,
% 77X VLAN a7 4 Fal—vary B 7E—FK avr FEZnREhOiTCAALET,
#2912, 7uX¥Y VLAN 2 7 4 Fal—vary 72— Rl cEba~r FERLET,

& 29 TAFXYVLAN VT4 FaL—2ay $TJE—F a2 v FOHRHA

L 3°4 BiEA

admin VLAN Z& B VLAN & L TRELET,

exit 7Y VLAN 27 4 Xal—vary 37— RFaRTLET,
gateway prefix [drop | forward] VLAN #4 VX =Ry b~DF— b U oA & EBITHRELET,
help SFEMALT AT AOBBEEFR LET,

ipaddr prefix mask VLAN Z IP 7 FLABI O 7 Hxy b v A7 L EBITHRELET,
no Ay REENCT D0, T 740 MEERELET,

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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ssl-proxy vian W

® 29 FAXFPVLAN IV 74 F¥aL—2ay $TE—F ATV FOBHA @)
BX Bk
route {prefix mask} {gateway prefix} SSL #— bR £V a—ARHEEERINL TR TRy hT— 7 ICH|E#

TELEIET— P U= AZRELET,

standby [group-number] {authentication VLAN CTLEMZHRELET, AORMEICHONWTIZ, kOa~vr RERR
text string} | {delay minimum [min-delay] LTL &N,

reload [reload-delay]} | {ip [ip-address
[secondary]]} | {mac-address mac-address} |
{mac-refresh seconds} | {name group-name} | ¢ standby delay minimum reload
| {preempt [delay {minimum delay | reload o

¢ standby authentication

standby ip
delay | sync delay}]} | {priority priority} |
{redirects [enable | disable] [timers * standby mac-address
advertisement holddown] [unknown]} | ¢ standby mac-refresh

{timers [msec] hellotime [msec] holdtime} |

{track object-number [decrement priority]} * standby name

¢ standby preempt
e standby priority

e standby redirects
e standby timers

e standby track

¢ standby use-bia

B8 VLAN 2 ETE 5 X029 210i3, BAEOEHE VLAN OFH VLAN 27— 2 & HI
TAHULENBY £,

B VLAN /L, iEiHE=—Y = b (PKD) EEBEAT— 3 (SNMP) & OBEEIERASNET,

T—= MU xA ZRETDHHE, drop ¥—UV— REFEMATLH L, ~Fy MIBEEMT OB —E
ARROMNERVES, SSLYP—E R EVa— LTy &2 Ray T E4,

F—=hrT A ZRETHHEA, forward ¥ —U — FEEHAT 2 L, 7y MEEMT SR8
P —EZARRONSRWNES, SSLYF—E R FV2— LT, EINT VLAN OF — 7 = A |23
oy P ERERETEET,

HSRP O EIZHDREIFRD L B0 TT,

o group-number : ({EE) HSRP N7 V7 4 T/ o TWAAL v H—T 2 A A LD I NV—THER, H
Zh7pfEix 0 ~ 255 TF, group-number % HE Lo T2E&1E, Z7v—7 0 BMERAINET,

e ipip-addr - HSRP A > 4 —T7 = A ADIP 7 RL AZRE L £T,

e priority priority :HSRP A V' % —T7 = A ADT A4 A VT 4 Z¥RELE9, HSRP /L —7HND 1
OLUEDA =T 2 A ADTTAF VT 4 L TET, TI9AF VT A DB REDOA L H—T = A
ANHSRP ZV—FIZH LTCT 7T 4 72720 7,

e prempt : VLT alEAX—TNILET, TV T varEf X—TNITTDBHE,
0—H) V—E DRy N AZNRADTTAF )T A NBUET 7T 4 T —2 L0 bEWIEE,
O—HN = BENT 7T 4T =L LTHIEEZ ST I LEST, TV T a2 RE
LRWEE, a—H L —FIXT 7T 4 TIREDNL—Z N2 L BRI IEREZ TR - 256
DB, TI2T 47 —2L L THEEEMETEST FEEL—F & LTEET S),

Catalyst 6500 &) —X X4 vF SSLH¥—ER ESa—)LavvF YI7LUR -1 J—2R 2.1
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M ssl-proxy vian

Ll

e delay : (FE) 7V 7y arDBBEEARELET, V—FBNRVNCERIT S & 13, ek
N—=F 4 T T—=TNABHYEEAL, TV TFoa AT EICRESNTVEEA, 7
IT 4T =R ETR, @R —T 4 PR RETEETAL, T T T
VRV EATON— A MERICT 7T 4 T N—E DTV =T a VHT ORI OREE R ETE
ESC

o typetime: YT T a DA TEREERELET, FOREIZRO LB TY,

— minimum time : FEIE O/ NAM ZFPBEALTHEE L E T, AR0RMEIL 0 ~ 3600 F> (1 FEfE]) T
\?‘O

— reload time : Vu—RLEHOLDOT VT a VBIEERELET,

— sync time : EEHED i K [FIIHIH 2 R BEALCHRE L £ 97,

 timers [msec] hellotime holdtime : hello /X7 > FDRRE, MONV—FBT VT 4T Ky b A H
UNSL =B FETNIRAB N, V= EDF Y U EBEET 5 ETORNMERELET, A27RMEIL
WD EBY TY,

— msec: ((EE) HE (X UBHM), IVBOXA~—IXY, 7= VA —"—&HHIZHE
TTEET,
— hellotime : hello DEIlE (EAL), A%72MEIZ 1 ~ 254 T3, hello HfFEIE msec F¥—U —
FCTIVUMHEMNTIEETE £Y, BRI 15 ~999 S VBT, 5740 MEIE 3 BT,
— holdtime : 777 4 7 NW—F ETFAZ U NA V—FDFTUNESIND ETORR (B
AL, A7 MEIE x ~ 255 T, =/ FZA ALlX mseec ¥— U — RN T U BHEN THRET
FE9, ABeEITy ~ 3000 I URTY, T 74 MEK 10 BT,
ZZ7T
x 1X hellotime + 50 2 VAT, 1 BRIV EF £,
y I hellotime ® 3 fELLETHY | 2>2 50 I VRLLETT,

Wiz, 78X VLAN 2> 7 X2 b—3ay 75— N2 T 2627 LET,

ssl-proxy (config)# ssl-proxy vlan 6
ssl-proxy (config-vlan)#

WOBITIE, HESNIca~y RET 740 MEICERET 5 HiEEZ R LET,

ssl-proxy (config-vlan)# default admin
ssl-proxy (config-vlan)# default gateway
ssl-proxy (config-vlan)# default ipaddr
ssl-proxy (config-vlan)# default route

WROPITIE, FEELZ VLAN 27— b =A L L BITRETDHIEELRLET,

ssl-proxy (config-vlan)# gateway 209.0.207.5
ssl-proxy (config-vlan)#

ROBITIE, HELZE VLANZIP 7 FLABIOY 7Ry h vAZ & EBICRET HHEERLET,
ssl-proxy (config-vlan)# ipaddr 208.59.100.18 255.0.0.0

ssl-proxy (config-vlan)#

KOFITIE, SSLYP—E R EV 2 — Vb EEEHRIN TR TRy NT—JIZEET D200
TF= U=z, %RETDHHEEZRLET,

ssl-proxy (config-vlan)# route 210.0.207.0 255.0.0.0 gateway 209.0.207.6
ssl-proxy (config-vlan)#
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WoFEITIX, SSLEY 22—/ 2 HSRP # & ET 5 HiEE R~ LET,

ssl-proxy(config)# ssl-proxy vlan 100

ssl-proxy(config-vlan)# ipaddr 10.1.0.20 255.255.255.0

ssl-proxy(config-vlan)# gateway 10.1.0.1

(

(

( )
ssl-proxy(config-vlan)# admin
ssl-proxy(config-vlan)# standby
ssl-proxy(config-vlan)# standby
ssl-proxy(config-vlan)# standby
ssl-proxy(config-vlan)# standby
ssl-proxy(config-vlan)# standby
ssl-proxy(config-vlan)# standby
ssl-proxy(config-vlan)# end
ssl-proxy#

show ssl-proxy vlan

1
1
1
2
2
2

ip 10.1.0.21
priority 110
preempt
ip 10.1.0.22
priority 100
preempt

ssl-proxy vian W

[ oL-4779-01-J
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M standby authentication

standby authentication

HSRP OFBFEA b ) V7 EFRET DX, standby authentication =~ REFEH L £, FRAEA MU
YU ERAIRT DICE. Zoavr Ro noﬂ%iﬁ%ﬁﬁiﬁbi‘%

standby [group-number] authentication text string

no standby [group-number] authentication text string

BX DA

TI2HIE

group-number EE) ZORFEA NV VI EBAT LA 4 —T =2 A LD T N—TFR,
text string FREEA PV T, RS XTI T D EnTEET,

T 7 AN FOREFKRD LB Y TT,
o group-number 13 0 T,
e string 1% cisco T,

%L VLAN a7 4 Falb— gy 75— FE2BBLET,

EREDAHA R34y

Bl

yy—=x EERE
SSL Services Module  Zo =~ Fo#AR— ML, Catalyst 6500 'V —RX 2 A v F THAINLE
Release 2.1(1) L7,

HSRP /%, FBAEE N TWRWHSRP X v —V &R L ET,

FRREA R U U7 E T _TO HSRP A v —Y THE{LENTICEREINET, HAEHATE D LI,

oSNNI X CToOL—F2BLOT 78X B—NZRUFEEA M) V7 E2RETILERDH D T,

SREED R —E N RBAETDH E, T/ AT, HSRP THREINLMDONL—Z G FeESNZHRy b A
ZUNRALIP T RFLABLIRER Y h RFZ UL B v— (i FETEXER A,

IN—TFK5 02T 256, NVRAM IZ7 V=7 FSREZAENT, THNABMES RIS ET,

WIZ, TN—T1 DRy FAZ AN, N—F ZHAERSELT200ORFAEA MY 27 & LT, Tword)
ERET LB R LET,

ssl-proxy (config-vlan)# standby 1 authentication text word
ssl-proxy (config-vlan)#
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standby delay minimum reload W

standby delay minimum reload

HSRP 7 Vv —7 Wb I N2 £ CORBLEZFFRET 2121L. standby delay minimum reload =~ > F
EHEALET, BEAZT 4 E—7 0T 520, 20a~vry RO no JEREEMH L E7,

standby delay minimum [min-delay] reload [reload-delay]

no standby delay minimum [min-delay] reload [reload-delay]

BX DA

TI2HIE

min-delay (FBE) A8 —7 A ZADEE%IZ HSRP 7V —F DYV &2 BT 5 fe /)
MR (RbHAGE), A Zh7affi ~ Bcd,
reload-delay (EE) —2 NV a— FENT-%ORERR (BEA), A7 EIT ~
Wcd,

T H N FOREFTROELY TT,
o min-delay 13 1 7T,
o reload-delay 1% 5 # T,

78F%> VLAN 2> 7 4 F2lb—ay 27— REBRHBLET,

EREDAHA R34y

Jyy—=x EFENE
SSL Services Module = =<2 RO RE— hiZ, Catalyst 6500 V) —R A4 v FTEASNE
Release 2.1(1) L7z,

min-delay 1%, %EDTXTOAL L F—T 2 A4 A A XV MNIEHAINET,
reload-delay 13, W—2 R va— R LIBORYIIDOA »Z—T = A ZAL#E A N MIOBBEH S ET,

TIT 47 V=R IIBEENKELZND, *y NI =T DOHIBRENTZSHE, AX 3 A L—Z BRHE)
BT LWT 77 4 7 =RV ET, URIOT 77 47 V—ER+ T4 RS TR,
standby preempt =2~ FZERA LT, 77747 M—F &5 ZIHEI pEHfATcEET,

772 L, BAEIZ ko T, standby preempt 2~ REEHA L2 TH, LAiOT 77 47 L—4 )R
Vr—RESN, A IFA RS T2% T, 77747 n—nx@HLET, HSRP 7 L— 7Ok

DIRIC %R ET 5121, standby delay minimum reload =~ > REFHLET, ZDa~vr REfH
THEN—ENT T 47 u—VEBRTOENC Ty P ERT SRR A RETE £,

standby timers =~ > R I UBHEMN THESNL T DHAL, HSRP 8 A1 v F D VLAN A > 4 —
T2 A ATHRESNTVWSHA. standby delay minimum reload =~ > F&# AT 2 & 2L £
R

WFEAEDERETIE, T 74V MET Ry bR EIBT 27200+ 52BN 7D, IhEN
I 2R ET 2 HETIH Y EH A,

HSRP 7w WA v F—T oA ATREINTGE, BERX Y EALINET,

[ oL-4779-01-J
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M standby delay minimum reload

7l ROFITHE, BIEOF/IMEZ 30 ICEHE L. HAO U v— FROBIEE 120 ICEET D HikERL
i‘a‘o

ssl-proxy (config-vlan)# standby delay minimum 30 reload 120
ssl-proxy (config-vlan)#

BEa<TUF show standby delay
standby preempt
standby timers
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standby ip W

standby ip

HSRP %7 7 7 ¢ 74t 3 5I12i%, standbyip =~ FZEHLET, HSRP 7 4 E—7 MIZT 5 I
X, Zoa<r Fone IBXEFEHLET,

standby [group-number] ip [ip-address [secondary]]

no standby [group-number] ip [ip-address]

BX DA group-number ({EE) HSRP 27 7 F 4 7T DA v B —T oA ZAD T N—TFH 5,
ip-address EE) Ry b AZ AN, N—F LB =T =2 ADIP T FL A,
secondary (EE) IPT RLAREDEY Ry b AR, —F A H—T A A

ThdHZEHERLET,

TI24ILE FI7HN FOBREFRDO LBV T,
» group-number 13 0 T,
e HSRPIIT 74V FCF 4 E—7 VT,

a2k E—F Fu¥Y VLAN 2 7 4 ¥ al—vay 7 E5— REBHBLET,

avy FER yyy—x EZENR

ERLEDAA K54

SSL Services Module ==z~ Ro#KR— MM, Catalyst 6500 U —X AL v F CTHAINLE
Release 2.1(1) L7,

standby ip =~ > N3 25&, 75 4~U HSRP 7 KL Rt h %Y HSRP 7 RL A EZRET
EET,

standby ip 2~ REETTEH L, BESNTZA LV F—T =24 ATHSRP N7 77 4 712720 9,

IP7 RLRZBELESGIE, IPT FRLARK Y hAZ UL TA—TDRET RLRAE L THEHS
NET, IPT7T RLAZEELRVES, 5ET RUARAZ UL HEREIZ L > CTHE SN ET, HSRP
THEN—FEZBINTEXLL52T520F. =NV ED 1 DL EOL—FBEEET RL R L —fITK
EINTWDE, FREFFELTCVWDILERNHVET, 77747 V—F LEOBEET RLVAZHRET
Dl FHICBHEBRAINTWAIEET FLAR EEEINET,

A B =7 xAALETstandby ip 2~ > F&A RX—=7WMIC LIHE, 7’052 ARP ZOROMPENALH
SENFET (XY ARP BT A =T N2 R s TOWARWES), AV 2 —T A ADKRy b AL N
A DIRENT 7T 4 TDHE, Ay b AZ AN, TA—=FDMAC T FLAZMHLT, Tk
ARP BRIZIGEEINE T, A1 X —T oA ABBPIO AT — FOHA, 7'a % ARP OIS ITMH S
N

IN—TF5 0 2RI 286, NVRAM ([Z 7V —7FSRESIAENT . TAEBEN RIS ET,

[ oL-4779-01-J
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Ml standby ip

1 WIZ, A=V FY h A BZ—T 2 2A0DTA—F1IZH LTHSRP 27 77 4 72T B0 % 51k LE
T, Ry hARZ AL TA—FTHHAENSIP 7 FL X, HSRP # A L THBENET,

ssl-proxy (config-vlan)# standby 1 ip
ssl-proxy (config-vlan)#

WOFITIE, IPT RLVABREDZY Ry N AF VR, = A H—T 2 A ATHDI LERT
FiEERLET,
ssl-proxy (config-vlan)# standby ip 1.1.1.254

ssl-proxy (config-vlan)# standby ip 1.2.2.254 secondary
ssl-proxy (config-vlan)# standby ip 1.3.3.254 secondary
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standby mac-address W

standby mac-address

HSRP D4 MAC 7 KL A& $5ET 5121L, standby mac-address =~ > K& L E 5, EHEDK
B MAC 7 FL 2 (0000.0C07.ACxy) IZRTIZIE, ZDa~vr FDno BREHEHLET,

standby [group-number] mac-address mac-address

no standby [group-number] mac-address

XD group-number (f£E) HSRP 27 7T 4 7T B A v 4 —T 2 A ADIN—TF ', T 7+
JVRE 0 TY,

mac-address MAC 7 RV &,

TIAIE ZOavwy RRRESINTE LT, standby use-bia =~ > FRRE SN TWRNGS, EHEORE
MAC 7 KL 20 0000.0C07.ACxy A SAUET, xp 1% 16 O/ L —FFRTT, Z0O7 KL=
1% RFC 2281, [Cisco Hot Standby Router Protocol (HSRP)] THE I TWE T,

O FE—F XU VLANaU 74 Fal—var $7E5—FEHHBLET,

av Yy FERE yy—2 EERRE

BEREDAA FS54>

SSL Services Module  Zd =z~ Ro¥HR— MM, Catalyst 6500 U —X A A v F CTEHAINLE
Release 2.1(1) L7,

ZoavwyRiE, b= VT A F—T 2 ATIIFEATE EEA,

HSRP {45 ¢, =2 K AT —vaTCTIPL—T AT DT 7—A LKy =+ %R
TN LET, TR AT =Y ait, TIANVIDOT = T oA TRESNET, 72720,
HSRP iZZfthd 7 a hanic 7 7 —R bk vy 7O EMEZEHE TX 9, Advanced Peer-to-Peer
Networking (APPN; JEiE# R~ N U — 7 ##E) Zelo—F o7 a Fa)L ik, MAC 7 KL A %ff
HALT =T 4 7 DDDT7 7 —A MRy TEFELET, ZOB. %< 054 TRIEMAC 7 R
LZAZETEXALERLYET, IEIP 7T RFLRAL, ZAb07 e ha/LICIZEETIEHY A,
A MAC 7 F L A% $8ET 511X, standby mac-address =~ > REHEH L E T,

N—=BBT T 4 TRRGE, HESNTZMAC T FUABIEMAC 7 FLAE LTER SV ET,

Zoawy FNiE, BEO APPN #HEZ %L LTWET, FEHZEICHOW T, # 2-10 28 LTL
7ZEW,

& 2410 APPN & IP &L AE

APPN IP

Tk J—FK AT

Xy b= J—R N—ZEFT— T =A

[ oL-4779-01-J
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M standby mac-address

APPN X hU—2 TlI, = R/ —RFi3#ET s x>y b —2 J—RFOMAC 7 FLRAEZFEHLT
RESNTNDHZEMEEALETT, (REEMAC 7 KL REZZV R ) — M CHEASNDHEICKET D
IZ1X, /b—% T standby mac-address =~ > R&fEH L 9,

i WOFI T, HSRP Z v —7" 1 ITEAE MAC 7 RV A& RET 2 HlEE R LET,

ssl-proxy (config-vlan)# standby 1 mac-address 4000.1000.1060
ssl-proxy (config-vlan)#

BIEa<T VR show standby
standby use-bia
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standby mac-refresh W

standby mac-refresh

HSRP 7 FDDI TEIET A AICMAC % v v a2 HHTAH7-00r v "R EE SN 5MEEEE
F%121%, standby mac-refresh =~ > REHEMALET, 7744 MEIZRERTIZE, Z0a~v> RO
no B EFHH L ET,

standby mac-refresh seconds

no standby mac-refresh

BX DA

TI2FILE

avYkE—F

seconds MAC v v ¥ 228157008 v FARESNDEE (BEN), B8
fEIX 1 ~ 255 B»C9,

seconds 1% 10 # T,

¥ VLAN a7 4 FXal—yary 3 7F— RE2HELET,

avy FEE

BEREDAA FS54>

Jy—= EERNE
SSL Services Module  Zd =z~ Ro¥HR— MM, Catalyst 6500 U —X AA v F CTEHAINLE
Release 2.1(1) L7,

Z®Oa~< RiL, FDDI TEIET S HSRP OAIZHEA SN ET, F—=v 7 TV v VERIFAAL vF
FEOMAC X ¥ v v a2®HTH-012, 7y FBA 10 BERBCTCEESNE T, T 741 kT,
MAC ¥ v v = = MU 3008 (54) CTHIREINIZZRY £,

Ny NET—=2 7 TV PEREFAAL v TFOREMNGE LTWETN, FDDI U 2 £ HSRP
WML TWAZDOMOT X TONL—ZRNEEHE Ty bEaZELET, MREZELETHI0E, Zoav
VREFEHLET, Ty FOREEENRT A, FRE 0 ELET (FDDIIIFEL TS D
DD, F—=27 TV VERIIAAL v TFRROGE)

fl WOHITIL, MAC EHOMEZ 100 ICERT 5 HiEa R LET, ROFITIE, = ) BEIRGIN
WZRDANZT—=2 7 T Y VT3 D0y hERILERHY £,
ssl-proxy (config-vlan)# standby mac-refresh 100
ssl-proxy (config-vlan)#
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M standby name

standby name

AB R TN—THEBRET HITIE, standby name =~ > REFEHALET, 4iizT E—7 I
THIZE, Zoa<wr Fone JBREHEHALET,

standby name group-name

no standby name group-name

BX DA group-name AR N TAN—TDLETEEELET,
TI2AILE HSRP 137 4 £ —7 L CT,
avy kK E—F 7%y VLAN 207 4 X2l —3ay 75— REHEGBLET,

avy FEE Jy—=x EERE
SSL Services Module ==z~ RO¥HR— MM, Catalyst 6500 U —X A4 v F TEHAINLE
Release 2.1(1) L7,

BREDHGA K54 group-name 51%01% HSRP 7V — 7 %45 E LT,

1 WOEITIL, A Z 3 ( 4% SanJoseHA I[ZHET 5 HiEE R LET,

ssl-proxy (config-vlan)# standby name SanJoseHA
ssl-proxy (config-vlan)#

BEav U F ip mobile home-agent redundancy ([ Cisco IOS Release 12.2 Command Reference] %)
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standby preempt

standby preempt

HSRP ¥V =7 a vBLOT Vo7 a r OBEEFET 521X, standby preempt =~ > N
EEALET, 7740 MEZRETIZE, 20~ FOno BREFEHLET,

standby [group-number] preempt [delay {minimum delay | reload delay | sync delay}]

no standby [group-number] preempt [delay {minimum delay | reload delay | sync delay}]

B nEin group-number LE) Zoavy ROMOFIBEEHT LA ¥ —T =4 XA LD V—
5o
delay ({f£#) minimum, reload. %72/ sync ¥ —V— FBEESN TV DHHE
IZ BT,
minimum delay (FEE) delay \ZEBIED T/ NAM A B THE L 3, AR7RMEIL 0 ~
3600 B> (1 KffE) <9,
reload delay (EE) Va—FRgEoROT Y 7y a vy ORBEEEELET,
sync delay (LR delay \ZEIED e KFIFMIM 2 F AL THRE L £ 75,
TI24ILE F 7 AN OBREFRDO L BY TT,
o group-number 13 0 T,
o delay 0B TY, V—HFEELIITV =Ty a VIBEEITLET, T 74 RTHE, % T
BB T DIV —Z B AE N, =R T ) £,
OV K E—F 7u¥Y VLAN av 7 4 ¥alb—ar $+7F— REBBLET,
oy FERE Jy—= ZEFERNRE

BEREDAA FS54>

SSL Services Module ==~y Ro¥HR— I, Catalyst 6500 U —R A v F CTEHAINLE
Release 2.1(1) L7,

delay BIBERETHE. O —HIN NV—F TT I T 47 B—VOF| EHE N, N—F DEBKICHEE)
SNTH S delay (/)) BREEMSILET,

Zoavwy REFEHTAZEE. V=237V 7y g VR ETT L EHICHRESHET, JUT
=N NVN—FZBIEDT 7T 4 7 M—F L0 EEWERy N AZNADTFZAF V)T 4 BEREIN
TWBEA, B—hV V—BERNT 7T 4T N—F & LTHIBEEZS S HERNDDLZ LEBERLET,
TV T a v ERELRWVEA. 0=V Vv—ZIT 7T 4 TIREON—Z B2 L& 2R3 IER
BRSO GEDOR, T/ T 47 V—2E LTCHlIEZ EHEET GFBEL—F L LTEET D),
= Z N ONCEENT D & &%, BERN—T 4T T—=TARHVEEAL, V—FTT VT
Va A EFITTOEOICRELERAE, 77747 =X £TR, @R Lv—T 47
P—ERFRETEEEAL, TV T g VB EITON—EINERICT VT 4T —FDT Y =
UV a VAHET ARTOBELZRTETE £,

ITN—T%5 0 AT 2865, NVNRAM I/ NV —7FBENEZAENT., P AEBMENREINET,

[ oL-4779-01-J
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M standby preempt

PR ATV FTIE, V=07 a v OFETEEIETE £7, standby preempt delay sync
delay 2~ FTiX, IPILREZIA T TV T va Rl CE 2R APEERELET, 2
OHIRPINTZHE, IP TR 747 2 FORBIZEKRRLS, Vo7 va UREITSNET,
standby preempt delay reload delay =~ > RTiZ, —# DY a— RRIZOZRT Y =T a V%

ETHIITHETEET, LT, VR LELTERTZLICRY E4, ZoEEKFD
PIHLEIERR I, T 7 4V FOBMEICREY £,

no standby preempt delay =~ R Ti%, V= 7> a VIBIERT 4 B—7 ISRV ETH, 7Y

TSy aiFA Fx—T D FEETT, nostandby preempt delay minimum delay =~ > F T, &
INBIERT 4 B =T M 0 ETA, FEMEOBESRESN TV 256, ZIZ0EETT,

1 OB TIE, V—=ZBT 7T 47 —FIZh 5L HICRITT 50, 3008 (54) ME#T X1
RETHHERLET,

ssl-proxy (config-vlan)# standby preempt delay minimum 300
ssl-proxy (config-vlan)#
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standby priority W

standby priority

HSRP O 77 A4 4V T ¢ &% ET HI2iL. standby priority =~ > FEHEHLET, 77 4/L MAIZE
FTICE, Zoa~vr Kone BXNEZEHLET,

standby [group-number] priority priority

no standby [group-number] priority priority

BX DA

TI2HIE

group-number LE) Zoa~y RoMmosE#EHAT 244 —T7 24 A LO T V—T
H 5,
priority BIEMNRAR Yy b AZ UL —Z DBEIANEZIRET DT 744V T«

. AR72MEIL 1~ 255 T, 1 OBEEBRNOTTA AV T 4 ZHEL,
255 OELRFREDTIA TV T4 2 fRELET,

T 7 # ) b OREFRD EBY TH,
o group-number 13 0 T,
 priority 1Z 100 T,

78F%> VLAN 2> 7 4 F2lb—ay 27— REBRHBLET,

EREDAHA R34y

yy—=x EERE
SSL Services Module  Zo =~ Fo#AR— ML, Catalyst 6500 'V — X A A v F THAINE
Release 2.1(1) L7,

HSRP /' V=T NOEKED T TA AV T AEDRBRESNTIN—FNT 7T 47T —ZIZ0 T,

TN—T%FKE 0 BHEATH5E. NVRAM I27 L — 7B ENEBZIAEN T, THNABESRILS L E
j‘o

BB TCENTETIAFT)VTAE, TIT AT INVN—BLRAZ NN, )L—RZEBRBINTH-OICFEHEN
9, TV TFoarNAR—TNLADOEEIT. TIAF VT A BREDLV—EDIRESNEZT 7T 4
TN—=RIZRVET, TITAFIVTABELWEE, T4~V IP T FLABEKRSIL, KEWIP
T RUARERESNET,

A v B —7 x4 AN standby track =<2 RIZ KXo TRESNTWDEEHE, V—F LORloA & —
TxAANET LT HE, TRAADT ZAF) T A RENICER I NG L EHY ET,

] ROBITIX, V=B DTTA KXV T 1 2R T 5 HEERLET,
ssl-proxy (config-vlan)# standby priority 120
ssl-proxy (config-vlan)#
il standby track
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF Y7L R -1J)—R 21
[ oL-4779-01-J .m



28 Catalyst 6500 ¥ —X X4 9 FD SSLY—ER EZa—iLOawrF |

Ml standby redirects

standby redirects

Internet Control Message Protocol (ICMP; A > &% —x > Rl A vE— Fm han) VA A LT b
AvE—=UDHSRP 74 V2 ) T EA =TT HITIX, standby redirects =~ > R&ZfFH L E
T, ICMP UZ AL 27 h AvtE—YDHSRP 7402 ) v TR F 4 B—7 T 5I10id, Zoavy
KD no BXEHEH L ET,

standby redirects [enable | disable] [timers advertisement holddown] [unknown]

no standby redirects [unknown]

EXDHA enable (f£&) HSRP THREENDHA L H—T =24 A LD ICMP U XA L7 |
A=V DT4NE) T EEITTEHEICLET, XTI ARy
IP7 FL AT HSRP A IP 7 RL RAICEFE TE £,

disable (&) HSRP TRESNDHA v X —T =2A A LD ICMP U Z A L7 |k
A=V DTANEY) T ET =TI LET,

timers (f£#E) HSRP L —& 7 RARZA XA b ZA~—%HELET,

advertisement ({EE) HSRP /L—% 7 RANZ A XA kg (BEAL), A2h7eEix
10 ~ 180 BT,

holddown (fE&) HSRP Vv—4% Hm— v RZ U U fHbE (BWHAD ., A2h7eEix 61 ~
3600 T,

unknown (EE) "7y MZEENDI R 7 ATy T IP 7T RLAREREOIP 7 KL

2L T IT 4 TIREMAIP 7 KL A2® HSRP 7 — 7V CRIAZREAIT
ICMP /7y hEBETEDLOICLET,

TNk F 74V POREFRD LBV TT,
o A H—T7xAALIZHSRP Z2RETHHAE, ICMP VXA L7 N Av&—Y® HSRP 7 4 V4
U 7EA X —T N TT,
* advertisement 1% 60 BT,
* holddown 1% 180 BT,

av>Y kK E—F 7%y VLAN 207 4 X2l —ay 75— REHEGBLET,

avy FEE yy—x EERE
SSL Services Module  Zm =< FoOHAH— hE, Catalyst 6500 >V —2 AL v FTHASNE
Release 2.1(1) L7,

FRAEDHM FS4Y standby redirects =~ > F& /0 — L, 723 0 F—T 2 A AT LICRETEET, A4 —
72 A A LTHEYNZHSRP Z2RETIHE. ZOA U F—T 2 ADRETIET v — LK L
FT, AE =Tz A ALDICMP VXA L7 FDT 4 V2 ) T E2WRINCT 4 £ =T NI T 55
By Zr—rL avy FTIOBREBOA X—7 M TEEEA,

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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standby redirects W

no standby redirects =~ > N{X standby redirects disable =2~ > N LR LT3, ZDa~<v2 KO no
X %Z NVRAM IZIRTFT D Z LR LET AL, 774V T, ZOavwy RBT 4 E—7 0T
725> T 572, standby redirects disable =~ > K2 LT, Zo#EszT +t—7McT52 ¢
EHEREL E9,

standby redirects =~ F& A RXR—TWZFT DL, V—FDEBEDIP T RLA%, XRIT ARy TT
FUVRFELIZVEA VLI N Xy "OF— T xA 74—V RORAEIP 7 RV RAIZERTEET,
HSRP 1%, EEOIP 7 RLALRMBIP 7 RLADTF—T LTI ARy FIP 7 FLAEZBELE
T, —HTET7 FLARROLSLRWES, HSRP L—X TlEU A A V7 b Xy hE2EFELRNWE
FEHTEET, AR M HSRP V—Z I ARHRAL—F, DFV, 7277 (77 HSRP 7/ /L—7 0372\
N—ZIZVHEAL V7 hanEdT, 2OV HA L7 hOEEZEIET HIZ1E, no standby redirect
unknown =~ REHELET,

i WOFITIE, HSRP TICMP VA A L7 b A=V T 4 VA ) I F 55 EERLET,
ssl-proxy (config-vlan)# standby redirects
ssl-proxy (config-vlan)#
ROBTIE, A1 F—Tx2A A A =%y b 0 THSRP V—% 7 RAZ A XA MERE 90 B2,
K=V RED L BA~—% 270 BICELT A0 %R LET,
ssl-proxy (config-vlan)# standby redirects timers 90 270
ssl-proxy (config-vlan)#
EEaTUF show standby
show standby redirect
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF Y7L R -1J)—R 21
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Ml standby timers

standby timers

hello X7y FORBIGEMDN—Z2B3T 77 47 Ry b AZ AL EFTAZ A, —=FDF T
EEET D ECORMEZHET 2I121L, standby timers =~ FE2FEHLET, 774V FEEICE
FTIE, Zoa~vr Kone BXNZEHEMALET,

standby [group-number] timers [msec] /ellotime [msec] holdtime

no standby [group-number] timers [msec] /ellotime [msec] holdtime

B nEin group-number ULE) #A~—DHAINLIA v X —T = A LD I N—TFE,
msec (EE) Mk (XU REALD),
hellotime Hello g (BHLfr), AhRfEicoWTIE, MER EOTA T4 2] 25
LT &,
holdtime TIT 4T N—=FELFAZ N V—FDE T UNEEEINDE TORE
M (RPELLLD), BRhRfEiZ >0, MEH EOT A FTA42 ) 25HLTL
7ZEW,
T2+ F 74 hOBREIFRD EBY T,
o group-number 1% 0 T,
e hellotime 1% 3 BT,
e holdtime 1% 10 T,
a2k E—F 7aX¥Y VLAN a7 4 ¥al—v gy B 7E— REBBLET,
avy FERE yy—=x EEANAE

ERLEDAA K54

SSL Services Module ==z~ Ro#KR— M, Catalyst 6500 U —X A4 v FCTEHAINLE
Release 2.1(1) L7,

hellotime DHB7LEITIRD LBV T,
e msec ¥— T — REANLRWEE, AT 1 ~ 254 B TT,
e msec ¥—V— REANTIHHAE., AHRMEIZX 15 ~999 2 URTT,
holdtime DHENMEIFRO EEB Y TT,
e msec ¥—U—RZASNLARWES, Hh7MEIX x ~ 255 B TH, x 1% hellotime + 50 2 VBT, 1
BRI EiF x4,
e msec ¥—VU— RZANTIHE, A72MEIZyYy ~ 3000 X UBTT, yiX hellotime ® 3 {5LL
250 I URU ETT,
msec ¥—V— REIEET 54, hello MEIZI VBEMATT, SVBOZXA~—I2LkY, 72—/
F— R — BRI EITTE ET,
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]

standby timers W

standby timers =~ R TiX, A L 3A hello X7y NORRE, 77747 V—FEIIRAF
NA N—FDET L HEETHETORMERELET, A v —EHIRESNTWRWWL—FE T
X778 A Y—=rNE, TIT 4T /1/—& if_ AL R, = nb A~ —EERETEET, 7
TT AT N—FIIHEESNTHZA~— WMo X A ~v—RELY bERINET, Ty h AF >
NA TN—T DT XTON—F XM L&%@—Tﬁ%@)ﬂ%é%%ﬁ% V¥, @EOHE, holdtime
I% hellotime fEE® 3 f%LL E T3, holdtime OfEDHIFAIZ L - T, hellotime L ¥ % K&\ holdtime 737
HlanEd, A4 ~—0ENI VBB THE SN TWSE4E., holdtime i hellotime & 3 L1 s
D50 VMU LEICTDIHREND 97,

—HEd HSRP REED 7 F » ¥ 71, holdtime 25 250 X URRMICHKEINTWT, YrtEy ¥y
D—IRBEOBEEITRAT A ARENENH W £9, Cisco 7200 LD 75 » k7 +— 24 Fast-Ethernet £
721X FDDI A » % —7 = A ZLLETIE, 250 T VRO holdtime AT 2 Z &L 2 HELE L £,
process-max-time =~ > RA@EURMEICRET D22 81X, 77 vy BV IO ELOHENH Y £,

AL N A= —DEN 1 BAREDOYE . HSRP hello TIXFE SN EE A,
TN—THKF 0 EERT 586, NVRAM IZZV—7 R SREZAENT, T ARESRIESNET,

KOFTIE, A=Y Xy h A E—T A A0 LDOZV—FFKE 1 T, hello X7 v FORIFEE 5 #.
=B NEZ T L TWAERRENTHLORMZ 15 BICRELET,

interface ethernet 0
standby 1 ip
standby 1 timers 5 15

WOFITIE, A=V Fy b A F—Tx2A4 A0 LD 172.19.10.1 ITEESINDIHF Y b V—F L F—
7 A AT, hello X7y FORIEE 300 SV, V=2 BH T LTS ERZINTHLOREM%
900 I U PIZREL £,
interface ethernet 0

standby ip 172.19.10.1
standby timers msec 300 msec 900

OB TIE, A =Xy b A F =T A0 LD 172.18.10.1 ITEHBEBEINDIHRY b L—F 4 F—
7 A AT, hello X7y hORREE 15 IV, L—FRNFT L LTINS ERRINTOL DR %
50 X UK _nxﬁbiﬁ‘ holdtime D #x/MEIX 50 X U TH 5729, holdtime iE hellotime @ 3 £ LY
RKENWZELICHEBRLTLIEEN,

interface ethernet 0

standby ip 172.18.10.1
standby timers msec 15 msec 50

[ oL-4779-01-J
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M standby track

standby track

HSRP TAT7 Vs b b T vx I L, A7V FORREIZESNTHRY b AX AL DT T A
) 74’ EEFETDHEHICHET DI, standby track =~ > REFEHLET, N7 v 7 EHIER
THIE, Zoa~vry Rone BXEEHLET,

standby [group-number] track object-number [decrement priority]

no standby [group-number] track object-number [decrement priority]

BX DA group-number EE) b oXr IPREASNE I V—THEETT,
object-number N oXR T ENDAT V2 NERTAT Vs NES, ORI
1 ~ 500 T,
decrement priority ER) "IouvXx o7 A7Vl bR E Lz (F72E37 v 7ITRE-T)
BD, V=B DRy b RZ N TTAF VT 4 B (FEiidEn)
*+HETT,
group-number ER) "o xrorBEfashd A v #—T7=2A4 A LD T NV—TF5H,
TI2#4ILE F 7 AN FOBREFRDO L BY TT,
» group-number 1% 0 T,
e priority 1310 T,
a2V F E—F FuXx  VLAN a7 4 F¥alb—vary ¥ 75— REBLET,
av Yy FERE Jyy—=x EERNE

BEREDAA FS54>

SSL Services Module  Zd =~y Ro#HR— M, Catalyst 6500 U —X A4 v F TEHAINLE
Release 2.1(1) L7,

Z0avw U RTE, v—FDKRY N RZ UL TIAF VT4 E T X T INDAT V7 FOD

AAEEREMN T E T, AT e A ATV FNEREFIP AN ATV NN T RS
F 511X, track interface £ 7213 trackip route 72— 3L a7 4 Fab—v g avr REHH
L%9, HSRP 7 74 7> Mid standby track 2~ FZHEA LTI vFx o7 7oA T vF

VIURBEBERTE, ATV NEERHIT 7 v a Vv EFITTEET,

NIRRT ENDF T2 bRF T THE TIAFITFANI0 TRV ET, 7P =2 bR
R vdr ZENRVEE, REOLEEZFIA AV T ICEBELEYFA, Sy b XZ 31 I
EENEAT V7 hTIiZ, bIvF ol 35647V bOU R M EEICEETE ET,

A7 a @ priority BIEIX, NIRRT EINDA TV "X T LIEHAICA Y b AZ R
A TITAFT VT A NENETTRLINERELET, F7/ﬂ?/7éﬂéﬂ‘7/i7 b~ DSEEENIRREIZ
RHE, TIAFV T IR CATETEML £,

BEONT X 7 ENDEZAT V2l EBRX T LTWBEA, priority [ETERIE I N0 E 5 I
B, TIAF VT 4 DR TIZRBEY T,
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standby track W

TN—TDFTXTO LT vxr VTREXHIRT 521X, no standby group-number track =~ > K% {#
ALET,

IN—TFEES0EHATEHE, NVRAM I/ LV —7FHENEZIAENT, T LBEESRESNET,
VU —212.2(15)T LAai® standby track =~ > FHESCIF| &k xR — FahFEF, HWEX 26 A
T2HL, TR TENDIAT V=T IBRFH LW T vX T Tew ATERINET, 2O

Z v ¥ U 7ERIT, show track 2~ REFEH L CERTEET,

| WOBFTIE, VTN A =T A0 DIP V—F 4> THtER VT v X0 VT 5 K EERLE
To A—HFXYy N A F =T A00DHSRP X, Y UT N AL F =T 24X 1/0DIPV—T 1
J AT — MNP OEENELGSIIT@AMENDS LIS, FTvF 7 Fa ATHELET,
PITNALE =T A AN0DIP AT — IR X TR DHE, ZDOHSRP 2 V=T DT T A FY
TANN0 ETBIE T ONET,
WD) TN A Z =T =2 ABREELTWDIHEIF, V —F AFLV—FB IOV bLT T4 4V T«
MDENDT, —H AWHSRP 777 47 N—2Z72 ) £7,
L A—F ADTI TN A B =T A A1/0DIP NV—T 4 > ZIZEENEET SH L, HSRP 7
N—=TDTITAFT)T A BBETTONTIA—EZBBT VT 47 V—F & L THREER &0,
BRANMIKTEHT 74NV FOFEESF— U oA —E TV 7%y b 10.1.0.0 TS ET,
L—% A ORE
|
track 100 interface seriall/0 ip routing
interface Ethernet0/0
ip address 10.1.0.21 255.255.0.0
standby 1 ip 10.1.0.1
standby 1 priority 105
standby 1 track 100 decrement 10
IL—% B ORE
!
track 100 interface seriall/0 ip routing
interface Ethernet0/0
ip address 10.1.0.22 255.255.0.0
standby 1 ip 10.1.0.1
standby 1 priority 100
standby 1 track 100 decrement 10
BEavTUF standby preempt
standby priority
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF Y7L R -1J)—R 21
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M standby use-bia

standby use-bia

Y CHELD (f—HFy RBIOFDDI ®) MAC 7 RV AEHE (h—2 > U7 ET) e
vafiﬁ< 4/&—7:4X®ﬁﬁﬁﬁ7va%ﬁﬁMACTva&LTHﬂfﬁﬁmf
5 £ O ICEET HITIL, standby use-bia =2~ FZHH L ET, T 740 MIUAE MAC 7 R L ALK
ke l:,t\ Zpawy ]\0) no X EHEH L E7,

standby use-bia [scope interface]

no standby use-bia

BX DA

TI2FILE

scope interface UEE) FERA X —T oA ADRDYVIZ, ZOa~vr RBAhINYtT
AV B—=T A ADHITH LT @:V/k# RESNDEIITHELET,

HSRP Tix, A —H% %> NBEIOFDDI £72iX h—2 v U 7 OMRET FLATEHEANIE D 4 THN
7-MAC 7 RV AZMBHLET,

7% VLAN a7 4 Falb— gy 75— FE2BBLET,

ERLEDAA K54

]

yy—=x EERE
SSL Services Module  Zod =~ Fo#AR— ML, Catalyst 6500 'V —RX 24 v F THAINLE
Release 2.1(1) L7,

standby use-bia =~ > NEZ AT HELE, A1 F—T oA XA EOBEOAZ A4 TN —T%HFHETE
FT, AH—T 2 AAEDRAMNIT 74NV N F— NV =2 A ZRETILENDY ET, 4 57—

7 A A ETnoip proxy-arp 2~ REZRETHI L AR LET, F/o, HET FLRICERESN
TWLHETLN—FT =T 7 RLATO ARPISEEZHEET L7 A ABH 556, b—2 v Vo7

A v H—7 x4 AT standby use-bia =~ FERETDH & bR L ET,

HRSP BMEHY /DY =20 — |k 7V vy P TRETIITINTNT, 25 Y 7 HSRP v —
X BIFET DHEAIT. standby use-bia =~ %% E T 5 &, Routing Information Field (RIF; /L' —
TAYTHERZ 4=V F) T DREALEZBSZENTEET,

scope interface ¥ — 7 — K72 L @ standby use-bia 2~ > Fif, ZERA VX —T =4 ADFTXTOY
TAUHE—T oA AZHEA SN ET, scope interface ¥ —7 — Ffifx, BLOZOF—T— KL oD

standby use-bia =~ > FZFIFFICATITE EH A,

ROFITIE, FIEMACT FLAZFARIP 7 RL AR vy B 735 HEEZRLET,

ssl-proxy (config-vlan)# standby use-bia
ssl-proxy (config-vlan)#
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APPENDIX A

K ALZ, ZOF=a2T7 VTS TV OKEOERZ R LET,

% A1 EO—HE
i HL:)]
AAL ATM Adaptation Layer : ATM 7 ¥ 77— 3 V&
ACE Access Control Entry : 772 2 hr—/L = 1Y
ACL Access Control List : 77 &% A2 2> hr—/L J A
ACNS Application and Content Networking System
AFI Authority and Format Identifier
Agport aggregation port : AR — b
ALPS Airline Protocol Support
AMP Active Monitor Present
APaRT Automated Packet Recognition and Translation : B &) 35 v FERBEkF LUV
#
ARP Address Resolution Protocol : 7 KU Afgik-7" 1 k = v
ATA Analog Telephone Adaptor : 71 ZEFHET 4 7 4
ATM Asynchronous Transfer Mode : FER#l#nE— N
AV Attribute Value : J&P:fi
BDD Binary Decision Diagrams : 73R &
BECN Backward Explicit Congestion Notification : ¥ J5 [fi] B 7 s 8 8 0
BGP Border Gateway Protocol : R—4%— 7 —hr v =A 71 b2
Bidir Bidirectional PIM : J7 i PIM
BPDU Bridge Protocol Data Unit : 7'V v ¥ 7u hajL F—4 2=y
BRF Bridge Relay Function : 7' U v ¥ U L —#&fE
BSC Bisync : /31 7 U [Al 4
BSTUN Block Serial Tunnel : 7w v 27 U7/ FoRL
BUS Broadcast and Unknown Server
BVI Bridge-group Virtual Interface : 7'V v ¥ ZA—T A X —T = A R
CAM Content-Addressable Memory : H48 A €
CAR Committed Access Rate : 77 & A L—}

[ oL-4779-01-J
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£ A-1 BEO—E (W)

BEEE HTL:)]

CBAC Context Based Access Control : 27T F A f X=X 772 a2 hua—
V%

CCA Circuit Card Assembly : [E I —F 7 &7V

CDP Cisco Discovery Protocol : ¥ A 2t~ a k=2

CEF Cisco Express Forwarding : ¥ A2 =/ A7V R 74 U—F (7

CHAP Challenge Handshake Authentication Protocol : ¥ L' > ¥ Ny Rz A 7
WAL |k 2v

CIR Committed Information Rate : FREFHFHW L — b

CIST Common and Internal Spanning-Tree

CLI Command-Line Interface : 2~ RT3 f L X —T A A

CLNS Connection-Less Network Service : 227 v a VLV ARIR Y NU—7 H—
B X

CMNS Connection-Mode Network Service : 2 %27 >3 F— K Xy hT—7
Pt

CNS Cisco Networking Services

COPS Common Open Policy Server

COPS-DS Common Open Policy Server Differentiated Services

CoS Class of Service : F—E % 7 %

CPLD Complex Programmable Logic Device

CRC Cyclic Redundancy Check : &K[FITL R A

CRF Concentrator Relay Function : => &> b L—% U L —#kHE

CSM Content Switching Module : 2> 7Y AAf v F o J TV a—)b

CST Common Spanning Tree

CUDD University of Colorado Decision Diagram

DCC Data Country Code : 7—# H > FYU =2— R

dCEF distributed Cisco Express Forwarding : /3@l 22 =7 27 L2 7
V=T 47

DDR Dial-on-Demand Routing : ¥4 ¥V AT~ R Vv—F 17

DE Discard Eligibility : FEE# I

DEC Digital Equipment Corporation

DF Designated Forwarder : f§7&€ 7 4+ 7V — 4

DFC Distributed Forwarding Card

DFI Domain-Specific Part Format Identifier

DFP Dynamic Feedback Protocol

DISL Dynamic Inter-Switch Link

DLC Data Link Control : 7 —% U > 7 il

DLSw Data Link Switching : 7—% U2 AA v F 7

DMP Data Movement Processor

DNS Domain Name System : KA A 2 x—h VAT A

Catalyst 6500 &) —ZX R4 vF SSL #—ER ES1— )L ATV F JIT7LUR - Y J—2Z 2.1
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DoD Department of Defense : K[E [EBhia4

DoS Denial of Service : % — & X {Eift

dotlq 802.1Q

dotlx 802.1x

DRAM Dynamic RAM : # A F 3 v 27 RAM

DRiP Dual Ring Protocol : Y 7 7'm haju

DSAP Destination Service Access Point : 3G —E 2 77X BA vk

DSCP Differentiated Services Code Point : DiffServ = — K R4 > K

DSPU Downstream SNA Physical Units : # 7 2 b U —2 SNA Pl = K

DTP Dynamic Trunking Protocol : A F I v/ +FvF 7 Fr han

DTR Data Terminal Ready : 7—% #—3IJ /L L7 ¢

DXI Data Exchange Interface : 7 —# Z3Hfif v % —7 = A A

EAP Extensible Authentication Protocol : JEIEFRAEY & k =L

EARL Enhanced Address Recognition Logic

EEPROM Electrically Erasable Programmable Read-Only Memory : B&B9IZH 2 7]
HETTr T I v/ AlREZ ROM

EHSA Enhanced High System Availability : y£i&E o~ A 7 & 0] Ak

ETA Electronic Industries Association : KEE 1 T¥S

ELAN Emulated Local Area Network : =3 = L— s LAN

EOBC Ethernet Out-of-Band Channel

EOF End of File

EoMPLS Ethernet over Multiprotocol Label Switching

ESI End-System Identifier : = K 27 AFkHI+

FAT File Allocation Table : 77 A /L T utr— g 5—7 )b

FIB Forwarding Information Base : #ri{F #~— &

FIE Feature Interaction Engine

FECN Forward Explicit Congestion Notification : JIEJ7 v B i iF #2538 %n

FM Feature Manager

FRU Field-Replaceable Unit : B[ fE = K

fsck File System Consistency Check : 7 7 A /L 3 AT LAEA P4

FSM Feasible Successor Metrics

FSU Fast Software Upgrade

FWSM Firewall Services Module : 7 7 4 7 7 4 —/b y—E R T 2 —/b

GARP General Attribute Registration Protocol

GBIC Gigabit Interface Converter : ¥ E Y h f VX —T = A L R—H

GMRP GARP Multicast Registration Protocol

GVRP GARP VLAN Registration Protocol

HSRP Hot Standby Routing Protocol

Catalyst 6500 ) —ZX 24 vF SSL #—ER ESa— )L ATV F JI7LUVR - JY—2Z 2.1
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ICC Inter-Card Communication : % — Fi#{5. % 721% Interface Controller
Card: /1 ¥ —T A A arta—F h—FK

ICD International Code Designator

ICMP Internet Control Message Protocol : 4 > % —X » Ml A v &— 71 1
=)

IDB Interface Descriptor Block : f > ¥ —T7 = A A T A7 VT vay Tayy

IDP Initial Domain Part & 72 /3 Internet Datagram Protocol

IDSM Intrusion Detection System Module : RARHM T AT A EV 2 — )b

IFS IOS File System : I0OS 7 7 A /b ¥ AT A

IGMP Internet Group Management Protocol

IGMPv2 IGMP "—v g 2

IGMPv3 IGMP R—v =33

IGRP Interior Gateway Routing Protocol

ILMI Integrated Local Management Interface : i — W VEBHA v X —T = A
A

P Internet Protocol : f > % —x v k 71 han

IPC Interprocessor Communication : 7' = & v ¥ [H#1E

IPX Internetwork Packet Exchange

IS-IS Intermediate System-to-Intermediate System

ISL Inter-Switch Link : A4 v F/ VY > 7

ISL VLAN Inter-Switch Link VLAN : A1 »F [V >~ VLAN

ISO International Organization for Standardization : [E FEFE (L i#AE

ISR Integrated SONET Router : Integrated SONET /L — %

LACP Link Aggregation Control Protocol

LACPDU Link Aggregation Control Protocol data unit : Link Aggregation Control
Protocol 7—#4% == |

LAN Local Area Network : 2 — B/ U7 Ry hU—2

LANE LAN Emulation : LAN =3 = L—3 3

LAPB Link Access Procedure, Balanced : Fi U > 7 7 7 & 2 FJE

LCP Link Control Protocol : U > 7 #lffl7" 2 h =v

LDA Local Director Acceleration

LEC LAN Emulation Client : LAN =2 b —Ya>» 7747k

LECS LAN Emulation Configuration Server : LAN =3 =l —3 3> a7 ¢
Fal—igyP—n

LEM Link Error Monitor : V> 7 =5 — £=4

LER Link ErrorRate : V 7 =5 — L — |

LES LAN Emulation Server : LAN =3I = L —Y'3 » #—3

LLC Logical Link Control : ## VU > 7 il 4

LOU Logical Operation Unit : ##ifE L= v
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LTL Local Target Logic

MAC Media Access Control : A5 47 727 EA a2 hr—)L

MDS5 Message Digest 5

MDIX Media Dependent Interface Cossover : A7 4 TIRFHA v X —T =24 X I 1
A Fr—N—

MDSS Multicast Distributed Shortcut Switching : /L F % ¥ 2 MEME S 2 — 7 >
N AL FT

MFD Multicast Fast Drop

MIB Management Information Base : & B {FH<— =

MII Media-Independent Interface : A7 7ML A X —T = A A

MLS Multilayer Switching : ~/VF LA ¥ AA vF 7

MLSE Maintenance Loop Signaling Entity

MLSM Multilayer Switching for Multicast

MOP Maintenance Operation Protocol : A > T F > A XL —v 3> Fu han

MOTD Message-of-The-Day : v 7' A /N F—

MPLS Multiprotocol Label Switching : ~/VF 71 haj T-Ub ZA v F 7

MRM Multicast Routing Monitor

MSDP Multicast Source Discovery Protocol

MSFC Multilayer Switching Feature Card : ~/VF LA ¥ XA vF 7 4 —F %
=K

MSM Multilayer Switch Module : ¥V F LA ¥ AA v F £ a—)b

MST Multiple Spanning Tree : ZHEA/X=27 > J— (802.1s)

MTU Maximum Transmission Unit : fx Kfgk=2 = b

MVAP Multiple VLAN Access Port : ¥~/ F 7/ VLAN 7 7 & A R— h

NAM Network Analysis Module : % v U — 7 fif#ir € = — /L

NBP Name Binding Protocol : x— A A T 47 7 r hajn

NCIA Native Client Interface Architecture : XA 7 47 7 T7AT >k A4 2 H—
T2A AT —F%T 7 Fx%

NDE NetFlow Data Export : NetFlow 7 —4 =27 A7R— |k

NDR No Drop Rate

NET Network Entity Title : x>y T —27 =27 47 4 XA b

NetBIOS Network Basic Input/Output System

NFFC NetFlow Feature Card : NetFlow 7 4 —F % #— K

NMP Network Management Processor : r v UV —27 FH T m& v

NSAP Network Service Access Point : x> RV —2 Hh—E R 77X KAk

NTP Network Time Protocol : * v hU—27 Z A4 L Fm fhaji

NVGEN Nonvolatile Generation

NVRAM Nonvolatile RAM : A% RAM
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£ A-1 BEO—E )

BEEE HTL:)]

OAM Operation, Administration, and Maintenance : IEfAEF B L VA T F 2 R

ODM Order Dependent Merge

OTIF Outgoing Interface : /L F F ¥ X b {* G} £72I% {source, group} 7 17—
DIRIEA L F—T = A A

OSI Open Systems Interconnection : A —7> VAT A f VB —aFx T 3

OSM Optical Services Module : =77 4 Wb —E R TV 2—/b

OSPF Open Shortest Path First

PAE Port Access Entity

PAgP Port Aggregation Protocol

PBD Packet Buffer Daughterboard

PBR Policy-Based Routing : RV ¥ —_X—2R L—F ¢ > 7

PC Personal Computer : /S— Y F )L 2> Ea2—H& (H3%0D PCMCIA)

PCM Pulse Code Modulation : /<)L A %5525 3

PCR Peak Cell Rate : £—2 /L L — |

PDP Policy Decision Point : ") >— 5+ V3 v KA b

PDU Protocol Data Unit : 7’2 h2/)L 5 —&% 2= I

PEP Policy Enforcement Point

PFC Policy Feature Card : KV > — 7 4 —F % H—FK

PGM Pragmatic General Multicast

PHY Physical Sublayer : V7 LA ¥

PIB Policy Information Base : &8 U > —{&#Hi~— 2

PIM Protocol Independent Multicast : 7'& h 2 /VIEEFE~ LT F v 2 K

PPP Point-to-Point Protocol : AR A > b Y —R A » b F'm hajn

ppsec Packets Per Second : 1 B& 720 D37 » M

PRID Policy Rule Identifiers : 8 U 3— JL—/L ID

PVLAN Private VLAN : 75 A ~X— K VLAN

PVST+ Per-VLAN Spanning Tree+

QDM QoS Device Manager

QM QoS Manager : QoS ¥ 3 — v

QM-SP SP QoS Manager : SP QoS ~ 3 — %

QoS Quality of Service

Q-in-Q 802.1Q in 802.1Q

RACL Router Interface Access Control List: /b —4% A V' H—T = A T/ & A =2
Yhrr—2 R}

RADIUS Remote Authentication Dial-In User Service

RAM Random-Access Memory : 7> % A5 727 A A€

RCP Remote Copy Protocol : U E— k 2t — Fm b=

RF Redundancy Facility : "CEZ7 7 > U 7 «

RGMP Router-Ports Group Management Protocol
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RIB Routing Information Base : /L' —7 « ¥ 7 1FH~— X

RIF Routing Information Field : v —F 4 > Z1EHR 7 4 —/L F

RMON Remote Monitoring : Y E— k E=# U 7/

ROM Read-Only Memory

ROMMON ROM Monitor : ROM & =%#

RP Route Processor : /b —  7'mt v ¥, F72i% Rendezvous Point : 7 7
T— KA b

RPC Remote Procedure Call : VE— ks Ymo—V v 2—)L

RPF Reverse Path Forwarding : U 73— /SR fi5i%

RPR Route Processor Redundancy

RPR+ Route Processor Redundancy+

RSPAN Remote SPAN : U &— [ SPAN

RST reset: Yk v b

RSTP Rapid Spanning Tree Protocol : EiEA /=7 Y U — F'm fhajiu

RSTP+ Rapid Spanning Tree Protocol plus : F#H A= 7 Y J— Fr hail 7F5 2

RSVP ReSerVation Protocol

SAID Security Association Identifier : ¥ = U7 ¢ 7Y T—3+ 3 ID

SAP Service Access Point : +—E R 77 &R RA Lk

SCM Service Connection Manager

SCP Switch-Module Configuration Protocol

SDLC Synchronous Data Link Control : FE#7—% U > 7 il fd)

SFP Small Form Factor Pluggable

SGBP Stack Group Bidding Protocol

SIMM Single In-Line Memory Module : > 7V £ T4 v AFEY £V 2—)b

SLB Server Load Balancing

SLCP Supervisor Line-Card Processor

SLIP Serial Line Internet Protocol : U7/ T4 A F—Fv k 7o haj

SMDS Software Management and Delivery Systems

SMF Software MAC Filter : ¥ 7 k7 =7 MAC 7 1 /L4

SMP Standby Monitor Present

SMRP Simple Multicast Routing Protocol: > > 7/ = /L F ¥ ¥ 2 h b—F 4 > F
7 kA

SMT Station Management : A7 — 3 = VEH

SNAP Subnetwork Access Protocol : 47 v U —2 77X Fua han

SNMP Simple Network Management Protocol : ffiZy > U — 27 F# 7 1 h 2L

SPAN Switched Port Analyzer : A4 vF K K— K 7F 74V

SREC S-Record Format (£ b —Z 3 E#K L7, ROM 2T YHO 7 4+ —~< v )

SSL Secure Sockets Layer

SSM Source Specific Multicast : Y —AEH D~ /LFF v & k
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SSTP Cisco Shared Spanning-Tree

STP Spanning Tree Protocol : A/X=> 27 Y I — 7’1 ka/b

Svc Switched Virtual Circuit : iP5 R %%

SVI Switched Virtual Interface : A A v FRIEA L X —T = A X

TACACS+ Terminal Access Controller Access Control System Plus

TARP Target Identifier Address Resolution Protocol

TCAM Ternary Content Addressable Memory

TCL Table Contention Level

TCP/IP Transmission Control Protocol/Internet Protocol

TFTP Trivial File Transfer Protocol

TIA Telecommunications Industry Association : TEXUHIE T¥S

TopN I—FRLAR— b EERALTHA—N VT 74 v 7 20T HDDx—
T4 U7«

ToS Type of Service : A 7 47 $—E R

TLV Type-Length-Value

TTL Time To Live : £t 7] BEFRFH]

TvX RIS

UDLD UniDirectional Link Detection Protocol : Hi—J5[m VU > 7 7w k21

Ubp User Datagram Protocol : = —% F—% 7 A 7'a h 2

UNI User-Network Interface

UTC Coordinated Universal Time : it ffAZ#ERs

VACL VLAN Access Control List : VLAN 772 22 ha—/ U R b

VCC Virtual Channel Circuit : {48 ¥ /L [a]#

VCI Virtual Circuit Identifier : {45 EHEERB T

VCR Virtual Configuration Register : i8> 7 4 X2l — g LY RAH

VINES Virtual Network System : % > F U —27 27 A

VLAN Virtual LAN : {48 LAN

VMPS VLAN Membership Policy Server : VLAN A > /33w 7 R Y v— H—%

VMR Value Mask Result

VPN Virtual Private Network : N"—F ¥ /L FF7 4 X—h X hT—7

VRF VPN Routing/Forwarding : VPN /L —F ¢ 7'/ #i55%

VTP VLAN Trunking Protocol

VVID Voice VLAN ID : %7 VLAN ID

WAN Wide Area Network : VA K = U 7T Fxv hU—7

WCCP Web Cache Coprocessor Protocol

WEFQ Weighted Fair Queuing : AT T F 2 —1 7

WRED Weighted Random Early Detection : TAfF 1} 7 > & A BHifH
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WRR Weighted Round-Robin : EAfFIF 7 7 v R
XNS Xerox Network System
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APPENDIX B

A—T2 V—RXR YT FITT7IZDOT

Catalyst 6500 >V —X A A v F XA 7 2~ FdD Cisco I0S ¥ 7 h ¥ =7 Tl&, Henry Spencer D 1E
HRBLZTA 77V (regex) ZEHLET,

Henry Spencer's regular expression library (regex).Copyright 1992, 1993, 1994, 1997 Henry Spencer.All
rights reserved.This software is not subject to any license of the American Telephone and Telegraph
Company or of the Regents of the University of California.

Permission is granted to anyone to use this software for any purpose on any computer system, and to alter
it and redistribute it, subject to the following restrictions:

1. The author is not responsible for the consequences of use of this software, no matter how awful, even
if they arise from flaws in it.

2. The origin of this software must not be misrepresented, either by explicit claim or by omission.Since
few users ever read sources, credits must appear in the documentation.

3. Altered versions must be plainly marked as such, and must not be misrepresented as being the
original software.Since few users ever read sources, credits must appear in the documentation.

4. This notice may not be removed or altered.
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#i5 (B EXECE—FRD7a 7 1)

$ (Frfis) 1-8, 1-10
*(TAZYRT) 1-7

+ (7 27EH) 1-7
. (BUAR) 1-7
?2a<w R 1-1

CAEAN 1-8, 1-10
(T H—RaT) 1-8,1-10
| (547, BER)

B H— o DIRE 1-10

1-5

BF

1 CFEDE—
BRI, R 1-7
802.3ad
TLACP) =%

B

Binary Decision Diagram

[BDD| %%/

INDEX

CLI
NV &
1 XFDRE— 1-7
NS E 1-10
e R LR E 1-9
FEADZDDH v = 1-11
H DR 1-7
(! 1-7
R 1-10
FH 1-7
TA4NEY T 1-7
BT ONRE— 1-9

D

Designated Forwarder
DF| z=ZR
Distributed Forwarding Card
DFCJ %% M
dotlq
1802.1Q ~hoxV v 7| v &M
dotlx
[802.1x] & Ha

E
C . :
Enhanced Address Recognition Logic
CA TEARL| %2
A UR— |k Ethernet over Multiprotocol Label Switching
PEM 25 TEoMPLS] # %M
T AR— K EXEC L~ <> K
PEM 2-5 flLd>E— R TOFELT 2-20
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F

Fast Software Upgrade
'FSUJ =Z M

Feature Interaction Engine

[FIE| =& M

fm

[Feature Manager| % %/

H

Hot Standby Router Protocol
THSRP, =%/
HSRP
ICMP U XA VL7 b Ayk—
A 3 —7 Ak 2-94
T 4 =7 ik 2-94
MAC 7 R L&
AR E 2-87
A 3 —7 Ak 2-85
ICMP U XA VL7 b Avk—YDT7 4 NH)

7 2-94
AR MAC 7 R LA
e 2-87

MAC 7 FL A 2-87
AR MAC 7 R LA 2-87
LS ] oD W)k 2-83
FIAFY T« 2-93

TV v a VIRIE 2-91
7 4 =71k
HSRP
AR E

BHHF) A B =T A R 2-85
ICMP UX ALV N Ayb—YDT7 4VHE

7 2-94
FEFE I O Wb 2-83
1R
TV a VIBEDT 7 v b 2-91

TIAXTVT 4
R E 2-93
TV Ty a VRIE
B E 2-91
F 7 41 kDEIH 2-91
HSRP (K b AF A Jb—F T hajn)
MAC O 5 5[ 2-89
BA<w—, WRE 2-96
IRAT — R RE 2-82
Bex 7 KL & 2-100
HTTP ~» & —
B AR
ALy 74 F¥al—var b 7E—F 257
R E
AU v— 2-57
EL TN
AU —1E#R 2-34

Intermediate System-to-Intermediate System 7' & k= /L
MS-I1S) =&MW

Internet Group Management Protocol
MGMPJ =&

Internetwork Packet Exchange

MPX| =&/

L

Link Aggregation Control Protocol
[LACP) =&

Maintenance Loop Signaling Entity

IMLSE] %%
MDSS
Multicast Distributed Shortcut Switching
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Message Digest 5 Q
'MD5] =%
Message-of-The-Day Q-in-Q
IMOTD] % %R 802.1Q in 802.1Q
MLSM 1802.1Q Fo U 7] &M
Multilayer Switching for Multicast QoS Device Manager
more <> K QDM % &M
TR 1-7
74 1-7 R
--More-- 71 7 k 1-7
R 1-7 Rapid Spanning Tree Protocol
T4 IVH 1-7 [RSTP) =&MW

Rapid Spanning Tree Protocol+
[RSTP+] &

RFC 2281, Cisco " b AZ A )L—& u haj
(HSRP) 2-87

ROM =% £—F
LIS 1-6

Route Processor Redundancy
[RPR| #Z

Route Processor Redundancy+

o [RPR+| % %

N

NetFlow 7 —% =27 AR — |
NDE] =%

Network Entity Title
NET| #ZM

Order-Dependent Merge 7 /L =Y X A
ODM] =% S

Secure Socket Layer
P SSL) % % f#

Server Load Balancing
[SLB| # 2

show =~ K
e 1-7
T A VH 1-7

Source-Specific Multicast
[SSM] 2%

SP QoS manager
[QM-SP) %%/

ssl-proxy device-check  2-52

Per-VLAN Spanning Tree+
PVST+] %= &M

PKI A X M@
A 2 =7 Ak 2-55
T4 =7k 2-55
AEYOHEE 2-55

Protocol-Independent Multicast

'PIM] #ZH
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SSL F'm ¥
A x—=7 1k
FERAE AR GIVE@E R T > 2-50
HHERT — X RGBT v T DA X —T AL
SSL ARV v—
URL B RY > —0iEH 2-67
A F—7 Ak
HTTP ~y #—ffA a7 oY R v—
Bl ke

2-50

2-57

HTTP ~v ¥ — a7 4 FXal—Y gy 7

F—F 2-57
SSLa> 7 4 F¥al—vary¥$r7E—F
TCPa2> 7 4 Fal—vg P T7E—F
ary74¥al—vary Br7E—F

E 2-57
#

R

i

SSL RV >— 2-59

TCP RV v— F 7 L—F 2-63
standby authentication =~ > N 2-82
standby mac-address =~ > N 2-87
standby mac-refresh =~ > 2-89
standby timers =~ > F 2-96
standby track =~ K 2-98
standby use-bia =~ K 2-100
Switch-Module Configuration Protocol

ISCP) =&

2-59
263

2-57

T

Tab key
command completion  1-1
Table Contention Level
[TCL| =&
TCP
FR
AU —IE#R 2-34
TCP a7 4 Falb—ar
F7E— KO 2-63
RY L —DESH 2-63

Ternary Content Addressable Memory
TCAM] =&

U
URL EX#x
BH4h
a7 4 FXal—Yary B T7E—FR 2-67
EF
a T R — 2-67
T
R —IFHR 2-34
\"/

Value Mask Result
['VMR] %%

VLAN 77+t a2 btr—L U X}
[VACL] =%

VMR
Value Mask Result D%

w

Web Cache Coprocessor Protocol

TWCCP) =%

&

TR he—)L JX]E
TACL] =%

T RLUAfRHRT v k2
TARP| %%

LY

Ao B =T A a7 4F¥al—gyF—FK

RS 1-6
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ET— KOEFR 1-6 a<wy K E—F
77 'R 1-5
. Y 1-5

& T 1-5

HAfTT 7 v FrEy AV RIA L A H =Tz A A
TWRR| =& [CLL} #&M

BT T 4 L B AT AL v F T TV a—)b
'WRED] =% [CSM] #&

yal =

71— FE@1E BT HE—T AR AT 4 Falb— g F— R,

B 1-6

MCC) =&k
B MAC 7 R L% 2-87

BE ) 1-7 C

VA ZI AL VAR T T—F 47
€ [CEF| %#ZM

VATF A TurTs .
BflfFa < B 141 VAT A Tuar7 bk 1-5

B

Froik 1-8

<
Fa—spar74¥al—var e—FHE 15 El

ZA v FRY 7 VLAN
I+ [ISL VLAN| %%

BG I REL = v b

[FRUJ %R e
M F7 16 PIM
= 'BIDIR] # %MW
o< R
T—FOME 15 +-

< RO default B, A 1-6
a< RO no B, 1-6
avy ROEBAT

WRIULAF~ VT 1-1

KR 1-7
LEAN= T VY —
IMSTJ %=
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R ST TP AT T —)L F—E R ETa2— )L
AR - 1-10 [FWSM| #Z& R

¥#E EXEC =— K, W= 1-5 T 7 AN AT DEASVEHRE

Mfsck 2—7 4 V7 1] 2B
B LT OIS — 1-9
TITANRY— TNV AN A—)L

'&

PR 7 — v [PEM] =&
B i 7Z 4 ~_— K VLAN
ary74¥al—vary FrE—F 2-69 [PVLAN] &M
FELR S — L a7 4 Xal— gy B TE—F Ty Fabha)l F—F =y k
B i 2-69 BPDUJ # &
RERHHL — b Faxy Ry —
[CIR] #Z&MH FoR

FEFEHD HTTP ~» & — 5 2-34
HEFHD SSL 1 2-34

& B E P A D TCP 5 2-34
Sq T REFHO URL BXH2EH  2-34
EHAE — o DFRE 1-10 7aty Y HEE
MPC) &M
a7k
AT L 1-5
#
Rk ~
(AR =P 1-10
MR LIEE, #£ 19 N7 Tur7 b
FERI 72 B R 2 RO 3 F 1-7 [--More-- 7u 7 | &M
K
1 LFDONRE— 1-7 F
INE— v DR 1-11
KB ORI & D—E 1-9 R—H—F—brUxA Frbanr
B ARY — v DIRE 1-10 BGPJ %%
BHECCTFONRE — 1-9 RY)—H—bRarr7 s ¥al—ary $7E—F
BH A 2-70
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~==7 )
K 1-7

wFFa han T AL v F T
TMPLS| #& M

NNVFULAXY AL yT T4 —Fx I—FK
TMSFCJ #ZH

SNNFULAY AL v F T
TMLS] =ZM

&

ATAT TR arsbr—L
IMAC 7 KL A T—7 )] &R

%

T—F
a2 R E—F] 2281

w

o —# EXEC &— K, &= 1-5

Y

U R— R R AHRTE
[RPF] %R
U £ — I SPAN
RSPAN] % &M
VEeE—h 70y —T% a—)L
[RPC) #&
WeRE. U A R A1
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