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show vlan remote-span 2-1107

show vlans 2-1108

show vlan virtual-port 2-1110

show vip 2-1112

shutdown vlan 2-1115

snmp ifindex clear 2-1116

snmp ifindex persist 2-1117

snmp-server enable traps 2-1119
snmp-server enable traps transceiver type all 2-1121
snmp-server ifindex persist 2-1122
snmp-server trap authentication unknown-context 2-1124
snmp-server trap link switchover 2-1125
spanning-tree backbonefast 2-1126
spanning-tree bpdufilter 2-1127
spanning-tree bpduguard 2-1129
spanning-tree cost 2-1130

spanning-tree etherchannel guard misconfig 2-1131
spanning-tree extend system-id 2-1132
spanning-tree guard 2-1133
spanning-tree link-type 2-1134
spanning-tree loopguard default 2-1135
spanning-tree mode 2-1136
spanning-tree mst 2-1137

spanning-tree mst configuration 2-1138
spanning-tree mst forward-time 2-1140
spanning-tree mst hello-time 2-1141
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spanning-tree mst max-age 2-1142
spanning-tree mst max-hops 2-1143
spanning-tree mst pre-standard 2-1144
spanning-tree mst root 2-1145
spanning-tree pathcost method 2-1147

spanning-tree portfast
2-1148

spanning-tree portfast bpdufilter default 2-1150
spanning-tree portfast bpduguard default 2-1152
spanning-tree portfast default 2-1153
spanning-tree port-priority 2-1154
spanning-tree transmit hold-count 2-1155
spanning-tree uplinkfast 2-1156
spanning-tree vlan 2-1157

speed 2-1159

squeeze 2-1162

ssl-proxy module allowed-vlan 2-1163
stack-mib portname 2-1164

standby delay minimum reload 2-1165
standby track 2-1167

standby use-bia 2-1169

storm-control level 2-1170

switchport 2-1172

switchport access vlan 2-1174

switchport autostate exclude 2-1176
switchport backup 2-1178

switchport block unicast 2-1180

switchport capture 2-1181

switchport capture allowed vilan 2-1183
switchport dot1q ethertype 2-1185
switchport mode 2-1187

switchport port-security 2-1189

switchport port-security aging 2-1191
switchport port-security mac-address 2-1193
switchport port-security maximum 2-1195
switchport port-security violation 2-1197
switchport private-vlan host-association 2-1199
switchport private-vlan mapping 2-1200
switchport trunk 2-1201
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switchport vlan mapping 2-1204
switchport vlan mapping enable 2-1206
switchport voice vlan 2-1207
sync-restart-delay 2-1209

system flowcontrol bus 2-1210
system jumbomtu 2-1211

tcam priority 2-1212

test cable-diagnostics 2-1214
time-range 2-1216

traceroute mac 2-1218

track interface 2-1222

transceiver type all monitoring 2-1224
tunnel udlr address-resolution 2-1225
tunnel udlr receive-only 2-1226
tunnel udlr send-only 2-1228

udld 2-1230

udld port 2-1232

udld reset 2-1234

udp-port 2-1235

undelete 2-1236

unidirectional 2-1238

upgrade rom-monitor 2-1240
username 2-1242

verify 2-1243

vlan config-VLAN 2-1245
vlan 2-1249
vlan VLAN 2-1251

vlan access-log 2-1254

vlan access-map 2-1256
vlan database 2-1257

vlan dot1q tag native 2-1259
vlan filter 2-1260

vlan internal allocation policy 2-1262
vlan mapping dot1q 2-1263
vip 2-1265

wrr-queue 2-1268
wrr-queue cos-map 2-1270
wrr-queue dscp-map 2-1271
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APPENDIX A

APPENDIX B

INDEX

wrr-queue queue-limit 2-1272
wrr-queue random-detect 2-1273
wrr-queue shape 2-1275
wrr-queue threshold 2-1277
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e  Catalyst 6500 Series Switch Module Installation Guide
e  Catalyst 6500 Series Switch Cisco 10S Software Configuration Guide
e  Catalyst 6500 Series Cisco 10S System Message Guide

e Release Notes for Cisco 10S Release 12.2SX on the Catalyst 6500 and Cisco 7600 Supervisor Engine
720, Supervisor Engine 32, and Supervisor Engine 2

Cisco I0S

e Configuration Fundamentals Configuration Guide

e  Command Reference

MIB URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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Cisco.com
URL
http://www.cisco.com/techsupport
Web URL
http://www.cisco.com
http://www.cisco.com/jp
Web URL

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

Product Documentation DVD
Product Documentation DVD

Product Documentation DVD
DVD

HTML DVD
Web
PDF

Product Documentation DVD
Cisco.com Cisco Direct Customers URL  Cisco Marketplace
Product Documentation DVD  Customer Order Number DOC-DOCDVD=

http://www.cisco.com/go/marketplace/

Cisco.com 20056 6 30 URL Cisco Marketplace
Product Documentation Store

http://www.cisco.com/go/marketplace/

Cisco.com
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http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/go/marketplace/
http://www.cisco.com/go/marketplace/
http://www.cisco.com/jp

Security Vulnerability Policy URL

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

URL
http://www.cisco.com/go/psirt

URL Product
Security Incident Response Team Really Simple Syndication PSIRT RSS

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

PSIRT
. — security-alert@cisco.com
. — psirt@cisco.com
PSIRT
e 1877 228-7302
e 1408 525-6532
Pretty Good Privacy PGP
PGP PSIRT PGP
2X  8x
PSIRT URL
Security Vulnerability Policy Contact Summary

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

PGP ID
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mailto:security-alert@cisco.com
mailto:psirt@cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

Cisco Technical Support 24
Cisco.com  Cisco Technical Support & Documentation Web

Technical Assistance Center TAC

Cisco Technical Support & Documentation Web

Cisco Technical Support & Documentation Web

Web 24 URL

http://www.cisco.com/techsupport

Cisco Technical Support & Documentation Web

Cisco.com ID ID
URL

http://tools.cisco.com/RPF/register/register.do

Y
Cisco Product Identification CPI
CPI Documentation & Tools
Tools & Resources Cisco Technical Support & Documentation Web
Alphabetical Index Cisco Product Identification Tool
Alerts & RMAs Cisco Product Identification Tool
CPI ID show
3
Japan TAC Web
Japan TAC Web TAC Web http://www.cisco.com/tac
Japan TAC Web URL
http://www.cisco.com/jp/go/tac
Japan TAC Web
Japan TAC Web Cisco.com ID
ID URL

http://www.cisco.com/jp/register/

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |


http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/tac
http://www.cisco.com/jp/go/tac
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Service Request

TAC Service Request S3 S4
TAC Service Request
TAC
Service Request URL
http://www.cisco.com/techsupport/servicerequest
S1 S2 TAC
S1
S2
+61 2 8446 7411 1800 805 227
EMEA +322704 5555
1800 553-2447
TAC URL
http://www.cisco.com/techsupport/contacts
1 s1 — 24
2 S2 —
3 S3 —
4 S4 —
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e Cisco Marketplace
Cisco Marketplace

http://www.cisco.com/go/marketplace/
e Cisco Press

URL
http://www.ciscopress.com
*  Packet

Packet URL
http://www.cisco.com/packet

e iQ Magazine

http://www.cisco.com/go/igmagazine
URL
http://ciscoiq.texterity.com/ciscoig/sample/

e |nternet Protocol Journal

URL
http://www.cisco.com/ipj

URL
http://www.cisco.com/en/US/products/index.html

* Networking Professionals Connection

Web
URL

http://www.cisco.com/discuss/networking

URL
http://www.cisco.com/en/US/learning/index.html

URL

Cisco Press

Packet

iQ Magazine URL

Internet Protocol Journal
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abbreviated-command-entry?

abbreviated-command-entry<Tab>

command ?

command keyword ?

Catalyst 6500 Cisco 10S
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||
? Catalyst 6500
arap
arap ?
1-2 ?
* interface gigabitethernet 1/1
e channel-group 1 mode auto
1-2
Router> enable enable
Password: <password> EXEC
Router#
EXEC
Router#
Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #
Router (config) #
Router (config)# interface gigabitethernet ? interface gigabitethernet
<1-9> GigabitEthernet interface number
Router (config)# interface gigabitethernet 1/1
Router (config-if)#
?
module-number/port-number 1
9
Router (config-if) #

Catalyst 6500 Cisco 10S
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Router (config-if) #? ?
Interface configuration commands:
access-expression Build a bridge boolean access expression
apollo Apollo interface subcommands
appletalk Appletalk interface subcommands
arp Set arp type (arpa, probe, snap) or timeout
backup Modify backup parameters
bandwidth Set bandwidth informational parameter
bgp-policy Apply policy propogated by bgp community string
bridge-group Transparent bridging interface parameters
carrier-delay Specify delay for interface transitions
cdp CDP interface subcommands
channel-group Etherchannel/port bundling configuration
clns CLNS interface subcommands
cmns OSI CMNS
custom-queue-list Assign a custom queue list to an interface
decnet Interface DECnet config commands
default Set a command to its defaults
delay Specify interface throughput delay
description Interface specific description
dlsw DLSw interface subcommands
dspu Down Stream PU
exit Exit from interface configuration mode
fair-queue Enable Fair Queuing on an Interface
flowcontrol Configure flow operation.
fras DLC Switch Interface Command
help Description of the interactive help system
hold-queue Set hold queue depth
ip Interface Internet Protocol config commands
ipx Novell/IPX interface subcommands
isis IS-IS commands
iso-igrp ISO-IGRP interface subcommands
Router (config-if)#
Router (config-if)# channel-group ?
group channel-group of the interface channeLgroup
Router (config-if) #channel-group
?
group
<cr>
Router (config-if)# channel-group ? group ?
<1-256> Channel group number
Router (config-if)#channel-group
1 256
<cr>
Catalyst 6500 Cisco 10S
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1-2
Router (config-if)# channel-group 1 ?
mode Etherchannel Mode of the interface )
Router (config-if)#
mode
<cr>
Router (config-if)# channel-group 1 mode ? mode
auto Enable PAgP only if a PAgP device is detected
desirable Enable PAgP unconditionally
on Enable Etherchannel only
auto desirable on
Router (config-if)#
<Ccr>
Router (config-if)# channel-group 1 mode auto ? auto
<cr> auto
Router (config-if)# ?
<cr> Return
Return
Router (config-if)# channel-group 1 mode auto Return
Router (config-if)#

Catalyst 6500
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|
Cisco 10S

Cisco I0S

Cisco 10S

?

Catalyst 6500 EXEC

EXEC
EXEC
EXEC
EXEC EXEC
show clear
1 Catalyst 6500 EXEC
Catalyst 6500
ROM Catalyst 6500
Catalyst 6500
ROM
1-3 Cisco 10S
1-3
EXEC Router> logout
EXEC Router# EXEC disable
EXEC enable EXEC
configure terminal
EXEC
EXEC Router (config) # EXEC exit
configure terminal end
EXEC Ctrl-Z
interface
Catalyst 6500 Cisco 10S
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1-3
Router (config-if)#
exit
interf .
intertace EXEC exit
Ctrl-Z
interface
Router (config-subif) #
exit
interf
interface EXEC end
Ctrl-Z
ROM EXEC Rommon> ROM boot
reload EXEC
60 Break
boot system
flash filename
Configuration Fundamentals Configuration Guide Using the
Command Line Interface
EXEC Cisco I10S
show clear debug EXEC do
Catalyst 6500 Cisco 10S
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[ | no default
no default
no
no
no IP
IP no ip routing
IP ip routing
no
default default
default no
default
no default
CLI show
more --More--
1 1
--More--
show more
Serial misses 138
00210... (is) [Oo]utput
3
. begin
. include
. exclude
--More--
Y
CLI
CLI HTTP
Catalyst 6500 Cisco 10S
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CLI

[aeiou]

[abcdABCD]

[a-dA-D]

[a-dA-D\-]
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[a-dA-D\-]]

[Ma-dgsv]

[™1d]

ad4%

ad% a 4
% ad4%

ab al a2

a\.

telebit 3107 v32bis
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1-5

a*

at+

bb bab

ba?b

\**

ab

(ab)*

([A-Za-z][0-9])+

* + ’)

A9b3
9Ab3

| 1
codex | telebit

codex telebit codex telebit
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W cu

1-6
1-6
N
$
abcd

~abced

a b c d
[~abcd]

12
$\.12

A $ {}
~1300_
1300 1300
{1300_
21300 13000

1300$ ~1300(space) (space)1300 {1300,1300, {1300} ,1300, (1300

1300_

p.1-11

\1 2 2
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a()bc()O\1\2

aZbcTZT
T Z T

Router# copy system:running-config nvram:startup-config
Building configuration...

[OK]
Router#

NVRAM
A
CONFIG_FILE
NVRAM

bc

RAM

CONFIG_FILE
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Wl action

action

action action
no

action

action {{drop [log]} | {forward [capture]} | {redirect {interface interface-number}} | {port-channel
channel-id} {interface interface-number} | {port-channel channel-id} ...}

no action {{drop [log]} | {forward [capture]} | {redirect {interface interface-number}} |
{port-channel channel-id} {interface interface-number} | {port-channel channel-id} ...}

drop

log

forward

capture

redirect interface

ethernet fastethernet gigabitethernet

tengigabitethernet

interface-number

port-channel channel-id
1 256

64

VLAN
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
interface Supervisor Engine 2 Catalyst 6500
ge-wan atm pos
interface-number interface-number
13 48 10/100BASE-T
1 13 1 48
5
255
Catalyst 6500 Cisco 10S
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action H

[...]{redirect {{ethernet | fastethernet | gigabitethernet | tengigabitethernet} slot/port} |
{port-channel channel-id}}

action
Cisco IOS ACL
capture VACL
VACL
VACL
log
IP redirect
EtherChannel 5 EtherChannel
WAN VACL action forward capture
VACL action
WAN VACL
VACL VLAN LAN
VLAN IP IPX MAC ACL 1
drop
ACL
forward
ACL ACL
Router (config-access-map)# action drop log
Router (config-access-map) #
Router (config-access-map) # action forward
Router (config-access-map) #
match VLAN 1 ACL
match
show vlan access-map VLAN
vlan access-map VLAN VLAN

Catalyst 6500 Cisco 10S
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W apply

apply

VLAN LAN NVRAM
RAM

apply
apply

VLAN

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

apply VLAN
VLAN

Catalyst 6500 VTP VLAN

VLAN EXEC show vlan

VLAN

Router (config-if-vlan)# apply
Router (config-if-vlan)#

abort VLAN
exit VLAN
reset VLAN VLAN
VLAN
show vlan VLAN
shutdown vlan VLAN
vtp VTP

Catalyst 6500 Cisco 10S
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arp access-list Wl

arp access-list

ARP QoS
ARP ACL ARP ACL
arp access-list ARP ACL no

arp access-list name

no arp access-list name

name

12.2(18)SXD Supervisor Engine 720

12.2(18)SXE Supervisor Engine 720 DAl ARP
ARP ACL permit deny

QoS QoS ARP QoS ACL

{permit | deny} {ip {any | {host sender-ip [sender-ip-mask]}}} {mac any}
no {permit | deny} {ip {any | {host sender-ip [sender-ip-mask]}}} {mac any}

permit QoS
deny ACE
QoS
ip IP ARP
any IP ARP
host sender-ip IP
sender-ip-mask
mac any MAC ARP
no ARP ACL ACE
ARP ACL ARP
e default — deny
permit

[ oL-3993-11-J

Catalyst 6500 Cisco 10S ]



Catalyst 6500

Cisco 10S |

M arp access-list

e deny —
e exit— ACL
[ ] no —_—

* permit—

permit

deny

permit deny

deny

{permit | deny} ip {any | {host {sender-ip | {sender-ip sender-ip-mask}}}} mac {any | {host

{sender-mac | {sender-mac sender-mac-mask}}}} [log]

{permit | deny} request ip {any | {host {sender-ip | {sender-ip sender-ip-mask}}}} mac {any | {host

{sender-mac | {sender-mac sender-mac-mask}}}} [log]

{permit | deny} response ip {any | {host {sender-ip | {sender-ip sender-ip-mask}}}} [{any | {host
{target-ip | {target-ip target-ip-mask}}}}] mac {any | {host {sender-mac | {sender-mac
sender-mac-mask}}}} [any | {host {target-mac | {target-mac target-mac-mask}}]} [log]

permit

deny

ip

any

host

sender-ip

sender-ip-mask

mac any

mac host

sender-mac

sender-mac-mask

log

request

ARP

response

ARP

any

host

target-mac

target-mac-mask

request response

ARP ACL ip arp inspection filter VLAN LAN ARP
ARP ACL
ARP ARP
DHCP
Cisco I0S
OL-3993-11-J |
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arp access-list Wl

ARP VLAN DAI IP  Ethernet MAC
ARP ACL
VLAN
ACL
ACL
permit ip any mac any ACL

deny any ip mac any

ARP ACL ARP ACL

Router (config)# arp access-list arpacl22
Router (config-arp-nacl)#

QoS MAC ARP arp_filtering
ARP ACL

Router (config)# arp access-list arp_filtering

Router (config-arp-nacl)# permit ip host 1.1.1.1 mac any
Router (config-arp-nacl)# deny any ip mac any

Router (config-arp-nacl)#

show arp ARP

Catalyst 6500 Cisco 10S
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M attach
attach
attach num
num
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
attach remote login
num 13
1 13
DFC
FlexWAN
attach num Router-dfcx#
Switch-sp#
attach remote login module num
2
. exit

Router-dfc3# exit

[Connection to Switch closed by foreign host]

Router#

. Ctrl-C 3

Router-dfc3# 4C
Router-dfc3# 4C
Router-dfc3# AC
Terminate remote login session?

[confirm] y

[Connection to Switch closed by local host]

Router#

Cisco 10S
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attach W

DFC

Console (enable)# attach 3

Trying Switch ...

Entering CONSOLE for Switch

Type ""~C~C"C" to end this session

Router-dfc3#

remote login Catalyst 6500

Catalyst 6500 Cisco 10S
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W auto-sync

auto-sync

NVRAM RAM
auto-sync
no

auto-sync {startup-config | config-register | bootvar | running-config | standard}

no auto-sync {startup-config | config-register | bootvar | standard}

startup-config

config-register

bootvar BOOTVAR

running-config

standard

BOOTVAR

running-config

CPU

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

12.2(18)SXD

no auto-sync standard

auto-sync RPR+

CPU

Router# configure terminal
Router (config)# redundancy
Router (config-r)# main-cpu

Router (config-r-mc)# no auto-sync standard
Router (config-r-mc)# auto-sync config-register

Router (config-r-mc)#

redundancy

i Catalyst 6500 Cisco 10S
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bgp regexp deterministic W

bgp regexp deterministic

Cisco 10S bgp
regexp deterministic Cisco
I0S no

bgp regexp deterministic
no bgp regexp deterministic
12.2(18)SXF5 Supervisor Engine 720
Cisco 10S
CPU
CPU
bgp regexp deterministic BGP
no
Cisco 10S

Router (config)# router bgp 1
Router (config-router)# bgp regexp deterministic
Router (config-router) #

Catalyst 6500 Cisco 10S
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M bgp regexp deterministic

Cisco 10S

Router (config)# router bgp 1
Router (config-router)# no bgp regexp deterministic
Router (config-router) #

Catalyst 6500 Cisco 10S
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Cisco I0S

boot config

boot config M

boot config
no

boot config {device:file-name}

no boot config
device: ID
file-name

NVRAM RAM

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

12.2(17d)SXE

device:
e Supervisor Engine 2 bootflash: const_nvram:
nvram: slot0: sup-slotO: sup-bootflash:
e Supervisor Engine 720 diskO: disk1:
ASCII
diskO0: disk1: C
bootflash: slot0: sup-bootflash: A
A CONFIG_FILE
config CONFIG_FILE
boot config
ROM
copy system:running-config nvram:startup-config
CONFIG_FILE
* nvram:
Catalyst 6500 Cisco 10S
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Hl boot config

CONFIG_FILE
NVRAM

NVRAM NVRAM
setup

no NVRAM

BOOT BOOTLDR CONFIG_FILE show bootvar

Router (config)# boot config flash:router-config
Router (config)# end

Router# copy system:running-config nvram:startup-config
Router#

copy system:running-config nvram:startup-config

show bootvar BOOT

Catalyst 6500 Cisco 10S
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boot system WM

boot system

boot system
no

boot system {file-url | filename}

boot system flash [flash-fs:][partition-number:][filename]
boot system mop filename [mac-address] [interface]

boot system {rcp | ftp} filename [ip-address]

no boot system [file-url | filename]

no boot system flash [flash-fs:][partition-number:][filename]
no boot system mop filename [mac-address] [interface]

no boot system {rcp | rom | ftp} filename [ip-address]

file-url URL
filename
flash
flash-fs:
flash: bootflash slot0 slotl
partition-number: filename
filename boot system flash
mop MOP
mac-address MOP
MAC
interface MOP MOP
async dialer ethernet serial tunnel
rcp rcp
rom ROM
ftp FTP
ip-address IP
boot system
cisco
8 -
cisconn-cpu
config-register confreg

Catalyst 6500 Cisco 10S
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Wl boot system

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

config-register

Catalyst 6500 TFTP

ip-address IP
255.255.255.255

flash-fs:
flash

partition-number:

filename filename

[ ]

[ ]

. flash-fs:
mac-address MOP

MOP
interface MOP
boot system
boot system
boot
2

boot system ROM

boot
boot system rom

Cisco 10S Release 12.2 Command Reference

Catalyst 6500 Cisco 10S
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N

boot system WM

boot system
ROM BOOT
BOOT

copy system:running-config nvram:startup-config EXEC

BOOT

BOOT show bootenv EXEC

ROM

Router (config)# boot system flash configl
Router (config)# boot system rom

igs-bpx-I

Router (config)# boot system flash:2:igs-bpx-1

config-register

copy /noverify
ip rcmd remote username rcp
show bootvar BOOT

Catalyst 6500 Cisco 10S
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Cisco 10S |

M bridge-domain

bridge-domain

BPDU

bridge-domain

bridge-domain {vlan | {PE-vlan dotlqgtunnel}} [ignore-bpdu-pid] {pvst-tlv CE-vlan}

vlan VLAN LAN
PE-vlan dotlqtunnel 2 VLAN
ignore-bpdu-pid RFC 1483 PID 0x00-07
IEEE BPDU
pvst-tlv PVST+ BPDU IEEE BPDU
IEEE BPDU  PVST+ BPDU
CE-vlan IEEE BPDU/PVST+ BPDU SSTPTLV
VLAN
VC DLCI
12.2(18)SXE bridge-vlan
12.2(18)SXF2 ignore-bpdu-pid pvst-tlv CE-vlan
CE-vlan PE-vlan
RFC 1483 PID 0x000E IEEE BPDU
bridge-domain ignore-bpdu-pid
ignore-bpdu-pid PVC RFC 1483
ignore-bpdu-pid
e ignore-bpdu-pid PID 0x00-0E
IEEE BPDU RFC 1483
* ignore-bpdu-pid RFC 1483
PID 0x00-07 IEEE BPDU
Cisco PVST+ BPDU ignore-bpdu-pid
PID 0x00-07
PID 00-07 PVST 802.1D BPDU ATM DSL
ignore-bpdu-pid
Catalyst 6500 Cisco 10S
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bridge-domain W

PVST IEEE
pvst-tlv BPDU Catalyst 6500
ATM PVST+ ATM PVST
Catalyst 5000 IEEE Cisco

10S pvst-tlv

pvst-tlv PVST+ BPDU IEEE BPDU

pvst-tlv IEEE BPDU  PVST+ BPDU

RFC 1483 IEEE BPDU Catalyst 6500

BPDU

Router (config-if-atm-vc)# bridge-domain 100 pvst-tlv 150
Router (config-if-atm-vc)#

IEEE BPDU RFC 1483 ignore-bpdu-pid
Catalyst 5500 ATM RFC 1483 PVST BPDU
BPDU Catalyst 6500

Catalyst 5500 ATM

Router (config-if-atm-vc)# bridge-domain 100 ignore-bpdu-pid pvst-tlv 150
Router (config-if-atm-vc)#

Layer 2 Protocol Tunneling L2PT; 2 BPDU

Router (config-if-atm-vc)# bridge-domain 100 dotlgtunnel ignore-bpdu-pid pvst-tlv 150
Router (config-if-atm-vc) #

[ oL-3993-11-J
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M bridge-vian

bridge-vian

802.1Q-in-802.1Q QinQ
VLAN LAN bridge-vlan
QinQ VLAN no

bridge-vlan vlan-id {dotlq | dotlg-tunnel} {inner-vlan-id | out-range}

no bridge-vlan vlan-id {dot1q | dot1g-tunnel} {inner-vlan-id | out-range}

vlan-id VLAN ID 1002
1005 ID 1 4094
dotlqg
VLAN VLAN
dotlg-tunnel VLAN
VLAN
inner-vlan-id VLAN ID 1002 1005
ID 1 4094
out-range 32 VLAN ID VLAN ID
VLAN ID
] VLAN
. VLAN
WAN
12.2(18)SXD Supervisor Engine 720
12.2(18)SXE bridge-vlan bridge-domain
Cisco 10S Release 12.2(18)SXE QinQ
bridge-vlan bridge-domain

Catalyst 6500 Cisco 10S
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bridge-vian W
S
Cisco 10S Release 12.2(18)SXD Cisco 10S Release 12.2(18)SXE
write memory copy running-config startup-config NVRAM
RAM bridge-domain
QinQ
bridge-vlan OSM-2+4GE-WAN+ OSM Gigabit Ethernet WAN GE-WAN;
WAN
Gigabit Ethernet GE LAN
bridge-vlan mode dotlg-in-dotlq access-gateway
QinQ
VLAN
encapsulation dotlq
VLAN QinQ VLAN
ID
VLAN 4095 VLAN
VLAN ID 4095 QinQ
VLAN 4095 QinQ VLAN
VLAN QinQ VLAN
ID
dotlq QinQ
dotlg-tunnel
VLAN 32 VLAN
VLAN 32 0 32 64
VLAN ID VLAN
Cisco 10S 32 ID VLAN
out-range dotlg-tunnel
VLAN out-range
802.1Q 2 VLAN
VLAN
QinQ
Optical Services Module Installation and Configuration Note
Catalyst 6500 Cisco 10S
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M bridge-vian

VLAN 41 VLAN 33

VLAN 100

Router# configure terminal

Router (config)# interface GE-WAN 4/1.100
Router (config-if)# encapsulation dotlqg 100
Router (config-if)# bridge-vlan 33 dotlqg 41
Router (config-if)#

32 63 32 VLAN
VLAN 33 VLAN ID

VLAN 109 VLAN 41

VLAN 109 VLAN 203

Router# configure terminal

Router (config)# interface GE-WAN 4/1.203

Router (config-if)# encapsulation dotlqg 203

Router (config-if)# bridge-vlan 41 dotlg-tunnel 109
Router (config-if)#

96 127 32 VLAN
VLAN 33 VLAN ID
VLAN 41 0 95 128 4094 VLAN
VLAN VLAN
VLAN 981

Router# configure terminal

Router (config)# interface GE-WAN 4/1.1001

Router (config-if)# encapsulation dotlqg 981

Router (config-if)# bridge-vlan 41 dotlg-tunnel out-range
Router (config-if)#

Catalyst 6500 Cisco 10S
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bridge-vian W
VLAN 1
VLAN ID VLAN  out-range
Router# configure terminal
Router (config)# interface GE-WAN 4/1.1001
Router (config-if)# bridge-vlan 2 dotlg-tunnel out-range
% bridge-vlan 2 does not have any inner-vlan configured.
out-of-range configuration needs at least one inner-vlan
defined to determine the range.
Router (config-if)#
VLAN ID
VLAN ID
1D VLAN
Router# configure terminal
Router (config)# interface GE-WAN 4/1.234
Router (config-if)# bridge-vlan 123 dotlqg 234
Command rejected: VLAN 123 not available
Router (config-if)#
VLAN show vlan internal usage
class-map QoS
QoS
mode dotlg-in-dotlq access-gateway WAN
QinQ VLAN

policy-map QoS

QoS
service-policy
set cos cos-inner QinQ VLAN

802.1Q
show cwan ging QinQ VLAN
show cwan ging bridge-domain WAN
QinQ VLAN ID
VLAN
VLAN
show cwan ging interface 1 WAN
IEEE QinQ

Catalyst 6500 Cisco 10S
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N cd

cd

cd
cd [filesystem:][directory]
filesystem: URL
directory
diskO:

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX
filesystem:

e Supervisor Engine 2 bootflash: const_nvram: diskO:

flash: nvram: slot0: sup-slotO: sup-bootflash:
e Supervisor Engine 720 diskO: disk1:
filesystem EXEC filesystem
cd
dir filesystem
cd
disk O: PC

Router# cd diskO:
Router# pwd
disk0:/
dir
mkdir diskO:
pwd cd

show file system

undelete

Catalyst 6500 Cisco 10S
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channel-group W

channel-group

EtherChannel EtherChannel
channel-group
no

channel-group number mode {active | on | {auto [non-silent]} | {desirable [non-silent]} | passive}

no channel-group number

number 1 256 64
mode EtherChannel
active LACP
on EtherChannel
auto
PAgP PAgP
non-silent auto
desirable
desirable PAgP
passive LACP LACP
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE Catalyst 6500
OSM-2+4GE-WAN+ OSM GE-WAN QinQ
QinQ
OSM Supervisor Engine 32 Catalyst 6500
PAgP
LACP
auto desirable PAgP
LACP
active passive PAgP

Catalyst 6500 Cisco 10S
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M channel-group

on
on PAgP LACP
on on on
EtherChannel
channel group
no
1
2
PAgP  LACP
EtherChannel
EtherChannel LACP
DFC
DFC
IP
interface port-channel
2 3
2 EtherChannel
2 LAN
QinQ QinQ OSM-2+4GE-WAN+ OSM
GE-WAN on
MPLS GE-WAN
channel-group GE-WAN channel-group
IP MPLS 3

Catalyst 6500 Cisco 10S
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channel-group W

N

OSM-2+4GE-WAN+ OSM GE-WAN

channel-group

GE-WAN
no channel-group

EtherChannel 3
EtherChannel

Catalyst 6500 Series Switch Cisco 10S Software Configuration Guide
Configuring EtherChannel

EtherChannel 1/0 1 EtherChannel

Router (config-if)# channel-group 1 mode on
Router (config-if)#

interface port-channel

show etherchannel EtherChannel

show interfaces port-channel

Catalyst 6500 Cisco 10S
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Cisco 10S |

Hl channel-protocol

channel-protocol

channel-protocol

channel-protocol {lacp | pagp}

no channel-protocol

no

lacp LACP

pagp PAgP

pagp

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

channel-group

EtherChannel

PAgP  LACP

channel-protocol
channel-protocol

EtherChannel

no

Switch Cisco 10S Software Configuration Guide Configuring EtherChannel

LACP

Router (config-if)# channel-protocol lacp
Router (config-if)#

LACP
Catalyst 6500 Series

channel-group EtherChannel

EtherChannel

show etherchannel EtherChannel

i Catalyst 6500 Cisco 10S

0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

class-map W

class-map

QoS QoS
class-map
no

class-map name [match-all | match-any]

no class-map name [match-all | match-any]

name

match-all

match-any 1

match-all match-any match-all

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

class-map

EtherChannel EtherChannel

QoS

e exit— QoS
[ ] nO JE—

e match — match

access-group {acl-index | acl-name}

ip {dscp | precedence} valuel value? ... value8

CLI OSM
LAN WAN

e input-interface {{interface interface-number} | {null number} | {vlan vlan-id}}
e protocol linktype
¢ destination-address mac mac-address

e source-address mac mac-address

OSM Supervisor Engine 32 Catalyst 6500

Catalyst 6500 Cisco 10S
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W class-map

PFC QoS

e input-interface {{interface interface-number} | {null number} | {vlan vlan-id}}
e protocol linktype
e destination-address mac mac-address
* source-address mac mac-address
e gos-group group-value
PFC
QoS

Catalyst 6500 Series Switch
Cisco 10S Software Configuration Guide Cisco 10S Release 12.2 Command Reference

match
match {[{access-group acl-index} | acl-name] | [{ip dscp} | {precedence value}]}
match 2-1
21 match
access-group acl-index | acl-name
1 2699
access-group acl-name
ip dscp valuel value2 ... value8 IP DSCP 0 63
8 DSCP
1
ip precedence valuel value?2 ... value8 IP precedence o 7
8 precedence
1
class-map ipp5

IP precedence 5

Router (config)# class-map ipp5
Router (config-cmap) # match ip precedence 5
Router (config-cmap) #

Router (config-cmap)# match access-group IPacll
Router (config-cmap) #

policy-map QoS
QoS

show class-map

show policy-map interface

Catalyst 6500 Cisco 10S
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class-map type multicast-flows W

class-map type multicast-flows

class-map type multicast-flows
no

class-map type multicast-flows name

no class-map type multicast-flows name

name

12.2(18)SXF5

e exit—
e group —

group group-addr [{source addr} | to addr]}

group 2-2
2-2 group
group-addr
source addr
to addr
[ ] no —_—

Router (config)# class-map type multicast-flows static2
Router (config-mcast-flows-cmap) #

Router (config-mcast-flows-cmap) # group 192.0.2.0 source 192.0.2.10
Router (config-mcast-flows-cmap) #

Catalyst 6500 Cisco 10S
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W class

class

class-default QoS
class
no

class {class-name | class-default}

no class {class-name | class-default}

class-name

class-default

QoS
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE Supervisor Engine 720 class-default
class
QoS
class policy-map
. class-map
CBWFQ
CBWFQ
. 64

class-default
class-default

class-default

Catalyst 6500 Cisco 10S
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class | |

queue-limit random-detect
WRED
WRED

e queue-limit random-detect
2

e queue-limit random-detect
bandwidth bandwidth

o fair-queue class-default fair-queue
fair-queue
queue-limit random-detect
bandwidth

policyl 3
classl 136 class2
ethernet101 3

Router (config)# policy-map policyl

Router (config-pmap) # class-map classl

Router (config-pmap-c)# match access-group 136

Router (config-pmap) # class-map class2

Router (config-pmap-c)# match input-interface ethernetl101

classl class2

Router (config)# policy-map policyl

Router (config-pmap)# class-map classl
Router (config-pmap-c)# bandwidth 2000
Router (config-pmap-c)# queue-limit 40

Router (config-pmap) # class class2

Router (config-pmap-c)# bandwidth 3000

Router (config-pmap-c)# random-detect

Router (config-pmap-c)# random-detect exponential-weighting-constant 10

Router (config-pmap) # class class-default
Router (config-pmap-c)# fair-queue 16
Router (config-pmap-c)# queue-limit 20

Resource
Reservation Protocol RSVP

policy8 class-default
class-default
20 policy8
14
WRED

[ oL-3993-11-J
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W class

Router (config)# policy-map policy8

Router (config-pmap) # class class-default

Router (config-pmap-c)# fair-queue 20

Router (config-pmap-c)# random-detect exponential-weighting-constant 14

class-map QoS

QoS
fair-queue class-default
policy-map QoS

QoS

queue-limit
random-detect WRED DWRED
random-detect exponential- WRED
weighting-constant DWRED
random-detect precedence IP precedence WRED DWRED

Catalyst 6500 Cisco 10S
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||

clear cable-diagnostics tdr

clear cable-diagnostics tdr

TDR
clear cable-diagnostics tdr

clear cable-diagnostics tdr [interface interface interface-number]

interface interface ethernet
fastethernet gigabitethernet tengigabitethernet
interface-number
EXEC
12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
interface Supervisor Engine 2 Catalyst 6500
ge-wan atm pos
TDR Release Notes for Cisco 10S Release 12.2 SX on

the Catalyst 6500 and Cisco 7600 Supervisor Engine 720, Supervisor Engine 32, and Supervisor Engine 2

Router# clear cable-diagnostics tdr interface gigabitethermet 4/1

Router#

show cable-diagnostics tdr TDR
test cable-diagnostics 48 10/100/1000 BASE-T 10
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W clear catalyst6000 traffic-meter

clear catalyst6000 traffic-meter

clear catalyst6000 traffic-meter

clear catalyst6000 traffic-meter

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Router# clear catalyst6000 traffic-meter
Router#
Cisco 10S
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clear counters W

clear counters

clear counters

clear counters [{interface interface-number} | {null interface-number} | {port-channel number} | {vian

vlan-id}]

interface ethernet fastethernet
gigabitethernet tengigabitethernet
interface-number
null interface-number 0
port-channel number 1 256
64
vlan vlan-id VLAN LAN ID 1 4094
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
)
SNMP

show queueing interface

interface-number interface-number

13 48 10/100BASE-T

Router# clear counters
Clear "show interface" counters on all interfaces [confirm]y
Router#

Catalyst 6500 Cisco 10S
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Ml clear fm netflow counters

Router# clear counters vlan 200
Clear "show interface" counters on this interface [confirm]y
Router#

show queueing interface

clear fm netflow counters

NetFlow clear fm netflow counters

clear fm netflow counters

EXEC

12.2(18)SXD Supervisor Engine 720

Supervisor Engine 2

NetFlow

Router# clear fm netflow counters
Router#

Catalyst 6500 Cisco 10S
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clear interface gigabitethernet W

clear interface gigabitethernet

IEEE 802.3z
clear interface gigabitethernet

clear interface gigabitethernet number

number
EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

number number

13
48 10/100BASE-T
1 13
1 48
IEEE 802.3z

Router# clear interface gigabitethernet 5
Router#

show interfaces status LAN
errdisable

Catalyst 6500 Cisco 10S
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M clear interface vian

clear interface vian

VLAN LAN clear interface vlan

clear interface vlan vlan-id

vlan-id VLAN ID 1 4094

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

VLAN

Router# clear interface vlan 5
Router#

show interfaces status LAN
errdisable

Cisco I0S
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clear ip access-template | |

clear ip access-template

clear ip access-template

clear ip access-template access-list

access-list IP 100
199 IP 2000 2699
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router# clear ip access-template 201
Router#

show mls netflow NetFlow
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M clear ip arp inspection log

clear ip arp inspection log

clear ip arp inspection log

clear ip arp inspection log

EXEC

12.2(18)SXE Supervisor Engine 720

Router# clear ip arp inspection log
Router#

arp access-list ARP QoS
ARP ACL ARP ACL

show ip arp inspection log

Catalyst 6500 Cisco 10S
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clear ip arp inspection statistics Wl

clear ip arp inspection statistics

Dynamic ARP Inspection DAI, ARP
clear ip arp inspection statistics

clear ip arp inspection statistics [vlan vlan-range]

vlan vlan-range VLAN LAN

EXEC

12.2(18)SXE Supervisor Engine 720

VLAN 1 DAI

Router# clear ip arp inspection statistics vlan 1
Router#

arp access-list ARP QoS
ARP ACL ARP ACL

clear ip arp inspection log

show ip arp inspection log

Catalyst 6500 Cisco 10S
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M clear ip auth-proxy watch-list

clear ip auth-proxy watch-list

1 clear ip
auth-proxy watch-list

clear ip auth-proxy watch-list {ip-addr | *}

ip-addr IP

*

EXEC

12.2(17d)SXB Supervisor Engine 2 12.2 SX

Supervisor Engine 2

clear ip auth-proxy watch-list

1

Router# clear ip auth-proxy watch-list 12.0.0.2
Router#

Router# clear ip auth-proxy watch-list *
Router#

ip auth-proxy max-login-attempts QoS

ARP ACL

ip auth-proxy watch-list

show ip auth-proxy watch-list
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clear ip cef epoch full

clear ip cef epoch full

clear ip cef epoch full

clear ip cef epoch full

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
clear ip cef epoch full
CEF
show
e show ip cef summary — FIB
e show ip cef detail — FIB

e show adjacency summary —

e show adjacency detail —

Router# show ip cef epoch
CEF epoch information:

Table:Default-table

Table epoch:2 (164 entries at this epoch)

Adjacency table
Table epoch:1 (33 entries at this epoch)
Router# clear ip cef epoch full
Router# show ip cef epoch
CEF epoch information:

Table:Default-table

Table epoch:3 (164 entries at this epoch)

Adjacency table
Table epoch:2 (33 entries at this epoch)
Router#

Catalyst 6500
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M clear ip cef inconsistency

show adjacency detail

show adjacency summary CEF

show ip cef detail FIB

show ip cef epoch FIB
show ip cef summary FIB

clear ip cef inconsistency

CEF clear ip cef inconsistency

clear ip cef inconsistency

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
ip cef table consistency-check
CEF

Router# clear ip cef inconsistency
Router#

ip cef table consistency-check CEF
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clear ip dhcp snooping

DHCP
clear ip dhcp snooping

DHCP

clear ip dhcp snooping {binding | database | statistics}

clear ip dhcp snooping | |

binding DHCP DHCP
database DHCP DHCP
statistics DHCP DHCP
EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXF5 statistics

DHCP

Router# clear ip dhcp snooping binding
Router#

DHCP

Router# clear ip dhcp snooping database
Router#

DHCP

Router# clear ip dhcp snooping statistics
Router#

show ip dhcp snooping DHCP

show ip dhcp snooping binding  DHCP

show ip dhcp snooping database DHCP

Catalyst 6500
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M clear ip flow stats

clear ip flow stats

NetFlow clear ip flow stats

clear ip flow stats

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

show ip cache flow NetFlow

NetFlow

Router# clear ip flow stats
Router#

show ip cache flow NetFlow
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clear ip igmp group

IGMP

clear ip igmp group W

clear ip igmp group

clear ip igmp [vrf vrf-name] group [{interface interface-number} | {group-name | group-address}
{loopback interface-number} | {null interface-number} | {port-channel number} | {vlan vlan-id}]

vrf vrf-name

VPN Routing/Forwarding VRF; VPN

interface

gigabitethernet

ethernet fastethernet
tengigabitethernet

interface-number

group-name DNS ip
host

group-address 4

loopback interface-number 0
2147483647

null interface-number 0

port-channel number 1 256

64
vlan vlan-id VLAN LAN ID 1 4094
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

12.2(18)SXE

Supervisor Engine 720 vrf vrf-name

IGMP

IGMP

interface-number

13

48

Catalyst 6500

LAN

clear ip igmp group

interface-number

10/100BASE-T
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M clearip igmp group

IGMP

Router# clear ip igmp group 224.0.255.1
Router#

IGMP IGMP

Router# clear ip igmp group gigabitethernet 2/2
Router#

ip host

show ip igmp groups IGMP

show ip igmp interface IGMP

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

clear ip igmp snooping statistics

clear ip igmp snooping statistics

IGMP clear ip igmp snooping statistics

clear ip igmp snooping statistics [vlan vlan-id]

vlan vlan-id VLAN LAN ID 1 4094
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
VLAN VLAN IGMP
VLAN IGMP

Router# clear ip igmp snooping statistics
Router#

VLAN IGMP
Router# clear ip igmp snooping statistics wvlan 300
Router#
show ip igmp snooping statistics IGMPv3

Catalyst 6500 Cisco 10S
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M clear ip mroute

clear ip mroute

IP clear ip mroute

clear ip mroute [vrf vrf-name] {* | group} [source]

vrf vrf-name VPN Routing/Forwarding VRF; VPN /

group IP

source

EXEC

12.2(18)SXE Supervisor Engine 720

group
e DNS ip host

group source

IP

Router# clear ip mroute *
Router#

224.2.205.42 228.3.0.0
IP
228.3

Router# clear ip mroute 224.2.205.42 228.3.0.0
Router#

ip host

show ip mroute IP

Catalyst 6500 Cisco 10S
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clear ip msdp peer W

clear ip msdp peer

MSDP TCP clear ip msdp peer

clear ip msdp [vrf vrf-name] peer {peer-address | peer-name}

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/

peer-address | peer-name  TCP MSDP IP

EXEC
12.2(18)SXE Supervisor Engine 720
TCP MSDP
MSDP /
224.159.8 MSDP TCP

Router# clear ip msdp peer 224.15.9.8

Router#

ip msdp peer MSDP

Catalyst 6500 Cisco 10S
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W clear ip msdp sa-cache

clear ip msdp sa-cache

MSDP clear ip msdp sa-cache

clear ip msdp [vrf vrf-name] sa-cache [group-address | group-name]

vrf vrf-name VPN Routing/Forwarding VRF; VPN

group-address | group-name

EXEC

12.2(18)SXE Supervisor Engine 720

ip msdp cache-sa-state

22456.7
Router# clear ip msdp sa-cache 224.5.6.7
Router#
ip msdp peer MSDP
ip msdp cache-sa-state source-active
show ip msdp sa-cache MSDP S,G

Catalyst 6500 Cisco 10S
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clear ip msdp statistics W

clear ip msdp statistics

1 MSDP
clear ip msdp statistics

clear ip msdp [vrf vrf-name] statistics [peer-address | peer-name]

vrf vrf-name VPN Routing/Forwarding VRF; VPN

/
peer-address | peer-name /
MSDP
EXEC
12.2(18)SXE Supervisor Engine 720
sanjose
Router# clear ip msdp statistics sanjose
Router#
show ip msdp sa-cache MSDP S,G

Catalyst 6500 Cisco 10S
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W clear ip pim auto-rp

clear ip pim auto-rp

Auto-RP clear ip pim auto-rp

clear ip pim [vrf vrf-name] auto-rp rp-address

vrf vrf-name VPN Routing/Forwarding VRF; VPN /
rp-address Rendezvous Point RP;
EXEC
12.2(18)SXE Supervisor Engine 720
rp-address RP
Auto-RP
Auto-RP

Router# clear ip pim auto-rp 224.5.6.7
Router#

show ip pim rp mapping  PIM RP

Cisco 10S
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clear ip pim snooping statistics W

clear ip pim snooping statistics

IP PIM clear ip pim snooping statistics

clear ip pim snooping statistics

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
IP PIM

Router# clear ip pim snooping statistics
Router#

ip pim snooping PIM

show ip pim snooping statistics IPPIM
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M clear ip pim snooping vian

clear ip pim snooping vian

VLAN LAN
vlan

IP PIM clear ip pim snooping

clear ip pim snooping vlan vlan-id mac-address gda-address

clear ip pim snooping vlan vlan-id mroute {* | {group-addr src-addr} {{downstream-neighbor
ip-addr} | {upstream-neighbor ip-addr}}}

clear ip pim snooping vlan vlan-id neighbor {* | ip-addr}

vlan-id VLAN ID 1 4094
mac-address gda-address MAC
mroute *

mroute group-addr src-addr IP
downstream-neighbor ip-addr join/prune

upstream-neighbor ip-addr join/prune

neighbor *

neighbor ip-addr IP

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
VLAN IP PIM

Router# clear ip pim snooping vlan 25 statistics
Router#

ip pim snooping PIM

show ip pim snooping

IP PIM
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clear lacp counters | |

clear lacp counters

clear
lacp counters

clear lacp [channel-group] counters

channel-group 1 256
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

channel-group

PAgP

Router# clear lacp 1 counters
Router#

show lacp LACP

Catalyst 6500 Cisco 10S
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M clear logging ip access-list cache

clear logging ip access-list cache
OAL Syslog clear logging ip
access-list cache

clear logging ip access-list cache

EXEC

12.2(17d)SXB Supervisor Engine 720

Supervisor Engine 720 Catalyst 6500

OAL Syslog

Router# clear logging ip access-list cache
Router#

logging ip access-list cache OAL

logging ip access-list cache OAL

show logging ip access-list IP

Cisco 10S
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clear mac-address-table dynamic | |

clear mac-address-table dynamic

2 MAC
clear mac-address-table dynamic

clear mac-address-table dynamic [{address mac-addr} | {interface interface interface-number} |
{protocol {assigned | ip | ipx | other}}] [vlan vlan-id]

address mac-addr MAC

interface interface ethernet
fastethernet gigabitethernet tengigabitethernet

interface-number

protocol assigned DECnet Banyan VINES AppleTalk

protocol ip | ipx

protocol other IP IPX
vlan vlan-id VLAN LAN ID 1 4094
EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
interface Supervisor Engine 2 Catalyst 6500

ge-wan atm pos
protocol {assigned | ip | ipx | other} Supervisor Engine 2 Catalyst 6500

clear mac-address-table

dynamic
interface-number interface-number
13 48 10/100BASE-T
1 13 1 48

Catalyst 6500 Cisco 10S
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W clear mac-address-table dynamic

e2/1 IPX
2
Router# clear mac-address-table dynamic interface e2/1 protocol ipx
Router#
mac-address-table aging-time 2
mac-address-table static MAC
MAC

IGMP

show mac-address-table MAC

Catalyst 6500 Cisco 10S
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clear mls acl counters

MLS
mls acl counters

clear mis acl counters W

ACL clear

clear mls acl counters {{all [module num]} | {interface interface interface-number} [{loopback
interface-number} | {null interface-number} | {port-channel number} | {vlan vlan-id}]}

all

MLS ACL

module num

DFC MLS ACL

interface interface

ethernet fastethernet gigabitethernet
tengigabitethernet

interface-number

loopback interface-number 0
2147483647
null interface-number 0
port-channel number 1 256
64
vlan vlan-id VLAN LAN ID 1 4094
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
interface Supervisor Engine 2 Catalyst 6500
ge-wan atm pos
WS-F6K-DFC3B-XL 2.1 Catalyst 6500
clear mls acl counters all module num DFC MLSACL
module num clear mls acl counters all
DFC MLS ACL
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M clear mis acl counters

interface-number interface-number
13 48 10/100BASE-T
1 13 1 48
MLS ACL
Router# clear mls acl counters all
Router#
show tcam interface TCAM

Catalyst 6500 Cisco 10S
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clear mls cef ip accounting per-prefix W

clear mls cef ip accounting per-prefix

IP clear mls cef ip
accounting per-prefix

clear mls cef ip accounting per-prefix {all | {prefix mask [instance]}}

all

prefix AB.CD

mask

instance VPN /

EXEC

12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router# clear mls cef ip accounting per-prefix all
Router#

Catalyst 6500 Cisco 10S
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M clear mis cef ipv6 accounting per-prefix

clear mls cef ipv6 accounting per-prefix

IPv6 clear mls cef ipv6
accounting per-prefix

clear mls cef ipv6 accounting per-prefix {all | {ipv6-address/mask [instance]}}

all

ipv6-address IPv6

mask

instance VPN /

EXEC

12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

ipv6-address/mask XX X: Xz XImask mask
0 128

Router# clear mls cef ipv6 accounting per-prefix all
Router#

Catalyst 6500 Cisco 10S
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clear mis ip multicast bidir-rpcache W

clear mls ip multicast bidir-rpcache

Bidir Rendezvous Point RP;
clear mls ip multicast bidir-rpcache

clear mls ip multicast bidir-rpcache

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

Bidir
Router# clear mls ip multicast bidir-rpcache

Router#

show mls ip multicast bidir Bidir
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M clear mis ip multicast group

clear mls ip multicast group

clear mls ip multicast group

IP
clear mls ip multicast group {ip-name | group-address}
ip-name IP
group-address 4
EXEC
12.2(17b)SXA Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
IP
Router# clear mls ip multicast group 224.0.255.1
Router#
show mls ip multicast group
Cisco I0S
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clear mis ip multicast statistics W

clear mls ip multicast statistics

clear mls ip multicast statistics

IP
clear mls ip multicast statistics
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

IP
Router# clear mls ip multicast statistics
Router#
show mls ip multicast MLS IP
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H clear mis nde flow counters

clear mls nde flow counters

NDE NetFlow clear mls nde flow counters

clear mls nde flow counters

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
NDE
Router# clear mls nde flow counters
Router#
show mls nde NDE
Cisco I0S
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Cisco I0S

clear mls netflow

MLS NetFlow

mls netflow

clear mis netflow W

clear

clear mis netflow ip [destination ip-addr [source ip-addr-spec]] [dynamic | {sw-installed [non-static |

static]}] [module mod]

clear mls netflow ipv6 [destination ipv6-addr[/ipv6-prefix] [source ipv6-addr[/ipv6-prefix]]] [flow {tcp
| udp}] [{destination | source} port-num] [dynamic | {sw-installed [non-static | static]}]

[module mod]

clear mls netflow mpls [top-label entry] [dynamic | {sw-installed [non-static | static]}] [module mod]

clear mls ipx [[module mod] [destination ipx-network [ipx-node]] [source ipx-network]
[macs mac-addr] [macd mac-addr] [interface interface-num] | [all]]

ip IP MLS

destination ip-addr

source ip-addr-spec

dynamic

NetFlow

sw-installed non-static

sw-installed static

module mod

ipv6

IPv6

destination ipv6-addr

IPv6

[ipv6-prefix IPv6

0 128

source ivép-addr

IPv6

flow tcp TCP

flow udp UDP

destination port-num

source port-num

mpls

MPLS

top-label entry

top-label

1 4294967295

ipx IPX MLS

Catalyst 6500
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Wl clear mis netflow

destination ipx-network IPX

ipx-node IPX

source ipx-network IPX

macs mac-addr MAC

macd mac-addr MAC

interface interface-num VLAN LAN

all

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17a)SX

* routes sw-installed
e statistics dynamic
. clear mis [ip | ipv6 | mpls] clear mis netflow [ip | ipv6 |
mpls]
12.2(17d)SXB Supervisor Engine 2 12.2SX
12.2(18)SXF
e any

e [ipv6-prefix

destination ipx-network ipx-node source ipx-network Supervisor
Engine 2 Catalyst 6500
IPX
e IPX —1 FFFFFFFE
e |PX —XxXxXX x 0 FFFF
e IPX — ipx_net.ipx_node 3.0034.1245.AB45 A43.0000.0000.0001
destination source port-num telnet FTP
WWW SMTP X DNS
16 MLS-RP
Catalyst 6500 Cisco 10S
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clear mis netflow W

IP
® ip-subnet-addr ipv6-subnet-addr — IP
IPv6 YY.YY.YY.00 10 00 IP IPV6
172.22.36.00 24
172.22.36.00/255.255.255.0 173.24.00.00 16
173.24.00.00/255.255.0.0
8 16 24
* ip-addr/subnet-mask ipv6-addr/subnet-mask —
172.22.252.00/255.255.252.00 22
ip-addr ipv6-addr  172.22.253.1/255.255.252.00
e ip-addr/maskbits ipv6-addr/maskbits —
172.22.252.00/22
22 ip-addr ipv6-addr  193.22.253.1/22
ip-subnet-addr ipv6-subnet-addr
all 4 source destination flow
interface 1
destination source port-num 0
2 IP 173.11.50.89

Router# clear mls netflow ip destination 173.11.50.89 module 2
Router#

IPv6
Router# clear mls netflow ipvé
Router#
Router# clear mls netflow dynamic
Router#
show mls netflow ip NetFlow IP
show mls netflow ipv6 NetFlow IPv6
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Ml clear mis qos
clear mls gos
MLS QoS clear
mls qos

clear mls gos [{ip | ipx | mac | mpls | ipv6 | arp} [{interface interface-number} | {null interface-number}
| {port-channel number} | {vlan vlan-id}]]

ip MLS IP QoS
ipx MLS IPX QoS
mac MLS MAC QoS
mpls MLS  MPLS
QoS
ipv6 MLS  IPv6 QoS
arp MLS ARP QoS
interface ethernet fastethernet

gigabitethernet

tengigabitethernet

interface-number

null interface-number

port-channel number

64

1 256

vlan vlan-id

VLAN

LAN ID 1 4094

EXEC

12.2(14)SX

Supervisor Engine 720

12.2(17a)SX

mpls

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

12.2(18)SXD

arp

12.2(18)SXE

Supervisor Engine 720 ipv6 arp

Cisco 10S
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Router# clear mls gos
Router#

QoS

| 2 Catalyst 6500 Cisco I0S
clearmisqos W
Y
clear mls gos
interface Supervisor Engine 2 Catalyst 6500
ge-wan atm pos
ipx Supervisor Engine 2 Catalyst 6500
ipvé arp Supervisor Engine 720 Catalyst 6500
interface-number interface-number
13 48 10/100BASE-T
1 13 1 48
clear mls qos
QoS
QoS

QoS
Router# clear mls gos ip
Router#
show mls gos MLS QoS
Catalyst 6500 Cisco 10S
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W clear mis statistics

clear mls statistics

MLS clear mls statistics

clear mls statistics [module num]

module num

EXEC
12.2(17d)SXB1 Supervisor Engine 720 Supervisor Engine 2
12.2(17d)SXB5 module num

clear mls stats

MLS

Router# clear mls statistics
Router#

MLS
Router# clear mls statistics module 5
Router#
show mls statistics IP IPX 2 QoS

MLS

Catalyst 6500 Cisco 10S
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clear mls stats

clear mls stats

MLS clear mls stats

clear mls stats

EXEC

12.2(17a)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2SX
12.2(17d)SXB1 clear mls statistics
MLS
Router# clear mls stats
Router#
clear mls statistics MLS
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M clear pagp

clear pagp

clear pagp
clear pagp {group-number | counters}
group-number 1 256 64
counters
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router# clear pagp 324
Router#

Router# clear pagp counters
Router#

show pagp

Catalyst 6500 Cisco 10S
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clear platform netint

clear platform netint

EXEC

clear platform netint

clear platform netint

12.2(17b)SXA

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

Router# clear platform netint
Router#

show platform netint

Catalyst 6500
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M clear port-security

clear port-security

MAC MAC
MAC clear port-security

clear port-security dynamic [{address mac-addr} | {interface interface-id}] [vlan vlan-id]

address mac-addr MAC MAC

interface interface-id

MAC MAC
vlan vlan-id VLAN LAN MAC
MAC
EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE Supervisor Engine 720 MAC

clear port-security MAC

MAC MAC

clear port-security dynamic interface interface-id
MAC MAC MAC

show port-security

MAC MAC
Router# clear port-security dynamic address 0008.0070.0007
Router#
MAC
MAC

Router# clear port-security dynamic interface gigabitethernet0/1
Router#

Catalyst 6500 Cisco 10S
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clear spanning-tree detected-protocol ||

show port-security

switchport port-security mac-address MAC MAC

clear spanning-tree detected-protocol

clear spanning-tree detected-protocol

clear spanning-tree detected-protocol [interface interface interface-num]

interface interface
ethernet fastethernet gigabitethernet tengigabitethernet port-channel

vlan
interface-num port-channel vlan
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
interface Supervisor Engine 2 Catalyst 6500
ge-wan atm pos

RSTP MST IEEE

RSTP 802.1D BPDU

MST BPDU
MST BPDU
802.1D RSTP

802.1D MST

clear spanning-tree detected-protocol

Catalyst 6500 Cisco 10S
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W clear spanning-tree detected-protocol

interface-number

13 48 10/100BASE-T
2 13 1 48
port-channel number 1 256 64
clear spanning-tree detected-protocol Catalyst 6500

Router# clear spanning-tree detected-protocol fal/l
Router#

show spanning-tree mst MST

Catalyst 6500 Cisco 10S
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clear top counters interface report Il

clear top counters interface report

TopN clear top counters interface report

clear top counters interface report number

number 1 5000
EXEC
12.2(18)SXE Supervisor Engine 720
10
OsSM
LAN

clear top interface report
TopN TopN

TopN

Router# clear top counters interface report

04:00:06: $TOPN_COUNTERS-5-DELETED: TopN report 1 deleted by the console
04:00:06: $TOPN_COUNTERS-5-DELETED: TopN report 2 deleted by the console
04:00:06: $TOPN_COUNTERS-5-DELETED: TopN report 3 deleted by the console
04:00:06: $TOPN_COUNTERS-5-DELETED: TopN report 4 deleted by the consolel/24/
Router#

TopN

Router# clear top counters interface report 4

04:52:12: $TOPN_COUNTERS-5-KILLED: TopN report 4 killed by the sattili onvty0
(9.10.69.9)

Router#

collect top counters interface TopN TopN

show top counters interface report ~ TopN

Catalyst 6500 Cisco 10S
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H clear vian counters
VLAN LAN
VLAN 0 clear vlan counters
clear vlan [vlan-id] counters
vlan-id VLAN ID
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
vlan-id VLAN
VLAN
Router# clear vlan 10 counters
Clear "show vlan" counters on this vlan [confirm]y
Router#
show vlan counters
Catalyst 6500 Cisco 10S
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clock W

clock

1000BASE-T clock
no

clock {auto | active [prefer] | passive [prefer]}

no clock

auto

active

prefer

passive

auto

12.2(17a)SX Supervisor Engine 720

1000BASE-T

clock

e auto —

e active —

* passive —
e active prefer —

e passive prefer —

show running-config interface

show interfaces

Router (config-if)# clock active
Router (config-if)#

Catalyst 6500 Cisco 10S
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W collect top counters interface

show interfaces

show running-config interface 2 VLAN

collect top counters interface

TopN TopN collect top counters interface

collect top [number] counters interface interface-type [interval seconds] [sort-by sort-by-value]

number 1 5000

interface-type TopN all ethernet
fastethernet gigabitethernet tengigabitethernet layer-2 vlan-num
layer-3

interval seconds 0
999

sort-by sort-by-value

e broadcast —

e bytes —
* errors—

e multicast —

e overflow —

e packets —

e utilization —

e number 20

e sort-by-value util

e seconds 30

e interface-type all
EXEC

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

collect top counters interface W

12.2(18)SXE Supervisor Engine 720
10
OsM
LAN
0 TopN
utilization
interval seconds
layer-2 vlan-num 1 4094 2
TopN

TopN seconds

[ ]

L]

L]

[ ]

. CRC +Runt

L[]

dmaTxOverflow dmaTxFull
sort-by-value number
TopN TopN Syslog
show top interface report clear top
interface report TopN
clear top interface report
TopN
Router# collect top 40 counters interface all sort-by broadcast
Router#
TopN TopN

Router# collect top 40 counters interface all sort-by broadcast interval 500

Router#
clear top counters interface report TopN
show top counters interface report TopN
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Ml control-plane

control-plane

control-plane

control-plane

12.2(18)SXD1 Supervisor Engine 720

2-88

control-plane

10.1.1.1 10.1.1.2 Telnet
Telnet

Router (config)# access-list 140 deny tcp host 10.1.1.1 any eq telnet
! Allow 10.1.1.2 trusted host traffic.

Router (config)# access-list 140 deny tcp host 10.1.1.2 any eq telnet
! Rate limit all other Telnet traffic.

Router (config)# access-list 140 permit tcp any any eq telnet

! Define class-map “telnet-class.”

Router (config)# class-map telnet-class

Router (config-cmap) # match access-group 140

Router (config-cmap) # exit

Router (config)# policy-map control-plane

Router (config-pmap) # class telnet-class

Router (config-pmap-c)# police 80000 conform transmit exceed drop
Router (config-pmap-c)# exit

Router (config-pmap) # exit

! Define aggregate control plane service for the active Route Processor.
Router (config)# control-plane

Router (config-cp)# service-policy input control-plane-policy

Router (config-cp) # exit

Catalyst 6500 Cisco 10S
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control-plane W

class

class-default

class-map QoS

QoS

drop

match access-group

ACL

policy-map QoS

QoS

service-policy

show policy-map control-plane
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W copy /noverify
copy /noverify

copy /noverify source-url destination-url

copy /noverify

source-url URL
destination-url URL

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

URL

@

system:running-config nvram:startup-config
copy running-config startup-config
Cisco 10S

copy system:r nvram:s copy
copy run start

URL

URL

running-config system:running-config  URL
more show file
startup-config nvram:startup-config  URL

nvram:startup-config

RAM

NVRAM

more show file EXEC

Cisco 10S
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copy /noverify W
2-4 2-6
2-4 opaque URL 2-5
URL 2-6
URL

2-4 URL
flh: URL
nvram: NVRAM NVRAM NVRAM
null:
system: URL
xmodem: Xmodem
ymodem: Ymodem

2-5 URL
ftp: FTP

URL
ftp:[[[//username [:password]@]location]/directory]/filename
rep: rcp URL
rcp:[[[/lusername@]location]/directory]/filename

tftp: TFTP

URL
tftp:[[//location]/directory]/filename

Catalyst 6500
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W copy /noverify

2-6 URL

bootflash: URL
diskO: diskl: URL
flash: URL

Flash: flash: slot0:
slavebootflash: HSA RSP

URL
slaveram: HSA RSP NVRAM
slavediskO: HSA RSP PCMCIA
URL
slavediskl: HSA RSP 2 PCMCIA
URL
slaveslotO: HSA RSP PCMCIA
URL — Supervisor Engine 2
slaveslotl: HSA RSP 2 PCMCIA
URL — Supervisor Engine 2

slotO: PCMCIA URL —

Supervisor Engine 2
slotl: 2 PCMCIA URL

— Supervisor Engine 2

URL
copy
3 running-config startup-config
1 2-3 2-6
URL
ftp:  rep: tftp: IP
file verify auto
Catalyst 6500 Cisco I0S
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copy /noverify W

Router# copy /noverify tftp: sup-bootflash:

[OK - 24301348 bytes]

24301348 bytes copied in 157.328 secs (154463 bytes/sec)
Router#

file verify auto Cisco 10S
verify

MD5

Catalyst 6500 Cisco 10S
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M define interface-range
define interface-range
define interface-range macro-name interface-range
macro-name 32
interface-range
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

32

interface-range

e card-type {slot}/{first-interface} - {last-interface}

e card-type {slot}/{first-interface} - {last-interface}

card-type
e ethernet
o fastethernet
* (gigabitethernet
e loopback
e tengigabitethernet
e tunnel
e vlan vlan-id 1
e port-channel interface-number
* ge-wan — Supervisor Engine 2
e pos — Supervisor Engine 2

e atm — Supervisor Engine 2

4094

1 256
Catalyst 6500
Catalyst 6500
Catalyst 6500

Router (config)# define interface-range macrol ethernet 1/2 - 5, fastethernet 5/5 - 10

Router (config) #

interface range

Cisco 10S

i Catalyst 6500

0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

diagnostic bootup level

diagnostic bootup level Wl

diagnostic bootup level

diagnostic bootup level {minimal | complete}

default diagnostic bootup level

no diagnostic bootup level

minimal

complete

default

minimal

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

e complete —

e minimal —

EARL

minimal
complete

bootup level

no diagnostic

show diagnostic

Catalyst 6500
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M diagnostic cns

Router (config)# diagnostic bootup level complete
Router (config) #

show diagnostic bootup level

diagnostic cns

CNS diagnostic cns CNS
no

diagnostic cns {publish | subscribe} [subject]
default diagnostic cns {publish | subscribe}

no diagnostic cns {publish | subscribe} [subject]

publish
subscribe
subject
default
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
subject subscribe
subject CNS subscribe publish

diagnostic cns publish

diagnostic cns subscribe

Catalyst 6500 Cisco 10S
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Router (config)# diagnostic cns publish
Router (config) #

Router (config)# diagnostic cns subscribe
Router (config) #

publish

Router (config)# default diagnostic cns publish
Router (config) #

diagnosticcns W

show diagnostic cns CNS

Catalyst 6500
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W diagnostic event-log size

diagnostic event-log size

diagnostic event-log size

no
diagnostic event-log size size
default diagnostic event-log size
no diagnostic event-log size
size 1 10000
default
size 500
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
default diagnostic event-log size no diagnostic event-log
size

Router (config)# diagnostic event-log size 600
Router (config) #

show diagnostic events

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

diagnostic monitor

diagnostic monitor

diagnostic monitor

diagnostic monitor interval {module num} test {test-id | test-id-range | all} [hour hh] [min mm]

[second ss] [millisec ms] [day day]

diagnostic monitor syslog

diagnostic monitor {module num} test {test-id | test-id-range | all}

no diagnostic monitor {interval | syslog}

interval

module num

test

test-id ID

test-id-range ID

all

hour hh

min mm

second ss

millisec ms

day day

syslog

Syslog

e syslog

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

Catalyst 6500
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M diagnostic monitor

e test-id — ID show diagnostic content
e test-id-range — ID show diagnostic content
ID 1,3-6
1 3 45 6 ID

e hh— 1 24

e mm— 1 60

* day— 1 7 1

* SS— 1 60

* ms— 1 1000

[no] diagnostic

monitor test {test-id | test-id-range | all}

diagnostic monitor {module num} test {test-id | test-id-range | all}

PFC FIB
TCAM SSRAM

DFC
PFC3B

no diagnostic monitor {module num} test {test-id | test-id-range | all}

PFC3BXL PFC3B FIB TCAM 4
30
PFC3BXL PFC3B DFC FIB TCAM 16
DFC3BX FIB TCAM
3 10 2

Router (config)# diagnostic monitor interval module 1 test 1 day 3 hours 10 min 2
Router (config) #

Syslog

Router (config)# diagnostic monitor syslog
Router (config) #

show diagnostic content ID

Catalyst 6500 Cisco 10S
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diagnostic ondemand W

diagnostic ondemand

diagnostic ondemand

diagnostic ondemand {iteration iteration-count} | {action-on-error {continue | stop} [error-count]}

iteration iteration-count

action-on-error

continue

stop

error-count continue

e jteration-count 1
e action-on-error  continue

e error-count 0

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

error-count 0

Router# diagnostic ondemand iteration 4
Router#

Router# diagnostic ondemand action-on-error continue 2
Router#

show diagnostic ondemand

Catalyst 6500 Cisco 10S
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W diagnostic schedule test

diagnostic schedule test

diagnostic schedule test

no

diagnostic schedule {module {num | active-sup-slot}} test {test-id | test-id-range | all} [port {num |
num-range | all}] {on mm dd yyyy hh:mm} | {daily hh:mm} | {weekly day-of-week hh:mm}

no diagnostic schedule test

module num

module active-sup-slot

test-id

test-id-range

all

port

num

num-range

all

on mm dd yyyy hh:mm

daily hh:mm

weekly day-of-week hh:mm

12.2(14)SX

Supervisor Engine 720

12.2(17b)SXA

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

Cisco 10S
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diagnostic schedule test W

e test-id — ID show diagnostic content
e test-id-range — ID show diagnostic content
ID 1,3-6
1 3 45 6 ID
* num-range —
1,3-6 1 3 45 6
e mm— January February ... December
e dd— 2
* YWy — 4
e hh:mm— 2 24
e day-of-week — Monday Tuesday... Sunday
e port {num | num-range | all} —
ID show diagnostic content
diagnostic schedule module active-sup-slot test test-id
ID ScheduleSwitchover ID show

diagnostic content active-sup-slot

e diagnostic schedule module active-sup-slot test test-id on mm dd yyyy hh:mm

e diagnostic schedule module active-sup-slot test test-id daily hh:mm

e diagnostic schedule module active-sup-slot test test-id weekly day-of-week hh:mm

10

Router (config)# diagnostic schedule module 1 test 1,2,5-9 port 3 on january 3 2003

23:32
Router (config) #

Router (config)# diagnostic schedule module 1 test 1,2,5-9 port 3 daily 12:34

Router (config) #

Catalyst 6500 Cisco 10S

[ oL-3993-11-J



2 Catalyst 6500 Cisco 10S |

W diagnostic schedule test

Router (config)# diagnostic schedule module 1 test 1,2,5-9 port 3 weekly friday 09:23
Router (config) #

10:00 pm
10
e test-id 32
] 5
. 6
show diagnostic content ID

show diagnostic schedule

Catalyst 6500 Cisco 10S
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diagnostic start

diagnostic start

diagnostic start

diagnostic start {module num} test {test-id | test-id-range | minimal | complete | basic | per-port |
non-disruptive | all} [port {num | port#-range | all}]

module num

test

test-id ID

test-id-range ID

minimal

complete

basic

per-port

non-disruptive

all

port num

port port#-range

port all

EXEC

12.2(14)SX

Supervisor Engine 720

12.2(17a)SX complete

basic

12.2(17d)SXB Supervisor Engine 2

12.2 SX

DFC3A diagnostic start module x test all
TCAM
ID show diagnostic content
test-id-range port#-range
1,3-6 1 3 45 6 ID

diagnostic stop

Catalyst 6500
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M diagnostic start

Router# diagnostic start module 1 test 5
Module 1:Running test(s) 5 may disrupt normal system operation
you want to run disruptive tests? [nolyes

Do
00
00
00
00
00
00

:48:
:48:
:48:
:48:
:48:
148

14
14
14
14
14

:14

Router#

:Running OnDemand Diagnostics [Iteration #1]
:$DIAG-SP-6-TEST_RUNNING:Module 1:Running TestNewLearn{ID=5}
:$DIAG-SP-6-TEST_OK:Module 1l:TestNewLearn{ID=5} has completed successfully
:Running OnDemand Diagnostics [Iteration #2]
:$DIAG-SP-6-TEST_RUNNING:Module 1:Running TestNewLearn{ID=5}
:$DIAG-SP-6-TEST_OK:Module 1l:TestNewLearn{ID=5} has completed successfully

diagnostic stop

show diagnostic

Cisco 10S

i Catalyst 6500

0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

diagnostic stop W

diagnostic stop

diagnostic stop

diagnostic stop {module num}

module num

EXEC

12.2(14)SX
12.2(17d)SXB Supervisor Engine 2

Supervisor Engine 720

12.2 SX

diagnostic start

Router# diagnostic stop module 3
Router#

diagnostic start

show diagnostic

Catalyst 6500 Cisco 10S
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M disconnect gdm

disconnect gdm

QDM disconnect gdm

disconnect qdm [{client client-id}]

client client-id

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
QDM OSM

disconnect gdm QDM client-id

show gdm status
QDM

Router# disconnect gdm client 1
Router#

show gdm status Catalyst 6500 QDM

Catalyst 6500 Cisco 10S
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do

do H

EXEC do

do command

command EXEC

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17a)SX copy
12.2(17d)SXB Supervisor Engine 2 12.2 SX

EXEC do

do configure terminal configure
terminal

do copy write

EXEC show interfaces

Router (config)# do show interfaces serial 3/0

Serial3/0 is up, line protocol is up
Hardware is M8T-RS232
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output 1dl7h, output hang never
Last clearing of "show interface" counters never

Router (config) #

[ oL-3993-11-J
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W dotix default

dotlx default

802.1X dotlx default

dotlx default

. 802.1X

. 3600
. 60
. 30

. 30

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

802.1X

Router (config-if)# dotlx default
Setting the Default Configuration for Dotlx on this interface

Router (config-if)#

show dotlx 802.1X

Catalyst 6500 Cisco 10S
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dotix max-req M

dotlx max-req

EAP /ID
dotlx max-req
no

dotlx max-req count

no dotlx max-req
count EAP /1D

1 10
count 2
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
EAP /ID 5

Router (config-if)# dotlx max-req 5
Router (config-if)#

show dotlx 802.1X

Catalyst 6500 Cisco 10S
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Ml dot1x multi-hosts

dotlx multi-hosts

802.1X dotlx multi-hosts
no

dotlx multi-hosts

no dotlx multi-hosts

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

dotlx port-control auto

Router (config-if)# dotlx multi-hosts
Router (config-if)#

Router (config-if)# no dotlx multi-hosts
Router (config-if)#

dotlx port-control
show dotlx 802.1X

Catalyst 6500 Cisco 10S
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dotlx port-control

dot1x port-control

no

dotlx port-control value

no dotlx port-control

dot1x port-control Il

value
force-unauthorized

auto force-authorized

force-authorized

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
value
e force-authorized — 802.1X
802.1X

e force-unauthorized —

e auto — 802.1X

EAPOL
EAPOL-start

MAC
show dotlx 802.1X
Port Summary Status enabled
auto force-unauthorized
auto
Router (config-if)# dotlx port-control auto
Router (config-if)#
show dotlx 802.1X
Catalyst 6500 Cisco 10S
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M dotix reauthentication

dotlx reauthentication

dotlx reauthentication

no
dotlx reauthentication
no dotlx reauthentication
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router (config-if)# dotlx reauthentication
Router (config-if)#

Router (config-if)# no dotlx reauthentication
Router (config-if)#

dotlx timeout
show dotlx 802.1X
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dot1x system-auth-control W

dotlx system-auth-control

802.1X dotlx system-auth-control
802.1X no

dotlx system-auth-control

no dotlx system-auth-control

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
802.1X AAA

802.1X

Router (config)# dotlx system-auth-control
Router (config) #

802.1X

Router (config)# no dotlx system-auth-control
Router (config) #

aaa authentication dot1x IEEE 802.1X 1
AAA

aaa new-model AAA

show dotlx 802.1X
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Ml dotix timeout

dotlx timeout

dotlx timeout
no

dotlx timeout {{reauth-period seconds} | {quiet-period seconds} | {tx-period seconds} |
{supp-timeout seconds} | {server-timeout seconds}}

no dotlx timeout {reauth-period | quiet-period | tx-period | supp-timeout | server-timeout}

reauth-period seconds 1 65535

quiet-period seconds
0 65535

EAP /ID
30

tx-period seconds

65535

supp-timeout seconds EAP 30

65535

server-timeout seconds
30 65535

e reauth-period 3600
* Quiet-period 60

e tx-period 30

e supp-timeout 30

* server-timeout 30

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

dotlx timeout reauth-period
dotlx reauthentication

dotlx timeout reauth-period

4000

Router (config-if)# dotlx timeout reauth-period 4000
Router (config-if)#

Catalyst 6500 Cisco 10S
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Router (config-if)#
Router (config-if)#

60

Router (config-if) #
Router (config-if) #

EAP

Router (config-if)#
Router (config-if)#

Router (config-if)#
Router (config-if)#

Router (config-if)#
Router (config-if)#

dotlx

dotlx

dotlx

dotlx

no do

dotix timeout M

30

timeout quiet-period 30

EAP /ID

timeout tx-period 60

timeout supp-timeout 25

timeout server-timeout 25

tlx timeout reauth-period

dotlx reauthentication

show dotlx

802.1X
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W duplex
duplex
duplex
no
duplex {full | half}
no duplex
full
half
half
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
2-7
2-7 duplex
10/100 Mbps duplex [half | full] auto
duplex
10 100
half
100 Mbps duplex [half | full] half —
duplex full full —
10 Mbps duplex [half | full] half —
16 RJ-45 1000
10 100
1000 Mbps 10 100
10/100/1000 Mbps
10 100 Mbps
Catalyst 6500 Cisco 10S
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duplex W
S

Catalyst 6500 auto

2-8 duplex speed

2-8 duplex speed
duplex speed
duplex half speed auto
duplex full
duplex half speed 10 10 Mbps
duplex full speed 10 10 Mbps
duplex half speed 100 100 Mbps
duplex full speed 100 100 Mbps
Router (config-if)# duplex full
Router (config-if)#
interface
show controllers
show interfaces
speed
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Wl encapsulation dotiq

encapsulation dotlq

VLAN LAN IEEE 802.1Q
encapsulation dotlq

encapsulation dotlq vlan-id [native]

vlan-id VLAN ID 1 4094
native PVID VLAN ID vlan-id
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
vlan-id  802.1Q VLAN ID native native
802.1Q VLAN
interface
802.1Q VLAN 100 VLAN

Router (config-subif)# encapsulation dotlg 100
Router (config-subif) #

encapsulation isl ISL
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encapsulation isl

ISL

encapsulation isl vlan-identifier

encapsulation isl

encapsulation isl

vlan-identifier VLAN LAN ID 1 4094
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
ISL VLAN
ISL 26
VLAN ID 10 VLAN ID
interface
2/1.20 ISL
Router (config-subif)# encapsulation isl 400
Router (config-subif) #
bridge-group
show bridge vlan ~ VLAN
show interfaces
show vlans Cisco I0S VLAN
Catalyst 6500 Cisco 10S ]
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W environment temperature-controlled

environment temperature-controlled

environment temperature-controlled

no

environment temperature-controlled

no environment temperature-controlled
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
WS-C6503-E-FAN  WS-C6506-E-FAN  WS-C6509-E-FAN
WS-X6708-10GE WS-X6708-10GE
environment temperature-controlled

show environment cooling
84 cfm environment temperature-controlled
/
no Syslog

SNMP

Router (config)# environment temperature-controlled
Router (config) #

Router (config)# no environment temperature-controlled
Router (config) #

no
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erase W
erase
erase {const_nvram: | nvram: | startup-config:}
const_nvram: const_nvram:
nvram: NVRAM RAM
startup-config:
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
erase
erase nvram: write erase erase startup-config
erase B Cc
delete
erase erase
A delete
squeeze format
C delete
format erase Cc
erasenvram: NVRAM A
CONFIG_FILE
erase const_nvram VLAN LAN
Catalyst 6500 Cisco 10S
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W erase

NVRAM NVRAM

Router# erase nvram:
Router#

boot config

delete NVRAM

more nvram:startup-config: NVRAM CONFIG-FILE

show bootvar BOOT

undelete
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errdisable detect cause W

errdisable detect cause

errdisable errdisable detect cause errdisable
no

errdisable detect cause {all | dtp-flap | I2ptguard | link-flap | packet-buffer-error | pagp-flap | udld}
no errdisable detect cause {all | dtp-flap | I2ptguard | link-flap | pagp-flap | udid}

all errdisable errdisable
dtp-flap DTP errdisable

12ptguard 2 errdisable

link-flap errdisable

packet-buffer-error errdisable

pagp-flap PAgP errdisable

udld UDLD errdisable

12.2(14)SX Supervisor Engine 720
12.2(17b)SXA packet-buffer-error
12.2(17d)SXB Supervisor Engine 2 12.2SX

)
no errdisable detect cause packet-buffer-error
/
bpduguard dtp-flap link-flap pagp-flap root-guard udld errdisable
errdisable
errdisable shutdown

no shutdown
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W errdisable detect cause

errdisable errdisable

Router (config)# errdisable detect cause l2ptguard
Router (config) #

show errdisable detect errdisable

show interfaces status LAN errdisable

i Catalyst 6500 Cisco 10S
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errdisable recovery

errdisable recovery

no

errdisable recovery M

errdisable recovery cause {all | arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit |
dtp-flap | gbic-invalid | I2ptguard | link-flap | pagp-flap | pesecure-violation | security-violation
| udld | unicast-flood}

errdisable recovery {interval interval}

no errdisable recovery cause {all | {arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit
| dtp-flap | gbic-invalid | 12ptguard | link-flap | pagp-flap | pesecure-violation | security-violation
| udld | unicast-flood}

no errdisable recovery {interval interval}

cause errdisable
all errdisable
arp-inspection ARP
errdisable
bpduguard BPDU errdisable
channel-misconfig errdisable
dhcp-rate-limit DHCP errdisable
dtp-flap DTP errdisable
gbic-invalid GBIC errdisable
12ptguard 2 errdisable
link-flap errdisable
pagp-flap PAgP
pesecure-violation pesecure errdisable
security-violation 802.1X
udid UDLD errdisable
unicast-flood errdisable
interval interval errdisable
30 86400
o interval 300
Catalyst 6500 Cisco 10S
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M errdisable recovery

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
12.2(18)SXD arp-inspection

secure-violation

bpduguard dhcp-rate-limit dtp-flap [2ptguard link-flap pagp-flap security-violation

channel-misconfig psecure-violation udld unicast-flood errdisable
errdisable errdisable
shutdown no shutdown
errdisable
errdisable
errdisable shutdown

no shutdown

BPDU errdisable

Router (config)# errdisable recovery cause bpduguard
Router (config) #

300

Router (config)# errdisable recovery interval 300
Router (config) #

show errdisable recovery errdisable

show interfaces status LAN errdisable

Catalyst 6500 Cisco 10S
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fabric buffer-reserve H

fabric buffer-reserve

ASIC IC fabric buffer-reserve
no

fabric buffer-reserve [high | low | medium | value]
[default] fabric buffer-reserve queue

no fabric buffer-reserve

high 0x5050 ASIC
low 0x3030 ASIC
medium 0x4040 ASIC
value 16 0x0  0x5050

default

queue

o 0x0

12.2(18)SXE Supervisor Engine 720
12.2(18)SXF queue

Cisco TAC

Supervisor Engine 32 Catalyst 6500
fabric buffer-reserve queue Catalyst 6500

e WS-X6748-GE-TX
e WS-X6724-SFP

e WS-X6748-SFP

e WS-X6704-10GE

default fabric buffer-reserve queue fabric buffer-reserve queue

Catalyst 6500 Cisco 10S
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W fabric buffer-reserve

ASIC fabric buffer-reserve

e WS-X6704-10GE
o WS-X6748-SFP
e WS-X6748-GE-TX
e WS-X6724-SFP

0x5050 ASIC

Router (config)# fabric buffer-reserve high
Router (config) #

0x3030 ASIC

Router (config)# fabric buffer-reserve low
Router (config) #

show fabric

Catalyst 6500 Cisco 10S
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fabric clear-block M

fabric clear-block

fabric clear-block

no

fabric clear-block

no fabric clear-block

12.2(17d)SXB1 Supervisor Engine 720
Y
TAC fabric clear-block
Supervisor Engine 720 4.0
Supervisor Engine 32 Catalyst 6500

Router (config)# fabric clear-block
Router (config) #

Router (config)# no fabric clear-block
Router (config) #

show fabric

Catalyst 6500 Cisco 10S
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M fabric error-recovery fabric-switchover

fabric error-recovery fabric-switchover

fabric error-recovery fabric-switchover

no

fabric error-recovery fabric-switchover

no fabric error-recovery fabric-switchover

12.2(18)SXF1 Supervisor Engine 720

no fabric error-recovery fabric-switchover

Router (config)# fabric error-recovery fabric-switchover
Router (config) #

Router (config)# no fabric error-recovery fabric-switchover
Router (config) #

show fabric

Catalyst 6500 Cisco 10S
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fabric Icd-banner W

fabric Icd-banner

Message-of-The-Day MOTD
fabric Icd-banner MOTD no

fabric Icd-banner d message d

no fabric lcd-banner

d
message
MOTD
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 2 Catalyst 6500
Supervisor Engine 32 Catalyst 6500
#
1 1
2
MOTD
MOTD
EXEC Telnet
EXEC
$(token)
IP Cisco 10S

Catalyst 6500 Cisco 10S
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W fabric Icd-banner

2-9

$(hostname)
$(domain)

$(line) VTY TTY
$(line-desc)

LCD MOTD
#

Router (config)# fabric lcd-banner#
Building power will be off from 7:00 AM until 9:00 AM this coming Tuesday.

#

MOTD %

Router (config)# fabric lcd-banner%
Enter TEXT message. End with the character '%'.
You have entered $(hostname).$(domain) on line $(line) ($(line-desc)) %

MOTD $(token)

You have entered darkstar.ourdomain.com on line 5 (Dialin Modem)

banner exec EXEC

banner incoming

banner login

banner slip-ppp SLIP PPP

exec-banner EXEC MOTD
motd-banner MOTD

Catalyst 6500 Cisco 10S
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fabric required W

fabric required

Catalyst 6500
fabric required Catalyst 6500
no
fabric required
no fabric required
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 32 Catalyst 6500
fabric required
no fabric required
Catalyst 6500
Router (config)# fabric required
Router (config) #
Catalyst 6500

Router (config)# no fabric required
Router (config) #

show fabric

Catalyst 6500 Cisco 10S
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W fabric switching-mode allow

fabric switching-mode allow

fabric switching-mode allow

truncated
truncated
no

fabric switching-mode allow {bus-mode | dcef-only | {truncated [{threshold [mod]}]1}}

no fabric switching-mode allow {bus-mode | {truncated [threshold]}}

bus-mode
dcef-only dCEF
truncated truncated

threshold mod

truncated

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

12.2(18)SXD1

Supervisor Engine 2

dcef-only

12.2(18)SXE

Supervisor Engine 720

Catalyst 6500

Supervisor Engine 720  dcef-only

OIR

Supervisor Engine 32

Supervisor Engine 720

Catalyst 6500

Release 12.2(18)SXE

DFC
fabric switching-mode allow
dcef-only dCEF
Supervisor Engine 2 Release 12.2(18)SXD1
DFC
fabric switching-mode allow dcef-only
dCEF
Catalyst 6500 Cisco 10S
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fabric switching-mode allow W
— Catalyst 6500
dcef-only —
PFC dcef-only
dCEF
OIR
truncated —
Catalyst 6500
Catalyst 6500
64
— Catalyst 6500
DBus
no fabric switching-mode allow bus-mode
no fabric switching-mode allow bus-mode Catalyst 6500

fabric switching-mode allow

Catalyst 6500

truncated

allow truncated

truncated

truncated threshold

mod

truncated

fabric switching-mode allow truncated

truncated no fabric switching-mode

no fabric switching-mode allow bus-mode

no fabric switching-mode allow

Router (config)# fabric switching-mode allow truncated
Router (config) #

show fabric

[ oL-3993-11-J
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Cisco 10S |

M fabric switching-mode force bus-mode

fabric switching-mode force bus-mode

fabric switching-mode force bus-mode
truncated no

fabric switching-mode force bus-mode

no fabric switching-mode force bus-mode

12.2(18)SXF5

Supervisor Engine 720

Supervisor Engine 32

fabric switching-mode force busmode

Catalyst 6500

WS-SVC-FWM-1-K9 —

WS-SVC-1DS2-BUN-K9 — 2
WS-SVC-MWAM-1 — WAN
WS-SVC-NAM-1 — 1
WS-SVC-NAM-2 — 2
WS-SVC-PSD-1 —
WS-SVC-SSL-1-K9 — SSL
WS-SVC-WLAN-1-K9 — LAN

no fabric switching-mode force busmode
/

flow-through

Router (config)# fabric switching-mode force bus-mode
Router (config) #

show fabric

Cisco 10S

i Catalyst 6500
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file verify auto W

file verify auto

Cisco 10S file verify auto
no
file verify auto
no file verify auto
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

copy /noverify
Cisco 10S
Router (config)# file verify auto
Router (config) #
copy /noverify
verify
MD5
Catalyst 6500 Cisco 10S
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H flowcontrol

flowcontrol

flowcontrol

flowcontrol {send | receive} {desired | off | on}

send

receive

desired on off desired

off

on

desired
. off on

e 24 100BASE-FX 48 10/100 BASE-TX RJ-45
off

off

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

send desired

Catalyst 6500

1000 Mbps 100 Mbps 10 Mbps

Catalyst 6500 Cisco 10S
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disable enable
receive on desired

Catalyst 6500

e sendon receive on
e send off receive off
* receive on send on
e send off receive off

Router (config-if)# flowcontrol receive off
Router (config-if)#

Router (config-if)# flowcontrol send off
Router (config-if)#

receive desired

receive desired

send desired

receive desired

flowcontrol

show interfaces flowcontrol

Catalyst 6500

Cisco 10S
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H format

format

A C format

A

format bootflash: [spare spare-number] filesystem1: [[filesystem2:][monlib-filename]]

C

format filesystem1:

PC
PC
spare spare-number
0 16
filesystem1: diskO: diskl: bootflash:
slot0:  sup-slotO: sup-bootflash:
filesystem2: filesystem1 monlib
monlib-filename filesystem1 ROM
monlib
* monlib-filename
e spare-number 0
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
bootflash: slot0: sup-slotO: sup-bootflash: Supervisor Engine 2
Catalyst 6500
A C
disko: disk1: C

Catalyst 6500 Cisco 10S
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format W
bootflash: slot0: sup-slotO: sup-bootflash: A
PC
PC
PC PC
PC format
spare 0 16 PC
PC
0
PC
monlib ROM ROM
Cisco 10S
monlib
HSA monlib-filename
ROM
monlib-filename
filesystem1: filesystem2: filesystem1:
monlib filesystem2:
monlib-filename
monlib filesystem1: filesystem2:
cd monlib filesystem1:
monlib-filename filesystem2:
monlib filesystem1: filesystem2: monlib-filename
monlib
filesystem1: filesystem1: monlib
monlib
diskO: Supervisor Engine 2 Catalyst 6500
0 PC
Router# format diskO:
Running config file on this device, proceed? [confirm]y
All sectors will be erased, proceed? [confirm]ly
Enter volume id (up to 31 characters): <Return>
Formatting sector 1 (erasing)
Format device disk0 completed
EXEC PC
cd
copy
delete NVRAM RAM
show file systems
undelete
Catalyst 6500 Cisco 10S
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W fsck

fsck

fsck [fautomatic | diskO: | slavediskO:]

fsck

/automatic

diskO:

slavediskO:

diskO:

EXEC

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

diskO: slavediskO:
slavediskO:

fsck slavediskO: fsck diskO:

pwd

diskO: slavediskO:

lautomatic

2-10 fsck

fsck Catalyst 6500

PCMCIA ATA

fsck

i Catalyst 6500 Cisco 10S
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fsck W
2-10 fsck
2 0x55 Oxaa
os_id FAT-12 FAT-16
0114 6

FAT 1 2

e n_fat_sectors 1

* n_root_entries 16

* n_root_sectors 2

e Dbase fat_sector n_sectors_per_cluster n_heads

n_sectors_per_track 0
FAT
FAT
End of File EOF
2-11
2-11
0
/
fsck-start cluster
Catalyst 6500 Cisco 10S
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W fsck
2-11
FAT-12 FAT-16
2-FEF 2-FFEF
FF8-FFF FFF8-FFFF
0 0
FF7 FFF7

Router# fsck
Checking the boot sector and partition table...

Checking FAT,

Files

1) diskO:/FILE3 and

Files and Directories...

2) disk0:/FILE2
have a common cluster.

Press 1/2 to truncate or any other character to ignorel[confirm]
Ignoring this error and continuing with the rest of the check...

Files

1) diskO:/FILE5 and

2) disk0:/FILE4
have a common cluster.

Press 1/2 to truncate or any other character to ignorel[confirm]
File diskO:/FILE5 truncated.

Files

1) diskO:/FILE7 and

2) disk0:/FILE6
have a common cluster.

1) diskO:/FILE15 and

2) disk0:/FILE13
have a common cluster.
Press 1/2 to truncate or any other

Ignoring this error and continuing

Reclaiming unused space...

Created
Created
Created
Created
Created
Created
Created
Created
Created

Updating FAT.
fsck of diskO0:

Router#

file
file
file
file
file
file
file
file
file

diskO:
diskO:
disk0:
diskO:
diskO:
disk0:
diskO:
diskO:
disk0:

/fsck-11
/fsck-20
/fsck-30
/fsck-35
/fsck-40
/fsck-46
/fsck-55
/fsck-62
/fsck-90

complete

Cisco 10S

for
for
for
for
for
for
for
for
for

an
an
an
an
an
an
an
an
an

character to ignore[confirm]
with the rest of the check...

unused
unused
unused
unused
unused
unused
unused
unused
unused

cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster

chain
chain
chain
chain
chain
chain
chain
chain
chain

qa

1

i

i Catalyst 6500
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hold-queue W

IP hold-queue
no
hold-queue length {in | out}
no hold-queue {in | out}
length 0 65535
in
out
. hold-queue 75
o hold-queue 40
. 10
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
OSM
10 Cisco 10S
10
100
. priority-list
4 hold-queue
Catalyst 6500 Cisco 10S
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2 Catalyst 6500

Cisco 10S

EXEC show interfaces

sequence/acknowlege

Catalyst 6500

Router (config)# interface serial 0
Router (config-if)# hold-queue 30 i

i Catalyst 6500

priority-list

show interfaces

Cisco 10S

0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

hw-module boot W

hw-module boot

hw-module boot

hw-module {module num} {boot [value] {config-register | eobc | {flash image} | rom-monitor}}

module num
value 0 15

config-register
eobc EOBC

flash image

rom-monitor ROM

EXEC

12.2(18)SXF Supervisor Engine 720

CMM

boot value

3— ROM

Router# hw-module slot 1/6 boot config-register
Router#

EOBC 3

Router# hw-module slot 1/3 boot eobc
Router#

Catalyst 6500 Cisco 10S
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Bl hw-module fan-tray version

hw-module fan-tray version

hw-module fan-tray version

hw-module fan-tray version [1 | 2]

1|2
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
hw-module fan-tray version 2
1
2
hw-module fan-tray version 2 Supervisor Engine 2 Catalyst 6500
Supervisor Engine 720 Supervisor Engine 32
* WS-C6506
e WS-C6509

* WS-C6509-NEB/OSR7609

IDPROM

Router # hw-module fan-tray version 1
Router #

Catalyst 6500 Cisco 10S
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hw-module power-supply power-cycle | |

show environment cooling

hw-module power-supply power-cycle

hw-module power-supply power-cycle

hw-module power-supply {1 | 2} power-cycle

1]2
EXEC
12.2(18)SXF Supervisor Engine 720
/
10
1 10

Router# hw-module power-supply 2 power-cycle

Power-cycling the power supply may interrupt service.

Proceed with power-cycling? [confirm]

Power-cycling power-supply 1

22:10:23: %C6KPWR-SP-2-PSFAIL: power supply 1 output failed.

22:10:25: %C6KENV-SP-4-PSFANFAILED: the fan in power supply 1 has failed
22:10:33: %C6KPWR-SP-4-PSOK: power supply 1 turned on.

22:10:33: %C6KENV-SP-4-PSFANOK: the fan in power supply 1 is OK

Router#

Catalyst 6500 Cisco 10S
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H hw-module reset

hw-module reset

hw-module reset

hw-module {module num} reset

module num
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
num
13 1 13

Router # hw-module module 3 reset
Router #

Catalyst 6500 Cisco 10S
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hw-module shutdown W

hw-module shutdown

hw-module shutdown

hw-module {module num} shutdown

module num
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
SSL NAM
hw-module shutdown no power enable
module power enable module
/

Router# hw-module module 3 shutdown
Router# no power enable module 3
Router# power enable module 3

Catalyst 6500 Cisco 10S
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Bl hw-module simulate link-up

hw-module simulate link-up

hw-module simulate link-up

hw-module {module num} simulate link-up

module num

EXEC
12.2(18)SXD Supervisor Engine 720 Supervisor Engine 2
. shutdown no shutdown

e hw-module reset

LED

num

Router# hw-module module 3 simulate link-up
Router#

hw-module reset

Catalyst 6500 Cisco 10S
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instance M
1 VLAN LAN MST instance
CIST VLAN no

instance instance-id {vlans vlan-range}

no instance instance-id
instance-id VLAN 0 4094
vlans vlan-range VLAN

1 4094

VLAN MST VLAN CIST
MST
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

12.2(18)SXF

o 65
e 1 4094 instance-id
vlans vlan-range
VLAN
VLAN CIST
VLAN instance 2

Router (config-mst)# instance 2 vlans 1-100

Router (config-mst) #

VLAN

instance 5

Router (config-mst)# instance 5 vlans 1100

Router (config-mst) #

VLAN

instance 2 CIST

Router (config-mst)# no instance 2 vlans 40-60

Router (config-mst) #

Catalyst 6500 Cisco 10S
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Hl instance

instance 2 VLAN CIST

Router (config-mst)# no instance 2
Router (config-mst) #

name MST MST
revision MST
show MST
show spanning-tree mst MST
spanning-tree mst configuration MST

Catalyst 6500 Cisco 10S
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interface W
interface
interface type number
type 2-12
number
12.2(14)SX Supervisor Engine 720
12.2(17b)SXA tunnel
12.2(17d)SXB Supervisor Engine 2 12.2 SX
2-12 type
2-12 type
ethernet IEEE 802.3
fastethernet 100 Mbps
gigabitethernet IEEE 802.3z
tengigabitethernet 10 IEEE 802.3ae
ge-wan WAN IEEE 802.3z Supervisor
Engine 2 Catalyst 6500
pos Packet over SONET 0OC-3
Supervisor Engine 2 Catalyst 6500
atm ATM Supervisor Engine 2 Catalyst 6500
vlan VLAN LAN interface vlan
port-channel interface port-channel
null 0
tunnel
Catalyst 6500 Cisco 10S
[ oL-3993-11-J .m



2 Catalyst 6500 Cisco 10S |

M interface

Router (config)# interface fastethernet 2/4
Router (config) #

show interfaces

Catalyst 6500 Cisco 10S
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Interface port-channel

interface port-channel
no

interface port-channel channel-number.[subinterface]

no interface port-channel channel-number.[subinterface]

interface port-channel

channel-number

1 256
subinterface 0 4294967295
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE
e Catalyst 6500 OSM-2+4GE-WAN+ OSM
GE-WAN QinQ
QinQ
e channel-number 1 256 128
IDSM NAM

EtherChannel Fast EtherChannel Gigabit EtherChannel

10- Gigabit EtherChannel

128

1 256 64

Release 12.2(18)SXE channel-number 1 256
Release 12.2(18)SXE channel-number
2 interface port-channel
3 interface port-channel
3
1 1
Catalyst 6500 Cisco 10S
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interface port-channel

A\

3
3
interface port-channel
e ISL SVl IP
e CDP
. MAC
MAC MAC
MAC
e QinQ interface
port-channel channel-group

OSM-2+4GE-WAN+ OSM GE-WAN

256

Router (config)# interface port-channel 256
Creating a switch port Po256. channel-group 256 is L2
Router (config-if)#

show counters interface port-channel show interface port-channel counters
QinQ GE-WAN
show interface
port-channel {number | number.subif} counters
channel-group EtherChannel EtherChannel
show etherchannel EtherChannel

Catalyst 6500 Cisco 10S
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Cisco I0S

Interface range

interface range M

interface range

interface range {port-range | {macro name}}

port-range port-range

macro name

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

12.2(18)SXE

e Supervisor Engine 720

gigabitethernet 7/1 -7 gigabitethernet
7/1-7
e VLAN LAN SVI
Release 12.2(18)SXE VLAN SVI interface range vlan
VLAN SVI show running config
VLAN interface range

Release 12.2(18)SXE interface range vlan VLAN SVI

define interface-range

NVRAM RAM

interface range NVRAM
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interface range

12.2(18)SXE
1

interface range gigabitethernet 7/1 -7, gigabitethernet9/5 -408

port-range

card-type {slot}/{first-port} - {last-port}
card-type

e ethernet

e fastethernet

* (gigabitethernet

e loopback
e tengigabitethernet

e tunnel
e ge-wan Release 12.2(17b)SXA Supervisor Engine 720 Catalyst 6500
ge-wan Release 12.2(17d)SXB
Supervisor Engine 2 Catalyst 6500
e pos Supervisor Engine 2 Catalyst 6500
e atm Supervisor Engine 2 Catalyst 6500
e vlanvlan-id 1 4094
e port-channel interface-number 1 256
CLI
CLI
port-range 1
2
Router (config)# interface range fastethernet 5/18 -20, ethernet 3/1 -24
Router (config-if-range) #
Router (config)# interface range macro macrol
Router (config-if-range) #
define interface-range
show running-config 2 VLAN
Catalyst 6500 Cisco 10S
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Interface vlian

interface vian W

Svi interface
vlan SVI no
interface vlan vlan-id
no interface vlan vlan-id
vlan-id VLAN 1 4094
Fast EtherChannel
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXD Svi 2 VLAN
Svi VLAN interface vlan vlan-id
vlan-id ISL VLAN 802.1Q
VLAN ID VLAN
VLAN
no interface vlan vlan-id SVI IDB
show interface
interface vlan vlan-id Svi
1006 1014 VLAN Catalyst 6500 VLAN VLAN
VLAN interface vlan vlan-id
Router (config)# interface vlan 23
% Creating new VLAN interface.
Router (config) #
Catalyst 6500 Cisco 10S
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[ | inter-packet gap 6502-mode

Inter-packet gap 6502-mode

IPG inter-packet gap 6502-mode
no

inter-packet gap 6502-mode
no inter-packet gap 6502-mode

4 ACE

12.2(18)SXF5 Supervisor Engine 720

WS-X6704-10GE ~ WS-X6502-10GE

WS-X6704-10GE  IPG WS-X6502-10GE
6704 IPG 12
IPG 9 15
6502 IPG 16
IPG 13 19
IPG 6502

Router (config-if)# inter-packet gap 6502-mode
Router (config-if)#

IPG

Router (config-if)# no inter-packet gap 6502-mode
Router (config-if)#
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ip access-list hardware permit fragments W

Ip access-list hardware permit fragments

ip access-list hardware permit
fragments no

ip access-list hardware permit fragments

no ip access-list hardware permit fragments

4 ACE
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
4 ACE
4
ACE TCAM ACL
TCAM ip access-list hardware

permit fragments

ip access-list hardware permit fragments
ip access-list hardware permit fragments

no ip access-list hardware permit fragments
no ip access-list hardware permit fragments

4 ACE

Catalyst 6500 Cisco 10S
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M ip access-list hardware permit fragments

Router (config)# ip access-list hardware permit fragments
Router (config) #

Router (config)# no ip access-list hardware permit fragments
Router (config) #

show ip interface IP

Catalyst 6500 Cisco 10S
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ip arp inspection filter vian W

Ip arp inspection filter vian

DAI ARP IP
ARP ARP
VLAN LAN ip arp inspection filter vlan
no

ip arp inspection filter arp-acl-name {vlan vlan-range} [static]

no ip arp inspection filter arp-acl-name {vlan vlan-range} [static]

arp-acl-name Access Control List ACL,;
vlan-range VLAN VLAN 1 4094
static ARP ACL ACL

ARP ACL VLAN

12.2(18)SXE Supervisor Engine 720
vlan-range VLAN VLAN ID
VLAN VLAN VLAN
DAI ARPACL VLAN IP Ethernet MAC
ARP ACL
VLAN

ARP ARP ACL ACL

ACL
ACL DHCP
static ACL
ACL DHCP
DAI ARP ACL VLAN 1

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# ip arp inspection filter static-hosts vlan 1
Router (config) #

[ oL-3993-11-J
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W ip arp inspection limit
arp access-list ARP QoS
ARP ACL ARP ACL
show ip arp inspection VLAN DAl
ARP DoS
DAI ARP
ip arp inspection limit
no
ip arp inspection limit {rate pps [{burst interval seconds}]} | none
no ip arp inspection limit
rate pps 1
2048 pps
burst interval seconds ARP
1 15
none ARP
. ratepps 15 /
15 1
L]
e burst interval seconds 1
12.2(18)SXE Supervisor Engine 720
errdisable
errdisable errdisable
DAI VLAN LAN
none
Catalyst 6500 Cisco 10S
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ip arp inspection limit

ARP
ARP

errdisable

ARP 25 /

Router# config terminal

Router (config)# interface fa6/3

Router (config-if)# ip arp inspection limit rate 25
Router (config-if)#

ARP 20 /
5

Router# config terminal

Router (config)# interface fa6/1

Router (config-if)# ip arp inspection limit rate 20 burst interval 5
Router (config-if)#

show ip arp inspection VLAN DAl

Catalyst 6500 Cisco 10S
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WM ip arp inspection log-buffer

Ip arp inspection log-buffer
ip arp inspection log-buffer

ip arp inspection log-buffer {{entries number} | {logs number} {interval seconds}}

no ip arp inspection log-buffer {entries | logs}

entries number 0 1024
logs number 0
1024
interval seconds 0 86400 1
e Dynamic ARP Inspection DAI; ARP
ARP
e entries number 32

* logs number 5/

¢ interval seconds 1

12.2(18)SXE Supervisor Engine 720

logs number 0

interval seconds 0
logs number interval seconds 0
VLAN
LAN
45

Router# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# ip arp inspection log-buffer entries 45
Router (config) #

10 /3

Router (config)# ip arp inspection log-buffer logs 10 interval 3
Router (config) #

Catalyst 6500 Cisco 10S
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ip arp inspection trust W

arp access-list ARP QoS

ARP ACL ARP ACL

clear ip arp inspection log
show ip arp inspection log

Ip arp inspection trust
ARP
ip arp inspection trust
ip arp inspection trust

no ip arp inspection trust

12.2(18)SXE Supervisor Engine 720

Router# config terminal
Router (config)# interface fastEthernet 6/3

Router (config-if)# ip arp inspection trust
Router (config-if)#

show ip arp inspection VLAN LAN DAI ARP
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M ip arp inspection validate

Ip arp inspection validate

ARP ip arp inspection
validate ARP
no

ip arp inspection validate [src-mac] [dst-mac] [ip]

no ip arp inspection validate [src-mac] [dst-mac] [ip]

src-mac MAC
ARP MAC
dst-mac MAC ARP
MAC
ip IP ARP
12.2(18)SXE Supervisor Engine 720
IP ARP IP ARP
0.0.0.0 255.255.255.255 IP
src-mac ARP dst-mac ARP
Y
MAC
1 src-mac dst-mac
ip
src dst mac 2 IP
src dst mac 2
no
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ip arp inspection validate W

MAC

Router (config)# ip arp inspection validate src-mac
Router (config) #

arp access-list ARP QoS
ARP ACL ARP ACL
show ip arp inspection VLAN LAN DAI ARP
Catalyst 6500 Cisco 10S
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M ip arp inspection vian

Ip arp inspection vian

VLAN LAN DAI ARP

ip arp inspection vlan DAI no

ip arp inspection vlan vlan-range

no ip arp inspection vlan vlan-range

vlan-range VLAN VLAN 1 4094
ARP VLAN
12.2(18)SXE Supervisor Engine 720
vlan-range VLAN ID VLAN VLAN
VLAN
DAI VLAN VLAN
VLAN DAI VLAN
VLAN1 DAl

Router (config)# ip arp inspection vlan 1
Router (config) #

arp access-list ARP QoS
ARP ACL ARP ACL

show ip arp inspection VLAN DAl
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ip arp inspection vian logging W

Ip arp inspection vlan logging
ip arp inspection vlan logging

ip arp inspection vlan vlan-range logging {acl-match {matchlog | none} | dhcp-bindings {permit | all

| none}}

no ip arp inspection vlan vlan-range logging {acl-match | dhcp-bindings}

vlan-range VLAN LAN
1 1 4094
acl-match ACL
matchlog ACL ACL Access
Control Entry ACE; matchlog
none ACL
dhcp-bindings DHCP
permit DHCP
all DHCP
none DHCP
12.2(18)SXE Supervisor Engine 720
matchlog ACE matchlog
matchlog ACE
acl-match dhcp-bindings ACL
DHCP
no
ARP
2

e acl-match — ACL
* dhcp-bindings — DHCP
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|

ip arp inspection vlan logging

VLAN 1 ARP ACL

Router# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# ip arp inspection vlan 1 logging acl-match matchlog
Router (config) #

arp access-list ARP QoS
ARP ACL ARP ACL

show ip arp inspection VLAN  DAI ARP
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ip auth-proxy max-login-attempts Il

Ip auth-proxy max-login-attempts

ip auth-proxy
max-login-attempts no

ip auth-proxy max-login-attempts 1-maxint

no ip auth-proxy max-login-attempts

1-maxint 1 2147483647

1-maxint 5

12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 2 Catalyst 6500

ip access-list hardware
permit fragments

Router (config-if)# ip auth-proxy max-login-attempts 4
Router (config-if)#

clear ip auth-proxy watch-list 1

ip auth-proxy watch-list

show ip auth-proxy watch-list

Catalyst 6500 Cisco 10S
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Cisco 10S |

M ip auth-proxy watch-list

Ip auth-proxy watch-list

ip auth-proxy watch-list

no

ip auth-proxy watch-list {{add-item ip-addr} | enable | {expiry-time minutes}}

no ip auth-proxy watch-list [{add-item ip-addr} | expiry-time]

add-item ip-addr IP

enable

expiry-time minutes

e minutes 30

12.2(17d)SXB Supervisor Engine 2 12.2SX
Supervisor Engine 2 Catalyst 6500
minutes 0 32 OX7FFFFFFF 10 2147483647
minutes 0
no
* no ip auth-proxy watch-list —
* no ip auth-proxy watch-list add-item ip-addr — IP
* no ip auth-proxy watch-list expiry-time —
80 TCP IP
IP 80
expiry-time minutes
SERVICE_DENIED 2
Cisco I0S
OL-3993-11-J |
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Router (config-if)#
Router (config-if)#

Router (config-if)#
Router (config-if)#

Router (config-if)#
Router (config-if)#

Router (config-if)#
Router (config-if) #

ip

no

ip

ip

auth-proxy watch-list enable

ip auth-proxy watch-list

IP

auth-proxy watch-list add-item 12.0.0.2

auth-proxy watch-list expiry

-time 29

ip auth-proxy watch-list

clear ip auth-proxy watch-list 1

ip auth-proxy max-login-attempts

show ip auth-proxy watch-list

Catalyst 6500

Cisco 10S
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W ip cef load-sharing algorithm

Ip cef load-sharing algorithm

CEF ip cef load-sharing algorithm
no

ip cef load-sharing algorithm {original | tunnel [id] | universal [id]}

no ip cef load-sharing algorithm {original | tunnel [id] | universal [id]}

original

tunnel IP

universal ID

id ID

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

CEF

CEF

Router (config)# ip cef load-sharing algorithm universal 1
Router (config) #

ip load-sharing
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ip cef table consistency-check W

Ip cef table consistency-check

CEF ip cef table
consistency-check
no

ip cef table consistency-check [type {lc-detect | scan-Ic | scan-rib | scan-rp}] [count count-number]
[period seconds]

ip cef table consistency-check [settle-time seconds]

no ip cef table consistency-check [type {lc-detect | scan-Ic | scan-rib | scan-rp}] [count count-number]
[period seconds]

no ip cef table consistency-check [settle-time seconds]

type

Ic-detect

scan-lc

scan-rib Rendezvous Point RP; RIB
scan-rp RP

count count-number

1 225
period seconds 30 3600
settle-time seconds
1 3600
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
CEF 2-13
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W ip cef table consistency-check

2-13
+
Lc-detect FIB
IP
Lc-detect RP
RP
IP
RP
Scan-lc FIB
RP n RP
RP
RP
RP
Scan-rp RP scan-Ic FIB
n
RP
Scan-rib RP
RIB RP FIB
CEF

Router (config)# ip cef table consistency-check
Router (config) #

clear ip cef inconsistency CEF

show ip cef inconsistency IP CEF

i Catalyst 6500 Cisco 10S
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ip dhcp relay information option trust-all

Ip dhcp relay information option trust-all

DHCP
ip dhcp relay information option trust-all
no

ip dhcp relay information option trust-all

no ip dhcp relay information option trust-all

DHCP

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

DHCP

Router (config)# ip dhcp relay information option trust-all
Router (config) #

show ip dhcp relay information trusted-sources

Catalyst 6500 Cisco 10S
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M ip dhcp relay information trust

Ip dhcp relay information trust

DHCP
ip dhcp relay information trust
no

ip dhcp relay information trust

no ip dhcp relay information trust

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
DHCP DHCP
giaddr

Router (config)# ip dhcp relay information trust
Router (config) #

show ip dhcp relay information trusted-sources
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ip dhcp route connected M

Ip dhcp route connected

ip dhcp route connected

no

ip dhcp route connected

no ip dhcp route connected
12.2(18)SXF Supervisor Engine 720
ip dhcp route connected DHCP

Router (config)# ip dhcp route connected
Router (config) #

Catalyst 6500 Cisco 10S
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M ip dhcp snooping

Ip dhcp snooping
DHCP
DHCP
ip dhcp snooping
no ip dhcp snooping

ip dhcp snooping
no

12.2(18)SXE

Supervisor Engine 720

DHCP

DHCP
DHCP

DHCP

Router (config) # ip dhcp snooping

Router (config) #

DHCP

Router (config) # no ip dhcp snooping

Router (config) #

DHCP

ip dhcp snooping

ip dhcp snooping packets
DHCP

ip dhcp snooping packets

DHCP

show ip dhcp snooping

show ip dhcp snooping binding

show ip dhcp snooping database

i Catalyst 6500 Cisco 10S
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ip dhcp snooping binding W

Ip dhcp snooping binding

DHCP

ip dhcp snooping binding

no

ip dhcp snooping binding mac-address {vlan vlan} ip-address {interface interface interface-number}
{expiry seconds}

no ip dhcp snooping binding mac-address vlan vlan-# ip-address interface interface

mac-address MAC
vlan vlan VLAN LAN 1 4094
ip-address IP

interface interface

ethernet fastethernet

gigabitethernet tengigabitethernet

interface-number

expiry seconds

1 4294967295

EXEC

12.2(18)SXE

Supervisor Engine 720

DHCP

VLAN 1

512

gigabitethernetl/1 1000 DHCP

Router# ip dhcp snooping binding 0000.0c00.40af vlan 1 10.42.0.6 interface gil/1l

expiry 1000
Router#

show ip dhcp snooping

DHCP

show ip dhcp snooping binding  DHCP

show ip dhcp snooping database DHCP

Catalyst 6500 Cisco 10S
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W ip dhcp snooping database

Ip dhcp snooping database

DHCP ip dhcp snooping database

ip dhcp snooping database {bootflash:url | ftp:url | rep:url | scp:url | sup-bootflash: | tftp:url}

ip dhcp snooping database {timeout timeout | write-delay time}

bootflash:url

URL

ftp:url FTP
URL
rep:url RCP URL
scp:url SCP URL
sup-bootflash:
URL
tftp:url TFTP
URL

timeout timeout 0 86400
write-delay time DHCP

DHCP

15 86400
12.2(18)SXE Supervisor Engine 720
12.2(18)SXF5 sup-bootflash:
DHCP
DHCP ip dhcp snooping
TFTP URL

Router (config)# ip dhcp snooping database tftp://90.90.90.90/snooping-rp2
Router (config) #

DHCP

Router (config)# ip dhcp snooping database write-delay 15
Router (config) #

Catalyst 6500 Cisco 10S
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ip dhcp snooping information option W

show ip dhcp snooping DHCP

show ip dhcp snooping binding  DHCP

show ip dhcp snooping database DHCP

Ip dhcp snooping information option

DHCP option 82 ip dhcp snooping information option
DHCP option 82 no
ip dhcp snooping information option [allow-untrusted]
no ip dhcp snooping information option
allow-untrusted option 82 DHCP
* ip dhcp snooping information option —
e ip dhcp snooping information option allow-untrusted —
12.2(18)SXE Supervisor Engine 720
12.2(18)SXF2 allow-untrusted
DHCP option 82 RFC 3046 DHCP TCP/IP
DHCP
DHCP DHCP
option 82 82
DHCP option 82
option 82 IP
DHCP
Catalyst 6500 Cisco 10S
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[ | ip dhcp snooping information option

ip dhcp

snooping information option allow-untrusted option 82

ARP

option 82
IP DHCP

allow-untrusted
option 82

ip dhcp snooping information option

DHCP option 82

Router (config)# ip dhcp snooping information option

Router (config) #

DHCP option 82

Router (config)# no ip dhcp snooping information option

Router (config) #

option 82

DHCP

Router (config)# ip dhcp snooping information option allow-trusted

Router (config) #

show ip dhcp snooping DHCP
show ip dhcp snooping binding  DHCP
show ip dhcp snooping database DHCP

i Catalyst 6500 Cisco 10S
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Ip dhcp snooping limit rate

ip dhcp snooping limit rate [l

DHCP ip dhcp snooping
limit rate DHCP
no
ip dhcp snooping limit rate rate
no ip dhcp snooping limit rate
rate DHCP 1
4294967294
12.2(18)SXE Supervisor Engine 720
2
DHCP
DHCP

Router (config-if)# ip dhcp snooping limit rate 150
Router (config) #

DHCP

Router (config-if)# no ip dhcp snooping limit rate
Router (config) #

show ip dhcp snooping DHCP

show ip dhcp snooping binding DHCP

show ip dhcp snooping database DHCP
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M ip dhcp snooping packets
Ip dhcp snooping packets
DHCP ip dhcp snooping
packets DHCP
no
ip dhcp snooping packets
no ip dhcp snooping packets
12.2(18)SXE Supervisor Engine 720
2
WLSM Catalyst 6500
DHCP
DHCP
ip dhcp snooping
DHCP ip dhcp snooping packets
DHCP

DHCP

DHCP

Router (config)# ip dhcp snooping packets
Router (config) #

DHCP

Router (config)# no ip dhcp snooping packets
Router (config) #

DHCP

show ip dhcp snooping DHCP

show ip dhcp snooping binding  DHCP

show ip dhcp snooping database DHCP

i Catalyst 6500 Cisco 10S
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ip dhcp snooping verify mac-address Il

Ip dhcp snooping verify mac-address

ip dhcp snooping verify
mac-address

no
ip dhcp snooping verify mac-address
no ip dhcp snooping verify mac-address
12.2(18)SXE Supervisor Engine 720
DHCP DHCP
MAC MAC

ip dhcp snooping
verify mac-address

MAC
no ip dhcp snooping verify mac-address

DHCP MAC

Router (config)# ip dhcp snooping verify mac-address
Router (config) #

MAC

Router (config)# no ip dhcp snooping verify mac-address
Router (config) #

show ip dhcp snooping DHCP

show ip dhcp snooping binding  DHCP

show ip dhcp snooping database DHCP

Catalyst 6500 Cisco 10S
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M ip dhcp snooping vian

Ip dhcp snooping vian

VLAN LAN VLAN DHCP
dhcp snooping vlan VLAN VLAN
no

ip dhcp snooping vlan {number | vlanlist}

no ip dhcp snooping vlan {number | vlanlist}

DHCP

number | vlanlist VLAN VLAN

1 4094

12.2(18)SXE Supervisor Engine 720

VLAN
VLAN

VLAN

1,3-5,7,9-11.

VLAN DHCP

Router (config)# ip dhcp snooping vlan 10
Router (config) #

VLAN DHCP

Router (config)# no ip dhcp snooping vlan 10
Router (config) #

VLAN DHCP

Router (config)# ip dhcp snooping vlan 10,4-8,55
Router (config) #

VLAN DHCP

Router (config)# no ip dhcp snooping vlan 10,4-8,55
Router (config) #

DHCP

show ip dhcp snooping DHCP

show ip dhcp snooping binding  DHCP

show ip dhcp snooping database DHCP

i Catalyst 6500 Cisco 10S
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ip flow-aggregation cache WM

Ip flow-aggregation cache

ip flow-aggregation cache
no

ip flow-aggregation cache {as | destination-prefix | prefix | protocol-port | source-prefix}

no ip flow-aggregation cache {as | destination-prefix | prefix | protocol-port | source-prefix}

as Autonomous System AS;

destination-prefix

prefix

protocol-port

source-prefix

e entriesnum 4096
e activetime 30

e inactivetime 15

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX

e cache {entries num} | {timeout {active time} | {inactive time}}
e default {cache {entries | timeout}} | enabled | {export destination}
* enabled

e export destination ip-addr udp-port-num

cache NetFlow

entries num 1024 524288
timeout

active time 1 60

Catalyst 6500 Cisco 10S
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H ip flow-aggregation cache

inactive time 10 600

default

enabled

export destination
ip-addr IP
udp-port-num UDP 1 65535

AS

Router (config)# ip flow-aggregation cache as
Router (config-flow-cache) # enable
Router (config-flow-cache) #

show ip cache flow NetFlow

Catalyst 6500 Cisco 10S
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Ip flow-cache entries

NetFlow ip flow-cache entries

no

ip flow-cache entries number

no ip flow-cache entries

ip flow-cache entries W

number NetFlow 1024
524288
65536
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
NetFlow
131072
show ip cache flow
64
4MB DRAM
NetFlow
30 1
NetFlow 30
NetFlow
NetFlow
no ip flow-cache entries
NetFlow 131072

Router (config)# ip flow-cache entries 131072
Router (config)# exit

show ip cache flow NetFlow
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M ip flow-export

Ip flow-export

NDE NetFlow
ip flow-export
NDE no
ip flow-export
no ip flow-export
[ ]
] 7
12.2(18)SXD Supervisor Engine 720 Supervisor Engine 2
NDE ip flow-export hardware version
NDE
Router (config)# ip flow-export
Router (config) #
NDE
Router (config)# no ip flow-export
Router (config) #
ip flow-export hardware version NDE
show mls nde NDE

Catalyst 6500 Cisco 10S
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Ip flow-export destination

ip flow-export destination W

NetFlow ip flow-export destination
no
ip flow-export destination {hostname | ip-address} udp-port
no ip flow-export destination
hostname NetFlow IP
ip-address NetFlow IP
udp-port UDP
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXD NetFlow
12.2(18)SXE Supervisor Engine 720 2 IP
PFC3 3 Release 12.2(18)SXE 2
IP NetFlow
NetFlow ip flow-export destination
1 2 IP 2
UDP 2 IP
NetFlow ip route-cache
flow ip flow-export destination
ip-address
d IP
[ ]
VLAN LAN ID MAC
Catalyst 6500 Cisco 10S
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W ip flow-export destination

IP ip flow-export source NetFlow
ip flow-export
version Supervisor Engine 2 ip flow-export version Supervisor Engine 720
NDE Catalyst 6500 Series Switch Cisco IOS Software Configuration Guide

Configuring NDE

IP 10.42.42.1 99917 1 NetFlow
UDP 125

Router# configure terminal
Router (config)# ip flow-export destination 10.42.42.1 9991 125
Router (config)# exit

ip flow-export source NDE
IP
ip flow-export version Supervisor Engine 2 NetFlow
ip flow-export version Supervisor Engine 720  NetFlow
ip route-cache flow IP NetFlow
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ip flow-export hardware version W

Ip flow-export hardware version

NDE NetFlow
ip flow-export hardware version
no

ip flow-export hardware version [5| 7]

no ip flow-export hardware version
5 5
7 7

7
12.2(18)SXD Supervisor Engine 720 Supervisor Engine 2
NDE

Router (config)# ip flow-export hardware version 5
Router (config) #

ip flow-export version Supervisor Engine 2 NetFlow

ip flow-export interface
NDE

show mls nde
NDE
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M ip flow-export interface

Ip flow-export interface

NDE NetFlow
ip flow-export interface
NDE
no
ip flow-export interface

no ip flow-export interface

12.2(18)SXD Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

NDE ip flow-export
interface ip flow ingress

NDE

Router (config)# ip flow-export interface
Router (config) #

NDE

Router (config)# no ip flow-export interface
Router (config) #

ip flow-export version NetFlow
Supervisor Engine 2

ip flow-export hardware version NDE

show ip flow-export

show mls nde NDE
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Ip flow-export source

NDE NetFlow

no

ip flow-export source

ip flow-export source W

ip flow-export source [{interface interface-number} | {null interface-number} | {port-channel number}
| {vlan vlan-id}]

no ip flow-export source [{interface interface-number} | {null interface-number} | {port-channel
number} | {vlan vlan-id}]

interface ethernet fastethernet

gigabitethernet tengigabitethernet pos ge-wan atm
interface-number
null interface-number 0
port-channel number 1 256

64

vlan vlan-id VLAN LAN 1 4094
12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 12.2 SX

12.2(17d)SXB

interface-number

13

NDE

NDE
Configuring NDE

48

interface-number

10/100BASE-T

UDP

NetFlow Collector

NetFlow Collector

SNMP
IP

NetFlow Collector

SNMP

Catalyst 6500 Series Switch Cisco I0S Software Configuration Guide

Catalyst 6500

Cisco 10S

[ oL-3993-11-J

g 220 |



2 Catalyst 6500 Cisco 10S |

M ip flow-export source

4001 IP 5 0

Router# configure terminal

Router (config)# interface loopbackO0

Router (config-if)# ip address 4.0.0.1 255.0.0.0
Router (config-if)# exit

Router (config)# interface serial 5/0:0

Router (config-if)# ip unnumbered loopbackO0
Router (config-if)# no ip mroute-cache

Router (config-if)# encapsulation ppp

Router (config-if)# ip route-cache flow

Router (config-if)# exit

Router (config)# ip flow-export source loopbackO
Router (config)# exit

ip flow-export destination NetFlow

ip flow-export version Supervisor Engine 2 NetFlow

ip flow-export version Supervisor Engine 720  NetFlow

ip route-cache flow IP NetFlow

Catalyst 6500 Cisco 10S
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ip flow-export version Supervisor Engine 2 | |

Ip flow-export version Supervisor Engine 2

NetFlow ip
flow-export version
no

ip flow-export version {1 | {5 [origin-as | peer-as]} | {6 [origin-as | peer-as]}}

no ip flow-export version

origin-as Autonomous System AS;

peer-as AS

12.2(17d)SXB Supervisor Engine 2 12.2 SX

NDE NetFlow
NDE 3
IP Catalyst 6500
PFC MSFC
NetFlow
PFC 3 MSFC

NDE MSFC NDE
15 6

1 1 24
5 1 30

NDE Catalyst 6500 Series Switch Cisco I0S Software Configuration Guide
Configuring NDE

Catalyst 6500 Cisco 10S
[ oL-3993-11-J .m




2 Catalyst 6500 Cisco 10S |

M ip flow-export version Supervisor Engine 2

5 AS

Router# configure terminal

Router (config)# interface loopbackO

Router (config-if)# ip address 4.0.0.1 255.0.0.0
Router (config-if)# exit

Router (config)# interface serial 5/0:0

Router (config-if)# ip unnumbered loopback0
Router (config-if)# no ip mroute-cache

Router (config-if)# encapsulation ppp

Router (config-if)# ip route-cache flow

Router (config-if)# exit

Router (config)# ip flow-export version 5 peer-as
Router (config) # exit

ip flow-export destination NetFlow
ip flow-export source NDE IP
ip route-cache flow IP NetFlow

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



2 Catalyst 6500 Cisco I0S

ip flow-export version Supervisor Engine 720 ||

Ip flow-export version Supervisor Engine 720

NetFlow ip
flow-export version no

ip flow-export version {1 | {5 [origin-as | peer-as]} | {9 [bgp-nexthop | origin-as | peer-as]}}

no ip flow-export version

1 1
5 5
origin-as Autonomous System  AS;
peer-as AS
9 9
bgp-nexthop BGP
NetFlow
12.2(17d)SXB Supervisor Engine 720
12.2(18)SXF Supervisor Engine 720  NetFlow 9
Supervisor Engine 32 Catalyst 6500 NetFlow 9

5 9 AS

9 BGP
1 1 24
5 1 30

NDE Catalyst 6500 Series Switch Cisco I0S Software Configuration Guide

Configuring NDE

5

Router (config)# ip flow-export version 5
Router (config) #

Catalyst 6500 Cisco 10S
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[ | ip flow-export version Supervisor Engine 720

ip flow-export version Supervisor Engine 2 NetFlow

show mls nde
NDE

Catalyst 6500 Cisco 10S
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Ip flow ingress

ingress
ip flow ingress

no ip flow ingress

ip flow ingress W

no

ip flow

12.2(18)SXE

Supervisor Engine 720

12.2(18)SXF NetFlow

ip flow ingress PFC3B
Supervisor Engine 720

ip flow ingress PFC2

Release 12.2(18)SXF NetFlow
Release 12.2(18)SXF
Release 12.2(18)SXF
e show mls netflow ip

e ip flow ingress
* no ip multicast netflow ingress

1Pv4

Router (config-if)# ip flow ingress

Router (config-if)#

1Pv4

Router (config-if)# no ip flow ingress

Router (config-if)#

Catalyst 6500

3B

Supervisor Engine 2

NDE

NDE

PFC3BXL

ip flow ingress

NetFlow

Cisco 10S

NetFlow
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M ip flow layer2-switched

Ip flow layer2-switched

ip flow layer2-switched
no

ip flow {ingress | export} layer2-switched {vlan {num | vlanlist}}

no ip flow {ingress | export} layer2-switched {vlan {num | vlanlist}}

ingress IP 2
export IP 2
vlan num | vlanlist VLAN VLAN 1 4094

e ip flow ingress layer2switch

* ip flow export layer2switched

12.2(18)SXE Supervisor Engine 720

ip flow layer2-switched PFC3B 3B PFC3BXL

Supervisor Engine 720
ip flow layer2-switched PFC2 Supervisor Engine 2
Supervisor Engine 720 Catalyst 6500
VLAN IP
Supervisor Engine 2 Catalyst 6500
1 VLAN VLAN
1;1,2,3;1-3,7
VLAN 2

Router (config)# ip flow ingress layer2-switched vlan 2

Router (config) #

Catalyst 6500 Cisco 10S
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ip forward-protocol turbo-flood W

VLAN 2

Router (config)# ip flow export layer2-switched vlan 1-3,7
Router (config) #

VLAN 2

Router (config)# no ip flow ingress layer2-switched vlan 2
Router (config#

Ip forward-protocol turbo-flood

UDP ip
forward-protocol turbo-flood
no

ip forward-protocol turbo-flood [udp-checksum]

no ip forward-protocol turbo-flood [udp-checksum]

udp-checksum UDP
12.2(17d)SXB7 Supervisor Engine 720
ip forward-protocol turbo-flood UDP NULL
UDP ip
forward-protocol turbo-flood udp-checksum
UDP

Router (config)# ip forward-protocol turbo-flood
Router (config) #

UDP
UDP

Router (config)# ip forward-protocol turbo-flood udp-checksum
Router (config) #
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M ip forward-protocol turbo-flood

udp-checksum ip forward-protocol turbo-flood

Router (config)# no ip forward-protocol turbo-flood udp-checksum
Router (config) #

udp-checksum ip forward-protocol turbo-flood

Router (config)# ip forward-protocol turbo-flood
Router (config) #

ip forward-protocol

Catalyst 6500 Cisco 10S
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ip igmp immediate-leave group-list M

Ip iIgmp immediate-leave group-list

IGMP ip igmp immediate-leave
group-list no

ip igmp immediate-leave group-list acl

no ip igmp immediate-leave group-list acl

acl ACL

12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
ip igmp immediate-leave group-list VLAN LAN
acl

] —1 99

] — 1300 1999

] IP

acl
acl IGMP
IGMP

Router (config)# ip igmp immediate-leave group-list 3
Router (config) #

Catalyst 6500 Cisco 10S
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M ip igmp last-member-query-interval

Ip igmp last-member-query-interval

IGMP ip igmp last-member-query-interval
no

ip igmp last-member-query-interval interval

no ip igmp last-member-query-interval

interval 100 65535
100
1000 1
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
IGMP
IGMP

interval Catalyst 6500

100 100 999
900
IGMP no igmp last-member-query-interval
0
200

Router (config-if)# ip igmp last-member-query-interval 200
Router (config-if)#

ip igmp immediate-leave group-list  IGMP

show ip igmp interface IGMP

Catalyst 6500 Cisco 10S
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ip igmp snooping M

Ip Igmp snooping
IGMP ip igmp snooping IGMP
ip igmp snooping

no ip igmp snooping

e IGMP Catalyst 6500
] IGMP
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Catalyst 6500 IGMP VLAN LAN
VLAN
IGMP

Router (config-if)# ip igmp snooping
Router (config-if)#

IGMP

Router (config-if)# no ip igmp snooping
Router (config-if)#

ip igmp snooping fast-leave IGMPv3

ip igmp snooping mrouter 2

show ip igmp snooping explicit-tracking IGMPv3

Catalyst 6500 Cisco 10S
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[ | ip igmp snooping explicit-tracking

Ip Igmp snooping explicit-tracking

ip igmp snooping explicit-tracking

no
ip igmp snooping explicit-tracking
no ip igmp snooping explicit-tracking
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
IGMPv3
Catalyst 6500
VLAN LAN
Catalyst 6500
IGMPv3 Catalyst 6500
Catalyst 6500
IGMP
IGMPv3
IGMPv3
VLAN
IGMP IGMPv3
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ip igmp snooping explicit-tracking ||

IGMPv3

Router (config-if)# ip igmp snooping explicit-tracking
Router (config-if)#

IGMPv3

Router (config-if)# no ip igmp snooping explicit-tracking
Router (config-if)#

ip igmp snooping limit track

show ip igmp snooping explicit-tracking IGMPv3

Catalyst 6500 Cisco 10S
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M ip igmp snooping fast-leave

Ip Igmp snooping fast-leave
IGMPv3 ip igmp snooping fast-leave
ip igmp snooping fast-leave

no ip igmp snooping fast-leave

* IGMP 2—
* IGMP 3—
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 720 Catalyst 6500
VLAN LAN

no ip igmp
snooping fast-leave

IGMPv3 VLAN MAC

IGMPv3

Router (config-if)# ip igmp snooping fast-leave
Router (config-if)#

IGMPv3

Router (config-if)# no ip igmp snooping fast-leave
Router (config-if)#
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ip igmp snooping flooding M

ip igmp snooping IGMP
ip igmp snooping explicit-tracking

show ip igmp interface IGMP
show mac-address-table MAC

Ip igmp snooping flooding
ip igmp snooping flooding

ip igmp snooping flooding [timer seconds]

no ip igmp snooping flooding

timer seconds 24
0 86400
. seconds 600 10
12.2(18)SXE Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
VLAN LAN
0 86400

24

24

Router (config-if)# ip igmp snooping flooding timer 300

Router (config-if)#
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H ip igmp snooping I2-entry-limit

Ip Igmp snooping I2-entry-limit

Catalyst 6500 2
igmp snooping I2-entry-limit

ip igmp snooping I2-entry-limit max-entries

max-entries Catalyst 6500 2
1 100000

15488 2

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
max-entries ,

VLAN LAN
Catalyst 6500 2

Router (config-if)# ip igmp snooping l2-entry-limit 25000
Router (config-if)#

show ip igmp interface IGMP
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ip igmp snooping last-member-query-interval ||

Ip Igmp snooping last-member-query-interval

IGMP ip igmp snooping
last-member-query-interval no

ip igmp snooping last-member-query-interval interval

no ip igmp snooping last-member-query-interval

interval 100 900
100
1000 1
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
IGMP
IGMP

interval Catalyst 6500

100 100 999
900
IGMP no igmp snooping last-member-query-interval
0
100 1000 1000
no ip igmp snooping last-member-query-interval 1000
200

Router (config-if)# ip igmp snooping last-member-query-interval 200
Router (config-if)#

ip igmp snooping fast-leave IGMP v3

show ip igmp interface IGMP

[ oL-3993-11-J
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H ip igmp snooping limit track

Ip igmp snooping limit track

ip igmp snooping limit track

no

ip igmp snooping limit track max-entries

no ip igmp snooping limit track
max-entries 0 128000
max-entries 32000
12.2(18)SXE Supervisor Engine 720

IP IP VLAN
LAN IP
max-entries 0
max-entries Syslog

max-entries

Router (config)# ip igmp snooping limit track 20000
Router (config) #

ip igmp snooping explicit-tracking

show ip igmp snooping explicit-tracking vlan IGMPv3
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ip igmp snooping mrouter M

Ip Igmp snooping mrouter
2 ip igmp snooping mrouter

ip igmp snooping mrouter {interface {interface interface-number} |
{port-channel number}} | {learn {cgmp | pim-dvmrp}}

no ip igmp snooping mrouter {interface {interface interface-number} |
{port-channel number}} | {learn {cgmp | pim-dvmrp}}

interface

interface ethernet fastethernet gigabitethernet
tengigabitethernet

interface-number

port-channel number 1 256 64
learn
cgmp CGMP
pim-dvmrp PIM-DVMRP
pim-dvmrp
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
learn cgmp learn pim-dvmrp
PIM
IGMP
interface Supervisor Engine 2 Catalyst 6500
ge-wan atm pos
VLAN LAN
VLAN

Catalyst 6500 Cisco 10S
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M ip igmp snooping mrouter

interface-number interface-number
13 48 10/100BASE-T
1 13 1 48
CGMP
NVRAM RAM

Router (config-if)# ip igmp snooping mrouter interface fastethernet 5/6
Router (config-if)#

Router (config-if)# ip igmp snooping mrouter learn cgmp
Router (config-if)#

ip igmp snooping IGMP

ip igmp snooping fast-leave IGMPv3

show ip igmp snooping mrouter
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Ip Igmp snooping querier

ip igmp snooping querier ||

VLAN LAN
ip igmp snooping
querier
no
ip igmp snooping querier
no ip igmp snooping querier
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
VLAN
Catalyst 6500 IGMP VLAN PIM
VLAN
VLAN IP IGMP
IP VLAN
1P IGMP
IP IGMP
IP IGMP
IGMP IGMPV2
IGMP
. IGMP IGMP
. IGMP IGMP
60
. IGMP IGMP
IGMP QoS IGMP

Catalyst 6500
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H ip igmp snooping querier

IGMP VLAN Catalyst 6500
1 Catalyst 6500
VLAN IGMP
Catalyst 6500 VLAN IGMP
IGMP IGMP PIM
ip igmp snooping querier IGMP
VLAN
PIM
2 IGMP
VLAN IGMP

Router (config-if)# ip igmp snooping querier
Router (config-if)#

show ip igmp snooping mrouter
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Ip Igmp snooping rate

ip igmp snooping rate

IGMP ip igmp snooping rate
no
ip igmp snooping rate pps
no ip igmp snooping rate
100 6000 /

pps IGMP

12.2(17a)SX

Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

Router (config)# ip igmp snooping rate

Router (config) #

Router (config)# no ip igmp snooping rate

Router (config) #

show ip igmp snooping rate-limit IGMP

Catalyst 6500
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b i igmp snooping report-suppression

Ip Igmp snooping report-suppression
IP IGMP ip igmp snooping report-suppression

no

ip igmp snooping report-suppression

no ip igmp snooping report-suppression

12.2(18)SXF Supervisor Engine 720

IGMP IGMP
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Ip Igmp snooping source-only-learning age-timer

ip igmp snooping source-only-learning age-timer W

2
ip igmp snooping source-only-learning age-timer
no
ip igmp snooping source-only-learning age-timer seconds
no ip igmp snooping source-only-learning age-timer
seconds 0 86400
seconds 600 10
12.2(18)SXE2 Supervisor Engine 720
source_only_age_timer source_only_delete_timer 2
ip igmp snooping source-only-learning age-timer
source_only_age_timer source_only_delete_timer 5 300
0 VLAN LAN
N
X 5 source_only_delete_timer

Router (config)# ip igmp snooping source-only-learning age-timer 300
Router (config) #

Router (config)# no ip igmp snooping source-only-learning age-timer
Router (config) #

Catalyst 6500 Cisco 10S
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M ip igmp snooping ssm-safe-reporting

Ip Igmp snooping ssm-safe-reporting
IGMPv2 IGMPv3 SSM
ip igmp snooping ssm-safe-reporting
ip igmp snooping ssm-safe-reporting

no ip igmp snooping ssm-safe-reporting

12.2(14)SX Supervisor Engine 720
12.2(18)SXE

Supervisor Engine 2 Catalyst 6500
SSM IGMPv2 Catalyst 6500
IGMPv3

3SVI IGMPv3 2 VLAN LAN
SSM IGMPv2 Catalyst 6500
IGMPv3

IGMPv3 IGMPV2
SSM

Router (config-if)# ip igmp snooping ssm-safe-reporting
Router (config-if)#
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ipigmp ssm-map W

Ip Igmp ssm-map
SSM ip igmp ssm-map SSM

no

ip igmp ssm-map {enable | {query dns} | {static {group-access-list | group-access-list-name}
source-address}}

no ip igmp ssm-map {enable | {query dns}

enable SSM
query dns DNS
static SSM

group-access-list

group-access-list-name

source-address

12.2(18)SXE Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
SSM DNS
DNS DNS DNS
no ip igmp ssm-map query dns
DNS SSM
SSM
SSM

ip igmp ssm-map static acl-1 source-1-ip-address
ip igmp ssm-map static acl-2 source-2-ip-address

ACL

Catalyst 6500 Cisco 10S
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M ip igmp ssm-map

1
ACL
G 1 2 acl-1 acl-2
ip igmp ssm-map enable SSM
no ip igmp ssm-map query dns ip igmp
ssm-map enable SSM
SSM

Router (config)# ip igmp ssm-map enable
Router (config) #

DNS

Router (config)# ip igmp ssm-map query dns
Router (config) #

SSM
Router (config)# ip igmp ssm-map static acll 255.255.255.0

Router (config)# ip igmp ssm-map static acl2 255.255.255.0
Router (config) #

SSM

Router (config)# no ip igmp ssm-map enable
Router (config) #

DNS

Router (config)# no ip igmp ssm-map query dns
Router (config) #

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

ip local-proxy-arp W

Ip local-proxy-arp

ARP ip local-proxy-arp
ARP no

ip local-proxy-arp

no ip local-proxy-arp

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
ARP
VLAN LAN ARP
ARP MSFC
IP ARP
ARP MSFC
IP ARP

2

ICMP ARP
ARP

Router (config-if)# ip local-proxy-arp
Router (config-if)#
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M ip mroute

Ip mroute

mroute ip mroute
no

ip mroute [vrf vrf-name] source-address mask [protocol as-number] {rpf-address | interface-type
interface-number} [distance]

no ip mroute [vrf vrf-name] source-address mask [protocol as-number] {rpf-address | interface-type
interface-number} [distance]

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
source-address IP
mask IP
protocol
as-number Autonomous System
AS;
rpf-address mroute

interface-type interface-number mroute

distance 0 255
distance 0
12.2(18)SXE Supervisor Engine 720

rpf-address

rpf-address ~ PIM PIM join graft prune
rpf-address IP

rpf-address
interface-type interface-number

distance RPF DVMRP
mroute
mroute 2 RPF mroute
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ip mroute

Router (config)# ip mroute 224.0.0.0 255.255.255.255 tunnel0
Router (config) #

172.30.10.13

Router (config)# ip mroute 172.16.0.0 255.255.0.0 172.30.10.13
Router (config) #

Router (config)# ip mroute 224.0.0.0 255.255.255.255 serial0 200
Router (config) #
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W ip msdp border

Ip msdp border

PIM sparse dense MSDP
ip msdp border
no

ip msdp [vrf vrf-name] border sa-address internet-type internet-number

no ip msdp [vrf vrf-name] border sa-address internet-type internet-number

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/

sa-address IP

internet-type internet-number IP Source-Active  SA

Rendezvous Point RP;

dense MSDP
12.2(18)SXE Supervisor Engine 720
PIM dense SA MSDP
internet-type internet-number MSDP SA
IP ID MSDP SA
RP
Y
sparse dense
sparse MSDP
N

ip msdp redistribute
ip msdp redistribute

dense
S,G

Catalyst 6500 Cisco 10S
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ip msdp border W
N
ip msdp originator-id RP
ip msdp border ip msdp originator-id
ip msdp originator-id ip msdp originator-id
RP
RP PIM sparse
dense 0 IP
SA RP
Router (config)# ip msdp border sa-address ethernet0
Router (config) #
ip msdp originator-id SA MSDP SA RP
IP
ip msdp redistribute S,G MSDP
SA
Catalyst 6500 Cisco 10S
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Cisco 10S

[ | ip msdp cache-sa-state

Ip msdp cache-sa-state

Source-Active SA ip msdp cache-sa-state

ip msdp cache-sa-state [vrf vrf-name]

vrf vrf-name

VPN Routing/Forwarding VRF; VPN

MSDP SA SA

12.2(18)SXE

Supervisor Engine 720

MSDP
MSDP

1 MSDP

ip msdp cache-sa-state

Cisco 10S IP Configuration Guide Release 12.2

Configuring Multicast Source Discovery Protocol

Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #
Router (config) #

ip
ip
ip
ip
ip
ip

classless

msdp
msdp
msdp
msdp
msdp

peer 192.168.1.2 connect-source Loopback0
peer 192.169.1.7

mesh-group outside-test 192.168.1.2
cache-sa-state

originator-id Loopback0

clear ip msdp sa-cache MSDP

ip msdp filter-sa-request SA

show ip msdp sa-cache MSDP S,G
Cisco I0S

i Catalyst 6500
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ip msdp default-peer W

Ip msdp default-peer

MSDP Source-Active SA ip msdp
default-peer no

ip msdp [vrf vrf-name] default-peer {peer-address | peer-name} [prefix-list list]

no ipip msdp [vrf vrf-name] default-peer

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/

peer-address | peer-name MSDP IP DNS

prefix-list list BGP

MSDP

12.2(18)SXE Supervisor Engine 720

MSDP BGP ip msdp default-peer

MSDP 1 ip msdp peer

prefix-list list
SA

prefix-list list list
prefix-list list
BGP

ip msdp default-peer prefix-list list BGP

prefix-list list prefix-list list
RP SA prefix-list
list

ip msdp default-peer prefix-list

. ip msdp default-peer prefix-list
RP

Catalyst 6500 Cisco 10S
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W ip msdp default-peer

. ip msdp default-peer prefix-list
SA
SA

router.cisco.com

Router (config)# ip msdp peer 192.168.1.2
Router (config)# ip msdp peer 192.168.1.3
Router (config)# ip msdp default-peer router.cisco.com IAt a stub site

IP 192.168.1.3

Router (config)# ip msdp peer 192.168.1.3
Router (config)# ip msdp peer 192.168.3.5
Router (config)# ip msdp default-peer 192.168.1.3

2

Router (config
Router (config

ip msdp peer 172.18.2.3

ip msdp peer 172.19.3.5

ip msdp default-peer 172.18.2.3 prefix-list site-c
ip prefix-list site-a permit 172.18.0.0/16

ip msdp default-peer 172.19.3.5 prefix-list site-a
ip prefix-list site-c permit 172.19.0.0/16

) #
) #
Router (config) #
Router (config) #
Router (config) #
) #

Router (config

ip msdp peer MSDP

ip prefix-list
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ip msdp description W

Ip msdp description

MSDP ip msdp description
no

ip msdp [vrf vrf-name] description {peer-name | peer-address} text

no ip msdp [vrf vrf-name] description {peer-name | peer-address}

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
peer-name | peer-address
text MSDP
MSDP
12.2(18)SXE Supervisor Engine 720
MSDP show ip msdp peer
IP 224.107.5.4 A

Router (config)# ip msdp description 224.107.5.4 router at customer a
Router (config) #

show ip msdp peer MSDP
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M ip msdp filter-sa-request

Ip msdp filter-sa-request

MSDP Source-Active SA
ip msdp filter-sa-request
no

ip msdp [vrf vrf-name] filter-sa-request {peer-address | peer-name} [list access-list]

no ip msdp [vrf vrf-name] filter-sa-request {peer-address | peer-name}

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
peer-address | peer-name
SA MSDP IP
list access-list IP
SA
SA
12.2(18)SXE Supervisor Engine 720
SA SA
SA
SA
SA
172.16.2.2  MSDP SA
192.168.22.0 SA
1 SA

Router (config)# ip msdp filter sa-request 224.69.2.2 list 1
access-list 1 permit 228.4.22.0 0.0.0.255

ip msdp peer MSDP

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

ip msdp mesh-group W

Ip msdp mesh-group

MSDP ip msdp mesh-group
MSDP no

ip msdp [vrf vrf-name] mesh-group mesh-name {peer-address | peer-name}

no ip msdp [vrf vrf-name] mesh-group mesh-name {peer-address | peer-name}

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
mesh-name
peer-address | peer-name MSDP IP
MSDP
12.2(18)SXE Supervisor Engine 720
MSDP MSDP MSDP

Source-Active SA

. RPF MSDP BGP BGP

224111 MSDP internal

Router (config)# ip msdp mesh-group internal 224.1.1.1
Router (config) #
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M ip msdp originator-id
Ip msdp originator-id
Source-Active SA MSDP IP
SA Rendezvous Point RP;
ip msdp originator-id RP
no

ip msdp [vrf vrf-name] originator-id interface-type interface-number

no ip msdp [vrf vrf-name] originator-id interface-type interface-number

vrf vrf-name VPN Routing/Forwarding VRF; VPN

/
interface-type interface-number IP SA RP
RP ID
12.2(18)SXE Supervisor Engine 720
ip msdp originator-id SA RP
RP RP MSDP SA

1D

ip msdp border sa-address
ip msdp originator-id
SA

ip msdp originator-id
ip msdp originator-id
RP

Router (config)# ip msdp originator-id ethernetl
Router (config) #

PIM sparse dense
MSDP

ip msdp border

Cisco 10S
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ip msdp peer W

Ip msdp peer
MSDP ip msdp peer

no

ip msdp [vrf vrf-name] peer {peer-name | peer-address} [connect-source interface-type
interface-number] [remote-as as-number]

no ip msdp [vrf vrf-name] peer {peer-name | peer-address}

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
peer-name | peer-address ~ MSDP DNS
IP
connect-source TCP IP

interface-type
interface-number

remote-as as-number MSDP Autonomous System AS;

MSDP

12.2(18)SXE Supervisor Engine 720
BGP

interface-type

MSDP BGP BGP IP
MSDP MSDP BGP MBGP
MSDP BGP MBGP

ip msdp default-peer
remote-as as-number

MSDP BGP
AS AS
AS

IP 224.108.1.2 MSDP
AS 109

Router (config)# ip msdp peer 224.108.1.2 connect-source ethernet 0
router bgp 110

network 224.108.0.0

neighbor 224.108.1.2 remote-as 109

neighbor 224.108.1.2 update-source ethernet 0
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Ml ip msdp peer

router.cisco.com MSDP

Router (config)# ip msdp peer router.cisco.com
Router (config) #

router.cisco.com AS 109 MSDP
0 TCP

Router (config)# ip msdp peer router.cisco.com connect-source ethernet0 remote-as 109
Router (config) #

neighbor remote-as BGP BGP
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ip msdp redistribute Wl

Ip msdp redistribute

MSDP Source-Active SA
S,G ip msdp redistribute
no

ip msdp [vrf vrf-name] redistribute [list access-list-name] [asn as-access-list-number] [route-map
map-name]

no ip msdp [vrf vrf-name] redistribute

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
list access-list-name
/ IP
asn as-access-list-number / IP 1
199
route-map map-name
. Rendezvous Point RP;
. ip msdp border sa-address
* ip msdp redistribute
12.2(18)SXE Supervisor Engine 720
ip as-path as-access-list-number
SA SA MSDP
SA ip msdp sa-filter in ip msdp sa-filter

out

ip msdp redistribute
S,G
ip msdp redistribute

e list access-list-name
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Cisco 10S |

M ip msdp redistribute

asn as-access-list-number

Autonomous System  AS;

AS ip as-path
asn 0 AS
asn 0 dense MSDP sparse
BGP MSDP
e route-map map-name map-name
e 3 list asn route-map
SA
* ip multicast redistribute
MSDP SA
S,G
Router (config)# ip msdp redistribute route-map customer-sources
route-map customer-sources permit
match as-path customer-as
Router (config)# ip as-path access-list 4109%
ip as-path BGP AS
ip msdp border PIM sparse dense
MSDP
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Ip msdp sa-filter in

MSDP

ip msdp sa-filterin W

Source-Active SA

ip msdp sa-filter in

no

ip msdp [vrf vrf-name] sa-filter in {peer-address | peer-name} [list access-list-name] [route-map

map-name]

no ip msdp [vrf vrf-name] sa-filter in {peer-address | peer-name} [list access-list-name] [route-map

map-name]

vrf vrf-name

VPN Routing/Forwarding VRF; VPN

peer-address | peer-name

SA MSDP IP

list access-list-name

route-map map-name

SA
/
o Jjst route-map SA S,G
12.2(18)SXE Supervisor Engine 720
access-list-name /
MSDP map-name SA

router.cisco.com

Router (config)# ip msdp
Router (config)# ip msdp
Router (config) #

permit
deny

SA

peer router.cisco.com connect-source ethernet 0
sa-filter in router.cisco.com
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M ip msdp sa-filter out

ip msdp peer MSDP

ip msdp sa-filter out MSDP SA

Ip msdp sa-filter out

MSDP Source-Active  SA
ip msdp sa-filter out
no

ip msdp [vrf vrf-name] sa-filter out {peer-address | peer-name} [list access-list-name] [route-map
map-name]

no ip msdp [vrf vrf-name] sa-filter out {peer-address | peer-name} [list access-list-name] [route-map
map-name]

vrf vrf-name VPN Routing/Forwarding VRF; VPN

/
peer-address | peer-name  SA MSDP IP
DNS
list access-list IP
route-map map-name
L]
SA
[ ]
/
e list route-map SA
S,G
12.2(18)SXE Supervisor Engine 720
access-list /
MSDP SA
list route-map SA S,G
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ip msdp sa-filter out

MSDP map-name SA
permit
deny
100 S,G SA router.cisco.com

Router (config)# ip msdp peer router.cisco.com connect-source ethernet 0
Router (config)# ip msdp sa-filter out router.cisco.com list 100
access-list 100 permit ip 224.69.0.0 0.0.255.255 224.2.0.0 0.0.255.255

ip msdp peer MSDP

ip msdp sa-filter in MSDP SA
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W ip msdp sa-request

Ip msdp sa-request

MSDP Source Active SA
ip msdp sa-request
no
ip msdp [vrf vrf-name] sa-request {peer-address | peer-name}
no ip msdp [vrf vrf-name] sa-request {peer-address | peer-name}
vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
peer-address | peer-name
SA MSDP IP
SA MSDP
12.2(18)SXE Supervisor Engine 720
SA MSDP
SA
PIM-SM
SA MSDP SA
ip msdp cache-sa-state
SA 224.69.1.1  MSDP

Router (config)# ip msdp sa-request 224.69.1.1
Router (config) #

ip msdp cache-sa-state SA

ip msdp peer MSDP

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



2 Catalyst 6500 Cisco I0S

ip msdp shutdown W

Ip msdp shutdown

MSDP ip msdp shutdown
no

ip msdp [vrf vrf-name] shutdown {peer-address | peer-name}

no ip msdp [vrf vrf-name] shutdown {peer-address | peer-name}

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
peer-address | peer-name MSDP IP
MSDP
12.2(18)SXE Supervisor Engine 720
IP 2245720 MSDP

Router (config)# ip msdp shutdown 224.5.7.20
Router (config) #

ip msdp peer MSDP
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WM ip msdp ttl-threshold

Ip msdp ttl-threshold

MSDP Source-Active SA
ip msdp ttl-threshold
no

ip msdp [vrf vrf-name] ttl-threshold {peer-address | peer-name} ttl-value

no ip msdp [vrf vrf-name] ttl-threshold {peer-address | peer-name}

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
peer-address | peer-name  ttl-value MSDP IP
ttl-value Timeto Live TTL 0 255
ttl-value 0
12.2(18)SXE Supervisor Engine 720
SA
IP TTL  ttl-value IP
MSDP
TTL
TTL 8
TTL 9
ttl-value 0 TTL
TTL 8

Router (config)# ip msdp ttl-threshold 224.5.7.20 8
Router (config) #

ip msdp peer MSDP
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ip multicast cache-headers W

Ip multicast cache-headers

IP
ip multicast cache-headers
no

ip multicast [vrf vrf-name] cache-headers [rtp]

no ip multicast [vrf vrf-name] cache-headers

vrf vrf-name VPN Routing/Forwarding VRF; VPN /

rtp RTP

12.2(18)SXE Supervisor Engine 720

e UDP

32 KB

show ip mpacket

IP

Router (config)# ip multicast cache-headers
Router (config) #

show ip mpacket
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W ip multicast helper-map

Ip multicast helper-map

2

IP ip multicast helper-map

no
ip multicast helper-map broadcast multicast-address access-list [ttl x]
no ip multicast helper-map broadcast multicast-address access-list
broadcast
multicast-address
multicast-address IP
broadcast
access-list UDP
IP
ttl x TTL 1 TTL
1 50
12.2(18)SXF Supervisor Engine 720
2
IP 0.0.0.0
DHCP
IP
X.X.X.255 X.X.X.0
255.255.255.255
ip multicast helper-map ttl TTL 1
2
IP

Router (config-if)# ip multicast helper-map broadcast 224.5.5.5 120 ttl 2
Router (config-if)#
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ip multicast mrinfo-filter WM

ip directed-broadcast

ip forward-protocol turbo-flood UDP

Ip multicast mrinfo-filter

mrinfo ip multicast
mrinfo-filter no

ip multicast mrinfo-filter access-list

no ip multicast mrinfo-filter access-list

access-list IP

12.2(18)SXE Supervisor Engine 720

ip multicast mrinfo-filter mrinfo
mrinfo No.4

Router (config)# ip multicast mrinfo-filter 4
Router (config) #
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M ip multicast multipath

Ip multicast multipath

P ip multicast
multipath no

ip multicast [vrf vrf-name] multipath

no ip multicast [vrf vrf-name] multipath

vrf vrf-name VPN Routing/Forwarding VRF; VPN /

12.2(18)SXE Supervisor Engine 720

ip multicast multipath

RPF

IP

Router (config)# ip multicast multipath
Router (config) #

show ip rpf RPF
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Ip multicast netflow

ip multicast netflow W

NetFlow
ip multicast netflow NetFlow
no
ip multicast netflow {egress | ingress}
no ip multicast netflow {egress | ingress}
egress NetFlow
ingress NetFlow
] NetFlow
. NetFlow
12.2(18)SXD Supervisor Engine 720
12.2(18)SXF NetFlow
show running-config
NetFlow
NetFlow
show mls netflow ip
1/0 NetFlow

Router# configure terminal

Router (config)# interface ethermet 1/0

Router (config-if)# ip multicast netflow ingress
Router (config-if)# end

ip multicast netflow rpf-failure ~ RPF

NetFlow

show ip flow interfaces NetFlow
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W ip multicast route-limit

Ip multicast route-limit

ip multicast route-limit
no

ip multicast [vrf vrf-name] route-limit limit [threshold]

no ip multicast [vrf vrf-name] route-limit limit [threshold]

vrf vrf-name VPN Routing/Forwarding VRF; VPN /
limit mroute 1 2147483647
threshold mroute 1 2147483647

limit 2147483647

12.2(18)SXE Supervisor Engine 720

ip multicast route-limit

threshold
mroute limit
mroute threshold mroute limit
cisco VRF mroute 200,000

20,000

Router (config)# ip multicast vrf cisco route-limit 200000 20000
Router (config) #
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ip multicast-routing W

Ip multicast-routing

IP ip multicast-routing
IP no

ip multicast-routing [vrf vrf-name] [distributed]

no ip multicast-routing [vrf vrf-name]

vrf vrf-name VPN Routing/Forwarding VRF; VPN /
distributed MDS
12.2(18)SXE Supervisor Engine 720
IP
IP

Router (config)# ip multicast-routing
Router (config) #

VRF IP

Router (config)# ip multicast-routing vrf vrfl
Router (config) #

IP

Router (config)# no ip multicast-routing
Router (config) #

ip pim PIM
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W ip multicast rpf backoff
PIM ip multicast rpf backoff
no
ip multicast rpf backoff {{min max} | disable}
no ip multicast rpf backoff
min RPF 1 65535
max RPF 1 65535
disable RPF
RPF
e min 500
e max 5000
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
RPF PIM
ip multicast rpf interval RPF
PIM
min
PIM
min PIM
PIM 2 max
2
[ ]
o IP RPF
RPF CPU
RPF
PIM
Router (config)# ip multicast rpf backoff 100
Router (config) #
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ip multicast rpf interval

ip multicast rpf interval RPF

show ip rpf events RPF

Ip multicast rpf interval

RPF ip multicast rpf interval
no

ip multicast rpf interval interval

no ip multicast rpf interval

interval RPF 1 10
10
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
ip multicast rfp interval PIM
RPF

Router (config)# ip multicast rpf interval 5
Router (config) #

ip multicast rpf backoff PIM
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W ippim accept-register

Ip pim accept-register

Rendezvous Point  RP; PIM
ip pim accept-register
no
ip pim [vrf vrf-name] accept-register {list access-list | route-map map-name}

no ip pim [vrf vrf-name] accept-register {list access-list | route-map map-name}

vrf vrf-name VPN Routing/Forwarding VRF; VPN

list access-list

route-map map-name

12.2(18)SXE Supervisor Engine 720

RP
RP RP

SSM RP RP
RP

Router (config)# ip pim accept-register list no-ssm-range
Router (config)# ip access-list extended no-ssm-range
deny ip any 232.0.0.0 0.255.255.255

permit ip any any

Router (config) #
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ip pim accept-rp M

Ip pim accept-rp

Rendezvous Point RP;
join/prune ip pim accept-rp
no

ip pim [vrf vrf-name] accept-rp {rp-address | auto-rp} [access-list]

no ip pim [vrf vrf-name] accept-rp {rp-address | auto-rp} [access-list]

vrf vrf-name VPN Routing/Forwarding VRF; VPN /
rp-address join
RP
auto-rp Auto-RP RP join
access-list
— join/prune
12.2(18)SXE Supervisor Engine 720
RP *G join
rp-address 1
RP
RP join
224.2.2.2 1721711 RP join/prune

Router (config)# ip pim accept-rp 172.17.1.1 3
access-list 3 permit 224.2.2.2

access-list IP IP
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W ip pim bidir-enable

Ip pim bidir-enable
bidir-PIM ip pim bidir-enable
no
ip pim [vrf vrf-name] bidir-enable

no ip pim [vrf vrf-name] bidir-enable

bidir-PIM

vrf vrf-name VPN Routing/Forwarding VRF; VPN

12.2(18)SXE Supervisor Engine 720

bidir-PIM bidir-PIM

. PIM hello

e ip pim rp-address ip pim send-rp-announce ip pim rp-candidate

bidir-PIM

bidir-PIM
CLI
bidir-PIM

e show ip pim interface df

bidir-PIM

Router (config)# ip pim bidir-enable
Router (config) #

bidir-PIM

Router (config)# no ip pim bidir-enable
Router (config) #
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ip pim bsr-candidate W

ip pim rp-address PIM Rendezvous Point RP;
ip pim rp-candidate PIM 2RP BSR
ip pim send-rp-announce  Auto-RP RP

Ip pim bsr-candidate

BSR ip pim bsr-candidate

no

ip pim [vrf vrf-name] bsr-candidate interface-type interface-number [hash-mask-length] [priority]

no ip pim [vrf vrf-name] bsr-candidate

vrf vrf-name VPN Routing/Forwarding VRF; VPN

interface-type interface-number BSR

hash-mask-length

32
priority BSR 0 255
. priority 0
12.2(18)SXE Supervisor Engine 720

BSR
PIM
BSR
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ip pim bsr-candidate
IP

BSR

BSR
PIM
PIM
BSR

PIM interface-type
hash-mask-length
Rendezvous Point RP; 24

24

1 RP
priority BSR
IP BSR
10 BSR 0
IP
Router (config)# ip pim bsr-candidate ethernet 0 10
Router (config) #
ip pim bsr border BSR
ip pim rp-candidate PIM Version 2 RP BSR
ip pim send-rp-discovery  RP
show ip pim bsr BSR
show ip pim rp
RP
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ip pim register-rate-limit W

Ip pim register-rate-limit

S,G PIM-SM
ip pim register-rate-limit
no
ip pim [vrf vrf-name] register-rate-limit rate

no ip pim [vrf vrf-name] register-rate-limit

vrf vrf-name VPN Routing/Forwarding VRF; VPN /
rate 1 65535
/
12.2(18)SXE Supervisor Engine 720
S,G

Rendezvous Point RP;

1
ip pim dense-mode proxy-register ip pim register-rate-limit
sparse
dense
sparse S,G
PIM-SM 2

Router (config)# ip pim register-rate-limit 2
Router (config) #

ip pim PIM
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M ip pim register-source

Ip pim register-source
IP Rendezvous Point  RP;

pim register-source
no

ip pim [vrf vrf-name] register-source interface-type interface-number

no ip pim [vrf vrf-name] register-source

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
interface-type interface-number IP
RP IP IP
12.2(18)SXE Supervisor Engine 720
IP RP
RP
PIM-SM
IP
RP IP IP
PIM-SM
IP
IP 3

Router (config)# ip pim register-source loopback 3
Router (config) #
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ip pim rp-announce-filter W

Ip pim rp-announce-filter

Rendezvous Point  RP; Auto-RP
ip pim rp-announce-filter
no

ip pim [vrf vrf-name] rp-announce-filter rp-list access-list group-list access-list

no ip pim [vrf vrf-name] rp-announce-filter rp-list access-list group-list access-list

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/

rp-list access-list group-list access-list
RP

group-list access-list RP

RP

12.2(18)SXE Supervisor Engine 720

PIM RP RP

RP

Router (config)# ip pim rp-announce-filter rp-list 1 group-list 2
Router (config) #

access-list IP IP
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M ip pim rp-candidate

Ip pim rp-candidate

PIM 2 Rendezvous Point RP; BSR
ip pim rp-candidate RP
no

ip pim [vrf vrf-name] rp-candidate interface-type interface-number [group-list access-list] [bidir]

no ip pim [vrf vrf-name] rp-candidate

vrf vrf-name VPN Routing/Forwarding VRF; VPN

interface-type interface-number

IP RP
group-list access-list RP
IP
bidir access-list
12.2(18)SXE Supervisor Engine 720
RP PIM 2
BSR
RP RP
PIM
PIM
RP
PIM 2 BSR
/RP bidir
e Auto-RP /RP ip pim send-rp-announce
bidir
e Auto-RP PIM 2BSR /RP
ip pim rp-address bidir
access-list
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ip pim rp-candidate

bidir PIM sparse

RP PIM BSR

RP RP 239

Router (config)# ip pim rp-candidate 192.168.37.33 ethernet 2 group-list 4
access-list 4 permit 239.0.0.0 0.255.255.255
Router (config) #

ip pim bsr-candidate BSR
ip pim rp-announce-filter RP Auto-RP
ip pim send-rp-announce Auto-RP RP

[ oL-3993-11-J
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M ip pim send-rp-announce

Ip pim send-rp-announce

Auto-RP Rendezvous Point RP;
ip pim send-rp-announce RP
no

ip pim [vrf vrf-name] send-rp-announce interface-type interface-number scope ttl-value [group-list
access-list] [interval seconds] [bidir]

no ip pim [vrf vrf-name] send-rp-announce

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
interface-type RP
interface-number
scope ttl-value Auto-RP Time to Live TTL
1 255
group-list access-list RP
IP
intervalseconds RP
1 16383
bidir access-list
¢ Auto-RP
. seconds 60
12.2(18)SXE Supervisor Engine 720
RP Auto-RP /RP
CISCO-RP-ANNOUNCE 224.0.1.39
Auto-RP
RP
Auto-RP /RP
bidir
e PIM 2 PIMv2 BSR /IRP
ip pim rp-candidate bidir
e Auto-RP PIMv2 BSR /IRP
ip pim rp-address bidir
bidir PIM-SM
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ip pim send-rp-announce M

access-list
RP 3
31 PIM RP
RP IP
0 IP 5 RP

Router (config)# ip pim send-rp-announce ethernet0 scope 31 group-list 5
access-list 5 permit 224.0.0.0 15.255.255.255

access-list 1P IP

ip pim rp-address PIM RP

ip pim rp-candidate PIM 2 RP BSR
Catalyst 6500 Cisco 10S
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W ip pim send-rp-discovery

Ip pim send-rp-discovery

Rendezvous Point  RP;
ip pim send-rp-discovery no
ip pim [vrf vrf-name] send-rp-discovery [interface-type interface-number] scope ttl-value
no ip pim [vrf vrf-name] send-rp-discovery
vrf vrf-name VPN Routing/Forwarding VRF; VPN
/
interface-type interface-number RP
scope ttl-value IP
Timeto Live TTL 1 255
RP
12.2(18)SXE Supervisor Engine 720
RP PIM
TTL
Auto-RP
1. RP RP
CISCO-RP-ANNOUNCE 224.0.1.39
2. RP CISCO-RP-DISCOVERY 224.0.1.40  Auto-RP
RP RP/ TTL
3. PIM RP
Auto-RP RP 20
Router (config)# ip pim send-rp-discovery scope 20
Router (config) #
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ip pim snooping

Ip pim snooping

PIM ip pim snooping
PIM no
ip pim snooping
no ip pim snooping
12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2
12.2(18)SXF2 Supervisor Engine 32
MAC 0100.5e00.00xx
PIM
PIM PIM VLAN
LAN
PIM
Router (config)# ip pim snooping
Router (config) #
PIM
Router (config)# no ip pim snooping
Router (config) #
show ip pim snooping IP PIM
Catalyst 6500 Cisco 10S
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M ip pim snooping
PIM ip pim snooping
PIM no
ip pim snooping
no ip pim snooping
12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2
12.2(18)SXF2 Supervisor Engine 32
MAC 0100.5e00.00xx
PIM
PIM PIM
PIM PIM
VLAN LAN
PIM VLAN
VLAN PIM
Router (config)# interface vlan 101
Router (config-if)# ip pim snooping
Router (config-f)#
VLAN PIM
Router (config-if)# no ip pim snooping
Router (config-f)#
show ip pim snooping IP PIM
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ip pim snooping dr-flood W

Ip pim snooping dr-flood
ip pim snooping dr-flood

ip pim snooping dr-flood

no ip pim snooping dr-flood

12.2(18)SXF Supervisor Engine 720
12.2(18)SXF2 Supervisor Engine 2 Supervisor Engine 32

MAC 0100.5e00.00xx
PIM

no ip pim snooping dr-flood

Router (config)# ip pim snooping dr-flood
Router (config) #

Router (config)# no ip pim snooping dr-flood
Router (config) #

show ip pim snooping IP PIM
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W ip pim spt-threshold

Ip pim spt-threshold

PIM

ip pim spt-threshold no

ip pim [vrf vrf-name] spt-threshold {kbps | infinity} [group-list access-list]

no ip pim [vrf vrf-name] spt-threshold

vrf vrf-name VPN Routing/Forwarding VRF; VPN
/

kbps 0 4294967 kbps

infinity

group-list access-list

PIM

12.2(18)SXE Supervisor Engine 720
kbps PIM join
group-list access-list IP
0
infinity
prune
4 kbps

Router (config)# ip pim spt-threshold 4
Router (config) #

Cisco 10S
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ippimssm W
IP SSM ip pim ssm SSM
no
ip pim [vrf vrf-name] ssm {default | range access-list}
no ip pim [vrf vrf-name] ssm
vrf vrf-name VPN Routing/Forwarding VRF; VPN /
default SSM 232/8
range access-list SSM IP
12.2(18)SXE Supervisor Engine 720
IP SSM ip pim ssm MSDP
Source-Active  SA SSM
4 IP SSM
access-list 4 permit 224.2.151.141
Router (config)# ip pim ssm range 4
ip igmp v3lite IGMP v3lite
ip urd URD 465 TCP
URD
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|

ip pim state-refresh disable

Ip pim state-refresh disable

PIM PIM dense
ip pim state-refresh disable PIM dense
no
ip pim [vrf vrf-name] state-refresh disable
no ip pim [vrf vrf-name] state-refresh disable
vrf vrf-name VPN Routing/Forwarding VRF; VPN /

PIM dense PIM dense

Cisco I0S PIM

12.2(18)SXE Supervisor Engine 720

PIM hello PIM dense

IP PIM dense

Router (config)# ip pim state-refresh disable
Router (config) #

ip pim state-refresh origination-interval PIM PIM dense
show ip pim interface PIM
show ip pim neighbor PIM
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iprgmp H
RGMP ip rgmp RGMP
no
ip rgmp
no ip rgmp
2
3
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
MSFC RGMP
RGMP
Catalyst 6500 IGMP
Catalyst 6500 PIM
RGMP PIM sparse RGMP PIM dence
RGMP 2 AutoRP dence
PIM sparse-dense AutoRP
dence RGMP
RGMP RGMP Catalyst
6500 RGMP
RGMP RGMP
RGMP
RGMP
RGMP PIM
RGMP
RGMP
ping mtrace UDPTN
Catalyst 6500 Cisco 10S
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W iprgmp
e RGMP
IGMP
PIM RGMP RGMP
CGMP
. RGMP CGMP
RGMP CGMP
RGMP
Router (config-if)# ip rgmp
Router (config-if)#
RGMP
Router (config-if)# no ip rgmp
Router (config-if)#
show running-config 2 VLAN LAN
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ip route-cache flow M

Ip route-cache flow

IP NetFlow ip route-cache flow
NetFlow no

ip route-cache flow

no ip route-cache flow

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
12.2(18)SXD ip flow ingress
NetFlow
NetFlow ip
flow-export destination ip flow-export source
NetFlow ISL /VLAN LAN ATM
ATM LANE IP IP
NetFlow Catalyst 6500 Series Switch Cisco 10S Software Configuration
Guide
N
NetFlow CPU
NetFlow
NetFlow

Router (config-if)# ip route-cache flow
Router (config-if)#
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W ip route-cache flow

Router (config-if)# no ip route-cache flow
Router (config-if)#

ip flow-export destination NetFlow

show ip cache flow NetFlow
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ip sticky-arp ||
ARP ip sticky-arp
ARP no
ip sticky-arp
no ip sticky-arp
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXF 3
Release 12.2(18)SXF ARP  PVLAN
ARP ip sticky-arp
3 ARP ARP show arp
3 ARP
3 ARP
IP
ARP
3 ARP MAC
3 ARP
ARP reboot restart
ARP

Router (config) ip sticky-arp
Router (config)
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Cisco 10S
W ip sticky-arp
ARP

Router (config) no ip sticky-arp
Router (config)
arp SMDS ARP
ip sticky-arp ARP
show arp ARP

Catalyst 6500 Cisco 10S
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ip sticky-arp

Ip sticky-arp

ARP
sticky-arp

ip sticky-arp [ignore]

no ip sticky-arp [ignore]

no

ignore ip sticky-arp

12.2(18)SXF Supervisor Engine 720

PVLAN ARP
sticky-arp ignore

ARP

Router (config-if) ip sticky-arp
Router (config-if)

Router (config-if) no ip sticky-arp
Router (config-if)

ARP

Router (config-if) ip sticky-arp ignore
Router (config-if)

arp SMDS
ARP

ip sticky-arp ARP

show arp ARP
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M ip unnumbered

Ip unnumbered

IP IP
ip unnumbered IP
no

ip unnumbered interface-type number

no ip unnumbered interface-type number

interface-type number IP
unnumbered
VLAN
12.2(18)SXE Supervisor Engine 720
12.2(18)SXF svi
interface-type number show
interfaces up
unnumbered DHCP IP
DHCP option 82
IP unnumbering
[ ]
IP unnumbering
[ ]
ping EXEC SNMP
e unnumbered
e IP unnumbered
VLAN IP unnumbered

Router (config)# interface fastethernetl/0.1
Router (config-subif)# encapsulation dotlg 10
Router (config-subif)# ip unnumbered ethernet 3/0
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ip unnumbered W

IP unnumbered

Router (config)# interface fastethernet 1
Router (config-if)# no ip unnumbered loopback 0
Router (config-if)#

show ipv6 mld snooping explicit-tracking vlan MLDv2
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[ oL-3993-11-J .m



2 Catalyst 6500 Cisco 10S |

Wl ipv6 mfib-cef

Ipv6 mfib-cef

CEF IPv6
ipv6 mfib-cef CEF IPv6
no
ipv6 mfib-cef
no ipvé mfib-cef
12.2(18)SXE Supervisor Engine 720
CEF IPv6 CEF
IPv6
show ipv6 mfib interface
CEF IPv6

Router (config-if) ipvé mfib-cef
Router (config-if)

CEF IPv6

Router (config-if) no ipvé mfib-cef
Router (config-if)

show ipv6 mfib interface  IPv6
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ipv6 mfib hardware-switching Wl

Ipv6 mfib hardware-switching

IPv6 ipv6
mfib hardware-switching no

ipvé mfib hardware-switching [connected | {replication-mode ingress}]

no ipvé mfib hardware-switching [connected | {replication-mode ingress}]

connected

replication-mode ingress

e connected — ACL -TCAM

* replication-mode —

12.2(18)SXE Supervisor Engine 720

PIM SSM PIM Bidir
ipv6 mfib hardware-switching

Router (config) ipvé mfib hardware-switching
Router (config)

Router (config) ipvé mfib hardware-switching replication-mode
Router (config)

show platform software ipv6-multicast IPv6
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l ipv6 mid snooping

Ipv6 mid snooping

MLDv2 ipv6 mld snooping
MLDv2 no

ipvé mld snooping

no ipvé mld snooping

12.2(18)SXE Supervisor Engine 720
MLDv2 PFC3 3
Supervisor Engine 720
MLDv2 IPv6
3 MLDv2
MLDv2

Router (config)# ipvé mld snooping
Router (config) #

show ipv6 mld snooping  MLDv2
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ipvé mld snooping explicit-tracking ||

Ipv6 mld snooping explicit-tracking
ipvé mld snooping explicit-tracking

no

ipvé mld snooping explicit-tracking

no ipvé mld snooping explicit-tracking

12.2(18)SXE Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

MLDv2

Catalyst 6500

VLAN LAN
Catalyst 6500
MLDv2 Catalyst 6500
Catalyst 6500
MLDv2
MLDv2
MLDv2
VLAN
MLDv2 MLDv2
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l ipv6 mid snooping explicit-tracking

Router (config-if)# ipv6é mld snooping explicit-tracking
Router (config-if)#

ipvé mld snooping limit MLDv2

show ipv6 mld snooping explicit-tracking MLDv2
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ipvé mid snooping last-member-query-interval ||

Ipv6 mld snooping last-member-query-interval

MLDv2 ipv6 mld snooping
last-member-query-interval no

ipvé mld snooping last-member-query-interval interval

no ipvé mld snooping last-member-query-interval

interval 100 900
100
1000 1
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
MLDv2
MLDv2

interval Catalyst 6500

100 100 999
900
MLDv2 no ipvé mld snooping last-member-query-interval
0
100 1000 1000

no ipvé mid snooping last-member-query-interval
1000

200

Router (config-if)# ipvé mld snooping last-member-query-interval 200
Router (config-if)#

show ipv6 mld snooping ~ MLDv2
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l ipv6 mid snooping limit

Ipv6 mld snooping limit
MLDv2 ipvé mid snooping limit

no

ipvé mld snooping limit {{I2-entry-limit max-entries} | {rate pps} | {track max-entries}}

no ipvé mld snooping limit {I2-entry-limit | rate | track}

I12-entry-limit max-entries  MLD 2

1 100000
rate pps MLDv2 100

6000 /
track max-entries
0 128000
max-entries 32000
12.2(18)SXE Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
IP IP VLAN
LAN IP

max-entries 0

max-entries Syslog
max-entries

MLD 2

Router (config)# ipv6é mld snooping limit l2-entry-limit 20000
Router (config) #

MLDv2

Router (config)# ipvé mld snooping limit rate 200
Router (config) #
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ipv6 mid snooping limit Wl

Router (config)# ipv6é mld snooping limit track 20000
Router (config) #

Router (config)# no ipvé mld snooping limit rate
Router (config) #

ipvé mld snooping explicit-tracking

show ipv6 mld snooping MLDv2
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W ipv6 mid snooping mrouter

Ipv6 mld snooping mrouter

2 ipvé mld snooping mrouter

ipvé mld snooping mrouter {interface type slot/port}

interface type ethernet fastethernet
gigabitethernet tengigabitethernet

slot/ports

12.2(18)SXE Supervisor Engine 720

mac-address-table static

2

Router (config-if)# ipvé mld snooping mrouter interface fastethernet 5/6
Router (config-if)#

show ipv6 mld snooping ~ MLDv2
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ipvé mid snooping querier M

Ipv6 mld snooping querier

MLDv2 ipv6é mld snooping querier
MLDv2 no

ipvé mld snooping querier

no ipvé mld snooping querier

12.2(18)SXE Supervisor Engine 720
VLAN LAN IPv6
MLDv2 IPv6
VLAN IPv6 MLDv2
IPv6 MLDv2
IPv6 MLDv2
IPv6 MLDv2
MLDv2
IPv6 MLDv2
MLDv2 60
IPv6 MLDv2
MLDv2
MLDv2 VLAN Catalyst 6500
1

VLAN 200 MLDv2

Router# interface vlan 200
Router (config-if)# ipvé mld snooping querier

show ipv6 mld snooping ~ MLDv2
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W ipv6 mid snooping report-suppression

Ipv6 mld snooping report-suppression

VLAN LAN ipvé mld snooping report-suppression
VLAN no

ipvé mld snooping report-suppression

no ipvé mld snooping report-suppression

12.2(18)SXE Supervisor Engine 720

VLAN

Router (config-if)# ipv6é mld snooping report-suppression
Router (config-if)#

Catalyst 6500 Cisco 10S
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ip verify unicast reverse-path W

Ip verify unicast reverse-path

RPF ip verify unicast reverse-path
RPF no
ip verify unicast reverse-path [allow-self-ping] [list]
no ip verify unicast reverse-path [allow-self-ping] [list]
allow-self-ping Catalyst 6500 ping
list IP
1 199 IP
1300 2699
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
ip verify unicast reverse-path Catalyst 6500
IP
IP DosS
S

RPF Catalyst 6500
ip verify unicast reverse-path ACL Catalyst
6500 ACL

Catalyst 6500 RPF
ip verify unicast reverse-path ACL
RPF
Y
RPF
RPF
FIB
RPF EIGRP IP
Catalyst 6500 Cisco 10S

[ oL-3993-11-J



2 Catalyst 6500 Cisco 10S |

M ip verify unicast reverse-path

RPF

RPF

RPF
RPF
RPF

RPF

Router (config-if)# ip verify unicast reverse-path
Router (config-if)#

ip cef CEF

Catalyst 6500 Cisco 10S
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ip verify unicast source reachable-via Wl

Ip verify unicast source reachable-via

RPF ip verify unicast source reachable-via
RPF no

ip verify unicast source reachable-via {rx | any} [allow-default] [allow-self-ping] [list]

no ip verify unicast source reachable-via

rx
any
allow-default
allow-self-ping ping
list IP
1 199 IP 1300 2699
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXF Supervisor Engine 32
RPF 3
e exists-only — FIB
ip verify unicast source
reachable-via any allow-default exists-only
FIB
[ ] any J—
L] I'X J—
~
RPF
RPF
RPF
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M ip wcep group-listen

RPF exist-only

Router (config-if)# ip verify unicast source reachable-via any
Router (config-if)#

ip cef CEF

show running-config 2 VLAN

Ip wcep group-listen

WCCP IP ip weep group-listen
WCCP IP
no

ip weep {web-cache | {service-number | service-name}} group-listen

no ip weep {web-cache | {service-number | service-name}} group-listen

web-cache Web

service-number WCCP 0 99

service-name WCCP web-cache

12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXD1 Supervisor Engine 720

12.2(18)SXF Supervisor Engine 32

ip weep group-listen ip pim mode

Catalyst 6500 Cisco 10S
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ip weep group-listen Il

service-number web-cache

Catalyst 6500
IP Catalyst 6500
e WCCP IP
e |P ip weep {web-cache |
service-number} group-listen
224.1.1.100 Web

router# configure terminal

router (config)# ip wccp web-cache group-address 244.1.1.100
router (config)# interface ethermet 0

router (config-if)# ip wccp web-cache group-listen

ip weep

ip weep redirect WCCP

Catalyst 6500 Cisco 10S
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M ip weep redirect

Ip wcep redirect

WCCP

ip weep redirect WCCP

no

ip weep {web-cache | service-number} redirect {in | out}

no ip weep {web-cache | service-number} redirect {in | out}

web-cache

Web

service-number

reverse proxy

99

redirect

out

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

12.2(18)SXD1

Supervisor Engine 720

12.2(18)SXF

Supervisor Engine 32

ip weep redirect in
WCCP

ip wcep redirect out

WCCP

WCCP

ip weep redirect exclude in
ip weep redirect exclude in

ip weep redirect exclude in

ip weep redirect in

ip weep redirect in

ip weep redirect exclude

12.0

Commands

WCCP
Cisco 10S Release 12.2 Command Reference Cisco 10S System Management
WCCP Commands
Cisco I0S

i Catalyst 6500
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ip weep redirect Ml

Router# configure terminal

Router (config)# ip wcep 99

Router (config)# interface ethermnet 0
Router (config-if)# ip wcep 99 redirect out

0/1 HTTP

Router# configure terminal
Router (config)# ip wccp web-cache
Router (config)# interface ethermet 0/1

Router (config-if)# ip wccp web-cache redirect in

show ip interface  IP

show ip wecep WCCP

Catalyst 6500 Cisco 10S
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B ip wcep web-cache accelerated

Ip wcep web-cache accelerated

WCCP 1 ip weep
web-cache accelerated
no

ip weep web-cache accelerated {[group-address groupaddress] [redirect-list access-list] [group-list
access-list] [password password]}

no ip wcep web-cache accelerated

group-address groupaddress WCCP

redirect-list access-list

group-list access-list

password password

MD5
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXD1 Supervisor Engine 720
12.2(18)SXF Supervisor Engine 32
ACNS 4.2.1
group-address groupaddress
Here I Am I See You

IP

group-address
Here | Am
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ip weep web-cache accelerated W

redirect-list access-list service-name
access-list 1 99
redirect-list
group-list access-list
access-list
1 99
group-list
7
HMAC MD5
WCCP 1

Router (config)# ip wccp web-cache accelerated
Router (config) #

ip wcep version WCCP
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Wl 12protocol-tunnel

|2protocol-tunnel

I2protocol-tunnel
no

I2protocol-tunnel [{cdp | stp | vip}]
no I2protocol-tunnel [{cdp | stp | vip}]

cdp CDP

stp STP

vtp VTP VLAN LAN

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

802.1Q
PortFast BPDU

Router (config-if)# spanning-tree bpdufilter enable
Router (config-if)# spanning-tree portfast

PortFast BPDU

VLAN

LAN 2
switchport
switchport switchport
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I2protocol-tunnel M

Router (config-if)# 1l2protocol-tunnel cdp
Router (config-if)#

Router (config-if)# no l2protocol-tunnel
Protocol tunneling disabled on interface fastEthernet 4/1
Router (config-if)#

show I2protocol-tunnel 1

switchport 2
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Cisco 10S

M 12protocol-tunnel cos

|2protocol-tunnel cos

2
12protocol-tunnel cos

I2protocol-tunnel cos cos-value

no I2protocol-tunnel cos

CoS

cos-value

CoS 0o 7

cos-value 5

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

cos-value

PDU
2 PDU

2 CoS
Catalyst 6500
PDU CoS

PortFast BPDU

Router (config-if)# spanning-tree bpdufilter enable
Router (config-if)# spanning-tree portfast

CoS

CoS

802.1Q

PortFast BPDU

2 CoS

Router (config)# l2protocol-tunnel cos 6

Router (config) #

show I2protocol-tunnel 1

Cisco 10S

i Catalyst 6500
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12protocol-tunnel drop-threshold W

|2protocol-tunnel drop-threshold

I12protocol-tunnel drop-threshold

I2protocol-tunnel drop-threshold [cdp | stp | vtp] packets
no I2protocol-tunnel drop-threshold [cdp | stp | vtp]

cdp CDP

stp STP

vtp VTP VLAN

packets 1 4096

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

802.1Q
PortFast BPDU

Router (config-if)# spanning-tree bpdufilter enable
Router (config-if)# spanning-tree portfast

N

PortFast BPDU

LAN 2
switchport
switchport
switchport

Catalyst 6500 Series Switch Cisco 10S Software
Configuration Guide Configuring IEEE 802.1Q Tunneling and Layer 2 Protocol Tunneling
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M 12protocol-tunnel drop-threshold

Router (config-if)# switchport
Router (config-if)# l2protocol-tunnel drop-threshold 3000
Router (config-if)#

I12protocol-tunnel

I12protocol-tunnel cos 2
CoS

I12protocol-tunnel global drop-threshold

I12protocol-tunnel shutdown-threshold 1
show I2protocol-tunnel 1
switchport 2
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12protocol-tunnel global drop-threshold ||

I2protocol-tunnel global drop-threshold

I2protocol-tunnel global
drop-threshold Catalyst 6500
no

I2protocol-tunnel global drop-threshold threshold

no I2protocol-tunnel global drop-threshold

threshold PDU PDU
100 20000 PDU

12.2(17a)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
2 3 PDU BPDU
CDP VTP VLAN
2
PDU PDU

Router (config)# 1l2protocol-tunnel global drop-threshold 3000
Router (config) #

12protocol-tunnel

I2protocol-tunnel cos 2
CoS

I12protocol-tunnel drop-threshold

I12protocol-tunnel shutdown-threshold 1

show I2protocol-tunnel 1

Catalyst 6500 Cisco 10S
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[ | 12protocol-tunnel shutdown-threshold

I2protocol-tunnel shutdown-threshold

1
I2protocol-tunnel shutdown-threshold
0
no
I2protocol-tunnel shutdown-threshold [cdp | stp | vtp] packets

no I2protocol-tunnel shutdown-threshold [cdp | stp | vtp] packets

cdp CDP
stp STP
vtp VTP VLAN
packets 1 4096
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
packets errdisable
802.1Q
PortFast BPDU
Router (config-if)# spanning-tree bpdufilter enable
Router (config-if)# spanning-tree portfast
S
PortFast BPDU
packets
LAN 2
switchport
switchport
switchport
Catalyst 6500 Series Switch Cisco 10S Software
Configuration Guide Configuring IEEE 802.1Q Tunneling and Layer 2 Protocol Tunneling
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I2protocol-tunnel shutdown-threshold W

1 CDP

Router (config-if)# switchport

Router (config-if)# l2protocol-tunnel shutdown-threshold cdp 200
Router (config-if)#

I12protocol-tunnel

show I2protocol-tunnel 1

switchport 2
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[ oL-3993-11-J



2 Catalyst 6500 Cisco 10S |
H 12 vfi manual
2 VFI 2 VFI
12 vfi manual 2 VFI no
12 vfi name manual
no 12 vfi name manual
name 2 VFI 2 VFI
12.2(18)SXF Supervisor Engine 720
VFI 1 VC
2 VFI
e VPLS VPN ID
. PE
[ ]
2 VFI
* [no] vpn id vpn-id — RFC 2685 VPN ID VPN ID

no

¢ [no] neighbor remote-router-id {encapsulation {I2tpv3 | mpls} | {pw-class pw-name} |

no-split-horizon} —

neighbor
2 VFI 2 VFI VPN
ID
Router (config)# 12 vfi vfitestl manual
Router (config-vfi)# vpn id 303
Catalyst 6500 Cisco 10S
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lacp max-bundle W

lacp max-bundle

LACP lacp max-bundle

no

lacp max-bundle max-bundles

no lacp max-bundle

max-bundles

LACP

12.2(18)SXD Supervisor Engine 720

Router (config-if)# lacp max-bundle 4
Router (config-if)#

show lacp LACP
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M 1acp port-priority

lacp port-priority
lacp port-priority

lacp port-priority priority

priority 1 65535
32768

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX
Catalyst 6500

lacp port-priority

priority
LACP

LACP

Router (config-if)# lacp port-priority 23748
Router (config-if)#

channel-group EtherChannel EtherChannel

channel-protocol

lacp system-priority
show lacp LACP

Catalyst 6500 Cisco 10S
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lacp rate

lacp rate

LACP lacp rate
no

lacp rate {normal | fast}

no lacp rate
normal 30 LACP
fast 1 LACP
90
12.2(18)SXF2 Catalyst 6500
LACP
LACP 1

Router (config-if)# lacp rate fast
Router (config-if)#

show lacp LACP
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M 1acp system-priority

lacp system-priority
lacp system-priority

lacp system-priority priority

priority 1 65535

32768

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX
LACP Catalyst 6500

lacp system-priority
Catalyst 6500
MAC ID

priority LACP

lacp system-priority

Router (config)# lacp system-priority 23748
Router (config) #

channel-group EtherChannel EtherChannel

channel-protocol

lacp port-priority
show lacp LACP
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line W

line
line

line {{first-line-number [ending-line-number]} | {console first-line-number} | {vty {first-line-number
[ending-line-number]}}}

first-line-number

0 1510
ending-line-number
101 1510
console first-line-number 0
vty
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
12.2(18)SXE Supervisor Engine 720
15 1510
DCE
console vty first-line-number ending-line-number
line
console vty line
7 TTY
line tty 7
line
5
line 5
Cisco 10S

Catalyst 6500 Cisco 10S
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H line

show users all

0 2 VTY 1
143
line console 0
0
/
0 9600 9600
5 Cisco 10S Terminal
Services Configuration Guide Configuring Protocol Translation and Virtual Asynchronous Devices
0 4

Router (config)# line vty 0 4
Router (config-line) #

no login 100
Router (config)# line vty 0 99

Router (config-line)# no login
Router (config-line) #

5
0 4

Router (config-line)# no line vty 5
Router (config) #

/

Router (config)# line console 0
Router (config-line)# speed 9600
Router (config-line) #

show line

show users
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link debounce W

link debounce

link debounce

no
link debounce [time time]
no link debounce
time time 100 5000
2-14
2-14
10BASE-FL 300 3100
10/100BASE-TX 300 3100
100BASE-FX 300 3100
10/100/1000BASE-TX 300 3100
1000BASE-TX 300 3100
10 100
WS-X6501-10GEX4 WS-X6502-10GE |10 100
10
WS-X6501-10GEX4 WS-X6502-10GE {1000 3100
10
12.2(14)SX Supervisor Engine 720
12.2(17a)SX
e WS-X6501-10GEX4
e WS-X6502-10GE
12.2(17d)SXB Supervisor Engine 2 12.2 SX
time time 10

time time

link debounce Release 12.2(17a)SX
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M link debounce

¢ WS-X6501-10GEX4
e WS-X6502-10GE

link debounce
link debounce time 100 link debounce

interface GigabitEthernetl/1
no ip address
link debounce

show interfaces debounce

Router (config-if)# link debounce time 100
Router (config-if)#

show interfaces debounce
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load-interval W

load-interval

load-interval
no

load-interval seconds

no load-interval

seconds 30 600 30

300 5

DLCI

12.2(18)SXF Supervisor Engine 720

5 300

30
30

5 300
load-interval show interface show
frame-relay pvc

load-interval

Router (config)# interface serial 0
Router (config-if)# load-interval 30

DLCI 100 PvC 60

Router (config)# interface serial 1/1

Router (config-if# encapsulation frame-relay ietf
Router (config-if)# frame-relay interface-dlci 100
Router (config-fr-dlci)# load-interval 60
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H 1ogging event link-status
show frame-relay pvc PVC
logging event link-status
link-status
logging event link-status link-status

no

logging event link-status {default | boot}

no logging event link-status {default | boot}

default

state-change

boot
state-change

state-change

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

link-status
boot

logging event link-status default
Catalyst 6500
state-change
logging event link-status boot

logging event link-status default

link-status boot

logging event link-status
logging event link-status default

no logging event link-status boot

logging event link-status default no

no logging event
state-change

logging event link-status boot

Cisco 10S
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logging event link-status

state-change

Router (config)# logging event link-status default
Router (config) #

state-change

Router (config)# logging event link-status boot
Router (config) #

state-change

Router (config)# no logging event link-status default
Router (config) #

state-change

Router (config)# no logging event link-status boot
Router (config) #

show running-config 2 VLAN LAN
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H 1ogging event link-status
logging event link-status
link-status logging event
link-status link-status

no

logging event link-status

no logging event link-status

state-change

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

state-change

logging event link-status
state-change
logging event link-status

state-change
Router (config-if)# logging event link-status
Router (config-if) #

state-change
Router (config-if)# no logging event link-status default
Router (config-if)#
show running-config 2 VLAN LAN
Catalyst 6500 Cisco 10S
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logging event subif-link-status W

logging event subif-link-status

link-status logging
event subif-link-status link-status
no

logging event subif-link-status

no logging event subif-link-status

state-change

12.2(17d)SXB Supervisor Engine 2 12.2 SX

12.2(18)SXF2

e Supervisor Engine 720
* SPA-2GE SIP-400

OSM-GE-WAN
e SIP
e LAN

state-change
logging event subif-link-status

state-change
logging event link-status

state-change
logging event link-status

state-change

Router (config-if)# logging event subif-link-status
Router (config-if)#

state-change

Router (config-if)# no logging event subif-link-status
Router (config-if)#
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M logging ip access-list cache

show running-config 2 VLAN LAN

logging ip access-list cache

OAL logging ip access-list cache
no

logging ip access-list cache {{entries entries} | {interval seconds} | {rate-limit pps} |
{threshold packets}}

no logging ip access-list cache [entries | interval | rate-limit | threshold]

entries entries

0 1048576
interval seconds Syslog 5
86400
rate-limit pps / 10
1000000 pps
threshold packets Syslog
1 1000000

e entries — 8000
e seconds — 300 5
e rate-limitpps—0

e threshold packets — 0

12.2(17d)SXB Supervisor Engine 720

Supervisor Engine 720 Catalyst 6500

OAL 1Pv4
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logging ip access-list cache

OAL VACL OAL
OAL SPAN

update-interval seconds

no logging ip access-list cache

OAL ICMP

Router (config)# logging ip access-list cache entries 200
Router (config) #

Router (config)# logging ip access-list cache interval 350
Router (config) #

/

Router (config)# logging ip access-list cache rate-limit 100
Router (config) #

Router (config)# logging ip access-list cache threshold 125
Router (config) #

VACL

clear logging ip access-list cache OAL
syslog
logging ip access-list cache OAL
show logging ip access-list IP
Catalyst 6500 Cisco 10S
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M logging ip access-list cache

logging ip access-list cache

OAL logging
ip access-list cache OAL no

logging ip access-list cache [in | out]

no logging ip access-list cache

in OAL
out OAL

12.2(17d)SXB Supervisor Engine 720

Supervisor Engine 720 Catalyst 6500

ACL log
OAL

ICMP 0

PFC3A

OAL 1Pv4

OAL VACL OAL VACL
OAL SPAN

update-interval seconds

no logging ip access-list cache

OAL

Router (config-if)# logging ip access-list cache in
Router (config-if)#

Catalyst 6500 Cisco 10S
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logging ip access-list cache

OAL

Router (config-if)# logging ip access-1list cache out
Router (config-if)#

clear logging ip access-list cache OAL
syslog
logging ip access-list cache OAL
show logging ip access-list IP
Catalyst 6500 Cisco 10S
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M mac access-list extended

mac access-list extended

MAC
mac access-list extended MAC
no

mac access-list extended name

no mac access-list extended name

name ACL

ACL

12.2(14)SX Supervisor Engine 720
12.2(17b)SXA

e vlanvlan cos value
° |p
12.2(17d)SXB Supervisor Engine 2 12.2 SX
ACL
. 31 a z A Z 0 9 - _
] ACL
. all default-action map help
editbuffer
MAC IPX DECnet AppleTalk VINES XNS
ACL MAC ACL IPX PFC3
PFC3 EtherType 0x8137 MAC
IPX ipx-arpa ipx-non-arpa
mac access-list extended name MAC

[no] {permit | deny} {{src-mac mask | any} {dest-mac mask} | any} [protocol [vlan vlan] [cos value]]

vlan vlan cos value Release 12.2(17b)SXA
PFC3BXL PFC3B
vlan vlan cos value MAC VACL
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Cisco I0S

2-15 mac access-list extended

2-15 mac access-list extended

mac access-list extended W

no

permit

deny

src-mac mask

MAC

source-mac-address source-mac-address-mask

any

dest-mac mask

MAC

dest-mac-address dest-mac-address-mask

protocol

vlan vlan

VLAN LAN ID

0 4095

cos value

CoS

e 0x0-OXFFFF — EtherType 16

e aarp — EtherType AppleTalk ARP

e amber — EtherType DEC-Amber

e appletalk — EtherType AppleTalk/EtherTalk
¢ dec-spanning — EtherType DEC-Spanning-Tree
¢ decnet-iv — EtherType DECnet Phase IV

e diagnostic — EtherType DEC-Diagnostic

e dsm — EtherType DEC-DSM

e etype-6000 — EtherType 0x6000

e etype-8042 — EtherType 0x8042

e ip — EtherType 0x0800

* ipx-arpa— IPX arpa

e ipx-non-arpa — IPX non arpa
e lat— EtherType DEC-LAT
e lavc-sca — EtherType DEC-LAVC-SCA

e mop-console — EtherType

e mop-dump — EtherType DEC-MOP Dump
* msdos — EtherType DEC-MSDOS

e mumps — EtherType DEC-MUMPS

* netbios — EtherType DEC-NETBIOS

* vines-echo — EtherType VINES Echo

e vines-ip — EtherType VINES IP

* xns-idp — EtherType XNS IDP

Catalyst 6500
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M mac access-list extended

src-mac mask dest-mac mask
e MAC 0030.9629.9f84 16 3 4
e MAC 16 3 4 1
0000.0000.0000 0.0.0
o protocol EtherType
e protocol
. permit any any
deny any any
EtherType 0x800 IP IP
IP ACL
mac access-list extended ip ACE
EtherType 0x800 IP
IP
0000.4700.0001 0000.4700.0009 mac_layer
MAC

Router (config)# mac access-list extended mac_layer
Router (config-ext-macl)# deny 0000.4700.0001 0.0.0 0000.4700.0009 0.0.0 dsm
Router (config-ext-macl)# permit any any

show mac-address-table MAC
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mac-address-table aging-time W

mac-address-table aging-time

2 mac-address-table aging-time
no

mac-address-table aging-time seconds [routed-mac | vlan vlan-id]

no mac-address-table aging-time seconds [routed-mac | vlan vlan-id]

seconds 0 5 1000000
routed-mac MAC
vlan vlan-id VLAN LAN
1 4094
300
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE Supervisor Engine 720 routed-mac
12.2(18)SXF5 seconds 10 5
VLAN VLAN
0
MAC RM MAC
routed-mac

Router (config)# mac-address-table aging-time 400
Router (config) #

RM

Router (config) # mac-address-table aging-time 500 routed-mac
Router (config) #

Router (config)# mac-address-table aging-time 0
Router (config)
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Bl mac-address-table learning

show mac-address-table MAC

mac-address-table learning

MAC mac-address-table
learning no

[default] mac-address-table learning {{vlan vlan-id} | {interface interface slot/port}} [module num]

no mac-address-table learning {{vlan vlan-id} | {interface interface slot/port}} [module num]

default
vlan vlan-id MAC VLAN LAN
VLAN 1 4094
interface MAC
interface slot/port
module num
VLAN Catalyst 6500
DFC VLAN
MAC
12.2(18)SXE Supervisor Engine 720
DFC module num
vlan vlan-id VLAN vlan vlan-id

interface interface slot/port

DFC interface interface slot/port
DFC
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mac-address-table learning Wl

MAC

Router (config)# mac-address-table learning vlan 100
Router (config)#

MAC

Router (config)# mac-address-table learning vlan 100 module 4
Router (config)#

MAC

Router (config)# no mac-address-table learning vlan 100
Router (config)#

MAC

Router (config)# mac-address-table learning vlan 100
Router (config)#

MAC

Router (config)# mac-address-table learning interface FastEthernet 3/48 module 4
Router (config)#

MAC

Router (config)# no mac-address-table learning interface FastEthernet 3/48
Router (config)#

show mac-address-table learning MAC
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MW mac-address-table limit

mac-address-table limit

MAC mac-address-table limit
MAC no

mac-address-table limit [maximum num] [action {warning | limit | shutdown}] [notification {syslog
| trap | both}]

mac-address-table limit [{vlan vlan} | {interface type mod/port}] [maximum num] [action {warning |
limit | shutdown}] [flood]

no mac-address-table limit [vlan vlan] [maximum | action]

maximum num EARL VLAN LAN MAC
5 32000 MAC

action

warning Syslog 1

limit Syslog MAC
shutdown Syslog VLAN
notification

syslog Syslog

trap

both Syslog

vlan vlan VLAN MAC

interface type mod/port MAC

flood VLAN

e maximumnum 500 MAC
e action warning

e notification  syslog

12.2(17b)SXA Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
12.2(18)SXD1 vlan vlan VLAN MAC
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mac-address-table limit W

12.2(18)SXE interface type mod/port
MAC

Supervisor Engine 32 Catalyst 6500

MAC

mac-address-table limit [maximum num] [action {warning | limit | shutdown}] [notification {syslog
| trap | both}]

VLAN MAC
mac-address-table limit [vlan vlan] [maximum num] [action {warning | limit | shutdown}] [flood]
MAC

mac-address-table limit [interface type mod/port] [maximum num] [action {warning | limit |
shutdown}] [flood]

VLAN MAC VLAN MAC MAC
mac-address-table limit

MAC VLAN EARL

VLAN MAC MAC VLAN

flood VLAN

limit flood

shutdown VLAN CLI

MAC

Router (config)# mac-address-table limit
Router (config) #

VLAN MAC

Router (config)# mac-address-table limit vlan 501 maximum 50 action shutdown
Router (config) #

show mac-address-table limit MAC
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Bl mac-address-table notification mac-move

mac-address-table notification mac-move

MAC mac-address-table notification
mac-move MAC no

mac-address-table notification mac-move

no mac-address-table notification mac-move

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
MAC MAC Syslog
MAC CAM MAC CAM
MAC
MAC
MAC

Router (config)# mac-address-table notification mac-move
Router (config) #

MAC

Router (config)# no mac-address-table notification mac-move
Router (config) #

show mac-address-table notification mac-move MAC
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mac-address-table notification threshold W

mac-address-table notification threshold

CAM mac-address-table
notification threshold CAM
no

mac-address-table notification threshold {limit percentage} {interval time}

no mac-address-table notification threshold

limit percentage CAM 1 100%

interval time 120

* percentage 50%

e time 120
12.2(18)SXE Supervisor Engine 720
CAM CAM
CAM
CAM

Router (config)# mac-address-table notification threshold
Router (config) #

CAM

Router (config)# mac-address-table notification threshold limit 20 interval 200
Router (config) #

CAM

Router (config)# no mac-address-table notification threshold
Router (config) #

show mac-address-table notification threshold MAC
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Bl mac-address-table static
mac-address-table static
MAC
IGMP MAC

mac-address-table static

no

mac-address-table static mac-addr vlan vlan-id {interface type | drop [disable-snooping]}
[dlci dlci | pve vpilvci] [auto-learn | disable-snooping] [protocol {ip | ipv6 | ipx | assigned}]

no mac-address-table static mac-addr {vlan vlan-id} {interface type} [disable-snooping] [dlci dici |

pvc vpilvci]
max-addr MAC
vlan vlan-id VLAN LAN
1 4094
interface type /
drop VLAN MAC
disable-snooping MAC IGMP
dlci dlci MAC DLCI
16 1007
pvc vpi/vci MAC PVC
auto-learn
protocol
ip IP
ipv6 IPV6
ipx IPX
assigned DECnet Banyan VINES AppleTalk
12.2(14)SX Supervisor Engine 720
12.2(17a)SX mac-address-table static mac-addr {vlan vlan-id} drop
MAC
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S
mac-address-table static W
12.2(18)SXE Supervisor Engine 720
e |Pv6 MAC
e dlci dlci pvc vpi/vci MAC
DLCI ATM PVC
no
[ ]
] IGMP
e MAC DLCI ATM PVC
dlci dlci
pvc vpilvci ATM
pvc vpi/vci VPI VCI
MAC MAC
MAC auto-learn
Svi 21DB
ipx
1 15
4
no MAC
MAC interface type
mac-address-table static mac-addr {vlan vlan-id} {interface type} disable-snooping
MAC /VLAN
MAC mac-address-table
static mac-addr {vlan vlan-id} {interface type} disable-snooping
mac-address-table static mac-addr {vlan vlan-id} drop MAC
Catalyst 6500 Cisco 10S
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M mac-address-table static

Cisco 10S Release 12.2(18)SXE ATM

VLAN ID

Router (config)# mac-address-table static 000C.0203.0405 vlan 101 interface ATM6/1
Router (config) #

Cisco 10S Release 12.2(18)SXE
dlci dici ATM pvc vpi/vci

Router (config)# mac-address-table static 000C.0203.0405 vlan 101 interface ATM6/1
pvc6/101
Router (config) #

dlci dici MAC
VLAN DLCI
ATM pvc vpilvci MAC
VLAN PVC
MAC
dlci dlci pvc vpi/vci
MAC

Router (config)# mac-address-table static 0050.3e8d.6400 vlian 100 interface
fastethernet5/7
Router (config) #

IGMP MAC

Router (config) # mac-address-table static 0050.3e8d.6400 vlian 100 interface
fastethernet5/7 disable-snooping
Router (config) #

ATM PVC DLCI MAC

Router (config)# mac-address-table static 0C01.0203.0405 vlan 101 interface ATM6/1 pvc
6/101

Router (config) # mac-address-table static 0C01.0203.0406 vlan 202 interface POS4/2 dlci
200

Router (config) #

show mac-address-table MAC

Catalyst 6500 Cisco 10S
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mac-address-table synchronize | |

mac-address-table synchronize

PFC DFC
2 MAC
mac-address-table synchronize MAC
no
mac-address-table synchronize [activity-time seconds]
no mac-address-table synchronize [activity-time seconds]
activity-time seconds
160 320 640
e WS-X6708-10GE
e activity-time 160
12.2(18)SXF Supervisor Engine 720
WS-X6708-10GE
12.2(18)SXF5 WS-X6708-10GE
2 2
EtherChannel EtherChannel VLAN LAN
2

Router (config)# mac-address-table synchronize activity-time 320

Router (config) #

show mac-address-table synchronize statistics MAC

Catalyst 6500 Cisco 10S
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Bl mac-address-table unicast-flood

mac-address-table unicast-flood

mac-address-table unicast-flood

no
mac-address-table unicast-flood {limit kfps} {vlan vlan-id} {filter timeout | alert | shutdown}

no mac-address-table unicast-flood {limit kfps} {vlan vlan}

limit kfps MAC VLAN
LAN 1 4000
Kfps

vlan vlan-id VLAN 1 4094

filter timeout
1 34560

alert

shutdown

12.2(17d)SXB Supervisor Engine 2 12.2 SX

Supervisor Engine 2 Catalyst 6500

e limit kfps 10 Kfps
o filter timeout 5

shutdown

alert

shutdown

err-disable

Catalyst 6500 Cisco 10S
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3000 fps

mac packet-classify W

Router (config)# mac-address-table unicast-flood limit 3 vlan 125 alert

Router (config) #

show mac-address-table unicast-flood

MAC

mac packet-classify

3 2

mac packet-classify

no mac packet-classify

mac packet-classify

no

12.2(18)SXD

Supervisor Engine 720

Release 12.2(18)SXD PFC3BXL PFC3B
MAC ACL
MAC ACL MAC
IPv4 IPv6 MPLS
MAC ACL
MAC ACL QoS
U 3 VLAN LAN
e EOMPLS LAN
e EOMPLS LAN
MAC ACL QoS MAC ACL
MAC
MAC ACL QoS
MAC ACL IP ACL
Catalyst 6500 Cisco 10S
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B  mac packet-classify

mac packet-classify

mac packet-classify 3 2 IP

802.1Q CoS VLAN EtherType MAC

3 2

Router (config-if)# mac packet-classify
Router (config-if)#

Router (config-if)# no mac packet-classify
Router (config-if)#

mac packet-classify use vlan VLAN QoS MAC ACL

Catalyst 6500 Cisco 10S
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mac packet-classify use vian Wl

mac packet-classify use vlian

MAC ACL VLAN LAN QoS
mac packet-classify use vlan
no

mac packet-classify use vlan

no mac packet-classify use vlan

12.2(18)SXD Supervisor Engine 720
Release 12.2(18)SXD PFC3BXL PFC3B
MAC ACL MAC ACL
MAC IPv4
IPv6 MPLS MAC ACL

2 SAP IS-1S IPX QoS
2 VLAN no mac packet-classify use vlan
VLAN QoS ARPA 2 IS-1S IPX

VLAN QoS MAC ACL

Router (config)# mac packet-classify use vlan
Router (config)

VLAN QoS MAC ACL

Router (config)# no mac packet-classify use vlan
Router (config)

mac packet-classify 2 3

Catalyst 6500 Cisco 10S
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B match
match
VLAN LAN 1 ACL
match match match
IP IPX MAC ACL
match no

match {ip address {acl-number | acl-name}} | {ipx address {acl-number | acl-name} | {mac address

acl-name}}

no match {ip address {acl-number | acl-name}} | {ipx address {acl-number | acl-name} | {mac address

acl-name}}

ip address acl-number VLAN IP ACL
199 1300 2699

ip address acl-name IP ACL
ipx address acl-number VLAN IPXACL 1

800 999
ipx address acl-name IPX ACL
mac address acl-name VLAN MACACL 1
VLAN
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE Supervisor Engine 720 protocol ip

protocol ipv6

match ipx address match mac address WAN VLAN
VACL IPX ACL IPX
MAC IP IPX IP IPX
IP IPX  match
VACL VLAN VLAN VLAN
CLI PFC
QoS
e match cos
Catalyst 6500 Cisco 10S
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match W

* match any

e match class-map

* match destination-address
* match input-interface

e match qos-group

* match source-address

Catalyst 6500 Series Switch Cisco IOS Software
Configuration Guide

match Cisco 10S Release 12.2 Command Reference

VLAN match

Router (config)# vlan access-map ganymede 10
Router (config-access-map) # match ip address 13
Router (config-access-map) #

action action

port access-map

show vlan access-map VLAN

vlan access-map VLAN VLAN

Catalyst 6500 Cisco 10S
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Ml match protocol

match protocol

match protocol

no

match protocol {ip | ipv6}
no match protocol {ip | ipv6}

ip IP
ipvé IPv6
12.2(18)SXE Supervisor Engine 720
match protocol NBAR
MSFC2 2
ACL
QoS EXP
match protocol
match protocol class-map
NBAR NBAR

Cisco 10S Quality of Service Solutions Configuration Guide
Classification

Router (config)# class-map ip
Router (config-cmap)# match protocol ip

Catalyst 6500 Cisco 10S
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maxconns

Maxconns

maxconns
no

maxconns number-conns

no maxconns

number-conns 0
4294967295

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

number-conns 0

Router (config-if)# maxconns 49672
Router (config-if)#

Router (config-if)# no maxconns
Router (config-if)#

faildetect numconns

inservice Cisco IOS SLB

reassign SYN

retry

Catalyst 6500 Cisco 10S
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W maximum-paths

maximume-paths

IP

maximum-paths no
maximum-paths maximum
no maximum-paths
maximum IP
1 8
e BGP 1
. IP 4
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
2
Router (config-router) # maximum-paths 2
Router (config-router)
Cisco I0S
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mdix auto W

Media-Dependent Interface crossover MDIX;
mdix auto
no

mdix auto

no mdix auto
EXEC
12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

e WS-X6524-100FX-MM
* WS-X6548-RJ-45
e WS-X6548-RJ-21

MDIX

Router# mdix auto
Router#

MDIX

Router# no mdix auto
Router#

Catalyst 6500 Cisco 10S
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W mdt data

mdt data

MDT
mdt data
no

mdt data group-address-range wildcard-bits [threshold threshold-value] [list access-list]

no mdt data group-address-range wildcard-bits [threshold threshold-value] [list access-list]

group-address-range 224.0.0.1
239.255.255.255

wildcard-bits

threshold threshold-value 1
4294967

list access-list

VRF

12.2(18)SXE Supervisor Engine 720

MDT VPN 256
MDT IP

MDT

Router (config-vrf)# mdt data 232.0.1.0 0.0.0.255 threshold 500 list 101
Router (config-vrf) #

mdt default VRF VPN / MDT

Catalyst 6500 Cisco 10S
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mdt default W

mdt default

VRF VPN / MDT VRF
mdt default
no

mdt default group-address

no mdt default group-address

group-address MDT IP
VRF
12.2(18)SXE Supervisor Engine 720
MDT VPN Provider-Edge PE
PE group-address
ID PE
MDT SSM IP BGP

group-address

VRF MDT

Router (config-vrf)# mdt default 232.0.0.1
Router (config-vrf) #

mdt data MDT

Catalyst 6500 Cisco 10S
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B mdt log-reuse

mdt log-reuse

MDT VRF
mdt log-reuse
no

mdt log-reuse

no mdt log-reuse

VRF

12.2(18)SXE Supervisor Engine 720

mdt log-reuse MDT Syslog
MDT

Router (config-vrf)# mdt log-reuse
Router (config-vrf)#

mdt data MDT

mdt default VRF MDT

Catalyst 6500 Cisco 10S
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media-type W

media-type

media-type
no

media-type {rj45 | sfp}
rj45 RJ-45
sfp Small Form-Factor Pluggable SFP
sfp
12.2(14)SX Supervisor Engine 720
Supervisor Engine 720 Catalyst 6500
Supervisor Engine 720 1 SFP 1
Supervisor Engine 720 2 RJ-45 SFP 1

5 Supervisor Engine 720 2 RJ45

Router (config)# interface gigabitethernet 5/2
Router (config-if)# media-type rj45

Catalyst 6500 Cisco 10S
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M mkdir diskO:

mkdir diskO:

mkdir disk0:

mkdir diskO:

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

mkdir diskO:

dir

rmdir

newdir

Router# mkdir diskO:

Create directory filename [ ]? newdir
Created dir disk0O: newdir

Router#

cd
dir

rmdir C

i Catalyst 6500 Cisco 10S
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mis aclmerge algorithm ||

mls aclmerge algorithm

ACL mls aclmerge algorithm

mls aclmerge algorithm {bdd | odm}

bdd BDD
odm Order-Dependent Merge ODM
bdd
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 720 Catalyst 6500
BDD ACL TCAM
TCAM
Supervisor Engine 720 Catalyst 6500 ODM ACL
ODM ACL ODM TCAM
S
ODM ACL ACL QoS
ACL
ACL
show fm summary
BDD ACL ACL

Router (config)# mls aclmerge algorithm bdd

The algorithm chosen will take effect for new ACLs which are being applied, not
for already applied ACLs.

Router (config)

Catalyst 6500 Cisco 10S
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Hl mis acimerge algorithm

ODM ACL ACL

Router (config)# mls aclmerge algorithm odm

The algorithm chosen will take effect for new ACLs which are being applied,
for already applied ACLs.

Router (config) #

not

show fm summary

i Catalyst 6500 Cisco 10S
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mls acl tcam default-result

mis acl tcam default-resuit Wl

ACL TCAM
default-result

mls acl tcam default-result {permit | deny | bridge}

no mls acl tcam default-result

mls acl tcam
no

permit

deny

bridge 3 Rendezvous Point RP;

deny

12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

ACL ACL
ACL
deny

mls acl tcam default-result permit

ACL TCAM

Router (config)# mls acl tcam default-result permit
Router (config) #

ACL TCAM

Router (config)# mls acl tcam default-result deny
Router (config) #

ACL TCAM 3 RP

Router (config)# mls acl tcam default-result bridge
Router (config) #

Catalyst 6500 Cisco 10S
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[ oL-3993-11-J



2 Catalyst 6500 Cisco 10S |

Ml mis acl tcam share-global

mls acl tcam share-global

ACL mls acl tcam

share-global
no

mls acl tcam share-global

no mls acl tcam share-global

12.2(18)SXE Supervisor Engine 720
DFC 1 / DFC ACL
DFC
ACL
Router (config)# mls acl tcam share-global
Router (config) #
Cisco 10S
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mls aging fast

3 fast
MLS fast
no

mls aging fast [{threshold packet-count} [{time seconds}]]
mls aging fast [{time seconds} [{threshold packet-count}]]

no mls aging fast

mis aging fast Wl

mls aging fast

threshold packet-count 3 fast fast
1 128

time seconds
128

e fast

e fast packet-count 100
32

seconds

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

NetFlow
NetFlow

MLS fast

Router (config)# mls aging fast threshold 50
Router (config) #

show mls netflow NetFlow

Catalyst 6500 Cisco 10S
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B mis aging long
3 long mls aging
long MLS long
no
mls aging long seconds
no mls aging long
seconds 3 long 64 1920
1920
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
NetFlow
NetFlow
MLS long
Router (config)# mls aging long 800
Router (config) #
show mls netflow  NetFlow
Catalyst 6500 Cisco 10S
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mis aging normal Il

mls aging normal

3 normal mls aging
normal MLS normal

no

mls aging normal seconds

no mls aging normal

seconds 3 normal 32 4092
300
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
NetFlow
NetFlow
MLS normal

Router (config)# mls aging normal 200
Router (config) #

show mls netflow  NetFlow

Catalyst 6500 Cisco 10S
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H mis cef maximum-routes

mls cef maximum-routes

mls cef
maximum-routes no
mls cef maximum-routes {ip maximum-routes} | {ip-multicast maximum-routes} |
{ipv6 maximum-routes} | {mpls maximum-routes}
no mls cef maximum-routes {ip | ip-multicast | ipv6 | mpls}
ip IP
maximum-routes
ip-multicast
ipvé IPv6
mpls MPLS
o XL
IPv4 MPLS — 512,000
IPv6 IPv4 — 256,000
. XL
IPv4 MPLS — 192,000
IPv6 IPv4 — 32,000
Y
XL XL
12.2(17b)SXA Supervisor Engine 720
N
MLS CEF
Catalyst 6500 Catalyst 6500

Catalyst 6500 Cisco 10S
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Supervisor Engine 2 Catalyst 6500

mls cef maximum-routes

XL XL PFC

XL

* WS-F6K-PFC3BXL
e WS-F6K-DFC3BXL
¢ WS-F6700-DFC3BXL

XL
¢ WS-F6K-PFC3A

e WS-F6K-DFC3A
* WS-F6700-DFC3A

mis cef maximum-routes W

DFC

max-routes XL XL
e XL
IP MPLS — 1,007,000
IP IPv6 — 503,000
o XL
IP MPLS — 239,000
IP IPv6 — 119,000
Y
Router (config)# mls cef maximum-routes ip 4
4 4096 IP 1024 =< 4 = 4096
RPR
5
show mls cef
maximum-routes
Catalyst 6500 Cisco 10S
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H mis cef maximum-routes

Router (config)# mls cef maximum-routes ip 100
Router (config) #

Router (config)# no mls cef maximum-routes ip
Router (config) #

show mls cef maximum-routes

Catalyst 6500 Cisco 10S
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mis cef tunnel fragment W

mls cef tunnel fragment

mls cef tunnel fragment
no

mls cef tunnel fragment

no mls cef tunnel fragment

12.2(18)SXF Supervisor Engine 720

MTU

Router (config)# mls cef tunnel fragment
Router (config) #

Router (config)# no mls cef tunnel fragment
Router (config) #

show mls cef tunnel fragment

Catalyst 6500 Cisco 10S
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Cisco 10S |

Ml mis erm priority

mls erm priority

mls erm priority no
mls erm priority {ipv4 value} {ipv6 value} {mpls value}
no mls erm priority {ipv4} {ipv6} {mpls}

ipv4 IPv4
value 1 3
ipv6 IPv6
mpls MPLS

e ipv4d 1

e ipv6 2

e mpls 3

12.2(14)SX Supervisor Engine 720

12.2(17a)SX ipvé

12.2(17b)SXA mpls

Supervisor Engine 2 Catalyst 6500

value

FIB FIB ERM
FIB ERM FIB
FIB
FIB
Cisco I0S
OL-3993-11-J |
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mis erm priority W

ERM

Router (config)# mls erm priority ipv4 1 ipv6 2 mpls 3
Router (config) #

Router (config)# no mls erm priority ipv4 ipvé mpls
Router (config) #

show mls cef exception CEF

Catalyst 6500 Cisco 10S
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Wl mis exclude protocol

mls exclude protocol

mls exclude protocol

no

mls exclude protocol {{both | tcp | udp}{port port-number}}

no mls exclude
both UDP TCP
tep TCP
udp UDP
port port-number 1 65535
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

69 UDP MLS

Router (config)# mls exclude protocol udp port 69
Router (config) #

show mls ip multicast MLS IP
show mls ipx MLS IPX

Catalyst 6500 Cisco 10S
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Cisco I0S

mls flow

NDE NetFlow

mis flow H

mls flow
no

mls flow {{ip | ipv6} {destination | destination-source | full | interface-destination-source
interface-full | source}}

no mis flow {ip | ipv6}

ip MLS IP
ipvé MLS IPv6
destination 3 IP
destination-source 3 IP
full 3 IP IP
UDP TCP
interface-destination- 3
source VLAN LAN
interface-full 3
VLAN
source
e Supervisor Engine 2 Catalyst 6500 destination
* Supervisor Engine 720 Catalyst 6500 NDE
12.2(14)SX Supervisor Engine 720
12.2(17b)SXA ipvé
12.2(17d)SXB Supervisor Engine 2 12.2 SX
MLS IP
Router (config)# mls flow ip full
Router (config) #
Catalyst 6500
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B misip

show mls netflow NetFlow

mls ip

MLS IP
mls ip MLS IP

no

mls ip

no mis ip

12.2(17d)SXB Supervisor Engine 2 12.2SX

Supervisor Engine 720 Catalyst 6500

MLS IP

Router (config-if)# mls ip
Router (config-if)#

mis rp ip MLS IP

show mls ip multicast MLS IP

Catalyst 6500 Cisco 10S
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mls ip acl port expand

4 ACL
expand ACL
no

mls ip acl port expand

no mls ip acl port expand

mis ip acl port expand W

mls ip acl port

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 2 Catalyst 6500

4 ACL

Router (config)# mls ip acl port expand
Router (config) #

Catalyst 6500

Cisco 10S
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B mis ip cef accounting per-prefix

mls ip cef accounting per-prefix

MLS
mls ip cef accounting per-prefix MLS
no

mls ip cef accounting per-prefix prefix-entry prefix-entry-mask [instance-name]

no mls ip cef accounting per-prefix

prefix AB.C.D

prefix-entry-mask AB.C.D

instance-name VPN /

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2SX
MLS

Router (config)# mls ip cef accounting per-prefix 172.20.52.18 255.255.255.255
Router (config) #

MLS

Router (config)# no mls ip cef accounting per-prefix
Router (config) #

show mls cef ip accounting per-prefix

Catalyst 6500 Cisco 10S
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mls ip cef load-sharing

CEF mls ip cef load-sharing

no

mis ip cef load-sharing W

mls ip cef load-sharing [full [exclude-port {destination | source}]] [simple]

no mls ip cef load-sharing

full / 4 1P/ IP
3 CEF
exclude-port destination 4
IP/ IP 3
exclude-port source 4
IP/ IP 3
simple CEF
IP ID

12.2SX

12.2(17d)SXB Supervisor Engine 2

12.2(17d)SXB2

e simple

Supervisor Engine 720

12.2(18)SXE Supervisor Engine 720

source

exclude-port destination

mls ip cef load-sharing IPv4  IPV6
mils ip cef load-sharing

e mls ip cef load-sharing full —
* mls ip cef load-sharing full simple —

* mlsip cef load-sharing simple —

MPLS

3

Catalyst 6500 Series Switch Cisco 10S Software Configuration Guide

Catalyst 6500

Cisco 10S
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Ml mis ip cef load-sharing

Router (config)# mls ip cef load-sharing full
Router (config) #

3

Router (config)# mls ip cef load-sharing full exclude-port destination
Router (config) #

3

Router (config)# mls ip cef load-sharing full exclude-port source
Router (config) #

Router (config)# no mls ip cef load-sharing
Router (config) #

show mils cef ip MLS 3

Catalyst 6500 Cisco 10S
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mis ip cef rate-limit W

mls ip cef rate-limit

CEF mls ip cef rate-limit
CEF
no

mls ip cef rate-limit pps

no mls ip cef rate-limit

pps
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
e Supervisor Engine 2 Catalyst 6500 1 1000000
e Supervisor Engine 720 Catalyst 6500 0 1000000
DoS PFC
MSFC
DoS
mls ip cef rate-limit
MSFC DoS
CEF
o IP
e ARP
IP ARP

Catalyst 6500 Series Switch Cisco 10S Software Configuration Guide
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W mis ip cef rate-limit

Router (config)# mls ip cef rate-limit 50000
Router (config) #

show mls cef ip MLS 3

Catalyst 6500 Cisco 10S
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mis ip cef rpf interface-group M

mls ip cef rpf interface-group

RPF_VLAN mls ip cef rpf interface-group
no

mls ip cef rpf interface-group group-number interfacel interface2 interface3 [...]

no mils ip cef rpf interface-group group-number interfacel interface2 interface3 [...]

group-number 1 4
interface
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
1 3 6

4 4

RPF_VLAN
interface  interface-typemod/port
interface-type mod/port

Router (config)# mls ip cef rpf interface-group 0 F2/1 F2/2 F2/3 F2/4 F2/5 F2/6

Router (config) #

Catalyst 6500 Cisco 10S
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Wl mis ip cef rpf multipath

mls ip cef rpf multipath

RPF mis ip cef rpf multipath
no

mls ip cef rpf multipath {interface-group | punt | pass}

interface-group RPF
punt RPF
pass RPF
punt
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
interface-group pass RPF RPF_VLAN
RPF
RPF_VLAN mls ip cef rpf multipath
interface-group 1 3 6
4
4 RPF_VLAN
4 2
FIB RPF_VLAN
RPF

Router (config)# mls ip cef rpf multipath interface-group
Router (config) #

show mls cef ip MLS 3

Catalyst 6500 Cisco 10S
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mis ip delete-threshold W

mls ip delete-threshold

ACL mls ip delete-threshold

mls ip delete-threshold acl-num

acl-num ACL 1 10000
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
mls ip delete-threshold mls ip reflexive ndr-entry tcam
ACL

Router (config)# mls ip delete-threshold 223
Router (config) #

mls ip install-threshold ACL

mls ip reflexive ndr-entry tcam  NDR TCP/UDP
TCAM

Catalyst 6500 Cisco 10S
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M mis ip directed-broadcast

mls ip directed-broadcast

1P mls ip
directed-broadcast no

mls ip directed-broadcast {exclude-router | include-router}

no mls ip directed-broadcast

exclude-router IP VLAN LAN
include-router IP VLAN
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
exclude-router include-router
exclude-router
include-router IP
IP
MSFC MSFC
ip directed-broadcast
ip directed-broadcast mls ip directed-broadcast
ip directed-broadcast mls ip directed-broadcast
MLS IP
ip directed-broadcast CPU
MLS IP

MLS IP

CLI mls ip

directed-broadcast

Catalyst 6500 Cisco 10S
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IP VLAN

Router (config-if)# mls ip directed-broadcast exclude-router
Router (config-if)#

IP VLAN

Router (config-if)# mls ip directed-broadcast include-router
Router (config-if)#

mis ip directed-broadcast W

show mls cef adjacency IP

Catalyst 6500 Cisco 10S
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M mis ip inspect

mls ip inspect
ACL
mls ip inspect
no
mls ip inspect acl-name

no mls ip inspect acl-name

acl-name ACL

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

Catalyst 6500
CBAC
ip inspect

ACL deny_ftp_c

Router (config)# mls ip inspect deny_ ftp_c
Router (config) #

ip inspect

Catalyst 6500 Cisco 10S
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mis ip install-threshold W

mls ip install-threshold

ACL mls ip install-threshold

mls ip install-threshold acl-num

acl-num ACL 1 10000

12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

mls ip install-threshold mls ip reflexive ndr-entry tcam
ACL

Router (config)# mls ip install-threshold 123
Router (config) #

mls ip delete-threshold ACL

mls ip reflexive ndr-entry tcam  NDR TCP/UDP
TCAM

Catalyst 6500 Cisco 10S
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Bl mis ip multicast

mls ip multicast

MLS

IP

mls ip multicast MLS IP

mls ip multicast [capability]

mls ip multicast [vrf name] [connected | egress local | mfd | refresh-state | shared-tree-mfd | threshold

ppsec]

no mls ip multicast [vrf]

capability

vrf name

VRF VPN /

connected

egress local

mfd

refresh-state

S.G OIF *G

shared-tree-mfd

*G

threshold ppsec

10 10000

e connected
e egress local
e mfd

¢ refresh-state

e shared-tree-mfd

12.2(14)SX Supervisor Engine 720
12.2(17a)SX capability
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXF egress local
Cisco I0S
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mls ip multicast ||

mls ip multicast egress local

Supervisor Engine 32

Catalyst 6500

mls ip multicast egress local

IPv6
IPv6
Catalyst 6500
¢ threshold

e connected

¢ refresh-state

¢ shared-tree-mfd

e mfd

PFC
2 PFC3

threshold ppsec

MLS IP

Router (config) #
Router (config) #

Router (config) #
Router (config) #

Router (config) #
Router (config) #

Router (config) #
Router (config) #

Catalyst 6500

mls

mls

mls

mls

ip multicast

ip multicast vrf testl

ip multicast capability

ip multicast egress local

Catalyst 6500

IPv6
IPv4
IPv4

3 DFC
Supervisor Engine 720

RPF

[ oL-3993-11-J
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Bl mis ip multicast

mis rp ip MSFC
IP
show mls ip multicast MLS IP
mls ip multicast
MLS IP
mls ip multicast MLS IP
no

mls ip multicast

no mls ip multicast

Supervisor Engine 720

12.2(14)SX
12.2(17d)SXB Supervisor Engine 2 12.2SX
MLS IP
Router (config-if)# mls ip multicast
Router (config-if)#
show mls ip multicast MLS IP
Cisco 10S
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mls ip multicast bidir gm-scan-interval
mls ip multicast bidir gm-scan-interval
Bidir Rendezvous Point RP; RPF
mls ip multicast bidir gm-scan-interval Bidir RP  RPF
no
mls ip multicast bidir gm-scan-interval interval
no mls ip multicast bidir gm-scan-interval
interval BidirRP  RPF 1 1000
10
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
Bidir RP  RPF Bidir RP DF
RPF
Bidir RP  RPF

Router (config)# mls ip multicast bidir gm-scan-interval 30
Router (config) #

show mls ip multicast bidir Bidir

[ oL-3993-11-J
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Bl mis ip multicast connected

mls ip multicast connected

mis ip
multicast connected
no
mls ip multicast connected
no mls ip multicast connected
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
e FIB TCAM
L]
. SSM DM
MMLS *G MMLS
*,G
PIM-SM S,G PIM-DM
TCAM
MSFC
MSFC MSFC MMLS S,G
MMLS S,G TCAM
S,G
Router (config)# mls ip multicast connected
Router (config) #
mls ip multicast MLS IP

show mls ip multicast MLS IP

Catalyst 6500 Cisco 10S
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mls ip multicast consistency-check

mls ip multicast consistency-check

mls ip multicast consistency-check
no

mls ip multicast consistency-check [{settle-time seconds} | {type scan-mroute [count count-number]
| {settle-time seconds}} | {period seconds}]

no mls ip multicast consistency-check

settle-time seconds /OIF
2 3600

type scan-mroute

count count-number

2 500

period seconds 2 3600

e count count-number 20

e periodseconds 2

e settle-time seconds 60

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2SX
oif *G S,G

show mls ip multicast consistency-check

Router (config)# mls ip multicast consistency-check
Router (config)#

Catalyst 6500 Cisco 10S
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M mis ip multicast consistency-check

Router (config)# mls ip multicast consistency-check type scan-mroute count 20 period
35
Router (config)#

Router (config)# mls ip multicast consistency-check type scan-mroute period 35
Router (config)#

show mls ip multicast consistency-check MLS IP

Catalyst 6500 Cisco 10S
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mls ip multicast flow-stat-timer W

mls ip multicast flow-stat-timer

mls ip multicast flow-stat-timer
no

mls ip multicast flow-stat-timer num

no mls ip multicast flow-stat-timer

num

25

12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

Router (config)# mls ip multicast flow-stat-timer 10
Router (config)#

show mls ip multicast MLS IP

Catalyst 6500 Cisco 10S
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Bl mis ip multicast replication-mode

mls ip multicast replication-mode

mls ip multicast replication-mode
no

mls ip multicast replication-mode {egress | ingress}

no mls ip multicast replication-mode {egress | ingress}

egress

ingress

Supervisor Engine 720

e Catalyst 6500

12.2(14)SX Supervisor Engine 720
12.2(18)SXF egress

Supervisor Engine 32 Catalyst 6500

Supervisor Engine 2 Catalyst 6500

mls ip multicast replication-mode ingress

no mls ip multicast replication-mode egress

no mls ip multicast replication-mode ingress

Cisco I0S
0L-3993-11-J |
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mls ip multicast replication-mode W

Router (config)# mls ip multicast replication-mode ingress

Router (config)#

Router (config)# mls ip multicast replication-mode egress

Router (config)#

Router (config)# no mls ip multicast replication-mode

Router (config)#

show mls ip multicast capability MLS IP

[ oL-3993-11-J
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Bl mis ip multicast sso

mls ip multicast sso

SSO

mls ip multicast sso
no

mls ip multicast sso {{convergence-time time} | {leak interval} | {leak percentage}}

convergence-time time

0 3600

leak interval 0 3600

leak percentage

1 100%

e convergence-time time — 20

e |eak interval — 60

e leak percentage — 10%

12.2(18)SXD Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

Router
Router

Router
Router

Router
Router

(config)# mls ip multicast sso convergence-time 300
(config) #

(config)# mls ip multicast sso leak 200
(config) #

(config)# mls ip multicast sso leak 55
(config) #

show mls ip multicast sso SSO

Cisco 10S

i Catalyst 6500
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mls ip multicast stub

PIM sparse
mls ip multicast stub
RPF
no

mls ip multicast stub

no mls ip multicast stub

mis ip multicast stub [l

RPF
PIM sparse

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
mls ip multicast stub VLAN LAN
. IP IP
ip address addr mask [secondary] IP
. 224.0.0.0/24
224.0.1.0/24 IP
well-known
224.0.0.0/24 PIM OSPF EIGRP NTP
224.0.1.0/24 AutoRP
224.0.1.39 224.0.1.40
. IP
VLAN
IP IP
mls ip multicast stub
VLAN IP
IP VLAN
Catalyst 6500 Cisco 10S
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Bl mis ip multicast stub

PIM sparse RPF

Router (config-if)# mls ip multicast stub
Router (config-if)#

show mls ip multicast MLS IP

Catalyst 6500 Cisco 10S
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mis ip multicast threshold W

mls ip multicast threshold

mls ip multicast threshold
no

mls ip multicast threshold ppsec

no mls ip multicast threshold

ppsec / 10 10000 /
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
join MLS
MSFC
IP MLS 10 /

Router (config)# mls ip multicast threshold 10
Router (config)#

mis rp ip MSFC IP

show mls ip multicast MLS IP

Catalyst 6500 Cisco 10S
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M mis ip nat netflow-frag-14-zero

mls ip nat netflow-frag-14-zero

NetFlow 4 mis

ip nat netflow-frag-14-zero
mls ip nat netflow-frag-14-zero
12.2(17d)SXB Supervisor Engine 720 Supervisor Engine 2
PFC3BXL PFC3B
NetFlow
mls ip nat netflow-frag-14-zero
4

4 NetFlow

TCAM ACL TCAM /
NAT
ACL TCAM
NetFlow 4

Router (config)# mls ip nat netflow-frag-l4-zero
Router (config)#

Catalyst 6500 Cisco 10S
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mis ip por W

mls ip pbr

MLS
mls ip pbr MLS
no
mls ip pbr [null0]
no mls ip pbr
nullo nullo
MLS
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE null0
Supervisor Engine 720 Catalyst 6500
Y
PBR SLB
PBR
mls ip pbr
set interface null0
null0
MLS
Router (config)# mls ip pbr
Router (config) #
show tcam interface vlan acl TCAM

Catalyst 6500 Cisco 10S
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M mis ip reflexive ndr-entry tcam

mls ip reflexive ndr-entry tcam

NDR TCP/UDP
mls ip reflexive ndr-entry tcam
TCP/UDP TCAM
no
mls ip reflexive ndr-entry tcam

no mls ip reflexive ndr-entry tcam

TCAM

NDR

12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

mls ip reflexive ndr-entry tcam
NetFlow TCAM

NDR TCP/UDP

Router (config)# mls ip reflexive ndr-entry tcam
Router (config) #

NDR TCP/UDP

Router (config)# no mls ip reflexive ndr-entry tcam
Router (config) #

ACL

TCAM

TCAM

mls ip delete-threshold ACL

mls ip install-threshold ACL

i Catalyst 6500 Cisco 10S
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mis ipv6 acl compress address unicast W

mls ipv6 acl compress address unicast

IPv6 mls ipv6 acl compress address unicast
IPv6 no

mls ipv6 acl compress address unicast

no mls ipv6 acl compress address unicast

12.2(17a)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
2-16
2-16
MAC [39:24] 16
EUI-64
IPv4 16
[95:80]
IPv4

Catalyst 6500 Cisco 10S
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B mis ipv6 acl compress address unicast

2-16
IPv6
IPv6
. IPv6 EUI-64
[39:24] 4
QoS TCAM

3
. IPv6 128
4 IPv6

QoS TCAM

IPv6

Router (config)# mls ipvé acl compress address unicast
Router (config) #

IPv6

Router (config)# no mls ipvé6é acl compress address unicast
Router (config) #

show fm ipv6 traffic-filter IPv6

show mls netflow ipv6 NetFlow

Catalyst 6500 Cisco 10S
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mis ipv6 acl source M

mls ipv6 acl source

IPv6 mls ipv6 acl source
IPv6
no

mls ipv6 acl source {loopback | multicast}

no mls ipv6 acl source {loopback | multicast}

loopback IPv6
multicast IPv6
12.2(17b)SXA Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500

IPv6

Router (config)# mls ipvé acl source loopback
Router (config) #

IPv6

Router (config)# no mls ipv6é acl source multicast
Router (config) #

show mls netflow ipv6 NetFlow

Catalyst 6500 Cisco 10S
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W misipx

mls ipx

MLS IPX mls ipx
IPX no
mls ipx
no mls ipx
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 720 Catalyst 6500
MLS IPX

Router (config-if)# mls ipx
Router (config-if)#

mls rp ipx MLS IPX

show mls ipx MLS IPX

Catalyst 6500 Cisco 10S
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mis mpls ||
MPLS mis mpls
MPLS no
mls mpls {recir-agg | tunnel-recir}
no mls mpls {recir-agg | tunnel-recir}
recir-agg MPLS
tunnel-recir MPLS
12.2(18)SXE Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
MPLS 1Pv4 IPv4
MPLS Catalyst 6500
IPv4  IPv6 MPLS FIB

show erm statistics

MPLS

Router (config)# mls mpls recir-agg
Router (config) #

MPLS

Router (config)# mls mpls tunnel-recir
Router (config) #

MPLS

Router (config)# no mls mpls recir-agg
Router (config) #

MPLS

Router (config)# no mls mpls tunnel-recir

Router (config) #

show erm statistics IPv4 IPv6 MPLS

Catalyst 6500
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W mis mpls

mis
mpls no
mls mpls {{gb-te-burst burst} | {gb-te-cir-ratio ratio} | {gbh-te-dscp dscp-value [markdown]} |
{gb-te-enable [global-pool]}}
no mls mpls {{gb-te-burst burst} | {gb-te-cir-ratio ratio} | {gb-te-dscp dscp-value [markdown]} |
{gb-te-enable [global-pool]}}
gb-te-burst burst
100 30000
gb-te-cir-ratio ratio Committed Information Rate CIR;
1 100%
gb-te-dscp dscp-value DSCP
0 63
markdown
gb-te-enable
global-pool
* burst 1000
* ratio 1%
e dscp-value 40
12.2(18)SXE Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
MPLS
EXP mls qos map dscp-exp
MPLS 1Pv4 IPv4
MPLS Catalyst 6500
IPv4  IPv6 MPLS FIB TCAM
show erm statistics
Catalyst 6500 Cisco 10S
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Router (config) #
Router (config) #

CIR

mls

mpls

mis mpls

gb-te-burst 2000

Router (config)# mls mpls gb-te-ratio 30
Router (config) #
DSCP
Router (config)# mls mpls gb-te-dscp 25 markdown
Router (config) #
Router (config)# mls mpls gb-te-enable
Router (config) #
show erm statistics IPv4 IPv6 MPLS FIB TCAM
Catalyst 6500 Cisco 10S
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H mis nde flow

mls nde flow

NDE NetFlow mls nde flow
NDE
no

mls nde flow {include | exclude} {{dest-port port-num} | {destination ip-addr ip-mask} | {protocol
{tcp | udp}} | {source ip-addr ip-mask} | {src-port port-num}}

no mls nde flow {include | exclude}

include

exclude

dest-port port-num 1 100

destination ip-addr ip-mask IP

protocol
tep TCP
udp UDP

source ip-addr ip-mask IP

src-port port-num

. no mls nde interface

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

mls nde flow NDE

NVRAM RAM NDE
NVRAM NDE NDE
1 exclude include
NVRAM NDE

Catalyst 6500 Cisco 10S
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ip-addr/maskbits
172.25.2.1/22
ip-addr 193.22.253.1/22

22

mis nde flow WM

23
ip-flow
Router (config)# mls nde flow include dest-port 23
Router (config) #
show mls netflow  NetFlow
Catalyst 6500 Cisco 10S

[ oL-3993-11-J



2 Catalyst 6500 Cisco 10S |

H mis nde interface

mls nde interface

NDE NetFlow mls nde interface
no

mls nde interface

no mls nde interface

* Supervisor Engine 2 —
e Supervisor Engine 720 —

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

NDE NDE

. SNMP

. Autonomous System  AS;
. AS

i IP

interface-full interface-src-dst SNMP

Catalyst 6500 Series Switch Cisco 10S Software Configuration Guide Configuring
NDE

NDE

Router (config)# mls nde interface
Router (config) #

Router (config)# no mls nde interface
Router (config) #

mls netflow NetFlow

mls netflow sampling NetFlow

Catalyst 6500 Cisco 10S
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mis nde sender W

mls nde sender

MLS NDE NetFlow
mls nde sender MLS NDE
no

mls nde sender [version version]

no mls nde sender

version version NDE 5 7

e MLS NDE
e version 7

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

MLS NDE

Router (config)# mls nde sender
Router (config) #

MLS NDE

Router (config)# no mls nde sender
Router (config) #

show mls nde NDE

Catalyst 6500 Cisco 10S
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Bl mis netflow
NetFlow mls netflow NetFlow
no
mls netflow
no mls netflow
interface
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
NetFlow Catalyst 6500
NetFlow
NDE NetFlow NetFlow Cisco 10S
micro-flow QoS [ ] WCCP TCP Intercept ACL [

|
NetFlow

Router (config)# mls netflow
Router (config) #

NetFlow

Router (config)# no mls netflow
Disabling MLS netflow entry creation.
Router (config) #

no mls netflow

show mls netflow NetFlow

i Catalyst 6500 Cisco 10S

0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

mis netflow maximum-flows W

mls netflow maximum-flows

NetFlow mls netflow maximum-flows
no

mls netflow maximum-flows [maximum-flows]

no mls netflow maximum-flows

maximum-flows 16 32 64 80 96 128
128
12.2(18)SXD Supervisor Engine 2
Supervisor Engine 720 Catalyst 6500
1000 32
32000
NetFlow

Router (config)# mls netflow maximum-flows 96
Router (config) #

Router (config)# no mls netflow maximum-flows
Router (config) #

show mls netflow table-contention NetFlow

Catalyst 6500 Cisco 10S
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Ml mis netflow sampling

mls netflow sampling

NetFlow mis netflow sampling
NetFlow no
mls netflow sampling
no mls netflow sampling
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
Supervisor Engine 720 mls sampling mls
netflow sampling mls netflow
sampling NDE
NetFlow
Interface-Full Interface-Src-Dest
NetFlow
NetFlow
NetFlow mls sampling
NetFlow

Router (config-if)# mls netflow sampling
Router (config-if)#

NetFlow
Router (config-if)# no mls netflow sampling
Router (config-if)#
mls sampling NetFlow

show mls sampling NDE

Catalyst 6500 Cisco 10S
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mis netflow usage notify W

mls netflow usage notify

DFC NetFlow

mls netflow usage notify
no

mls netflow usage notify {threshold interval}

no mis netflow usage notify

threshold
20 100%
interval NetFlow 120 1000000
12.2(17d)SXB1 Supervisor Engine 720 Supervisor Engine 2
NetFlow NetFlow
NetFlow Catalyst 6500
NetFlow
NDE NetFlow NetFlow Cisco 10S
micro-flow QoS WCCP TCP Intercept ACL
no mis netflow
NetFlow

DFC  NetFlow

Router (config)# mls netflow usage notify 80 300
Router (config) #

show mls netflow usage NetFlow

Catalyst 6500 Cisco 10S
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W mis qos

mls gos

QoS mls qos
QoS no
mls qos
no mls qos
QoS
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
QoS QoS
QoS QoS
QoS
PFC QoS
ToS CoS
PFC
QoS QoS CoS
802.1Q ISL
802.1Q ISL CoS
CoS CoS O
TCAM QoS
QoS

Router (config)# mls gos
Router (config) #

Catalyst 6500 QoS

Router (config)# no mls gos
Router (config) #

Catalyst 6500 Cisco 10S
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mls qos
mls gos QoS
show mls gos MLS QoS
Catalyst 6500 Cisco 10S
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W mis qos
QoS mls qos
QoS no

mls qos

no mls qos
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
CLI 0OC-12 ATM OsM

WAN OSM  WAN
PFC QoS PFC
QoS OSM  WAN
QoS
TCAM QoS
QoS
Router (config-if)# mls gos
Router (config-if)#
mls gos QoS
show mls gos MLS QoS
Cisco I0S
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Cisco I0S

mls gos aggregate-policer

mls qos aggregate-policer name rate-bps

mls qos aggregate-policer ||

mls gos aggregate-policer

mls qos aggregate-policer name rate-bps burst-bytes maximum-burst-bytes

no

mls qos aggregate-policer name rate-bps [{conform-action {drop [exceed-action action]}} |
{set-dscp-transmit [new-dscp]} | {set-prec-transmit [new-precedence]} | {transmit

[{exceed-action action} | {violate-action action]}}

mls qos aggregate-policer aggregate-name rate-bps {pir peak-rate-bps [{conform-action {drop
[exceed-action action]}} | {set-dscp-transmit [new-dscp]} | {set-prec-transmit [new-precedence]}
| {transmit [{exceed-action action}} | {violate-action action}]]}

no mls gos aggregate-policer name

name

rate-bps

bps

10000000000

burst-bytes

1000 31250000

maximum-burst-bytes

1000 31250000

conform-action

drop

exceed-action action

QoS

set-dscp-transmit

DSCP

new-dscp

DSCP

set-prec-transmit

new-precedence

violate-action action

QoS

pir peak-rate-bps

PIR

32000

10000000000

e extended-burst-bytes

e conform-action
e exceed-action

¢ violate-action

* pir peak-rate-bps

burst-bytes

transmit

exceed-action

cir

Catalyst 6500
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B mis qos aggregate-policer

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE police bits-per-second pir peak-rate-bps 4000000000 bps
10000000000 bps
action
e drop—
e policed-dscp-transmit — DSCP DSCP
e transmit—
Catalyst 6500 1023 1023

mls qos aggregate-policer

32 Kbps 4
Gbps 32000 4000000000 1 KB 1000
512 MB 512000000
NVRAM RAM Catalyst 6500
Y
NVRAM
Catalyst 6500
J 31 a z A Z 0 9 - _
. ACL
d all default-action map help
editbuffer
DFC
PFC 2 DFC
DFC
DFC
PFC2 PFC2 DFC

show mls qos aggregate policer

Catalyst 6500 Cisco 10S
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mls qos aggregate-policer ||

QoS 100000 bps 10000
DSCP 48

Router (config)# mls gos aggregate-policer micro-one 100000 10000 conform-action
set-dscp 48 exceed action drop
Router (config) #

set ip dscp ToS IP DSCP
show mls qos aggregate policer MLS QoS
Catalyst 6500 Cisco 10S
[ oL-3993-11-J



2 Catalyst 6500 Cisco 10S |

M mis qos bridged

mls gos bridged

3 LAN
mls gos bridged
no

mls qos bridged

no mls gos bridged
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

SVI

Supervisor Engine 2 Catalyst 6500 SVI

IPv4
SVI  mls qos bridged

VLAN LAN

Router (config-if)# mls qgos bridged
Router (config-if)#

show mls gos MLS QoS

Catalyst 6500 Cisco 10S
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mls gos channel-consistency

EtherChannel QoS
mls gos channel-consistency

mls qos channel-consistency

no mls gos channel-consistency

mis qos channel-consistency W

EtherChannel
no

QoS

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

mls qos channel-consistency

EtherChannel QoS

Router (config-if)# mls gos channel-consistency
Router (config-if)#

EtherChannel QoS

Router (config-if)# no mls gos channel-consistency
Router (config-if) #

Catalyst 6500

Cisco 10S

[ oL-3993-11-J
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Ml mis qos cos

mls gos cos

CoS mls gos cos
no
mls qos cos cos-value
no mls gos cos cos-value
cos-value CoS 0o 7
e cos-value O
e CoS
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
CoS LAN
Supervisor Engine 2 Catalyst 6500
. OsSM WAN
. 4 WAN
QoS CoS 6

Router (config-if)# mls gos cos 6
Router (config-if)#

show mls gos MLS QoS

Cisco 10S

0L-3993-11-J |
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mls qos cos-mutation W

mls gos cos-mutation

CoS mls qos cos-mutation
CoS
no

mls qos cos-mutation cos-mutation-table-name

no mls gos cos-mutation

cos-mutation-table-name CoS
12.2(17b)SXA Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500

CoS mutemap?2

Router (config-if)# mls gos cos-mutation mutemap2
Router (config-if)#

mls gos map cos-mutation CoS CoS
show mls gos MLS QoS

Catalyst 6500 Cisco 10S
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Ml mis qos dscp-mutation

mls gqos dscp-mutation

DSCP mls gos dscp-mutation
DSCP no

mls qos dscp-mutation dscp-mutation-table-name

no mls gos dscp-mutation

dscp-mutation-table-name DSCP
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500

DSCP mutemapl

Router (config-if)# mls gos dscp-mutation mutemapl
Router (config-if)#

mls gos map dscp-mutation DSCP

show mls gos MLS QoS

Cisco 10S
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mis qos exp-mutation W

mls gos exp-mutation

EXP mls qos exp-mutation
EXP no

mls qos exp-mutation exp-mutation-table-name

no mls gos exp-mutation

exp-mutation-table-name EXP
12.2(17a)SX Supervisor Engine 720
PFC3BXL PFC3B
Supervisor Engine 2 Catalyst 6500
EXP mutemap?2

Router (config-if)# mls gos exp-mutation mutemap2
Router (config-if)#

mls gqos map dscp-mutation DSCP

show mls gos mpls MPLS
QoS

Catalyst 6500 Cisco 10S
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Bl mis gos loopback

mls gos loopback

VLAN LAN svi
mls qos loopback no
mls qos loopback
no mls gos loopback
12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

mls qos loopback

mls gos loopback OSM
MAC MAC
PFC 2 LAN
MAC

Router (config-if)# mls gos loopback
Router (config-if)#

Catalyst 6500 Cisco 10S
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mls gos map cos-dscp

mis qos map cos-dscp W

CoS /IDSCP mls qos
map cos-dscp no
mls qos map cos-dscp values
no mls gos map cos-dscp
values CoS 8 DSCP 0 63
2-17 CoS/DSCP
2-17 CoS/DSCP
CoS 2 3 4 5 6 7
DSCP 0 8 16 24 32 40 48 56
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
CoS/DSCP CoS
trust-cos DSCP 8 CoS
0o 7 DSCP Catalyst 6500
1
CoS/DSCP

Router (config)# mls gos map cos-dscp 20 30 1 43 63 12 13 8

Router (config) #

mls qos map dscp-cos DSCP/CoS
mls gos map ip-prec-dscp IP precedence/DSCP
mls gos map policed-dscp DSCP DSCP
show mls qos maps QoS
Catalyst 6500 Cisco 10S
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Bl mis qos map cos-mutation

mls gos map cos-mutation

CoS CoS mls gos map cos-mutation

no

mls qos map cos-mutation name mutated_cos1 mutated_cos2 mutated_cos3 mutated_cos4
mutated_cos5 mutated_cos6 mutated_cos7 mutated_cos8

no mls gos map cos-mutation name

name CoS
mutated_cosl ... mutated_cos8 8 CoS 0o 7
2-18 CoS/CoS CoS/CoS
2-18 CoS/CoS
CoS 0 1 2 5 7
CoS 0 1 2 3 5 6 7
12.2(17b)SXA Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
Catalyst 6500
e WS-X6704-10GE
e WS-X6724-SFP
e WS-X6748-GE-TX
CoS 802.1Q
mls qos map cos-mutation CoS
mls qos map cos-mutation23456701
CoS 0 4 5 6 7
CoS 2 3 4 5 7 0 1
8 CoS

i Catalyst 6500 Cisco 10S
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mls qos map cos-mutation WM

QoS CoS 802.1Q
CoS 802.1Q

Release 12.2(17b)SXA 802.1Q CoS

CoS

CoS EtherChannel CoS

EtherChannel CoS
EtherChannel

EtherChannel CoS CoS

CoS

CoS/CoS

Router (config)# mls gos map cos-mutation test-map 5 4 3 to 1
Router (config) #

show mls qos maps QoS

Catalyst 6500 Cisco 10S
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H mis qos map dscp-cos

mls gos map dscp-cos

DSCP/CoS mls gos map dscp-cos
no
mls qos map dscp-cos dscp-values to cos-values
no mls gos map dscp-cos
dscp-values DSCP 63
to
cos-values CoS 0 63
2-19 DSCP/CoS
2-19 DSCP/CoS
DSCP 0 7 8 15 |16 23 |24 31|32 39 |40 47 |48 55 |56 63
CoS 2 3 4 5 6 7
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
DSCP/CoS DSCP CoS
CoS
ISL
802.1Q CoS 64 DSCP CoS
Catalyst 6500 1
8 DSCP
8 CoS
DSCP/CoS
Router (config)# mls gos map dscp-cos 20 25 to 3
Router (config) #
mls gqos map cos-dscp CoS/DSCP
show mls qos maps QoS
Catalyst 6500 Cisco 10S
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10S

mls gos map dscp-exp

DSCP

EXP

mis qos map dscp-exp W

mls qos map dscp-exp
no

mls qos map dscp-exp dscp-values to exp-values

no mls gos map dscp-exp

dscp-values DSCP 0 63
to
exp-values EXP 0 7

2-20 DSCP/EXP

2-20 DSCP/EXP
DSCP 0 7 8 15 |16 23 |24 31 (32 39 |40 47 |48 55 |56 63
EXP 2 3 4 5 6 7
12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2

PFC3BXL PFC3B
DSCP/EXP DSCP EXP
EXP 64 DSCP EXP Catalyst
6500 1
8 DSCP
8 EXP
DSCP EXP
Router (config)# mls gos map dscp-exp 20 25 to 3
Router (config) #
show mls qos maps QoS
Catalyst 6500 Cisco 10S
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H mis qos map dscp-mutation
mls gos map dscp-mutation
DSCP mls gqos map dscp-mutation
no

mls qos map dscp-mutation map-name input-dscpl [input-dscp2 [input-dscp3 [input-dscp4 [input-dscp5

[input-dscp6 [input-dscp7 [input-dscp8]]]1]11] to output-dscp

no mls gos map dscp-mutation map-name

map-name DSCP

input-dscp# DSCP 0 63
to

output-dscp DSCP 0 63

output-dscp  input-dscp

12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500
DSCP
. DSCP DSCP 8
. DSCP DSCP
. DSCP
DSCP DSCP 15 DSCP
PFC QoS DSCP
PFC QoS DSCP CoS
DSCP PFC QoS DSCP
CoS
DSCP 30 DSCP 8
Router (config)# mls gos map dscp-mutation mutemapl 30 to 8
Router (config) #
show mls gqos maps QoS
Catalyst 6500 Cisco 10S
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mls gos map exp-dscp

mis qos map exp-dscp W

DSCP EXP mls qos map exp-dscp
no
mls qos map exp-dscp dscp-values
no mls gos map exp-dscp
dscp-values DSCP 0 63
2-21 EXP/DSCP
2-21 EXP/DSCP
EXP 0 1 2 3 4 5 6 7
DSCP 8 16 24 32 40 48 56
12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2
PFC3BXL PFC3B
DSCP DSCP DSCP
EXP/DSCP EXP DSCP
EXP 64 DSCP EXP
Catalyst 6500 1
8 DSCP
EXP DSCP

Router (config)# mls gos map exp-dscp 20 25 30 31 32 32 33 34

Router (config) #

mls qos map exp-mutation

EXP

EXP

show mls gos mpls
QoS

MPLS

Catalyst 6500

Cisco 10S
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Bl mis gos map exp-mutation

mls gos map exp-mutation

EXP

EXP

mls qos map exp-mutation

no

mls qos map exp-mutation map-name mutated-expl mutated-exp2 mutated-exp3 mutated-exp4
mutated-exp5 mutated-exp6 mutated-exp7 mutated-exp8

no mis gos map

exp-mutation map-name

map-name EXP
mutated-exp# 8 EXP o 7
2-22 EXP/EXP EXP/EXP
2-22 EXP/EXP

EXP 1 2 5 7
EXP 0 1 2 3 5 6 7
12.2(17a)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

PFC3BXL PFC3B
mls qos map exp-mutation EXP EXP
mls gos map exp-mutation23456701

EXP 0 1 3 5 6 7

EXP 2 3 4 5 7 0 1
8 EXP

EXP EXP 15 EXP
PFC QoS
EXP
PFC QoS DSCP EXP EXP PFC
QoS EXP EXP
Cisco I0S
OL-3993-11-J |
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mis qos map exp-mutation Il

EXP EXP

Router (config)# mls gos map exp-mutation mutemapl 1 2 3 4 56 7 0
Router (config) #

mls gos map exp-dscp EXP / DSCP

show mls gos mpls MPLS
QoS

Catalyst 6500 Cisco 10S
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H mis qos map ip-prec-dscp
IP precedence/DSCP mls gos map
ip-prec-dscp no
mls qos map ip-prec-dscp dscp-values
no mls gqos map ip-prec-dscp
dscp-values IP precedence 0 7 DSCP 63
2-23 IP precedence/DSCP
2-23 IP precedence/DSCP
IP precedence 0 1 2 3 4 5 6 7
DSCP 8 16 24 32 40 48 56
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
IP IP
precedence trust-ipprec DSCP
8 DSCP
0o 7 DSCP Catalyst
6500 1 IP precedence
e network 7
* internet 6
e critical 5
e flash-override 4
e flash 3
e immediate 2
e priority 1
e routine 0
IP precedence/DSCP
Router (config)# mls gos map ip-prec-dscp 20 30 1 43 63 12 13 8
Router (config) #
Catalyst 6500 Cisco 10S
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mis qos map policed-dscp W

mls qos map cos-dscp

CoS /DSCP

mls gos map dscp-cos DSCP/CoS

mls gos map policed-dscp DSCP

DSCP

show mls gos maps QoS

mls gos map policed-dscp

DSCP

mls qos map policed-dscp

no

mls gqos map policed-dscp {normal-burst | max-burst} dscpl [dscp2 [dscp3 [dscp4 [dscp5 [dscp6
[dscp7 [dscp8]]11111] to policed-dscp

no mls gos map policed-dscp

normal-burst

exceed-action policed-dscp-transmit

max-burst violate-action policed-dscp-transmit

dscpl DSCP 0 63

dscp2  dscp8 DSCP 0 63

to

policed-dscp DSCP 0 63
12.2(14)SX Supervisor Engine 720

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

DSCP/

DSCP
Catalyst 6500 1
8 DSCP
8 DSCP
Catalyst 6500 Cisco 10S

DSCP
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H mis qos map policed-dscp

DSCP/ DSCP

DSCP DSCP

Router (config)# mls gos map policed-dscp normal-burst 20 25 43 to 4
Router (config) #

mls qos map cos-dscp CoS /DSCP
mls qos map dscp-cos DSCP/CoS

mls qos map ip-prec-dscp IP precedence/DSCP

show mls gos MLS QoS

i Catalyst 6500
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mis qos marking ignore port-trust Il

mls gos marking ignore port-trust

mls qos marking ignore port-trust
no

mls qos marking ignore port-trust

no mls gos marking ignore port-trust

12.2(18)SXF5

mls gqos marking ignore port-trust

Router (config)# mls gos marking ignore port-trust
Router (config) #

Router (config)# no mls gos marking ignore port-trust
Router (config) #

mls qos trust

[ oL-3993-11-J
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Bl mis qos marking statistics

mls gos marking statistics

ID
mls gos marking statistics no

mls qos marking statistics

no mls gos marking statistics

12.2(17a)SX Supervisor Engine 720
12.2(18)SXE

Supervisor Engine 2 Catalyst 6500

show policy-map interface

Router (config)# mls gos marking statistics
Router (config) #

Router (config)# no mls gos marking statistics
Router (config) #

show policy-map interface

Catalyst 6500 Cisco 10S
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mis qos mpls trustexp W

mls gos mpls trust exp

MPLS mls qos
mpls trust exp MPLS
no

mls qos mpls trust exp

no gos mpls trust exp

. — 0

e trust-cos

* trust-exp — /

12.2(18)SXF2 Supervisor Engine 720
CoS

MPLS 2 mls qos mpls trust exp
CoS/IP/DSCP trust-cos
MPLS trust-cos

Router (config-if)# mls gos mpls trust exp
Router (config-if)#

MPLS

Router (config-if)# no mls gos mpls trust exp
Router (config-if)#

show mls gos mpls MPLS QoS

Catalyst 6500 Cisco 10S
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B mis qos police redirected

mls gos police redirected

ACL mls gos police
redirected ACL
no

mls qos police redirected

no mls gos police redirected

12.2(17b)SXA Supervisor Engine 720
PFC3BXL PFC3B Release 12.2(17b)SXA
PFC3 show platform earl-mode
Supervisor Engine 2 Catalyst 6500
QoS NDE NetFlow

no mls qos police redirected

ACL

Router (config)# mls gos police redirected
Router (config) #

ACL

Router (config)# no mls gos police redirected
Router (config) #

show platform earl-mode

Catalyst 6500 Cisco 10S
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Cisco I0S

mls qos protocol

no

mis qos protocol W

mls gos protocol

mls qos protocol protocol-name {pass-through | {police rate burst} | {precedence value [police rate

burst]}}

no mls gos protocol

protocol-name arp bgp eigrp igrp isis Idp nd ospf
rip
pass-through
police rate / bps 32000
10000000000 bps
burst 1000 31250000
precedence value IP precedence
0 7
e Durst 1000 bps
* QoS DSCP 0
* QoS
12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB ISIS
12.2(18)SXE
. mls qos protocol QoS
e nd
* igrp
e police rate 4000000000 bps 10000000000 bps
12.2(18)SXF no
Supervisor Engine 2 Catalyst 6500 ARP

ISIS EIGRP

precedence value

Catalyst 6500

police rate burst

Cisco 10S
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Bl mis qos protocol

police rate pass-through precedence value

mls qos protocol

e pass-through DSCP
e police rate DSCP
e precedence value DSCP
DSCP/CoS CoS
* precedence value police rate DSCP DSCP/CoS
CoS DSCP DSCP
DSCP
e precedence value DSCP MLS QoS
MLS QoS DSCP 0
MLS QoS DSCP
CIR
Catalyst 6500
ARP mls gos protocol arp police bps

Router (config) #
Router (config) #

Router (config) #
Router (config) #

Router (config) #
Router (config) #

Router (config) #
Router (config) #

mls gos protocol arp police 43000

mls gos protocol arp pass-through 43000

IP precedence

mls gos protocol bgp precedence 4

IP precedence DSCP

mls gos protocol bgp precedence 4 police 32000

show mls qos protocol

Cisco 10S
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mis qos queueing-only Ml

mls gos queueing-only
mls gos queueing-only
mls qos queueing-only

no mls gos queueing-only

QoS

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

PFC QoS
ToS CoS
PFC

QoS QoS CoS

802.1Q ISL
802.1Q ISL CoS

CoS CoS O

Router (config)# mls gos queueing-only
Router (config) #

Router (config)# no mls gos queueing-only
Router (config) #

mls gos QoS

show mls gos MLS QoS

Catalyst 6500 Cisco 10S
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H mis qos queue-mode mode-dscp

mls qos queue-mode mode-dscp

DSCP mls qos queue-mode mode-dscp
no

mls qos queue-mode mode-dscp

no mls gos queue-mode mode-dscp

CoS

12.2(18)SXF5

10

3 DSCP DSCP

Release 12.2(18)SXF5 DSCP
WS-X6708-10GE

Release 12.2(18)SXF5
2 CoS PFC QoS DSCP

DSCP PFC QoS DSCP
DSCP PFC QoS DSCP

DSCP

Router (config-if)# mls gos queue-mode mode-dscp
Router (config-if)#

priority-queue queue-limit

show mls qos MLS QoS

Catalyst 6500 Cisco 10S
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mis qos rewrite ip dscp W

mls gos rewrite ip dscp

ToS DSCP mls qos rewrite ip dscp
ToS DSCP
no

mls qos rewrite ip dscp

no mls qos rewrite ip dscp

QoS

12.2(17a)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
ToS DSCP QoS

. ToS DSCP ToS DSCP
. QOS

. CoS

e QoS ToS CoS
no mls qos rewrite ip dscp MPLS

mls qos rewrite ip dscp PFC3BXL PFC3B
EXP
ToS DSCP

Router (config)# mls gos rewrite ip dscp
Router (config) #

Router (config)# no mls gos rewrite ip dscp
Router (config) #

mls gos QoS

show mls qos MLS QoS

Catalyst 6500 Cisco 10S
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Ml mis qos statistics-export

mls gos statistics-export

QoS mls qos
statistics-export QoS
no

mls qos statistics-export

no mls qos statistics-export

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

Catalyst 6500

QoS OSM

QoS IP
UDP

Router (config)# mls gos statistics-export
Router (config) #

Router (config)# no mls gos statistics-export
Router (config) #

show mls qos statistics-export info MLS

Catalyst 6500 Cisco 10S
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mls gos statistics-export ||

mls qos statistics-export

QoS mls qos
statistics-export QoS
no

mls qos statistics-export

no mls qos statistics-export

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

QoS OSM

Catalyst 6500

QoS IP
UDP

QoS
mls qos statistics-export delimiter

QoS

. 1970 1 1 UTC
FastEthernet4/5 QoS

[1]4/5]123|80]|12500|6800]982361894 ]

Catalyst 6500 Cisco 10S
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Ml mis qos statistics-export

QoS

Router (config-if)# mls gos statistics-export
Router (config-if)#

QoS

Router (config-if)# no mls gos statistics-export
Router (config-if)#

mls qos statistics-export delimiter QoS

show mls qos statistics-export info MLS

Catalyst 6500 Cisco 10S
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mls qos statistics-export aggregate-policer W

mls gos statistics-export aggregate-policer

QoS
mls gos statistics-export aggregate-policer
QoS no

mls qos statistics-export aggregate-policer policer-name

no mls gos statistics-export aggregate-policer policer-name

policer-name

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

QoS OSM

Catalyst 6500

QoS
mls qos statistics-export delimiter

EARL
o 3
e EARL
. 1970 1 1 UTC

Catalyst 6500 Cisco 10S
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B mis qos statistics-export aggregate-policer
|3]agg_1|in|1|45543]2345]982361894|
|3]agg_1|in|3]45543|2345]982361894 |
o aggr_1 QoS
. 1 EARL
. 3 DFC EARL
Router (config)# mls gos statistics-export aggregate-policer aggrilM
Router (config) #
mls gos statistics-export delimiter QoS
show mls qos statistics-export info MLS
Catalyst 6500 Cisco 10S
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mis qos statistics-export class-map W

mls gos statistics-export class-map

QoS mls gos
statistics-export class-map QoS
no

mls qos statistics-export class-map classmap-name

no mls qos statistics-export class-map classmap-name

classmap-name

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX
QoS OsSM

Catalyst 6500

QoS

mls qos statistics-export delimiter

. 4
] /
. 1970 1 1 UTC
Catalyst 6500 VLAN LAN
. 5 VLAN

Catalyst 6500 Cisco 10S
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Ml mis qos statistics-export class-map
e EARL EARL
e VLAN
.
.
.
. 1970 1 1 UTC
Catalyst 6500
. 6
.
.
e EARL EARL
.
.
.
.
] 1970 1 1 UTC
. class_1 QoS
. 1 EARL
. 3 DFC EARL
e Catalyst 6500 policy_1
e policy_1
FastEthernet4/5
VLAN 100
24
I ]
|4|class_1|in|4/5|45543|2345|2345]982361894 |
|5|class_1|in|1]100|44000|3554|36678]|982361894|
|5|class_1]in|3]100]30234]1575|1575|982361894|
QoS
Router (config) # mls gos statistics-export class-map class3
Router (config) #
mls gos statistics-export delimiter QoS
show mls qos statistics-export info MLS
Catalyst 6500 Cisco 10S
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mis qos statistics-export delimiter W

mls qos statistics-export delimiter

QoS
statistics-export delimiter

mls qos
no

mls qos statistics-export delimiter

no mls gos statistics-export delimiter

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
QoS OsM
Catalyst 6500
QoS

Router (config)# mls gos statistics-export delimiter ,

Router (config) #

show mls qos statistics-export info MLS

Catalyst 6500 Cisco 10S
[ oL-3993-11-J .m
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Wl mis qos statistics-export destination

mls gos statistics-export destination

QoS uDP
mls gos statistics-export destination
no

mls qos statistics-export destination {host-name | host-ip-address} {{port port-number} | syslog}
[facility facility-name] [severity severity-value]

host-name

host-ip-address IP
port port-number UDP

syslog Syslog

facility facility-name

severity severity-value

syslog syslog

e port 514
e facility local6

e severity debug

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

QoS OSM

facility
e authorization — /
e cron—
e daemon —
e Kkernel —
e local0 —
e Jocall —
e Jlocalz —

e Jocal3—

A W N B O

e J|ocal4d —

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |




| 2 Catalyst 6500
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local5 —

local6 —

local7 — 7
Ipr —

mail —

news —

syslog — syslogd

user —

uucp — UUCP

severity

alert —

critical —

debug —
emergency —
error —
informational —
notice —

warning —

UbP

mis qos statistics-export destination W

Syslog

Router (config)# mls gos statistics-export destination 172.20.52.3 syslog
Router (config) #

show mls qos statistics-export info MLS

Catalyst 6500

Cisco 10S

[ oL-3993-11-J
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Wl mis qos statistics-export interval

mls gos statistics-export interval

QoS
mls gos statistics-export interval
no

mls qos statistics-export interval interval

no mls gos statistics-export interval

interval 30 65535

300

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

QoS OSM

interval

QoS Catalyst 6500

QoS

Router (config)# mls gos statistics-export interval 250
Router (config) #

show mls qos statistics-export info MLS

Catalyst 6500 Cisco 10S
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mls qos trust

mis qos trust W

mls gos trust

no
mls qos trust [cos | dscp | ip-precedence]
no mls qos trust
cos CoS CoS
DSCP
dscp ToS DSCP
ip-precedence ToS IP precedence IP
precedence DSCP

OsSM LAN WAN

. QoS

o QoS dscp

. trust dscp

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

mls qos trust

CoS ToS DSCP
cos pos atm
FlexWAN
1g4t LAN
4 WAN mls qos trust cos

2 WAN

Router (config-if)
Router (config-if)

set qos-group

IP precedence

# mls gos trust ip-precedence
#

[ oL-3993-11-J
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Catalyst 6500 Cisco 10S |

M mis gos trust extend

mls gos bridged

3 LAN

mls gos cos

CoS

mls gos vlan-based VLAN

LAN

CoS

show queueing interface

mls gos trust extend

mls gos trust extend

no

mls qos trust extend [cos value]

no mls qos trust extend

cos value PC

CoS

. untrusted

e cosvalue O

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

WAN

Catalyst 6500
PC

mls gos trust extend

PC

CoS Catalyst 6500

show queueing interface

Cisco 10S

i Catalyst 6500

0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

mis qos trust extend W

Router (config-if)# interface fastethernet5/1
Router (config-if)# mls gos trust extend
Router (config-if)#

CoS 3

Router (config-if)# interface fastethernet5/1
Router (config-if)# mls gos trust extend cos 3
Router (config-if)#

Router (config-if)# interface fastethernet5/1
Router (config-if)# no mls gos trust extend
Router (config-if)#

show queueing interface

Catalyst 6500 Cisco 10S
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M mis gos vian-based

mls gos vlan-based

2

VLAN

mis qos vlan-based

mls qos vlan-based

no mls gos vlan-based

LAN

no

QoS
2 VLAN QoS

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

VLAN
QoS

VLAN

VLAN

QoS 2

VLAN

3 VLAN

Router (config-if)# mls gos vlan-based

2 VLAN

Router (config-if) #

QoS

mls gos bridged

3 LAN

mls gos cos

CoS

show queueing interface

Cisco 10S

i Catalyst 6500
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mls rate-limit all

mils rate-limit all
no

mils rate-limit all

mls rate-limit all {mtu-failure | ttl-failure} pps [packets-in-burst]

no mis rate-limit all {mtu-failure | ttl-failure}

all
mtu-failure MTU
ttl-failure TTL
pps / 10 1000000 /
packets-in-burst 1 255
2
packets-in-burst 10
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
S
PFC3A Catalyst 6500 2
PFC3BXL
PFC3B Catalyst 6500
TTL

Router (config)# mls rate-limit all ttl-failure 15
Router (config) #
show mls rate-limit MLS

Catalyst 6500 Cisco 10S
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B mis rate-limit layer2

mls rate-limit layer2

2 mis rate-limit layer2
no
mls rate-limit layer2 {pdu | I12pt | port-security} pps [packets-in-burst]
no mls rate-limit layer2 [pdu | 12pt | port-security]
pdu pps BPDU CDP PDU
VTP VLAN PDU 2
10 1000000 ! pps
12pt pps 2 MAC
2
10 1000000 / pps
port-security pps 10
1000000 /
packets-in-burst 1 255
] 2
. packets-in-burst 10
pps
12.2(17a)SX Supervisor Engine 720
12.2(18)SXF5 port-security
Supervisor Engine 2 Catalyst 6500
truncated 2

port-security pps

e PFC2
e truncated

. CPU

Catalyst 6500 Cisco 10S
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mis rate-limit layer2 W

. MAC 2
MAC
IEEE BPDU 0180.C200.0000
CDP 0100.0CCC.CcCCC
PVST/SSTP BPDU 0100.0CCC.CCCD
. LTL
e LTL
2
e GVRP
e BPDU

e CDP/DTP/PAgP/UDLD/LACP/VTP PDU
* PVST/SSTP PDU

pdu 12pt 9 12
show mls rate-limit usage
[Free]
4 2

MAC 1 2

Router (config)# mls rate-limit layer2 1l2pt 3000
Router (config) #

Router (config)# mls rate-limit layer2 port-security 500
Router (config)# end

show mls rate-limit MLS

Catalyst 6500 Cisco 10S
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Cisco 10S

Wl mis rate-limit multicast ipv4

mls rate-limit multicast ipv4

IPv4
rate-limit multicast
no

ipv4

mils

mls rate-limit multicast ipv4 {connected | fib-miss | igmp | ip-option | partial | non-rpf} pps

[packets-in

-burst]

no mls rate-limit multicast ipv4 {connected | fib-miss | igmp | ip-option | partial | non-rpf}

connected

fib-miss

FIB

igmp

IGMP

ip-option

partial

SC

non-rpf

RPF

pps

10 1000000 /

packets-in-burst

1 255

* packets-in-burst
e fib-miss —
e ip-option —

e partial —

100000 pps

100000 pps

100
packet-in-burst 100

packet-in-burst 100

12.2(14)SX

Supervisor Engine 720

12.2(17b)SXA

igmp

ip-option

12.2(18)SXD

ipv4

Supervisor Engine 2

Catalyst 6500

truncated

Cisco 10S

IPv4

Catalyst 6500
2-480
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ip-option PFC3BXL PFC3B

RPF

Router (config)# mls rate-limit multicast ipv4 non-rpf 100
Router (config) #

SC

Router (config)# mls rate-limit multicast ipv4 partial 250
Router (config) #

FIB

Router (config)# mls rate-limit multicast ipv4 fib-miss 15
Router (config) #

mis rate-limit multicast ipv4 W

show mls rate-limit MLS

Catalyst 6500 Cisco 10S
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Wl mis rate-limit multicast ipv6

mls rate-limit multicast ipv6

IPv6 mls rate-limit multicast ipv6
no

mls rate-limit multicast ipv6 {connected pps [packets-in-burst]} | {rate-limiter-name {share {auto |
target-rate-limiter}}}

no mls rate-limit multicast ipv6 {connected | rate-limiter-type}

connected pps IPv6
10 1000000

/
packets-in-burst 1 255
rate-limiter-name default-drop route-cntl secondary-drop

sg starg-bridge starg-m-bridge

share IPv6
auto

target-rate-limiter
default-drop route-cntl secondary-drop sg

starg-bridge starg-m-bridge

100

12.2(18)SXD Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

rate-limiter-name

target-rate-limiter

2-24 IPv6

Catalyst 6500 Cisco 10S
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2-24  IPv6

mis rate-limit multicast ipvé W

Connected

Default-drop

* (*,G/m)SSM
* (*,G/m)SSM  rpf

Route-control

* (* FF02::X/128)

Secondary-drop

* (*,G/128) SPT

SG

* (S,G)RP-RPF

* (* FFx2/16)

Starg-bridge

* (*,G/128) SM

(*,G) *SM  rpf
Starg-M-bridge *(*,G/m) SM
* (*,FF/8)
*(*,G) SM  rpf
IPv6
1000 pps 20 /

default-drop

Router (config)# mls rate-limit multicast ipvé default-drop 1000 20

default-drop

route-cntl

Router (config)# mls rate-limit multicast ipv6é route-cntl share default-drop

auto

_ share

route-cntrl

Router (config)# mls rate-limit multicast ipvé route-cntl share auto

IPv6

Router (config)# mls rate-limit multicast ipvé connected 1500 20

Router (config) #

Router (config)# mls rate-limit multicast ipvé default-drop 1000 20

Router (config) #

[ oL-3993-11-J
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Wl mis rate-limit multicast ipv6

Router (config)# mls rate-limit multicast ipv6é route-cntl share default-drop
Router (config) #

route-cntrl

Router (config)# mls rate-limit multicast ipv6é route-cntl share auto
Router (config) #

show mls rate-limit MLS

Catalyst 6500 Cisco 10S
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mls rate-limit unicast acl

ACL
mls rate-limit unicast acl
no

mis rate-limit unicast acl l

mls rate-limit unicast acl {input | output | vacl-log} {pps [packets-in-burst]}

input ACL

output ACL

vacl-log VACL

pps / pps

packets-in-burst

1 255

* input—
e output —
e vacl-log — 2000 pps

* packets-in-burst

packet-in-burst 1
10

12.2(14)SX

Supervisor Engine 720

12.2(17a)SX mls rate-limit unicast

Supervisor Engine 2 Catalyst 6500 input output
pps
e ACL — 10 1000000 pps
e VACL — 10 5000 pps
vacl-log packets-in-burst 1
Catalyst 6500 Cisco 10S ]
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Ml mis rate-limit unicast acl

2
] 1
ACL
ACL
. 2
RPF
ACL ICMP
ICMP
IP
ACL A ICMP
RPF B
. pps 0
. ACL
ACL 100 pps
ACL 200 pps ACL
200 pps ACL 200 pps

ACL

Router (config)# mls rate-limit unicast acl ingress 100

Router (config) #

show mls rate-limit MLS

Cisco 10S

0L-3993-11-J |
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mls rate-limit unicast cef

mis rate-limit unicast cef W

CEF mls rate-limit unicast cef
no
mls rate-limit unicast cef {receive | glean} pps [packets-in-burst]

receive

glean ARP

pps / 10 1000000 /

packets-in-burst 1 255

* receive —

e glean —

12.2(17a)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

glean
CEF
CEF
. glean/receive
VLAN LAN ACL
deny
. ACL bridge glean/receive
ACL
e glean/receive ACL permit VLAN
ACL
CEF glean

Router (config)# mls rate-limit unicast cef glean 5000
Router (config) #

show mls rate-limit

MLS

Catalyst 6500

Cisco 10S
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Wl mis rate-limit unicast ip

mls rate-limit unicast ip

mls rate-limit
unicast ip no

mls rate-limit unicast ip {errors | features | options | rpf-failure} pps [packets-in-burst]

mls rate-limit unicast ip icmp {redirect | unreachable {acl-drop pps} | no-route pps}
[packets-in-burst]

no mls rate-limit unicast ip {errors | features | {icmp {redirect | unreachable {acl-drop | no-route}}}
| options | rpf-failure} pps [packets-in-burst]

errors IP IP

features 3
IPSec

options IPv4

rpf-failure RPF
pps / pps

packets-in-burst 1 255

icmp redirect ICMP

icmp unreachable acl-droppps  ACL ICMP

icmp unreachable no-route pps  FIB ICMP

e packets-in-burst 10

* errors— 500 pps packets-in-burst 10

e rpf-failure — 500 pps packets-in-burst 10

e icmpunreachable acl-drop — 500 pps packets-in-burst 10
e icmp unreachable no-route — 500 pps packets-in-burst 10
e icmp redirect —

Catalyst 6500 Cisco 10S
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mis rate-limit unicastip W

12.2(14)SX

Supervisor Engine 720

12.2(17a)SX

mils rate-limit unicast

options
icmp
rpf-failure
errors

features

I13-features features

mls rate-limit unicast icmp-redirect
redirect

mls rate-limit unicast icmp-unreachable
icmp unreachable

mls rate-limit unicast icmp

mls rate-limit unicast

Supervisor Engine 2 Catalyst 6500
OAL mls rate-limit unicast ip icmp
unreachable acl-drop 0
OAL VACL
OAL SPAN
S
ICMP ICMP
pps 0 10 1000000 pps 0
0
e icmp unreachable acl-drop
* icmp unreachable no-route
e icmp redirect
* ip rpf failure
2

] 1

ACL

ACL

Catalyst 6500 Cisco 10S

[ oL-3993-11-J
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Wl mis rate-limit unicast ip

. 2
RPF
ACL ICMP
ICMP
IP
ACL A ICMP
RPF B
o pps 0
o ACL
ACL 100 pps
ACL 200 pps ACL
200 pps ACL 200 pps
ICMP

Router (config)# mls rate-limit unicast ip icmp redirect 250
Router (config) #

show mls rate-limit MLS

Catalyst 6500 Cisco 10S
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mis rate-limit unicast 13-features W

mls rate-limit unicast I13-features

3
mls rate-limit unicast 13-features
no

mls rate-limit unicast I3-features pps [packets-in-burst]

no mls rate-limit unicast I3-features pps [packets-in-burst]

pps I pps
packets-in-burst 1 255
o 2000 pps packet-in-burst 1
* packets-in-burst 10
12.2(17d)SXB Supervisor Engine 2
Supervisor Engine 720 Catalyst 6500
3

Router (config)# mls rate-limit unicast 13-features 5000

Router (config) #

show mls rate-limit MLS

Catalyst 6500 Cisco 10S ]
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M mis rate-limit unicast vacl-log

mls rate-limit unicast vacl-log

mls rate-limit unicast

VACL
vacl-log no
mls rate-limit unicast vacl-log {pps [packets-in-burst]}
pps I pps
packets-in-burst 1 255
o 2000 pps packet-in-burst 1
* packets-in-burst 10
12.2(17d)SXB Supervisor Engine 2
Supervisor Engine 720 Catalyst 6500
pps
e ACL — 10 1000000 pps
¢ VACL — 10 5000 pps
pps 0
vacl-log packets-in-burst 1
2
. 1
ACL
ACL
. 2
RPF
ACL ICMP
ICMP
Cisco I0S
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mis rate-limit unicast vacl-log W
IP
ACL A ICMP
RPF B
. pps 0
. ACL
ACL 100 pps
ACL 200 pps ACL
200 pps ACL 200 pps
VACL
Router (config)# mls rate-limit unicast vacl-log 100
Router (config) #
show mls rate-limit MLS
Catalyst 6500 Cisco 10S
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W misrpip

mls rp ip

MSFC IP
mis rp ip
no
mls rp ip [input-acl | route-map]
nomlisrpip
input-acl IP
route-map IP
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
IP IP
Router (config)# mls rp ip input-acl
Router (config) #
mls ip MLS IP
show mls ip multicast MLS IP
Cisco I0S
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mls rp ip
MLS IP
mis rp ip MLS IP
no
mis rp ip
nomisrpip
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
MLS IP
Router (config-if)# mls rp ip
Router (config-if)
mis rp ip MSFC
IP
show mls ip multicast MLS IP
Catalyst 6500 Cisco 10S
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W misrpipx
MSFC MLS
IPX mis rp ipx
no
mls rp ipx [input-acl]
no mls rp ipx
input-acl MLS IPX ACL
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 720 Catalyst 6500
MSFC MLS IPX ACL
Router (config)# mls rp ipx input-acl
Router (config) #
mls rp ipx MLS IPX
IPX MLS IPX MLS

show mls rp ipx

Cisco 10S

i Catalyst 6500
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mls rp ipx
MLS IPX
mls rp ipx MLS IPX
no
mls rp ipx
no mls rp ipx
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 720 Catalyst 6500
MLS IPX
Router (config-if)# mls rp ipx
Router (config-if)#
mls rp ipx MSFC
MLS IPX
show mls rp ipx IPX MLS IPX MLS
Catalyst 6500 Cisco 10S
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Bl mis rp management-interface

mls rp management-interface

mis rp
management-interface
no
mls rp management-interface
no mls rp management-interface
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router (config-if)# mls rp management-interface
Router (config-if)#

show mls rp MLS

Cisco I0S
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mls rp nde-address

NDE NetFlow

mls rp nde-address ip-address

no mls rp nde-address ip-address

mis rp nde-address W

mls rp nde-address
no

ip-address NDE IP

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

IP

* ip-subnet-addr — IP YY.YY.YY.00

10 00 IP 172.22.36.00
24 172.22.36.00/255.255.255.0
173.24.00.00 16 173.24.00.00/255.255.0.0
8 16 24

e ip-addr/subnet-mask —

172.22.252.00/255.255.252.00 22
ip-addr

172.22.253.1/255.255.252.00
ip-addr/maskbits —

ip-addr

NDE 170.25.2.1

172.22.252.00/22 22
193.22.253.1/22
ip-subnet-addr

Router (config)# mls rp nde-address 170.25.2.1
Router (config) #

show mlis rp MLS

[ oL-3993-11-J
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M mis rp vian-id

mls rp vlan-id

VLAN LAN ID mis rp vlan-id
no

mls rp vlan-id {vlan-id}

no mis rp vlan-id

vlan-id VLAN ID 1 4094
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
VLAN ID
Router (config-if)# mls rp vlan-id 4
Router (config-if)#
show mls rp MLS
Cisco 10S
0L-3993-11-J |
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Cisco I0S

mls rp vtp-domain

vtp-domain

mis rp vtp-domain W

VTP VLAN mls rp
no

mls rp vtp-domain name

no mls rp vtp-domain name

name VLAN LAN

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX
VTP

Router (config-if)#
Router (config-if)#

mls rp vtp-domain EverQuest

show mls rp

MLS

vip

VTP

[ oL-3993-11-J
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Bl  mis sampling
mls sampling
NetFlow mis
sampling NetFlow
no
mls sampling {{time-based rate} | {packet-based rate [interval]}}
no mls sampling
time-based rate 64 128 256
512 1024 2048 4096 8192
packet-based rate 64 128 256
512 1024 2048 4096 8192
interval 8000 16000
12.2(14)SX Supervisor Engine 720
12.2(17a)SX
. 4000
8000
2-25
12.2(17d)SXB Supervisor Engine 2 12.2 SX
PFC3 mls sampling mls netflow sampling
mis netflow sampling
NDE
NetFlow 3
NDE NetFlow NetFlow
n n/m m
2-25
Catalyst 6500 Cisco 10S
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mis sampling W

2-25
1/64 128 8192
1/128 64 8192
1/256 32 8192
1/512 16 8192
1/1024 8 8192
1/2048 4 8192
1/4096 4 16384
1/8192 4 32768
NetFlow
Router (config)# mls sampling time-based 1024
Router (config) #
NetFlow
Router (config)# mls sampling packet-based 1024 8192
Router (config) #
mls netflow sampling NetFlow
show mls sampling NDE
Catalyst 6500 Cisco 10S
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Ml mis switching

mls switching

mls switching

no
mls switching
no mls switching

12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

Router (config)# mls switching
Router (config) #

Router (config)# no mls switching
Router (config) #

mls switching unicast

Catalyst 6500 Cisco 10S
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mls switching unicast

mls switching unicast

mls switching unicast

no mls switching unicast

mis switching unicast Wl

no

12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

Router (config-if)# mls switching unicast
Router (config-if)#

Router (config-if)# no mls switching unicast
Router (config-if)#

mls switching

Catalyst 6500 Cisco 10S
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W  mis verify

mls verify

mis verify

mis verify {ip | ipx} {checksum | {length {consistent | minimum}} | same-address | syslog}

no mis verify {ip | ipx} {checksum | {length {consistent | minimum}} same-address | syslog}

ip IP
ipx IPX
checksum

length consistent

length minimum

same-address IP IP

syslog Syslog

e checksum

e same-address

e syslog
12.2(14)SX Supervisor Engine 720
12.2(17b)SXA same-address
12.2(17d)SXB Supervisor Engine 720  minimum
Supervisor Engine 2
12.2 SX
12.2(18)SXF syslog
mls verify ip same-address Supervisor Engine 2
IP IP IP IP 20
PFC3B mls verify ip length minimum IP
IPv4
e ICMP 1
e IGMP 2

Catalyst 6500 Cisco 10S
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mis verify W

e IP 4

e TCP 6

e UDP 17

e |Pv6 41

* GRE 47

e SIPP-ESP 50

no mls verify ip length minimum
IP 6 TCP

IP
mls verify ip same-address

3

Router (config)# mls verify ip checksum
Router (config) #

3

Router (config)# no mls verify ip checksum
Router (config) #

Router (config)# mls verify ip same-address
Router (config) #

Catalyst 6500 Cisco 10S
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H mobility
mMGRE mobility
no
mobility {network-id id} | {tcp adjust-mss}
mobility [trust | broadcast]
network-id id mGRE ID 1
4095
tcp adjust-mss TCP SYN TCP ACK  MSS
trust
broadcast mGRE NBMA BMA
12.2(18)SXD Supervisor Engine 720
12.2(18)SXD3 tcp adjust-mss
WLSM Catalyst 6500
tcp adjust-mss mGRE
TCC MSS ip tcp adjust-mss value
DHCP IP
DHCP
MGRE
Router (config-if)# mobility network-id 200
Router (config-if)#
Router (config-if)# mobility trust
Router (config-if)#
mGRE NBMA BMA
Router (config-if)# mobility broadcast
Router (config-if)#
Catalyst 6500 Cisco 10S
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mobility W

TCP SYN TCPACK MSS
Router (config-if)# mobility tcp adjust-mss
Router (config-if)#
ip tcp adjust-mss TCP SYN MSS
show mobility 3
Catalyst 6500 Cisco 10S
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W mode

mode

mode

mode {rpr | rpr-plus | sso}

rpr RPR
rpr-plus RPR+
SS0 SSO
Supervisor Engine 720 Catalyst 6500
SSO
. RPR
Supervisor Engine 2 Catalyst 6500
RPR+
. RPR
12.2(14)SX Supervisor Engine 720
12.2(17b)SXA SSO
12.2(17d)SXB
e Supervisor Engine 2 12.2 SX
Supervisor Engine 2 Catalyst 6500 SSO
Release 12.2(17d)SXB SSO SRM
MSFC
SRM/SSO
e Release 12.2(17b)SXA Release 12.2(17b)SXA

Catalyst 6500 Cisco 10S
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mode W
* Release 12.2(17d)SXB Release 12.2(17d)SXB
NSF/SSO IPv4 NSF/SSO IPv6 IPX MPLS
Catalyst 6500 MPLS
Catalyst 6500 RPR SSO
redundancy mode
RPR+
e RPR+ SSO
. Cisco 10S
. FIB
RPR+

Router (config)# redundancy
Router (config-red) # mode rpr-plus
Router (config-red) #

SSO

Router (config)# redundancy
Router (config-red)# mode sso
Router (config-red) #

redundancy

redundancy force-switchover

route-converge-interval FIB

show redundancy RF

show running-config 2 VLAN LAN

Catalyst 6500 Cisco 10S
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Bl mode dot1g-in-dotiq access-gateway

mode dotlg-in-dotlq access-gateway

WAN
VLAN LAN
access-gateway
no

mode dotlg-in-dotlq access-gateway

no mode dotlg-in-dotlq access-gateway

802.1Q-in-802.1Q QinQ
mode dotlg-in-dotlq

QinQ VLAN

12.2(18)SXD

Supervisor Engine 720

12.2(18)SXE QinQ
OSM-2+4GE-WAN+ OSM Catalyst 6500
WAN
OSM Supervisor Engine 32 Catalyst 6500
802.1Q 2 VLAN
VLAN
QinQ
mode dotlg-in-dotlq access-gateway 2 VLAN
QinQ VLAN
e 2 802.1Q VLAN VLAN
e VLAN
e 802.1P Prioritization bit P bit; VLAN
VLAN
Cisco 10S Release 12.2(18)SXE GE-WAN 1
QinQ
GE-WAN OSM
PE VLAN
1 PE VLAN

Cisco 10S

i Catalyst 6500
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mode dot1g-in-dot1q access-gateway | |

mode dotlg-in-dotlq access-gateway
IP

mode dotlg-in-dotlq access-gateway
VLAN bridge-domain

mode dotlg-in-dotlq access-gateway

VLAN QinQ no

VLAN mode dotlg-in-dotlq
access-gateway

show counters interface port-channel
show interface port-channel counters QinQ
GE-WAN show
interface port-channel {number | number.subif} counters

mls qos trust mode dotlg-in-dotlq access-gateway GE-WAN

VLAN CoS

mode dotlg-in-dotlq access-gateway

Router# configure terminal

Router (config)# interface GE-WAN 4/1

Router (config-if)# mode dotlg-in-dotlq access-gateway
Router (config-if)#

Catalyst 6500 Cisco 10S
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Bl mode dot1g-in-dotiq access-gateway

IP mode dotlg-in-dotlq access-gateway

Router# configure terminal
Router (config)# interface GE-WAN 3/0
Router (config-if)# mode dotlg-in-dotlq access-gateway

% interface GE-WAN3/0 has IP address 192.168.100.101
configured. Please remove the IP address before configuring
'mode dotlg-in-dotlg access-gateway' on this interface.

Router (config-if)# no ip address 192.168.100.101 255.255.255
Router (config-if)# mode dotlg-in-dotlq access-gateway
Router (config-if)#

mode dotlg-in-dotlq access-gateway no
QinQ
QinQ

bridge-domain

Router# configure terminal

Router (config)# interface GE-WAN 3/0

Router (config-if)# no mode dotlg-in-dotlqg access-gateway
Router (config-if)#

2 GE-WAN
mode dotlg-in-dotlq access-gateway

QinQ

Router (config)# interface port-channel 20

Router (config-if)# interface GE-WAN 3/0

Router (config-if)# port-channel 20 mode on

Router (config-if interface GE-WAN 3/1

port-channel 20 mode on

interface port-channel 20

no ip address

mode dotlg-in-dotlqg access-gateway

)
) #
Router (config-if)#
Router (config-if)#
Router (config-if)#
Router (config-if)#
Router (config-if)#

1 QinQ

Router# configure terminal
Router (config)# interface port-channel 30
7600-2 (config-if)# mode dotlg-in-dotlqg access-gateway

'mode dotlg-in-dotlg access-gateway' is not supported on Port-channel30
Port-channel30 contains 2 Layer 2 Gigabit Ethernet interface(s)

%
%

Router (config-if) #

bridge-domain vlan-id  PVC

class-map QoS
QoS

Catalyst 6500 Cisco 10S
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mode dot1g-in-dot1q access-gateway | |

policy-map QoS QoS

service-policy

set cos cos-inner VLAN
QinQ VLAN
802.1Q
show cwan ging QinQ VLAN
show cwan ging bridge-domain WAN QinQ
VLAN ID
VLAN
VLAN
show cwan ging interface 1 WAN
QinQ
show cwtlc ging QinQ
XCM

Catalyst 6500 Cisco 10S
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Bl monitor event-trace EXEC

monitor event-trace EXEC

Cisco 10S
monitor event-trace

monitor event-trace all-traces {{continuous [cancel]} | {dump [merged] [pretty]}}

monitor event-trace 13 {clear | {continuous [cancel]} | disable | {dump [pretty]} | enable | {interface
type mod/port} | one-shot}

monitor event-trace spa {clear | {continuous [cancel]} | disable | {dump [pretty]} | enable | one-shot}

monitor event-trace subsys {clear | {continuous [cancel]} | disable | {dump [pretty]} | enable |
one-shot}

all-traces

continuous

cancel

dump monitor event-trace

merged

pretty ASCII
13 3

clear

disable

enable

interface type mod/port

one-shot
monitor event-trace
spa SPA
subsys
EXEC
12.2(14)SX Supervisor Engine 720
monitor
event-trace EXEC monitor event-trace

Catalyst 6500 Cisco 10S
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Cisco I0S

monitor event-trace EXEC W

monitor event-trace

Cisco I0S

monitor event-trace

monitor event-trace ?

ASCII

show monitor event-trace

event-trace component dump pretty

Router# monitor
Router# monitor
Router# monitor

one-shot

Router# monitor
Router#

Router# monitor
Router#

monitor event-trace dump-file

event-trace
event-trace
event-trace

event-trace

event-trace

spa
spa
spa

spa

ipc

show monitor event-trace

disable
clear
enable

one-shot

dump

Catalyst 6500

monitor event-trace EXEC

enable

monitor event-trace component dump

Cisco 10S

monitor

monitor event-trace

SPA

IPC
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Bl monitor event-trace EXEC

ASCII
MBUS
Router# monitor event-trace mbus dump pretty
Router#
monitor event-trace Cisco 10S
show monitor event-trace Cisco I10S

Catalyst 6500 Cisco 10S
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monitor event-trace | |

monitor event-trace

Cisco 10S
monitor event-trace

monitor event-trace all-traces dump-file filename

monitor event-trace 13 {disable | dump-file filename | enable | size number | {stacktrace [depth]}}
monitor event-trace sequence-number

monitor event-trace spa {disable | dump-file filename | enable | size number | {stacktrace [depth]}}
monitor event-trace stacktrace

monitor event-trace subsys {disable | dump-file filename | enable | size number | {stacktrace [depth]}}

monitor event-trace timestamps [{datetime [localtime] [msec] [show-timezone]} | uptime]

dump-file filename URL
13 3
disable

enable

size number
1 65536

stacktrace

depth 1
16

sequence-number
spa SPA

subsys

timestamps

datetime

localtime

msec

show-timezone

uptime

Catalyst 6500 Cisco 10S
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H monitor event-trace

12.2(14)SX Supervisor Engine 720
~
TAC
Cisco I0S monitor event-trace
Cisco I10S
2 monitor
event-trace EXEC monitor event-trace

monitor event-trace
component enable

monitor event-trace

filename 100
TFTP FTP

monitor event-trace ?

show
monitor event-trace

Catalyst 6500 Cisco 10S
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monitor event-trace

Router (config)# monitor event-trace spa disable
Router (config)# monitor event-trace spa clear
Router (config)# monitor event-trace spa enable

SPA

monitor event-trace EXEC Cisco I0S

show monitor event-trace Cisco I10S

Catalyst 6500

Cisco 10S
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Bl monitor permit-list

monitor permit-list

monitor permit-list

no
monitor permit-list

monitor permit-list destination {interface type} {slot/port[-port] [, type slot/port - port]
no monitor permit-list

no monitor permit-list destination {interface type} {slot/port[-port] [, type slot/port - port]

destination
interface type ethernet fastethernet
gigabitethernet tengigabitethernet
slot/port
-port
12.2(18)SXE Supervisor Engine 720
5/1 5/4 6/1

Router# configure terminal

Router (config)# monitor permit-list

Router (config)# monitor permit-list destination interface gigabitethermnet 5/1-4,
gigabitethernet 6/1

show monitor permit-list

Catalyst 6500 Cisco 10S
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monitor session M

monitor session

ERSPAN SPAN RSPAN
VLAN LAN VLAN
ERSPAN SPAN RSPAN
monitor session
1 VLAN
no

monitor session session source {{interface type} | {{vlan vlan-id} [rx | tx | both]} |
{remote vlan rspan-vlan-id}}

monitor session session destination {{interface type} | {vlan vlan-id} | {remote vlan vlan-id} |
{analysis-module slot-number} | {data-port port-number}}

monitor session session-number filter vlan vlan-range

monitor session servicemodule mod-list

monitor session session-number type {erspan-source | erspan-destination}
no monitor session {{range session-range} | local | remote | all | session}

no monitor session session source {{interface type} | {{vlan vlan-id} [rx | tx | both]} |
{remote vlan rspan-vlan-id}}

no monitor session session destination {{interface type} | {vlan vlan-id} | {remote vlan vlan-id} |
{analysis-module slot-number} | {data-port port-number}}

session SPAN 1 66
source SPAN

interface type

vlan vlan-id VLAN ID 1 4094
rx

tx

both

remote vlan rspan-vlan-id VLAN RSPAN VLAN
destination SPAN

analysis-module slot-number

data-port port-number

filter vlan vlan-range SPAN VLAN
servicemodule

mod-list

type erspan-source ERSPAN

monitor session type

Catalyst 6500 Cisco 10S
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Bl monitor session
type erspan-destination ERSPAN
monitor session type
range session-range
local
remote
all
e both
* servicemodule — SPAN
12.2(17a)SX Supervisor Engine 720
12.2(17b)SXA SSO
12.2(17d)SXB Supervisor Engine 2
12.2(18)SXE Supervisor Engine 720
e type erspan-source type erspan-source
ERSPAN monitor
session type
e monitor session servicemodule mod-list
SPAN
o 128
12.2(18)SXF
. Supervisor Engine 32
e ERSPAN
)
SPAN SPAN
SPAN
SPAN
SPAN SPAN

monitor session session source {{interface type} | {{vlan vlan-id} [rx | tx | both]}
| {remote vlan rspan-vlan-id}}

Cisco 10S
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monitor session M

e interface single-interface type slot/port type ethernet
fastethernet gigabitethernet tengigabitethernet

* interface-list

single-interface , single-interface , single-interface ...
e interface-range

type slot/first-port - last-port
¢ mixed-interface-list

single-interface, interface-range, ...
e single-vlan VLAN ID 1 4094
e vlan-list VLAN ID

single-vlan, single-vlan , single-vlan ...
e vlan-range VLAN ID

first-vlan-1D - last-vlan-1D
e mixed-vlan-list VLAN ID

VLAN ID

single-vlan, vlan-range, ...

Release 12.2(18)SXF
Catalyst 6500 ERSPAN
Release 12.2(18)SXF
ERSPAN
analysis-module slot-number data-port port-number
port-channel number 1 256 64
SPAN 1
1 SPAN SPAN
Supervisor Engine 720 Supervisor Engine 32 SPAN RSPAN ERSPAN
SPAN RSPAN
ERSPAN RSPAN ERSPAN
66 2 64 23
Supervisor Engine 720 Supervisor Engine 32 SPAN RSPAN ERSPAN
Catalyst 6500 Cisco 10S
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Bl monitor session
SPAN RSPAN ERSPAN RSPAN ERSPAN
/ — -
Release 12.2(18)SXE |1 1 1
Release 12.2(18)SXE |128 128 128
Release 12.2(18)SXD |64 64 64
Release 12.2(18)SXD |128 128 128
RSPAN ERSPAN |— — — RSPAN VLAN > |IP <1
1
64 RSPAN VLAN > |IP <1 |64 64
1
A
. SPAN SPAN Supervisor Engine 2
RSPAN
e RSPAN Supervisor Engine 2 SPAN SPAN
Supervisor Engine 2 SPAN RSPAN
SPAN RSPAN RSPAN
66 2 0 64
> 1 1 64
x< 1 0 64
Supervisor Engine 2 SPAN RSPAN
SPAN RSPAN RSPAN
/ 1 SPAN 1 SPAN —
0 0
Release 12.2(18)SXD 64 64
Release 12.2(18)SXD 128 128
RSPAN — — RSPAN VLAN > 1
64 RSPAN VLAN < 1 64
Cisco I0S

i Catalyst 6500

0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

monitor session M

SPAN SPAN Supervisor Engine2  RSPAN
Y
RSPAN Supervisor Engine 2 SPAN SPAN
SPAN VLAN
VLAN SPAN
SPAN VLAN SPAN
VLAN SPAN
SPAN
filter VLAN
interface
VLAN monitor session session
source vlan vlan-id VLAN
show monitor SPAN
show running-config monitor session servicemodule no
1
1
no monitor session servicemodule SPAN

monitor session servicemodule

monitor session
monitor session

source interface fastethernet 5/15 , 7/3 rx
source interface gigabitethernet 1/2 tx
source interface port-channel 102

Router (config) #

Router (config) #

Router (config)# monitor session
) # source filter vlan 2 - 3
) # destination remote vlan 901

Router (config monitor session
Router (config monitor session

Catalyst 6500 Cisco 10S
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Bl monitor session

RSPAN RSPAN

Router (config)# monitor session 8 source remote vlan 901
Router (config)# monitor session 8 destination interface fastethernet 1/2 , 2/3

1 2

Router (config)# no monitor session 1 - 2
Router (config) #

Router (config)# no monitor session all
Router (config) #

Router (config)# no monitor session remote
Router (config) #

SPAN

Router (config)# monitor session servicemodule module 1-2
Router (config) #

SPAN

Router (config)# no monitor session servicemodule module 1-2
Router (config) #

remote-span VLAN RSPAN VLAN
show monitor session ERSPAN SPAN RSPAN

Catalyst 6500 Cisco 10S
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monitor session type

ERSPAN

no

monitor session type M

ERSPAN
monitor session type ERSPAN

monitor session erspan-session-number type {erspan-destination | erspan-source}

no monitor session erspan-session-number type {erspan-destination | erspan-source}

erspan-session-number SPAN 1
66

type erspan-destination ERSPAN

type erspan-source ERSPAN

12.2(18)SXE

Supervisor Engine 720

12.2(18)SXF

Supervisor Engine 32

ERSPAN

Release 12.2(18)SXE

Supervisor Engine 720 3.2

ERSPAN show module version |
include WS-SUP720-BASE
ERSPAN GRE SPAN
ERSPAN
Supervisor Engine 2 Catalyst 6500
ERSPAN IP
ERSPAN IP origin ip address
ERSPAN IP
ERSPAN IP ip address ERSPAN
IP Supervisor Engine 720
GRE RSPAN /

[ oL-3993-11-J
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Bl monitor session type

ERSPAN IP
ERSPAN ip
address

ERSPAN ID IP ERSPAN ERSPAN

ERSPAN

. — 66
. —2
. —23

monitor session type ERSPAN ERSPAN
ERSPAN

ERSPAN

* Router(config-mon-erspan-src) — ERSPAN

¢ Router(config-mon-erspan-src-dst) — ERSPAN

e Router(config-mon-erspan-dst) — ERSPAN

e Router(config-mon-erspan-dst-src) — ERSPAN

2-26 ERSPAN

2-26 ERSPAN

monitor session erspan-destination-session-number type ERSPAN
erspan-destination

Router(config-mon-erspan-dst)#

description session-description ERSPAN
shutdown ERSPAN
no shutdown ERSPAN

destination {single-interface | interface-list | interface-range | |ERSPAN
mixed-interface-list}
source ERSPAN

Router(config-mon-erspan-dst-src)#

ip address ip-address [force] ERSPAN IP

ERSPAN

Catalyst 6500 Cisco 10S
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2-26 ERSPAN

monitor session type M

erspan-id erspan-flow-id ERSPAN
ID
vrf vrf-name ERSPAN VRF VPN
/
2-27 ERSPAN
2-27 ERSPAN
monitor session erspan-source-session-number type ERSPAN
erspan-source
Router(config-mon-erspan-src)#
description session-description ERSPAN
shutdown ERSPAN
no shutdown ERSPAN
source {{single-interface | interface-list | interface-range | ERSPAN
mixed-interface-list | single-vlan | vlan-list | vlan-range | VLAN LAN
mixed-vlan-list} [rx | tx | both]}
filter {single-vlan | vlan-list | vlan-range | mixed-vlan-list} ERSPAN
VLAN
destination ERSPAN
Router(config-mon-erspan-src-dst)#
ip address ip-address ERSPAN IP
ERSPAN
erspan-id erspan-flow-id ERSPAN
ID

origin ip address ip-address ERSPAN IP
ip {{ttl ttl-value} | {prec ipp-value} | {dscp dscp-value}} ERSPAN

e ttlttl-value— IP Timeto Live TTL

e prec ipp-value — IP precedence

e dscp dscp-value — IP precedence
vrf vrf-name ERSPAN VRF

Catalyst 6500
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Bl monitor session type

e erspan-destination-span-session-number 1 66

e single-interface interface type slot/port type ethernet fastethernet gigabitethernet
tengigabitethernet

e interface-list single-interface , single-interface , single-interface ...

Y

e interface-range interface type slot/first-port - last-port
* mixed-interface-list single-interface , interface-range , ...
* erspan-flow-id 1 1023

* No monitor session session-number
session-number

* session-range first-session-number-last-session-number

~

Nno monitor session range

ERSPAN ERSPAN

Router (config)# monitor session 55 type erspan-source
Router (config-mon-erspan-src) #

ERSPAN ERSPAN

Router (config)# monitor session 55 type erspan-destination
Router (config-mon-erspan-dst) #

ERSPAN

Router (config-mon-erspan-dst) destination interface fastethernet 1/2 , 2/3

ERSPAN

Router (config-mon-erspan-dst)# source
Router (config-mon-erspan-dst-src) #

ERSPAN

Router (config-mon-erspan-dst)# source
Router (config-mon-erspan-dst-src) #

Catalyst 6500 Cisco 10S
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source
source

Router (config-mon-erspan-src) #
Router (config-mon-erspan-src) #
Router (config-mon-erspan-src)# source
Router (config-mon-erspan-src)# source
Router (config-mon-erspan-src) #

ERSPAN

monitor session type M

interface fastethermet 5/15 , 7/3 rx
interface gigabitethernet 1/2 tx
interface port-channel 102

filter vlan 2 - 3

Router (config-mon-erspan-src)# destination

Router (config-mon-erspan-src-dst) #

ID ERSPAN

Router (config-mon-erspan-src-dst)# erspan-id 1005

Router (config-mon-erspan-src-dst) #

show monitor session ERSPAN SPAN RSPAN

Catalyst 6500
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Bl mpls I2transport route

mpls 12transport route

MPLS 2
mpls 12transport route MPLS
no

mpls I2transport route destination vc-id

no mpls I2transport route destination vc-id

destination IP
vc-id ID
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Supervisor Engine 2 Catalyst 6500 MPLS
OSM FlexWAN
MPLS 2
OSM

mpls I2transport route VLAN LAN

e VC 4 —VLAN MPLS 1 VC

e VC 5— MPLS 1 VC
VC VC 5 VC 4

VvC 4 VC 5 4
4 5
2 MPLSVLAN MPLS 2 PE VLAN
MPLS PE VLAN 2 VLAN
PE VLAN mpls I2transport route
PE IP
IP
ID ID

Catalyst 6500 Cisco 10S
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mpls 12transport route M

MPLS 2

Router (config-if)# mpls l2transport route 192.16.0.1
Router (config-if)#

show mpls I2transport vc VC

Catalyst 6500 Cisco 10S
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[ | mpls load-balance per-label

mpls load-balance per-label

mpls load-balance per-label

no

mpls load-balance per-label

no mpls load-balance per-label
12.2(17b)SXA Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

MPLS
MPLS

show mpls ttfib *

Router (config)# mpls load-balance per-label
Router (config) #

Router (config)# no mpls load-balance per-label
Router (config) #

show mpls ttfib MPLS TTFIB

Catalyst 6500 Cisco 10S
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mpls tti-dec Wl

mpls ttl-dec

MPLS mpls ttl-dec
no

mpls ttl-dec

no mpls ttl-dec

MPLS no mpls ttl-dec
12.2(18)SXE Supervisor Engine 720
Cisco 10S Release 12.2(18)SXE MPLS
IP ToS TTL MPLS
ToS/TTL mpls ttl-dec
MPLS
Catalyst 6500 MPLS
Router (config)# mpls ttl-dec
Router (config) #
Catalyst 6500 MPLS

Router (config)# no mpls ttl-dec
Router (config) #

mpls 12transport route MPLS 2

Catalyst 6500 Cisco 10S
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N mtu
MTU mtu
no
mtu bytes
no mtu
bytes SV
64 9216 GE-WAN+ 1500 9170
1500 9216
2-28 MTU
2-28 MTU
MTU

1500

1500

4464
ATM 4470
FDDI 4470
HSSI HSA 4470

SV 64
9216
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
MTU 1
3 VLAN [ LAN]
MTU

Catalyst 6500 Series
Switch Cisco 10S Software Configuration Guide

mtu MTU
ip mtu ip mtu mtu
mtu ip mtu mtu
ip mtu mtu

Catalyst 6500 Cisco 10S
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mu H

1800 MTU

Router (config)# interface fastethernet 5/1
Router (config-if)# mtu 1800

ip mtu IP MTU

Catalyst 6500 Cisco 10S
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H name MST

name MST

MST name
no

name name

no name name

name MST 32

MST

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX
VLAN LAN

Catalyst 6500 MST

name MST

Catalyst 6500

Router (config-mst)# name Cisco
Router (config-mst) #

instance VLAN VLAN MST
revision MST
show MST
show spanning-tree mst MST
spanning-tree mst configuration MST

Catalyst 6500 Cisco 10S
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neighbor W

neighbor

neighbor
no

neighbor remote-router-id {encapsulation encapsulation-type} | {pw-class pw-name}
[no-split-horizon]

no neighbor remote-router-id

remote-router-id ID

encapsulation encapsulation 12tpv3
mpls

pw-class pw-name VvC

no-split-horizon 2

2 VFI

12.2(18)SXF Supervisor Engine 720

Virtual PVLAN service VPLS

Router (config-vfi)# neighbor 333 encapsulation mpls
Router (config-vfi)#

2

Router (config-vfi)# neighbor 333 no-split-horizon
Router (config-vfi)#

Catalyst 6500 Cisco 10S
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H net
IS-IS NET net NET
no
net netl {alt net2}
no net net
netl MSFC
IS-IS NET NSAP
alt net2 MSFC IS-IS NET
net NET NSAP
e NET
e |S-IS
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
NET n NSAP NET 8
20
NET 1
net
e 3 1 2
L]
. 5
e 13 7 8
IS-IS IP Connectionless Network Services [CLNS]
ID ID NET
NET 3 NET 2 3 NET
1
3
Cisco I0S
OL-3993-11-J |
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net W
NET 1
ID 0000.0c11.1110 ID  47.0004.004d.0001
router isis Pieinthesky
net 47.0004.004d4.0001.0001.0¢c11.1111.00
3 I1S-1S ID

clns routing

interface Tunnel529

ip address 10.0.0.5 255.255.255.0
ip router isis BB

clns router isis BB

interface Ethernetl

ip address 10.1.1.5 255.255.255.0
ip router isis A3253-01

clns router isis A3253-01

]
interface Ethernet2

ip address 10.2.2.5 255.255.255.0
ip router isis A3253-02

clns router isis A3253-02

router isis BB ! Defaults to "is-type level-1-2"
net 49.2222.0000.0000.0005.00

]

router isis A3253-01

net 49.0553.0001.0000.0000.0005.00

is-type level-1

!
router isis A3253-02

net 49.0553.0002.0000.0000.0005.00

is-type level-1

is-type I1S-1S

router isis IS-1S IS-IS

Catalyst 6500 Cisco 10S
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W nsf

nsf

Cisco NSF nsf NSF
no

nsf [enforce global]

nsf [{cisco | ietf} | {interface {wait seconds}} | {interval minutes} | {t3 [adjacency | {manual
seconds}}]

no nsf

enforce global NSF OSPF NSF

cisco RP IS-IS
NSF
ietf RP IETF IS-IS NSF

interface wait seconds Cisco NSF

interval minutes
0 1440

t3 adjacency LSP
IETF NSF RP

t3 manual seconds NSF

5 3600

e NSF

e enforce global —

e interval minutes —5

* interface wait seconds — 10
* t3 manual seconds — 30

IS-IS

12.2(18)SXD Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500 nsf

Catalyst 6500 Cisco 10S
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nst W
nsf t3 IS-IS NSF Internet
Engineering Task Force IETF 1S-IS NSF nsf interface wait
)
Cisco NSF Catalyst 6500 Cisco NSF
Catalyst 6500 Cisco NSF
Cisco NSF
NSF
nsf router
Cisco NSF BGP OSPF IS-IS EIGRP
NSF
e nsf under the router ospf
e nsf ietf under the router isis
* bgp graceful-restart under the router bgp
NSF
[{cisco | ietf} | {interface {wait seconds}} | {interval minutes} | {t3 [adjacency | {manual seconds}}]
IS-IS
{enforce global} OSPF
BGP NSF
NSF  BGP NSF
OPEN NSF BGP
NSF
NSF NSF
bgp
graceful-restart Cisco
I0S Release 12.2 Command Reference
EIRGP NSF
NSF NSF
IS-IS NSF
IETF IETF
NSF
IS-IS NSF 2
e jetf — IETF IS-IS NSF
NSF IS-1S NSF
Catalyst 6500 Cisco 10S
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W nsf
e cisco — Cisco IS-IS LSP
OSPF NSF
OSPF NSF NSF
NSF NSF
NSF NSF
NSF
NSF
OSPF NSF IPv4 NSF/SSO OSPFv3 NSF/SSO
OSPFv2 NSF/SSO
OSPF NSE
Router (config)# router ospf 109
Router (config-router)# nsf
Router (config-router) #
OSPF NSF
Router (config)# router ospf 109
Router (config-router)# no nsf
Router (config-router) #
router
Catalyst 6500 Cisco 10S
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pagp learn-method M

pagp learn-method

pagp learn-method
no

pagp learn-method {aggregation-port | physical-port}

no pagp learn-method

aggregation-port

physical-port

aggregation-port

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router (config-if)# pagp learn-method physical-port
Router (config-if)#

Router (config-if)# pagp learn-method
Router (config-if)#

show pagp

Catalyst 6500 Cisco 10S
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M pagp port-priority

pagp port-priority

pagp port-priority
no

pagp port-priority priority
no pagp port-priority

priority 1 255

priority 128

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router (config-if)# pagp port-priority 45
Router (config-if)#

pagp learn-method

show pagp

i Catalyst 6500 Cisco 10S
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platform ip features sequential W

platform ip features sequential

IP precedence DSCP QoS
PFC QoS IP precedence DSCP

platform ip features sequential
no
platform ip features sequential [access-group {ip-acl-name | ip-acl-number}]

no platform ip features sequential [access-group {ip-acl-name | ip-acl-number}]

access-group ip-acl-name

ACL
access-group ip-acl-number
ACL 1 199 1300 2699
IP precedence DSCP QoS IP precedence
DSCP QoS IP
precedence DSCP
12.2(18)SXE Supervisor Engine 720
QoS IP precedence DSCP QoS
QoS IP precedence DSCP /
QoS QoS
Catalyst 6500
PFC3 3 3 LAN
VLAN 3
PFC QoS
QoS 3 3
LAN VLAN
IP ACL
QoS IP ACL
IP ACL QoS
IP IP

Catalyst 6500 Cisco 10S
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W platform ip features sequential

QoS PFC3A PFC QoS
PFC3A QoS Catalyst 6500
QoS PFC3A QoS
Catalyst 6500 QoS
N
QoS IP precedence DSCP
2 QoS
QoS
S
QoS ACL NAT TCP
NetFlow

show running-config interface

QoS

Router (config-if)# platform ip features sequential
Router (config-if)#

QoS

Router (config-if)# no platform ip features sequential
Router (config-if)#

show running-config interface

Catalyst 6500 Cisco 10S
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platform ipv6 acl icmp optimize neighbor-discovery W

platform ipv6 acl icmp optimize neighbor-discovery

IPv6 ACL TCAM platform ipv6 acl icmp
optimize neighbor-discovery IPv6 ACL TCAM

no

platform ipv6 acl icmp optimize neighbor-discovery

no platform ipv6 acl icmp optimize neighbor-discovery

12.2(18)SXE Supervisor Engine 720
Cisco TAC
IPv6 ACL TCAM TCAM ICMPv6
neighbor-discovery ACL ICMPV6
IPv6 ACL ICMPv6 ACE
TCAM
IPv6é ACL

TCAM ICMPvV6 neighbor-discovery ACL ICMP

ACL ICMP ACL bridge/deny

IPv6 ACL TCAM

Router (config)# platform ipvé acl icmp optimize neighbor-discovery
Router (config) #

IPv6 ACL TCAM

Router (config)# no platform ipvé acl icmp optimize neighbor-discovery
Router (config) #

[ oL-3993-11-J
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M platform scp retry interval
SCP platform
scp retry interval SCP
no
platform scp retry interval timeout-value
no platform scp retry interval
timeout-value 200 2000
2000
12.2(18)SXD Supervisor Engine 720
A Y
Cisco TAC
SCP
Router (config)# platform scp retry interval 600
Router (config) #
Catalyst 6500 Cisco 10S
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platform vfi dot1qg-transparency W

platform vfi dotlg-transparency

802.1Q platform vfi dotlg-transparency
802.1Q no

platform vfi dotlg-transparency

no platform vfi dotlg-transparency

12.2(18)SXF2 Supervisor Engine 720

OSM
802.1Q VPLS 802.1p
QoS MPLS
EXP
Release 12.2(18)SXF1 MPLS EXP VLAN
IGP VvC
VC MPLS EXP PE 802.1p
VPLS 802.1p
EoMPLS  dotlq VLAN LAN IGP
QoS VC EXP 802.1p PE
802.1p VC EXP EXP 802.1p
VPLS 802.1p
Cisco 7600 Virtual
Forwarding Instance VFI Switch Virtual Interface SVI;
EoMPLS VC
PE EoMPLS  Dotlq
802.1Q

Router (config)# platform vfi dotlg-transparency

Router (config)#

802.1Q

Router (config)# no platform vfi dotlg-transparency

Router (config)#

Catalyst 6500
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W police

police

show cwan vfi dotlg-transparency  802.1Q

police

police {aggregate name}

no

police flow {bits-per-second [normal-burst-bytes] [maximum-burst-bytes] [pir peak-rate-bps]} |
[conform-action action] [exceed-action action] [violate-action action]

police flow mask {dest-only | full-flow | src-only} {bits-per-second [normal-burst-bytes]
[maximum-burst-bytes]} [conform-action action] [exceed-action action]

no police {aggregate name}

no police flow {bits-per-second [normal-burst-bytes] [extended-burst-bytes] [pir peak-rate-bps]} |
[conform-action action] [exceed-action action] [violate-action action]

no police flow mask {dest-only | full-flow | src-only} {bits-per-second [normal-burst-bytes]
[maximum-burst-bytes]} [conform-action action] [exceed-action action]

aggregate name

i Catalyst 6500

flow
bits-per-second CIR 32000 10000000000
normal-burst-bytes CIR 1000 512000000
maximum-burst-bytes PIR 1000 32000000
pir peak-rate-bps PIR 32000 10000000000
bps
conform-action action bits-per-second
exceed-action action bits-per-second
violate-action action bits-per-second maximum-burst-bytes
mask
dest-only
full-flow
src-only
Cisco I0S
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police ||

e maximum-burst-bytes  normal-burst-bytes

e conform-action  transmit

* exceed-action  drop

e violate-action exceed-action

e pir peak-rate-bps normal-burst-bytes
policy-map

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(17d)SXB3 FlexWAN police bits-per-second

32000 8000
12.2(18)SXD
e set-mpls-exp-topmost-transmit conform-action
e set-mpls-exp-transmit set-mpls-exp-imposition-transmit
12.2(18)SXE bits-per-second pir peak-rate-bps 4000000000
10000000000 bps

12.2(18)SXF CIR 10,000,000,000 bps

police bits-per-second 32000 4000000000 bps
12.2(17d)SXB3 FlexWAN 8000 4000000000
bps

mls qos aggregate-policer policer-name

2

. police

. mls qos aggregate-policer

normal-burst-bytes CIR

maximum-burst-bytes PIR flow

maximum-burst-bytes normal-burst-bytes
Catalyst 6500 Cisco 10S
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W police

pir peak-rate-bps extended-burst-bytes

police flow

ARP

police

no police aggregate aggregate-name

conform-action exceed-action

action

drop — bits-per-second

policed-dscp-transmit —

set-dscp-transmit {dscp-value | dscp-bit-pattern | default | ef} —

DSCP
dscp-value — DSCP
dscp-bit-pattern — DSCP

0 63
2-29

default — dscp 000000
ef — EF dscp 101110
2-29 dscp-bit-pattern
afll AF11dscp 001010
af12 AF12 dscp 001100
af13 AF13dscp 001110
af21 AF21 dscp 010010
af22 AF22 dscp 010100
af23 AF23dscp 010110
af31 AF31dscp 011010
af32 AF32dscp 011100
af33 AF33dscp 011110
af41l AF41 dscp 100010
af42 AF42 dscp 100100
af43 AF43 dscp 100110
csl CS1 precedencel dscp 001000
cs2 CS1 precedence 2 dscp 010000
cs3 CS3 precedence 3 dscp 011000
cs4 CS4 precedence 4 dscp 100000
cs5 CS5 precedence 5 dscp 101000
cs6 CS6 precedence 6 dscp 110000
cs7 CS7 precedence 7 dscp 111000

Cisco 10S
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police ||
e set-mpls-exp-imposition-transmit new-mpls-exp — MPLS
EXP new-mpls-exp
MPLS EXP new-mpls-exp 0
7
e set-mpls-exp-topmost-transmit — MPLS EXP
new-mpls-exp MPLS EXP
new-mpls-exp 0o 7
* set-prec-transmit new-precedence — IP precedence
new-precedence 0o 7
* transmit — bits-per-second
Router (config-pmap-c)# police aggregate aggl
Router (config-pmap-c)#
ipp5 max-pol-ipp5

IP precedence

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# policy-map max-pol-ipp5

Router (config-pmap) # class ipp5

Router (config-pmap-c)# trust ip-precedence

Router (config-pmap-c)# police 2000000000 2000000 conform-action set-prec-transmit 6
exceed-action policed-dscp-transmit

Router (config-pmap-c)# police flow 10000000 10000 conform-action set-prec-transmit 6
exceed-action policed-dscp-transmit

Router (config-pmap-c) #

class-map QoS QoS

service-policy

show class-map

show policy-map

show policy-map interface

[ oL-3993-11-J
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Wl police rate

police rate

police rate
no

police rate units pps [burst burst-in-packets packets] [peak-rate peak-rate-in-pps pps] [peak-burst
peak-burst-in-packets packets]

police rate units bps [burst burst-in-bytes bytes] [peak-rate peak-rate-in-bps bps] [peak-burst
peak-burst-in-bytes bytes]

police rate percent percentage [burst ms ms] [peak-rate percent percentage] [peak-burst ms ms]

no police rate units pps [burst burst-in-packets packets] [peak-rate peak-rate-in-pps pps] [peak-burst
peak-burst-in-packets packets]

no police rate units bps [burst burst-in-bytes bytes] [peak-rate peak-rate-in-bps bps] [peak-burst
peak-burst-in-bytes bytes]

no police rate percent percentage [burst ms ms] [peak-rate percent percentage] [peak-burst ms ms]

units

pps /

burst burst-in-packets packets

1 512000
peak-rate peak-rate-in-pps pps PIR
1 512000
peak-burst peak-burst-in-packets packets
1 512000
bps /

burst burst-in-bytes bytes
1000 512000000

peak-rate peak-rate-in-bps bps
1000 512000000

peak-burst peak-burst-in-bytes bytes
1000 512000000

percent percentage

1 100

burst ms ms
1 2000

Catalyst 6500 Cisco 10S
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police rate
peak-rate percent percentage PIR
1 100
peak-burst ms ms
1 2000

12.2(18)SXD1 Supervisor Engine 720
units

J pps 1 2000000 pps

. bps 8000 10000000000 bps
pps PIR peak-rate-in-pps

/ pps / bps

police rate

police rate
bps

1500000 pps

Router (config)# class-map telnet-class

Router (config-cmap) # match access-group 140

Router (config-cmap) # exit

Router (config)# policy-map control-plane-policy

Router (config-pmap)# class telnet-class

Router (config-pmap-c)# police rate 1500000 pps bc 500000 packets
Router (config-pmap-c)# exit

policy-map QoS QoS

show policy-map

Catalyst 6500 Cisco 10S
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W policy-map

policy-map

QoS QoS
policy-map
no
policy-map policy-map-name

no policy-map policy-map-name

policy-map-name policy-map

e extended-burst-bytes  burst-bytes
e conform-action

e exceed-action

e violate-action exceed-action
* pir peak-rate-bps cir
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(17d)SXB3 FlexWAN police bits-per-second
32000 8000
QoS
e exit— QoS
[ ] nO JE—

e class class-map [name] — QoS

class-map

e class {class-name | class-default} —
class

e police [aggregate name] —
police

police {aggregate name}

police flow {bits-per-second [normal-burst-bytes] [maximum-burst-bytes] [pir peak-rate-bps]} |
[conform-action action] [exceed-action action] [violate-action action]

police flow mask {dest-only | full-flow | src-only} {bits-per-second [normal-burst-bytes]
[maximum-burst-bytes]} [conform-action action] [exceed-action action]

Catalyst 6500 Cisco 10S
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policy-map W
e trust {cos|dscp | ip-precedence} —
2-30 class
2-30 class
exit QoS
police police
trust state Ccos
dscp ip precedence
cos CoS CoS
DSCP
dscp DSCP QoS
ip-precedence IP precedence DSCP
policy-map  exceed-action drop violate-action
PFC QoS bandwidth priority
queue-limit random-detect set
ipp5 max-pol-ipp5

IP precedence

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# policy-map max-pol-ipp5

Router (config-pmap) # class ipp5

Router (config-pmap-c)# trust ip-precedence

Router (config-pmap-c)# police 2000000000 2000000 8000000 conform-action
set-prec-transmit 6 exceed-action policed-dscp-transmit

Router (config-pmap-c)# police flow 10000000 10000 conform-action set-prec-transmit 6
exceed-action policed-dscp-transmit

Router (config-pmap-c)# end

Router#

class-map QoS QoS

class
class-default

service-policy

show class-map

show policy-map

show policy-map interface

[ oL-3993-11-J
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M port access-map

port access-map

port access-map
no

port access-map name [seq#]

no port access-map name [seq#]

name
seq# 0 65535

12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

match action 1

no port access-map name [seq#]

* action — action action
e default —

e end—

* exit—

e match — match match

L] no_

Router (config)# port access-map ted
Router (config-port-map) #

action action
match VLAN LAN ACL 1
match

Catalyst 6500 Cisco 10S
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port-channel load-balance

port-channel load-balance W

port-channel load-balance

no

port-channel load-balance method [module slot]

no port-channel load-balance

method

module slot

method  src-dst-ip

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

12.2(18)SXF

module slot

method

e dst-ip— IP

e dst-mac — MAC

e dst-port—

* src-dst-ip — XOR IP

* src-dst-mac — XOR MAC
e src-dst-port — XOR

* src-ip— IP

® src-mac — MAC

* src-port—

port-channel load-balance method module slot

port-channel per-module load-balance

Catalyst 6500

DFC

port-channel per-module load-balance
port-channel load-balance method module slot

Cisco 10S

[ oL-3993-11-J
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[ | port-channel load-balance

dst-ip

Router (config)# port-channel load-balance dst-ip
Router (config) #

Router (config)# port-channel load-balance dst-ip module 2
Router (config) #

interface port-channel

port-channel per-module load-balance

show etherchannel EtherChannel

Catalyst 6500 Cisco 10S
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port-channel load-balance mpls

port-channel load-balance mpls

MPLS
port-channel load-balance mpls
no

port-channel load-balance mpls {label | label-ip}

no port-channel load-balance mpls

label MPLS
label-ip MPLS IP
label-ip
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
label
e MPLS 1 MPLS
e MPLS 2 2 MPLS 5
label-ip
e |Pv4 3 XOA IP
e MPLS 4 2 MPLS 5
. IPv4 label
label-ip

Router (config)# port-channel load-balance mpls label-ip
Router (config) #

interface port-channel

show etherchannel EtherChannel

[ oL-3993-11-J
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Wl port-channel min-links

port-channel min-links

EtherChannel
port-channel min-links
no

port-channel min-links min-num

no port-channel min-links

min-num
2 8
min-num 1
12.2(18)SXF Supervisor Engine 720
LACP 802.3ad LACP
show running-config
EtherChannel

Router (config-if)# port-channel min-links 3
Router (config-if)#

show running-config 2 VLAN LAN

Catalyst 6500 Cisco 10S
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port-channel per-module load-balance

port-channel per-module load-balance

port-channel per-module load-balance

no
port-channel per-module load-balance
no port-channel per-module load-balance
12.2(18)SXF Supervisor Engine 720

port-channel load-balance method module slot DFC

port-channel per-module load-balance
port-channel per-module load-balance
port-channel load-balance method module slot

Router (config)# port-channel per-module load-balance
Router (config) #

interface port-channel

port-channel load-balance module

show etherchannel EtherChannel

Catalyst 6500 Cisco 10S
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W power enable

power enable

power enable
no

power enable {module slot}

no power enable {module slot}

module slot
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXD
no power enable module slot
no power enable module slot
slot slot
13 1 13
Router (config)# power enable module 5
Router (config) #
Router (config)# no power enable module 5
Router (config) #
show power
Catalyst 6500 Cisco 10S
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power inline W

power inline

power inline

power inline {auto [max max-milli-watts]} | never | {static [max max-milli-watts]}

auto

max max-milli-watts
4000 15400

never

static

e auto
e max-milli-watts 15400

12.2(14)SX Supervisor Engine 720

12.2(17b)SXA static max max-milli-watts

12.2(17d)SXB Supervisor Engine 2 12.2SX

Router (config-if)# interface fastethernet5/1
Router (config-if)# switchport
Router (config-if)# power inline never

Router (config-if)# interface fastethernet5/1
Router (config-if)# switchport
Router (config-if)# power inline static max 15000

show power

Catalyst 6500 Cisco 10S
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[ | power redundancy-mode

power redundancy-mode

power redundancy-mode

power redundancy-mode {combined | redundant}

combined

redundant

redundant

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router (config)# power redundancy-mode combined
Router (config) #

Router (config)# power redundancy-mode redundant
Router (config) #

show power

Catalyst 6500 Cisco 10S
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ppp link

PPP

ppp link

no

ppp link {reset | trap}
no ppp link {reset | trap}

LCP

PPP LCP

ppplink W

reset

trap PPP LCP

e LCP

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

Supervisor Engine 720

no ppp link trap

LCP

Up/Down

no ppp link reset

Router (config-if)# ppp link reset

Router (config-if) #

Router (config-if)# no ppp link reset

Router (config-if)#

Catalyst 6500

Catalyst 6500

PPP

PPP 1

PPP

Cisco 10S

Up/Down

[ oL-3993-11-J
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W ppplink

PPP LCP /

Router (config-if)# ppp link trap
Router (config-if)#

LCP

Router (config-if)# no ppp link trap
Router (config-if)#

Catalyst 6500 Cisco 10S
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priority-queue cos-map M

priority-queue cos-map

CoS priority-queue
cos-map no

priority-queue cos-map queue-id cosl [cos2 [cos3 [cos4 [cos5 [cos6 [cos7 [cos8]]1111]

queue-id 1
cosl CoS 0o 7
...Co0s8 CoS o 7

1 CoS5

e I1plgat
e 1plqOt
e 1plg8t
e 1p2g2t
e 1p3qg8t
e 1p7q8t
e 1p3qlt
e 1p2qlt

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2

CoS

. 8 CoS

171 CoS 7

Router (config-if)# priority-queue cos-map 1 7
Router (config-if)#

show queueing interface

Catalyst 6500 Cisco 10S
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W priority-queue queue-limit
priority-queue queue-limit

priority-queue queue-limit weight

priority-queue queue-limit

weight 1 100%
. QoS —15
. QoS —0

12.2(18)SXF2

e WS-X6501-10GE — 1p2qilt

e WS-X6148A-GE — 1p3q8t

e WS-X6148-45 — 1p3q8t

e WS-X6148-FE-SFP — 1p3q8t

e WS-X6748-SFP — 1p3qs8t

o WS-X6724-SFP — 1p7q8t

e WS-X6704-10GE — 1p7qat

e WS-SUP32-10GB-3B — 1p7qdt
e WS-SUP32-GB-3B — 1p3qs8t

Router (config-if)# priority-queue queue-limit 15

Router (config-if) #

show queueing interface

i Catalyst 6500 Cisco 10S
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private-vian W

private-vlian

PVLAN PVLAN VLAN LAN
private-vlan no

private-vlan {isolated | community | primary}
private-vlan association secondary-vlan-list | {add secondary-vlan-list} | {remove secondary-vlan-list}
no private-vlan {isolated | community | primary}

no private-vlan association

isolated VLAN PVLAN
community VLAN PVLAN
primary VLAN PVLAN
association VLAN VLAN
secondary-vlan-list VLAN
add VLAN VLAN
remove VLAN VLAN
PVLAN
VLAN
12.2(14)SX Supervisor Engine 720

12.2(17a)SX

12.2(17d)SXB Supervisor Engine 2 12.2 SX

PVLAN

pvlan

Command rejected: Gix/y is Port Security enabled port.

12 1 12 13 24 25 36 37 48 1
SPAN
VLAN VLAN VLAN
1 SPAN VLAN
12 VLAN VLAN
VLAN VLAN
shutdown no shutdown

Catalyst 6500 Cisco 10S
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W private-vian

A\

PVLAN VLAN shutdown
no shutdown PVLAN
VLAN PVLAN
N
Release 12.2(17a)SX WS-X6548-RJ-45 WS-X6548-RJ-21
10 MB 10/100 MB 100 MB Release 12.2(17a)SX
10 MB 10/100 MB 100 MB
VLAN 1 VLAN 1001 1005 PVLAN
VTP  PVLAN PVLAN PVLAN
secondary-vlan-list
PVLAN ID PVLAN ID
secondary-vlan-list VLAN ID
secondary-vlan-list 1 VLAN ID PVLAN VLAN
2
VLAN
VLAN VLAN
VLAN VLAN
VLAN
VLAN
VLAN
VLAN
VLAN
VLAN VLAN
VLAN vlan-id 1

VLAN VLAN 1 VLAN

VLAN VLAN

VLAN VLAN VLAN

VLAN private-vlan
VLAN VLAN
Catalyst 6500 Series Switch Cisco 10S Software Configuration
Guide
Cisco I0S
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VLAN 14 VLAN 19 VLAN 20 21

Router (config) # wvlan

Router (config-vlan)

#

Router (config) # wvlan

Router (config-vlan)
Router (config-vlan)

#
#

Router (config) # wvlan

Router (config-vlan)
Router (config-vlan)

VLAN

Router (config) # wvlan

Router (config-vlan)
Router (config-vlan)

PVLAN
VLAN

Router (config-vlan)
Router (config-vlan)

#
#

#
#

#
#

19

private-vlan isolated

20

private-vlan community
private-vlan community

14

private-vlan primary
private-vlan association 19-21

VLAN 20 PVLAN

14
private-vlan association remove 18,20

VLAN

no private-vlan 14

private-vian W

PVLAN

show vlan VLAN
show vlan private-vlan PVLAN
Catalyst 6500 Cisco 10S
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M private-vian mapping
VLAN LAN VLAN VLAN
VLAN SVI private-vlan mapping
Svi PVLAN no
private-vlan mapping {[secondary-vlan-list | {add secondary-vlan-list} |
{remove secondary-vlan-list}]}
no private-vlan mapping
secondary-vlan-list VLAN VLAN VLANID
add VLAN VLAN
remove VLAN VLAN
PVLAN SVI
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
private-vlan mapping MSFC MSFC2
private-vlan mapping
PFC PFC2 3
secondary-vlan-list
PVLAN ID PVLAN ID
VLAN
VLAN SVI 3
VLAN VLAN SVI
VLAN  svi
svi 1 svi VLAN
VLAN Ssvi
2 2 VLAN
Cisco I0S

i Catalyst 6500
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VLAN 20 VLAN 18 SVI

Router (config)# interface vlan 18
Router (config-if)# private-vlan mapping 18 20
Router (config-if)#

PVLAN 303 307 309 440 VLAN

Router# configure terminal

Router (config)# interface vlan 202

Router (config-if)# private-vlan mapping add 303-307,309,440
Router (config-if)# end

Router# show interfaces private-vlan mapping

Interface Secondary VLAN Type

vlan202 303 community

vlan202 304 community

vlan202 305 community

vlan202 306 community

vlan202 307 community

vlan202 309 community

v1lan202 440 isolated

Router#

VLAN VLAN 18 SVI
VLAN 18 SVI

Router (config)# interface vlan 19
Router (config-if)# private-vlan mapping 19 add 21

private-vian mapping W

Command rejected: The interface for VLAN 21 is already mapped as s secondary.

Router (config-if)#

VLAN19 SVI PVLAN

Router (config)# interface vlan 19
Router (config-if)# no private-vlan mapping

Router (config-if) #

show interfaces private-vlan mapping VLAN SVI  PVLAN

show vlan VLAN

show vlan private-vlan PVLAN

Catalyst 6500 Cisco 10S
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M private-vian synchronize

private-vlan synchronize

VLAN LAN VLAN
private-vlan synchronize

private-vlan synchronize

MST

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

MST VLAN

VLAN
VLAN VLAN
private-vlan synchronize VLAN
VLAN
VLAN 2 VLAN3 VLAN?2

VLAN  CIST 1 VLAN 2

Router (config)# spanning-tree mst configuration
Router (config-mst)# instance 1 vlan 2
Router (config-mst)# exit

These secondary vlans are not mapped to the same instance as their primary:
-> 3

PVLAN

Router (config-mst)# private-vlan synchronize
Router (config-mst) #

show MST

show spanning-tree mst MST

Catalyst 6500 Cisco 10S
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process-min-time percent

CPU OSPF
process-min-time percent
no

process-min-time percent percent

no process-min-time

process-min-time percent W

percent CPU CPU
1 100
percent 25
12.2(18)SXF Supervisor Engine 720 Supervisor Engine 320
At
Cisco TAC
OSPFv2 OSPFv3

process-min-time
CPU

process-max-time
process-min-time

CPU CPU

Router> configure terminal

Router (configure)# router ospf

Router (config-router)# process-min-time percent 35
Router (config-router) #

Router> configure terminal

Router (configure)# router rip

Router (config-router)# no process-min-time
Router (config-router) #

process-max-time

process-max-time

Catalyst 6500 Cisco 10S
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W rcv-queue bandwidth

rcv-gueue bandwidth

WRR

rcv-queue bandwidth

no

rcv-queue bandwidth weight-1 ... weight-n

no rcv-queue bandwidth

weight-1 ... weight-

n

WRR

0 255

* QoS
* QoS

—255 1

—4 255

12.2(17a)SX

Supervisor Engine 720

3 1

Supervisor Engine 2

298t

8q8t
7

Catalyst 6500

Router (config-if)# rcv-queue bandwidth 3 1

Router (config-if

) #

rcv-queue queue-limit

show queueing interface

Cisco 10S
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rcv-queue cos-map M

rcv-gqueue cos-map

CoS
rcv-queue cos-map no
rcv-queue cos-map queue-id threshold-id cos-1 ... cos-n
no rcv-queue cos-map queue-id threshold-id
queue-id ID 1
threshold-id ID 1 4
cos-1 ... cos-n CoS 0o 7
2-31
2-31 CoS
cos-map cos-map
QoS QoS
1 1 0123141 1 0 1
56 7
1 2 1 2 2 3
1 3 1 3 4
1 4 1 4 6 7
2 1 5 2 1 5
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
€os-n cos-n
1 CoS O 1

Router (config-if)# rcv-queue cos-map 1 1 0 1
cos-map configured on: Gil/1 Gil/2
Router (config-if)#

show queueing interface

Catalyst 6500 Cisco 10S
[ oL-3993-11-J .m




2 Catalyst 6500 Cisco 10S |

W rcv-queue queue-limit

rcv-queue queue-limit
rcv-queue queue-limit

rcv-queue queue-limit {g-limit-1} {g-limit-2}

no rcv-queue queue-limit

g-limit-1 1 100%

g-limit-2

* 80%
e 20%

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

1plgst LAN 1 100% 1plgst LAN

3 100%

rcv-queue queue-limit ASIC
80%

20%

1/2

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# interface gigabitethernet 1/2

Router (config-if)# rcv-queue queue-limit 75 15

Router (config-if)# end

Router#

show queueing interface

Catalyst 6500 Cisco 10S
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rcv-queue random-detect

rcv-queue random-detect W

rcv-queue
random-detect no
rcv-queue random-detect {max-threshold | min-threshold} queue-id threshold-percent-1 ...
threshold-percent-n
no rcv-queue random-detect {max-threshold | min-threshold} queue-id
max-threshold
min-threshold
queue-id ID 1
threshold-percent-1 threshold-percent-n 1 100%
e min-threshold — 80%
* max-threshold — 20%
12.2(17a)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
1plqg8t 8g8t
1plg8t 1 8 1
8q8t 8 8
Catalyst 6500 Series Switch Cisco 10S
Software Configuration Guide QoS

Router (config-if)# rcv-queue random-detect max-threshold 1 60 100

Router (config-if)#

show queueing interface

Catalyst 6500

Cisco 10S
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Cisco 10S |

WM rcv-queue threshold

rcv-queue threshold

1p1q0t
rcv-queue threshold
no

1plgat

rcv-queue threshold queue-id threshold-percent-1 ... threshold-percent-n

no rcv-queue threshold

queue-id ID 1
threshold- percent-1 ... threshold- percent-n 1 100%
1plg4t 1plqOt
e QoS CoS 5
e QoS
194t QoS
QoS
e 1plgat
CoSO 1 2 3 4 6 7
1 50%
Catalyst 6500 CoS0 1
2 60%
Catalyst 6500 CoS 2 3
3 80%
Catalyst 6500 CoS 4
4 100%
Catalyst 6500 CoS 6 7
CoS5 2
100% Catalyst 6500
e 1plq0t
CoSO0 1 2 3 4 6
100% Catalyst 6500
CoS5 2
100% Catalyst 6500
N
100% BPDU
98% BPDU
100%
Catalyst 6500 Cisco 10S
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rcv-queue threshold M

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
queue-id 1
10 10%
4 100%
trust cos
1g4t

wrr-gqueue threshold

11

Router (config-if)# rcv-queue threshold 1 60 75 85 100
Router (config-if)#

show queueing interface

wrr-queue threshold 1qg4t 202t

Catalyst 6500 Cisco 10S
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l reassign
SYN

reassign no

reassign threshold

no reassign
threshold

TCP SYN 1 4
threshold 3
12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
threshold
Router (config-if)# reassign 4
Router (config-if)#
Router (config-if)# no reassign
Router (config-if)#
faildetect numconns
inservice Cisco I0S SLB
retry
maxconns
Catalyst 6500 Cisco 10S
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redundancy

redundancy W

redundancy
CPU 2
redundancy

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
e exit—

* main-cpu — CPU

[ ] no —_—

CPU auto-sync CPU
mode
NSF/SSO IPv4 NSF/SSO IPv6 IPX
MPLS
Router (config)# redundancy
Router (config-r)#
CPU

Router (config)# redundancy
Router (config-r)# main-cpu
Router (config-r-mc)#

auto-sync NVRAM RAM

mode

Catalyst 6500 Cisco 10S
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W redundancy force-switchover

redundancy force-switchover

redundancy force-switchover

redundancy force-switchover

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

Catalyst 6500 Series Switch Cisco 10S Software Configuration Guide
Performing a Fast Software Upgrade (FSU)

redundancy force-switchover
Cisco 10S

RPR+

Router# redundancy force-switchover
Router#

mode

redundancy

show redundancy RF

Catalyst 6500 Cisco 10S
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reload W
Catalyst 6500 reload
reload [text | in [hh:]mm [text] | at hh:mm [month day | day month] [text] | cancel]
text 1 255
in [hh:]Jmm Catalyst 6500
at hh:mm 24
Catalyst 6500
month
day 1 31
cancel
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
reload
reload
in 24
at
00:00 0
24
Catalyst 6500
CONFIG_FILE Catalyst 6500
[yes] Catalyst 6500
at NTP MSM
MSM
MSM NTP
show reload
Catalyst 6500 Cisco 10S
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W reload

Catalyst 6500

Router# reload
Router#

Catalyst 6500 10

Router# reload in 10

Router# Reload scheduled for 11:57:08 PDT Fri Apr 21 1996 (in 10 minutes)
Proceed with reload? [confirm]

Router#

Catalyst 6500 1

Router# reload at 13:00

Router# Reload scheduled for 13:00:00 PDT Fri Apr 21 1996 (in 1 hour and 2 minutes)
Proceed with reload? [confirm]

Router#

Catalyst 6500 4 20 2

Router# reload at 02:00 apr 20

Router# Reload scheduled for 02:00:00 PDT Sat Apr 20 1996 (in 38 hours and 9 minutes)
Proceed with reload? [confirm]

Router#

Router# reload cancel
%$Reload cancelled.
Router#

copy system:running-config nvram:startup-config

show reload

Catalyst 6500 Cisco 10S
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remote command W

remote command

Catalyst 6500

Catalyst 6500 remote command

remote command {{module num} | standby-rp | switch} command

module num

standby-rp

switch

command

EXEC

12.2(14)SX
12.2(17d)SXB Supervisor Engine 2

Supervisor Engine 720

12.2 SX

12.2(18)SXD standby-rp

module num

13 1 13
module num DFC

remote command switch

Switch-sp#
DFC
show sh
show calendar
Router# remote command standby-rp show calendar
Switch-sp#
09:52:50 UTC Mon Nov 12 2001
Router#
remote login Catalyst 6500
Catalyst 6500 Cisco 10S
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Hl remote login

Catalyst 6500 remote

login

remote login {{module num} | standby-rp | switch}

module num

standby-rp

switch

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

12.2(18)SXD standby-rp

attach remote login

module hum

13 1 13
module num DFC
remote login module num
Router-dfcx# Switch-sp#

remote login standby-rp Router-sdby#

remote login switch Switch-sp#

remote login module num attach

Catalyst 6500 Cisco 10S
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Switch-sp# AC
Switch-sp# AC
Switch-sp# AC

Terminate remote login session?
[Connection to Switch closed by local host]

Router#

Router# remote login module 1

Trying Switch
Entering CONSOLE for
Type "~C"C"C" to end

Switch-sp#

Catalyst 6500

Router# remote login
Trying Switch
Entering CONSOLE for
Type "~C"C”"C" to end
Switch-sp#

Router# remote login
Trying Switch
Entering CONSOLE for
Type "~C"C"C" to end
Router-sdby#

Switch
this session

switch

Switch
this session

standby-rp

Switch
this session

[confirm]

Y

| 2 Catalyst 6500 Cisco 10S
remote login W
2
L exit
Switch-sp# exit
[Connection to Switch closed by foreign host]
Router#
. Ctrl-C 3

attach

Catalyst 6500

Cisco 10S
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W remote-span
VLAN LAN RSPAN VLAN remote-span
RSPAN no
remote-span
config-VLAN
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
VLAN
show vlan remote-span Catalyst 6500 RSPAN VLAN
RSPAN VLAN VLAN
Router (config-vlan)# remote-span
Router (config-vlan)
RSPAN
Router (config-vlan)# no remote-span
Router (config-vlan)
show vlan remote-span RSPAN VLAN
Catalyst 6500 Cisco 10S
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reset W

reset

VLAN LAN VLAN
VLAN VLAN

reset

reset
VLAN
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

VLAN VLAN

Router (vlan)# reset
RESET completed.
Router (vlan) #

Catalyst 6500 Cisco 10S ]

[ oL-3993-11-J



2 Catalyst 6500 Cisco 10S

W retry

retry

retry

no

retry retry-value

no retry

retry-value
1 3600

retry-value 60

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router (config-if)# retry 145
Router (config-if)#

Router (config-if)# no retry
Router (config-if)#

faildetect numconns

inservice Cisco 10S SLB

maxconns

Catalyst 6500 Cisco 10S
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revision W

revision

MST revision
no

revision version

no revision

version 0 65535

version 0

MST

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

2 Catalyst 6500 2

MST revision

MST

Router (config-mst)# revision 5
Router (config-mst) #

instance 1 VLAN MST

name MST MST

show MST
show spanning-tree

spanning-tree mst configuration MST

Catalyst 6500 Cisco 10S
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H rmonalarm

rmon alarm

MIB rmon alarm
no

rmon alarm number variable interval {delta | absolute} rising-threshold value [event-number]
falling-threshold value [event-number] [owner string]

no rmon alarm number

number RMON MIB  alarmTable alarmIndex
1 65535
variable MIB RMON MIB  alarmTable
alarmVariable
interval MIB RMON MIB
alarmTable alarminterval 1
4294967295
delta MIB RMON MIB  alarmTable
alarmSampleType
absolute MIB RMON MIB alarmTable
alarmSampleType
rising-threshold value —2147483648
2147483647

event-number
RMON MIB alarmTable

alarmRisingEventindex alarmFallingEventindex
1 65535
falling-threshold value —2147483648
2147483647
owner string RMON MIB
alarmTable alarmOwner
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
MIB 10
ifEntry.10.1 ifInOctets.1 10

entry.integer.instance

Catalyst 6500 Cisco 10S
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rmon alarm W

RMON no
no rmon alarm 1 1
RMON RFC 1757
20 1 MIB ifEntry.20.1
ifEntry.20.1 15 MIB
100000 100015
1 rmon event
SNMP
ifEntry.20.1 0 0
RMON

Router (config)# rmon alarm 10 ifEntry.20.1 20 delta rising-threshold 15 1
falling-threshold 0

owner jjohnson

rmon RMON
rmon event RMON RMON
show rmon RMON

Catalyst 6500 Cisco 10S
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rmon event

rmon event

RMON RMON
rmon event RMON
no

rmon event number [log] [trap community] [description string] [owner string]

no rmon event number

number RMON MIB eventTable eventindex
1 65535

log RMON

RMON MIB  eventType log log-and-trap
trap community SNMP
description string RMON MIB  eventTable
owner string RMON MIB  eventTable eventOwner
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
RMON MIB RFC 1757

RMON MIB  eventType snmp-trap log-and-trap trap

community RMON MIB eventTable

eventCommunityValue

RMON

Router (config)# rmon event 1 log trap eventtrap description “High ifOutErrors” owner

sdurham

High ifOutErrors RMON 1
sdurham
SNMP

Catalyst 6500 Cisco 10S
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rmonevent

rmon RMON
rmon alarm MIB
show rmon RMON

Catalyst 6500 Cisco 10S
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l route-converge-interval

route-converge-interval

FIB
route-converge-interval

route-converge-interval seconds

no

seconds FIB 60 3600

seconds 120 2

CPU
12.2(17b)SXA Supervisor Engine 720
12.2(18)SXD Release 12.2(18)SXD
SRM/SSO
* Release 12.2(17b)SXA Release 12.2(17b)SXA
* Release 12.2(17d)SXB Release 12.2(17d)SXB

Supervisor Engine 2 Catalyst 6500

Router (config)# redundancy

Router (config-red) # main-cpu

Router (config-red-main)# route-converge-interval 90
Router (config-red-main) #

Router (config)# redundancy

Router (config-red) # main-cpu

Router (config-red-main)# no route-converge-interval
Router (config-red-main) #

redundancy

Catalyst 6500 Cisco 10S
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router l
router
no
router {bgp as-num} | {eigrp as-num} | {isis process-id} | {ospf process-id [vrf vrf-id]}
no router ospf process-id
bgp as-num BGP 1 65535
eigrp as-num EIGRP 1 65535
isis routing-area-tag I1ISO
ospf process-id ID
1 65535
vrf vrf-id VRF VPN /
OSPF
12.2(17a)SX Supervisor Engine 720
process-id OSPF
OSPF
OSPF 109
Router (config)# router ospf 109
Router (config) #
OSPF VRF 109

Router (config)# router ospf 109 vrf 109
Router (config) #

nsf Cisco NSF

Catalyst 6500 Cisco 10S
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Wl scheduler allocate

scheduler allocate

CPU scheduler allocate
no

scheduler allocate interrupt-time process-time

no scheduler allocate

interrupt-time 1
400
60000
process-time
100 4000
e interrupt-time 4000
e process-time 800
12.2(14)SX Supervisor Engine 720
12.2(17a)SX
* process-time 200 800
e no scheduler allocate
12.2(17d)SXB Supervisor Engine 2 12.2 SX
scheduler allocate no scheduler allocate default scheduler
allocate
CPU 20%

Router-config# scheduler allocate 2000 500
Router-config#

Catalyst 6500 Cisco 10S
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Cisco I0S

service counters max age M

service counters max age

service counters max age

no
service counters max age seconds
Nno service counters max age
seconds CLlI SNMP
0 60
seconds 5
12.2(18)SXD Supervisor Engine 720 Supervisor Engine 2
12.2(18)SXF
o 10 5
e seconds 1 60 0 60

SNMP SNMP

Router (config)# service counters max age 10

Router (config) #

Router (config)# no service counters max age

Router (config) #

[ oL-3993-11-J
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W service-policy

service-policy
service-policy
no
service-policy {input | output} policy-map-name

no service-policy {input | output} policy-map-name

input policy-map-name

output policy-map-name

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

output Supervisor Engine 2 Catalyst 6500

EtherChannel

CLlI 0C-12 ATM OSM
WAN OSM  WAN
PFC QoS PFC
QoS OSM  WAN OSM Supervisor Engine
32 Catalyst 6500

PFC QoS VLAN LAN output
VLAN

Router (config)# interface fastethernet 5/20
Router (config-if)# service-policy input pmapl
Router (config-if)#

class-map QoS QoS

policy-map QoS QoS

Catalyst 6500 Cisco 10S
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service-policy

service-policy

service-policy
no

service-policy {input | output} policy-map-name

no service-policy {input | output} policy-map-name

input
output
Catalyst 6500
policy-map-name policy-map
12.2(18)SXD1 Supervisor Engine 720
policy-map-name 40
control-plane service-policy QoS
Cisco 10S
Catalyst 6500 Cisco 10S

[ oL-3993-11-J



2 Catalyst 6500 Cisco 10S |

W service-policy

10.1.11 10.1.1.2 Telnet
Telnet

Router (config)# access-list 140 deny tcp host 10.1.1.1 any eq telnet
! Allow 10.1.1.2 trusted host traffic.

Router (config)# access-list 140 deny tcp host 10.1.1.2 any eq telnet
! Rate limit all other Telnet traffic.

Router (config)# access-list 140 permit tcp any any eq telnet

! Define class-map “telnet-class.”

Router (config)# class-map telnet-class

Router (config-cmap) # match access-group 140

Router (config-cmap) # exit

Router (config)# policy-map control-plane-policy

Router (config-pmap) # class telnet-class

Router (config-pmap-c)# police 80000 conform transmit exceed drop
Router (config-pmap-c)# exit

Router (config-pmap) # exit

! Define aggregate control plane service for the active Route Processor.
Router (config)# control-plane

Router (config-cp)# service-policy input control-plane-policy

Router (config-cp) # exit

3.3.3.0 44.4.0 Internet Control Message
Protocol ICMP ICMP

Router (config)# access-list 141 deny icmp host 3.3.3.0 0.0.0.255 any port-unreachable
! Allow 4.4.4.0 trusted network traffic.

Router (config)# access-list 141 deny icmp host 4.4.4.0 0.0.0.255 any port-unreachable
! Rate limit all other ICMP traffic.

Router (config)# access-list 141 permit icmp any any port-unreachable

Router (config)# class-map icmp-class

Router (config-cmap) # match access-group 141

Router (config-cmap) # exit

Router (config)# policy-map control-plane-out-policy

! Drop all traffic that matches the class "icmp-class."

Router (config-pmap)# class icmp-class

Router (config-pmap-c)# drop

Router (config-pmap-c)# exit

Router (config-pmap) # exit

Router (config)# control-plane

! Define aggregate control plane service for the active route processor.

Router (config-cp)# service-policy output control-plane-policy

Router (config-cp)# exit

control-plane

policy-map QoS QoS

show policy-map control-plane 1

Catalyst 6500 Cisco 10S
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session slot W

session slot

NAM session slot

session slot mod {processor processor-id}

mod

processor processor-id ID

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

quit
CLlI

MSM 4

Router# session slot 4 processor 2
Router#

Catalyst 6500 Cisco 10S
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W set cos cos-inner

set cos cos-inner

802.1Q-in-802.1Q QinQ VLAN LAN 802.1Q
VLAN set
cos-inner no

set cos cos-inner

no set cos cos-inner

P VLAN
12.2(18)SXD Supervisor Engine 720
OSM-2+4GE-WAN+ OSM Catalyst 6500
WAN
OSM Supervisor Engine 32 Catalyst 6500
802.1P QoS VLAN
QinQ
VLAN P VLAN P

set cos cos-inner

set cos cos-inner mls qos trust
set cos cos-inner VLAN
2 P
set cos cos-inner VLAN
set cos cos-inner bridge-domain
out-range bridge-domain
set cos cos-inner
set cos cos-inner VLAN
VLAN out-range

Catalyst 6500 Cisco 10S
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set cos cos-inner [ |

VLAN P

Router (config-pmap-c)# set cos cos-inner
Router (config-pmap-c)#

Router (config-pmap-c)# no set cos cos-inner
Router (config-pmap-c) #

bridge-domain
Router (config-if)# bridge-vlan 32 dotlg-tunnel out-range
Router (config-if)# service-policy output cosl

$bridge-vlan 32 does not have any inner-vlan configured. 'set cos cos-inner' is not
supported

Router (config-if)#

bridge-domain PVC vlan-id
class-map QoS QoS
mode dotlg-in-dotlq access-gateway WAN
QinQ VLAN
policy-map QoS QoS

service-policy

set ip dscp ToS IP DSCP
set ip precedence IP
show cwan ging QinQ VLAN
show cwan ging bridge-domain WAN QinQ

VLAN ID

VLAN
VLAN
show cwan ging interface 1 WAN
IEEE QinQ

show policy-map

show policy-map interface

Catalyst 6500 Cisco 10S
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W setipdscp

set ip dscp

ToS IP DSCP set ip dscp
IP DSCP no
set ip dscp ip-dscp-value
no set ip dscp ip-dscp-value
ip-dscp-value IP DSCP 0 63
QoS
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
ip-dscp-value EF AF11
AF11 AF12 AF12
IP DSCP QoS
set ip precedence IP precedence
setip dscp IPDSCP
IP precedence
WFQ
WRED
QoS set ip
precedence
ATM
service-policy
. PFC
QoS  bandwidth priority queue-limit random-detect
e PFCQoS setmpls set gos-group
Cisco I0S
0L-3993-11-J |
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set ip dscp

e PFCQo0S setipdscp set ip precedence

Catalyst 6500 Series Switch Cisco 10S Software Configuration Guide

Map Class Marking
. 3
set ip dscp set ip precedence

set ip dscp

policyl IP DSCP ToS

Router (config)# policy-map policyl
Router (config-pmap) # class classl
Router (config-pmap-c)# set ip dscp 8

classl
8

Router (config)# class-map voice
Router (config-cmap)# match ip dscp ef
Router (config)# policy gos-policy
Router (config-pmap) # class voice
Router (config-pmap-c)# priority 24

set ip precedence

IPDSCP 8

Configuring Policy

IP DSCP

policy-map QoS

QoS

service-policy

show policy-map

show policy-map interface

Catalyst 6500

Cisco 10S
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W setip precedence

set ip precedence

IP set ip precedence
no

set ip precedence ip-precedence-value

no set ip precedence

ip-precedence-value IP 0o 7
2-32
QoS
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
2-32 IP

2-32 IP precedence

routine

priority

immediate
flash

flash-override

critical

internet
network

~N|lolol b~ W N, O

IP precedence WFQ WRED
QoS

WFQ WRED
IP precedence
WFQ
WRED

Catalyst 6500 Cisco 10S
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set ip precedence | |
QoS set ip
precedence ATM

service-policy

classl IP precedence
Router (config)# policy-map policyl
Router (config-pmap) # class classl
Router (config-pmap-c)# set ip precedence 5
classl IP precedence 5 IP

precedence 5

policy-map QoS

QoS

service-policy

show policy-map

show policy-map interface

Catalyst 6500

Cisco 10S
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M set mpls experimental

set mpls experimental

no

set mpls experimental

set mpls experimental {{imposition | topmost} experimental-value}

imposition IP MPLS
MPLS EXP

topmost EXP

experimental-value EXP 0o 7

QoS

12.2(18)SXE

Supervisor Engine 720

Router (config)# policy-map policyl
Router (config-pmap) # class classl

Supervisor Engine 2

Catalyst 6500

Router (config-pmap-c)# set mpls experimental topmost 5

Cisco 10S

i Catalyst 6500
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set gos-group M

set gos-group

2 WAN set qos-group
no

set qos-group group-value {cos | prec}

group-value QoS 0 99
cos CoS CoS
DSCP
prec ToS IP precedence
IP precedence DSCP
QoS
12.2(18)SXE Supervisor Engine 720
MPLS
WAN
LAN mls qos trust

IP precedence

Router (config)# policy-map policyl

Router (config-pmap) # class classl

Router (config-pmap-c)# set gos-group 54 prec
Router (config-if)#

Catalyst 6500 Cisco 10S
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N show

show

MST show

show [current | pending]

current MST

pending

MST

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

show pending exit

show

Router (config-mst)# show pending
Pending MST configuration

MST

Name [zorglub]

Version 31415

Instance Vlans Mapped

0 4001-4096

2 1010, 1020, 1030, 1040, 1050,
1120

3 1-1009, 1011-1019, 1021-1029,

1061-1069, 1071-1079, 1081-1089,

1121-4000

1060, 1070, 1080, 1090, 1100, 1110

1031-1039, 1041-1049, 1051-1059
1091-1099, 1101-1109, 1111-1119

Router (config-mst) #

Router (config-mst)# show current
Current MST configuration

Name []

Revision 0

Instance Vlans mapped

Cisco 10S

i Catalyst 6500
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show M

instance 1 VLAN LAN MST
name MST MST
revision MST
show spanning-tree mst MST
spanning-tree mst configuration MST
Catalyst 6500 Cisco 10S
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Bl show adjacency

show adjacency

show adjacency

show adjacency [{interface interface-number} | {null interface-number} | {port-channel number} |
{vlan vlan-id} | detail | internal | summary]

interface ethernet fastethernet
gigabitethernet tengigabitethernet pos ge-wan atm

interface-number

null interface-number 0

port-channel number 1 256

64

vlan vlan-id VLAN LAN 1 4094

detail

internal

summary CEF

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

interface-number

13

show adjacency

o MAC

48

Cisco 10S

interface-number

10/100BASE-T

60

i Catalyst 6500
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Router# show adjacency

Protocol Interface Address

Ip FastEthernet2/3 172.20.52.1(3045)
Ip FastEthernet2/3 172.20.52.22(11)
Router#

Router# show adjacency summary
Adjacency Table has 2 adjacencies

Interface Adjacency Count
FastEthernet2/3 2
Router#

Router# show adjacency detail

Protocol Interface Address

Ip FastEthernet2/3 172.20.52.1(3045)
0 packets, 0 bytes
000000000FF920000380000000000000
00000000000000000000000000000000
00605C865B2800D0OBBOF980B0800
ARP 03:58:12

Ip FastEthernet2/3 172.20.52.22(11)
0 packets, 0 bytes
000000000FF920000380000000000000
00000000000000000000000000000000
00801C93804000D0OBBOF980B0800
ARP 03:58:06

Router#

Router# show adjacency fastethernet 2/3

show adjacency W

Protocol Interface Address

Ip FastEthernet2/3 172.20.52.1(3045)

Ip FastEthernet2/3 172.20.52.22(11)

Router#

show mls cef adjacency MLS 3
Catalyst 6500 Cisco 10S
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MW showarp

show arp

ARP show arp

show arp
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

ARP

Router> show arp
Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.20.52.11 4 0090.2156.d800 ARPA Vlan2
Internet 172.20.52.1 58 0060.5c86.5b28 ARPA Vlan2
Internet 172.20.52.22 129 0080.1c93.8040 ARPA Vlan2
Router>

Catalyst 6500 Cisco 10S
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show asic-version

ASIC IC

show asic-version slot number

show asic-version W

show asic-version

number

EXEC

12.2(14)SX Catalyst 6500

12.2(17d)SXB Supervisor Engine 2

12.2 SX

show asic-version ASIC
e Lyra— 2
e Hyperion — SPAN
* Medusa —
e Polaris — 3 CEF
e Pinnacle —4
e Titan —

e Vela—

ASIC

Router# show asic-version slot 1
Module in slot 1 has 3 type(s) of ASICs

ASIC Name Count Version
PINNACLE 1 (2.0)
MEDUSA 1 (2.0)
TITAN 1 (0.1)
Router#
Catalyst 6500 Cisco 10S
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Bl show bootflash:
bootflash: show bootflash:
show bootflash: [all | chips | filesys]
all
chips
filesys
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Router> show bootflash: filesys
———————— FILE SYSTEM STATUS -—————--
Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable
NO File Open for Write
Complete Stats
No Unrecovered Errors
No Squeeze in progress
USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files = 2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0
Router>
Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

show bootflash:

Router> show bootflash:

-#- ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45 cébmsfc-boot-mz
2 .. 1lmage D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49 rp.halley
Router>

Router> show bootflash: all

-#- ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45 cémsfc-boot-
mz

2 .. image D86EEOAD 957CE8 9 7470636 Sep 20 1999 13:48:49 rp.halley

6456088 bytes available (9534696 bytes used)

———————— FILE SYSTEM STATUS -——-———-

Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable

NO File Open for Write
Complete Stats

No Unrecovered Errors

No Sgueeze in progress

USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files = 2 Bytes = 917BES
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0
Router>

[ oL-3993-11-J
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Ml show bootvar

show bootvar

BOOT show bootvar

show bootvar

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

show bootvar

. boot system flash bootflash:sup720_image show bootvar
. boot system flash sup-bootflash:sup720_image show
bootvar
show bootvar CLlI
CLlI CLI bootflash

bootflash  sup-bootflash

sup-bootflash
sup-bootflash

c6supl2-js-mz.121-13.E,12 Catalyst 6500

BOOT

Router# show bootvar

BOOT variable = sup-bootflash:c6supl2-js-mz.121-13.E,12
CONFIG_FILE variable =

BOOTLDR variable = bootflash:cémsfc2-boot-mz.121-13.E.bin
Configuration register is 0x2102

Standby is up
Standby has 112640K/18432K bytes of memory.

Standby BOOT variable = bootflash:c6supl2-js-mz.121-13.E,12
Standby CONFIG_FILE variable =

Standby BOOTLDR variable = bootflash:cé6msfc2-boot-mz.121-13.E.bin
Standby Configuration register is 0x2102

Router#

Catalyst 6500 Cisco 10S
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show bootvar W

auto-sync NVRAM RAM

Catalyst 6500 Cisco 10S
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B show cable-diagnostics tdr

show cable-diagnostics tdr

TDR

show cable-diagnostics tdr

show cable-diagnostics tdr {interface {interface interface-number}}

interface interface
gigabitethernet

fastethernet

interface-number

EXEC

12.2(17a)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2SX

12.2(18)SXD

e Local Pair

Pair A
Pair B
Pair C
Pair D
e Remote Pair

e Channel

Pair A
Pair B
Pair C
Pair D

Pair 1-2
Pair 3-4
Pair 5-6
Pair 7-8

Pair

show cable-diagnostics tdr

TDR

Release Notes for Cisco 10S Release 12.2 SX on the Catalyst 6500 and
Cisco 7600 Supervisor Engine 720, Superivsor Engine 32, and Supervisor Engine 2

+=2m
m cm km

TDR

TDR test was never run on Gi2/12

i Catalyst 6500 Cisco 10S
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show cable-diagnostics tdar W

TDR

Router> show cable-diagnostics tdr interface gigabitethernet8/1
TDR test last run on: February 25 11:18:31

Interface Speed Pair Cable length Distance to fault Channel Pair status
Gig/1 1000 1-2 1 +/- 6 m N/A Pair B Terminated
3-4 1 +/- 6 m N/A Pair A Terminated
5-6 1 +/- 6 m N/A Pair C Terminated
7-8 1 +/- 6 m N/A Pair D Terminated
Router>

2-33 show cable-diagnostics tdr

2-33 show cable-diagnostics tdr

Interface

Speed

Pair

Cable Length m cm km

Channel

Pair status

e Terminated —

e Shorted —

e Open—

e Not Completed —

e Not Supported —

e Broken — —
e ImpedanceMis —

* [nProgress —

clear cable-diagnostics tdr TDR

test cable-diagnostics 48 10/100/1000 BASE-T 10

Catalyst 6500 Cisco 10S
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W show catalyst6000

show catalyst6000

Catalyst 6500 show catalyst6000

show catalyst6000 {all | chassis-mac-address | switching-clock | traffic-meter}

all MAC

chassis-mac-address MAC

switching-clock

traffic-meter

all

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

switching-clock
Catalyst 6500

Catalyst 6500 MAC
64 1024 MAC show
catalyst6000 chassis-mac-address

MAC

Router> show catalyst6000 all
chassis MAC addresses: 64 addresses from 0001.6441.60c0 to 0001.6441.60ff

traffic meter = 0% Never cleared
peak = 0% reached at 08:14:38 UTC Wed Mar 19 2003
switching-clock: clock switchover and system reset is allowed
Router>
MAC

Router# show catalyst6000 chassis-mac-address
chassis MAC addresses: 1024 addresses from 00d40.004c.1800 to 00d40.004c.1c00
Router#

Catalyst 6500 Cisco 10S
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show catalyst6000 W

Router> show catalyst6000 traffic-meter
traffic meter = 0% peak = 0% at 09:57:58 UTC Mon Nov 6 2000
Router#

Router> show catalyst6000 switching-clock
switching-clock: clock switchover and system reset is allowed
Router>

Catalyst 6500 Cisco 10S
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M show cdp neighbors

show cdp neighbors

CDP

show cdp neighbors [type number] [detail]

show cdp neighbors

type
ethernet fastethernet gigabitethernet tengigabitethernet port-channel
vlan
number
detail
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
vlan Supervisor Engine 2 Catalyst 6500
port-channel 0 282 257 282 CsSM FWSM
CDP

Router# show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge,

S - Switch, H - Host, I - IGMP,
Capability Platform Port ID

Device ID Local Intrfce Holdtme
lab-7206 Eth 0 157
lab-as5300-1 Eth 0 163
lab-as5300-2 Eth 0 159
lab-as5300-3 Eth 0 122
lab-as5300-4 Eth 0 132
lab-3621 Eth 0 140
008024 2758E0 Eth 0 132

R

o oN oW

=]

B - Source Route Bridge
r - Repeater,

7206VXR Fas
AS5300 Fas
AS5300 Eth
AS5300 Eth
AS5300 Fas

3631-telcoFas
CAT3000 1/2

P - Phone

0/0/0
0

0

0

0/0
0/0

i Catalyst 6500 Cisco 10S
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show cdp neighbors W

2-34

2-34 show cdp neighbors

Device ID ID MAC
Local Intrfce
Holdtme CDP
Capability Capability CDP
R J—
T—
B J—
S—
H—
| — IGMP
r R—
p—
Platform
Port ID
CDP

Router# show cdp neighbors detail
Device ID: lab-7206
Entry address(es):
IP address: 172.19.169.83
Platform: cisco 7206VXR, Capabilities: Router
Interface: EthernetO, Port ID (outgoing port): FastEthernet0/0/0
Holdtime : 123 sec

Version

Cisco Internetwork Operating System Software

I0S (tm) 5800 Software (C5800-P4-M), Version 12.1(2)
Copyright (c) 1986-2002 by Cisco Systems, Inc.

advertisement version: 2
Duplex: half

Device ID: lab-as5300-1
Entry address(es):
IP address: 172.19.169.87

Catalyst 6500 Cisco 10S
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M show cdp neighbors

2-35

2-35 show cdp neighbors detail

Device ID MAC
Entry address(es)

[network protocol] address IP IPX AppleTalk
DECnet CLNS

Platform

Capabilities

IGMP

Interface
Holdtime CDP

Version:

advertisement version: CDP CDP

Duplex:

show cdp CDP
show cdp entry CDP

show cdp interface CDP
show cdp traffic CDP

Catalyst 6500 Cisco 10S
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show cef interface policy-statistics W

show cef interface policy-statistics

show cef interface policy-statistics

show cef interface policy-statistics

EXEC

12.2(14)SX Supervisor Engine 720

Supervisor Engine 2 Catalyst 6500

Router# show cef interface policy-statistics
POS7/0 is up (if_number 7)

Bucket Packets Bytes
1 0 0

2 0 0

3 0 0

4 0 0

5 100 10000
6 0 0

7 0 0

8 0 0
Router#

Catalyst 6500 Cisco 10S
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M show class-map

show class-map

show class-map

show class-map [class-name]

class-name

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router# show class-map

Class Map match-any class-default (id 0)
Match any

Class Map match-any class-simple (id 2)
Match any

Class Map match-all ipp5 (id 1)
Match ip precedence 5

Class Map match-all agg-2 (id 3)

Router#

Router# show class-map ipp5
Class Map match-all ipp5 (id 1)
Match ip precedence 5

Router#

class-map QoS QoS

show policy-map

show policy-map interface

Catalyst 6500 Cisco 10S
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show counters interface W

show counters interface

show counters interface

show counters interface {type mod/port} [delta]

type ethernet fastethernet gigabitethernet
tengigabitethernet port-channel pos atm null tunnel ge-wan

mod/port
delta clear counters

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

12.2(18)SXE Supervisor Engine 720 delta

show counters interface SVI

show counters interface delta

Catalyst 6500 Cisco 10S
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M show counters interface

Router# show counters interface fastethernet 5/2
64 bit counters:

0. rxHCTotalPkts = 1
1. txHCTotalPkts = 1
2. rxHCUnicastPkts = 0
3. txHCUnicastPkts = 0
4. rxHCMulticastPkts = 0
5. txHCMulticastPkts = 0
6. rxHCBroadcastPkts = 1
7. txHCBroadcastPkts = 1
8. rxHCOctets = 78
9. txHCOctets = 78
10. rxTxHCPkts640ctets = 0
11. rxTxHCPkts65t0l270ctets = 2
12. rxTxHCPktsl1l28to2550ctets = 0
13. rxTxHCPkts256to5110ctets = 0
14. rxTxHCpkts512t010230ctets = 0
15. rxTxHCpktsl024to0l5180ctets = 0
16. txHCTrunkFrames = 0
17. rxHCTrunkFrames = 0
18. rxHCDropEvents = 0
32 bit counters:
0. rxCRCAlignErrors = 0
1. rxUndersizedPkts = 0
2. rxOversizedPkts = 0
3. rxFragmentPkts = 0
4. rxJabbers = 0
5. txCollisions = 0
6. ifInErrors = 0
7. ifOutErrors = 0
8. ifInDiscards = 0
9. ifInUnknownProtos = 0
10. ifOutDiscards = 0
11. txDelayExceededDiscards = 0
12. txCRC = 0
13. linkChange = 1
14. wrongEncapFrames = 0
All Port Counters
1. InPackets = 1
InOctets = 78
3 InUcastPkts = 0
4. InMcastPkts = 0
5. InBcastPkts = 1
6 OutPackets = 1
7 OutOctets = 78
8. OutUcastPkts = 0
9. OutMcastPkts = 0
10. OutBcastPkts = 1
11. AlignErr = 0
12. FCSErr = 0
13. XmitErr = 0
14. RcvErr = 0
15. UnderSize = 0
16. SingleCol = 0
17. MultiCol = 0
18. LateCol = 0
19. ExcessiveCol = 0
20. CarrierSense = 0
21. Runts = 0
22. Giants = 0
23. InDiscards = 0
24. OutDiscards = 0
25. InErrors = 0
26. OutErrors = 0
27. TrunkFramesTx = 0
28. TrunkFramesRx = 0

Catalyst 6500 Cisco 10S
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29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.

Router#

WrongEncap
Broadcast_suppression_discards
Multicast_suppression_discards

Unicast_suppression_discards
rxTxHCPkts640ctets
rxTxHCPkts65t0l270ctets
rxTxHCPkts1l28to2550ctets
rxTxHCPkts256to5110ctets
rxTxHCpkts512to0l0230ctets
rxTxHCpktsl024tol5180ctets

DropEvents

CRCAlignErrors
UndersizedPkts
OversizedPkts
FragmentPkts
Jabbers
Collisions
DelayExceededDiscards
bpduOutlost
gos00Outlost
goslOutlost
gos20utlost
gos30utlost
bpduCbicOutlost
gos0CbicOutlost
goslCbicOutlost
gos2CbicOutlost
gos3CbicOutlost
bpduInlost
gosO0Inlost
goslInlost
gos2Inlost
gos3Inlost
gos4Inlost
gosb5Inlost
gos6Inlost
gos7Inlost
pgquelnlost
Overruns
maxIndex

clear counters

O O O O O O O O O OO OO OO OO O OO O OO0 O OO0 OO0 O OoONOC OO OO

Router# show counters interface gigabitethernet5/2 delta
Time since last clear

1d408h

64 bit counters:
0. rxHCTotalPkts = 508473

0 oUW N R

Router#

txHCTotalPkts = 2366
rxHCUnicastPkts = 411611
txHCUnicastPkts = 193
rxHCMulticastPkts = 81868
txHCMulticastPkts = 2155
rxHCBroadcastPkts = 14994
txHCBroadcastPkts = 18
rxHCOctets = 36961992

show counters interface W

clear counters

Catalyst 6500
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Hl show cwan

show cwan

W

AN VLAN

show cwan

show cwan {stats | vlans}

LAN

WAN

st

ats WAN

vl

ans VLAN

WAN

EXEC

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

sh

vlans

Ro

O O O O o o

Ro

Supervisor Engine 720

ow vlan internal usage
VLAN

WAN

WAN
uter# show cwan stats

unknown VLANs

Catalyst 6500

3 VLAN

show cwan vlans

ATM packets with zero src_1ltl or inactive VC

unknown enctype

output unknown enctype drops
particle alloc failures

pak alloc failures

uter#

Cisco 10S

WAN

VLAN

show cwan

i Catalyst 6500
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showcwan W
VLAN WAN
Router# show cwan vlans

Hidden VLAN swidb->if_ number Interface

1073

Recycled VLAN Interface

76
77
79
80
81

ATM2/0/0
ATM2/0/0
ATM2/0/0
ATM2/0/0.
ATM2/0/0.
ATM2/0/0.
ATM2/0/0.
ATM2/0/0.
ATM2/0/0.
ATM2/0/0.

ATM2/0/0.
ATM2/0/0.
ATM2/0/0.

ATM2/0/0
ATM2/0/0
ATM2/0/0

ATM2/0/0.

POS4/1
POS4/2
GE-WAN5/2
GE-WAN5/3
GE-WAN5/4

.54
.56

57
100
101
102
103
110
111
112
113
120
.200
.201
.202
203

Pending recycle holdtime (ms)

Router#

Interface

ip access-list hardware permit fragments

Catalyst 6500

Cisco 10S
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Ml show cwan qinq
QinQ VLAN LAN show
cwan ging
show cwan ging [configured | detail | list]
configured
detail VLAN
list
EXEC
12.2(18)SXD Supervisor Engine 720
12.2(18)SXE
. QinQ
e configured detail list
OSM-2+4GE-WAN+ OSM Catalyst 6500
WAN
OSM Supervisor Engine 32 Catalyst 6500
show cwan ging QinQ
e show cwan ging
e show cwan ging bridge-domain
e show cwan ging interface
show cwan ging
Router# show cwan qging
Bridge-domain Interface Egress-if Inner-start Total Active
32 GE4/4 GE4/4 32 1 1
Sub-Interface Trunk-vlan Inner-vlan Service State
GE4/4.1 101 32 dotlg up/down
Bridge-domain Interface Egress-if Inner-start Total Active
888 Pol GE4/1 32 1 1
Sub-Interface Trunk-vlan Inner-vlan Service State
Pol.1l 101 32 dotlg up/up
Router#
Catalyst 6500 Cisco 10S
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show cwan qinq W

2-36

2-36 show cwan qinq

Bridge-domain PE VLAN VLAN ID
Interface QinQ WAN
Egress-if PE VLAN ID
Inner-start PEVLAN 32 CEVLANID
32 32 ID
CE VLAN ID
Total PE VLAN ID CE VLAN
Active VLAN
Sub-interface VLAN WAN
Trunk-vlan VLAN
VLAN VLAN ID
Inner-vlan CE VLAN VLAN ID
Service QinQ

e dotlg-drop —

e dotlg— QinQ
bridge-domain dotlq

e dotlg-tunnel — QinQ

bridge-domain dotlg-tunnel

e dotlg-tunnel out-range — PE VLAN
bridge-domain dotlg-tunnel

out-range
State
class-map QoS QoS
mode dotlg-in-dotlq access-gateway WAN
QinQ VLAN
policy-map QoS QoS
service-policy
set cos cos-inner QinQ VLAN
802.1Q VLAN

Catalyst 6500 Cisco 10S
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Ml show cwan qinq

show policy-map

show policy-map interface

Catalyst 6500 Cisco 10S
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show cwan ging bridge-domain

WAN
VLAN LAN ID
VLAN VLAN

show cwan ging bridge-domain [pe-vlan-id]

show cwan qinq bridge-domain Wl

802.10Q-in-802.1Q QinQ

show cwan ging bridge-domain

pe-vlan-id

VLAN ID 1 4094

vlan-id
VLAN

EXEC

WAN

12.2(18)SXD
Supervisor Engine 720

show cwan ging bridge-vlan

12.2(18)SXE

show cwan qing bridge-domain

QinQ

OSM-2+4GE-WAN+ OSM
GE-WAN

OSM

show cwan ging bridge-domain
Catalyst 6500
VLAN VLAN

Router# show cwan ging bridge-domain

GE-WAN5/1, group 1, total_rate 2
2, 4062
GE-WAN5/2, group 1, total_rate 1
150
GE-WAN5/3, group 1, total_rate 2
100, 1000
GE-WAN5/4, group 1, total_rate 16
3-5, 7-10,12-15,18-20,22, 4094
Port-channell, group 1, total_rate 21

Router#

Catalyst 6500

Supervisor Engine 32

Catalyst 6500

Catalyst 6500

GE-WAN

Cisco 10S
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l show cwan ginq bridge-domain

VLAN

Router# show cwan ging bridge-domain 4094

Bridge-domain Interface Egress-if Inner-start Service Count
4093 GE5/4 GE2/3 192 31
Sub-Interface Trunk-vlan Inner-vlan Service
GE5/4.4000 4000 default dotlg-tunnel out-ran
GE5/4.4062 4062 1 dotlg-tunnel
GE5/4.4064 4064 3 dotlg-tunnel
GE5/4.4067 4067 6 dotlg-tunnel
GE5/4.4068 4068 7 dotlg-tunnel
2-37
2-37 show cwan qinq bridge-domain
Bridge-domain
VLAN ID ID
ID
interface WAN
Egress-if VLAN
Inner-start VLAN 32
VLAN ID 32
32 ID VLAN
ID
Service Count
Tr-vlan VLAN
VLAN VLAN ID
Inner-vlan
VLAN VLAN ID default
VLANID 32 VLAN
ID
Service QinQ
e dotlg-drop —
e dotlg— QinQ
bridge-vlan dotlq
e dotlg-tunnel — QinQ
bridge-vlan dotlg-tunnel
e dotlg-tunnel out-range —
VLAN
bridge-vlan dotl1g-tunnel out-range
Catalyst 6500 Cisco 10S
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show cwan qinq bridge-domain Wl

class-map QoS QoS
mode dotlg-in-dotlq access-gateway WAN

QinQ VLAN
policy-map QoS QoS

service-policy

set cos cos-inner QinQ VLAN

802.1Q VLAN
show cwan ging QinQ VLAN
show cwan ging interface 1 WAN

IEEE QinQ

Catalyst 6500 Cisco 10S
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B show cwan qinq interface

show cwan qinq interface

1

WAN

IEEE 802.1Q-in-802.1Q QinQ

show cwan ging interface

show cwan ging interface [gigabitethernet [slot/port[.subint]] | port-channel channel-number [.subint]]

gigabitethernet slot/port

WAN

port-channel channel-number

1 282

subint

WAN

EXEC

Catalyst 6500

12.2(18)SXD

Supervisor Engine 720

12.2(18)SXE
QinQ

port-channel

OSM-2+4GE-WAN+ OSM
WAN

OSM

show cwan ging interfaces

VLAN

i Catalyst 6500 Cisco 10S

Catalyst 6500

Supervisor Engine 32 Catalyst 6500

1 256 257 282

show interfaces

QinQ
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show cwan ging interfaces

Router# show cwan ging interface

Interface Status
packets/

GE1/2.500 up
GE1/2.501 up
GE1/2.502 up
Router#

Egress op PE

GE3/3 1 50

GE3/3 1 50

GE3/3 1 50

CE

3200

3201

3202

Router# show cwan qing interface GE-WAN 1/2

Interface Status
packets/

GE1/2.500 up
GE1/2.501 up
GE1/2.502 up
Router#

Egress op PE

GE7/0 1 50

GE7/0 1 50

GE7/0 1 50

CE

3200

3201

3202

TRNK

500

501

502

TRNK

500

501

502

Router# show cwan ging interface GE-WAN 5/1.1000

Interface Status
packets/

GE5/1.1000 up
Router#

Egress op PE

GE3/1 1 2

CE

2496

TRNK

1000

Router# show cwan ging interface GE-WAN 5/1.1000

Interface Status
packets/

GE5/1.1000 up
Router#

Egress op PE

GE3/1 1 2

Catalyst 6500

CE

2496

TRNK

1000

show cwan qinq interface Wl

Input packets/

Input bytes

3586
466294
3577
464844

Input packets/

Input bytes

626485
492579036
626483
492579644
626485
492701011

Input packets/

Input bytes

476790463
47168162431

Input packets/

Input bytes

476790463
47168162431

Cisco 10S

Output

Output bytes

0

0

3498
412323
3481
410704

Output
Output bytes
63571
508305780
63571
508305780

63571
508305780

Output

Output bytes

12108753
1110048768

Output

Output bytes

12108753
1110048768

[ oL-3993-11-J

"=n



2 Catalyst 6500 Cisco 10S |

B show cwan qinq interface

Router# show cwan ging interface port 3

Interface Status Egress op PE CE TRNK Input packets/ Output
packets/
Input bytes Output bytes
Po3.101 up/up GE2/3 1 150 223 323 59759000 23971
3824576384 819613
Po3.102 up/up GE2/3 1 150 222 324 59758987 23914
3824575552 818231
Router#
2-38

2-38 show cwan qinq interface

Interface WAN
Status
Egress VLAN
op QinQ

e 00—

e 1 — QinQ

bridge-domain dotlqg
« 2— QinQ
bridge-domain dotlg-tunnel
e 3__
e 4— PE VLAN
bridge-domain dotlg-tunnel out-range
PE
PE VLAN ID
CE
CE VLAN VLAN ID
Trnk VLAN
VLAN VLAN ID

Input packets
Input bytes
Output packets
Output bytes

Catalyst 6500 Cisco 10S
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show cwan qinq interface Wl

bridge-domain PVC vlan-id
class-map QoS QoS
mode dotlg-in-dotlq access-gateway WAN
QinQ VLAN
policy-map QoS QoS

service-policy

set cos cos-inner QinQ VLAN
802.1Q VLAN
show cwtlc ging QinQ
XCM

show policy-map

show policy-map interface

Catalyst 6500 Cisco 10S
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Bl show cwan qinq load-balance
1 WAN
IEEE 802.1Q-in-802.1Q QinQ show
cwan ging load-balance
show cwan ging load-balance [channel-number | configured | detail | list]
channel-number 1 256
configured
detail VLAN LAN
list
WAN
EXEC
12.2(18)SXE Supervisor Engine 720
show cwan ging load-balance
Router# show cwan ging load-balance
Port-channell0 total 505 bridge-domain vlan(s) active
Pol0 - GE-WAN3/1 has 167 bridge-domain vlan(s) active
Pol0 - GE-WAN3/2 has 169 bridge-domain vlan(s) active
Pol0 - GE-WAN9/1 has 169 bridge-domain vlan(s) active
Port-channel20 total 4 bridge-domain vlan(s) active
Po20 - GE-WAN3/3 has 1 bridge-domain vlan(s) active
Po20 - GE-WAN3/4 has 1 bridge-domain vlan(s) active
Po20 - GE-WAN9/2 has 1 bridge-domain vlan(s) active
Po20 - GE-WAN9/3 has 1 bridge-domain vlan(s) active
Router#
configured
Router# show cwan ging load-balance configured
Port-channell total 1 bridge-domain vlan(s) active
Pol - GE-WAN4/1 has 1 bridge-domain vlan(s) active
GE-WAN4/1 has 1 bridge-domain vlan(s) configured: 888
Pol - GE-WAN8/1 has 0 bridge-domain vlan(s) active
GE-WAN8/1 has 1 bridge-domain vlan(s) configured: 889
Router#
Catalyst 6500 Cisco 10S
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show cwan qinq load-balance W

list
Router# show cwan qging load-balance list
Port-channell total 1 bridge-domain vlan(s) active
Pol - GE-WAN4/1 has 1 bridge-domain vlan(s) active

Pol - GE-WAN4/1 active vlan(s): 888

Pol - GE-WAN8/1 has 0 bridge-domain vlan(s) active
Pol - GE-WAN8/1 active vlan(s): 889

Router#

detail
Router# show cwan qging load-balance detail

Port-channell total 1 bridge-domain vlan(s) active
Pol - GE-WAN4/1 has 1 bridge-domain vlan(s) active
Bridge-domain Inner Configured Active

888 active 3 2
Pol - GE-WAN8/1 has 0 bridge-domain vlan(s) active
Bridge-domain Inner Configured Active

Router#
2-39

2-39 show cwan qinq load-balance detail

Bridge-domain PE VLAN
Inner VLAN
Configured

Active

class-map QoS QoS

mode dotlg-in-dotlq access-gateway WAN
QinQ VLAN

policy-map QoS QoS

service-policy

set cos cos-inner QinQ VLAN
802.1Q VLAN

Catalyst 6500 Cisco 10S
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Bl show cwan qinq port-channel
show cwan ging QinQ VLAN
show cwan ging interface 1 WAN
QinQ
1 802.1Q-in-802.1Q QinQ IEEE QinQ
show cwan ging port-channel
show cwan ging port-channel [detail channel-number]
detail channel-number 1
256
detail QinQ
EXEC
12.2(18)SXE Supervisor Engine 720
QinQ
QinQ
Y
show cwan qinq interface
show cwan ging port-channel
Router# show cwan ging port-channel
Group : WAN if_num idb if_num idb port
————————————————————— d-==-= X-====== —=m——mmm—mem d---—= X-—-=-—= d--
Group 1 : GE-WAN9/1 67 43CABB20 GE-WAN 9/1 88 4529B710 5
Router#
Catalyst 6500 Cisco 10S
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Cisco I0S

2-40

2-40

show cwan qing port-channel

show cwan qinq port-channel

Group

WAN

if_num

idb

16

pagp

Port Aggregation Protocol PAGP

if_num

PAGP

idb

PAGP

16

port

Catalyst 6500 Cisco 10S
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M show cwan vfi dot1g-transparency

show cwan vfi dotlg-transparency

dotlq show cwan vfi dotlg-transparency

show cwan vfi dotlg-transparency

EXEC

12.2(18)SXF2

OSM

dotlq

Router# show cwan vfi dotlg-transparency
VFI dotlg transparency is enabled
Router#

platform vfi dotlg-transparency 802.1Q

Catalyst 6500 Cisco 10S
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show cwtlc ging

show cwtic qing W

802.1Q-in-802.1Q QinQ XCM
show cwtlc ging

show cwtlc ging port [outer-vlan vlan-id [inner-vlan-id] | trunk-vlan vlan-id]

show cwtlc ging gos
port 0 3
outer-vlan vlan-id VLAN LAN ID XCM

1 4094
inner-vlan-id VLAN ID XCM
4094
trunk-vlan vlan-id VLAN
VLAN ID XCM 1 4094
gos VLAN 802.1P
VLAN ID VLAN
EXEC

12.2(18)SXD

Supervisor Engine 720

OSM-2+4GE-WAN+ OSM
WAN

OSM

Router# show cwtlc ging 0 outer-vlan 20 21

TX VLAN FUNC TABLE
func 4, ce vlan base 0, value 4

TX VLAN TABLE
tx vlan status 1

TX ADJ TABLE

Catalyst 6500

Supervisor Engine 32 Catalyst 6500

VLAN ID

ce_vlan_offset trunk vlan op_code src_1ltl def_fn pbit intfid

15 2 1 120

Router#

Catalyst 6500

1 2

Cisco 10S
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W show cwtic gingq
trunk-vlan
Router# show cwtlc ging 0 trunk-vlan 2
RX VLAN FUNC TABLE
rx_vlan_func 2
RX TVC TABLE
rx_tvc_func src_1ltl pe_vlan ce_vlan Q intfid
1 EO 1 20 0 2
Router#
2-41
2-41  show cwtlc qinq
TX VLAN FUNC TABLE
ce vlan base VLAN 32
VLAN ID 32
32 ID
VLAN ID

TX VLAN TABLE
tx vlan status VLAN

¢ 0— QINQ_TX_DEF_DROP

e 1 — QINQ _TX DEF TRANSPARENT
TX ADJ TABLE
trunk_vlan VLAN

VLAN VLAN ID

op_code QinQ

e (00—

o 1— QinQ

bridge-vlan dotlq
e 2— QinQ
bridge-vlan dotlg-tunnel
e 3
o 4 —
VLAN bridge-vlan
dotlg-tunnel out-range
src_ltl Local Target Logic LTL
Catalyst 6500 Cisco 10S
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show cwtic qing W
2-41  show cwtlc qinq
use_ce_pbit
VLAN VLAN
802.1P P
e 0O=P VLAN
e 1=P VLAN
set cos cos-inner
intfid QinQ WAN
ID
RX VLAN FUNC TABLE
rx_vlan_func
¢ 0— RXVLAN_DROP
e 1 —RXVLAN_NORMAL
e 2 — RXVLAN_GATEWAY QinQ
¢ 3—RXVLAN_L2 LISTEN
e 4 —RXVLAN_L2 LEARN
¢ 5 —RXVLAN_QINQ_FORWARD
e 6 — RXVLAN_WAN_TRUNK — VLAN
RX TVC TABLE
rx_tvc_func
e 0—DROP
e 1—GATEWAY_TRANSLATE QinQ
e 2 — GATEWAY_TRANSPARENT QinQ
e 3 — WANTRUNK_XCONNECT WAN
e 4 —WANTRUNK_SWITCH WAN
src_ltl LTL
pe_vlan VLAN ID
ce_vlan VLAN ID
intfid QinQ WAN
ID

[ oL-3993-11-J
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W show cwtic gingq

bridge-vlan QinQ
VLAN
class-map QoS QoS
mode dotlg-in-dotlq access-gateway WAN
QinQ VLAN

policy-map QoS QoS
service-policy
set cos cos-inner QinQ VLAN

802.1Q VLAN
show cwtlc ging QinQ

XCM

show policy-map

show policy-map interface

Catalyst 6500 Cisco 10S
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show diagnostic

show diagnostic

show diagnostic bootup level

show diagnostic content [module num]

show diagnostic events [module num] [event-type event-type]

show diagnostic {ondemand settings}

show diagnostic {result [module num] [detail]}

show diagnostic schedule [module num]

show diagnostic W

bootup level

content

module num

events

event-type event-type
warning

error info

ondemand settings

result

detail

schedule

EXEC

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2SX

module num
[ ]

. F
. U

Catalyst 6500

Cisco 10S
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l show diagnostic

Router# show diagnostic content module 1
Diagnostic Tests List for Module 1:
Module 1:

Diagnostics test suite attributes:
M/C/* - Minimal level test / Complete level test / Not applicable
B/* - Bypass bootup test / Not applicable
P/* - Per port test / Not applicable
D/N - Disruptive test / Non-disruptive test
S/* - Only applicable to standby unit / Not applicable
X/* - Not a health monitoring test / Not applicable
F/* - Fixed monitoring interval test / Not applicable
E/* - Always enabled monitoring test / Not applicable
A/I - Monitoring is active / Monitoring is inactive
Testing Interval
ID Test Name Attributes (day hh:mm:ss.ms)

1) TestDummyl -----------------————— > M**D****7p 000 00:01:00.000
2) TestDummy2 -------—-———-—————————— > M**D**FEA 000 00:02:30.000
3) TestGBICIntegrity -----------—--—-—- > *BPD****T not configured
4) TestActiveToStandbyLoopback ----- > M*PDS***I not configured
5) TestLoopback ---————--------—-———- > M*PD****T not configured
6) TestNewlLearn ------—-—-—-———————————— > M**N****T not configured
7) TestIndexLearn --------——————————— > M**N****T not configured
8) TestConditionallLearn ------------ > M**N****T not configured
9) TestBadBpdu --—-———------------—-——-— > M**D****T not configured
10) TestCapture -----—-—---———————————— > M**D****T not configured
11) TestProtocolMatch ------———-----—- > M**D****T not configured
12) TestChannel ---—————————————————— > M**D****T not configured
13) TestDontShortcut ------—————---—-——- > M**Nrefer*I not configured
14) TestL3Capture2 ---————-—---—-—---—-—-——-— > M**N****T not configured
15) TestL3VlanMet --------—-——-—————————— > M**N****T not configured
16) TestIngressSpan ----------—--—-—--—-—- > M**N****T not configured
17) TestEgressSpan --—-———-—-—-—————-—-————— > M**N****T not configured
18) TestAclPermit -----------—-——————— > M**N****T not configured
19) TestAclDeny -----——----———————————— > M**D****T not configured
20) TestNetflowInlineRewrite -------- > C*PD****I not configured
Router#

Router# show diagnostic bootup level
Current Bootup Diagnostic Level = Complete
Router#

Catalyst 6500 Cisco 10S
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show diagnostic

Router# show diagnostic events

Diagnostic events (storage for 500 events, 10 events recorded)
Event Type (ET):I - Info, W - Warning, E - Error

Time Stamp ET [Card] Event Message

[1] TestIndexLearn Passed

[1] Diagnostics Passed

[8] TestLoopback Passed

[8] Diagnostics Passed

[1] TestDontLearn Passed
Diagnostics Passed

[8] TestNetflowInlineRewrite Passed
[8] Diagnostics Passed

[2] TestActiveToStandbyLoopback Passed
[2] Diagnostics Passed

o

©

~

)

o

=

o

=

n

o

)

N

NS

|
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[

Router#

Router# show diagnostic ondemand settings

Ondemand Run Iteration =2
Ondemand Action-on-Error = CONTINUE
Router#

Router# show diagnostic schedule module 1
Current Time = 07:55:30 UTC Fri August 2 2002

Diagnostic for Module 1:

Schedule #1:
To be run on January 3 2003 23:32
Test ID(s) to be executed:1.

Schedule #2:
To be run daily 14:45
Test ID(s) to be executed:2.

Schedule #3:
To be run weekly Monday 3:33
Test ID(s) to be executed:all.
Router#

[ oL-3993-11-J
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B show diagnostic

Ro
Cu

Mo

6)

Ro

uter# show diagnostic result module 3

rrent bootup diagnostic level:complete

dule 3:

Overall Diagnostic Result for Module 8 :PASS
Diagnostic level at card bootup:complete

Test results: (. = Pass, F = Fail, U = Untested)

1) TestLoopback

Port 1 2 3 4 5 6 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24

2) TestNewLearn ----------—-————————- >
3) TestIndexLearn ------------—-————- >
4) TestDontLearn ------—-—-—-——————————- .
5) TestConditionallearn ----------—--— >
TestDontLearn —--------——-—————————- >
7) TestConditionallLearn ------------ >
8) TestBadBpdu -------—————————————— >
9) TestTrap -—-—---—=——=——=—=————————————— >
10) TestMatch —----—————————————————— >
11) TestCapture --------—-————————————— >
12) TestProtocolMatch ----------————- >
13) TestChannel --------————————————- >
14) TestIPFibShortcut -—---—-——————————— N
15) TestDontShortcut ---—-—-—-——————————— N
16) TestL3Capture2 ---------—--—--—————~- >
17) TestL3VlanMet -----------———————~ >
18) TestIngressSpan ---------—-——----- >
19) TestEgressSpan --------——————————- >
20) TestAclPermit --------——————————- >
21) TestAclDeny -------—-—————————————~ >
22) TestNetflowInlineRewrite:
Port 1 2 3 4 5 6 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Port 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
uter#

Cisco 10S

i Catalyst 6500
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Router# show diagnostic result module 1 detail
Current bootup diagnostic level:complete

Module 1:

Overall Diagnostic Result for Module 1 :PASS
Diagnostic level at card bootup:complete

show diagnostic W

Test results:(. = Pass, F = Fail, U = Untested)
1) TestDummy -------—-—-—-————————————— > .

Error code --——-—-————————————— > 0 (DIAG_SUCCESS)
Total run count ------------- > 90

Last test execution time ----> Dec 10 2002 12:34:30
First test failure time ----- > Dec 10 2002 11:57:39
Last test failure time ------ > Dec 10 2002 12:34:10
Last test pass time --------- > Dec 10 2002 11:34:30
Total failure count --------- > 65

Consecutive failure count ---> 0

2) TestLoopback:

Error code --—-—--————-———-—————— > 0 (DIAG_SUCCESS)
Total run count ------------- > 1

Last test execution time ----> Dec 10 2002 12:37:18
First test failure time ----- > n/a

Last test failure time ------ > n/a

Last test pass time --------- > Dec 10 2002 12:37:18
Total failure count --------- > 0

Consecutive failure count ---> 0

Router#

Router# show diagnostic events
Diagnostic events (storage for 500 events, 10 events recorded)
EventType:I - Info, W - Warning, E - Error

TimeStamp Type [Card] EventMessage
08/26 15:51:04.335
08/26 15:51:04.335
08/26 15:51:15.511
08/26 15:51:15.511
08/26 16:15:02.247
08/26 16:15:02.247
08/26 16:15:12.683
08/26 16:15:12.683
08/26 16:15:42.207
08/26 16:15:42.207
Router#

[1] TestIndexLearn Passed

[1] Diagnostics Passed

[8] TestLoopback Passed

[8] Diagnostics Passed

[1] TestDontLearn Passed

[1] Diagnostics Passed

[8] TestNetflowInlineRewrite Passed
[8] Diagnostics Passed

[2] TestActiveToStandbyLoopback Passed
[2] Diagnostics Passed

HHHHHHHH H H
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l show diagnostic

diagnostic bootup level

diagnostic cns CNS

diagnostic event-log size

diagnostic monitor

diagnostic ondemand

diagnostic schedule test

diagnostic start

diagnostic stop

Catalyst 6500 Cisco 10S
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show diagnostic cns W

show diagnostic cns

CNS show diagnostic cns

show diagnostic cns {publish | subscribe}

publish

subscribe

EXEC

12.2(14)SX Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500

CNS CNS

Router# show diagnostic cns publish
Subject: cisco.cns.device.diag_results
Router#

Router# show diagnostic cns subscribe
Subject: cisco.cns.device.diag_get_results
Router#

diagnostic cns CNS

Catalyst 6500 Cisco 10S
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M show diagnostic sanity

show diagnostic sanity

show diagnostic sanity

show diagnostic sanity

Catalyst 6500
WAN
EXEC

12.2(18)SXE Supervisor Engine 720
[ ]

ping
[ ]
[ ]
. auto
. desirable
L ]
L]
. desirable
e VLAN LAN 32K

VLAN
e VLAN
e VLAN
e VLAN
e VLAN hello
Cisco I0S

i Catalyst 6500
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show diagnostic sanity Wl

UDLD
. UDLD
. UDLD
. UDLD
[ ]
U PortFast
[ ]
. VLAN
[ ]
[ ]
0x2 0x102
0x2102
[ ]
[ ]
device:
e |GMP
* snmp {RO,RW,RW-ALL}
. Ok
. show test all F
. *fast
. crashinfo
[ ]
e |GMP RGMP

Catalyst 6500 Cisco 10S
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M show diagnostic sanity

show diagnostic sanity

Router# show diagnostic sanity

Pinging default gateway 10.6.141.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.6.141.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
IGMP snooping disabled please enable it for optimum config.

IGMP snooping disabled but RGMP enabled on the following interfaces,
please enable IGMP for proper config
Vlanl, Vlan2, GigabitEthernetl/1l

Multicast routing is enabled globally but not enabled on the following
interfaces:
GigabitEthernetl/1, GigabitEthernetl/2

A programming algorithm mismatch was found on the device bootflash:
Formatting the device is recommended.

The bootflash: does not have enough free space to accomodate the crashinfo file.
Please check your confreg value : 0x0.
Please check your confreg value on standby: 0x0.

The boot string is empty. Please enter a valid boot string
Could not verify boot image "diskO:" specified in the boot string on the
slave.

Invalid boot image "bootflash:asdasd" specified in the boot string on the
slave.

Please check your boot string on the slave.

UDLD has been disabled globally - port-level UDLD sanity checks are
being bypassed.

OR

[

The following ports have UDLD disabled. Please enable UDLD for optimum
config:

Fa9/45

The following ports have an unknown UDLD link state. Please enable UDLD
on both sides of the link:

Fa9/45

1

The following ports have portfast enabled:
Fa9/35, Fa9/45

The following ports have trunk mode set to on:
Fad4/l, Fa4/1l3

The following trunks have mode set to auto:
Fad/2, Fad/3

The following ports with mode set to desirable are not trunking:
Fa4/3, Fad/4

The following trunk ports have negotiated to half-duplex:
Fa4/3, Fad/4

The following ports are configured for channel mode on:
Fad/l, Fad/2, Fad/3, Fad/d

The following ports, not channeling are configured for channel mode

Catalyst 6500 Cisco 10S
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show diagnostic sanity Wl

desirable:
Fad/1l4

The following vlan(s) have a spanning tree root of 32768:
1

The following vlan(s) have max age on the spanning tree root different from
the default:
1-2

The following vlan(s) have forward delay on the spanning tree root different
from the default:
1-2

The following vlan(s) have hello time on the spanning tree root different
from the default:
1-2

The following vlan(s) have max age on the bridge different from the
default:
1-2

The following vlan(s) have fwd delay on the bridge different from the
default:
1-2

The following vlan(s) have hello time on the bridge different from the
default:
1-2

The following vlan(s) have a different port priority than the default
on the port FastEthernet4/1
1-2

The following ports have recieve flow control disabled:
Fa9/35, Fa9/45

The following inline power ports have power-deny/faulty status:
Gi7/1, Gi7/2

The following ports have negotiated to half-duplex:
Fa9/45

The following vlans have a duplex mismatch:
Fas 9/45

The following interafaces have a native vlan mismatch:
interface (native vlan - neighbor vlan)
Fas 9/45 (1 - 64)

The value for Community-Access on read-only operations for SNMP is the same
as default. Please verify that this is the best value from a security point
of view.

The value for Community-Access on write-only operations for SNMP is the same
as default. Please verify that this is the best value from a security point
of view.

The value for Community-Access on read-write operations for SNMP is the same
as default. Please verify that this is the best value from a security point

of view.

Please check the status of the following modules:
8,9

Module 2 had a MINOR_ERROR.
The Module 2 failed the following tests:

TestIngressSpan

Catalyst 6500 Cisco 10S
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M show diagnostic sanity

The following ports from Module2 failed testl:
1,2,4,48

Catalyst 6500 Cisco 10S
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show dotlqg-tunnel

802.1Q show dotlg-tunnel

show dotlg-tunnel [{interface interface interface-number}]

show dotig-tunnel W

interface interface ethernet
fastethernet gigabitethernet tengigabitethernet port-channel
ge-wan
interface-number
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
802.1Q
ge-wan Supervisor Engine 720 Catalyst 6500
interface-number ethernet fastethernet gigabitethernet tengigabitethernet ge-wan
13 48 10/100BASE-T
1 13

1 48

interface-number port-channel
1 282 257 282 CSM FWSM
802.1Q 1
Router# show dotlg-tunnel interface port-channel 10
Interface
Pol0
switchport mode
vlan dotlq tag native VLAN LAN 802.1Q
Catalyst 6500 Cisco 10S
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W show dotix

show dotlx

802.1X show dotlx

show dotlx {interface interface interface-number}

show dotlx {all | brief | summary | {statistics {interface interface interface-number}}}

interface interface 802.1X
ethernet fastethernet gigabitethernet tengigabitethernet

interface-number

all 802.1X
brief 802.1X

summary 802.1X
statistics 802.1X

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

12.2(18)SXF brief summary

show dotlx statistics interface
interface interface-number

802.1X show dotlx brief
show dotlx summary 0
interface-number ethernet fastethernet gigabitethernet tengigabitethernet
13 48 10/100BASE-T
1 13
1 48

Catalyst 6500 Cisco 10S
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show dotix H

802.1X

Router# show dotlx interface fastethernet 5/1
Default Dotlx Configuration Exists for this interface FastEthernet5/1

AuthSM State = FORCE AUTHORIZED
BendSM State = IDLE
PortStatus = AUTHORIZED
MaxReq = 2
MultiHosts = Disabled
PortControl = Force Authorized
QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds
TxPeriod = 30 Seconds
Router#

802.1X

Router# show dotlx all

Dotlx Info for interface FastEthernet3/2
AuthSM State = FORCE UNAUTHORIZED
BendSM State = IDLE

PortStatus = UNAUTHORIZED

MaxReqg = 2

MultiHosts = Disabled

Port Control = Force UnAuthorized
QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds

TxPeriod = 30 Seconds

Dotlx Info for interface FastEthernet3/12
AuthSM State = Unknown State
BendSM State = Unknown State
PortStatus = UNKNOWN

MaxReqg = 2

MultiHosts = Disabled

Port Control = Auto

QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds

TxPeriod = 30 Seconds

Guest-Vlan = 91

Router#

802.1X

Router# show dotlx statistics interface fastethernet3/1
PortStatistics Parameters for Dotlx

TxReqgId = TxReq = 0 TxTotal = 0

RxStart = RxLogoff = 0 RxRespId = 0 RxResp = 0
RxInvalid = 0 RxLenErr = 0 RxTotal= 0

RxVersion = 0 LastRxSrcMac 0000.0000.0000

Router#

Catalyst 6500 Cisco 10S
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W show dotix

802.1X

Router# show dotlx summary

Total number of

dotlx enabled ports:

336

Total number of FORCE_UNAUTHORIZED dotlx ports: O

Total number of authorized dotlx enabled ports: 254
Total number of dotlx ports in single host mode: 336
Total number of dotlx ports in multi host mode: 0

Total number of
Total number of
Total number of
Total number of
Total number of
Router#

802.1X

Router# show dotlx brief
RV - Radius returned VLAN

supplicants
supplicants
supplicants
supplicants

dotlx authenticated supplicants:

in AUTH_DISCONNECTED state:
in AUTH_CONNECTING state:

in AUTH_AUTHENTICATING state:
in AUTH_HELD state:

254

o O O

Port Supplicant MAC AuthSM State BendSM State Port Status RV

Fad/1 0000.0000.0000 N/A N/A N/A -

Fad/2 0000.0000.0000 N/A N/A N/A -

Fad/3 0000.0000.0000 N/A N/A N/A -

Fad/4 0000.0000.0000 N/A N/A N/A -

Fad/5 0000.0000.0000 N/A N/A N/A -

Fad/6 0000.0000.0000 N/A N/A N/A -

Fad/7 0000.0000.0000 N/A N/A N/A -

Output truncated
Fad/35 00fe.ed00.01lba AUTHENTICATED IDLE AUTHORIZED 101
Fad/36 00fe.ed00.01b8 AUTHENTICATED IDLE AUTHORIZED 101
Fad/37 00fe.ed00.0le6 AUTHENTICATED IDLE AUTHORIZED 101
Fad/38 00fe.ed00.0le4 AUTHENTICATED IDLE AUTHORIZED 101
Fa4/39 00fe.ed00.01e2 AUTHENTICATED IDLE AUTHORIZED 101
Fad/40 00fe.ed00.01e0 AUTHENTICATED IDLE AUTHORIZED 101
Fad/41 00fe.ed00.01lde AUTHENTICATED IDLE AUTHORIZED 101
Fad /42 00fe.ed00.01dc AUTHENTICATED IDLE AUTHORIZED 101
Router#
Catalyst 6500 Cisco 10S
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Cisco I0S

show dss log

showdsslog W

NetFlow DSS show dss log
show dss log {ip | ipv6}

ip DSS IP

ipv6 DSS IPv6

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17b)SXA

ipv6

IPv6

DSS IP

Supervisor Engine 2

Router# show dss log

22
22
22

22

:50
:50
:51
22
22

51:
53:
:53:

:18.
:20.
:48
52.
02.
19.

Router#

551
059

.767

651
651
651

prefix
prefix
prefix
prefix
prefix
prefix

ip

172.
127.
172.
0.0.
0.0.
0.0.

Catalyst 6500

IPv6 1

20.52.18 mask 172.20.52.18
0.0.0 mask 255.0.0.0
20.52.18 mask 172.20.52.18
0.0 mask 0.0.0.0

0.0 mask 0.0.0.0

0.0 mask 0.0.0.0

Catalyst 6500 Cisco 10S
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Bl show environment alarm

show environment alarm

show environment alarm

show environment alarm [{status | threshold} [frutype]]

status FRU

threshold

frutype

fan-tray module slot

vtt number

all backplane clock number earl slot

rp slot power-supply number supervisor slot
number slot

frutype

EXEC

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

frutype

e clock number — 1 2

e earlslot—

e module slot —

* rpslot—

e power-supply number — 1 2
e supervisor slot —

e vittnumber—1 3

Cisco 10S

slot
13 48
1 13

10/100BASE-T

Catalyst 6500
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Cisco I0S

Router> show environment alarm threshold
environmental alarm thresholds:

power-supply 1 fan-fail: OK
threshold #1 for power-supply 1 fan-fail:
(sensor value != 0) is system minor alarm
power-supply 1 power-output-fail: OK
threshold #1 for power-supply 1 power-output-fail:
(sensor value != 0) is system minor alarm
fantray fan operation sensor: OK
threshold #1 for fantray fan operation sensor:
(sensor value != 0) is system minor alarm
operating clock count: 2
threshold #1 for operating clock count:
(sensor value < 2) is system minor alarm
threshold #2 for operating clock count:
(sensor value < 1) is system major alarm
operating VTT count: 3
threshold #1 for operating VTT count:
(sensor value < 3) is system minor alarm
threshold #2 for operating VTT count:
(sensor value < 2) is system major alarm
VTT 1 OK: OK
threshold #1 for VTT 1 OK:
(sensor value != 0) is system minor alarm
VTT 2 OK: OK
threshold #1 for VTT 2 OK:
(sensor value != 0) is system minor alarm
VTT 3 OK: OK
threshold #1 for VTT 3 OK:
(sensor value != 0) is system minor alarm
clock 1 OK: OK
threshold #1 for clock 1 OK:
(sensor value != 0) is system minor alarm
clock 2 OK: OK
threshold #1 for clock 2 OK:
(sensor value != 0) is system minor alarm
module 1 power-output-fail: OK
threshold #1 for module 1 power-output-fail:
(sensor value != 0) is system major alarm
module 1 outlet temperature: 21C
threshold #1 for module 1 outlet temperature:
(sensor value > 60) is system minor alarm
threshold #2 for module 1 outlet temperature:
(sensor value > 70) is system major alarm
module 1 inlet temperature: 25C
threshold #1 for module 1 inlet temperature:
(sensor value > 60) is system minor alarm
threshold #2 for module 1 inlet temperature:
(sensor value > 70) is system major alarm
module 1 device-1 temperature: 30C
threshold #1 for module 1 device-1 temperature:
(sensor value > 60) is system minor alarm
threshold #2 for module 1 device-1 temperature:
(sensor value > 70) is system major alarm
module 1 device-2 temperature: 29C
threshold #1 for module 1 device-2 temperature:
(sensor value > 60) is system minor alarm
threshold #2 for module 1 device-2 temperature:
(sensor value > 70) is system major alarm
module 5 power-output-fail: OK
threshold #1 for module 5 power-output-fail:
(sensor value != 0) is system major alarm
module 5 outlet temperature: 26C
threshold #1 for module 5 outlet temperature:
(sensor value > 60) is system minor alarm
threshold #2 for module 5 outlet temperature:

Catalyst 6500 Cisco 10S
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Bl show environment alarm

(sensor value > 75) is system major alarm
module 5 inlet temperature: 23C
threshold #1 for module 5 inlet temperature:
(sensor value > 50) is system minor alarm
threshold #2 for module 5 inlet temperature:
(sensor value > 65) is system major alarm
EARL 1 outlet temperature: N/O
threshold #1 for EARL 1 outlet temperature:
(sensor value > 60) is system minor alarm
threshold #2 for EARL 1 outlet temperature:
(sensor value > 75) is system major alarm
EARL 1 inlet temperature: N/O
threshold #1 for EARL 1 inlet temperature:
(sensor value > 50) is system minor alarm
threshold #2 for EARL 1 inlet temperature:
(sensor value > 65) is system major alarm
Router>

show environment status FRU

show environment temperature

i Catalyst 6500 Cisco 10S
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show environment cooling

show environment cooling

EXEC

show environment cooling W

show environment cooling

12.2(14)SX

Supervisor Engine 720

Supervisor Engine 2

Router# show environment cooling
fan-tray 1:

fan-tray 1 fan-fail: failed
fan-tray 2:

fan 2 type: FAN-MOD-9

fan-tray 2 fan-fail: OK

chassis cooling capacity: 690 cfm

ambient temperature: 55C

Catalyst 6500

chassis per slot cooling capacity: 75 cfm
module 1 cooling requirement: 70 cfm
module 2 cooling requirement: 70 cfm
module 5 cooling requirement: 30 cfm
module 6 cooling regquirement: 70 cfm
module 8 cooling requirement: 70 cfm
module 9 cooling requirement: 30 cfm

Router#

hw-module fan-tray version

Catalyst 6500
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Bl show environment status

show environment status

FRU

show environment status [frutype]

show environment status

frutype

FRU

frutype

FRU

EXEC

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB

Supervisor Engine 2

12.2 SX

12.2(18)SXF

show environment status power-supply

frutype

all —

backplane —

clock number — 1 2

earl slot —

fan-tray —

module slot —

power-supply number — 1 2
rp slot —

supervisor slot —

vtt number —1 3

13

Cisco 10S

slot

48 10/100BASE-T

1 13

Catalyst 6500
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show environment status W

Router> show environment status
backplane:
operating clock count: 2
operating VTT count: 3
fan-tray:
fantray fan operation sensor: OK
VTT 1:
VTT 1 OK: OK
VTT 2:
VTT 2 OK: OK
VTT 3:
VTT 3 OK: OK
clock 1:
clock 1 OK: OK, clock 1 clock-inuse: not-in-use
clock 2:
clock 2 OK: OK, clock 2 clock-inuse: in-use
power-supply 1:
power-supply 1 fan-fail: OK
power-supply 1 power-output-fail: OK

module 1:
module 1 power-output-fail: OK
module 1 outlet temperature: 21C
module 1 inlet temperature: 25C
module 1 device-1 temperature: 30C
module 1 device-2 temperature: 29C

EARL 1 outlet temperature: N/O
EARL 1 inlet temperature: N/O

module 5:
module 5 power-output-fail: OK
module 5 outlet temperature: 26C
module 5 inlet temperature: 23C
module 5 device-1 temperature: 26C
module 5 device-2 temperature: 27C
Router>

Router# show environment status power-supply 2
power-supply 2:
power-supply
power-supply
power-supply
power-supply
power-supply
power-supply

fan-fail: OK

power-input 1: none
power-input 2: AC low
power-input 3: AC high
power-output: low (mode 1)
power-output-fail: OK

2-42

2-42 show environment status

operating clock count
operating VTT count VTT

fan tray fan operation sensor

Catalyst 6500 Cisco 10S
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Bl show environment status

2-42 show environment status

VTT1 VTT2 VTT3

2 VTT
3 vTT 1

VTT

clock # clock-inuse

power-supply # fan-fail

power-input-fail none AC high AC low

power-output-fail high low

outlet temperature

inlet temperature

device-1 device-2 temperature 2

show environment alarm

show environment temperature

Catalyst 6500 Cisco 10S
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show environment temperature W

show environment temperature

show environment temperature

show environment temperature [frutype]

frutype FRU
frutype EARL
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17a)SX show environment temperature module
J ASIC IC
. ASIC ASIC
J ASIC
e |IDPROM
12.2(17d)SXB Supervisor Engine 2 12.2 SX
frutype
e earlslot —

e module slot —
* rpslot—

e vttnumber—1 3

e clock number — 1 2
slot slot
13 48 10/100BASE-T
1 13
1 48
show environment temperature module SCP

Catalyst 6500 Cisco 10S
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M show environment temperature
e N/O —
e N/A —
e VIT1 2 3—

Router> show environment temperature module 5
module 5 outlet temperature: 34C
module 5 inlet temperature: 27C
module 5 device-1 temperature: 42C
module 5 device-2 temperature: 41C
module 5 asic-1 (SSO-1) temp: 29C
module 5 asic-2 (SS0-2) temp: 29C
module 5 asic-3 (SSO-3) temp: 29C
module 5 asic-4 (SS0O-4) temp: 28C
module 5 asic-5 (SSA-1) temp: 29C
module 5 asic-6 (HYPERION-1) temp: 29C

Router>

Router> show environment temperature
VIT 1 outlet temperature: 25C
VTT 2 outlet temperature: 24C
VTT 3 outlet temperature: 28C
module 1 outlet temperature: 24C
module 1 device-2 temperature: 29C
RP 1 outlet temperature: 25C
RP 1 inlet temperature: 29C
EARL 1 outlet temperature: 25C
EARL 1 inlet temperature: 22C
module 5 outlet temperature: 27C
module 5 inlet temperature: 22C

Router#

2-43
2-43 show environment temperature
outlet temperature

inlet temperature

device-1 device-2 temperature 2

show environment alarm

show environment status FRU

Cisco 10S
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showeobc WM

show eobc
EOBC show eobc
show eobc
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Catalyst 6500 Cisco 10S
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W show eobc

EOBC

Router> show eobc

EOBCO0/0 is up,

Hardware is DEC21143,

MTU 0 bytes,

Keepalive not set

Unknown duplex,
ARP type:
Last input never,
Last clearing of

BW 100000 Kbit,
reliability 255/255,
Encapsulation ARPA,

line protocol is up
address is 0000.2100.0000
DLY 100 usec,
txload 1/255,
loopback not set

Unknown Speed, MII

ARPA, ARP Timeout 04:00:00
output hang never
counters never

Queueing strategy: fi

Output queue 0/40,
5 minute input rate 0 bits/sec,
5 minute output rate 0 bits/sec,

fo

0 drops;

172196 packets input,
Received 0 broadcasts,
0 input errors, 0

0 watchdog,

CRC,

output 00:00:00,
"show interface"

11912131
0 runts,
0 frame,

0 multicast

bytes

0 giants,
0 overrun,

rxload 1/255

input queue 25/2147483647,
0 packets/sec
0 packets/sec

0 thro
0 ign

0 input packets with dribble condition detected
172144 packets output,

0 output errors,
0 babbles,
0 lost carrier,
0 output buffer failures,

Interface EOBCO0/0
Hardware is DEC21143

dec21140_ds=0x618FB938,
rx ring entries=128,
rxring=0x38A9280,
txring=0x38A9ACO,

PHY link up

CSR0=0xF8024882,
CSR4=0x38A9ACO,

CSR8=0xE0000000,
CSR12=0xC6,

0 late collision,
0 no carrier

CSR1=0xFFFFFFFF,
CSR5=0xF0660000,

CSR9=0xFFFDC3FF,
CSR13=0xFFFF0000,

DEC21143 PCI registers:

bus_no=0,
CFID=0x00191011,
CBIO=0x20000801,

device_no=6

MII registers:

HW addr filter: 0x38D2EEOQ,
Entry= 0: Addr=0000.0000.
Entry= 1: Addr=0000.0000.
Entry= 2: Addr=0000.0000.
Entry= 3: Addr=0000.0000.
Entry= 4: Addr=0000.0000.
Entry= 5: Addr=0000.0000.
Entry= 6: Addr=0000.0000.
Entry= 7: Addr=0000.0000.
Entry= 8: Addr=0000.0000.
Entry= 9: Addr=0000.0000.
Entry=10: Addr=0000.0000.
Entry=11: Addr=0000.0000.
Entry=12: Addr=0000.0000.
Entry=13: Addr=0000.0000.
Entry=14: Addr=0000.0000.
Entry=15: Addr=0000.2100.

Router>
Cisco I0S

Register
Register
Register
Register
throttled=0,
rx_fifo_overflow=0,
tx_underrun_err=0,

tx_no_carrier=0,
tx_collision_cnt=0,

11363476 bytes,
0 collisions,
0 deferred

CFCS=0x02800006,
CBMA=0x48018000,

ttles
ored

0 underruns
1 interface resets

registers=0x3C018000,
tx ring entries=256,
rxr shadow=0x618FBB20,
txr shadow=0x618FBDA4C,

af setup failed=0
rx_head=28,
tx_head=72,

CSR2=0xFFFFFFFF,
CSR6=0x320CA002,
CSR10=0xFFFFFFFF,
CSR14=0xFFFFFFFF, CSR15=0x8FF80000

ib=0x3

CFRV=0x02000041,
CFIT=0x28140120,

0 output buffers swapped out

8A9180

(bia 0000.2100.0000)

0 drops

rx_tail=0
tx_tail=72,

CSR3=0x38A9280
CSR7=0xF3FFA261

CSR11=0x0

CFLT=0x0000FFO00
CFDD=0x00000400

rx_no_enp=0,
tx_jabber_timeout=0,
tx_late_collision=0,
tx_deferred=0,

rX_

fatal_tx_err=0,

ISL Disabled

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

discard=0
tx_carrier_loss=0
tx_excess_coll=0

tbl_overflow=0

0x00: FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF

0x08: FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF

0x10: FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF

0x18: FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
enabled=0, disabled=0

tx_count=0

i Catalyst 6500
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EOBC

Router> show eobc | exclude output

EOBCO0/0 is up,

Hardware is DEC21143,

MTU 0 bytes,
reliability 255/255,
Encapsulation ARPA,

Keepalive not set

Unknown duplex,
ARP type:
Last clearing of

line protocol is up
address 1is
BW 100000 Kbit, DLY 100 usec,
txload 1/255,
loopback not set

Unknown Speed, MII

ARPA, ARP Timeout 04:00:00

Queueing strategy: fi

Output queue 0/40,
5 minute input rate 0 bits/sec,

fo

0 drops;

175919 packets input,
Received 0 broadcasts,

0
0
0
0

babbles,
0 lost carrier,

input errors, 0
watchdog,

Interface EOBCO0/0
Hardware is DEC21143

dec21140_ds=0x618FB938,
rxXx ring entries=128,
rxring=0x38A9280,
txring=0x38A9ACO,

PHY link up

CSR0=0xF8024882,
CSR4=0x38A9ACO,

CSR8=0xE0000000,
CSR12=0xC6,

CRC,

0 multicast
input packets with dribble condition detected
0 late collision,
0 no carrier

CSR5=0xF0660000,

CSR13=0xFFFF0000,

DEC21143 PCI registers:

bus_no=0,
CFID=0x00191011,
CBIO=0x20000801,

device_no=6

MII registers:

Register
Register
Register
Register

"show interface"

0 runts,
0 frame,

CFCS=0x02800006,
CBMA=0x48018000,

0000.2100.0000

rxload 1/255

counters never

0 giants,
0 overrun,

0 deferred

registers=0x3C018000,
tx ring entries=256,
rxr shadow=0x618FBB20,
txr shadow=0x618FBDA4C,

input queue 25/2147483647,
0 packets/sec
12196443 bytes

0 ign

tx_head=209,

CFRV=0x02000041,
CFIT=0x28140120,

0 throttles

ored

1b=0x38A9180
af setup failed=0
rx_head=7,

(bia 0000.2100.0000)

0 drops

rx_tail=0

CFLT=0x0000FF00
CFDD=0x00000400

tx_tail=209,

CSR1=0xFFFFFFFF, CSR2=0xXFFFFFFFF, CSR3=0x38A9280
CSR6=0x320CA002,
CSR9=0xFFFDC3FF, CSR10=0xFFFFFFFF, CSR11=0x0

CSR14=0xFFFFFFFF, CSR15=0x8FF80000

CSR7=0xF3FFA261

0x00: FFFF FFFF FFFFE FFFFE FFFFE FFFFE FFFFE FFFFE
0x08: FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
0x10: FFFF FFFF FFFFE FFFFE FFFFE FFFFE FFFFE FFFFE
0x18: FFFF FFFF FFFFE FFFFE FFFFE FFFFE FFFFE FFFFE

throttled=0, enabled=0

rx_fifo_overflow=0,
tx_underrun_err=0,

tx_no_carrier=0,
tx_collision_cnt=0,

HW addr filter: 0x38D2
Entry= 0: Addr=0000.
Entry= 1: Addr=0000.
Entry= 2: Addr=0000.
Entry= 3: Addr=0000.
Entry= 4: Addr=0000.
Entry= 5: Addr=0000.
Entry= 6: Addr=0000.
Entry= 7: Addr=0000.
Entry= 8: Addr=0000.
Entry= 9: Addr=0000.
Entry=10: Addr=0000.
Entry=11: Addr=0000.
Entry=12: Addr=0000.
Entry=13: Addr=0000.
Entry=14: Addr=0000.
Entry=15: Addr=0000.

Router>

, disabled=0

EEO,

0000.
0000.
0000.
0000.
0000.
0000.
0000.
0000.
0000.
0000.
0000.
0000.
0000.
0000.
0000.
2100.

rx_no_enp=0, rx_
tx_jabber_timeout=0,
tx_late_collision=0,
tx_deferred=0,

ISL Disabled

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

Catalyst 6500

discard=0

Cis

tx_carrier_loss=0
tx_excess_coll=0
fatal_tx_err=0,

co I0S

tbl_overflow=0

show eobc

tx_count=0
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Bl show erm statistics

IPv4 IPv6 MPLS FIB TCAM

show erm statistics

show erm statistics
EXEC
12.2(17b)SXA Supervisor Engine 720
Supervisor Engine 2 Catalyst 6500
IPv4 IPv6 MPLS
FALSE TRUE
IPv4  IPv6 MPLS FIB TCAM

Router> show erm statistics
#IPv4d excep notified =
#IPv6 excep notified =
#MPLS excep notified =
#IPv4d reloads done =
#IPv6 reloads done =
#MPLS reloads done =0
Current IPv4 excep state = FALSE
Current IPv6 excep state = FALSE
Current MPLS excep state = FALSE

o O O O O

#Timer expired =0
#of erm msgs =1
Router>

mls erm priority

i Catalyst 6500 Cisco 10S
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show errdisable detect W

show errdisable detect

errdisable show errdisable detect

show errdisable detect

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17b)SXA
12.2(17d)SXB Supervisor Engine 2 12.2 SX

errdisable

Router# show errdisable detect

ErrDisable Reason Detection status
udld Enabled
bpduguard Enabled
rootguard Enabled
packet-buffer-err Enabled
pagp-flap Enabled
dtp-flap Enabled
link-flap Enabled

Router#

errdisable detect cause errdisable

Catalyst 6500 Cisco 10S
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Wl show errdisable flap-value
errdisable show errdisable flap-value
show errdisable flap-value
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17b)SXA
12.2(17d)SXB Supervisor Engine 2 12.2 SX
errdisable
Router# show errdisable flap-value
ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
Router#Router#
errdisable detect cause errdisable
Catalyst 6500 Cisco 10S
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show errdisable recovery | |

show errdisable recovery

errdisable show errdisable recovery

show errdisable recovery

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

errdisable

Router# show errdisable recovery

ErrDisable Reason Timer Status
udld Enabled
bpduguard Enabled
rootguard Enabled
pagp-flap Enabled
dtp-flap Enabled
link-flap Enabled

Timer interval:300 seconds
Interfaces that will be enabled at the next timeout:
Interface Errdisable reason Time left(sec)

Fa9/4 link-flap 279

errdisable recovery

show interfaces status LAN errdisable

Catalyst 6500 Cisco 10S
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Hl show etherchannel

show etherchannel

EtherChannel

show etherchannel

show etherchannel [channel-group] {port-channel | brief | detail | summary | port | load-balance |

protocol}

channel-group 282 64
port-channel
brief EtherChannel
detail EtherChannel
summary 1
port EtherChannel
load-balance
protocol
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17a)SX1 show etherchannel load-balance IPv6
MPLS
12.2(17d)SXB Supervisor Engine 2 12.2 SX
channel-group
257 282  channel-group CsSM FWSM
[Passive port] 3
ON show etherchannel
protocol [Protocol: - (Mode ON)]

show etherchannel summary

e LACP

Pol PolA

Cisco 10S

PolB

i Catalyst 6500
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show etherchannel

show etherchannel load-balance

e |Pv6 EtherChannel EtherChannel
2 VLAN [ LAN]
IPv6 src
dest src-dest IPv6
MAC/IP/ports src-dst-mac src-dst-ip(v6)
src-mac src-ip(v6)
. 2 3 IPv6
MAC IPv6 MAC/IP
src/dst/src-dst 4
port IPv6 src  dst src-dst

Router# show etherchannel 12 port-channel
Group: 12

Age of the Port-channel = 143h:01lm:12s

Logical slot/port = 14/1 Number of ports = 2

GC = - HotStandBy port = null
Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state
—————— B e s

0 55 Fad/1 active

1 AA Fad/2 active
Time since last port bundled: 16h:28m:58s Fa4d/1l
Time since last port Un-bundled: 16h:29m:00s Fad/4
Router#

Router# show etherchannel load-balance
EtherChannel Load-Balancing Configuration:
dst-mac
mpls label-ip
EtherChannel Load-Balancing Addresses Used Per-Protocol:
Non-IP: Destination MAC address
IPv4: Destination MAC address
IPv6: Destination MAC address (routed packets)
Destination IP address (bridged packets)
MPLS: Label or IP
Router#

Catalyst 6500 Cisco 10S
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B show etherchannel

Router# show etherchannel 1 brief
Group: 1
Group state = L2
Ports: 4 Maxports = 8
Port-channels: 1 Max Port-channels = 1
Protocol: LACP
Router#
Router# show etherchannel 12 detail
Group state = L2
Ports: 1 Maxports = 8
Port-channels: 1 Max Port-channels = 1
Protocol: PAgP

Ports in the group:
Port: Fa5/2

Port state Down Not-in-Bndl

Channel group = 12 Mode = Desirable-S1 Gcchange = 0

Port-channel = null GC = 0x00000000 Pseudo port-channel = Pol
2

Port index =0 Load = 0x00 Protocol = PAgP

Flags: S - Device is sending Slow

A - Device is in active mode

Local information:

LACP Port

Port
Fad/1

State
bndl

Flags
SA

Priority
32768

Partner’s information:
Partner

System ID
8000,00b0.c23e.d861

Port

Fad/1l 0x81
LACP Partner

Port Priority
32768

Partner
Oper Key
128

Age of the port in the current state:

Port-channels in the

Port-channel: Pol2

Age of the Port-channel

Logical slot/port 14/1
GC 0x00000000
Port state
Protocol PAgP

Router#

Cisco 10S

Partner
Port Number

LACPDUs F - Device is sending fast LACPDUs

P - Device is in passive mode

Admin
Key
100

Port
Number
Oxcl

Port
State
0x75

Oper
Key
100

Partner
Flags
SP

Age
14s

Partner
Port State
0x81

16h:27m:42s

group:

04d:02h:52m:26s
Number of ports

0

HotStandBy port null

Port-channel Ag-Not-Inuse

Catalyst 6500
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Cisco I0S

Router# show etherchannel summary
Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use
Number of channel-groups in use: 2
Number of aggregators: 2

12 Pol2 (SD)
24 Po24 (RD) -
Router#

EtherChannel

Router# show etherchannel 1 port
Channel-group listing:

Port: Fa5/4

show etherchannel

f - failed to allocate aggregator

Port state = EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable
Port-channel = null GC = 0x00000000
Port index =0 Load = 0x00

Flags:
A - Device is in active mode

Local information:

LACP Port Admin
Priority Key

32768 100

State
bndl

Port Flags
Fa5/4 SA

Partner’s information:

Partner Partner
System ID

8000,00b0.c23e.d861

Port
Fa5/4

Port Number Age
0x81 1l4ds

Partner
Port State
0x81

LACP Partner Partner
Port Priority Oper Key
32768 128

Gcchange = 0
Psudo-agport = Pol
Protocol =

LACP

S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs
P - Device is in passive mode

Port
State
0x75

Oper Port
Key Number
100 Oxcl

Partner
Flags
SP

Age of the port in the current state: 04d:02h:57m:38s

Router#

Router# show etherchannel protocol
Channel-group listing:

Protocol: PAgP

Protocol: - (Mode ON)

Router#

Catalyst 6500
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Bl show fabric

channel-group EtherChannel EtherChannel

channel-protocol

interface port-channel

show fabric

show fabric

show fabric [active]
show fabric {channel-counters | errors | status} [slot | all]
show fabric switching-mode [module {slot | all}]

show fabric utilization [slot | all]

active

channel-counters

errors

status

slot

all

switching-mode

module slot

module all

utilization

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Catalyst 6500 Cisco 10S
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show fabric W

Supervisor Engine 32 Catalyst 6500
slot all
slot all
all
show
fabric
01 2
e CRC — CRC
ASIC
IC CRC CRC
3
48 10/100TX RJ-45
16 GBIC
e dCEF —
16 GBIC
16 16
GBIC 3
16 dCEF
no fabric switching-mode allow truncated
show fabric switching-mode
e Flow-through Bus —
e Truncated —
64

[ oL-3993-11-J
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Bl show fabric

e Compact —

DBus

show fabric switching-mode

e Supervisor Engine 2

An enabled Switch Fabric is not required for the system to operate

e Supervisor Engine 720

Fabric module is not required for system to operate

Router# show fabric active

Active fabric card in slot 5

No backup fabric card in the system
Router#

Router# show fabric channel-counters

slot channel rxErrors txErrors txDropped
1 0 0 0 0
Router#

Router# show fabric errors
Module errors:

slot channel crc hbeat sync
1 0 0 0 0
8 0 0 0 0
8 0 0 0 0
9 0 0 0 0

Fabric errors:

slot channel sync buffer timeout
1 0 0 0 0
8 0 0 0 0
8 0 0 0 0
9 0 0 0 0
Router#

DDR sync
0

0
0
0

i Catalyst 6500 Cisco 10S
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Cisco I0S

Router# show fabric switching-mode
Global switching mode is Truncated

An enabled Switch Fabric is not required for the system to operate

Modules are allowed to operate in bus mode
Truncated mode is not allowed unless threshold is met
Threshold for truncated mode operation is 2 SFM-capable cards

Module Slot Switching Mode

1 Bus
2 Crossbar
3 Crossbar
4 Bus
5 No Interfaces
7 DCEF
9 DCEF
Router#

Router# show fabric status

slot channel speed
1 0 8G
5 0 8G
6 0 20G
8 0 8G
8 1 8G
9 0 8G Down-
Router#

Router# show fabric utilization all

slot channel Ingress % Egress %
1 0 0 0
crc hbeat sync sync
1 0 0 0
Router#
Catalyst 6500

module
status
OK

OK

OK

OK

OK
DDRsync

fabric
status

OK

Up- Timeout
Up- BufError
OK

OK

OK

Cisco 10S

show fabric W
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Bl show fm features
show fm features
show fm features
show fm features
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
Router> show fm features
Designated MSFC:1 Non-designated MSFC:1
Redundancy Status:designated
Interface:FastEthernet2/10 IP is enabled
hw[EGRESS] = 1, hw[INGRESS] = 1
hw_force_default [EGRESS] = 0, hw_force_default [INGRESS] = 0
mcast = 0
priority = 2
reflexive = 0
inbound label:1
protocol:ip
feature #:1
feature id:FM_IP_ACCESS
ACL:106
outbound label:2
protocol:ip
feature #:1
feature id:FM_IP_ACCESS
ACL:106
Interface:FastEthernet2/26 IP is enabled
hw[EGRESS] = 1, hw[INGRESS] = 0
hw_force_default [EGRESS] = 0, hw_force_default [INGRESS] = 1
mcast = 0
priority = 2
reflexive = 0
inbound label:24
protocol:ip
feature #:1
feature id:FM_IP_ACCESS
ACL:113
outbound label:3
protocol:ip
feature #:1 feature

id:FM_IP_WCCP

Service ID:0

Service Type:0
Interface:V1lan55 IP is enabled

Cisco 10S

hw[EGRESS] = 1, hw[INGRESS] = 1
i Catalyst 6500
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show fm features W

hw_force_default [EGRESS] = 0, hw_force_default [INGRESS] = 0
mcast = 0

priority = 2

reflexive = 0

inbound label:4
protocol:ip
feature #:1
feature id:FM_IP_ACCESS

ACL:111
Interface:Vlanl01l IP is enabled
hw[EGRESS] = 1, hw[INGRESS] = 1
hw_force_default [EGRESS] = 0, hw_force_default [INGRESS] = 0
mcast = 0

priority = 2
reflexive = 0
inbound label:5
protocol:ip
feature #:1
feature id:FM_IP_ACCESS
ACL:101
outbound label:6
protocol:ip
feature #:1
feature id:FM_IP_ACCESS
ACL:101
Router>

[Redundancy]

Router> show fm features | begin Redundancy
Redundancy Status: designated
Router>

Catalyst 6500 Cisco 10S
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Bl show fm inband-counters

show fm inband-counters

MSFC SLB WCCP
show fm inband-counters

show fm inband-counters

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
show fm inband-counters MSFC SLB
MSFC WCCP
CBAC MSFC
CBAC
MSFC SLB WCCP

Router# show fm inband-counters
Inband Packets Sent
wWCCP

=
e}

o
=
w

0 J oUW W

e}

10

11

12

13
Router#

O O O O O O O O O O o o o
O O O O OO O OO O OO oWn

Catalyst 6500 Cisco 10S
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show fm insp

show fminsp W

CBAC ACL
show fm insp
show fm insp [detail]
detail
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
CBAC VACL INACTIVE
ACTIVE PFC
BRIDGE
MSFC 2
NetFlow
show fm insp
e interface: — IP
* (direction) — IP IN ouT
e acl name: —
e status: — ACTIVE INACTIVE
ACTIVE
INACTIVE
detail IP
ACL ACE
CBAC ACL
Router> show fm insp
interface:vV1an305(in) status :ACTIVE
acl name:deny
interfaces:
V1an305 (out) :status ACTIVE
Cisco 10S

Catalyst 6500
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Bl show fm interface

show fm interface

show fm interface

show fm interface {{interface interface-number} | {null interface-number} | {port-channel number} |
{vlan vlan-id}}

interface ethernet
fastethernet gigabitethernet tengigabitethernet pos atm
ge-wan

interface-number

null interface-number 0
port-channel number 1 282
64
vlan vlan-id VLAN LAN 1 4094
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17a)SX show fm interface vlan
12.2(17d)SXB Supervisor Engine 2 12.2 SX
pos atm ge-wan Supervisor Engine 2 Catalyst 6500
interface-number interface-number
13 48 10/100BASE-T
1 13 1 48
257 282  port-channel number CsSM FWSM

Catalyst 6500 Cisco 10S
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show fm interface M
Router# show fm interface fastethernet 2/26
Interface:FastEthernet2/26 IP is enabled
hw[EGRESS] = 1, hw[INGRESS] = 0
hw_force_default [EGRESS] = 0, hw_force_default [INGRESS] = 1
mcast = 0
priority = 2
reflexive = 0
inbound label:24
protocol:ip
feature #:1
feature id:FM_IP_ACCESS
ACL:113
vmr IP value #1:0, O, O, O, O, O, O, 6 - 1
vmr IP mask #1:0, 0, FFFF, FFFF, 0, 0, 0, FF
vmr IP value #2:642D4122, 0, 0, O, 1, 0, 0, 6
vmr IP mask #2:FFFFFFFF, 0, 0, 0, 1, 0, O, FF
vmr IP value #3:0, 64020302, 0, 0, 6, 0, 0, 6
vmr IP mask #3:0, FFFFFFFF, 0, O, 6, 0, 0, FF
vmr IP value #4:0, 64020302, 0, 0, A, 0, 0, 6 - 1
vmr IP mask #4:0, FFFFFFFF, 0, 0, A, 0, 0, FF
vmr IP value #5:0, 64020302, 0, 0, 12, 0, 0, 6
vmr IP mask #5:0, FFFFFFFF, 0, 0, 12, O, , FF
vmr IP value #6:0, O, O, O, O, O, O, 0O - 2
vmr IP mask #6:0, 0, 0, 0, 0, 0, 0, O
outbound label:3
protocol:ip
feature #:1
feature id:FM_IP_WCCP
Service ID:0
Service Type:0
Router#
Catalyst 6500 Cisco 10S
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Bl show fm interface

VLAN

Router# show fm interface vlan 21

Interface: Vlan2l IP is

disabled

hw_state[INGRESS] = not reduced, hw_state[EGRESS] =

mcast = 0
priority = 0
flags = 0x0
inbound label: 8
Feature IP_VACL:

not reduced

FM_FEATURE_IP_VACL_INGRESS i/f:

V121 map name: test

ult : VACL_ACTION_FORWARD_CAPTURE

IP Seqg. No: 10 Seqg. Res

DPort - Destination Por
X - XTAG TOS - TOS Valu

NULL - Null FM SAO - Source Only FM DAO - Dest.

t SPort -

e Res - VMR Result
RFM - R-Recirc. Flag MRTNP - M-Multicast Flag R - Reflexive flag
- F-Fragment flag - T-Tcp Control N - Non-cachable
- M-More Fragments - P-Mask Priority(H-High, L-Low)
Adj. - Adj. Index T - M(Mask)/V(Value) FM - Flow Mask

Source Port Pro -

Protocol

only FM

SADA - Sour.& Dest. Only VSADA - Vlan SADA Only FF - Full Flow

VFF - Vlan Full Flow F-VFF

A-FF - Atleast FF A-VFF

A-DON - Atleast DAO A-SD - Atleast SADA SHORT -

- Atleast VFF A-SON - Atleast SAO

Shortest

- Either FF or VFF A-VSD - Atleast VSADA

A-SFF - Any short than FF A-EFF - Any except FF A-EVFF- Any except VFF
A-LVFF- Any less than VFF ERR - Flowmask Error

1v22.2.2.221.1.1.1 0
M 255.255.255.255 255.2
TM_PERMIT_RESULT

2V 32.2.2.2 31.1.1.1 0
M 255.255.255.255 255.2
TM_PERMIT_RESULT

3 Vv 0.0.0.00.0.0.
M 0.0.0.0 0.0.0.0
TM_L3_DENY_RESULT

0

00
000

00 ---0
55.255.255

00 ---0
55.255.255

0 ---00
000 0 O

0 -———-L ---
000 0000

0 ———-L ---
000 0000

_—— -1, —===

IP Seqg. No: 65536 Seq.

Result : VACL_ACTION_DROP

+-——— to——t———t————+
- SHORT
0
- SHORT
0
SHORT
+-———- to——t———+—F———+

i Catalyst 6500

B it o — +-———= +-———= to— o ———————— o—— et ——— +
1vo0.0.0.00.0.0.0000---00 ----L ———- SHORT
M 0.0.0.0 0.0.0.0 0O O O 000 O O
TM_PERMIT_RESULT
Router#
Cisco I0S
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show fm ipv6 traffic-filter W

show fm 1pv6 traffic-filter

IPv6 show fm ipv6 traffic-filter

show fm ipv6 traffic-filter {all | {interface interface interface-number}}

all IPv6
interface interface IPv6
ethernet fastethernet gigabitethernet tengigabitethernet
pos atm ge-wan

interface-number
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
pos atm ge-wan Supervisor Engine 2 Catalyst 6500
interface-number interface-number

13 48 10/100BASE-T

1 13 1 48

Catalyst 6500 Cisco 10S
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M show fm ipv6 traffic-filter

IPv6

Router# show fm ipvé traffic-filter interface vlan 50

FM_FEATURE_IPV6_ACG_INGRESS Name:testipv6 i/f: Vlan50

DPort - Destination Port SPort - Source Port Pro - Protocol

X - XTAG TOS - TOS Value Res - VMR Result

RFM - R-Recirc. Flag MRTNP - M-Multicast Flag R - Reflexive flag

- F-Fragment flag - T-Tcp Control N - Non-cachable

- M-More Fragments - P-Mask Priority(H-High, L-Low)
Adj. - Adj. Index T - M(Mask)/V(Value) FM - Flow Mask
NULL - Null FM SAO - Source Only FM DAO - Dest. Only FM

SADA - Sour.& Dest. Only VSADA - Vlan SADA Only FF - Full Flow
VFF - Vlan Full Flow F-VFF - Either FF or VFF A-VSD - Atleast VSADA
A-FF - Atleast FF A-VFF - Atleast VFF A-SON - Atleast SAO

A-DON - Atleast DAO A-SD - Atleast SADA SHORT Shortest
A-SFF - Any short than FF A-EFF - Any except FF A-EVFF- Any except VFF
A-LVFF- Any less than VFF ERR - Flowmask Error

e e it o —
——— - — o ————— +

|Indx|T| Dest IPv6 Addr | Source IPv6

Addr |Pro|RFM|X|MRTNP|Adj.| FM |

o m e o -
—— = ot ————— +

1V 0:200E::

200D::1 0 -F- - ----L ---- Shorte

M O:FFFF:FFFF:FFFF:FFFF::
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFE:
TM_SOFT_BRIDGE_RESULT
2 V 0:200E::

200D::1 17 --—-L
M O:FFFF:FFFF:FFFF:FFFF::
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFFE:
TM_PERMIT_RESULT

3 V 200E::

200D::1 0 -F- ---—-L
M FFFF:FFFF:FFFF:FFFF::
FFFF:FFFF:FFFF :FFFF : FFFF : FFFF : FEFFE
TM_SOFT_BRIDGE_RESULT
4 vV 200E::

200D::1 17 --=--L
M FFFF:FFFF:FFFF:FFFF::
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFE:
TM_PERMIT_ RESULT

FFFF 0 1

Shorte

FFFF 255 0

Shorte

FFFF 0 1

Shorte

FFFF 255 0

5V
: 0 -F- - ----L ---- Shorte
M

01
TM_SOFT_BRIDGE_RESULT
6V
HE 0 -F- - ----L ---- Shorte
M

01
TM_SOFT_BRIDGE_RESULT
7V

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_RESULT
8 Vv

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_RESULT
9V

58 --- - ----L ---- Shorte
M

255 0

Cisco 10S

i Catalyst 6500

0L-3993-11-J |



2 Catalyst 6500 Cisco 10S
show fm ipv6 traffic-filter

TM_PERMIT_ RESULT
10 v

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_RESULT
11 v

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_ RESULT
12 v

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_ RESULT
13 v

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_RESULT
14 v

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_ RESULT
15 v
HH 0 --- - ----L ---- Shorte
M

00
TM_L3_DENY_RESULT
Router#

IPv6
Router# show fm ipvé traffic-filter all
FM_FEATURE_IPV6_ACG_INGRESS Name:testipvé i/f: Vlan50
DPort - Destination Port SPort - Source Port Pro - Protocol
X - XTAG TOS - TOS Value Res - VMR Result
RFM - R-Recirc. Flag MRTNP - M-Multicast Flag R - Reflexive flag
- F-Fragment flag - T-Tcp Control N - Non-cachable
- M-More Fragments - P-Mask Priority(H-High, L-Low)
Adj. - Adj. Index T - M(Mask)/V(Value) FM - Flow Mask
NULL - Null FM SAO - Source Only FM DAO - Dest. Only FM
SADA - Sour.& Dest. Only VSADA - Vlan SADA Only FF - Full Flow
VFF - Vlan Full Flow F-VFF - Either FF or VFF A-VSD - Atleast VSADA
A-FF - Atleast FF A-VFF - Atleast VFF A-SON - Atleast SAO
A-DON - Atleast DAO A-SD - Atleast SADA SHORT - Shortest
A-SFF - Any short than FF A-EFF - Any except FF A-EVFF- Any except VFF
A-LVFF- Any less than VFF ERR - Flowmask Error
e e
s e S B et e +
|Indx|T| Dest IPv6 Addr | Source IPv6
Addr |Pro|RFM|X|MRTNP|Adj.| FM |
B T e e e
s e S B et e +
1 V 0:200E::
200D::1 0 -F- - ----L ---- Shorte
M O:FFFF:FFFF:FFFF:FFFF::
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF 0 1
TM_SOFT_BRIDGE_RESULT
2 V 0:200E::
200D::1 17 --- - ----L ---- Shorte
M O:FFFF:FFFF:FFFF:FFFF::
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF 255 0
TM_PERMIT_ RESULT
Catalyst 6500 Cisco 10S
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M show fm ipv6 traffic-filter

3 V 200E::

200D::1 0 -F- - ----L ---- Shorte

M FFFF:FFFF:FFFF:FFFF::
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF 0 1
TM_SOFT_BRIDGE_RESULT

4 V 200E::

200D::1 17 --- - ----L ---- Shorte

M FFFF:FFFF:FFFF:FFFF: :
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF 255 0
TM_PERMIT RESULT

5V
HH 0 -F- - ----L ---- Shorte
M

01
TM_SOFT_BRIDGE_RESULT
6V
: 0 -F- - ----L ---- Shorte
M

01
TM_SOFT_BRIDGE_RESULT
7V

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_RESULT
8 Vv

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_RESULT
9V

58 --- - ----L ---- Shorte
M

255 0
TM_PERMIT_RESULT
10 v

58 --- - ----L ---- Shorte
M

255 0
13 v

58 --- - ----L ---- Shorte
M

255 0

Output is truncated

Interface(s) using this IPv6 Ingress Traffic Filter:
V150,

Catalyst 6500 Cisco 10S
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show fm nat netflow data W

show fm nat netflow data

NAT NetFlow show fm nat
netflow data

show fm nat netflow data

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXD NetFlow
NAT NetFlow

Router> show fm nat netflow data

FM Pattern with stat push disabled: 1

Default/TCP/UDP Timeouts:

Def s/w timeout: 86400 h/w timeout: 300 Pattern(ingress): 4
Pattern(egress): 4 Push interval: 1333

TCP s/w timeout: 86400 h/w timeout: 300 Pattern(ingress): 4
Pattern(egress): 4 Push interval: 1333

UDP s/w timeout: 300 h/w timeout: 300 Pattern(ingress): 3
Pattern(egress): 3 Push interval: 100

Port Timeouts:

Idle timeout :3600 secs

Fin/Rst timeout :10 secs

Fin/Rst Inband packets sent per timeout :10000

Netflow mode to Zero-out Layer4 information for fragment packet lookup
Enabled

Router>

Catalyst 6500 Cisco 10S
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Hl show fm reflexive

show fm reflexive

show fm reflexive

show fm reflexive

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

Router# show fm reflexive
Reflexive hash table:
Vlan6l3:refacl, OUT-REF, 64060E0A, 64060DOA, 0, 0, 7, 783, 6

Router#

Catalyst 6500 Cisco 10S
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show fm summary

show fm summary

EXEC

show fm summary

show fm summary W

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2

12.2 SX

Router# show fm summary

Current global ACL merge algorithm:BDD

Interface:FastEthernet2/10
ACL merge algorithm used:
inbound direction: ODM
outbound direction:BDD
TCAM screening for features
TCAM screening for features
Interface:FastEthernet2/26
ACL merge algorithm used:
inbound direction: ODM
outbound direction:BDD
TCAM screening for features
TCAM screening for features

Router#

is
is

is
is

ACTIVE outbound
ACTIVE inbound

ACTIVE outbound
INACTIVE inbound

Catalyst 6500 Cisco 10S
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H show fm vian

show fm vlan

VLAN LAN show fm vlan

show fm vlan vlan-id

vlan-id VLAN ID 1 4094

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

Catalyst 6500 Cisco 10S
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VLAN
Router# show fm vlan 1
hw[EGRESS] = 1, hw[INGRESS] = 1
hw_force_default [EGRESS] = 0, hw_force_default [INGRESS] = 0
mcast = 0

priority = 2

reflexive = 0

vacc_map : mapl

inbound label: 5

merge_err: 0

protocol: ip

feature #: 1

feature id: FM_VACL

map_name: mapl

seq #: 10

(only for IP_PROT) DestAddr SrcAddr Dpt Spt L40P TOS Est prot Rslt
vmr IP value # 1: 0.0.0.0 0.0.0.0 0 0 0 O 0 6 permit

vmr IP mask # 1: 0.0.0.0 0.0.0.0 0 0 O 0 O FF

vmr IP value # 2: 0.0.0.0 0.0.0.0 0 0 0 O 0 11 permit

vmr IP mask # 2: 0.0.0.0 0.0.0.0 0 0 0 0 O FF

vmr IP value # 3: 0.0.0.0 0.0.0.0 0 0 0 0 0 O deny

vmr IP mask # 3: 0.0.0.0 0.0.0.0 0 0 0 0 0 O

seq #: 65536

(only for IP_PROT) DestAddr SrcAddr Dpt Spt L40P TOS Est prot Rslt
vmr IP value # 1: 0.0.0.0 0.0.0.0 0 0 0 0 0 O permit

vmr IP mask # 1: 0.0.0.0 0.0.0.0 0 0 0 0 0 O

outbound label: 6

merge_err: 0

protocol: ip

feature #: 1

feature id: FM_VACL

map_name: mapl

seq #: 10

(only for IP_PROT) DestAddr SrcAddr Dpt Spt L40P TOS Est prot Rslt
vmr IP value # 1: 0.0.0.0 0.0.0.0 0 0 0 O 0 6 permit

vmr IP mask # 1: 0.0.0.0 0.0.0.0 0 0 O 0 O FF

vmr IP value # 2: 0.0.0.0 0.0.0.0 0 0 0 O 0 11 permit

vmr IP mask # 2: 0.0.0.0 0.0.0.0 0 0 0 0 O FF

vmr IP value # 3: 0.0.0.0 0.0.0.0 0 0 0 0 0 O deny

vmr IP mask # 3: 0.0.0.0 0.0.0.0 0 0 0 0 0 O

seq #: 65536

(only for IP_PROT) DestAddr SrcAddr Dpt Spt L40P TOS Est prot Rslt
vmr IP value # 1: 0.0.0.0 0.0.0.0 0 0 0 0 0 O permit

vmr IP mask # 1: 0.0.0.0 0.0.0.0 0 0 0 0 0 O

Catalyst 6500 Cisco 10S
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W showicc

show icc

ICC

show icc {counters | status}

show icc

counters
status
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
ICC
Router# show icc counters
total tx RPC packets to slot 1 LCP = 0
detail by request id: (<request-id>=<number-of-packets>)
=0 =0 8 =0 10=0
11=0 12=0 14=0 17=0
18=0 19=0 20=0
total rx RPC packets from slot 1 LCP = 0
detail by request id: (<request-id>=<number-of-packets>)
2 =5 7 =7 8 =11 10=4
11=1 12=2 14=1 17=67
18=7 19=159 20=29
total tx MCAST-SP packets to slot 1 LCP = 0
detail by request id: (<request-id>=<number-of-packets>)
6 =0 =0 8 =0 9 =0
12=0 14=0
total rx MCAST-SP packets from slot 1 LCP = 0
detail by request id: (<request-id>=<number-of-packets>)
6 =1 7 =1 8 =1 9 =1
12=41 14=67
total tx L3-MGR packets to slot 1 LCP = 0
detail by request id: (<request-id>=<number-of-packets>)
1 =0 2 =0 3 =0
total rx L3-MGR packets from slot 1 LCP = 0
detail by request id: (<request-id>=<number-of-packets>)
=1 2 =2 3 =1
Router#
Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



2 Catalyst 6500 Cisco I0S

showicc W

ICC

Router# show icc status

Class Name Msgs Pending Max Pending Total Sent
2 RPC 0 3 403
3 MSC 0 1 1
5 L3-MGR 0 4 4173
13 TCAM-API 0 10 26

Router#

Catalyst 6500 Cisco 10S
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M show idprom
FRU IDPROM show idprom
show idprom {all | frutype | interface interface slot} [detail]

all FRU

frutype FRU

interface interface slot

e interface — GigabitEthernet
e slot—1 13

detail IDPROM

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2SX

frutypes

e backplane —

e clock number — 1 2

e earlslot —

e module slot —

* rpslot—

e power-supply —1 2

e supervisor slot —

e vttnumber—1 3
slot slot

13
48 10/100BASE-T
1 13
1 48
show idprom backplane
interface interface slot GBIC
Catalyst 6500 Cisco 10S
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show idprom W

1 IDPROM

Router> show idprom clock 1
IDPROM for clock #1
(FRU is 'Clock FRU')
OEM String = 'Cisco Systems'
Product Number = 'WS-C6000-CL'
Serial Number = 'SMT03073115'
Manufacturing Assembly Number = '73-3047-04'
Manufacturing Assembly Revision = 'A0'
Hardware Revision = 1.0
Current supplied (+) or consumed (-) = 0.000A
Router>

1 IDPROM

Router> show idprom power-supply 1
IDPROM for power-supply #1
(FRU is '110/220v AC power supply, 1360 watt')
OEM String = 'Cisco Systems, Inc.'
Product Number = 'WS-CAC-1300W'
Serial Number = 'ACP03020001"'
Manufacturing Assembly Number = '34-0918-01"'
Manufacturing Assembly Revision = 'AQ'
Hardware Revision = 1.0
Current supplied (+) or consumed (-) = 27.460A
Router>

1 IDPROM
Router# show idprom power-supply 1 detail
IDPROM for power-supply #1
IDPROM image:

(FRU is '110/220v AC power supply, 1360 watt')

IDPROM image block #0:
hexadecimal contents of block:

00: AB AB 01 90 11 BE 01 00 00 02 AB 01 00 01 43 69  .............. ci
10: 73 63 6F 20 53 79 73 74 65 6D 73 2C 20 49 6E 63 sco Systems, Inc
20: 2E 00 57 53 2D 43 41 43 2D 31 33 30 30 57 00 00 . .WS-CAC-1300W. .
30: 00 00 00 00O 00 00 41 43 50 30 33 30 32 30 30 30  ...... ACP0302000
40: 31 00 00 00 00 OO0 00 OO0 0O 00 33 34 2D 30 39 31 oo, 34-091
50: 38 2D 30 31 00 00 00O 0O 0O OO 41 30 00 00 00 0O 8-01...... AQ....

60: 00 00 00 00 00O 00 0O 00 00 00 00 00 00 00 00 00 ...,
70: 00 00 00 01 00 00 00 00 00 00 00 09 00 OC 00 03 ...,
80: 00 01 00 06 00 01 00 00 00 00 OA BA 00 00 00 00 ...,

block-signature = OxABAB, block-version = 1,
block-length = 144, block-checksum = 4542

*** common-block ***

IDPROM capacity (bytes) = 256 IDPROM block-count = 2
FRU type = (0xABO1,1)

OEM String = 'Cisco Systems, Inc.'

Product Number = 'WS-CAC-1300W'

Serial Number = 'ACP03020001°'

Manufacturing Assembly Number = '34-0918-01"'
Manufacturing Assembly Revision = 'A0'

Hardware Revision = 1.0

Manufacturing bits = 0x0 Engineering bits = 0x0

SNMP OID = 9.12.3.1.6.1.0

Power Consumption = 2746 centiamperes RMA failure code = 0-0-0-0

*** end of common block ***

IDPROM image block #1:
hexadecimal contents of block:

Catalyst 6500 Cisco 10S
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M show idprom

00: AB 01 01 14 02 5F 00 00 00 00 00 00 00 00 OA BA  ..... O
10: 0A BA 00 16

block-signature = 0xAB01l, block-version = 1,
block-length = 20, block-checksum = 607

*** power supply block ***

feature-bits: 00000000 00000000

rated current at 110v: 2746 rated current at 220v: 2746 (centiamperes)
CISCO-STACK-MIB SNMP OID = 22 *** end of power supply block ***

End of IDPROM image
Router#

IDPROM

Router# show idprom backplane
IDPROM for backplane #0
(FRU is 'Catalyst 6000 9-slot backplane')
OEM String = 'Cisco Systems'
Product Number = 'WS-C6009'
Serial Number = 'SCA030900JA°'
Manufacturing Assembly Number = '73-3046-04"'
Manufacturing Assembly Revision = 'A0'
Hardware Revision = 1.0
Current supplied (+) or consumed (-) = 0.000A
Router#
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GBIC
IDPROM

Router# show idprom interface g5/1

GBIC Serial EEPROM Contents:

Common block:

Identifier

Connector

Transceiver

Speed

Media

Technology

Link Length

GE Comp Codes

SONET Comp Codes

Encoding : 8B10B

BR, Nominal : 12x100 MHz

Length(9u) : GBIC does not support single mode fibre,
or the length information must be determined from
the transceiver technology.

Length (50u) : GBIC does not support 50 micron multi-mode fibre,
or the length information must be determined from
the transceiver technology.

Length(62.5u) : GBIC does not support 62.5 micron multi-mode fibre,
or the length information must be determined from
the transceiver technology.

Length (Copper) : GBIC does not support copper cables,
or the length information must be determined from
the transceiver technology.

Vendor Name : IBM

Vendor OUI : 0x8 0x0 0x5A

Vendor PN : IBM42P12SNY

Vendor rev : CS10

CC_BASE : 0xC6

Extended ID Fields

Options : Loss of Signal implemented TX_FAULT signal implemented
TX_D

ISABLE is implemented and disables the serial output
BR, max : 5%

BR, min : 5%

Vendor SN : 21P70420005D6

Date code : 02071001

CC_EXT : O0xCE

Vendor Specific ID Fields:

0x00: 00 00 00 70 2E DF C4 69 50 E6 54 F9 05 D4 83 A2
0x10: 4B 0E 8B 00 00 00 00 00 00 00 00 00 7D 3F D9 1E
Router#
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W show interfaces

show interfaces

show interfaces

show interfaces [{interface interface-number} | {null interface-number} | {vlan vlan-id}]

interface ethernet
fastethernet gigabitethernet tengigabitethernet pos port-channel
atm ge-wan

interface-number

null interface-number 0
vlan vlan-id VLAN LAN ID 1 4094
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
12.2(18)SXF5 308
interface-number interface-number
13 48 10/100BASE-T
1 13 1 48
1 308 257 282
CSM FWSM
2 3 VLAN
3 VLAN
5
show interfaces show running-config

show interfaces
show
interfaces show running-config

Catalyst 6500 Cisco 10S
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show interfaces W

show interfaces GigabitEthernet 4
GE-WAN Catalyst 6500
LAN LAN 4
CRC

Router# show interfaces GigabitEthernet3/3
GigabitEthernet3/3 is up, line protocol is up (connected)
Hardware is C6k 1000Mb 802.3, address is 000f£.2305.49c0 (bia 000£.2305.49c0)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation 802.1Q Virtual LAN, Vlan ID 1., loopback not set
Keepalive set (10 sec)
Full-duplex, 1000Mb/s, media type is LH
input flow-control is off, output flow-control is on
Clock mode is auto
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:19, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
L2 Switched: ucast: 360 pkt, 23040 bytes - mcast: 0 pkt, 0 bytes
L3 in Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes mcast
L3 out Switched: ucast: 0 pkt, 0 bytes mcast: 0 pkt, 0 bytes
437 packets input, 48503 bytes, 0 no buffer
Received 76 broadcasts (0 IP multicast)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribble condition detected
86 packets output, 25910 bytes, 0 underruns <===========
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out
Router#

FlexWAN

Router# show interfaces pos 6/1/0.1
POS6/1/0.1 is up, line protocol is up

Hardware is Packet over Sonet

Internet address is 1.1.2.2/24

MTU 4470 bytes, BW 155000 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation FRAME-RELAY <<<+++ no packets info after this line

Arches#sh mod 6

Mod Ports Card Type Model Serial No.
6 0 2 port adapter FlexWAN WS-X6182-2PA SAD04340JY3
Mod MAC addresses Hw Fw Sw Status

6 0001.6412.a234 to 0001.6412.a273 1.3 12.2(2004022 12.2(2004022 Ok

Mod Online Diag Status

6 Pass
Router#
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l show interfaces accounting

show interfaces accounting

show interfaces accounting

show interfaces [{interface interface-number} | {null interface-number} | {vlan vlan-id}] accounting

interface ethernet fastethernet
gigabitethernet tengigabitethernet pos port-channel atm ge-wan

interface-number

null interface-number 0
vlan vlan-id VLAN LAN ID 1 4094
EXEC
12.2(17a)SX1 Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2SX
Y
Pkts Out Chars Out IPv6 Pkts In Chars
In IPv4  IPVv6
IPv6 IPv6
interface-number interface-number
13 48 10/100BASE-T
1 13 1 48
257 282 CSM FWSM
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Router# show interfaces gigabitethernet5/2 accounting

show interfaces accounting W

GigabitEthernet5/2
Protocol Pkts In Chars In Pkts Out Chars Out
1P 50521 50521000 0 0
DEC MOP 0 0 1 129
CDP 0 0 1 592
IPV6 11 834 96 131658
Router#

2-44

2-44 show interfaces accounting
Protocol
Pkts In IPv4
Chars In IPv4
Pkts Out

IPv6
Chars Out IPv6
Catalyst 6500 Cisco 10S
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Wl show interfaces capabilities

show interfaces capabilities

show interfaces capabilities

show interfaces [interface interface-number] capabilities [{module number}]

interface ethernet fastethernet
gigabitethernet tengigabitethernet pos atm port-channel ge-wan

interface-number

module number

EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE Supervisor Engine 720
e dotlxdotlx
pos atm ge-wan Supervisor Engine 2 Catalyst 6500
interface-number interface-number
13 48
10/100BASE-T 2
13 1 48
port-channel 0 282 257 282 CsSM FWSM
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show interfaces capabilities W
Router# show interfaces capabilities module 6
FastEthernet6/1
Dotlx: yes
Model: WS-X6248-RJ-45
Type: 10/100BaseTX
Speed: 10,100, auto
Duplex: half, full
Trunk encap. type: 802.1Q,ISL
Trunk mode: on,off,desirable,nonegotiate
Channel: yes
Broadcast suppression: percentage(0-100)
Flowcontrol: rx-(off,on), tx-(none)
Membership: static
Fast Start: yes
Q0S scheduling: rx-(lg4t), tx-(2g2t)
CoS rewrite: yes
ToS rewrite: yes
Inline power: no
SPAN: source/destination
UDLD yes
Link Debounce: yes
Link Debounce Time: no
Ports on ASIC: 1-12
Port-Security: yes
Router#
Router# show interfaces fastethernet 4/1 capabilities
FastEthernet4/1
Model: WS-X6348-RJ-45
Type: 10/100BaseTX
Speed: 10,100, auto
Duplex: half, full
Trunk encap. type: 802.1Q,ISL
Trunk mode: on,off,desirable,nonegotiate
Channel: yes
Broadcast suppression: percentage(0-100)
Flowcontrol: rx-(off,on), tx-(none)
Fast Start: yes
Q0S scheduling: rx-(lg4t), tx-(2g2t)
CoS rewrite: yes
ToS rewrite: yes
Inline power: no
SPAN: source/destination
Router# show interfaces port-channel 12 capabilities
Port-channell?2
Model: NO IDPROM
Type: unknown
Speed: 10,100,1000, auto
Duplex: half, full
Trunk encap. type: 802.1Q,ISL
Trunk mode: on,off,desirable,nonegotiate
Channel: ves
Broadcast suppression: percentage(0-100)
Flowcontrol: rx-(off,on), tx- (none)
Fast Start: ves
Q0S scheduling: rx-(1lgdt), tx-(lgdt)
CoS rewrite: ves
ToS rewrite: ves
Inline power: no
SPAN: source/destination
Router#
Catalyst 6500 Cisco 10S
[ oL-3993-11-J .m



2 Catalyst 6500 Cisco 10S |

Hl show interfaces counters

show interfaces counters

show interfaces counters

show interfaces counters [errors | etherchannel | {module number} | {trunk [module number]}]
show interfaces [interface] counters storm-control [module number]

show interfaces [interface] counters {broadcast | etherchannel | multicast | unicast | storm-control}
[module number]

errors

etherchannel EtherChannel

module number

trunk

interface

storm-control

broadcast

multicast

unicast

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17a)SX storm-control
12.2(17d)SXB Supervisor Engine 2 12.2 SX

12.2(18)SXD broadcast multicast unicast
storm-control

show interfaces [interface] counters

show interfaces [interface] counters storm-control

show interfaces counters storm-control
3
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show interfaces counters Wl

Release 12.2(18)SXD

show interfaces [interface] counters {broadcast | etherchannel | multicast | unicast | storm-control}
[module number]

Release 12.2(18)SXD

show interfaces [interface] counters {etherchannel | storm-control} [module number]

interface

e card-type {slot}/{first-port} - {last-port}
e card-type {slot}/{first-port} - {last-port}
1

show interfaces gigabitethernet7/1 -7 counters

module number

13 1 13
card-type
e ethernet

* fastethernet

* gigabitethernet

e tengigabitethernet

e port-channel interface-number — 1 282 257 282 CSM FWSM

show interfaces interface counters etherchannel

e interface [Etherchnl not enabled on this interface]
e interface
e interface

LACP
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Hl show interfaces counters

Release 12.2(18)SXD

Router# show interfaces counters errors module 1

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize

Gil/1 0 0 0 0 0

Gil/2 0 0 0 0 0

Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Giant
s

Gil/1 0 0 0 0 0 0 0
Gil/2 0 0 0 0 0 0 0
Router#

Router# show interfaces counters module 1

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/1 0 0 0 0
Gil/2 0 0 0 0
Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gil/1 0 0 0 0
Gil/2 0 0 0 0
Router#

Router# show interfaces counters trunk module 1

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gil/1 0 0 0
Gil/2 0 0 0
Router#
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show interfaces counters Wl

Router# show interfaces counters etherchannel
InUcastPkts InMcastPkts InBcastPkts

Port
Pol
Fa3/48
Po2
Fa3/45
Fa3/46
Po3
Po5
Fa3/44
Po5A
Fa3/43

Port
Pol
Fa3/48
Po2
Fa3/45
Fa3/46
Po3
Po5
Fa3/44
Po5A
Fa3/43

InOctets
5518
5518

11897
5878
6019

0
6073
6073
7811
7811

OutOctets
4333
4333
9532
4766
4766

0
17224
17224

174426
174426

29
29
54
27
27

0
27
27
53
53

FRP R PRPORERPNRR
FRP P PRPORERNRR

OutUcastPkts OutMcastPkts OutBcastPkts

24
24
46
23
23

0
214
214
2669
2669

FRP R PRPORERPNRR
FRPRPPRPORERLNRR

Router# show interfaces port-channel2 counters etherchannel

Port
Po2
Fa3/48

Port
Po2
Fa3/48
Router#

Router# show

Port

Fa5/1
Fa5/2
Fa5/3

Router#

InOctets
6007
6007

OutOctets
4428
4428

InUcastPkts InMcastPkts InBcastPkts

1 31 1
1 31 1

OutUcastPkts OutMcastPkts OutBcastPkts

1 25 1
1 25 1

interfaces counters storm-control

UcastSupp %

100.0
100.0
100.0

McastSupp % BcastSupp % TotalSuppDiscards
100.0 100.0 0
100.0 100.0 0
100.0 100.0 0
Catalyst 6500
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Hl show interfaces counters

Release 12.2(18)SXD

Router# show interfaces counters broadcast

Port TotalSuppDiscards
Gil/1 32309122
Gil/2 0
Fa3/1 7809
Fa3/2 0
Fa3/3 28773
Fa3/4 995
Fa3/5 0
Fa3/6

Fa3/7 0
Fa3/8 0
Fa3/9 0
Fa3/10 72801
Fa3/11 0
Fa3/12 0
Fa3/13 0
Fa3/14 0
Fa3/15 0
Fa3/16 0
Router#

Router# show interfaces counters multicast module 1

Port TotalSuppDiscards
Gil/1 32309122
Gil/2 0
Router#

Router# show interfaces gigabitethernetl/l counters unicast

Port TotalSuppDiscards
Gil/1l 32309122
Router#

clear counters
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show interfaces debounce WM

show interfaces debounce

show interfaces debounce

show interfaces [{interface interface-number} | {null interface-number} | {vlan vlan-id}] debounce
[module num]

interface

ethernet fastethernet
gigabitethernet tengigabitethernet port-channel pos atm ge-wan

interface-number

null interface-number 0

vlan vlan-id

VLAN LAN 1 4094

module num

EXEC

12.2(14)SX

Supervisor Engine 720

12.2(17d)SXB

Supervisor Engine 2 12.2 SX

pos atm

interface-number
13

1 13

port-channel

ge-wan Supervisor Engine 2 Catalyst 6500
10 WSX-6502-10GE
interface-number
48 10/100BASE-T
1 48
0 282 257 282 CSM FWSM

Router# show interfaces GigabitEthernetl/l1l debounce

Port Debounce time
enable

Gil/1
Router#

Value
100
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W show interfaces debounce

link debounce

Catalyst 6500 Cisco 10S
m. 0L-3993-11-J |



| 2 Catalyst 6500 Cisco 10S

show interfaces description W

show interfaces description

show interfaces description

show interfaces [interface] description

interface

EXEC

12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX

interface

e card-type {slot}/{first-port} - {last-port}
e card-type {slot}/{first-port} - {last-port}

1

show interfaces gigabitethernet7/1 - 7 counters broadcast
card-type ethernet fastethernet gigabitethernet tengigabitethernet port-channel pos
atm ge-wan
pos atm ge-wan Supervisor Engine 2 Catalyst 6500
port-channel 0 282 257 282 CsSM FWSM
Router# show interfaces description

Interface Status Protocol Description

PO0/0 admin down down First POS interface

PO0O/1 admin down down

Gil/0 up up GigE to server farm

Router#

description DsP
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Hl show interfaces flowcontrol

show interfaces flowcontrol

show interfaces flowcontrol

show interfaces [interface [mod]] flowcontrol [module number]

ethernet fastethernet
gigabitethernet tengigabitethernet port-channel pos atm ge-wan

interface

mod

module number

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

pos atm ge-wan Supervisor Engine 2 Catalyst 6500

mod
13 48 10/100BASE-T

1 13

mod

1 48

module number
13

port-channel 0 282 257 282 CSM FWSM
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show interfaces flowcontrol [l
Router# show interfaces flowcontrol
Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gil/1 desired off off off 0 0
Gil/2 desired off off off 0 0
Gi3/1 on on on on 0 0
Gi8/2 desired off off off 0 0
Gi8/3 desired off off off 0 0
Gi8/4 desired off off off 0 0
Router#
Router# show interfaces gigabitethernet 8/2 flowcontrol
Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gi8/2 desired off off off 0 0
Router#
2-45
2-45 show interfaces flowcontrol
Port
Send admin on
off
desired
receive on receive off receive desired

Send oper on

off

desired
receive on  receive off receive desired
Receive admin on
off
desired
send on  send off send desired

Receive oper on

off

desired
send on  send off send desired
RxPause
TxPause
Catalyst 6500 Cisco 10S
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Hl show interfaces flowcontrol

flowcontrol
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show interfaces private-vian mapping W

show interfaces private-vian mapping

VLAN LAN SVI PVLAN show interfaces
private-vlan mapping

show interfaces [interface interface-number] private-vlan mapping [active]

interface ethernet fastethernet
gigabitethernet tengigabitethernet pos atm ge-wan

interface-number

active
EXEC
12.2(14)SX Supervisor Engine 720
12.2(17d)SXB Supervisor Engine 2 12.2 SX
pos atm ge-wan Supervisor Engine 2 Catalyst 6500
SV
interface-number interface-number
13 48
10/100BASE-T 1
13 1 48
PVLAN
Router# show interfaces private-vlan mapping
Interface Secondary VLAN Type
vlan2 301 community
vlan2 302 community
Router#
private-vlan PVLAN PVLAN VLAN
private-vlan mapping VLAN VLAN
VLAN VLAN SVI
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W show interfaces status

show Interfaces status

LAN errdisable
show interfaces status

show interfaces [interface interface-number] status [err-disabled | module number]

interface ethernet fastethernet
gigabitethernet tengigabitethernet pos atm ge-wan

interface-number

err-disabled errdisable LAN

module number

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17b)SXA show interfaces status err-disabled
12.2(17d)SXB Supervisor Engine 2 12.2 SX

12.2(17d)SXB1

interface-number interface-number
13 48
10/100BASE-T 1
13 1 48
LAN
module number
13
1 13
show interfaces status
Status [inactive]
Status [none]
show interfaces counters show interfaces
interface interface-number status show interfaces counters

show interfaces interface interface-number status
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show interfaces status W

LAN

Router# show interfaces status

Port Name Status Vlan Duplex Speed Type
Gil/1 disabled routed full 1000 missing
Gil/2 notconnect 1 full 1000 unknown (4)
Fa5/1 disabled routed auto auto 10/100BaseTX
Port Name Status Vlan Duplex Speed Type
Fa5/18 disabled 1 auto auto 10/100BaseTX
Fa5/19 disabled 1 auto auto 10/100BaseTX
Gi7/1 disabled 1 full 1000 WDM-RXONLY
Gi7/2 disabled 1 full 1000 No Transceiver
Router#
LAN
Router# show interfaces fastethernet5/2 status
FastEthernet5/2
Switching path Pkts In Chars In Pkts Out Chars Out
Processor 17 1220 20 2020
Route cache 0 0 0 0
Distributed cache 17 1220 206712817 2411846570
Total 34 2440 206712837 2411848590
Router#
errdisable LAN

Router# show interfaces status err-disabled

Port Name Status Reason
Fa9/4 notconnect link-flap

informational error message when the timer expires on a cause

5d04h:%$PM-SP-4-ERR_RECOVER:Attempting to recover from link-flap err-disable state on

Fa9/4

Router#

errdisable detect cause errdisable
show errdisable recovery errdisable
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M show interfaces summary

show interfaces summary

show interfaces summary

show interfaces [interface interface-number] summary [vlan]

interface ethernet fastethernet
gigabitethernet tengigabitethernet pos atm ge-wan

interface-number

vlan VLAN LAN

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2 SX

show interfaces summary

Router# show
*: interface
IHQ: pkts in
OHQ: pkts in

interfaces summary

is up

input hold queue IQD: pkts dropped from input queue
output hold queue 0QD: pkts dropped from output queue

RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)
TRTL: throttle count

Interface IHQ IQD OHQ OQD RXBS RXPS TXBS TXPS TRTL

* FastEthernet0/
Serial0/0 0 0 O
FastEthernet0/1
Serial0/1 0 0 O
Router#

VLAN

Router# show interfaces summary vlan
Total number of Vlan interfaces: 7
Vlan interfaces configured:
1,5,20,2000,3000-3001,4000

Router#

Cisco 10S
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show interfaces switchport Wl

show interfaces switchport

show interfaces switchport

show interfaces [interface interface-number] switchport [brief] [module number]

interface ethernet fastethernet
gigabitethernet tengigabitethernet pos atm ge-wan

interface-number

brief

module number

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17a)SX Administrative Trunking Encapsulation dotlq EtherType
12.2(17d)SXB Supervisor Engine 2 12.2 SX
12.2(18)SXE Supervisor Engine 720 brief

interface-number

13 48 10/100BASE-T
1 13
1 48
include
Router# show interfaces switchport | include VLAN

Name: Fa5/6

Access Mode VLAN: 200 (VLANO0200)
Trunking Native Mode VLAN: 1 (default)
Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: ALL

Router#

Catalyst 6500 Cisco 10S
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W show interfaces switchport

2 VLAN LAN

Router# show interfaces switchport

Name: Fa5/1

Switchport: Enabled

Administrative Mode: access

Operational Mode: access

Dotlg Ethertype: 0x8200

Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: off

Access Mode VLAN: 100

Voice VLAN: 102

Trunking Native Mode VLAN: 1 (default)
Administrative private-vlan host-association: none
Administrative private-vlan mapping: 900 ((Inactive)) 901 ((Inactive))
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Name: Fa5/2

Switchport: Enabled

Administrative Mode: access

Operational Mode: down

Dotlg Ethertype: 0x8200

Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 100

Voice VLAN: 103 ((inactive))

Trunking Native Mode VLAN: 1 (default)

Router# show interfaces switchport brief module 3
Port Status Op.Mode Op.Encap Channel-id Vlan

Fa3/1 connected access native -- 1
Fa3/7 disabled -- dotlg Po26 1

Fa3/13 connected access native -- 666
Router#

Catalyst 6500 Cisco 10S
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show interfaces switchport backup W

show interfaces switchport backup

Flexlink show interfaces switchport backup

show interfaces [interface interface-number] switchport backup

interface ethernet fastethernet
gigabitethernet tengigabitethernet pos atm ge-wan

interface-number

EXEC

12.2(18)SXF Supervisor Engine 720

interface-number
13 48 10/100BASE-T
1 13

Flexlink

Router# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State
FastEthernet3/1 FastEthernet4/1 Active Up/Backup Standby
FastEthernet5/1 FastEthernet5/2 Active Down/Backup Up
FastEthernet3/2 FastEthernet5/4 Active Standby/Backup Up
Pol Po2 Active Down/Backup Down
Router#

Flexlink

Router# show interfaces fastethernet 4/1 switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State
FastEthernet3/1 FastEthernet4/1 Active Up/Backup Standby
Router#

switchport backup Flexlink

Catalyst 6500 Cisco 10S
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Ml show interfaces transceiver

show interfaces transceiver

DOM show
interfaces transceiver

show interfaces [interface interface-number] transceiver [threshold violations] [detail |
{module number}]

interface gigabitethernet
tengigabitethernet

interface-number

threshold violations

detail

module number

EXEC
12.2(17d)SXB2 Supervisor Engine 720 Supervisor Engine
2
12.2(18)SXE GBIC XENPAK DOM

10
show interfaces transceiver

Waiting for diagnostic monitoring information to settle down.
Please try again after a few seconds.

show interfaces transceiver

interface interface-number

Catalyst 6500 Cisco 10S
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show interfaces transceiver

Router# show interfaces transceiver

If device is externally calibrated, only calibrated values are printed.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.

mA: milliamperes, dBm: decibels (milliwatts).

Optical Optical
Temperature Voltage Current Tx Power Rx Power

Port (Celsius) (Volts) (mA) (dBm) (dBm)
Gil/1 40.6 5.09 0.4 -25.2 N/A
Gi2/1 35.5 5.05 0.1 -29.2 N/A
Gi2/2 49.5 3.30 0.0 7.1 -18.7
Router#

Router# show interfaces transceiver detail

mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.

++ : high alarm, + : high warning, - : low warning, -- : low alarm.
A2D readouts (if they differ), are reported in parentheses.
The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gil/1 48.1 100.0 100.0 0.0 0.0
Gil/2 34.9 100.0 100.0 0.0 0.0
Gi2/1 43.5 70.0 60.0 5.0 0.0
Gi2/2 39.1 70.0 60.0 5.0 0.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gil/1 3.30 6.50 6.50 N/A N/A
Gil/2 3.30 6.50 6.50 N/A N/A
Gi2/1 5.03 5.50 5.25 4.75 4.50
Gi2/2 5.02 5.50 5.25 4.75 4.50

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gil/1 0.0 130.0 130.0 N/A N/A
Gil/2 1.7 130.0 130.0 N/A N/A
Gi2/1 50.6 + 60.0 40.0 10.0 5.0
Gi2/2 25.8 60.0 40.0 10.0 5.0

Optical High Alarm High Warn Low Warn Low Alarm

Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gil/1 8.1 ++ 8.1 8.1 N/A N/A
Gil/2 -9.8 8.1 8.1 N/A N/A
Gi2/1 -16.7 - 3.4 3.2 -0.3 -0.5
Gi2/2 0.8 3.4 3.2 -0.3 -0.5

Optical High Alarm High Warn Low Warn Low Alarm

Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gil/1 N/A 8.1 8.1 N/A N/A
Gil/2 -30.9 8.1 8.1 N/A N/A
Gi2/1 N/A 5.9 -6.7 -28.5 -28.5
Gi2/2 N/A 5.9 -6.7 -28.5 -28.5
Router#
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Ml show interfaces transceiver

Catalyst 6500

Router# show interfaces transceiver threshold violations
Rx: Receive, Tx: Transmit.
DDDD: days, HH: hours, MM: minutes, SS: seconds

Time since Last Known

Time in slot Threshold Violation Type(s) of Last Known
Port (DDDD:HH:MM: SS) (DDDD:HH:MM: SS) Threshold Violation(s)
Gil/1 0000:00:03:41 Not applicable Not applicable
Gi2/1 0000:00:03:40 0000:00:00:30 Tx bias high warning
50.5 mA > 40.0 mA
0000:00:00:30 Tx power low alarm
-17.0 dBm < -0.5 dBm
Gi2/2 0000:00:03:40 Not applicable Not applicable

Router#

Router# show interfaces transceiver threshold violations module 2
lo: low, hi: high, warn: warning
DDDD: days, HH: hours, MM: minutes, SS: seconds

Time since Last Known

Time in slot Threshold Violation Type(s) of Last Known
Port (DDDD:HH:MM: SS) (DDDD:HH:MM: SS) Threshold Violation
Gi2/1 0000:00:03:40 0000:00:00:30 Tx bias high warning
50.5 mA > 40.0 mA
0000:00:00:30 Tx power low alarm
-17.0 dBm < -0.5 dBm
Gi2/2 0000:00:03:40 Not applicable Not applicable

Router#

Router# show interfaces Gi2/1 transceiver threshold violations
Rx: Receive, Tx: Transmit.
DDDD: days, HH: hours, MM: minutes, SS: seconds

Time since Last Known

Time in slot Threshold Violation Type(s) of Last Known
Port (DDDD:HH:MM: SS) (DDDD:HH:MM: SS) Threshold Violation(s)
Gi2/1 0000:00:03:40 0000:00:00:30 Tx bias high warning
50.5 mA > 40.0 mA
0000:00:00:30 Tx power low alarm

-17.0 dBm < -0.5 dBm
Router#
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show interfaces trunk

show interfaces [interface interface-number] trunk [module number]

show interfaces trunk W

show interfaces trunk

interface ethernet fastethernet
gigabitethernet tengigabitethernet pos atm ge-wan

interface-number

module number

EXEC

12.2(14)SX Supervisor Engine 720

12.2(17d)SXB Supervisor Engine 2 12.2SX

pos atm

interface-number

1 48

module number

ge-wan

Catalyst 6500

Supervisor Engine 2

13

Cisco 10S

Catalyst 6500

48 10/100BASE-T
1 13

13
13
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M show interfaces trunk
5
Router# show interfaces trunk module 5
Port Mode Encapsulation Status Native vlan
Fa5/1 routed negotiate routed 1
Fa5/2 routed negotiate routed 1
Fa5/3 routed negotiate routed 1
Fa5/4 routed negotiate routed 1
Fa5/5 routed negotiate routed 1
Fa5/6 off negotiate not-trunking 10
Fa5/7 off negotiate not-trunking 10
Fa5/8 off negotiate not-trunking 1
Fa5/9 desirable n-isl trunking 1
Fa5/10 desirable negotiate not-trunking 1
Fa5/11 routed negotiate routed 1
Fa5/12 routed negotiate routed 1
Fa5/48 routed negotiate routed 1
Port Vlans allowed on trunk
Fa5/1 none
Fa5/2 none
Fa5/3 none
Fa5/4 none
Fa5/5 none
Fa5/6 none
Fa5/7 none
Fab5/8 200
Fa5/9 1-1005
Fa5/10 none
Fa5/11 none
Fa5/12 none
Fa5/48 none
Port Vlans allowed and active in management domain
Fa5/1 none
Fa5/2 none
Fa5/3 none
Fa5/4 none
Fa5/5 none
Fa5/6 none
Fa5/7 none
Fab5/8 200
Fa5/9 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005
Fa5/10 none
Fa5/11 none
Fa5/12 none
Fa5/48 none
Port Vlans in spanning tree forwarding state and not pruned
Fa5/1 none
Fa5/2 none
Fa5/3 none
Fa5/4 none

Cisco 10S
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Fa5/5
Fa5/6
Fa5/7
Fa5/8
Fa5/9

02,850,917,999,1002-1005

Fa5/10
Fa5/11

Fa5/48
Router#

Router#

Port
Fa5/9

Port
Fa5/9

Port
Fa5/9

02,850,917,999,1002-1005

Port
Fa5/9

02,850,917,999,1002-1005

Router#

none
none
none
200

show interfaces trunk W

1-6,10,20,50,100,152,200,300,303-305,