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network mlist group radius RADIUS @it % T 5 & 9124 v F2iE LE
R
e mlist : Cisco TrustSec AAA H—/X )L —7,
A7976 Router(config)# cts authorization list Cisco TrustSec ® AAA V— X )L —T7%2EELF
mlist T, V=R TS R I AT 4 =205
=N V2 NERHELET,
A7YF1 Router(config)# aaa accounting dotlx RADIUS L C80R2IX T hH U T 4 v T %A
default start-stop group radius F—T T LE,
A7978 Router(config)# radius-server host RADIUS G — DR A N 7T RFL A, —E R
ip-addr auth-port 1812 acct-port 1813 K- rBIUOBEX—2fTLET,
pac key secret
o ip-addr : WFEY— "D IP T FL A,
o secret : BFEY— NI L o THEIN LIS
F—,
A7979 Router(config)# radius-server vsa send FRAFEEE CTA A v FIT Lk » TAERE N 5 RADIUS
authentication Access-Request WO 7 —[E AR (VSA) %38
WLTHEMT LA v TFaRELET,
AFY710 Router (config)# dotlx &lef—ﬂw\—xahmﬁéym—vvy oA -
system-auth-control LIz LET,
27971 Router (config)# exit a7 4 Fal—aryET—FRE2KTLET,

Y
)

Cisco Secure ACS TAA »F® Cisco TrustSec 7 LT ' v ¥ VERETHLERNH Y £
([ Configuration Guide for the Cisco Secure ACS) %% W),

Iz, Cisco TrustSec ¥ — K T /34 2D AAA 2 RETHHE R LET,

Router# cts credentials id Switchl password Ciscol23

Router# configure terminal

Router (config) # aaa new-model

aaa authentication dotlx default group radius

# aaa authorization network MLIST group radius

# cts authorization list MLIST

# aaa accounting dotlx default start-stop group radius

# radius-server host 10.20.3.1 auth-port 1812 acct-port 1813 pac key AbCel234
#

#

#

Router (config) #
Router (config)
Router (config)
Router (config)
Router (config)
( ) # radius-server vsa send authentication
( ) # dotlx system-auth-control
( ) # exit

Router (config
Router (config
Router (config

0L-22192-02-J |
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Cisco TrustSec E>— K TINLA ADU LTV
AAA %5FE

ATy71

ATy7 2

A7973
ATv7 4

A7y75

A797 6

ATy7 7

ATv7 8

A7979

Y
)

Cisco TrustSec > —F FI1 RDHI LT

wviL. AAARE H

vy,

Jyy—=x HEEDEE
12.2(33) SXI3 Z OFERENS, Catalyst 6500 U — 2 ZA v FITEMENE LT,
I0S-XE 3.3.0 SG Z DOFEREAY, Catalyst 4000 U — 2 XA v FITBEMENE LT,

15.0(1)SE - DOHRE

A3, Catalyst 3750(E). 3560(E). L 03750(X) vV —R A A v
FITBEM S E LT,

Cisco TrustSec KA A NZE&IMTE A LD
W29 5101k, WOFIRZFEITLET,

2. P — K 24 v FTNDAC BL U AAA &1 F—

7

avyo kR

iy

Router# cts credentials id device-id
password password

EAP FAST %{# il L Cfho> Cisco TrustSec 7 /31 A

TRIET A L ZIZZ DAL v TFBEHT 5 Cisco
TrustSec T34 2 ID BL U2 U — REHEELE
9, device-id 518U%. FK 32 LFTRILF &/NLF
ERXBILET,

Router# configure terminal

Ja—x)ary7Z4Xal—varyE— 2B L
i‘j—o

Router (config) # aaa new-model

AAA A R —T NI LFET,

Router (config) # aaa authentication dotlx
default group radius

RADIUS & LT 802.1X R— h _R—2FWAF XA F5
ELET,

Router (config) # aaa authorization
network mlist group radius

*yk?~7%@@¢&f®# B RERIZRT LT
RADIUS #iEEHHT AL IICAAL v T 2R TELE
‘é—o
e mlist: Cisco TrustSec ® AAA H—/X J )L —T7%
BELET,

Router (config)# aaa accounting dotlx
default start-stop group radius

RADIUS 2 LT 8NRIX T AT T 4 v T oA
F—7 i LET,

Router (config) # radius-server vsa send
authentication

utoutEEXlg TAA v FIZ JZ/)“C@EEJZ%ZYL%) RADIUS
Access-Request WO Z—E A BN (VSA) %78
WL THERT 2 LIRS v TFERELET,

Router (config) # dotlx
system-auth-control

802 IXx B— F_N—2ADFBELE 7 7 — /)L A X —
TLET,

Router (config) # exit

:y74¥1u~yay%~F%%TLi¢o

Cisco Secure ACS TR A v F® Cisco TrustSec 7 LT > U ¥ VERET HLENRH D £
([ Configuration Guide for the Cisco Secure ACS] % %),

Wiz, E—F

F XA Z|Z Cisco TrustSec D AAA #RETHH %2~ LET,

Router# cts credentials id Switch2 password Ciscol23

Router# configure terminal
Router (config) # aaa new-model

Router (config) # aaa authentication dotlx default group radius
Router (config) # aaa authorization network MLIST group radius

[ oL-22192-02-J
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B 797)>% K— FT0O 802.1X E— KD Cisco TrustSec BEED A £ — T Lk

Router (config)
Router (config)
Router (config)

( )

Router (config exit

# aaa accounting dotlx default start-stop group radius
# radius-server vsa send authentication

# dotlx system-auth-control
#

7yvFT)2H R—ETD802.1X E— F® Cisco TrustSec
DA r—T Lk

ATy71

AT972

A7973

ATy74

A7y75

Jy—=x BaED B

12.2(33) SXI3 Z OFEREAS, Catalyst 6500 U — X ZA v FITEBMSNE LT,
I0S-XE 3.3.0 SG Z OHREN, Catalyst 4000 U — X ZA v FITBEMENE LT,
15.0(1)SE Z OFEREN, Catalyst 3750(X) 2 U — R AL v FITBEMENE LT,

B Cisco TrustSec T /31 AZHEfiT D454 > ¥ —7 = A AT Cisco TrustSec Bl A X — 7 /LT
DMEMNRH Y F9, BlD Cisco TrustSec T34 AZT v 7V A F—T A A LT 802.1X %
L T Cisco TrustSec A Z X ET D I21X, WOEEEZITVET,

avwy kR

=]y

Router# configure terminal

Ja—)L ar7 4 F¥al—gy E— RefiEL
i‘d—o

Router (config) # interface type slot/port

ToTNVo I A B—T 2 ADA R —T A A
a7 4 F¥alb—vary ET—RERBLET,

Router (config-if) # cts dotlx

Ty IV 4B —T A A% NDAC FiE% FEIT
THLOICHELET,

Router (config-if-cts-dotlx)# [no] sap
mode-list model [mode2 [mode3 [mode4]]]

(EE) A v ¥ —7 =4 A2 SAPIMEE— REHRT L
FT. A7 =T oA AFMAEITZ T AN ATRER T —
FROET Exdvx—hLET, BRIEM THES
NLDE—FE2UZXMLET, mode DERBITIRD &
B0 TT,

o gem : RRER K UME L

* gmac: BiLH V., Kb L

e no-encap : ¥ AL L

e null: ¥ 7 bH Y, FiER L.
B=fb7e L

GE) A —TxAARATSCGTHAEIZT—% Y
VI FALEER TERWERIE, T 4
b L OME—fE A FTREZR SAP #ifEE— NiZ
no-encap T,

Router (config-if-cts-dotlx)# [no] timer
reauthentication seconds

(LE) ALY — SISHIM & SEE Lo 258
A £ B2 L5 ICRE L ET, FRRAEN S
HESRTOAVER, 774 L OMIE 86400
<7,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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7y FULY H— FTCOFBE— FIC& 5 Cisco TrustSec BiEniE M
avwUFk B
AZFY76 Router (config-if-cts-dotlx)# [no] EE) Zoa<wr RFono B, ©7 0 SGT &2 4L
propagate sgt BTERWHEICMHEH SLE T, no propagate sgt =
~VREERTLE, AVH—T A AMDBETIC
SGT BWEFEENRL Y 7,
A7Y71 Router (config-if-cts-dotlx)# exit Cisco TrustSec 802.1X A ' F—T = A A a7 4
XFal—rary E—KREKTLET,
ZT978 Router (config-if)# shutdown B =T AT 4 EB—TIIZLET,
A7979 Router (config-if)# no shutdown AVH =T Af A AX—TNMILT, f ¥ —T =
A A @ Cisco TrustSec #Bikx A r—7 M LET,
A79710 Router (config-if)# exit A H =Tz A AT 4Fa2lb—vary E— Rk
MTLET,

ZOFTIE, B SAPE—FRFELTGCM 2HL WA A ¥ —T7 =214 A LT, 802.1X E— KT
Cisco TrustSec #FE%E A F— T NMIZT D HEEZRLET, RiE— N3, HEGEX A ~— &R LT
8 A,

Router# configure terminal

Router (config) # interface gi2/1

Router (config-if) # cts dotlx

Router (config-if-cts-dotlx)# sap mode-list gcm null no-encap
Router (config-if-cts-dotlx)# timer reauthentication 43200
Router (config-if-cts-dotlx)# exit

Router (config-if) # shutdown

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # exit

7T R—FTOFE)E— FIZ& 5 Cisco TrustSec
BREIDERE

27971

AT972

Jyy—=x HEED B R

I0S 12.2(50) SY Z OFEREAS, Catalyst 6500 U — 2 ZA v FITEMENE LT,
I0S-XE 3.3.0 SG Z OKEREAS, Catalyst 4000 2 U — 2 2 A v FITEM S E LT,
10S 15.0(1) SE Z ORENS, Catalyst 3750(X) ¥V — 2 2A v FITBIMENE LT,

AA o FRFREEV — T 7B ATERWEGS, F72013 802 X FREENMLETRWIEAITIL, £ v ¥ —
7 = A AT Cisco TrustSec % FENTHETET LT, EHOTUDOA L F—T = A4 AZFENTRET D
PVERH D F97,

#3o Cisco TrustSec T34 AT v TV 7 L v F—7 = A A ETFEHT Cisco TrustSec Z R ET D
Wik, ROMEEEITHET,

avwyk ]3]
Router# configure terminal Ja—N) ar7Z 4 Xalb—v gy T— Nafk
LET,

Router (config) # interface type slot/port TV A B —Txz A ADA L HE—T A
AaAryI74F¥alb—vary ET—RefBLET,

[ oL-22192-02-J
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WM 797U>s R— FCOEEHE— FIck B Cisco TrustSec BIEDHE

A7973

ATv7 4

A7y75

AT976

ATy7 7

A797 8

avyFk

E]:)

Router (config-if) # cts manual

Cisco TrustSec FHj 2> 7 ¥zl —> a3 F— R
R L ET,

Router (config-if-cts-manual) # [no]
key [mode-list model [mode2 [mode3
[mode4]]1]1]

sap pmk

(f£#&) SAP @ Pairwise Master Key (PMK) & @)
fEE— R&&E L %7, Cisco TrustSec O FH+—
RCHE, SAP 7 7 4L b TF 4 E—7 M7z -
TWET,

o key : UFHOMBEEAE CTHeR 32 SUFD 16 HEAfE,
SAP E)ED mode &7 a TR D LBV TT,
AL L UwE 1k
e gmac: BiEb V., BB L
e no-encap : F AL
o null: A7 MDD FRAEE 2N S{ER L

G¥) A ¥—7xAATSCTHALLIFZT—4
VoW ab 2R TERWEAIE, 7
7 v b3 L OME—{E A FTREZ: SAP Eh{E
“&— KX no-encap T,

e gcm :

Router (config-if-cts-manual) #
dynamic identity peer-name

[no] policy

(BE) ©TDOTAT T 4T 412D -3n
Y= DRBARY —DFF T v a— K&
ATEEETAT VT AT 4 A=K vy
(IPM) Z#FELET, ZOEEORICEHINT
WHBMOEH EOFEBEESRL T IZEN,

» peer-name : £7 7 /34 A® Cisco TrustSec 7
NAZID, ET74A T, KLFENLFRK
AlEnEd,

Cisco TrustSec 7 L' T > ¥ ¥ VR ERE I 1
TW5BHZ & &MZELET ([Cisco TrustSec
V=R TR ADT LT U b, AAA

BE] (P3-1) #&),

GE)

Router (config-if-cts-manual) # [no]
static sgt tag [trusted]

policy

UER) AET 4 v 7 FRRY v—52RELET,
ZOEEOWICTEH I N TWDEMOHEH ForE
FZERLTLLIEZN,

e tag: 10 #FEF D SGT, HETX 2#MAIL 1 ~
65533 T,
e trusted: Z® SGT ZffHT DA v ¥ —T =4

ADANNI T T 47 DOF T % EEELTUIW
FRnZ L ERLET,

Router (config-if-cts-manual) # [no]
propagate sgt

(F£E) Zoa<wr Fono BL, ©7 28 SGT %
PR E WIS S E T, no propagate
sgt 2~V REf+THL, A0 F—Tx AR5
7 SGT AR fE SN 720 £9,

Router (config-if-cts-manual) # exit

Cisco TrustSec FEiA v X —T = A 37 4 F 2
L—yary E—RF&EKTLET,

Router (config-if) # shutdown

AE =T 2 A RAET 4 =T NI LET,

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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A7979

ATy 10

79Ty K— FTCOEBE— FIZ& 5 Cisco TrustSec BiEEE W

avwUFk ]3]

Router (config-if) # no shutdown Ao B =T 2 ABAX—TNMIZLT, £ Z—
7 = A A® Cisco TrustSec §8iE% A X —7 /WLIZ L E
R

Router (config-if)# exit AV B —T A A A7 4Fal—ary F—R
AT LET,

TATYT AT 4 A—bF vyt 7 (IPM) T, ZOR—MIERTLTXTO NI 7 4 v 75 L
T, B—o SCGT A#AEIND Lo, WA —FE2RELET, ZOSGTIE, FILWWAS VT 47
BERFFENS £ T, %@ﬁf%l\W%%ﬁ‘{Déﬂéﬁ“/\T@lP N7 4y 2 IZEASNET, IPM IZRO
LOIHRESNET,

o CTSFHA L H—T AR T7 4 ¥ al— 3 T— KT policy static sgt tag =~ > K % ffi

o CTISTFEI AV X —T xR 3T 4 F¥al— 3 EF— KT policy dynamic identity peer-name
a~v v R%&MfH, Cisco ACS %721 Cisco ISE 8% Tl&. peer-name % non-trusted IZF87E & T
WET,

IPM X, WOAR— R THHR—FENET,
e N—TFT v KAFE—F

o TIUEARAE—RNDAAL vF FK—Fh

e NIUT E—FKDAA T F—}

A B —7 x4 AD Cisco TrustSec # FEITHET HHGIX. WOLHIRMFEHEOEEFH, BLW
HRFHEEZZR L T EE,

o SAP RXT A=A NEZEINTWRWIEA. Cisco TrustSec I 7w AL -3 ST &
Ao

o JEIRL7= SAP £— FTSGT ZHAFERIZL, T XTOERFB/ N7 > I3 SGT 255 L TW e
H.EAFU T RY—IHROEBY TT,

— policy static 2~ > FRRE SN TWDLHE, 237 v MTiT policy static =2~ > FTRIE L7Z
SGT B& 7 fHiF &iEd,

— policy dynamic =~ > RRRESNTWIEHE, Ny MIFZ 7T anEdA,

e #IR L7z SAP £— FTSGT ZfHAFEEIZL, HE X7y bW SCGT 25X L TWDHHAE, #F
TR =IO ERBY TT,

— policy static =~ > R trusted ¥ — 7V — FEZHFEEETICHRE I N TV 58A . SGT 1 X policy
static =¥ FTRIELL SGT ICEEMA LN ET,

— policy static =~ > F73 trusted ¥ — 7V — Fa2fli i L TRES N TV LSHE, SCGT IFEE S
A,

— policy dynamic =< > FRREINTNWT, BV — "0 b F U rm— RINZGRAIARY
=Ry ]\UDﬂ_@an?))fn%ﬁT%fM\ LERLTWDHE, SGTIZF v ra—RL7ERY
V—THRESN TS SGT ICEE B O ET,

— policy dynamic =~ > RBRREINTNT, Fovrao— FENERARY) O —B7y bO
EEILDFETELIZLEZTILTWVDAEA, SGTIIEEINEHA,

Wiz, A% —7 A AT Cisco TrustSec #Ril% FEE— N CTHRTET HHZ2RLET,

Router# configure terminal

Router (config) # interface gi2/1

Router (config-if)# cts manual

Router (config-if-cts-manual) # sap pmk 1234abcdef mode-list gcm null no-encap
Router (config-if-cts-manual)# exit

u
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B (U5—71/4R0SAP ¥*—OBEERK

Router (config-if) # shutdown
Router (config-if) # no shutdown
Router (config-if) # exit

Router (config) # exit

A 23— x4 RAD SAP T—DBEAERK

WX —%2 TEICEN T oHEEIT. Z2<DHE, Xy PV —2 T RI=A ML —varokxal
TAEMEO—F T, SAP X — V7 by adily,. *y hU—2 42 b XORERTHEZ2 NS
A A <=—DMBEDLEICLY P =S, ABIBIITbRET,

HhE BE

12.2(50) SY Z OHREN, Catalyst 6500 U — X ZA v FITEMENE LT,

I0S-XE 3.3.0 SG Z OKEREAS, Catalyst 4000 2 U — 2 2 A v FITBM S E LT,
15.0(1)SE Z OFEREZS, Catalyst 3750(E). 3560(E). 3L U 3750(X) U —X A A v

FiBMENnE L,

avwok B8
A7971 Router# cts rekey interface int slot/port |MACsec Y 7 TSAP ¥—DH R o —3 g%
R L E

Cisco TrustSec 1 3 —2J = A4 ARTEDHEZ

TrustSec-relate MLS « > % —7 = A ADREEFRT HITIE, WOEEEITVET,

avwok B
A7971 Router# show cts interface [interface TrustSec-related f > X —7 = A4 A a7 4 X a2 L —
type slot/port | brief | summary] g /%‘,%% L/i_gp

Iz, TrustSec-related f > X —7 =2 A A A7 4 X alb—arERprTH0E2RLET,

Router# show cts interface interface gi3/3

Global Dotlx feature is Enabled
Interface GigabitEthernet3/3:

CTS is enabled, mode: DOT1X
IFC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "sanjose"
Peer's advertised capabilities: ""
802.1X role: Supplicant
Reauth period applied to link: ©Not applicable to Supplicant role
Authorization Status: SUCCEEDED
Peer SGT: 11
Peer SGT assignment: Trusted
SAP Status: NOT APPLICARLE

Configured pairwise ciphers:
gcm-encrypt
null

Replay protection: enabled

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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F1i4 % SGT oFmxe N

Replay protection mode: OUT-OF-ORDER

Selected cipher:

Cache Info:
Expiration : 23:32:40 PDT Jun 22 2009
Cache applied to link : NONE
Expiration : 23:32:40 PDT Jun 22 2009
Statistics:
authc success: 1
authc reject: 0
authc failure: 0
authc no response: 0
authc logoff: 0
sap success: 0
sap fail: 0
authz success: 1
authz fail: 0
port auth fail: 0
Dotlx Info for GigabitEthernet3/1
PAE = SUPPLICANT
StartPeriod = 30
AuthPeriod = 30
HeldPeriod = 60
MaxStart =3
Credentials profile = CTS-ID-profile
EAP profile = CTS-EAP-profile
Dotlx Info for GlgabltEthernet3/l
PAE = AUTHENTICATOR
PortControl = FORCE_AUTHORIZED
ControlDirection = Both
HostMode = SINGLE_HOST
QuietPeriod = 60
ServerTimeout =0
SuppTimeout = 55
ReAuthMax =2
MaxReq =2
TxPeriod = 30
_— =
TN R SGT OFHFHHRTE
yi)y—2x BREDBEE
12.2(50) SY Z OFREDS, Catalyst 6500 U — X ZA v FITBMESNE LTz,

EH D Cisco TrustSec BIfETIX, FRFE — SN T NA ZANGREEIND 7 FRHIZ, TOT /XA A
Z SGT #En ¥ TE9, u:unE"j‘_/\ LTV BATE WAL, BEHT 5 SGT 2 FEITCRECE ET
i)\ PREE— "M BEI D B TH N SGT DIEH A, FEITEHEIY YT SGT L bELINET,

[ oL-22192-02-J
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W |p-Address-to-SGT v v EV FOEEET

27971

AT972

ATy73

TNRAZAD SGT 2 FETHET HIZ1E. ROEEEZITWET,

avwyFk B#

Router# configure terminal Ja—R) a7 4 Xalb— gy ET— KRGl
£,

Router (config) # cts sgt tag TNA AMBEEEIND Ny D SGT 2% E L F
F. tag 3IEUE 10 ERETF, HETE BEEIL |
~ 65533 T,

Router (config) # exit a7 4 Fal—yary BT—REKRTLET,

WIZ, T8 A SGT #FHCTHRET D2 R LET,

Router# configure terminal
Router (config) # cts sgt 1234
Router (config) # exit

IP-Address-to-SGT v v EV S DFEIERTE

Jy—=2x e BE
12.2(50) SY Z OFEREANS, Catalyst 6500 U — 2 ZA v FITBEMENE LT,
15.0(0)SY SXPv3 7% Catalyst 6500 A A v FIBMSNE LT,

WD F—U— KM, Catalyst 6500 >V —X 2 A v F D cts role-based
sgt-map =~ FZIBIISE LT,

e ipv4-address/prefix
* ipv6-address/prefix
e interface
ZOETHE, SGT L(ETIP 7 RLADY vy BV FIZOWTHH LET,

e 7%yt SGT D~ v ELZ (P3-10)

e [VLAN & SGT o~ v > 7| (P.3-15)

e L A¥3IGmBA L H¥—T7 24 ALSGT O~ v 7 (L3IF-SGT v v v 7)) (P.3-19)
cts A =T A AFEE—RNTODTAT T 4T 4 A= b vy B 7O TE, ROHEEZSHL
TL7ZEw,

o 7w 7V rs KA—FTOFEE— RIZLD Cisco TrustSec @@k D%E | (P.3-5)

HIRy rFESGTORYELY

Y72y bESGT O~y B I HELLZY 77Xy MHOFTTORR 7 KL RIZSGT 2731 &~
KU EF, TrustSec 1ZHFRE/ 7y "OBFEITLIP 7 RLARBE LY 732y MIBT2HEZ D3
v MZSGT Z#MA LET, 73y NEBLSGT iZ, cts role-based sgt-map net_address/prefix
sgt sgt number 70— 3L 3T 4 X alb—v gy a<wr FEFHALTCLI THEESNET, B—0
RAMEL, Zoavy N Tvy7andaaEtEnd v £,

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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IP-Address-to-SGT v vy E~ J0FEEe M

IPv4 x> b U —2 TiX, SXPv3 LIED NN— 3 13 SXPV3 BT M7 % v b D net_address/prefix
ANV T EZE L, T CEET, PATD SXP N—Y 3 UESXP U A ) — BT ~T s AR — T
BHANCH TRy b VT4 v T RAERANDAAL T 47Dy MIEBRLET,

7ol 2, IPva 732y N 198.1.1.0 29 T DO L H RS NET (KA N 7 RKLVAD3 EY bD

) o

o RAKF T FLZ198.1.1.1 ~198.1.1.7 : Z 7417 &4 SXP €T ITfaE L7,

e Xy hU—7 BILOTE—FFr A7 RFLA198.1.1.0 8LV 198.1.1.8 : ¥ /' fHir s,
BEELER A,

SXPV3 BTV AR— b TEDZY T Fy b XA T ¢ 7 8ITHIRT % I2i%. cts sxp mapping
network-map 7 u— 3L a7 4 Falb—v gy avr REFHLET,

BT 2y b XA T4 TNERET 4w 0T TI2T 47 RAMDFEEITIHY FH A, Zh bl SGT
AR YYa rBEXOSGACL offlice—a AT Ed, 7%y & SGT D~y B 7T
KXoTHITFRIFENT/ Ny M, VA Y 2 F7213 A ¥ 3 TrustSec V 7 IZBEHETE £7,

IPv6 v U —27 OFE . SXPv3 12 SXPv2 £721X SXPv]l B 7 WY T Xy b XA F 4 Ty A
R—hFTEEHA,

IRy bE SGTNDVYEVY DHEEERE

HRER Jy—=2 BREER

H7xy b SGTO~wy LT 150 (1)SY  |Zo=a~y RoHAR— kA Catalyst 6500 >V — R A A »
F O SXPv3 TEAINE Lz, B#d 5 CLLIZLFTO Y
J—=ZATHERINTWNET,

T74IL FEREE

COBREIZIE, T AN PRETH Y EH A

IRy FESGTDYYEVSTDETE

H=ER

2T, ONRFITOWTIBH L £,
e [H7xy & SGT = v BV FREDMHE (P.3-13)
7% k& SGT O~ v 7ok E] (P.3-11)

e BlTVT7 4y ADIPVAYT Ry VT —J ZPBETEEH A,
o W7 Xy b AARNT RLRIL, network-map bindings /X7 A —F2 N, HELILY TRy NOYT
F v b RAROEFEEI Y /NS WD, bindings 0 DA, SGT TS v RTEEHA,

e SXP AE—HN—BLOY ZAF—2 SXPv3 LIEDONN—T 3 U EFITL TV LG DA, IPv6 LiER
FOBEENRFEITENET,

[ oL-22192-02-J
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FIED

ATy71

ATy7 2

A7973

ATv7 4

avyk B

config t Ta—N) ar74X¥al—3ay B— NEBG
LET,

Example:

switch# config t
switch (confiqg) #

[no] cts sxp mapping network-map bindings

Example:
switch(config)# cts sxp mapping network-map 10000

BT %y b SGT O~ v B2 DR A NEOHIE
ZRELET, bindings 51¥U%. SGT 231 ' K
Eh., SXP VAF =TV AR— K TELHHT
F v NP AR FOBRREEFRELET,

» bindings : (0 ~ 65,535)
T 74N MEO0 (FATESNDHILERL)

[no] cts role-based sgt-map
ipv4 address/prefix sgt number

Example:
switch(config)# cts role-based sgt-map
10.10.10.10/29 sgt 1234

(IPv4) CIDR Fie TV 7Ry bEBEELET, ¥
7%y h& SGT D~ v VU 7R EZTY HTIZIE,
ZoavwrRFone BREHEHALET, 2772
THEETLINNA T 4 708X, 7%y b ED
RAR T RLAOHEU ETHEVLERH Y 9
(X FU—2, BEXO7uv—FRF¥ X 7T RL A
<), sgt number ¥—U— K, faE€ L=V 7
Iy FOEFRARN T RLRICNASL V RT5EFa
V74 IN—7 BT REELET,

e ipv4 address : N Mt&E 10 #RFL T IPv4
Xy hI—7 T RUVAZBELET,

o prefix: (0~30), Xy hUV—2 7 RLAD
By MEEEELET,

o sgt number (0~ 65,535), EX¥=2V7 ¢ 7
N—"" 27 (SGT) FHEHEELET,

[no] cts role-based sgt-map
ipv6 address::prefix sgt number

Example:
switch (config)# cts role-based sgt-map
2020::/64 sgt 1234

(IPv6) mm v 16 #EXRFLTYH 7 xy hEEELE
T, 7 F v h& SGT O~ v B 7 3EZ Y
TIZE, Zoa~r PO no B EFEHLET,
AT w2 TRET DA T 4 7 0E, 7
Xy b EDOKRA N T RLRAOHLL ETH B MR
HVET (XY P77, BIO7e—FK¥%¥ A |
7 KL RAERL), sgt number ¥ —7 — Rix, f8E
L7732y FOFERAR T RLARIIAAL L KT
DX VT g4 IN—T T ERBELET,

* ipv6 address : 21> 16 #ERFL T IPv6 X v b
U—2 7 RLRAEERELET,

o prefix: (0~128), *v hU—27 7T KL AD
vy MREREELET,

o sgt number : (0 ~ 65,535), EX=VU7T 4 7
N—=7"%27 (SGT) HFEFEHEELET,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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avwvk B i
ATY75  exit Jau—nN)ary7 4 Xal—Iary ET— REKT
LET,
Example:
switch (config) # exit
switch#

A7976 show running-config | include search string |F{Fz L 7 4 X 2L —3 3 T cts role-based
sgt-map ¥ X T cts sxp mapping network-map =
YU RBHDLZ R LET,

Example:
switch# show running-config | include sgt 1234
switch# show running-config | include network-map

A7971 copy running-config startup-config ETary 74X al—varEAX— N7 v o
V74 F¥alb—variiar—LET,

Example:

switch# copy running-config startup-config

YTy bE SCGTYYEVTBREDIER
BT %y k& SGT D= v B o VR EEREFERT 21015, KOWTRMAOIELEEFET,

avwyk B#

show cts sxp connections SXP A —A—¢ U RAFT—DHRH L, BEA
TR AR RTLET,

show cts sxp sgt-map SXP YA} —iZ= s AR — K L7ZIP & SGT O
AT 4 T EFRLET,

show running-config BT %y FESGTDary 7 4 Xal— gy o
<~ KM FEfTaryr 74 Xal—vary 7y AL
MIhDZ xR LET,

INooa~vy REACEEND 7 4 — /L FOFEMIZ DWW TIE, % 7 & [Cisco TrustSec =~ > FO#f
) ZEHL TSN,

Iy b&E SGTDOTYELTDEEH

WIZ, SXPv3 ZFATL TV 5 2 B Catalyst 6500 >V — R 2 A v F (Switchl & Switch2) [# T IPv4
DY TFxy b& SCGT D= vy B V2R ET HPI 2R LET,

AFw7 1 Switchl (1.1.1.1) A4 vF2 (2222) WDOSXP A—H—/JRAF—ETV U TERELET,

Switchl# config t
Switchl (config)# cts sxp enable

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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ATv7 4

AFwT 5

AFv7 6

AFvF 7

Switchl (config)# cts sxp default source-ip 1.1.1.1
Switchl (config)# cts sxp default password lsyzygyl
Switchl (config)# cts sxp connection peer 2.2.2.2 password default mode local speaker

Switchl @ SXP V A F—L LTAAL v TF 22X ELET,

Switch?2 (config)
Switch?2 (config)
Switch?2 (config)
Switch?2 (config)

# cts sxp enable

# cts sxp default source-ip 2.2.2.2

# cts sxp default password lsyzygyl

# cts sxp connection peer 1.1.1.1 password default mode local listener

Switch2 T, SXP #E0EHEL TWA Z L AR L T ZE N,

Switch2# show cts sxp connections brief | include 1.1.1.1
1.1.1.1 2.2.2.2 On 3:22:23:18 (dd:hr:mm:sec)

BT xRy U —27 % Switchl ICHEEN D L9 ICRELET,

Switchl (config)# cts sxp mapping network-map 10000

Switchl (config)# cts role-based sgt-map 10.10.10.0/30 sgt 101
Switchl (config)# cts role-based sgt-map 11.11.11.0/29 sgt 11111
Switchl (config)# cts role-based sgt-map 192.168.1.0/28 sgt 65000

Switch2 T, Switchl 26D % 7 x>y b & SGT DILEAMER L E3, Z ZI12i%, 10.10.10.0/30 7
Xy bU— 7 JHOIREN 2 M, 11.11.11.0/29 47 v MU — 27 FIOL52 6 18, 192.168.1.0/28 ¥
Ty b U= HOIEDS 14 AFETL2L6ERH Y £,

Switch2# show cts sxp sgt-map brief | include 101]11111]|65000

IpPv4,SGT: <10.10.10.1 , 101>
IPv4,SGT: <10.10.10.2 , 101>

IPv4,SGT: <11.11.11.1 , 11111>
IPv4,SGT: <11.11.11.2 , 11111>

IPv4,SGT: <11.11.11.3 , 11111>

IPv4,SGT: <11.11.11.4 , 11111>

IPv4,SGT: <11.11.11.5 , 11111>

IPv4,SGT: <11.11.11.6 , 11111>

IPv4,SGT: <192.168.1.1 , 65000>
IPv4,SGT: <192.168.1.2 , 65000>
IPv4,SGT: <192.168.1.3 , 65000>
IPv4,SGT: <192.168.1.4 , 65000>
IPv4,SGT: <192.168.1.5 , 65000>
IPv4,SGT: <192.168.1.6 , 65000>
IPv4,SGT: <192.168.1.7 , 65000>
IPv4,SGT: <192.168.1.8 , 65000>
IPv4,SGT: <192.168.1.9 , 65000>
IPv4,SGT: <192.168.1.10 , 65000>
IPv4,SGT: <192.168.1.11 , 65000>
IPv4,SGT: <192.168.1.12 , 65000>
IPv4,SGT: <192.168.1.13 , 65000>
IPv4,SGT: <192.168.1.14 , 65000>

Switchl JEIRE A MR L £7,

Switchl# show cts sxp sgt-map

IP-SGT Mappings expanded:22
There are no IP-SGT Mappings

MEEAL T I BLOAAL v TF2IEFL, ZFo— L arv 7 4 Xal— gy T— REKRTLE
‘j—o

Switchl (config)# copy running-config startup-config
Switchl (config) # exit
Switch2 (config)# copy running-config startup-config

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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Switch2 (config) # exit

VLAN & SGTOwvEYVT

VLAN & SGT o= v V2 ZHREIC T e SN2 VLAN 2603w ’MZ SGT #3414 » KL ET,
I, RO HIRET, L Y—x%y U= 5O TrustSec 5ttt > b U — 27 ~OB4T % fii 4l
LET,

o LHV—DAA T, ULV LR arba—F, TIZEARALL I, VPN 2 ED, TrustSec it~
T2V VLAN XD T 3 A 2% PR —F LET,

o T—HELUHE—DY =R T RAT—2 a2 ED, VLAN BL QX VLANACL A%y hU—7
EHET D MR UICKT D FALEBME AR L ET,

VLAN & SGT /34 > F 7% cts role-based sgt-map vlan-list 7 2 —/ )L 23> 7 4 Fa b — 3
v avry RTRESNET,
TrustSec ¥ A A v F LT, AL v FRBA X —T A4 A (SVI) THDH57— v =A3 VLAN IZ
HYYBTHENTEBY, TOAL v FTIPT AL A NT XU TRARX—T N> T DLEHA,
TrustSec I&, SVIH 7 Xy MI~vy B 7 ENTWD VLAN LOFTXTOT 77 4 T7RARA ML
TIP & SGT DA VT 4 v T HAFRTEET,

7277 47 VLAN ODFEA RO IP-SGT XA T 4 V71X SXP U A F ==/ AR —bENET, v v
v 7 E N7 VLAN O3 > F ¢ > 71 VRE IZBERHT Sz IP-to-SGT 7 — 7 /WA S v E
9. VLAN (% SVI £721% cts role-based 12-vrfcts 7 n— X)L 27 4 Fal— gy avw Ty
v EnET,

VLAN & SGT O3 A T 4 v 7 OBERIAN IR B, SXP £72X CLIAA N 27 4 F a2 b—
avREDZDOMD Y = AMBDONAL T YT RZFEENTHARR, BHENET, ST 1
TERNENIE (A T4 v TRMETTTAAY T 41 (P3-21) IZRRELTWET,

VLAN & SGT O v E VT DO EEREE

& 341 VLAN & SGT O7 v E> T DHEERE
BeRER Jy—=x - L
VLAN & SGT o~y v 150(1)SY  |Zoa~<r RO RE— k2 Catalyst 6500 >V —X A A v

F @ SXPv3 TEASNE L7, @75 CLI XL Y
J—ATEIRIENTHET,

FI4I FEREE
F7 AN FREED Y AL,
VLAN & SGT O7 v EV Y ORE

2T, RONFITHOWTEBALE T,
e IVLAN-SGT v v V> 7 aRETHLODX A7 7ua—| (P.3-16)

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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VLAN-SGT RvEVIJ&#HRETH-HNDE XY 70—

FIED*H

ATy71

A797 2

ATy73

A7974

AT97 5

AT976

ATy7 7

ATy7 8

e #{% VLAN T[A U VLAN ID T TrustSec A v F LIZ VLAN Z{Ek L £,

o TURKALVIDITAT L MIXLT, 74NV DT — T =2A12725 X 91T TrustSec A
A »F® VLAN IZ SVI ZER L £7°,

e VLAN 77 4 v 712 SGT @M 32 & 912 TrustSec A1 v F 22X ELET,
e TrustSec A4 v FTIPT A A MNTFToX LT oA F—TNIZLET,
e VLAN & SGT O~ v B 7 M TrustSec AA v F TRATHZ EHMHERLET,

avyk B

config t Ta—N) ar74X¥al—3ay B— NEBG
LET,

Example:

TS_switchswitch# config t
TS switchswitch (config)#

vlan vlan id TrustSec xf)& 7 — b7 =4 ZA »FIZ VLAN 100
PE L, VLAN 207 4 Xal—var 7
E— REBELES,

Example:
TS switch(config)# vlan 100
TS_switch(config-vlan) #

[no] shutdown VLAN 100 #7ubEvya=71L%E7,

Example:

TS switch(config-vlan)# no shutdown

exit VLAN 2> 7 4 Falb— gy T—RKEKTLT

. ) Ja—r )L ar 7 4 ¥al— gy B— Nl

xample:

TS switch(config-vlan) # exit L/ji7fo

TS switch(config)#

interface type slot/port Ao H =T x2A A2 T 4F¥alb—gy F—R
R L ET,

Example:

TS_switch(config)# interface vlan 100
TS switch(config-if)#

ip address slot/port VLAN 100 DA A v FAREA VX —T = A A
(SVD) #RELFET,

Example:

TS switch(config-if)# ip address 10.1.1.2 255.0.0.0

[no] shutdown SVI %4 3 —7 Mz LET,

Example:

TS _switch(config-if)# no shutdown

exit VLANA v H—T 2 A a7 Fal— g
. N F—REKTLTZa—L a7 4 Xalb—
ample vay ®— NEBBLET,

TS _switch(config-if)# exit
TS switch (config) #

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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ATy7 12

AFy7 13

ATy7 14
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avwy kR

E]:)

cts role-based sgt-map vlan-list vian id
sgt sgt number

Example:
TS switch(config)# cts role-based sgt-map
vlan-list 100 sgt 10

fEE L7 SGT Z##5E L7= VLAN Z#| 0 X TET,

ip device tracking probe [count count |
delay seconds | interval length]

Example:
TS-switch (config)# ip device tracking

IPTNARA T yF T X—TNVIZLET,

TIT 47 RANBBRHEND E, AL vTFIHIP

FNRARA T X T T—=T RO MY &

BLES,

e RAMDIPT FL R

e RAFMDMAC 7 KL A

e RA KD VLAN

o AAVTFNHRAMEHBH LAV F—T A A

o RANAT—F (TIT 4T ERETHT T4
7)

IPF AL R NT xR T T—TMTEMINTZR

2 I, EHIME ARP 7r— 72 ko TEHR I

T4, AR ELNRDOTZERA NN T —T A5

HIFR S E T,

exit

Example:
TS_switch(config)# exit
TS switch#

Jua—) ar7 4 Fal—ary T— REKRT
LET,

show cts role-based sgt-map {ipv4 netaddr
| ipv4 netaddr/prefix | ipv6 netaddr|
ipvé netaddr/prefix | all [ipv4 | ipv6] |
host {ipv4 addr | ipvé addr} | summary
[ipv4d | ipv6]

Example:
TS switch# cts role-based sgt-map all

({E&) VLAN & SGT O~y BV 7 HHKRLET,

show ip device tracking {all|interface|ip|mac}

Example:
TS switch# show ip device tracking all

UER) IPTAA R T XU TOEBNERAT —H A
ZHER L ET,

copy running-config startup-config

Example:
TS switch# copy running-config
startup-config

FE) #f7ar 74 X2l —va a2 AF—h
Tl ar74FX¥al—ygrilat’—LET,

[ oL-22192-02-J
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VLAN & SGT DY v EV T DR

VLAN & SGT OREF WA R RT H121E. D show =~ P& L £,

avwyv Rk B

show ip device tracking VLAN OT7 75 4 7 BRA D IP 7 KL R ZiRR]
THDIPTRAAD RN T X TDAT—H A%
zrLET,

show cts role-based sgt-map IP7RLARESGT DAL v F 4 v T hERLE
R

Inboa<ry ROWHT 4= ROFEMIZOWTIE, 5 7 % [Cisco TrustSec =~ FOME] £/
I% [Cisco IOS 15.0SY Security and VPN Command Referencel] #ZM L T 72X,

FOER J2O%&ALI=1D20OFRR MMIxtd % VLAN & SGT D7 v E VT DERESHI

ATFvF 2

AFwFT 5

WOHFITIE, H—DFRARMI, 778A AL vF ED VLAN 100 12 LET, T7E8R XA v Fh
5 Catalyst 6500 U — X TrustSec YV 7 bV = 7S AA v FIT 7 BZX T—RDY I B3HD ET,
TrustSec A1 v F DAL v FREA L Z—T7 x4 AL VLAN 100 D=2 RARA L FDOT 7 4V~ F—
FT A2 0F3 (IP 7 KL 2 10.1.1.1), TrustSec AA > F1X VLAN 100 5 D347 MM X o
V74 Jn—7 2727 (SGT) 10 z@MH L £,

77 EA AL vF EIZ VLAN 100 Z{ER L £7

access_switch# config t
access_switch(config)# vlan 100
access_switch(config-vlan)# no shutdown
access_switch(config-vlan) # exit
access_switch(config)#

TIEA V7L LT TrustSec A4 v F DA L EZ—T =2 A4 AZRELET, T RKRALA L FDOT 7
A R— FOREF., ZOFTITABEINET,

access_switch(config)# interface gigabitEthernet 6/3
access_switch(config-if)# switchport

access_switch(config-if)# switchport mode access
access_switch(config-if)# switchport access vlan 100

TrustSec %A v FIZ VLAN 100 Z /B L £9°,

TS _switch(config)# wvlan 100

TS switch(config-vlan)# no shutdown
TS switch(config-vlan)# end

TS _switch#

#15 VLAN 100 D5/ — ~h o= A & LT SVI #1/Ei L7,

TS switch(config)# interface vlan 100

TS switch(config-if)# ip address 10.1.1.2 255.0.0.0
TS switch(config-if)# no shutdown

TS switch(config-if)# end

TS switch(config)#

VLAN 100 7R A Mot F = UF 4 Z—F %27 (SGT) 10 #E0 4T xT,

TS _switch(config)# cts role-based sgt-map vlan 100 sgt 10

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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TrustSec A1 v FTIP T /A A FT v X THARX—=TNMILET, TOANEIEL TWVD Z & 2R
LET.

TS _switch(config)# ip device tracking
TS switch# show ip device tracking all

IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 100

IP Address MAC Address Vlan Interface STATE

Total number interfaces enabled: 1
Vl1anl00

UER) =v FRA LV EIBF 74 b = U= A % ping LET (ZOHTIX, AAMIP T FL 2
10.1.1.1), SGT 10 78 VLAN 100 DR A Mo~ v B 7 ENTVWAH Z L 2R LET,

TS _switch# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source

10.1.1.1 10 VLAN

IP-SGT Active Bindings Summary

Total number of VLAN bindings = 1
Total number of CLI bindings = 0
Total number of active bindings = 1

LAYV 3@MBA I —Tz(RESCGTDTYEVY (LIIF-SGTIvEY

7)

L3IF-SGT v v B> 7, L2 BA X —T oA AR, ROV A Y3 A0 H—TxA
ADNT 74w 7ICEHBESGT #~ v B/ T&Ed:

e N—7v KRA—-F

SVI (VLAN A > &% —7 = A &)

e LAV2AR—FDLAXIYTA L H—T AR
o hRNAUHE—T AR

(SGT 7 ¥ vy=—3 3 v Cisco ISE £721% Cisco ACS 77 E A — "L @ICHiESND) HiE
DSCT HEHELITEXF=2VT 4 I NV—THEFEET HITIZ, cts role-based sgt-map interface 7/ = —
SN a7 4 Xal—vay avwy REFERLET,

TATYTAT A4 K=o 7 (cts AV F—T2AAFEY T E—F ar74Xalb—a3)
BIOL3IF-SGT WM& B IP &£ SGT DAL T 4 T BB LT H5E, IPM BMELEINET, IP
ESCGT ONAL T 4 VT DEDMOFEEL, (XA T AV TIRETXTTA4 AV T 11 (P3-21) 12V
A N STV B EINENIZHE » TR S E T,

[ oL-22192-02-J
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L3IF-SGT < v E > 5 O#EEERE

HRES Jy—=2 BEETRIR
L3IF & SGT O~y &7 15.0(1)SY | Zo=a~<r RoHR— k3 Catalyst 6500 ) — X A A v
FIBMShE L,

TI4IMETE

T AN IRETHY FH A,

L3IF & SGT DYy EV T DERE

FIED
avvFk =]y
A7971 Router# configure terminal Ja—N)L a4 Xal— gy F— RZBBL
ij‘o

A7972 Router(config)# cts role-based sgt-map SGT IZIEESNTFA v Z—T A A~DAH T
interface type slot/port [security-group T4 v ZICHEAShEST
name | sgt number] °

* interface type slot/port : fEFF[REZR A > X —
TxAADY A NERRLET,

e security-group name : SGT X7 U > 7IZ*+ 5%
tX =2 U7 4 FA—T741F Cisco ISE F 7213
Cisco ACS TRREINTWET,

Router (config) # cts role-based sgt-map e sgt number : (0 ~ 65,535)0 X274 T—
interface gigabitEthernet 1/1 sgt 77 7 %27 (SGT) BEAEELET,
AZF973  Router (config) # exit a7 4 Fal—ary BT—REKRTLET,
A7974 Router# show cts role-based sgt-map all |AJj |5 7 S 7T E SN SGT N Z 7 fHiF&n
e MR LET,

L3IF & SGT O v EVST DR

L3IF & SGT OFER/HREEKTT DX, RO show 2~ REFEHLET,

avw> kR B
show cts role-based sgt-map all TRCOIP T RLRESCGT ONRA T 4 T %
KRLET,

ABNR—+TO LIIF & SGT D7 v EV T DXEH

WOHITIL, Catalyst 6500 'V —X A v F FA L HI—RDLAVYIA L F—T A AT, $3TD
ANNRTG T 49w ZIZSGT3INZ 7T ENDLICRELET, BishiY 77Xy boT V7 1>
JARTTIZhONhoTHET,
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AVE—T A RAERELET,

Switch# config t
Switch(config)# interface gigabitEthernet 6/3 sgt 3
Switch (config) # exit

AL B—=T 2 A RIHEEBTDN T 74 v 7 BN@UNZ ITFEND 2 Ea2ERLET,

Router# show cts role-based sgt-map all

IP Address SGT Source
15.1.1.15 4 INTERNAL
17.1.1.0/24 3 L3IF
21.1.1.2 4 INTERNAL
31.1.1.0/24 3 L3IF
31.1.1.2 4 INTERNAL
43.1.1.0/24 3 L3IF
49.1.1.0/24 3 L3IF
50.1.1.0/24 3 L3IF
50.1.1.2 4 INTERNAL
51.1.1.1 4 INTERNAL
52.1.1.0/24 3 L3IF
81.1.1.1 5 CLI
102.1.1.1 4 INTERNAL
105.1.1.1 3 L3IF
111.1.1.1 4 INTERNAL
IP-SGT Active Bindings Summary

Total number of CLI bindings = 1
Total number of L3IF bindings = 7
Total number of INTERNAL bindings = 7
Total number of active bindings = 15

NATAVTRERERTIAF) T4

TrustSec L5 & E X T IP-SGT A T 4 v 7 V—AMOFE MR LET, =& 21E, SGT X
policy {dynamic identity peer-name | static sgt tag} CTS F#) (> ¥ —T = X EF— N a<w K (7
ATUT 4T 4 R—b vy ) ZEMLTA X =T = ATHEMINET, BHEOEBLIERO
WARIER L, b/ (1) 2»26kE (7)) T, ROLEEBY TT,

1.

VLAN : VLAN-SGT = v BV Z BB E ST VLAN LOAX—E 7 &7z ARP X7y b
FEINTEZAL T 4 T,

CLI : cts role-based sgt-map 7/ =2 —/ 3L a7 4 Fa L— 3 a< 2 KO IP-SGT HR %4 H
LTHREINTEZT LA RNL T 407,

LAY 3 A s —T=A A (L3IF) —H L7 L3IF-SCGT v vy BV /T A TV 7 47 4 K—F
~ vV EERTE I OULEDA v H—T oA AEEBH /A TR FIB #nik= 2 b BNFRKET
BIME NIz T 4 T,

SXP : SXP 7 BB SNIAA VT 4 T,

IP_ARP : # 7 ff1F &hiz ARP X7 v R CTS %Y v 7 TR SN L I0FH I A v
T,

LOCAL : EPM T NR_A R R T v X o I Lo TEBEINTRIEFEHLRA DAL VT 4 7,
TDEATDNRA T 4 7T, L2 [IPM BRE SNTZR— hD ARP AX—E U 2 k- T
BEnie@xDOrRA N bEENET,

[ oL-22192-02-J
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W EmEiy—/\BED/RS X — 2 DRE

7. INTERNAL : e =V TRESNIZIP 7 LR LT AL 2B D SGT MDA T 4 7,

WBMEREE Y —/\BED/INT A —F2 DERTE

A A »F & Cisco TrustSec V— SO EXFEEFHET HI21X, KROEFEE 1| >E 23 EEITET,

avwv kR E:y
AF971 Router# configure terminal Ja—)L a7 4 X al—gy F— REBBL
=7,
A7972 Router(config)# [no] cts server deadtime EE) Wolz AR L T~—2 &N —7
seconds WOY— % EDOL VO, F— X AR

WL TEWT RV ERRELET, 774/ ML 20
BTd, fEETE 2% 1 ~ 864000 T,

A7973  Router(config)# [nmo] cts server (f£&) Cisco TrustSec 77 A _X— |k $— J)L—7
load-balance method least-outstanding IZRADIUS t— K RT v F A RX—T I L,
[batch-size transactions] BHRLED 5 Y7 g vz i — %R
[ignore-preferred-server] WLET, F740 Tt a— R A0 7%

WHENEEA, T 74V O transactions 1% 25 T
‘d—o

ignore-preferred-server X — 7V — N{X, By 3
ERZBBCTCHACYI—"ZHEHA LRI IICAL Y
FIZHERLET,

AT974 Router (config) # [no] cts server test EE) BESN-Y—1"F 7= 3£ A FI v —N
{server-IP-address | all} {deadtime UZRNHNOTRTOY— Nk LT — ikt T
seconds | enable | idle-time seconds} 2 k %%&ﬁ Lij—o 5:‘72‘_/1/ rCiX., &% b (iﬁ_“\‘\

TOPF—RNIZHLTA R—T N> TWET, T
7 v b ® idle-time 1 60 T, #iPHIZ 1 ~ 14400

‘(‘\\?AO

AZT975 Router (config)# exit a9y 4 Fal—ay e REKTLET,

A7976 Router# show cts server-list Cisco TrustSec #— D J 2 h D RAF — & 235 L %
EDFEMEZRRTLET,

Wiz, —REHZKEL T Cisco TrustSec —/N UV X h&2ERTHHZ2RLET,

Router# configure terminal
Router (config) # cts server load-balance method least-outstanding batch-size 50
ignore-preferred-server
Router (config) # cts server test all deadtime 20
Router (config) # cts server test all enable
Router (config) # cts server test 10.15.20.102 idle-time 120
Router (config) # exit
Router# show cts server-list
CTS Server Radius Load Balance = ENABLED
Method = least-outstanding
Batch size = 50
Ignore preferred server

Server Group Deadtime = 20 secs (default)
Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins

Global Server Liveness Automated Test = ENABLED (default)

Preferred list, 1 server(s):

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
m. 0L-22192-02-J |
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BRIV —ATOFRE:EERAART—Foame B

*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6F55
Status = ALIVE
auto-test = TRUE, idle-time = 120 mins, deadtime = 20 secs
Installed list: SL1-1E6E6AE57D4E2A9B320D1844C68BA291, 3 server(s):
*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6F55
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
*Server: 10.15.20.101, port 1812, A-ID 255C438487B3503485BBC6F55808DC24

Status = ALIVE

auto-test = TRUE,

Installed list:

*Server:
Status = ALIVE

auto-test = TRUE,

*Server:
Status = DEAD

auto-test = TRUE,

idle-time = 60 mins, deadtime = 20 secs
SL2-1E6E6AES57D4AE2A9B320D1844C68BA293,
10.0.0.1, port 1812, A-ID 04758B1F05D8C1439F27F9509E07CEBG6.

3 server(s):

idle-time = 60 mins, deadtime = 20 secs
10.0.0.2, port 1812, A-ID 04758B1F05D8C1439F27F9509E07CFBG.

idle-time = 60 mins, deadtime = 20 secs

AL —/\TOFREIERBE/ AR T— FOBEIEKTE

Jy—=x HEED B R

12.2(50) SY Z OHREN, Catalyst 6500 U — X ZA v FITBEMENE LTz,
I0S-XE 3.3.0 SG Z OHREN, Catalyst 4000 U — X ZA v FITBEMENE LT,
15.0(1) SE Z OBEREN, Catalyst 3750(X) 2 U — R A4 v FITBEMENE LT,

AA v T EFRFEY— M ORRAT — K& FECTHRET D HEORBHIEELE LT, A v TFNHRAT—
FRrIvz—3 g 0 ZHBTEES, SAU—F RT3 2—2 3 VERET DT, ROEEEZFTV

£,

avwyFk

B&

27971

Router# cts change-password server

ip-address port {key secret | a-id a-id}

AA v F LAY — W ONRAT — K xITyx—
varERMLET,
* ip-address : @ItV — "D IP 7 F L Z,
o port: EIEH—/3D UDP A— b,
o key secret : FFEY—/30 RADIUS A,
o a-id a-id : FBEEY—NITBEES T 57z A-ID,

[ oL-22192-02-J
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SGT x# 70O +FaJL over TCP (SXP) B&
VL1 ¥ 3 FSURKR— FDERTE

SGT &# 7' 1 k=)L (SXP) %42 &, Cisco TrustSec D/N— KU =7 PR — F RN FR Y b
‘7 7 FNA AZSCT 25 CE £, 22 TIE, Fvy U —27 DA A »FIZ Cisco TrustSec SXP %
BETDHHECONTHHALE T,

ZIZTHEH. RONFIZOWTHBLET,

e [Cisco TrustSec SXP D% E | (P.4-1)

o [FT7 40D SXP NAU—FDO#HE] (P4-4)

o [F 74/ FDSXPHEILIP T FLADRE] (P.4-4)
o [SXP OERMMOLHE ] (P.4-5)

o ISXP VU FTAHIMDERE] (P4-5)

o I[SXP THEENZIPT KL AL SGT ~ v BV OEREF v 7 F ¥ T 57200 syslog DI ST
%) (P.4-5)

o [SXP #fi D ffesd) (P.4-6)

e [Cisco TrustSec KA A DL A% 3SGT b7 v AKR—FNDOEE] (P.4-6)

o T[Cisco TrustSec FEXfIHZ A A v F 7 FY 2 —/LTD Cisco TrustSec V 7 L7 Z DFFE] (P.4-8)
e [Cisco TrustSec DF ¥ v v 7 Oi%iE ] (P.4-10)

Cisco TrustSec SXP OJE&“E

ATFvF 2
AFvT 3

Cisco TrustSec SXP & ET HI21E. WO FNEEFEITLET,

Cisco TrustSec #feZ A F—7 M LET (I TAT T 4T 4., #BLOSGT ORE] DFEES
IH\E\)O

Cisco TrustSec SXP % 1 *—7 iz L£7 ([Cisco TrustSec SXP O A x—7 4k (P.4-2) &),
SXP 7 #ifi R ELET (ISXP 7 #f0RE] (P4-2) 5H),

[ oL-22192-02-J
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W Cisco TrustSec SXP O&E

Cisco TrustSec SXP O 4 =r—JJL{t

YT Ot 7 i E T D HEZ. Cisco TrustSec SXP % A 2 —T7 /WM T HHENH Y £3, Cisco TrustSec
SXP A X —T7NICT BT, ROEEEZITVNET,

avvFk B&
A7971 Router# configure terminal rTa—\) ar7 4 Xal—v gy EB— NE#EL
£,
A7972 Router(config)# [no] cts sxp enable Cisco TrustSec ® SXP %4 x—7 /M LET,
A7Y73 Router (config)# exit ary 74 F¥alb—vary E—REKTLET,

o = =

SXP E7EHEDHRTE
WHDOTNAATSXP BT ERETAILERSHY T, —FHFDOT A RFAE—H—T, thFD
TNRAZFY A F =120 ET, XAV FER#EEZFH L TV AHEE, LTl FIZRUCRAT —

REMEH LT ZE0,

GE) 774NV FOSXPHEREILIP T FUARFHEINTWARWEEID, #id SXP BELT FLAERE
L7auv& | Cisco TrustSec Y 7 by = T IdREfFOa—H /L IP 7 KL A)S SXP X ELIP 7 KL A %
HH LET, SXPEEILT FL AL, AL v F BB ENDE TCP B Z S ICR R IBAND Y £

‘a_o

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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SGT %#70 kaJL over TCP (SXP) 8&ULA¥ 3 k52 RKR—

FDBE

27971

AT972

AT973
27974

SXP &7 Hf it ET 51Tk

Cisco TrustSec SXP o0&z M

. ROEEZITVET,

avwyFk

B&

Router# configure terminal

Jua—r)L ar 7 4 F¥al—vary E— REBEBL
e

Router (config) # cts sxp connection
peer peer-ipv4-addr

[source src-ipv4-addr]

password {default | none] mode {local |
peer} {speaker | listener}

[vef vrf-name]

SXP 7 K I/x*ﬁfﬂ]gf ﬂ&bi’?‘*

FF L a D source F— U — FIIIRIETT A %
DIPv4d 7 RLAEZRELET, 7 FLABFES
TVQW%Q\%ﬁﬁ\?7¢wF@%EﬁTFVZ
(BEINTWDIHA), FEFAR—MOT FLA%ME
HALET,

password ¥ — U — FiZix, SXP CH#gICH AT 58
AU—=REBELEST, ROFTarnbh 7,

o default : cts sxp default password =~ > N & ff
HALTHRELET 74/ b SXP RATU— K%
HHLET,

* none: NAU—RNEHHLETA,

mode ¥— 7 — RTiX, VE— K ET T34 2D

n—)LaiEE LET,

fEEE— R

e Jlocal : Ride—hn T4 2R LE

R
o peer: HEEE—NEIET TNAA RAERLET,

o speaker : 77 A /V N, DT A ANRHHGE OB
A= =220 9,

e listener : = DOF /A ANEEFEOREIZ Y 2 F—|T
e ET,

F 7 a o vref ¥F—U— RTIE ETIC%T 25 VRF
FHELET, T 74 MIFT 744 5 VRF T,

Router (config) # exit

a7 4 Fal—vary T—REEKTLET,

Router# show cts sxp connections

(EE) SXP #ilifha #&nR LE T,

KT, SXP & A F—TIZ
HET DHERLET,
Router# configure terminal

Router (config) # cts sxp enable
Router (config) #

L. SwitchA (A ¥ —4—) T SwitchB (U X J}—

) ~®D SXP v T ki A

cts sxp default password Ciscol23

( )
Router (config)# cts sxp default source-ip 10.10.1.1
( ) #

Router (config

wIZ. SwitchB (V) &2 F—

Router# configure terminal
Router (config) # cts sxp enable

cts sxp connection peer 10.20.2.2 password default mode local speaker

) T SwitchA (A —F—) ~D SXP v 7 #kaxXET 202~ LET,

Router (config) # cts sxp default password Ciscol23

( )
Router (config) #
Router (config) #

cts sxp default source-ip 10.20.2.2
cts sxp connection peer 10.10.1.1 password default mode local listener

[ oL-22192-02-J
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SGT X 70 FaJL over TCP (SXP) H&UL ALY 3 FSURKR—FOEE |

WM 7o+ F0 SXP /SRT— FO%E

FIAILEFD SXP /1S XRT— FDERE

27971
AT972

ATy73

T 74/ NTHE, SXP ROy b T v TN AT— REFHLER AL, XA vy TFOT 7411
SXP AU — REFHETEET, Cisco IOS Release 12.2(50)SY LI Ti%, SXP OF 7 /1L k /3R
U — RIZEE B L &N AT — REEE X $9,

T 74k SXP RAT— REFRET DI, ROEEEITNET,

avwyFk

B&

Router# configure terminal

a7 4 X2l — gy ET— RICAD ET,

Router (config) # cts sxp default password

[0 | 6 | 7] password

SXP DF 7 4/ s RAU—RERELET, Z2U7T
THXARNRRT—F (0 /347 a R LafE
H) £S5 AT—F (6 £/-13 747> a v
A ANTEET, RAT— FOKKET 32
XFTY,

Router (confiqg) # exit#

a7 4 Fal—vary T—REKTLET,

WIZ, T 74k SXP RRAU— REFRETHHE2RLET,

Router# configure terminal

Router (config) # cts sxp default password Ciscol23

TI724AILED SXPEETIP 7 FLADETE

SXPIXEEITLIP 7 RLUANRBEINZWE, IO TCP #f5t T X TICT 74 /V FOEETIP 7 R
2EFERALET, T74NAFSXPEETLIP T FLAZRELTCYH., BEFEO TCP #5101 I 28 L4

AT971
AT972

A7973

VR

TN SXPREILIP 7 RV ARAERET HITIE, ROEEEITTVET,

avwy kR

=]y

Router# configure terminal

OV 74X a2lb— gy ET— RICAD ET,

Router (config) # cts sxp default
source-ip src-ip-addr

SXP DT 74 FDOEEFEILIP 7 RLAEZRELET,

Router (config) # exit

a7 4 Xal—vary E—RFEKRTLET,

wiz,

Router# configure terminal

SXP DF 7 /L sDEETLIP 7 RLAZHRETHHZRLET,

Router (config)# cts sxp default source-ip 10.20.2.2

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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sxpP otRHmozrE B

SXP O ERMABIDERE

BTN SXP AR TI5L, Nl —IL RE T X4 <—0BhENnE T, NER— L RE T X
A —DETTHRNCET DNHFERT 5 &, SXP EIRHZ 4 ~—2BhshvE T, SXP HEIRHIHM &
A~—MWNT 27T 4772, Cisco TrustSec 7 b7 = TIZRIEIOBH THEE L= SGT ~v ¥ 7 =

MU ZRGRFFL, B2 U ZHIBRLET, 7740 MEIX 120 % (2 43) TF, SXP EIm#IMH% 0

MIZRETDE, FA~Y—DBT 4 B—T N2, BIEOBEGEOTXToOY b BEHIBREAET,

SXP DERMIM 2L E T 51213, WOEEZITVET,

avwy kR

=]y

AT971
ATy72

ATy73

Router# configure terminal

a7 44X alb— gy ET— RICAD ET,

Router (config) # cts sxp reconciliation
period seconds

SXPEIFH#A~—%ERLET, 7 7 4/ MEIX 120
B (275) TF., #EPHIZ 0 ~ 64000 T,

Router (config) # exit

a7 4 Fal—vary T—REEKTLET,

SXP Y b A HRNDER

SXP U kT A #RNZ X - T, Cisco TrustSec Y 7 b v =7 73 SXP #fi & FAIT T D HENRE Y £,
SXP B A IE B ICHESL SN o 723A . Cisco TrustSec Y 7 b =7 1L SXP UV b7 A Y& A ~—
D THRIT, PRSI 23T LET, 77 4/ MEIE 120 BT, SXP HRITH%Z 0 iz
BMETDHE XA ~—ITEH2Y, BRIIERITSNERA,

SXP DV b T AWM ZZEET 2I1Ti1E, ROMEHEEZITNET,

ATy71
ATy7 2

A7973

avy kR

E:y

Router# configure terminal

Ay 74X al—ary EB—FICAY ET,

Router (config)# cts sxp retry period
seconds

SXP VU FIA ZA~—%ERLET, T 74/ ME
X 120 8 (2 43) <9, #iPHIX 0 ~ 64000 TT,

Router (config) # exit

Oy 7 4 Fal—ary E—RERTLET,

SXP TEEEINIP7FLRESGTIVYEITDEES
X TF T BH-6D syslog DIERLE %

cts sxp log binding-changes 70—/ )L 2> 7 4 X2l —v gy avr FEETTLHE IPT KL X
& SGT A T 4 7 OEE GBI, HIkk, Z8) BFEAET D70 SXP O syslog (sev 5 syslog)
WERSNET, ZNDHOEEIXSXP #i S UaEshEd,

ATy71
AT972

77 # v hZ. no cts sxp log binding-changes <7,
NRA VT AV TOEROAFX U T oA X —T T HITIE, ROE¥EEFETLET,

avyo kR

=]:5)

Router# configure terminal

a7 4 Fal—yary ET—RICAYET,

Router (config)# cts sxp log binding-changes IP L SGTONRAL T 4 TOEFHOaX L7

AF AT LET,

[ oL-22192-02-J
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W sSxP B&OER

SXP i D#ERR

27971

SXP Héfi e F£n T H12id. ROEEEITVET,

avwy kR B

Router# show cts sxp connections [brief] |SXP D AT —H R L a R RLET,

WIZ, SXP iz 2 2l e s LET,

Router# show cts sxp connections

SXP : Enabled

Default Password : Set

Default Source IP: 10.10.1.1
Connection retry open period: 10 secs
Reconcile period: 120 secs

Retry open timer is not running

Peer IP : 10.20.2.2
Source IP : 10.10.1.1
Conn status : On

Conn Version : 2

Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : 1

TCP conn password: default SXP password
Duration since last state change: 0:00:21:25 (dd:hr:mm:sec)
Total num of SXP Connections = 1

Cisco TrustSec KA AL UBIDL A% 3SGT b5 U AR—

b DEXTE

HhE & FE

12.2(50) SY Z OBERENS, Catalyst 6500 U — 2 ZA v FITEMENE LT,

Cisco TrustSec ®IGDT /SA ANFELRZWVWER Y hU—2 A A D= v T Cisco TrustSec 7 — h

Yx A FALADLAFISGT b7 v AR— hERETEET,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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SGT & 7A FaJL over TCP (SXP) 8&ULA1Y¥Y 3 FSURKR— FORE

27971

AT972

A7973

ATy74

A7y75

A797 6

ATy7 7

Cisco TrustSec FA{ EOLA¥ 3SGT FSvrA—roEe B

LAY 3SGT N7 U AKR— MERET DI, WOEEEITVET,

avwyFk

B

Router# configure terminal

Jua—N)L ary7 4 Fal—ray ®— ReBiAL
jz‘j_o

Router (config) # [no] cts policy layer3
{ipv4 | ipv6} traffic acl-name

EE) BV =BT 7497 R —%H T

0— RTADIERTERVGEAICER SIS

TH—N Ny I DRTT 497 K)o —%HELE

7

e acl-name : T3 AT TIZHEINTWDHHE
koA 2 —7 x4 A ACL ODLHTI,

ZOEEORICEH SN TWAEBMOHER LoEE
EERL TN,

Router (config) # [no] cts policy layer3
{ipv4 | ipv6} exception acl-name

(EE) BGE— "R Y —2 X a— K
DO HEHTERWESICEBEIND 7+ —b
Ny 7 OBISRY > —%EELET,

ZOEEDORICEHM SN TV HBIMMOFEH LoEE
EZRLTIZSN,

Router (config) # interface
type slot/port

AVE—T oA AE/EL, AV F—T xR T
T4 F¥al—vary E— ReBEBLET,

Router (config-if)# [no] cts layer3
{ipv4 | ipv6} trustsec forwarding

(Cisco TrustSec i DHHLR — F TRE) Z DA v~
B—T 2 A ALOWMN T 74T, NF7T7 4w

7 R —BLOBIARY > —DWREICHE ST
Cisco TrustSec A4 ¥ 3SGT F TV AR—rDHT
b HATL e RBELET,

Router (config-if) # [no]
{ipv4 | ipv6} policy

cts layer3

W=7 v R AR—=FETSVI THRE) ZOA X —
T2AALOWH NI 74w NB, VN FT7 4y 7 K
Uy —BLOBINFRY > — DR EIZHE - T Cisco
TrustSec L' A4 ¥ 3 SGT k7 v AKR— bDH 7&K
AT EEEELET,

Router (config-if) # end
Router (config) # end

AV B =T x2A A AT 4 Fal—ary FT—FB
O a—r L arz 4 ¥alb—vary T—RKaek
TLET,

Router# show cts policy layer3 {ipv4 |
ipvé}

FB) A F—T7=2AADLA¥ 3SGT T =
R—IREEERLET,

Cisco TrustSec L' A ¥ 3SGT F 7V AR—FERETLHEIT. ROFEH EOT A FT A kB LUK

FHEEZBZBEL TSN,

e Cisco TrustSec ' ¥ 3SGT h T v AR — MEREIZINN— RV = 7K (LE R — b 58— MT

TRIETE T,

e Cisco TrustSec L4 ¥ 3SGT h IV AR—b DT T 4 w7 R —BILOFISNRY > —I2iTk

DHIRRH Y £,

— AU T—1E, IPIEEITIP AR & HEE ACL & L TRET DMERDHY £,
— R ¥—lliddeny = NV A EDHH T LITTEERA,

[ oL-22192-02-J
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F4FE SGTX#7O oL over TCP (SXP) B&ULA¥ 3 FSURKR—FDEE |
W Cisco TrustSec ERIER A v F o5 EZ2—LTD Cisco TrustSec ) 7 L7 2 DEHE

— RCACER T 7 4 v 7 RY—BIOBNRY > —Dili G ICHFEET 2561, HISARD
MBS &N ET, Cisco TrustSec LA ¥ 3 7k ikix, £® ACEIZ—%+ 537 v k
TERITENET,

e I T 4w R TU—BIOHIHNRY v —ITiBGE— b2 ra— K (ZfEHO Cisco 10S
Release THAR— F SN TWDIEE) T2, FHIET A RACFHTHRETEET, N —iF
WD — IS CHEBEINET,

- 774w RY —FIFFBR Y = BRIETF AN X T rn— REn S 5E. FE
TREINTZN T 74 w7 RY —FFFBRY =L RIS ET,

— REEY—AAPEHTES, FT77 4 v 7 RY — BROBIARY > —OW )7 2 FH THRE
T5E, FRTRESNLRY U—nEHINET,

— BV —"PMEHTET, T 7407 RV —%FKRY O —2 L TRET S L., ISR
Vo —dA S EE A, Cisco TrustSec LA Y3 BT BIUAN T 7 4 v R —IHS
WTCA U E—T A AZHHSINET,

— BV —ANEHATES, FT T4 v R V—RFETRESHL T ARWVWEAIE, Cisco
TrustSec LA ¥ 3 W 7Mbb A v 2 —T =24 ATETENEE A,

Wiz, U E— b Cisco TrustSec KA A LA ¥ 3SGT hT7 v AR—hE2HRTTDHHEZRLET,

Router# configure terminal

Router (config)# ip access-list extended traffic-list
Router (config-ext-nacl)# permit ip any 10.1.1.0 0.0.0.255
Router (config-ext-nacl) # exit

Router (config)# ip access-list extended exception-list
Router (config-ext-nacl)# permit ip any 10.2.2.0 0.0.0.255
Router (config-ext-nacl) # exit

Router (config)# cts policy layer3 ipv4 traffic traffic-sgt
Router (config) # cts policy layer3 ipv4 exception exception-list
Router (config) # interface gi2/1

Router (config-if) # cts layer3 trustsec ipv4 forwarding
Router (config-if) # shutdown

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # exit

Cisco TrustSec EXIER A VF T ELa—ILTD
Cisco TrustSec ') 7L U R DETE

HRE BB
12.2(50) SY Z OFERENS, Catalyst 6500 ) — 2 ZA v FITEMENE LT,

(;¥)  Cisco TrustSec A — 3= A YDAV 7 L7 #F X Cisco TrustSec 1 U 7 L 7 Z [ 3AH B ICHEMAY
TY, WHOHEEZ A X —T M LRNTL ZE,

iV 7 L7 213 ERSPAN i ET 25813 M L £,

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
m. 0L-22192-02-J |



| £$4% SGTX#70kajLover TCP (SXP) $&ULA1¥ 3 FSURKR—FOEE
Cisco TrustSec JERER A v F 24 EL1—JLTD Cisco TrustSec Y 7L o4 0%z M

Cisco TrustSec A—/S— A FDOAN Y 7 L7 ZHEREEZHRET DI21E. WOEEEFITLET,

=l B
A7971 Router# configure terminal a7 4 FXal— gy EF—RIAD ET,

AF972 Router(config)# [no] platform cts ingress |(Cisco TrustSec Z—/S— A PFDASTDY 7L 7 &
ET VT ATICLET,

ATFy73 Router (config) # exit a7 4 Fal—vary BF—REKRTLET,

A7y74 Router# show platform cts Cisco TrustSec U 7 L7 # &— R (Ingress.
Egress, Pure, ¥£721X No CTS) #&RR-LET,

Wiz, Cisco TrustSec ANV 7 L7 X 2RETLHHERLET,

Router# configure terminal
Router (config) # platform cts ingress
Router (config) # exit
Router# show platform cts
CTS Ingress mode enabled

(G¥) CiscoTrustSec A1V 7 v 7 ¥ %&T 42— T HHiIZ, Cisco TrustSec FERNGAA v F 7 F
Va—NVDOBEBNEYDNLERND D T,

Cisco TrustSec tH 7V 7 V7 e R ET DIC1E, ROEHXZ2EITLET,

avvk =]: )
A7971 Router# configure terminal a7 4 ¥al—ray T— RICAY £3,
A7972 Router(config)# [no] platform cts egress Cisco TrustSec tH V7 v o2 2 %7 757 4 712 L F
7
AZ7973 Router (config)# exit a7 4FX2l—ary BF—REKTLES,
A7y74 Router# show platform cts Cisco TrustSec V 7 L7 % &— F (Ingress.

Egress, Pure, F£721% No CTS) ##E/rLET,

Wiz, Cisco TrustSec H VU 7 v o X #RET HH =R~ LFET,

Router# configure terminal
Router (config) # platform cts egress
Router (config) # exit
Router# show platform cts
CTS Egress mode enabled

(3£) Cisco TrustSec H 1V 7 v 27 & %5 4 —7 LIZF HRENZ. Cisco TrustSec JEstIn A A v F 7 F
Ca—NVOBNEYANLERHY T,

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
[ oL-22192-02-J



F4FE SGTX#7O oL over TCP (SXP) B&ULA¥ 3 FSURKR—FDEE |

B Cisco TrustSec DX ¥ v T DRE

Cisco TrustSec DX v v VT DERTE

2T, MORNFIZHOWTHA LET,
e [Cisco TrustSec D ¥ v v > 7 DA x—7 4] (P.4-10)
e [Cisco TrustSec ¥ ¥ v =®27 U 7] (P4-11)

Cisco TrustSec DX ¥ v o 5DA14 x—T )it

(E)

ATy71
A797 2

A7973

ATv7 4

SERERE 2 B5RGEIZ Y 8 9572012, Cisco TrustSec £kt DFRAE, #Frl. BIORY —I1F#HD
Xy VT EAR—TNICTEET, v v V9252 LT, Cisco TrustSec A A VEFEEILH
FRAE L72 < T, Cisco TrustSec 7 /34 ARHROEINLTWeWnWtEX o U 7 ¢ EWMAEFER L TEIEZIC
Vo7 BBt TEbL 51270 £9, Cisco TrustSec 7731 AT DRAM IZt ¥ =2 U T 4 EHE F v v
valET, AERE NV) AL —YH A4 3—7 LTV HEAEIEL, DRAM OF v v = il
HNVOAEVIEEFEENET, U7 —FHIZNV O AT ONAEN DRAM ICA L ShET,

R0 L2, Cisco TrustSec ¥ v > = 8B HBYINIC A A Al REMER E < 2 £,

Cisco TrustSec ¥ v v ¥ > V%A X —7 T BITiE, ROEEEITVET,

avwyk B
Router# configure terminal a7 4 Fal—yary B—RIADET,
Router (config) # [no] cts cache enable DRAM ~D3RIE, Fal. BXOBRET — ¥ FHO

Xy vvaAX—7 NI LET, T 74N TITE
N> TVWET,

Zoa<r o no FBRIE DRAM 3 L ORI FE M A
M=V T_XRTCOFy vy afFWEz7 V7 LE

‘d—o
Router (config) # [no] cts cache DRAM ﬂ?’v ‘Y‘\/z/ﬁ"gf/l) ;‘r\_j‘ﬂ/ﬁzﬁ«é Lz . DRAM
nv-storage {bootdisk: | bootflash: | DXy ‘7“/;%%)1"75;1:@%1‘%} 8 I/”—\/L:%%Ji\iﬂ
diskO:} [directory dir-name] HE AR EF. E. FAL RO BT

DRAM F ¥ v ¥ =2 BWAREFEEA b L—U DA
HhEnd L5187 £3,
Router (config) # exit a7 4 Fal—yary T—REKRTLET,

WIT, AR N L—D 7 8D, Cisco TrustSec ¥ v v U 7 2% ETHHERLET,
Router# configure terminal

Router (config) # cts cache enable

Router (config)# cts cache nv-storage bootdisk:

Router (config) # exit

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
m. 0L-22192-02-J |



| £$4% SGTX#70kajLover TCP (SXP) $&ULA1¥ 3 FSURKR—FOEE
Cisco TrustSec D¥ v v o 7nzE M

Cisco TrustSec ¥vwv> 2Dy )7

Cisco TrustSec #HiHDO X v v =227 UV T+ 5121F. WOEEEITHET,

avwyk B
A7971 Routert clear cts cache Cisco TrustSec ##tHEHROF ¥+ v v a& 7 VT L&
[authorization-policies [peer] | +

environment-data | filename filename |
interface-controller [type slot/port]]

Wiz, Cisco TrustSec ¥+ v > =227 V74T 50z rL%1,

Router# clear cts cache

Cisco TrustSec R4 v F IvF74Fal—vav 4 F

[ oL-22192-02-J
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B Cisco TrustSec DX ¥ v T DRE
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CHAPTER

SGACL R o—DERE

SGACL RV > —mDE&E

T, RORFIZOWTHHALET,

e ISGACL RV v—0OfF%ErnrAx] (P5-1)

o [SGACL &RV v —o@ifl oA x—7 114t (P.5-2)

e [VLAN iZx}4 % SGACL R U > — D5l O A 2 —7 nAk) (P.5-2)
o [SGACL RV v —oFHEixkE] (P.5-3)

o [F#TSGACL RV v—%iH+ 2 Fik) (P.5-5)

e [SGACL RV ¥ —nFxr] (P.5-6)

e [Fyru—R&N/ZSGACLARY »—DY 7L vyia] (P5-7)

SGACL RV >—0EETAER

ATFvFT1

Cisco TrustSec ® SGACL RV v —%2RELTA X—TMZTBHITF,. ROFIEEZFEITLET,

SGACL AV ¥ — D EIX, EIT Cisco Secure ACS F721% Cisco Identity Services Engine O AR Y 2 —
BRI A A L TITORERSH Y 3 ([Configuration Guide for the Cisco Secure ACS) F7-1%
[ Cisco Identity Services Engine User Guidel %% M),

Cisco Secure ACS %7213 Cisco ISE T?D SGACL RV v —FHEDF U m— K2 AAA #EHA L TV
RWEE, Ein— v R —NEHENERYGAIE. SGACL O~ vy B ERY — 2 FHT
WETDHZ EHLTEET (ISGACL AV v— F#EEkE] (P.5-3) B8XL O ISGACL KRV »—o Tk
| (P.5-3) #&M),

GE) ACS »oEMICHF U e — REI7e SGACL RY ¥ —iF, BED0r—HVERINERY o—
IV bELESNET,

N—T v K KR—=b DOHEII T 7 4 v 712%$ 5 SGACL KRV > —Difl &2 4 X — 7 12 d 5121,
[SGACL RV v —Di&ill oA 2 —7 4k (P.5-2) IZRE#HINTWD L 912, SGACL RV > —ihifil %
A X =T NI LET,

[ oL-22192-02-J

Cisco TrustSec R4 v F IvF74Fal—vav 4 F
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5% SGACLAYL—0OB/E |

VLAN NDAA v F o 7 &N T 7 4 v 7 £33 VLAN ICEEAHT Sz SVIIZ#ERk S b b T
7 4 v 7% LT SGACL KR U ¥ — 05l & A F—7 iz § 512i%, [VLAN (2xf9 %5 SGACL RV
—OiEHl oA F—T k] (P.5-2) OFBIIHES T, FFED VLAN IZxf LT SGACL R Y 2 — D
A2 A R—T NI LET,

SGACL RY —Di&HD A 2 —T )Lk

ATy71

ATy7 2

Higk B

12.2(50) SY Z OREN, Catalyst 6500 U — X ZA v FITEMENE LTz,

Cisco TrustSec # A XF—7 WM Lz —T v K A v Z—7 =4 AT SGACL R VU > —D5di 2 7 a—
PV A F—=TNCTDHRERDH Y 7,

N—=Ty R A2 =7 x4 A0 SGACL R Y v — Dl & A X —7 /WZT D113, ROEEEITOE
7

avwyk B

Router# configure terminal Ja—)L a7 4 X2l —gy F— REBGL
£7

Router (config) # cts role-based N—T v N A% —7 =4 AT Cisco TrustSec

enforcement SGACL KR U > — il % A 2 —7 WM LET,

Iz, Cisco TrustSec 4 xR —7 WM LTov—T v R A Z—T =4 ZAD SGACL R U v — Dl &
T — A X—T T 56 %2 R~ LET,
Router# configure terminal

Router (config) # cts role-based enforcement
Router (config) # exit

VLAN [Zx3 % SGACL KV > —D3&aE DA #— I )Lk

ATy71

ATy7 2

HERE B

12.2(50) SY Z OHREN, Catalyst 6500 U — X ZA v FITBEMENE LT,

VLAN NDARA v F 7 ST b7 7 4 v 7 £721% VLAN ICBERT T Sz SVI iR IND T
T4 ZIZKLTT 78R aryia—AEEHATHIZE, FFED VLAN IZxf LT SGACL RV v—0
Wil E A =T VT HHERH Y 97,

VLAN %7213 VLAN U 2 kN, SGACL R Y > — Dkl & 4 % — 7 M T BHI101E. ROEEEITN
7,

avwUF BHEY

Router# configure terminal Ja—)L a7 4 Xal— gy F— RZBRBL
£7

Router (config) # cts role-based VLAN %7213 VLAN VU Z | T Cisco TrustSec

enforcement vlan-list vlan-list SGACL BV > —oall % A4 2 —7 iz LET,

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
m. 0L-22192-02-J |



| £5% SGACLKYL—D&E =

wiZ, VLAN U 2 N T, SGACL RV > —Diffil A 2 —7 Mz T 5612 R LET,

Router# configure terminal
Router (config) # cts role-based enforcement vlan-list 31-35,41

Router (config) # exit

SGACL RY) >—DFENEHRTE
HRE & B
12.2(50) SY Z OFEREAS, Catalyst 6500 U — 2 ZA v FITEBMESNE LT,

SGACL RV > —d# &%, FIT Cisco Secure ACS F£721% Cisco ISE DR o —EHREA T L T

1T ENH Y £33, Cisco ACS 7213 Cisco ISE 2MEH TE AWy, F2ldu—h L RY o—n
BEHIMLEREGEIE, A4 v T TFEHTSGACL R U — %2 ETEET,

N

GE) KU > — AT HHIIC SCACL 2B 5 B8R D 0 £,

S

G¥) ACS 2OEIICH 7 m— RS/ SGACL AV —id, G0 — A NVERINTZRY v —L0 b

BrREhET,

IPv4 R O—DHRE
IPv4 SGACL RV > —% FEITRET HI2IE, ROEEZEITVET,

avwyk B
AF971 Router# configure terminal Ja—)L a7 4 X al—gy F— REBGEL
ESaN
A7972 Router(config)# ip access-list & Bt & SGACL #/F LT, o —/L_—=2 ACL =
role-based sgacl-name 74 Xl —gy e F‘%Fﬁﬁé‘bifo

Cisco TrustSec R4 v F IvF74Fal—vav 4 F
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5% SGACLAYL—0OB/E |

avwvk B
A7973 Router (config-rb-acl)# [sequence-number |SGACL ®7 27 ¥ A =iy hu—,L > U (ACE)
| no] {permit | deny} protocol [option %E?Eﬁfl/jino
option-name] {[precedence precedence]
[tos tos] | [dsep dscpl} [log] PEEARTET 72 A VA a7 4 F¥al—ig
[fragments] Vv E— RCHEAERa~ L FBIOA 73 o
Router (config-rb-acl)# [sequence-number j(%ﬁﬁf%fx ﬁgﬁﬁfﬁjﬁJZ(ﬁ§E§E?7/r“‘/V]:%E%5H§I/7ff§
| no] [permit | deny] icmp [icmp-type }iﬁfg i—g—o
[icmp-code] | icmp-message] {|[precedence
precedence] [tos tos] | [dscp dscp]} WD ACE 2= REZIEF—TU— R HR—Fr &N
[log] [fragments] TWEHT A,
Router (config-rb-acl)# [sequence-number e reflect
| no] {permit | deny} tcp [src operator
{src-port}+] [dst operator {dst-port}+] e evaluate
{ [precedence precedence] [tos tos] | .
[dscp dscpl} [log] [fragments] * time-range
[established | {{match-any | match-all}
{{+ | -}flag-name}+]
Router (config-rb-acl)# [sequence-number
| no] {permit | deny} udp [src operator
{src-port}+] [dst operator {dst-port}+]
{ [precedence precedence] [tos tos] |
[dscp dscpl} [log] [fragments]
Router (config-rb-acl)# [sequence-number
| no] {permit | deny} igmp [igmp-typel]
{ [precedence precedence] [tos tos] |
[dscp dscp]l} [log] [fragments]
A7974 Router (config-rb-acl)# exit ACL 2o 7 4 Fal—i gy B— Ra&TLET,

KIZ, TPv4 SGACL R Y v —%2HEB LR T HH 2R LET,

Router (config)# ip access-list role-based RBAC2
Router (config-rb-acl)# permit tcp src eq 10 dst eq 20
Router (config-rb-acl)# permit udp src range 3100 4200
Router (config-rb-acl) # end

Router# show ip access-lists RBAC2

Role-based IP access list RBAC2
10 permit tcp src eq 10 dst eqg ftp-data
20 permit udp src range 3100 4200

0L-22192-02-J |
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| £5%

SGACL RY —D&&5E

IPv6 K1) >—DHRTE
IPv6 SGACL AV > —% FETHRET DITIL, ROIEEZITVET,

ATy71

27972

27973

ATy7 4

avyo kR

iy

Router# configure terminal

Ja—n) ar 74 ¥al—vay B— REBEEL
ij‘o

Router (config) # ipv6é access-list
role-based sgacl-name

A ift & IPv6 SGACL Z1ER L T, IPv6 12— /L_—
AACL 27 4FXal—Yay E—REHBLE
‘d—o

Router (config-ipvéerb-acl) # [no]
| deny} protocol [dest-option |
dest-option-type {doh-number |
doh-type}] [dscp cp-value] [flow-label
fl-value] [mobility | mobility-type
{mh-number | mh-type}] [routing |
routing-type routing-number] [fragments]
[log | log-input] [sequence seqno]

{permit

IPv6 SGACL 7 7t 2 fu—L = Y
(ACE) ZfREL T,

PREARIT X T 78 A UA N a7 4 Falb—T 3
v E— RCEATRER Y RBIOBA SV a v
K5y % I TEH KOG T 4 — L F 24 LT
RATEET,

WD ACE a< > FELIFF—TU— NI R—-Frah
TWEHA,

e reflect
¢ evaluate

e time-range

Router (config-ipvérb-acl) # exit

IPV6ACL 2> 7 4 X2l —ary B—REKTL
ij‘o

FET SGACL R L—ZERY 5H&

13 F& P

12.2(50) SY Z DFEREN,

Catalyst 6500 U —X A4 v FITEBIIINE LT,

[ oL-22192-02-J
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5% SGACLAYL—0OB/E |

27971

AT972

ATy73

F#HTSGACL RY v—%@HT 51T

T, WOIEEZITVET,

avwyFk

B&

Router# configure terminal

Jua—r)L ar 7 4 F¥al—vary E— REBEBL
i‘j—o

Router (config) # cts role-based
permissions default [ipv4 | ipv6]
sgacl-namel [sgacl-name2 [sgacl-name3

..111

774/~ SGACL # ELEd, 774/ KU
—m%%Mﬁf)y ﬁ%ﬁﬁ&ﬁ%t%;U%4
TN—T ORI WGEAICEH SN ET,

Router (config) # cts role-based
permissions from {source-sgt | unknown}
to {dest-sgt | unknown} [ipv4 | ipv6]
sgacl-namel [sgacl-name2 [sgacl-name3

<111

EELEX2 YT 4 Z—7 (SGT) Ltsifctxal
74 Z—7 (DGT) IZ#MH 3% SGACL ZHE L
F 9, source-sgt & dest-sgt DEFIMIL 1 ~ 65533 T
9, T 74/ FTIiL, SGACL X IPv4 TH D L A7
EhEY,

e from: %EC SGT 2HREL T,
e to:%ktXaVT 4 IV—TEBELET,

e unknown : SGACL &%=V F ¢ /1 —7
(EEERIT%EE) 2HETE VW y MZ
WwWHINnET,

(F) ACS m»oEjic ¥ v m— K& SGACL
AU T—E, BHEOFEIRY — X0 HEg
EnExd,

W2, FETTF 74V FBIXOHAZ A SGACL RY > —%2 AT A2~ LET,

Router# configure terminal

Router (config) # cts role-based permissions default MYDEFAULTSGACL
Router (config) # cts role-based permissions from 3 to 5 SRB3 SRB5

Router (config) # exit

SGACL RV —DFRR

ATy71

Cisco TrustSec T /34 A 7 LT ¥ ¥ /L& AAA DOF

RER, BiEV— b yra—REhizn, £

7213 FEICTRE &7z Cisco TrustSec SGACL RV v — % #FET& £9°, Cisco TrustSec IX, 1 % —
Tz A AT BRIEB L OFFA, SXP, £/ IP 7 FLABLOSGT OFFi~ v B 72k »TH
LWSGT #%¥ 9425, SGACLRY > —%Fyrua—RLET,

SGACL &R Y v —o

FFa[~ NU 7 ZAONEFERTTDHIIE, WOEEEITVET,

avy kR

E]:)

Router# show cts role-based permissions
default [ipv4 | ipv6 | details]

Router# show cts role-based permissions
[from {source-sgt | unknown} ]
| unknown}] [ipv4 | ipv6] [details]

[to {dest-sg

F7x ks RYT—D SGACL DY A h&EERL
7,
a£%~A#%&9/m~%émt
ICFECTRE SN SGACL #58H,
7X@W@%§rbi#o

FITAAL v
H W)

X¥—U—REFEHLT, FFAl~ V272D
e from ¥—V— RKZ2EWKT DL,

EHELIT W ERRTEET,
HFA~ b )T 2ADH T ANFRENET,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF

0L-22192-02-J |



| £5% SGACLKYL—D&E

o toXF—U—REAWKT DL, FFA[~ N 7 ADITRERINET,
e from BXUto F—U—FE2HMTDHE, FFal~ ) 7 ABENEREINET,

e fromBLNto F—TV— RPRBEINTWEEA, T~ R ZANDL 1 DOBANRERIIL,
details ¥— 7 — RZHHT& £7, details AT IN=HA. 1 2DOELD SGACL ® ACE %
RENET,

WIZ, BF2VT 4 TA—=T3IPoEESNEINT T 4 v 27D SGACL R v—DFFa[~ I 7 2D
WA ZFRT DB &R LET,

Router# show cts role-based permissions from 3

Role-based permissions from group 3 to group 5:
SRB3
SRB5

Role-based permissions from group 3 to group 7:
SRB4

ArooA—RENf- SGACLKRY—D)ILyia

ALY — N LD A v FIZF T r— RENTZ SGACL RV v —%2 U 7Ly ad 5121, ROEE

ZITWET,
avw> kR B#

7\7""}71 Router# cts refresh policy {peer ZEEY— 305 D SGACL R :/»—@Epgg; V7L yak
[peer-id] | sgt [sgt number| ETFLET

default|unknown] }

o peer-id BEE I NDGA. F8E I B 7 Bl 12 B
FTHERV =NV 7Ly iad&ntd, §3TO
7 AU —%HHT B, ID 2EELRWT
Enter L 7,

e SGT HFEVDHREINTWDIEHA, £ SGT (ZB# T 5
RV —FFR) 7y radhEd, 73TCHOL
X2 VT4 IN—=TF TR =% TLbyiatd
121X, SGT B Z#IHEEETIC Enter L E 9, 7
TAN b R —%) Ty 2T B, default &
BRLET, RARRY O —%2 Y 7Ly a$ 510,
unknown Zi®IR L 3,

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
[ oL-22192-02-J .m
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~ARA

= CHAPTER

IVFRAVFT7RFEyararvbo—n
DEXTE

ZOEIZ, WONETHERINLTWET,

o TURFRAUNT RIviay arbo—IBTHER

o LA EAC ORBEY—/7 v A

e 802.1X FRAEDFEE

o MAC FBFENA N ADRTE

o Web @BiE7 1 ¥ D E

o TMRZPEIEL— I LU ABLON T 2 — N —N— a7 X2 L — g
e 802.1X KA K E—FK

o WEEHIA—T v T EA

e DHCP AX—E 7B LW SGT OElH 4T

7RIy ayayira—)LIZEAT 3R

TrustSec *~ F 7 —27 TlE, X7 v MIFx Y b= ~DANTIERSBHITTZ7 4 NE ) 7 ENE
3, TrustSec =¥ KA A > FBFETIX, TrustSec FAA Y (2 RARA L FDOIP 7T RLR) 177k
AFTHHRANMIDHCP AX—EUITBINIPTNAAA M T yF U TICXoTT 7R TNRALATE
a2 V74 ZV—7 %7 (SGT) ICHEEMTFONET, 77 8RR T3 2%, eiIcFTHT I bk
BIEIP & SGT DA VT 4 7 T—T VEHERFT 5 TrustSec /~— KU = 7RIS OF /51 212
SXPREHETEDT Y —ay (NAUR) BERELET, X7 v ME, TrustSec /N— R = 7 5%t
T NRAATEX=2Y T 0 1 —7 ACL (SGACL) ZHEHT 2T, HAhT7anrz2) 7 Ehn
7,

IR LOBA O RRA Y M 7 RIvvay arbha—i (EAC) o7 72 FRITITKRDOE D
NHY FT,

e 802.1X AR— F_X—2DF
e MAC Ay nIE/\/r INA (MAB)
° Web [T n.[E (WebAuth)

[ oL-22192-02-J
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6E IVFRAVEFZFIvYararba—LOEE |

B E419% EAC OREL—4S R

ﬁ‘/\'(@ﬂ‘~ h _X— 2 FR3EIZ, authentication =~ > K TA x—
— ]\E‘LLT{[E%IJ ;nxﬁﬁ‘Z)Z%ﬁ\% U] iﬁ— @ﬁ@um HIE:E K25
&i%ﬁmﬁ/ U AB LT 2 — L — N — e

ETDHIEMTEET, 802 IX AA B E— R, 802.1X R—FZ &

T x =Ry J = AR

TMCTEET, K7 7RG
RE S, T 7T 4 7 AR
CXVEREZ. 7= F—N"—BLD]

W TEDLZ U RRA L FOFRA MEERELET,

Z.TrustSec % %A — 9 5% Cisco Catalyst A v F D7 4 Falb—a A4 RKEY R
CEATRWIE Yy ZiI3ar7 4 Xalb—va A RTELICRELLH

F 6-11Z

LEJ, ZDOFED TrustSec !

%Li‘é—o

% 6-1 Cisco R4y FNDaAYI4F¥al—>ar HM4FK

aAv24Xalb—vav HALF

URL

[Catalyst 3560 Software Configuration Guide,
Release 12.2(52)SE.J

http://www.cisco.com/en/US/docs/switches/lan/c
atalyst3560/software/release/12.2_ 52 se/configu
ration/guide/3560scg.html

[Catalyst 3750 Switch Software Configuration
Guide, 12.2(52)SEJ

http://www9.cisco.com/en/US/docs/switches/lan/
catalyst3750/software/release/12.2 52 se/config
uration/guide/3750scg.html

[Catalyst 4500 Series Switch Software
Configuration Guide, 12.2(53)SGJ

http://www.cisco.com/en/US/docs/switches/lan/c
atalyst4500/12.2/53SG/configuration/config.html

[Catalyst 6500 Release 12.2SXH and Later
Software Configuration Guide

http://www.cisco.com/en/US/docs/switches/lan/c
atalyst6500/i0s/12.2SX/configuration/guide/dot1
x.html

[Cisco 10S Security Configuration Guide:
Securing User Services ]

http://www.cisco.com/en/US/docs/ios-xml/ios/se
curity/config_library/15-0sy/secuser-15-0sy-libra
ry.html

EXKHGZ EAC DERTE—HT VR

802.1X

1. BEESHIox >y FRA 2 b AR K
ELET.

2. 7I78BARALvTFTSXP A F—

IZSGT # 7t ya=r7157-0l

. Cisco Secure ACS % &%

Tz LET, SGT 227 1 k2L over TCP (SXP) BN

LAY 3 R TV AR—FOREDEEZM LTI,
3. 7’7'!22 AA »F T 802.1X, MAB., F7-1% WebAuth FZiE F XDEEOMABEDLEE A X —T L

Li‘d—o

4, 77t A AL vFTDHCP BLQPIP T NRA A T uX o T oA 3x—T I LET,

SORLDERTE

%

WIZ, FHEY b A —F xRy b K= FTOIEAN 802.1x DFREHIZRLET,

Router (config) # dotlx system-auth-control

Router (config) # interface GigabitEthernet2/1

(
(

Router (config-if) # authentication port-control auto
(

Router (config-if)# dotlx pae authenticator

802.1x FRFEDFHRE DFEMIZ DV TIX, # 6-1
L—vay A RESRLTIEIN,

WU A RERTWY

L, TIEBAAL v FOaAr7 4¥=

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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MAC BZil/\v iznEze B

802.1X BREDHEE

802.1X FRAFFR E & fei8 9 5 121X, show authentication interface =~ NZfEH L £,

Router# show authentication interface gigabitEthernet 2/1
*May 7 11:22:06: %SYS-5-CONFIG I: Configured from console by console

Client list:
Interface MAC Address Domain Status Session ID
Gi2/1 000c.293a.048e DATA Authz Success ACIADO1F0000000904BBECDS8

Available methods list:
Handle Priority Name
3 0 dotlx
Runnable methods list:
Handle Priority Name
3 1 dotlx

d_\?_ ]\75‘351% Lmquéhf:_\_ k %Eﬁumj—éc:lj\ ‘/k@ct 5 L: Liﬁ—o

Router# show dotlx interface gigabitEthernet 2/1 details

Dotlx Info for GigabitEthernet2/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30

ReAuthMax =2

MaxReq =2

TxPeriod = 30

Dotlx Authenticator Client List

Supplicant = 000c.293a.048e

Session ID = AC1ADO1F0000000904BBECDS
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE

Port Status = AUTHORIZED

MAC EZ5E/ N\ 1 /N A DEETE

MAC BFENA 782 (MAB) 1% 802.1X % TIE/R VR A hE721Z27 T4 7 b2 802.1X %A % —7F
W LRy hU—ZIZBMTEDLHICLET, MAB A4 32— 7 /W T BHH1IZ, 802.1X RFE%E A
F—=T T HLEEH Y FH A,

WOBITIE, Catalyst AA v F TOIAN 7 MAB % EDOHIZ R LET,

switch (config) # interface GigabitEthernet2/1
switch (config-if)# authentication port-control auto
switch (config-if) # mab

MAB FHIFDOREDZEMIZONTIL, £ 6-1ICVZAFENTWS, T7ERXA AL v TFDary 74Xz
L—a v A F%/,.\LTO‘_&\

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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N web BiEFO*L08E

MAB E% 7 DFERE

MAC FBIENA N ZADOREH MR T 5121, show authentication interface =~ > F&2#EH L £7,

switch# show authentication interface gigabitEthernet 2/1

Client list:
Interface MAC Address Domain Status Session ID
Gi2/1 000c.293a.048e DATA Authz Success ACIADOLF0000000A04CD41AC

Available methods list:
Handle Priority Name
2 1 mab
Runnable methods list:
Handle Priority Name
2 0 mab

R— FFRFRICARTI L7 2 & iR 3 512i%. show mab interface =~ > N&2fH L £7,

switch# show mab interface gigabitEthernet 2/1 details
MAB details for GigabitEthernet2/1

Mac-Auth-Bypass = Enabled

MAB Client List

Client MAC = 000c.293a.048e

Session ID = ACI1ADO1FO000000AQ04CD41AC
MAB SM state = ACQUIRING

Auth Status = UNAUTHORIZED

Web BBiE7 0¥ DETE

Web #23FE 7 1 %3 (WebAuth) 1X, = —% 2 Web 77 ¥ A FEHL T, 727k A F/,31 2D Cisco
I0S Web 9 — 3% H# T Cisco Secure ACS iZ a7 A v J LT Uiy VERETELLH512T56DT
9, WebAuth [ZH. L TA 2 —7 VI TExFET, Zhid, 802.1X £7215 MAB OREIIVLETIEIH Y
FHA,

WOFITIE, FAEY b A =¥y b R— F TOREARIZ WebAuth REDHIEZ R L ET,

switch (config)# ip http server

switch (config)# ip access-list extended POLICY

switch (config-ext-nacl) # permit udp any any eq bootps
switch (config-ext-nacl) # permit udp any any eq domain
switch(config)# ip admission name HTTP proxy http

switch (config)# fallback profile FALLBACK_PROFILE

switch (config-fallback-profile)# ip access-group POLICY in
switch (config-fallback-profile)# ip admission HTTP

switch (config) # interface GigabitEthernet2/1

switch (config-if)# authentication port-control auto

switch (config-if)# authentication fallback FALLBACK PROFILE6500 (config-if)#ip access-group
POLICY in

Web N—ZFBREOHEDFEMMICONTIE, £ 6-1ICYU A PSR TND, TI7ERA AL v TF DAL 74
Fal—var T4 FEZRLTIEEN,

ip http server =~ > ROFEMIZ OV TiX, kD URL T [Cisco I0S Network Management Command
Reference] =2 NV SR L TLIIZEN,

http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_08.html#wp1022387

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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RRLGBEL—F v ABLUT—LEF——ar T XaL—v3> N

Web B25E 7 0 LB E DR

Web #8370 XV OB EEMERT DHI2E, Web 77 UV AFEHLTCA X —T7 A ADIP T KL AT
TI7EALET, ELLEESNTWIILZ, FNEDOT 7R T, AT TIHFREREZ AR L, A
higa 7 A MNEREZITANET,

CLI T Web FRFE7 2 v ORE 2 MR T 5I121%. show authentication interface =~ RZfH L £
‘a‘@

switch# show authentication interface gigabitEthernet 2/1

Client list:
Interface MAC Address Domain Status Session ID
Gi2/1 000c.293a.048e DATA Authz Success ACIADOIF0000000904BBECDS8

Available methods list:
Handle Priority Name
1 2 webauth
Runnable methods list:
Handle Priority Name
1 0 webauth

FEBBA S — S RARBLUVIz— LA —/N\—aV T4 X2
L—<3 Y

FREH D 1 DLL EXFIA T2\ 54, Flexible Authentication Sequence (FAS) Tix, 74—/
Ny =l UV ABRRELT, 7278A2 K— 2 802.1X, MAB, ¥ X O WebAuth FB3E F R THRE X
NBEEHICTEET, TI7ANL DT 2 —NF—N— = 2AFRDOEBY TT,

o 802.1X R— F_X—ZXDRGE
e MAC RAENSA /N A
e Web F23E

LAY 2EGEE VA Y 3 OFRGEFIZHEICFITENE T, 2F 0, 802.1X B LU MAB %, WebAuth @
BCRETALEND D 7,

wOFITIL. MAB. dotlX 3 X WebAuth DNETERIES — 7V AZIBELET,

switch (config) # interface gigabitEthernet 2/1
switch(config-if)# authentication order mab dotlx webauth
switch (config-if)*Z

FREH R — 7 V ADOBREOFHMIZONTIEL, £ 6-1ICVARNENTND, T7EA A vFDay
T4 Xzl —vary B REsRLTIEIN,

FAS OFEHIZOWTIL, D URL @ [Flexible Authentication Order, Priority, and Failed
Authentication] ZZH LT EE 0,

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/application note ¢27-573
287 ps6638 Products White Paper.html

802.1X KR + E—F

RN— FHRALT 4RO NHE— FERETE XY,

[ oL-22192-02-J
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B =a@sr—7> 79€2

e Single Host: 1 fH® MAC 7 RL A& F O v X —T =2 f A RXR—ADkE v 3

e Multi Host : R— F T & IZHED MAC 7 RLAEFFOA v F—T 2 f A RXR—=ADkEy g
e Multi Domain : MAC + KA1 > (VLAN) v =

e Multi Auth : R— bk Z & (2HED MAC 7 KL A% FD2 MAC R—ADtE v a v

802.1x IR A b E— FOBREDFEMZONTIE, £ 6-1ICVARINTWS, 77X AL, v FDar
T4 X2l —vary HA RESRLTIIEEN,

BRERA—T > 70€X

PRREETA— 7 T 7 AMEEIL. R— FORIEOEITHNI, 7 FA TV N ETNRNA ARy T —7
T EAERGBTEALSICTALDTT, Z2OFaEvANEIC, PXENRZA LT Y M AFENTFA
AANR Y NT—=TIZT7BAL, YTV I IREENDAREEOH DT — NAEA A=V E X T
o0— RTA30ENHD PXEDT— DOV F Y A THETT,

FRRERTA— 7 T 7R ADOFBEOFHEMI OV TIL, £ 6-11C rEHTWB, T778RA AL vFOD
a7 4Falb—var A4 FESRLTIEEN,

DHCP AX—EYJE &LV SGT DE|YUHT

uqu7m’kxfﬁi T/W'Zuqu?)l%%ELi?‘ (f_k/'?_i &4’ﬁ‘ v 7 VLAN*'JU%’C ACL 71
T IT%E), TrustSec * v NV —27 DIgH, EX=2VT 4 F—7 %2 (SGT) % Cisco ACS
Da—HF a7 4 Fal—rvarZ oYy TconEd, SGT IZZFD = FKRA > hH 5 DHCP A
X—EUITBIOIPTAAAA N T oX L T AT TR T I F v 2EHLTCEEESNZ N T 7407
WA RERET,

KOFETIX, 77EA AL v FTDHCP AX—E U ITBIRIPTF AL A NS vF o T Rx—T )L
ILET,

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# ip dhcp snooping

switch(config)# ip dhcp snooping vlan 10

switch(config)# no ip dhcp snooping information option
switch(config)# ip device tracking

DHCP AX—VE U I BIRIP FAAL A T vX o ZFOFREICET A2 HOWTIE, F 6-112Y X k
ENTWE, T78R AL v FDary7 4 FXalb—ar HA4 RE8RLTIEEN,

SGTEIVRRA UM RRAMDINA VT 4 T DRER

ARARNSDHCP AX—EL 7 BLIWIP T/NA A K7 /%/7T2%Tézhé L EMERT DI
show ip dhcp snooping binding 35 J U show ip device tracking =~ F&fiH L £,
switch# show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface

00:0C:29:3A:04:8E 10.252.10.10 84814 dhcp-snooping 10 GigabitEthernet2/1
Total number of bindings: 1

switch# show ip device tracking all
IP Device Tracking = Enabled

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
m. 0L-22192-02-J |
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DHCP 2X—F LU sGToayst N

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30

IP Address MAC Address Interface STATE
10.252.10.10 000c.293a.048e GigabitEthernet2/1 ACTIVE

ELWSGT BTy RARA U RO IP T FLRIZAAL 2 RINTND Z & & ERT 5121E. show cts

role-based sgt-map =~ F&FEHL 7,

switch# show cts role-based sgt-map all
Active IP-SGT Bindings Information
IP Address SGT Source

1.1.1.1 7 INTERNAL
10.252.10.1 7 INTERNAL
10.252.10.10 3 LOCAL

10.252.100.1 7 INTERNAL
172.26.208.31 7 INTERNAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings = 4
Total number of active bindings = 5

Cisco TrustSec R/ v F arv2«4¥al—vay
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Bl DHCP AX—F 7 BLUSGTDEIY ST
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Cisco TrustSec a7 > FOHE

Cisco TrustSec ## EXEC a< > F

cts change-password

AAA = RO T — RETEBE L ET

cts credentials

F—ZARMTIZCTSTARAAAID BLOARRRT—F
FEALET,

cts refresh

B, 7 RBACLAV v—%2 U 7L vyial
ij‘o

cts rekey

CTS SAP ¥—%&MmAMRL £+

Cisco TrustSec #¥O—/8)L aAv 74 ¥alL—Y3yavwv kR

cts authorization list

CTS D7 a— )LD EEZRE LET,

cts cache DRAM 3 L X NVRAM ~® TrustSec 7 7] 5 &
ORBET—#BEROX Y v oA X—T7 ML
*9,

cts manual CIS DX —A F7TOEMEE2EE L £T

cts policy layer3

CTSLA¥Y3 hNFUAR—KNF—FrUxA £
HA—=T 2 A AD T T 4 v 7 KN —BILOW
HNARY —ZBRELET,

cts role-based

SGT ~DIPT VA, L3 A v Z—T A X,
VRFO~=ybE 7, CTSOF ¥ v vaBLD
SGACL #ffil & A *—7 MiZ LET,

cts server RADIUS #— DU X FOFELZHRELET,

cts sgt 0O—WN FRAAZADEXF 2T 4 IA—TF &7
ERELET,

cts sxp TCP T® SGT R#aAx % E LET,

CTS Flexible Netflow a<w > F

match flow cts

Cisco TrustSec R4 Yy F av 24 ¥alL—>av /4 FE

[ oL-22192-02-J
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CTSAVE—TzxzA4R AV I74FXalb—LayavvFk

cts dotlx

CTSdotlx f v H—T A R a7 4 Fal—
vary E—RFaBmLET
(config-if-cts-dot1x),

cts layer3

FNT 74w s RY =B ROBSRY v—2 A
F—=7 ML, CTISOL A ¥ 3 hTF v AR— |
= Tz A F—T A4 AIZHEHLET,

cts manual

(config-if) CTS XT A —F D7 4 —RKDr—7
Jar 7 4 Xal—varyERELET

platform cts

TrustSec H I F72IZATIDOY 7 V7 B oA X —
T LET,

CTSdotix HJE—FK avw> v F

default (ctsdotlx f v X —T = A A 27 4
Fal—vary F7E—N)

CTS dotlx a2~ ROT 74V b &ETLTLET,

propagate (cts dotlx 7 E— k)

dotlx £— KD SGT 1B5#k % A x— 7 VEIEXT «
=7z LET,

sap (ctsdotlx A > X —7 = A A HT7TE—FR)

dotlx E— FdD CTS SAP #&RE L £7,

timer (ctsdolx A > X —7 = A A %7 E—K)

CTS DIA~—aRELET,

CTISFEA 44— TR AV T4 Fal—YaVv ¥ TE—F ATV

default (cts FE A L X —T =2 Af A a7 4K =
L—vay 7E—K)

CTS FEE—ROF 74NN 207 4 X2l —
varErLET,

policy (cts FHjA ¥ —T = f A a7 41X =
L—vay $7E—K)

FHT—FOCIS KRV v —2FELET

propagate (cts FEiAf L H—T = A A a7 4
Xal—vary F7E—NR)

FHEE— FD CTS SGT AR E L £+

sap (cts FEA > X —T = A Y TE—FK)

FHE— FDO CTSSAP & EL £,

Cisco TrustSec ¥ )7 a<w > Kk

clear cts cache

TrustSec ¥ ¥ v = V7 A NEXA T ER
X7 7 ANGLTENWZT VT BN, TTO
Xy IrANEZ YT LET,

clear cts counter

H— TrustSec 1/ v & —7 = A AE-1LTXTD
AVE =T A ADA T H &7 VT LET

clear cts credentials

TRTOPAC G T _RTOCTS 7 LTy
NEs VT LET,

clear cts environment-data

Fx v anb® TrustSec BRIET — 4 %227 U 7T
LET,

clear cts macsec

BESn-A v 2 —7 =14 2D MACsec 717 >
7 U7 LET,

clear cts pac

F—ALTNE 1 DELITTXTOPAC 27 Y
TI\/i‘d—O

clear cts role-based counters

SGT BELUDGT ha—_XR—Z2A 77X a
b — ViR H OFEFHERE RS LE T,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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Cisco TrustSec a7 FOBEE

clear cts server

FRE SNTRBREY — N ZHIBR L £,

Cisco TrustSec Show aA<v > F

show cts authorization entries

A M RFRRLET,

show cts credentials

CTS RBEFTHATH 7 LF v v v 2 RRELE
TO

show cts environment-data

CTS REET — 2 & Fm LET,

show cts interface

A HE—=T 2 AT EDCTS AT — bBLOHE
HEREERLET,

show cts macsec

S LB —T = ABLOREE ASIC D347 v k
h B EFRRLUET,

show cts pacs

F—RZ 7O PAC ® A-ID B LU PAC A
R~LUET,

show cts policy peer

TrustSec E7 OETRARY o —%2FKRLET,

show cts policy layer3

CTSLA¥Y3 hFUAR—FNTHEHEND T
T4v 7 RY—BILOBINRY o —%2FKRL
*7,

show cts provisioning

RO CTS DT avya=rF Vg TNRERR
ShET

show cts role-based sgt-map

IP7 RLALEX2 VT 4 IN—T X T D~y
v aRRLET,

show cts role-based counters

SGTBLUDGT O — L _R—ZA T /A a2
ko — LiREH OFEFHE#RE R R L E T,

show cts role-based sgt-map

IP & SGTONRAL T 47, HFAUVAR, BX
O Netflow #FHERE R R LET,

show cts server-list

AAA P — "L o— R RZT VU TREDY X B
ERRLET,

show cts sxp

CTSSXP 7 u hanfEHazE R LET,

show platform cts reflector

AB =T 2 A ATLDCTS DY 7 L7 X DA
T—HAERRLET,

IVFRAV 7 RSy ayvko—)L (EAC) 2RETZaTUF

aaa accounting

aaa authorization

aaa authentication

order

priority

event

periodic

timer

host-mode

authorization

accounting

radius-server host

authentication port-control

[ oL-22192-02-J
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debug o< > F
debug authentication event

debug authentication feature

debug cts aaa

debug cts authentication events

debug cts authorization

debug cts authorization events

debug cts authorization rbacl

debug cts authorization snmp

debug cts cache

debug cts coa events

debug cts dp errors

debug cts dp info

debug cts dp packets

debug cts environment-data

debug cts environment-data events

debug cts error

debug cts fips

debug cts ha

debug cts ha core

debug cts ha infra

debug cts ifc

debug cts ifc cache

debug cts ifc events

debug cts ifc snmp

debug cts layer3-trustsec

debug cts provisioning

debug cts provisioning event

debug cts provisioning pak

debug cts relay event

debug cts relay pak

debug cts sap events

debug cts sap packets

debug cts sap pakdump

debug cts server-list

debug cts states

debug cts sxp

debug cts sxp conn

debug cts sxp error

debug cts sxp internal

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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debug cts sxp mdb

debug cts sxp message

debug dot.1x

debug epm

debug event

debug mab

debug radius

debug rbm api

debug rbm cli

debug rbm bindings

debug rbm dp errors

debug rbm dp events

debug rbm dp packets

debug rbm platform

debug rbm policy

[ oL-22192-02-J
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M cts authorization list

cts authorization list

TrustSec ¥ — K T34 A THEHT 5 AAA V— D) 2 F&FET 5121%. TrustSec > — K T34 &
T, Zu—)L a7 4 ¥ a2 b—3 g F— KT ects authorization =~ > FZ2HH L £9, RIFETIC
VA NOFEHAEEIETHICE, 20a<y RO no BREFHLET,

cts authorization list server list

no cts authorization list server list

WX DA

TIHILE

Fh—-b&hda1-4 0-)

server_list Cisco TrustSec ® AAA ¥ — 1 )L —T%FELET,

L

Ju—sL a7 4 X2 b— 3 (config)

Administrator

avy FERE

BEREDAL T4

EER
ZdOa<wr R, Catalyst 6500 >V — X A v FITEBMESE LTz,

)yy—=x
12.2 (33) SXI3

Zoavy RiE, = K TFAAL REZFTY, HF— R 734 AE, TrustSec BET —F D=3 R —x
v hE LT TrustSec AA—t o7 4 r—2DET 15D TrustSec AAA — 3 U A M &EEUS L F9,

i wDOFIL, TrustSec ¥ — K T4 ZAD AAA a2 7 4 X2l — g 2R R LET,
Router# cts credentials id Switchl password Ciscol23
Router# configure terminal
Router (config) # aaa new-model
Router (config) # aaa authentication dotlx default group radius
Router (config) # aaa authorization network MLIST group radius
Router (config) # cts authorization list MLIST
Router (config) # aaa accounting dotlx default start-stop group radius
Router (config) # radius-server host 10.20.3.1 auth-port 1812 acct-port 1813 pac key
AbCel234
Router (config) # radius-server vsa send authentication
Router (config) # dotlx system-auth-control
Router (config) # exit
BEa<T YR =1 B

show cts server-list RADIUS #—R"HiEXFE R LET,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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cts cache W

cts cache

DRAM £ L TN NVRAM ~® TrustSec ;B Al B L ORET — X FHROX vy v v T oA X—TNIZT D
IZ1%. etscache 7 u— )L a7 4 FXal— gy avwry REHEHALET, Sy v a7 0 &B—
TNCT AT, Zoavry RO no B EFEHLET,

[no] cts cache {
enable |
nv-storage {bootflash: [dir] | disk0: [dir] | disk1: [dir] | sup-bootflash: [image]}

}
W oRH enable CTS OF v v = FH— hEA X—T M LET
nv-storage DRAM ¥ ¥ v v a2 HHFNAFHEBMERA L —UICEBEZIAEND LI L,
Xy FT—27 FARAL ZAOBEFEFIC av A FL—I0 5 DRAM F 4 v &2
MMATIEND LI LET,
bootflash: dir nv ARL—YOMNEELTT— 7T T4 M) EBELET,
diskO0: dir nwARL—UOMEELTTAAZ 0T 4LV 27 MU EBELET,
disk1: dir nwARL—YOMNEELTTAAZ 1T 4LV7 N REELET,
sup-bootflash: image nv A ML —VDONEE L TA—N=N_A P T—= 7T a2DFT 4L 7 b
VEEELET,
TI4+IE FIZFNLMIFY V2T A =T ATT,

Jua—sr a7 4 ¥ 2 b—3 g (config)

Fh—-b&hd1-4 0-) Administrator

avy FERE Jyy—=x EER
12.2(33) SXI Zma~r KA, Catalyst 6500 U — 2 A4 v FITBMENE LT,
12.2(50) SY PMK %+ v ¥ = ®H%H— F &, Catalyst 6500 > ) — 2 ZA v FITBEME

HEREDHA K51

nET,

cts cache =~ > RILFBGE, #Frl. BLXUORET —#EHO DRAM ~OX v v 2% A Fx—7 I L
FT, Fr v rZid, BABIOEAICL > THREINZEHEROA T F U ABLOEERDOZOHT
To F=AMTET A ZAAFOZ LT v (NNAT— R GEHE, PAC) OEF 2T RA L —
Ch, V7 N2 TERITHEAON—= R 2T aR—3k o FCERELET, EHON—FT =T

T —ARNTNRWES, VY7 b7 =32l —3 32 F—Z 71X DRAM BXUNVRAM % {F
L CE SN E 7,

Cisco TrustSec TiL, &7 /31 AMEHHTE 5 AAA Y—-3 (Cisco Secure ACS 5.1 LIK) #fEHAL T
BHADOXA N—ZFBIEBLUOERA L THh 5, TrustSec Xy U =7 ~DT 7B ANAREND X DI

PRI DHZET, XYy NT—0 TARAZAOEXaT 777 REERLET, RBIEB I ORARETT
L, BRIZILIESLSODMADTY, Fv v v I BAR—T N> TWDHEE . ZOBEHRITEFA A
TEDH, Xy bU—7 TAL ZFTACS IZHER LR TH Y v 7 ZRETE 5720, U7 — MR

[ oL-22192-02-J
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W cts cache

CTS 77U FPERIEMTE, Xy NT—=2DT XA F YT 4 MRH ELT, ACS OATRAMER L
FI, Ty TIFEEEAEY (FHRITY 77— MRROEZ D) EFRIEAEREEAEY (FRITY
T — MR LI ICRIFTEET,

5l wIZ, Fxvva PR—beAA 2= VT 502 RLET,

Router# config t
Router (config) # cts cache nv-storage diskO:
Router (config) # cts cache enable

BEEITUF avv kR EEA
clear cts cache X—ANTORNEFEZ VT LET,
show cts keystore XF—RANTONEERRLET,
cts rekey

cts credentials

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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cts change-password Il

cts change-password

02—V TNA A ERBFEF— O TRAY— FEEE T 51X, cts change-password ###E EXEC
avwr FefHLET,

cts change-password server ipv4_address udp _port {a-id hex_string | key radius _key } [source
interface_list |

BXDERH

T2+

avv K E—F

Fik—bSha1—4 0-))

server ALY —NEHELET,

ipv4_address BIEY— DO IP 7 KL A,

udp_port FRFEHF— 30 UDP H— |k,

a-id hex_string ACS +— RO A MY vV EBELET

key TreYa =M 5 RADIUS F—a4aE LT

source TR Y hOBETT FLADA VX —T oA ABEELET

interface_list FRENFEVANDHIEOVDA L E =T 2 A A XA TBELWRID AT A—F %
BELET,

Zoawy NIZET 74V MIb FHA,

FeiE EXEC (#)

Administrator

avy FoEE WDa~<y =R LET
av v FER y1y—=x EER
12.2(50) SY Zma~r KA, Catalyst 6500 U — 2 A4 v FITBMENE LT,

BEREDAL T4

N

GE)

cts change-password =~ > NI LV | FEEFITFHEIES —NEHREL RS TH, B—/L T/351 X
& Cisco Secure ACS FRAEY — \HTHEAINDI AT = RE2EEST L LN TEET,

cts change-password (X, Cisco Secure ACS ® 5.1 LIfED R— 3 V CHAR— R I TWET,

T 2T ) A== H ¥y — D Catalyst 6500 Ti, 2 DDDA—R—=NA VDT A H— R
ATHEZIL, "R =2T R—ADFXF—A N7 ZFEHTRHTLILERHD 3, AT — REH
TavvRZEY, TIT 4 TBIPRRAZ N A== A2, RILTNA A RRAT— RBRFES
NHGENRHY £,

[ oL-22192-02-J
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Ml cts credentials

cts credentials

Sy hU—27 FAL AD TrustSec ID B LU A T — R&EIRET DI121%. B EXEC £— KT cts
credentials =~ FEEHLET, 7 LT ¥ L 2HIERT 2121, clear cts credentials =~ R %
fEHLET,

cts credentials id cts_id password cts_pwd

DA
TIHILE
avykF E—F

Fh—-b&hda1-4 0-)

credentials id cts id EAP-FAST %f# ]l L T Cisco TrustSec 7 /34 A CRBIET A & &IZ 2
TN ZANFE T 5 Cisco TrustSec 7 /34 A ID #FE L £, cts-id B4

. ROR 32 IUFETRIF L/MFEXGILET,

password cts_pwd EAP-FAST % L Tftho Cisco TrustSec T /34 A TRIET D & X (T

TN, ANERT 22T —RE2EELET,

L

¥t EXEC (#)

Administrator

avy FERE

HEREDHA K51

GE)

3l

Jy—2 EER

12.2(33) SXI Zoavr RH, Catalyst 6500 U — X A4 v FIZBIMENE L,

TrustSec %> F 7 —27 FNRAL Z 7RIy gy ar bhae—/ (NDAC) FIFETHMAT HHE. cts
credentials =~ > N, EAP-FAST %l L THI®D Cisco TrustSec T /31 A L #BFEEFT H BEIC, 2D
AA » FMEHT % Cisco TrustSec T/W’ AIDBLORRAYU—FRERELET, CTSOZ LT Uy
VB E#RIT startup-config T3/ F—A M TILRFEINTWAS D, CTS D7 LT v v ¥ )L OIRERS
WEARER AR (NVGEN) 7 r® AT i?@ﬁé#’biﬂ‘/yo 734 A%, Cisco Secure Access Control
Server (ACS) "6 CTS 7AT T 4T 4 52F0 Y THENDED, ACS Mo TR Iz & XITH L
AU —FZzHBAERT DL IICTEET, 607 LTy i, F—X M7 THRIFS N,
running-config ZR1F3 2 LE MR R £F, CTS 7314 A ID 2R/~ T 511, show cts
credentials =~ > REFEHLET, RESNT AT — RIERRINERA,

FNRAZRID FFRIFRAY—RFEEFTAIZIE, a<vr REFAANLET, ¥F—XA T2 27 V75232
IZ. clear cts credentials =~ F&HHL £,

CTS /34 2 ID " EH S i34 . Protected Access Credential (PAC) L&\ T /31 A 1D |2 BEE )
ToNTEY, HILWWTAT T 47 I LTUIAEN TS, TX3TO PACIETF—A M T b
HWEENET,

Wiz, CTS 734 A ID % himalaya, /XA U — K% cisco [ZFRE

Router# cts credentials id himalaya password cisco

THHERLET,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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cts credentials W

CTS device ID and password have been inserted in the local keystore. Please make sure that
the same ID and password are configured in the server database.

wIZ, CTS/"A A ID % atlas, /XA U — F% ciscol23 ICEET A4 %2R L £ T,

Router# cts credentials id atlas pacssword ciscol23

A different device ID is being configured.

This may disrupt connectivity on your CTS links.

Are you sure you want to change the Device ID? [confirm] y

TS device ID and password have been inserted in the local keystore. Please make sure that
the same ID and password are configured in the server database.

WIZ, CIST A ZAID BLIONRAT—F 27— 2R R TH02RLET,

Router# show cts credentials
CTS password is defined in keystore, device-id = atlas

[CEEIEINS avwyk H7LT
clear cts credentials Cisco TrustSec 7/3A A2 ID £ /RAT— K& 27 VT LET,
show cts credentials HAIED Cisco TrustSec T34 A ID BL O RA T — FRkEEZFRLET,
show cts keystore N=RTzTBLORY 7T 2TDOXF—ANTONFERRLET,

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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W cts dot1x

cts dot1x

DA
T4+
avY R E—F

CTSdotlx f > X —T7 xR a7 4 Falb— a3 EF—F (config-if-cts-dotlx) ZFALEL TA
S —7 = A XD TrustSec FFEFEH A ~—ZRET DL, ctsdotlx =2~ FEEHLET, ¥ —
Tx2AASA~Y—%T 4 =T NCTHITIE, Zoaxr RO ne BREZHEHLET,

[no] cts dotlx

Zoawy RIZiE, slEEITF -V —FEH0 £HA,

A B —T 24 AD CTSdotlx 2> 7 4 Xal—a iFZTF 744 N ClEF 4 E—7 A TF,

A H—=Tx2A A a7 4Fal— a3 (config-if)

Fif—bEhd1—¥ 01 Administrator
avy FERE yyy—=x EHER
12.2 (33) SXI3 ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,

HEREDHA K51

il

TrustSec dotlx FRBFEY A v — 5 RKET DHINI, /1 vV F—T 2 A a7 4Fal—ar E—Rh»
A VHE =Tz A ADLD dotlx 7 v — VIR ELET, CTS dotlx MEXEIL, TrustSec EAC 7
& 2 Tid72 < TrustSec NDAC ZHIE L £,

WOHITIL, Catalyst 6500 U —X 24 v FIHHNT dotlx f ' F—T = A XA AT Fal—g
VE-REAF—TMCEPTICCTS av 7 4 Fal—vary = FERBLET,
Router (config-if) # cts dotlx

Warning: Global dotlx is not configured, CTS will not run until dotlx is enabled
(G1i3/1)

Router (config-if-cts-dotlx)# ?
CTS dotlx configuration commands:
default Set a command to its defaults

exit Exit from CTS dotlx sub mode
no Negate a command or set its defaults
timer CTS timer configuration

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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cts dotix W

avwro kR

default timer
reauthentication (cts
VH—=T A R)

CTS dotlx iR

FESA~—%T 74N MEIZY Y FLET,

timer reauthentication
(cts 1 X —T = A R)

CTS dotlx

PORES A v —ERELET,

show cts interface

CISA v Z—T 2 A ADAT—ZABIVOREEFRTNLET,

show dotx interface

IEEE 802.1x @

BOE Lt A FoR LET,

[ oL-22192-02-J
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W default timer reauthentication (cts f ¥2—7 1A X)

default timer reauthentication (cts 1 3 —7 x4
A)

CTS dotlx kX A ~—% T 74/ MEIZY By FF5I101E, CISA v F—T =z R a7 ¥z
L —3 g v F— KT default timer reauthentication =~ > FZ A L £9,

default timer reauthentication

EXOHA timer reauthentication CTS FREE¥ A ~—%F 7+ /L MEICRELET,
TI+IE 3600 F)
avy R E—F CTSA v H—TxA4 A a7 ¥zl —v a3 (config-if-cts-dotlx)

Hf-pEh31-¥ 01 Administrator

avy FERE Jyy—=x EER
12.2(33) SXI ZDaw KA, Catalyst 6500 > U —X A4 v FITBMEINE LT,

#ERLDAHS RSAY CTS HERIEZ A ~—DF 7 )V MllZ 7 v — 317 dotlx HEBiED T 7 4V b (3600 ) TF, Zd
HA<—NWTTHE, T AT, CTSO%y NU— 7 |CHIBIEL T (NDAC),

5 W, 77— T 7 40 MEIZ CTS Bt A ~—x Uty M 2B &2RLET,

Router # configure terminal

Router (config) # interface gigabitEthernet 3/1

Router (config-if) # cts dotlx

Router (config-if-cts-dotlx)# default timer reauthentication

BlEav VR avwyFk ELE]
cts dotlx CTSdotlx f v H—TxA R AT 4 Fal—ar ET— ReltLET
(config-if-cts-dot1x),

timer reauthentication = CTS HERIAL X A ~— A BT L E7,
(cts f v HZ—T =4 R)

show cts interface CTS A Z—T a2 A ZADAT—ZABIVHRELFRLET,
show dotx interface IEEE 802.1x D% & & MeHEHMAER T L E£7,

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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timer reauthentication (cts 1 v4—7xz4%x) M

timer reauthentication (cts 1 2 —27 x4 X)

HERGEA A ~— %2 RET DI, CTSA v 2 —Tx2A A a7 4 Falb— a3 F— KT timer
reauthentication 2?/]\%@% LET, XAM~—%T 4 8—TNMIZTDHIZEFE. ZOa~v> KD no B
AEFEHLET,

[no] timer reauthentication seconds

DA
TIHILE
avykF E—F

Fik—bSha1—4 0-))

reauthentication seconds

HiEA A~ —a2RELET,

L

CISA v H—TxA A a7 4 Fz2lb— 3 (config-if-cts-dotlx)

Administrator

avy FEE

BEREDHL FF1

Jyy—=x
12.2(33) SXI

EER

ZDavry KR,

Catalyst 6500 U — X ZA v FITBEMENE LT,

D a=w R, TrustSec HiliE X A ~—%52RELET, ZOXA~—NM T TD&. T4 A%
CTS @Z\“) ]\ U—7| ﬁumuﬁbij— (NDAC)

15l WIZ, BRBEY A ~—% 44 IR ET D6 2R LET,
Router (config-if-cts-dotlx)# timer reauthentication 44
[CEEIEINS avwyk BiEA
cts dotlx CTSdotlx f >4 —TxA A a7 4Xal—ary E— FelBLET

(config-if-cts-dot1x),

default timer

reauthentication (cts
VHE—T A R)

CTS dotlx FiRfEX A ~—% T 74/ MEIZU &> N LET,

show cts interface CTSA >V Z—T a2 A ZADAT—ZABLIVHRELFERLET,

IEEE 802.1x OfE & ftatlFma F£rm L ET,

show dotx interface

[ oL-22192-02-J
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MW cts layer3

cts layer3

CTSVA Y3 hFUAR—M = VA A B =T 2 A A%AFX—TVIIREL, ISR v —&
N7 4y RY—%#EATHITIE, ctslayer3 A U F—T A R AT 4 Fal—Tar avy
Pz LET,

cts layer3 {ipv4 | ipv6} {policy | trustsec forwarding}

DA
T4+
avY R E—F

ipv4 | ipv6 IPv4 £ 7213 IPv6 DWW afEE L

policy FehYz2f A H =Tz X T T 4 v 7 R =B LOBISKRY
WA LET,

trustsec forwarding F—=r0 2 A B =T A ZDCIS LA ¥ 3 FT LU AR— & A F—
T LET,

FIZFNLEFTIZICTS LAY 3 FI v AR— MIADTR>TVER A,

A B =Tz A AT (K2l — 3 (config-if)

Fif—bEhd1—¥ 01 Administrator
avy FEE Jyy—=x ETER
12.2(50) SY Zpaw s RA, Catalyst 6500 > U — X A A FITEMENE L,

HHEDHA K51V

il

WIFND RN F7 7 4y 7 avy FBEXMSa~ L FE2 CTS LAV 37— U= AT 2052 E
T 51TiX. cts policy layer3 7 m— 3L a7 4 Fab—v gy av s REHLET, CTS L1 ¥
3= U2 AV F—T A ABAFX—TNMILT, b7 74 v 7 R —BILOBIHNFY v —%
WHT DT, cetslayer3 A V4 —T 2 A A arv 7 Fal—varyavwr FEEALEY, T
T4 w7 R —BLOBFSRY > —DFEMI OV T, cts policy layer3 Z& R L T 72 &0,

WIZ, CTS VA Y3 b TV AR—N F—brUxAf A H—T oA A A X—TWIT D0 %R LE
\?AO

Router# config t

Router (config) # interface gigabitEthernet 6/1

Router (config-if)# cts layer3 ipv4 trustsec forwarding
Router (config-if) # cts layer3 ipv4 trustsec

Router (config-if) # cts layer3 ipv4 policy

pgdEa<w R

avwvk B

cts policy layer3 CTSVAY3 FTIVAR—FD LT T 4 v 7 R —BIOBIHRY > —
ZHEELET,

CTSVA¥3 hIVAR—F arv74FXalb—varTHEHAENS FT
T4y R —BROBHIHNRY o —DAFTERRLET,

show cts policy layer3

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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cts manual W

cts manual

DA
T4+
avY Rk E—F

TrustSec FEjAf v X —T A X a7 4 Fal— gy 37— REBET 5121%, cts manual £ >
R—Tx A A a7 4 Fal—rary avy REHEHLET,

cts manual

Zoavwy ROEXIEHY FHA

ZOa<wy RET 7440 MEH Y EHA,

A H =Tz AR a7 4Fal— a3 (config-if)

Fif—bEhd1—¥ 01 Administrator
avy FERE yyy—=x EHEE
12.2(50) SY ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE LTz,

HEREDHA K51

3l

BgdEa<w R

VoZWR) =B eFa )Ty 7YYo —v gy 7Fr hajil (SAP) ZRET S TrustSec Fi)
A H—=TxA A AT 4FXalb—ary 3 7E— R2BBET 5I20E, cts manual / > %X —7 = A &
ar74F¥alb—vary avy REFHLET, sap £72idpolicy 7 2~ RBRE S TN
A, TrustSec IZA v A —T 2 A ANBESNTWARWEIITAZET,

CTS FEht— FRRESINTZHE, 802 1X FRAEILY v 7 THEITSNEFA, R —%2EFEHRL, U

Z\ZHEAT 221, policy 7 a~ o REHEHA LET, 774 /L Md no policy T3, MACsec U 7
F’sﬁﬂ FLEFRET DL, SAP XA —3 3 0 RIA—FEEXTDILEROYVET, 774V 1
¥ no SAP T3, ML SAPPMK #V > 7 Dffiin CRET D2LERH Y ET (0F V., WHE).,

Wiz, CTS FWE— FaBthd 2064 L ET,

router# conf t

Enter configuration commands, one per line. End with CNTL/Z.
router (config) # interface giga 2/1

router (config-if)# cts manual

router (config-if-cts-manual) # ?

CTS manual configuration commands:

default Set a command to its defaults

exit Exit from CTS manual sub mode

no Negate a command or set its defaults

policy CTS policy for manual mode

propagate CTS SGT Propagation configuration for manual mode
sap CTS SAP configuration for manual mode

[ oL-22192-02-J
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W cts manual

avwy kR

g&

B

policy (cts FBIA v F—T = A
R avZ4Fal—yar¥
7E— 1K)

sap (cts FEHA X —T A R
+7E—F)

show cts interface

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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cts policy layer3 W

cts policy layer3

Cisco Secure ACS NMEATER2WHE, VAT ALATCTIS LA V3 F IV AR— AT 7407
RY =L FIANRY > —%FRET HITIE, cts policy layer3 /' m— 3L a7 4 Fal— gy avw
U REEHLET,

[no] cts policy layer3 ipv4 {[exception access_list] | [traffic access list |}

[no] cts policy layer3 ipv6 {[exception access_list] | [traffic access list]}

DA
FI74I+
avv kR E—F

ipv4 exception access_list  ({EE) IPVAL3 DT 7 4 v 7 KU L —2hlS 2 EFHT D ERFHD
ACL Z¥8ELET,

ipv4 traffic access_list IPv4 TrustSec %A F—7 WMLV 732y FBLOF—bhv=a %Y
AN LT EEHADO ACL 2 EL £,

ipv6 exception access_list ({£E) IPV6L3 DT 7 4 v 7 KU > —IHs 2 EFHT D ERFALD
ACL #f8E L E 7,

ipv6 traffic access_list IPv6 TrustSec & A X —7 WIZ L7V T7 Xy hBELOF—bhv=A %Y
A NLEEREHD ACL ZHRELET

7 7 4V b X no policy T,

Ja—n) ar74¥a2lb—3 g (config)

HF-bEhd1-% 0-) Administrator
avy FEE Jyy—=x EER
12.2(50) SY Zoawr R, Catalyst 6500 >V — X AA v FIZBMEIE Lz,

HHEDHA K51V

CTS VA% 3 bT AR — MEEEIX, TrustSec 24 X —7 NI LIzRxy NU—2 BT A F25D L
AY2SCGT # /& vTF 740, 77— a L VIETrustSee ry hU—27 BT A b &
BELGEEIR, BELLECIS VA Y37~ U= TLA Y 3 DT EMEREREIND LDICT
EET, hT T4 v T R —iF, T3CTD TrustSec A X —7 NI Lz 7%y hBIOZICH
ST AF— b T2 TRLVAZYVANLETZ®Z URANTYT, S EY > —i%, CTS A% 3 F5
VAR— OO TeMEEEHA LN T T 4 v 0 B VA RNTAET /A VRRNTY, LI A
Vo—ORBICHEHENS RADIUS X7y M, 2V T CEETIHILENRHY £7,

c7 7427 KUY —BILOFISNARY > —I1E, cts policy layer3 {ipv4 | ipv6} traffic access list and
the cts policy layer3 {ipv4 | ipv6} exception access list 7 v —/N)L a7 fFal—ay avs R
THELET, CTSL3 V=V A X =T 2 AT T4 v 7 R —=BLOHBIRY v—
ZiE 3 5 I21E, cts layer3 {ipv4 | ipv6} policy f > ¥ —7 = A XA a7 4 Fal—ar avwr R
EEHLET, CTISL3 V= U =Af S F—Tx2A A% A X —TMIT HITIE, cts layer3 {ipv4 |
ipv6} trustsec forwarding f > ¥ —7 A A a7 4 Fal—var avr e LET,

[ oL-22192-02-J
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M cts policy layer3

WOXHIIMEREOHA FT74 0 BLOHIREEE LT Cisco TrustSec L' ¥ 3 SGT F 7 v A&KR— k

ERELET,
. CISCO TrustSec L' A4 ¥ 3SGT h 7 > AR — MMERRIZNN— F Y = TH B E VR — b3 58K — hE1F
HETEET,
e Cisco TrustSec L4 ¥ 3SGT F IV AR—b DT 7 4 w7 RY T —BLOFISRY > —I2iFk
DOHIERH Y £97,

— AU T—i, IPIEEEZIFIP ARt EIiE ACL L LTEHETHILERH D 7,
— RY =ik deny = N EEDH I LIETE EHA,

— WCACENR T 747 R —BIOBINRY =DM HITFET D85a1E, BIARY
V=B & E T, Cisco TrustSec VA ¥ 3 1 FEfbid, £® ACE iZ—%3 537 v k
TEITINET,

o ’IT7 4w RIT—BLOBSARY —FFREY— b F v ra— R (ZHHAO Cisco I0S
Release THAR— I TWBEHE) 570, £721% ip access-list global =27 1 ¥ =2 L — 3
avy REFALT, A ARLFHTRETETET, A —FROLV—MZESHTHEHA SN
ESraN

- NI T4y RY —FIFFBR Y = BRFET A X T rn— REn S 5E. FE
TRESNTZNT 747 R —FEBIAFRY o— L0 bEBEREINET,

— WAE—MERTES. FF T4 v 7 R — BLOBINKRY o — Dl ); 2 FE8 TRE
THE FETRESNLERY —BHEHINET,

— BRIV —AAREHTES, VT T4y 7 RY =R =R LTRET H L. HSR

U o—dA S EH A, Cisco TrustSec LA Y3 BT BN T 7 4 v R —I2HS
WTCA U F—T oA RAZEHINET,

- mqu"j‘”—/\ﬁ"ﬁiﬁ%T%j— ]\77/( v T) /”—75‘3‘:%‘( Hﬂ?éhf‘/‘fcﬁl/\iﬁé\li\ Cisco
TrustSec VA ¥ 3 W 7Mbb A v 2 —T =24 ATETENEE A,

i Wiz, VE— b Cisco TrustSec KA A 2L A ¥ 3SGT F TV AR— 2RETHHEZ R LET,

Router# configure terminal

Router (config) # ip access-list extended traffic-list
Router (config-ext-nacl)# permit ip any 10.1.1.0 0.0.0.255
Router (config-ext-nacl) # exit

Router (config)# ip access-list extended exception-list
Router (config-ext-nacl)# permit ip any 10.2.2.0 0.0.0.255
Router (config-ext-nacl) # exit

Router (config) # cts policy layer3 ipv4 traffic traffic-sgt
Router (config)# cts policy layer3 ipv4 exception exception-list
Router (config) # interface gi2/1

Router (config-if) # cts layer3 trustsec ipv4 forwarding
Router (config-if) # shutdown

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # exit

BEavUF avw vk E5EH
cts layer3 27497 R —BIOBIHNRY —% A X —T|Z
L. CTSOLA Y3 FFUAR—F F—F o=zt £V
H—7 =2 A RTHWMLET,
show cts policy layer3 CTSLA¥3 FT v AE—FCHEAINE T T4 v
NI —=BROBISRY v—2 KR LET,

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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cts refresh W

cts refresh

TRCEZIFIHFHED CTS 7 D TrustSec BT RAIRY —% V) 7Ly ad b0, Bk — N2k
2L yFIZF T — RENT SGACL RV —%2 U 7L v a2t 5I12iE, F#E EXEC £— R T cts
refresh =~ > RZEH L x4,

cts refresh environment-data

cts refresh policy {peer [peer id] | sgt [sgt_number | default | unknown] }

XX DA environment-data BETST—4%2) 7Lyl alLET,
peer Peer-ID UEE) peer-id WHRE SN %6, HESN-E T ERICEHETHRY v —
PRy 7ryvadnEzd, $XCOET KUY —2FHTHI2iE, 1D
ZIEE L2\WT Enter 2 L £,
sgt sgt_number FREEY— 25D SGACL R Y ¥ —DRIEEY 7 Ly v 2 2 EfT LT,
SGT BENIBESNTWDES, 0 SGT IZHEETZRY > —7E1F R 7
LyvashEd, 3XCoeX2V7 4 IN—T 27 K —%U 7
Ly a$52iE, SGT FH & EETIZ Enter ZH L £7,
default T74N0 D SGACLRY) v—%2Y 7Ly LET,
unknown FED SGACL KU —% U 7L via LET,
T+ 2L
avv kK E—F ¥#E EXEC (#)

#ih-bahda-4 n-

Administrator

avy FEE

BERLEDAS K1Y

Jy—2
12.2(33) SXI

EER

Z ® =~ R, Catalyst 6500 >V — X 2 A »F T cts policy refresh & L
TEBMESvE Lz,

Z @Oz~ R, Catalyst 6500 >V — X A A »F T cts refresh policy (222
FTINFE L7, sgt. default, 335N unknown ¥— 7 — KR EMSNEL
7=

12.2(50) SY

FTNTO TrustSec E7DETRAIRY —%V 7Ly at5101%, 7 ID ZEELARWT cts
policy refresh Z# AJj L £,

7 #8 A AU 2 —1% EAP-FAST NDAC GRFED ) DT Cisco ACS ORI H v rm— RFah
i?‘ Cisco ACS ZETRAIKY > —%FHT 5 L | _&“Eénfwiﬁ‘ﬁ\ cts policy refresh =~
v RIZL Y, Cisco ACS % A ~—BHIREINIC R DENICAR Y O —DRIREE & 58H cEx £3, Zo=
~URNE BExX2 VT oA—T &7 (SGT) ZWHATE, X274 JN—TF 778X a3k
27—/ U A K (SGACL) % 3#lTZ % TrustSec 7 /34 AT IZBIHE L £ 7,

[ oL-22192-02-J
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W cts refresh

] WIZ, TRTOET D TrustSec ETRARY > —2V 7L v 2T 50ERLET,

Router# cts policy refresh
Policy refresh in progress

WIZ, TXTOET D TrustSec ETBAIRY o —%2F£RT D2 RLET,

VSS-1# show cts policy peer
CTS Peer Policy

device-id of the peer that this local device is connected to
Peer name: VSS-2T-1

Peer SGT: 1-02

Trusted Peer: TRUE

Peer Policy Lifetime = 120 secs

Peer Last update time = 12:19:09 UTC Wed Nov 18 2009

Policy expires in 0:00:01:51 (dd:hr:mm:sec)

Policy refreshes in 0:00:01:51 (dd:hr:mm:sec)

Cache data applied = NONE

RS avwy Rk B
cts refresh
clear cts policy CTS RY v —%F XTI Y TT 5, ©7 ID £720% SGT IZ LV BT
V7 LET,

show cts policy peer T RTCEIFFFED TrustSec E7 DOETRAIFR Y —RERRINET,
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ctsrekey M

cts rekey

X274 7YY= gy 7 a ba (SAP) THEMT S Pairwise Master Key & FA2 3 % (2
i%. cts rekey ### EXEC 2~ > REFH L E T,

interface type slot/port SAP ¥ —%FAER TS CTS A V4 —7 = A AZIEEL£T,

DA
TIHILE
avykF E—F

T 7 AN MEZH Y EE A,

¥#E EXEC (#)

#h—-pShA1-¥0-)  Administrator

avy FER Jy—=x EER
12.2(50) SY Zma~r KA, Catalyst 6500 U — 2 A4 v FITBMENE LT,
10S-XE 3.3.0 SG ZDa<wr R, Catalyst4500 >V — X A A v FIZBMEE LTz,
108 15.0(1) SE Zoa~w R, Catalyst 3000 >V —X 2 A v FITBMENE LTz,

HHEDHA K51V

3l

i

ik

E=1

SAP @ Pairwise Master Key (PMK) U 7 L v ¥ aidi@iE, *v bV —27 £ X2 B LU DotlX 78
(BT 2R EAR RN Y A v —DAAEDLREICEY N H—Sh, ABNIITbRLET, 5
F—m FEHCTEHT 2HEIT, Z<OHAE, XYy PV =27 TFI=A b —var0bXa ) 748
rDO—HTY, FETPMK OV 7 by =2 Zi@fild 2121, ctsrekey =~ FEHLET,

TrustSec (%, DotlX FBIAFTAA v FRID U o 7 MK S5AL ZER T D MLBEDRWFEHIa L 7 a2 L —
vay ®—REYFR—-FLET, Z0OHE, PMK X, sap pmk CTS FE) A > ¥ —T A A a7 4
X2l —Tgryavwlr FEFEHALTY V7 OO T AL ATFEITRESNE T,

wOFETIX, FBELI-A L Z—T 214 2D PMK ZH4AERK L E7,

switch# cts rekey interface gigabitEthernet 2/1
switch#

[ oL-22192-02-J
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M cts rekey

BEaT YR avwyk ETL)
sap (cts FE)A ¥ —T = AR
¥ 7 E—F)
show cts
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cts role-based

cts role-based W

SGT @A R 3 v, TrustSec NetFlow /X7 X —# & SGACL 5l # FHE CHRET HITI1L. cts
role-based 72— 3L a7 4 X2l —v gy av s REFHLET, a7 4 X2l —3 3 U2
B+ 5iciE, 2w RO no JERAMHEH L ET,

[no] cts role-based enforcement [vlan-list {vian-ids | all} ]

[no] cts role-based {ip | ipv6} flow monitor fnf-ubm dropped

[no] cts role-based 12-vrf instance _name vlan-list vian-ids [all]

[no] cts role-based permissions default {access-list | ipv4 | ipv6} access-list access-list . . .

]
]
[no] cts role-based ipv6-copy
]
]
]

[no] cts role-based permissions from {sg7 | unknown to {sg? | unknown}} {access-list|ipv4 |

ipv6} access-list, access-list, . . .

[no] cts role-based sgt-caching vlan-list {vian_ids | all}

[no] cts role-based sgt-caching with-enforcement

[no] cts role-based sgt-map {ipv4_netaddress | ipv6_netaddress} | sgt sgt_number

[no] cts role-based sgt-map {ipv4_netaddress/prefix | ipv6_netaddress/prefix} | sgt sgt number

[no] cts role-based sgt-map host {ipv4_hostaddress | ipv6_hostaddress | sgt sgt_number

[no] cts role-based sgt-map vrf instance_name {ip4_netaddress | ipv6_netaddress | host
{ip4_address | ip6_address}}] sgt sgt_number

[no] cts role-based sgt-map interface interface type slot/port {security-group | sgt} sgt number

[no] cts role-based sgt-map vlan-list [vian_ids| all] slot/port sgt sgt number

EXDERA 12-vrf instance _name

(EE) VAVY2VREF A LV AZ LU ALERBELET,

enforcement

FTRTCOLAVICTSA LV E—T = ADR—H)V T
NA 2D SGACL il 2 A4 F—T iz LET,

interface interface type

FBESGT I omBEE-IIMBEL A Y3 A X —T =
ARAMBED N T T4 v 7l TEINET,

vlan-list vian-ids

VLAN ID #$§%& L£9, 4% VLANID I35 >~ TX4Y)
S, ID oI ANA 7 THRESNE T,

all

(fE&) 3XTD VLANID #fiE L £,

with-enforcement

SGACL &2 A4 2 —7 D SGT Fv v v T a4
F—7 NIz LET,

sgt-map ipv4_netaddress |
ipv6_netaddress

(&) SGT ICHEfT T 512y P —2 ZHREL £,
IPv4d 7 FL 2% By MIE 10 #EHKFL T, IPv6 22
V16 R TANLET,

sgt-map ipv4_netaddress/prefix |
ipv6_netaddress/prefix

(EE) SGT ., fEEL=Y 7%y b 7 FL- 2 (IPv4
F72IXIPVE) DT RTORA NI~y BT E3N5b X
ITHEELET, IPv4 X Ry & 10 #4% CIDR F£id
T, IPv6 T 16 EEERTLTHRESNET, O ~
128)

[ oL-22192-02-J

Cisco TrustSec R4 v F IvF74Fal—vav 4 F



$7HE Cisco TrustSec a2 FOFE |

MW cts role-based

sgt-map host ipv4 hostaddress | EELIZAARNIP T RLRALIEELR SGT #3140 K
ipv6_hostaddress LET, IPvd 7 RL 2% Ry MEE 10 KT,
IPv6 w16 EHKTL TANLET,
sgt sgt_number (0 ~65,535), ¥¥x=2VUT 1 ZV—7 %2 (SGT) &
TEBELET,
vrf instance _name VIRTT SA A TYER L7z VRF A V AX V AEFRELE
‘d—o
TI4IE 2L
avv R E®=F Jua—)L ar7 4 X¥alb—3 3 (config)

HFf—pEh31-¥ 01 Administrator

avy FERE yy—= EER
12.2 (33) SXI3 Zma~ v KA, Catalyst 6500 U —2 A4 v FIZBEMENE LT,
12.2 (50) SG7 ZDa~r KA, Catalyst 4000 U —2 A4 v FIZBMENE LT,
12.2 (53) SE2 Z D=y KA, Catalyst 3750(E), 3560(E), X0 3750(X) ¥ U —X
A yFIEMENE L (vif £7213 IPve AR — 72 L),
12.2(50) SY WDF—U — N, Catalyst 6500 U —X ZA v FITEMENE LI,

¢ [no] cts role-based enforcement
¢ [no] cts role-based ip flow monitor user-defined-monitor dropped
¢ [no] cts role-based ipv6 flow monitor user-defined-monitor dropped
¢ [no] cts role-based ipv6 copy
¢ [no] cts role-based permissions
15.0(0) SY WD F—U— FiE, Catalyst 6500 > U — X A1 v FITBMENE LT,

¢ [no] cts role-based sgt-map interface

¢ [no] cts role-based sgt-map vlan-list

HAEDLA 1Y HEHIC SGT #XEL [P 7 RLRIZw v B 7§ 5795, Cisco Identity Services Engine, Cisco
Secure ACS, #1471 v 27 ARP A A7 g, DHCP AX—VE 7 HALM T vF L IHRA
A v FTHEHATE 724, cts role-based sgt-map =~ > K& HEH LT SGT #IRONEIZ~w vy BT
TEET,

o H KA IDIPv4 £721XIPv6 7 KL X

o IPv4 £/ IPV6 X v N —2 F123H T Fy bV —7 EOFTRTOAEA b
* VRF

H—Ff 721345 VLAN

LAY 3B E IS v —T = A R
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B—OHRA M ZKFLRESGT DS UTaVY

cts role-based sgt-map host =~ > Rix, IPFELT RVABERA M 7 FLAR—H LIEHEIC,
ZDFEF Y MIHEE SGT 234 > RLET, 20 IP-SGT 31 7 ¢ > ZIFEREIAM S i bK< |
MOEE T OSBRI SNTZZEDOMDNA T 0 7 (SXP Fiid v — IV CRRREFE AR A N

E) BEETAIEARERSNET, "M T 4 71%, SGT A VARY v a 3 L SGACL &)

WAL v TF ETa—IVERENET, ZORL T4 ITRHELIZAANIP 7 KL AT

NEME—DNRA T 4 o T THDHEE., 2NN SXP BT ICm 7 AR—bhENET,

2y RIT=0FREFYITRY FIT—H FELRESGT DL T4y

cts role-based sgt-map ipv4 netaddress | ipv6_netaddress ¥ Z T cts role-based sgt-map
ipv4_subnetaddress/prefix | ipv6_subnetaddress/prefix =2~ Nif, f8E LRy hU—2 7 N L i
PN M2, FBE LT SGT 314 FLET,

SXP IHEESNI% Y T — 2 EEH TRy T — 2 NOTRTOFEERFEZ IP-SGT A v F 4
7 OEERRIEE R T AR = LR, IPV6 /A VT 4 27 LT F Y b S VT 4 1T SXP
N=Dg 2 PED SXP VAT — ET7EITIC 7 AR—FENET,

VRF & SGTO/If T4 V5

vif ¥ —U— FiZ. LLRGIC vrf definition 72— L 227 4 X2l —3 a3y avy RCERINEME
BL—T 4 v I BEXO T4V =T 4 7 T—TNVERELET, VRF a0 7F A MOREIZZO
=a 7ILOFFHSTT, cts role-based sgt-map vif 72— )L a7 4 Fal—ay avw FTH
EINZIP-SGT XA T 4 703, HHESNTZ VRF &, ANENZIP 7T FLRADH A T L - T
SNDIP 71 haloN—T g ACEEST 57 IP-SGT O 7 —7 M A S ET,

VLAN & SGT O v EVY

cts role-based sgt-map vlan-list =~ > Fix, SGT #$5E I 4172 VLAN 7% VLAN Ot » Mo
YRLET, ¥—TU—Rallik, A/ vy FTHR—FINTWVD VLAN OLHFH & [F U T, REREME
AR (NVGEN) 7'mt X THREFENEE A, FHE SGT 1345E L7z VLAN OWFhinT(E LI2ERE
Ry M vy REnET,

LAY 3AVE—Tz4RIVEYY (L3IF)

cts role-based sgt-map interface =~ > NI $BE LI LAY I MBS v ¥ —T = A X% EX 2T 4
IN—TDAHMETNLSGT ICNAA Y FLET, ¥F 2V T 1 V=T DA SCGT z~ v B /4%
X YT 4 T—TIERT — T L, TrustSec BrEET — & & — IR — "0 b X oo — R X
AUE T, cts role-based sgt-map interface security-group =~ > RiE, EX =2 V7 1 Z—TO4HI
DT =T NBPMERTERWGSITES SLET,

BX2 VT4 TN—TOT—T AR THE T ya— RENDIZPEFIND =N, TCTO L3IF
<2y BV EINET, BESNIA LV E—T oA AERBRAT AR N2 EES>TXTOXR Y b
T—7 L7 47 AR LT, IP-SGT N1 U F 4 7B, B, 38R EnE4,

NAOTAVTREERT 44 ) T4

TrustSec [EFERELGNT, vAF— A T4 7 T—=F_X=ADP-SGT A T 4 T V—2A
MoB&EMRkLET, 722 21E. SGT b policy {dynamic identity peer-name | static sgt tag} cts
interface A~ R CA L F =T oA RAHEH SN DG ERHVET (TAT T 474 F—F b
V7). BIEOELIEN OMAIEF L, /AP bRKET, ROLEBY TT,

1. VLAN : VLAN-SGT ¥ v B> 7R E ST VLAN EORX—¥ > 7 S iz ARP N7y b
FHRENEAL T 4T,

2. CLI: cts role-based sgt-map 72— )L 27 4 ¥a L— 3 a~vr RO IP-SGT X%
LTRESNZT RLA RS T 47,

[ oL-22192-02-J
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MW cts role-based

3. LA¥3 A% —TxAZ%: (L3IF) =B L7=L3[F-SGT v~ v B L IRTAF T 4T 4 R— |
~ vV EERTAE I OULEDA v E—T oA AEEBH /A EFEO FIB #nik= 2 Y BNFERKET
BIMENT=ARNA T 4 7,

4. SXP:SXP BT mbL¥EHEINTAL T 4T,
IP_ARP : & Z7f1F S#7c ARP /N7 » h23 CTS il ) v 7 TRF SN L S ITEE SN A
T a7,

6. LOCAL : EPM £ T4 2 F T o XU Tk o THEBE SNFEBIEEARA FONRL T 4 7,
TDEATDNA T 4 72, L2 [I]PM BRESNTZR— FD ARP AX—E U 2 k- T4
BINlfflzeDARA M EENLET,

7. INTERNAL : 2 — AV CREINZIP T RLRAET AL ZMBE D SGT O T 1 7

L2 VRF OEIYET

[no] cts role-based 12-vrf vrf-name vlan-list {vlan-list | all} 7' 02— V)L 27 ¥ a2l —T g a~v
> R TiZ, vlan-list 5130213 —D VLANID, » o~ TR -7 VLANID ® VU &k, £=13 A7
> CRH)5 7z VLAN ID Ofii & E T £,

F—U—FRallid, xy bV —27 TRA AL THR—=FENTWS VLAN OE#iPH &[5 T4,
F—U— K all 1%, REEMEAR (NVGEN) Yot XA THREINLEE A,

cts role-based 12-vrf =~ > K3 [E U VRF ICEEPIEITT 2546, AN Sns#kE L& a2~ N,
B E &7z VRF ([Z#gE &7z VLANID #BL £,

cts role-based 12-vrf =~ > N CEE I N7z VRF H10D Y4 TiX, VLAN L1 ¥ 2 VLAN & L CTHERF S
NTCWBNET 77 47 T3, VREFDEIDYTHRT 7T 4 77z, 58 L7z IP-SGT XA T 4
7% VRF & IP 71 k2L N— g VBT D 7B E#f-—2 (FIB) 7— 7 VIZiBM SV E
3, VLAN O SVI BT 77 4 71Z75b &, VRE 225 VLAN ~DEID Y THRIET 7T 4 72720,
VLAN THEEINTZT R TONRAL T 0 7 SVI @ VRF IZEERHT Bz FIB 77— 7 VB &
nET,

VRF 75 VLAN ~DEI D 4Tk, BV Y THRIET I T 4 772> THHRFEINET, SVI BEIRE
7. £/ X SVIDIP 7 FLADORENEESINTZBE/ICHT 7 74 7{bEnEd, 877 74 7k
N4, IP-SGT S > F 4 > 7%, SVI @ FIB (BT T S 17z FIB 7 —7 425, cts
role-based 12-vrf =~ > RIZ L > TEIV HCTHN VRE ICBES T 57 FIB 7 —7 WICRESINE
7

A—)LR—X D3|
VAT LD CTS A X—T NV LTeb A Y 3 4% —7 x4 A0 SGACL &l & 7' v — /il A R —
TNEFET 4 B—7ICT 5IZIE. [no] cts role-based enforcement =~ > R&EHH L 7,

CTS ® CLI 2w ROFGHIZR RINLI B — L _X—RXA T 7R arybe—LEBLta—/L~_X—2
ACL i, Cisco TrustSec ¥~ =27 VD X2 VT4 F—TF 77X arba—1 J R L
(SGACL) 24 L £,

VLAN 34

SVIA v Z =T 2 A ALETOLVAY2AAL Y F R ATy hE L3 AL F R X7y MIxET % SGACL
Wi &2 A R — TV FE 2T 4 B — 7 T 51213, [no] cts role-based enforcement vlan-list {vian-ids
|all} =~ REHERALET,

vian-ids 51452 1ZH— VLAN ID, VLANID U * k| F721% VLAN ID i # HE&E CT& £, ko
VN T ) FRiEhr~ 1) CTRUIY £T,
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cts role-based W

F—U—FRallld, 77 b7+ — AL > THR—F S TW5H VLAN OEHiFH L RETT (&
ZIE, Catalyst 6500 VLAN #iH (L 1 ~ 4094 T4), HE D=~ F%%ﬂé/ T5 e MR EDH
DET, SGACL BHEESNTZTXTHOY A DT RTO VLAN ICEH SNET, F—T—Fall iX
AEREMEAER (NVGEN) XA TREIERA,

57 /v h Tk, SGACL #iililix VLAN TA X —7 1 Tlidb v ¥ A, VLAN ® SGACL il & A
X =TT B 7DITIE, cts role-based enforcement vlan-list =~ > FA2RITT L4 RNH Y £,

3l

a2—/L_X—2 77k ara—/) (RBAC) Di##H| S TWD VLAN TSVIRT 7T 47 ThD
A . RBACIZZD VLAN NDO LAY 2 BIURLA V¥ 3DE DAL »F K 23> MMIx L Tl <
hiﬁ‘ LAY 3 AL v F 7L SVI ZH L7 VLAN N TTIIfEA TE 20, SVI A L7
AL RBACIE LAY 2 AA v F K ATy hORIIR L THEHl & E 7,

Flexible NetFlow

BEOS X TNV 7u—FT7 Vs MefEHLT7r— La— FZSGT 8LV DGT 71::—2”7“‘/“;7
AR E SN TWE A, Flexible NetFlow I, SGACL #fflic k> T RFa vy &N 37 v MO
TEET

flow record ¥ LU flow exporter 72— 3L 227 4 Xl — gy a<w s FeALT7r— L
a—RFBRO7r— 2 AR—FEZFRELT1L, b % flow monitor 2~ R L T7r—
FT=HITBMLET, show flow show =~ FEMEH L CHEEZERLET,

SGACL ® N v 7 Iii= "y M2 ZIUET 5121, [no] cts role-based {ip | ipv6} flow monitor
dropped 7o — L a7 4 Xalb—v gy awry REHERALET,

Flexible NetFlow O#ZLI L URREDFFMIZHOWTIE, RO~V =27 a2 LTI 7SN,
[Getting Started with Configuring Cisco 10S Flexible NetFlow ]
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get start cfg fnflow.html

[Cisco I0S Flexible Netflow Configuration Guide, Release 15.0SY ]
http://www.cisco.com/en/US/docs/ios-xml/ios/fnetflow/configuration/15-0sy/fnf-15-0sy-book.html

WOFI T, Catalyst 4500 >V —X A A v F R, RAKMIP 7 FL XA 10.1.2.1 2 SGT 3 {2, 10.1.2.2
Z SGT 412 A » RLTH b, show 2~ FTHRLET, ZNHDNSA T 1 713, SXPIZ&-
T SGACL #HlDAA v FiZHE SN ET,

cat4k# (config)# cts role-based sgt-map host 10.1.2.1 sgt 3
catdk (config) #cts role-based sgt-map host 10.1.2.2 sgt 4

cat4k# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source
10.1.2.1 3 CLI
10.1.2.2 4 CLI

IP-SGT Active Bindings Summary

Total number of CLI bindings
Total number of active bindings

o
N

[ oL-22192-02-J
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MW cts role-based

WO TIE, Catalyst 6500 >V — AT, VLAN 57, B L1089 ~ 101 % VRF 1Ripv4 (21 v 4 TE 7,
VREZvif Zu— )L a7 4Falb—3 gy avy RCEREALTT,

Cat6k (config) # cts role-based 12-vrf 12ipv4 vlan-list 57, 89-101

E#EaT Y F avwUF SitEA
cts sxp Xy RT—27 FNf R 2 SXP 2/ ELET,

cts sgt D=V TN ADEX2 VT 4 IN—T 2T ERELET,
show cts role-based sgt-map H— ) _R—ZA TR arybg— U IEREERLET
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cts server M

cts server

RADIUS =N J—T70ua— K NGV U T ERET DI, Z7e— L a7 Falb—Ta v
F—RTetsserver 2~ FEFEHLET, n— R R0 727 0 8—T 02T DHI21F,. 2oz
~ RO no IBXEHEHLET,

[no] cts server deadtime timer secs
[no] cts server key-wrap enable

[no] cts server load-balance method least-outstanding [batch-size transactions]
[ignore-preferred-server]

[no] cts server test {ip4 address | all} {deadtime seconds | enable | idle-time minutes}

BT EREA deadtime timer_secs WolztfElEp e LTe—7 SNV —THNOP—
Z, EOLbWOMK, —E A FITERL TTWT 2
WrERELET, T4V MI200TY, FRETE
HHEIHIE 1 ~ 864000 T,

load-balance method least-outstanding  Cisco TrustSec 75 A ~_X— k ¥ — X F)L—F|Z
RADIUS v — R RNZ v A 3 —T L, &b
RIBLD T P 7 v a ROt — " E@IN L E
To 774NV ETIEH, n— K ART Uy 7 EHENE
NEUR

batch-size transactions (FFE) NyFZricgEvbTcond oy riay
O, T 7 IV D transactions 1% 25 T,

N

GE) RNy F VAN AL—Tv k& CPUODARTICE
BILEENRHVET, T 748 Ny F A
AP 25 DIFEAEHREL £+, Zhit. CPU 0#&
FHCERBEZ MIFES R, @AL—T v MOk
WiLENTWBEEDTY,

ignore-preferred-server (EB) Byvare2kzZ2@m bR Uy —"%2EHL%
WEIIZAAL v FITHER LET,

test {ip4 address | all {deadtime seconds | 157 X17- RADIUS +— _"F7 134 A4 F I v H—N

enable | idle-time minutes } } YA MANDOTRTOYF—\Txt LT —MEtET 2 B
EFRELET, T7HNMETIE, TAMITRTOY—
NI LTAX—T NI > TVWET, T+ D
deadtime |3 20 > C9, fEETE 2#FEIL 1 ~ 864000
WTt, 774/ b idle-time 1% 60 BT, #pHIL 1 ~
14400 T3,

key-wrap enable TrustSec @ RADIUS #—/N#lf512xf LT, AES F—
7 v T OM A F—T M LET,

TIHIE
Deadtime 20 b

Batch-size 25 hT UV a v

test idle-time 60 b

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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Cisco TrustSec a2~ FOEE |

W cts server

Y

avY kK E—F

Ju—s L ar7 4 X2 b— g (config)

Fi-br&hda1-4 o) Administrator

avy FERE Jy—= EER
12.2(33) SXI Zmoa~r KA, Catalyst 6500 U — 2 A4 v FITBMENE LT,
12.2(50) SY key-wrap % — U — F{%, Catalyst 6500 > U —2 ZA v FIZBMENEL

BEREDAL T4

]

776

AA v F % FIPS F— FCBB ST 55613, key-wrap ¥— U — FE2EHLE T,
RADIUS #— v — R RT3 7 OFEHRIZKDO URL TAFTEET,

http://www.cisco.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html

WIZ, = "FREZHE LT Cisco TrustSec — U X v &2FRRTHH 2~ LFET,

Router# configure terminal
Router (config) # cts server
ignore-preferred-server
Router (config) # cts server test all deadtime 20
Router (config)# cts server test all enable
Router (config) # cts server test 10.15.20.102 idle-time 120
Router (config) # exit
Router# show cts server-list
CTS Server Radius Load Balance = ENABLED

Method = least-outstanding

Batch size = 50

Ignore preferred server

Server Group Deadtime = 20 secs (default)

Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins
Global Server Liveness Automated Test = ENABLED (default)

Preferred list, 1 server(s):

load-balance method least-outstanding batch-size 50

*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6E55
Status = ALIVE
auto-test = TRUE, idle-time = 120 mins, deadtime = 20 secs
Installed list: SL1-1E6E6AE57D4E2A9B320D1844C68BA291, 3 server(s):
*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6F55
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
*Server: 10.15.20.101, port 1812, A-ID 255C438487B3503485BBC6F55808DC24
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
Installed list: SL2-1E6E6AE57D4E2A9B320D1844C68BA293, 3 server(s):
*Server: 10.0.0.1, port 1812, A-ID 04758B1lF05D8C1439F27F9509E07CFB6.
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
*Server: 10.0.0.2, port 1812, A-ID 04758B1lF05D8C1439F27F9509E07CFB6.

Status = DEAD

auto-test = TRUE, deadtime

idle-time = 60 mins,

= 20 secs

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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| $7% Cisco TrustSec a7 FOFE
cts server M

P i=iedVN S avy kR B
show cts server-list AAA — Nl — R RSV THEOY A MNEFRELET,

Cisco TrustSec R4 v F IvF74Fal—vav 4 F
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M ctssgt

cts sgt

FETRY NT—T TNRNAL RZEXF 2T 4 JV—T #7 (SGT) FEEHHVHBTHIZIE, Fr—n
NarTZ 4 Fal—aryE—RFRTetssgt A~ REHFEHLET, ¥ 7 Z2HIRTHICE, a2~ Ko
no W AEZMH L £,

[no] cts sgt tag-number

DA
TIHILE
avyYy Rk E—F

Fh—-b&hd1-4 0-)

TNAAMBEEEIND Ny FO SGT ZFELET,
FLTT, FHETEHHPEIL 1 ~ 65533 T,

tag-number

tag S1HKIF 10 R

SGT #HNEFIV B THNEEA,

Ju—sL 2y 7 4 X2 b— 3 (config)

Administrator

avy FEE

BERLEDAA K1Y

EER
ZdOa~r R, Catalyst 6500 >V — X A v FITBMESE LTz,
Zoawy R, Catalyst 4000 >V — X 2 A v FITBEMENE LTz,
Z =z~ R Catalyst 3750(E) 38 L UV 3560(E) ~ UV — X A A v FIZEM
SNE LR,
ZDawr RR,

Yy—2
12.2 (33) SXI3
12.2 (50) SG7
12.2 (53) SE2

12.2 (53) SE2 Catalyst 3750(X) ~ U — X AA v FITEMENE LT,

v RREY— NIRRT AN ANDREFEEND ANy PHIC, DTS A
77 EATERWGAIL, BEHT S SGT %?@JJT RETEET
FE)THD H T SGT & v b ET,

@%@ Cisco TrustSec @Jf’ﬁf
2 SGT %%J@ ﬂ:!lfi?o POR Jd‘“—‘/\
j‘i uqu"j—‘—/\z}‘EiunéT%ﬂﬁ_ SGT D1 ijﬁ’

1 WiZ, Xy hT—27 TA4AD SGT # FENCHRETHHERLET,
Router# configure terminal
Router (config) # cts sgt 1234
Router (config) # exit

BZEav Uk avUFk BL

show cts environment-data CTS BigEr— 4 %a# - LET,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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ctssxp Wl

cts sxp

Xy T =27 FNL A2 SXP 3R ET HITIE, ctssxp /2— b a7 4 Fal—Tay avr R
PHEHLET, Z0a<wr FiE, SXP 2 A x—7MZL, SXP RAU—FR, ET7TOAE—H—L U R
F—BRBIOERIMEZRELET, T, XM U T A VI EROuTOL V[ A7 20 B2

9, SXP a7 4 Xa2lb—2araT 4 =TT BITiE. Zoavr Fone BRXEHFEHAL T,

[no] cts sxp connection peer ip4_address password {default | none} mode {local | peer}
[speaker | listener] [vrf vrf name]

[no] cts sxp connection peer ip4 address source ip4_address password {default | none} mode
{local | peer} [speaker | listener] [vrf vrf name]

[no] cts sxp default password {0 unencrypted pwd | 6 encrypted key | 7 encrypted_key |
cleartext pwd }

[no] cts sxp default source-ip ip4_address
[no] cts sxp enable

[no] cts sxp log binding-changes

[no] cts sxp mapping network-map bindings
[no] cts sxp reconciliation period seconds

[no] cts sxp retry period seconds

BX DR connection peer ip4_address E7 SXP 7 FLUAZRELET,
password {default | none} WOAT v a v EHERLT, SXP BRETHEHTHAT S /20—
NafaE L ET,
e default : cts sxp default password =~ F&fiH L TiE

LT 740 b SXP RATU— REMFHLET,
e none: NAU—REHHLEEA,
INAT — RO REFEL 32 XFTT,
mode {local | peer} UE— R E7 FAL 20O —LEHEELET,
e local : EEE—NiIn—H L TNA RERLET,
o peer: FEEE—NEIET TNA AERLET,
network-map bindings 0~ 65535, IP-SGT # X /7 BIVPZ I AR—- DOV TRy M &

WET DA TFFASND, SGTIINA T 4 I T&ELYT
Fy b AWAD T FVAORRE, PR LICT 2121302 AL

9,

speaker | listener speaker : 77 4 /L b, TOF SN ZAREEREDOBEZ A E— D —T 77
D E9,
listener : Z D7 NA ANRFHROBRIZY A F—1272 0 £7,

vrf vrf_name (EE) €70 VRF 28 ELET, T 74/ MEF 7 4Lk VRF
T,

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
[ oL-22192-02-J .m



$7HE Cisco TrustSec a2 FOFE |
W cts sxp
default password SXP DT 74NV K RAUV—FRERELET, 7UV7 7FA L X
0 unencrypted _pwd | A=K (0 £723A T v a s LEER) idms b3
6 encrypted_key | TJ—F (6 FHx 747V a &) 2ANTEET, /R
7 encrypted_key | U— ROKKEIZ 32 XFTT,
cleartext pwd
source-ip ip4_address () EETLT A ADIPvA 7 FLAZHELET, 7 FL A
DHE SN TV RWES, #ktid, 7 74/ hOREEILT KA
REINTWBEER)., FRIEAR—FDOT FLAZERALET,
enable Cisco TrustSec ¢ SGT #Z#t 7" 1 k =)L over TCP (SXP) A % —7
MZLET,
log binding-changes IPLSGTONRAL T 4 TOEROX L A LET, 7
T F v MEF T TT,
reconciliation period seconds  SXP16IF % A ~—%Z® L ¥4, #iPHIL 0 ~ 64000 T+, 7 #
A RF 1208 (243) TT,
retry period seconds SXP VU NJ7A4 #A~v—%ZEHELET, #HAIX 0 ~ 64000 TT, 7
74V MEX 1208 (243) T,
TI+IE
SXp FIFNIFTTF =T
log binging-changes off
password none
reconciliation period 120 #
retry period 60 Fb
source-ip FTI7ANVEDEETLIP T FL A2 BESNIL T
BEE) EEE—F T FLX
VRF F 74/ F® VRF 4
a<>F £=—F Jua—sr a7 4 ¥ a2 b—3 g (config)

Fik—bShad1—4 0-))

Administrator

avy FEE -2

EER

12.2 (33) SXI3

ZdOa~ R, Catalyst 6500 >V — X 2 A v FITBMESE LTz,

12.2 (50) SG7

Zoav s RH, Catalyst 4000 &V — X A4 v FIZBIMENE LT,

12.2 (53) SE2

Z®oa~r Rk, Catalyst 3750(E) 38 L OV 3560(E) U — X A4 v FITi8
Mm&EiE L7z (log binding-changes — 7V — F72 L),

12.2 (53) SE2

Zoa~r R, Catalyst 3750(X) v U — X A4 v FITBIMEINE LK
(log binding-changes ¥— 7 — K7z L),

12.2 (50) SY

mapping ¥ — 7 — RGBS E LT,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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HEREDHA K51

]

ctssxp Wl

BT ~D SXP N cts sxp connection peer 2~ > K& H L CREINZHA. Bt — 2T %
ERTEES, vif F—U— NIEETT, VRFABFES L TW2RY, 7213 VRF 47° [default
EWVWIHARTTIREINTWDEE, HhtlET 74NV N V=T 4 VT ERE T+ T =T 47 KAV
THRESNET,

SXP #ifie/SA T — RODF 7 4 /L FgREIT none T, SXP #FEIXIP 7 RLAZ LICRESND =D,
BEOET ZFOT /5 A%, TELH7E1F%L D SXP #kia FFoZ LN TEX E£7, cts sxp default
password 2~ RiX, T34 ACRESINTWDHTRTO SXP HFIEETHEMAT LT 744 k
SXP RAT— R&FHELET, SXP/SAT— NI,

0|7]6 encrypted key WsBAbZ A4 7 A7 a b EMHALTYZ VT THFRAMELIIKELLIZ DA
HALET, 774V MIEAT0 (VT TFRAL) T, BEEZA TN 6 72137 THLHHE. K
AL D password 51EE, BNRZAT 6 E12F XA T T O SETIFANTHLILERLD £,

SXP R U — R&HIFRT 512X, no cts sxp default password =~ > R&fEHL £,

cts sxp default source-ip =~ Ri%, EEILIP 7 RLVABE SN TWRWIEAIZ, SXP B3FHH O
TCP ¥fse T X CIMERT 27T 74V bOEETLIP T RLAZHRE LET, BEFEO TCP H#fild, o
av Y RBANENTHRELZ T EHA, SXPH#KIZ3 604 A ~v—I2L->THIE SN ET,

o H{EITHA~—
o HIBRDOERE—N KA v XA ~—
s BRZAA~—

BRAT2M<—

BT A ~—1%, A< eb 120 SXP #BEBBBH L THRWESIZ NI A—ShET, Z0FA
<~ —DOHIENEIND EH L SXP #EmARITESNET, ZOX A ~v—fHEHET HITIL, cts sxp
retry period =~ > RZHEHALET, 774/ MEIX 120 B TF, fHETE %L 0 ~ 64000 72T
T, BEuofEix, BefTnRE L2 £3,

BlIlRDFR—IL FEHY 24T —

HIBRD A=V RE D A A ~—fHITRETET, 120 PICRESNTVET, ZDOX A ~—L, SXP
VAF—mnZ o35 NI F—SNET, ¥Ur Lo o8 L7 IP-SGT v v B 7,
ZOEA—nNHREIIIZA D LHIBRSNET, HIBROF—L RE DY XA ~—0nHREINIZ 7 DRI
WZE D LTIEmAEIL SN SE, BRZA~—D0DRBInET,

BwREIA<—

BTN SXP #EK T T2, NEOHIBROKR— L RE T v &4 ~—D0bENnET, HIBROKR—1
KAy ZA~—DETTHRNCET DF#ERT 5 &, SXP ERZ A ~—2BtmInEd, SXP EF
X A ~—NT 77 4 772, Cisco TrustSec ¥ 7 b ¥ = 7 IZRiEI O T%E L7z SGT v v v

7 = Y ERFEL, B R EHIBRLET, T 740 MEIE 120 B (247) TY, SXP #E/F

HHZ O BICRET DL, XA ~—NT =722V, fiBlOEROTXTo L R U BHIBRES
F9, ZOFA~v—%EFHET HITIL, cts sxp reconciliation period =~ FEfFEH L 9,

Wiz, SXP %A x—7 Iz L, SwitchA (A& —%—) T SwitchB (U A} —) ~o SXP v 7 Hfi %
RET DB ERLET,

SwitchA# configure terminal

SwitchA# (config) # cts sxp enable

SwitchA# (config) # cts sxp default password Ciscol23

SwitchA# (config) # cts sxp default source-ip 10.10.1.1

SwitchA# (config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

Wiz, SwitchB (U 2F—) T SwitchA (A& —A—) ~® SXP ©7 iz ET 2B &R LET,

SwitchB# configure terminal

[ oL-22192-02-J
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$7HE Cisco TrustSec a2 FOFE |

W cts sxp

SwitchB (config)# cts sxp enable

SwitchB(config)# cts sxp default password Ciscol23

SwitchB(config)# cts sxp default source-ip 10.20.2.2

SwitchB(config)# cts sxp connection peer 10.10.1.1 password default mode local listener
BEa<Y R avwyr SR

show cts sxp TRTOSXPHEDAT — X ARERLET,

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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clear cts cachne WM

clear cts cache

TrustSec 387/ % 27 U 7 L. clear cts counter ¥i# EXEC =~ F&HHA L £,
clear cts cache authorization-policies [peer | sgt]
clear cts cache environment-data
clear cts cache filename file

clear cts cache interface-controller [type s/ot/port]

X DA authorization-policies [peer | sgt] TRTOF v v 23N/ SCGT BLRETRARY ¥ —
7 VT LET,
environment-data BT Xy via 77 ANEZ VT LET,
filename file VT TEF v via TrANDT 7 ANLERELE
‘j‘o
interface-controller type slot/port IJVTTBA v E—Tzf A arvia—T7 Fxvak
BELET,
T+ E L
avv kK E—F ¥¢iE EXEC (#)

HF-bEhd1-% 0-) Administrator

avy FEE Jyy—=x EER
12.2(33) SXI Zpaw s RA, Catalyst 6500 > U —X A4 v FITBMEINE LT,
12.2(50) SY interface-controller & — 7 — K%, Catalyst 6500 > U —X A A v F T
AShE Lz,
i WIZ, vy vanbBRET—ZZHIBRT 26257 LET,
Router# clear cts cache environment-data
Router#
~
GE) BT ORABEIOSGT RV v—d 7 U 7k, SGACL % il T& % TrustSec 7 /34 A7ZIFIT
B L E 4,
BEavTVF avw> kR HL
cts cache DRAM ¥ X T'NVRAM ~® TrustSec #F Al B L VBRET — X HHROF v v

VakA X =T NI LET

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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W clear cts counter

clear cts counter

BELicA &

— 7 = A A® TrustSec #HaHEHZ 7 U 73 5I12i%. clear cts counter $## EXEC =~

YREFEALET,

clear cts counter [type slot/port]

WX DA

TIHILE

Fh—-b&hda1-4 0-)

type slot/port EE) 2IUTTDHA4 0 H—T 2 ADA L H—T xA A
AT, Auy b, BEXOR—FNEHEELET,
L

¥#E EXEC (#)

Administrator

avy FERE

BEREDHL FF1

3l

yy—2

EER

12.2(33) SXI

ZdOa~r R, Catalyst 6500 >V — X A v FITEBMESE LTz,

clear cts counter =~ FiX, BIR LA L F—T oA AZEEDCTS oo 2% 7 VT LEST, A
VH =T 2 ARBEINTWRWEA, TXTO TrustSec 1 ¥ —7 = A ADFTXTD TrustSec

TN T

ShZE7d,

Iz, GigabitEthernet f > % —7 = A Z 3/1 ® CTS #¥iH1E#H%Z 27 U7 LTHh» 5, show cts interface

a<w v R

Router# clear

LB 2612~ LET (show 2~ R IDT7 77 A R &R R),

cts counter gigabitEthernet3/1

Router# show cts interface gigabitEthernet3/1
Global Dotlx feature is Disabled
Interface GigabitEthernet3/1:

<snip>

Statistics:

authc
authc
authc
authc
authc
authz
authz

port auth fail:

<snip>

success:
reject:
failure:

no response:
logoff:
success:
fail:

O O O O O o o o

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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| $7% Cisco TrustSec a7 FOFE
clear cts counter W

BEEavwY R avy kR H L
show cts interface CTISA v X —T 24 ADAT— X ABIOREEFNLET,

Cisco TrustSec R4 v F IvF74Fal—vav 4 F
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W clear cts credentials

clear cts

DA
T4+
avv R E—F

credentials

TrustSec /34 2 ID B LU RA T — R&HIBRd 2 I12i%. H#E EXEC &— F T clear cts credentials =

~Y FEEHLET,

clear cts credentials

Zoawy RIZiE, slEEITF -V —FEH0 £HA,

L

¥ekE EXEC (#)

#Fh—bhA1—¥ 0-) Administrator
avy FERE yy—=x EER

12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,
ﬂm Router# clear cts credentials

Router# clear cts environment-data

Router# show cts environment-data

CTS Environment Data

Current state = START

Last status = Cleared

Environment data is empty

State Machine is running

Retry timer (60 secs) is running
[CEEIEINS avwyk H7L)

cts credentials TrustSec ID B LA U — F&EFREL £,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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clear cts environment-data W
clear cts environment-data

Xy v amb TrustSec BREET — % #HET 5121, K4 EXEC £— R T clear cts
environment-data =~ > FZ2fEH L £9,

clear cts environment-data

B e Zoawy N2, BIEELITF—U—FIEH Y FHA,
T4+ L
avv R E—F

¥ekE EXEC (#)

Fh—-b&hd1-4 o-)

Administrator
avy FERE yy—= EER
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE LTz,
] WIZ, ¥ v vanhbBRET— 227 V7350~ LET,
Router# clear cts environment-data
IV F avwvk HTL:]
show cts environment-data CTS BEFr— 2 HFH L FET,

[ oL-22192-02-J
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W clear cts macsec

clear cts macsec

BESNEZA VX2 —T7 24 AD MACsec I 7> X% 7 U T3 5I21%. clear cts macsec counters =~
VREMEALET,

clear cts macsec counters interface type slot/port

WX DA interface type slot/port o A— T AR ELET.
avvk E—F F5HE EXEC
#h—br&hd1—40-1  Administrator
avy FEE -2 EER
12.2(50) SY Zmoa~r KA, Catalyst 6500 U — 2 A4 v FITBMENE LT,
il WOFITIL, Catalyst 6500 3 U — X ZA v F D gigabitEthernet f > X —7 =A A BT Z& 7 UT L
£
Router# clear cts macsec counters interface gigabitEthernet 6/2
EEaTUF avwyFk SiBA

show cts macsec

show cts interface

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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clearcts pac Wl

clear cts pac

¥ — 2 775 TrustSec Protected Access Credential (PAC) 15#% 27 U 74 511d. ¥t EXEC E—
R°C clear cts pac =~ FEEHLET,

clear cts pac {A-ID hexstring | all}

ST A-ID hexstring ¥—2 hTBHIERYT 5 PAC OA—t T 47 —% 1D (A-ID) %HEEL
£
ol F AL ADTRTO PAC ZHIRT 5 £ 5 ICHELET,
FIALE mL
YU FE—F 5 EXEC (®)

Fi—bEhd1—¥ -1 Administrator

avy FEE yy—=x EHEE
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,
5l wKDa<s R, F—AFTOTRTOPACE# 7 V7 LET,

Router# clear cts pac all

BIEaTUF avwv Rk By
show cts pacs F—2 h7® PAC ® A-ID BE O PAC tE#HE=HE R LET,
show cts keystore X=X NTORNFERRTLET,

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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M clear cts policy

clear cts policy

TrustSec 7 O ET AR Y L —ZHIBRT 511X, M EXEC £ — R T clear cts policy =~ > F&ff
HALET.

clear cts policy {peer [peer_id] | sgt [sgt]}

X DA peer peer_id TrustSec 7 534 207 ID 2#$5E LET,
sgt sgt TrustSec 7 T XA 20X 2 VT 4 7 V—7 %7 (SGT) %, 16 ##K
THEELET,
T4+ 2L
avy kR E—F ke EXEC (#)

Fi—bEhd1—¥ -1 Administrator

avyEFI4NLE

Jy—= EER
12.2(33) SXI ZOawy RH, Catalyst 6500 ) — X A4 v FIBIMENE L,

BRALEDHA RS54y TTO TrustSec ET7DOETRAMNY > —% 27 U T3 5121, €7 ID Z45E L7\ T clear cts policy
peer 2~ RZH L EJ, TrustSec 7 DX =2 VT 4 S —F ¥ 7% 27 V73 25I21L, clear cts
policy sgt =~ FAHH L E ¥, i3 2I2iL,. show cts policy peer =~ > R&FEH L E T,

5 WOFTIX, 7 ID 2 atlas2 @ TrustSec 7 O T RAKRY > —%2 27 U7 LE 1,

Router# clear cts policy peer atlas2
Delete all peer policies? [confirm] y

Router#
BlEav K avwyFk H7L)
cts refresh ETERAIRY —EBEICY 7Ly 2 LET,

show cts policy peer TrustSec 7 OETRARY v—%2FKRLET,

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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clear cts role-based counters W

clear cts role-based counters

X2V T4 IA—TACL#FH AV 2% Yty b9 2512i%. EXEC £— RFE 721347 EXEC £—
R clear cts role-basedcounters =~ > 2 L £9,

clear cts role-based counters default [ipv4 | ipv6]

clear cts role-based counters from {sg¢ num | unknown} [ipv4 | ipv6 | to {sg¢ num | unknown}
[ipv4 | ipv6]]

clear cts role-based counters to {sg¢ num | unknown} [ipv4 | ipv6 | ]

clear cts role-based counters [ipv4 | ipv6]

EXX DR default FTIHNVE R =BT H
from BETEX2VT 4 IN—T%EELET
ipv4 IPRA=Va 4Ry NI —0TEFa T4 IA—7%BBELET
ipv6 IPR—=Vary6xy NI—7TEFa VT4 FNV—TEBELET
to X2 VT4 IAV—TERELET
Sgt_num (0 ~65533) Ex=a VT4 IN—TF XTI SFERELET
unknown FTRCOEETLINV—T B ELET

avY K E—F EXEC (>). ¥ EXEC (#)

HF-bEhd1-% 0-) Administrator

avy FEE =2 EER
12.2(50) SY Zoaw R, Catalyst 6500 2V — X 2 A vy FITEMENE LT,

BRLEDHA RSMY WBELIEAaZ—70®%2UT 4 Zv—7 ACL (SGACL) &l v ¥ %27V 74+ 512i%, clear
cts role-based counters =~ > K& L =9, show cts role-based counters %, &% clear =~
VRBRRITENTOOLEBINTZHEHEHREZ, #l 7-1IRENTWD LI BRRBXTERRILET,

#l 71 show role-based h 7 >4 h 5 DRFKXD SGACL A

router# show cts role-based counters
Role-based counters

From To SW-Denied HW-Denied SW-Permitted HW Permitted
2 5 129 89762 421 7564328
3 5 37 123456 1325 12345678
3 7 0 65432 325 2345678

from & —7U — R TCTEEL SGT %, to ¥—V— K T35 SGT ##EL 3, from B LA, to F—
T — RO FNEMSNIZHEE, Fa~ ) 7 AREKO T 2087 )T EnET,

default ¥ —V—KiZX, 7741V bO2=F ¥ A b ORY o—FiHE#REZ 27 V7T LET,
ipvd BLVipv6 DWTHHIEELRWESE, a~ U NXIPVE I - 212052 V7 LET,

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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W clear cts role-based counters

] WO TIX, IPv4d 8T 7 4 27 ® SGACL &K O FHERE I AL L TWNAETRTOR— /LR —
A BRI VT LET,

router# clear cts role-based counters ipv4

BEgEa< K

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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clear cts server W

clear cts server

CTS ® AAA — " U X IS —"%HIERT 5121%, clear cts server 2~ REEH L 7,

clear cts server ip_address

WX D5 ip_address F—3 U A RIS 5 AAA F— 0 IPvA 7 FL A,

avwyYy kK E—F ¥t EXEC (#)

Hf-pEh31-¥ 01 Administrator

avy FERE yy—= EER
12.2(33) SXI Zdoa~r KA, Catalyst 6500 U — 2 A4 v FIZBMENE LT,

ERALDAHS RS54y Zda~<y i, cts authorization list 7 o — )L 27 4 X2l —3T gy a~vwy RCHREINE
CTS AAA V— OV AN, FFHIECTS DA — o T4 r—F2OTICLY) Faela=r T3
AAA — N U X e, —_EHIERLET,

5 ROFNE, CTS © AAA — U X R AAA —,310.10.10.1 ZHIFRL 7,

router# clear cts server 1.1.1.1

BEa<w K avwyk H L]

show cts server-list

cts server

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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W default (ctsdotix 1 ¥4 —J T4 X A>T+ X¥al—Lav YTE—F)

default (ctsdotIx 1 2 —2Jx AR AT 4Fx
L— a3y JE—NK)

fEED etsdotlx 2> 7 4 X2 b— a7 740 MEIZETTT S1Z1E, CTSdotlx A > ¥ —7 = A
A a7 4Falb—ary P T7E— RNTdefault =~ R&2HHALET,

default propagate sgt
default sap

default timer reauthentication

LS e
T4+
avv Rk E—F

propagate sgt propagate sgt & 1 % — 7 /I LT 7 4V METLT L ET,
sap 77 4V k@ sap modelist gem-encrypt null (285 L 7,
timer dotlx FFRERERF[EIAY 86,400 DT 7 4 MIZHEIT L ET,

ZOa<wy RET 740 MEH Y EHA,

CTSdotlx f > #—T 2 AR a7 4 Falb—ay $7E—F (config-if-cts-dot1x)

Fi—bEhd1—¥ -1 Administrator
avy FERE yy—2=z EHEE

12.2(50) SY ZDza<wr R, Catalyst 6500 >V — X A v FIZBMEE LTz,
1l Wiz, SGT G A A X — 7 b 562 R LET,

router# config t

router (config) # interface gigabit 6/1

router (config-if)# cts dotlx

router (config-if-cts-dotlx) # default propagate sgt

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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default (ctsdotix A1 »8—J MR avI74F¥alL—>av4IE—F) M

BEEaTUF avwUF SieA
propagate (cts dotlx % dotlx E— R SGT fatfiz A R—T7 NV EZT 4 E—T VT LET,
TE—F)

sap (cts dotlx f > #— dotlx T— K CTS SAP Z#%EL £,
TxzAAYTE—FR)

timer (cts dolx A > CTSOFA~—%HELET,
H—T A AV TE—

K)

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
[ oL-22192-02-J .m



$7HE Cisco TrustSec a2 FOFE |

W default (cts FEIA 4 —T T4 X AV T4 X¥al—3y H$TE—F)

default (cts FEIf Vo F3—TJ (X a2V T Fal—
vavYIE—F)
EED cts manual =7 (¥ ab—a a7 740 MECEILT 5121%, CTS FEA ¥ —7 = A
Aary74F¥alb—vary ¥ 7%E— FTdefault 2~ > FEEHEHALET,
default policy dynamic identity
default policy static sgt
default propagate sgt

default sap

WX DA dynamic identity BT R —% AAA YV —n"ipbZyra— 457 740 MIEELE
‘d—l}
policy static sgt 774N k@ nopolicy IZETLLET, 2FV, SGTIIANNT 7 4 v 71T
HWHINEE A,
policy propagate sgt  SGT D/EIFEDE— F% On IZHEEL £,
sap 77 41 b SAP fli% 4§ L £¥. (GCM-Encrypt, null)

™.

H
I

™.

avy CTS FEhAf v H—TxA R AT 4 Falb—rar B 7E—NK (config-if-cts-manual)

Fi—bEhd1—¥ -1 Administrator

avy FERE Jyy—2 EER
12.2(50) SY Zoav R, Catalyst 6500 U — X A4 v FIZBIMENE L,

EREDHA K51 CTSDOFEA v X —T AR AL T 4 Fal—ary B TE—RRFA—25F 7 4L MEIZETIZ
1Z. default 72~ REMHEHLET,

i RIZ, Catalyst 6500 'V —RX AL v FD CTS A X—T NMIINTeA VB —T 2 ADT 74/ FDHF
AFIv7 RYv—&, SGT IR Y > —z W\ LT 26 RLET,

router# config t

router (config) # interface gigbitEthernet 6/1

router (config-if)# cts manual

router (config-if-cts-manual) # default policy dynamic identity
router (config-if-cts-manual)# default propagate sgt

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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default (cts FBA o8 —T AR av T XaL—2av4TE—F) M

BEaTUF avvFk B7L
policy (cts FEjA > FEFHE—RFOCTS RV > —%RELET
B—=TxzA R AT 4
Fal—Tar 7
F—F)
sap (cts F@hA % — FEET— KO CTSSAP ##%ELET,
Tz A Y TE—N)

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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Hl match flow cts

match flow cts

Flexible NetFlow 7 71— L =2— F{Z, Cisco TrustSec 72— 47 ¥ =7 M & B9 521X, match
flowets La2— KR 207 4 Fal—yary avy REFEHLET,

[no] match flow cts destination group-tag

[no] match flow cts source group-tag

XD destination group-tag  Cisco TrustSec ¥ ¥ =V 7 4 ) —7F %7 (SGT) D37 4 —/v F& R
ALET
source group-tag Cisco TrustSec ¥ = U7 1 Z)Vv—7 %7 (SGT) OEETT 4 —/V K&
BAELET
TIF+IE Zoavwr RIZET 740 MEIHY EHA,
avykF E—F Flexible NetFlow L' 2— K 2227 ¢ ¥ 2 L—3 = (config-flow-record)

Fi—bEhd1—¥ -1 Administrator

avy FERE Jyy—2 EER
12.2(50) SY Zoav R, Catalyst 6500 U — X A4 v FIZBIMENE L,

FREDHS ES1Y RO S XL 7a— 4TVl FEEALT7r— La—RIZSCTHBLRDGT 7r— 47 V=
rRFRE SN TV 5 EA. Flexible NetFlow iZ., SGACL il k> T RFua v 7 =37 v MTxH
TEET

flow record 3 & O flow exporter 72—/ \)L a7 4 Xal—v gy avwr REEA L7~ L
A—RBLOT7r— 27 AR—ZERELTHH, £ b % flow monitor =2~ > FZfEHLT7r—
T=Z|ZEBEMLET, show flow show 2~ FEHEH L CREEMRLET,

SGACL @ N v 7Iii= 3y M2 ZIUET 51TI, [no] cts role-based {ip | ipv6} flow monitor
dropped 7 u— L a7 4 FXal—vary avr FEFEHRHLET,

Flexible NetFlow OHIE IR L OGREDFEMIZ OV TIL, ROV =aT L EZZHL TIEEW,
[Getting Started with Configuring Cisco I0S Flexible NetFlow]
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get start cfg fnflow.html

[Catalyst 6500 Release 12.2SY Software Configuration Guide]

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/i0s/12.2SY /configuration/guide/netflow_h
w_support.html

5 w2, IPv4 7o— La— K (5 #7v Jm, SGT, SGT) i+ oz~ L £,

router (config) # flow record cts-record-ipv4
router (config-flow-record) # match ipv4 protocol

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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router (config-flow-record
router (config-flow-record
router (config-flow-record
config-flow-record
config-flow-record
router (config-flow-record
router (config-flow-record

router
router

(
(
(
(
(
(
(
(

router (config-flow-record

match flow cts W

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port
match flow direction

match flow cts source group-tag
match flow cts destination group-tag

) #
) #
) #
) #
) #
) #
) #
)# collect counter packets

BEgEa< K

avwy kR

SiBA

show flow monitor

Flexible NetFlow 7 v — E=# D AT —Z AB L OHeHEHAF R LET

cts role-based

Flexible NetFlow TiZ, Z®a<> RiZiZ, ¥ XCOLA ¥ 3 A X —
T A7 — =X %5 LT, SGACLIZL->Tkrkuey7&ns h
T4y ORHEREINET HEIICRET LT a v’ 9,

[ oL-22192-02-J
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W platform cts

platform cts

TrustSec M1 E72IFATIDY 7 v o X %A 32— M2 T HIZi%, platform cts 72—/ 3L a7 ¢
Fal—varyavwr ReERHLET, VL7287 4 8—7 0T DI, 2 RO ne B %
ANLET,

[no] platform cts {egress | ingress}

WX DA egress AFX—=TNERFT 4 E—T NI ENDH T TrustSec V 7 L7 ZEFRE L
E7.
ingress AX—TNELET 4= NMIZEND AT TrustSec V 7 L7 X EFREL
EJcae
TIANLE 7 7 4V b, no ingress F 7213 egress reflector T9,
a<>F £=—F Jua—sr a7 4 ¥ a b—3 g (config)

Fi—bEhd1—¥ -1 Administrator

av v FERE y1yy—=x EER
12.2(50) SY Zoa~ K23, Catalyst 6500 & U — X A A v FICBEMSNE LT,
7] ROFITIE, Catalyst 6500 A1 »FTCTS ANV 7L & A x—TMELET,

switch (config) # platform cts egress

ROBFITIL, Catalyst 6500 A v FTCITS ANV 7V ¥ %7 =7 ML LET,

switch(config) # no platform cts egress

BEa< KR avwyk B
show platform cts reflector  Cisco TrustSec V 7L 7/ ¥ £E— ROAT— X A% FRLET,

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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policy (cts FBIf v4—J14R avI4F¥aL—var47E—F) B

polic (cts FEIAM A—T AR AV T4 Fal—
vavHygIE—F)

FHTHRE ST TrustSec U 7R Y —a#HT 5120, policy 1 % —7 = A AFEH 7 E—
Favr FEERLEST, RY—ZHIBRTDI2E, 2~ FOono BREZHEHALE7,

[no] policy dynamic identity peer devicelD

[no] policy static sgt sgt number [trusted]

BX DR dynamic PP — R o — B L ET.
identity peer deviceID ZPIEH—"OEY L — F—2_R—2 D, EFICHEASNLERY > — B
T OENTEET TAAL ZABFERET VR v I 4,

static VoI DFERBINTI 7 4 v 7ICSGT RY —%HELET,
sgt sgt_number T ROOERFE NI 74 v 7 AT X2 VT 0 IN—T 2 TEE,
trusted a< 2 RCSCT BEEENTA LV H—T 2 A ADANI VT 7 4 v 7 Tlk
SGT # L#EEX L TIWIARWI &R LET, 774 /b M untrusted T
7T
TIAILE 77 % v M iZ no policy T,

T
H
I
™.

avy CTS A v #—7 x4 ZADFHH7E—F (config-if-cts-manual)

HF-bEhd1-% 0-) Administrator

avy FEE )= EER
12.2(50) SY ZOavy RH, Catalyst 6500 &) — X A4 v FIBIMENE L,

BRALDHA RS54y  TrustSec V v 7 2 FEITRETHHAIIRY > —&WHT 5IC1E, policy =~ FEHHALET, 7
7 4V M no policy T, T XToD l* 74 v 7% SCT Z#EM L2l SE£d, sap CTS T
T—RFHTa~vr RiEEk, TrustSec V7 %27 v 7T K 0ICRETDIHEND Y 7,

B L7 SAP £— RTSGT 2 ARBEIZ L, T XTOHEF/ v bd SGT #1515 L TWRWEA.
ZEVT RY L —I1TkDLEBY T3,

o policy static =~ > FRRE SN TV DHEA /3T > NI poliey static =~ & N TRE L 7= SGT
WE T ENnET,

e policy dynamic =~ > RRBRESINTWDIHE, Ny NMIF¥ 7T EanEdA,

BR L7 SAP E— FT SGT 24 ATHEC L, #3557 v F2 SGT 2B LTV B A, ¥ ¥ 7 K

Uy—idko LB TT,

e policy static =~ > N2 trusted ¥ —V — FZHEEETITHRE SN TN D5E. SGT 1T policy
static 2~ R CE L7 SCGT ICEEH 2 b ET,

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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W policy (cts FBMA 28 —T AR AT ¥al—Lay ¥TE—F)

3l

* policy static =~ > K73 trusted ¥ — 7V — FZHH L TREINTWDHHAE, SGT IFEEINEE
oo

e policy dynamic =~ > FRREINTNT, @ik — "o ¥y rn— RIUEEAARY v—N
INT ]\O)Jil\:{:lﬁﬂ‘{m%af%fib‘ k%ﬂ—‘bfb\éﬁu\ SGT iy '7/‘3““]*1/7;7:‘:)/ /C*EI
EINTWS SGT IcEEz onE T,

RAERY »—if, €70 SGT, v'7 ® SGT HV 4 THOEHIRRE, FEET 27 SGT @ RBACL,
BIOAM v #—T7 x4 A ACL #fRETEET,

» policy dynamic =2 v FRREINTNT, FUvrr— RENERARY =030y NOE(E
TMEETED L ERLTWAHE, SGT IIAEINEH A,

H%EI’J CEREENT SGT IZ2W T RBACL T A &SN EEAN, kDA > 2 —7 = A ACL %,
MBS LTI 74w 4020 ZTRHICENCERETE £,

WOFEITIX, ZTRTERDONT T 4 v 7 2RE, ET0ODEEFE N7 702712 SCGT3 #HA LE
3 (Cisco Secure ACS — NElIEL TWARWNWA X —T oA R),

Router# configure terminal

Router (config) # interface gi2/1

Router (config-if)# cts manual

Router (config-if-cts-manual)# sap pmk 1l234abcdef mode-list gcm null no-encap
Router (config-if-cts-manual) # policy static sgt 3 trusted

Router (config-if-cts-manual) # exit

Router (config-if) # shutdown

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # exit

Router# show cts interface GigabitEthernet 2/1
Global Dotlx feature is Enabled
Interface GigabitEthernet2/1:

CTS is enabled, mode: MANUAL
IFC state: OPEN
Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: "sap"
Authorization Status: SUCCEEDED
Peer SGT: 3
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED
Version: 1

Configured pairwise ciphers:
gcm-encrypt
null

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher: gcm-encrypt
Propagate SGT: Enabled
Cache Info:

Cache applied to link : NONE

Statistics:
authc success:
authc reject:
authc failure:
authc no response:
authc logoff:

O O O O O

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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sap success:
sap fail:

authz success:
authz fail:
port auth fail:
Ingress:

control frame bypassed:

sap frame bypassed:
esp packets:
unknown sa:
invalid sa:

inverse binding failed:

auth failed:
replay error:

Egress:

control frame bypassed:

esp packets:
sgt filtered:
sap frame bypassed:
unknown sa dropped:
unknown sa bypassed:

policy (cts FBIf v4—J14R avI4F¥aL—var47E—F) B

o O Ul O

O O O O O O O o

o O O O O O

avro kR

B

show cts interface

A B =T x4 AT LD TrustSec X EDMEHERE F R L E T,

default (cts FBEy1 >

B—=TxzA R AT 4
XFal—gr %7

£— R)

CTS FHE—FDOF 74V ks ar 7 4 F¥al—aHErLET,

policy (cts F#h1 >

H—T oA A AT 4
Xal—TgrH7

E— )

FEHE—FDOCIS KNI v —%2RELET,

sap (cts F&1 4% —

T4 XY TE—F)

FHET— FD CTS SAP & T L9,

[ oL-22192-02-J
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W propagate (cts dotix 4+ TE—F)

propagate (cts dotix Y4 JE€—F)

Cisco TrustSec / ' % —7 = A AT SGT 58k & A X —T NV E121ZT 1 B—7 M T 5I121E.CTS dotlx
AV H =Tz A ALy T (Fal— g 7 E— KT propagate sgt 2~ REMHLET,

[no] propagate sgt

X DA sgt CTS SGT =itz fiE L £,

TI+IE SGT {£4%1%. CTS dotlx BLUCTS FHA L ¥ —T A R av 7 4 Fal—Lar B 7TE—RTF
T N TA R =T NI o THET,

avvk E—F CTSDotlx f ¥ #—T xR a7 4 Falb—ar H7E—R (config-if-cts-dot1x)

Hf-pEh31-¥ 01 Administrator

avy FERE yy—= EER
12.2(50) SY Zma~r KA, Catalyst 6500 U —2 A4 v FIZBMENE LT,

BALDHL 4y SGT D& (SGT ¥ 7 17 1k) £, CTS dotlx HBLONCTS FEf v ¥ —T A R 22T (Ko
L—Yay B 7= ROWGTT 744 T F—T W > TWET, TrustSec AR — MIL A
¥ 2 MACsec 8L SGT # 7 itz VR —FT&EET, SGTDX T LT —HDEEDTZDIZET &
RbEXaTRE—RERrIA=—FMLET, MACsec IFAA v FB LUV — P EHT 2 802.1AE
BE_—20 U 7 7e ha LTy, ET7IE MACseec VR — hCT&E3M, SGT I 7 EikigzV
AR—hTEFEHA, TDOLS7EE, no propagate sgt CTS Dotlx f VX —T7 = A R a7 4 X =
L—vay av Uy REfRALT, ZOVA Y 2SGTB5HE2T 4 =7 ML THEL L 2BEIOLE
7
SGT DfatE % HIEA 1+ — 7 /Wi T 5 I21X propagate sgt 2~ KZ AN LET, SGT DEEFEDIRIEE
MR 9 5 121%. show cts interface =2~ > REZMFHLET, T 18 —T /0 AT — FZIT B RIEEFEARR
(NVGEN) IZfRfFESHET,

1 wOBL., TrustSec kthnA v Z—7 = A AT SGT Ief%2 7 4 t—7 /L L £,

router (config) interface gigabit 6/1
router (config-if) cts dotlx
router (config-if-cts-dotlx)# no propagate sgt

router# show cts interface gigabit 6/1
Global Dotlx feature is Enabled
Interface GigabitEthernet6/1:

CTS is enabled, mode: DOT1X
IFC state: INIT
<snip> . . .
SAP Status: UNKNOWN

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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propagate (cts dotix ¥ 7€—F) M

Configured pairwise ciphers:
gcm-encrypt
null

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher:

Propagate SGT: Disabled
<snip> .
BlEav VR avwyk L
show cts interface A B =T 2 A AT LD Cisco TrustSec A7 — b B L O ERZF R L
i‘j‘o

sap (cts dotlx f > #— dotlx T— K CTS SAP Z#%EL £,
TxAfAYTE—K)

timer (cts dolx A > CTS DEA~—%RELET,

B —T 2 f A YT E—

)

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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W propagate (cts FBIf v4—TJ AR VT4 ¥al—Sav $TE—F)

propagate (cts FE)f 2 2—J x4 X 20T 14F2
L—>3y 4 IJE—F)

EXa2 VT4 IN—T 2T A =T A XA LTEHFT LA =T oA ADHREEL A X —T L E
72037 4 =7 BIZIL, cts propagatects f ¥ —7 = A AFEHRET TE—F a~vr Refl
FALET,

[no] propagate sgt

BT DOREA sgt X2 UT 4 IN—F 2T EEELET
T4+ 77 4V ME, SGT #8152 & T,
EEAISETSS CTS FEhAf v H—T AR AT 4F¥alb—rar B 7E—NK (config-if-cts-manual)

Hf-pEh31-¥ 01 Administrator

avy FERE Jyy—=x EER
12.2(50) SY ZDawy RA, Catalyst 6500 > U —X A4 v FITBMEINE LT,

BALOHAA R4V X2 VT4 J—7 X7 OEFEIL CTS dotlx B LV CTS FEYE— RO 5 TT 7 4L hTA K —
TNTCT, SGT W% T ¢ & —7 /L2 5I2iE, no propagate sgt =~ FE ASHLET, HEAS
F—T7 T HITIE, propagate sgt # A LET, RIEHEAEMR (NVGEN) 71:1*!2% Z O3 CLI
o< REFREITL72%E . no propagate sgt 27 — NI BMRIFEINET (72 & 21X, copy system
running-config) .

TrustSec %54 > % —7 = A A1X MACsec (LA ¥ 2802.1AE DX =VUTF 1) BLXOSGT #x> 7
Y R— hT&xFE9, TrustSec kv A v X —T oA ANRNET kb XaT7RE—Kexrdy—— |
LEo2ELFET., ETIE. MACsec X iixTT 2, SGT B CTEX W2 E3HV £3, FE#HICTS 1~
B =Tz A AT 4 Fal— 3 TlE, MACsec BERED A ZFRE L TV D HE . CTS HfhsA >
4 —7xAATSGT 58%2 7T 4 E—7 VT LET,

i WIZ, FE)THRE L= TrustSec il A v 4 —7 =24 ATSCGT X 7% F 4 v —TMbT 5H %2R L
ij‘o

router (config-if)# cts manual

router (config-if-cts-manual) # sap pmk FFFE
router (config-if-cts-manual)# no propagate sgt
router (config-if-cts-manual) # exit

router (config-if)# exit

router (config) # exit

router# show running-config

interface GigabitEthernet6/2
ip address 172.16.4.12 255.255.255.0
cts manual

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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propagate (cts ¥BIf v4—7J1f4 R avI7sXalL—Lav4JE—F M

no propagate sgt
sap pmk 000000000000000000000000000000000000000000000000000000000000FFFE

BIEOTVF av vk By
show cts interface A B2 —T x4 AT LD Cisco TrustSec A7 — b B L O EHHEREZERL
9,

show running-config  HED T 2 F ABRELTR T LET,

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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W sap (ctsdotix f v &—T AR H$TE—F)

sap (ctsdotix f 2 —2J A X Y TE—F)

QMDA B =T 2 A AMDY VI EE bR T T —a T 50, EFXa )T 4 TV Tm—
gy 7r hajn (SAP) OFRGEB LU SLE— F&IRT 5121, sap mode-list =~ > FZfEH L
9, modelist ZHIRL TT 7 4 /L MIRTIZIE, Z0a<wr RO no BREZFEHLET,

[no] sap mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac | no-encap |

null] ...}
B\ DA mode-list T RANH A XENT SAP BAFB LUK BALE—FZU A N LET (FEn
5 B AR SR NENL A )
gem-encrypt GMAC #FiE. GCM ﬂ:%‘:?‘éﬁ LET
gmac GMAC FFE7E T2 HEEL. BElkEEELEEA
no-encap ﬁ?'k/v{té?aﬁbi‘li/w
null BTeMMEH Y REER L, B b LEEELET
T+ E 77 4V b O E{kiE, sap modelist gem-encrypt null TF, 7 A & —7 = A A7} dotlx,
802.1AE MACsec, 721X 802.REV L' A ¥ 2 U v i bz R — hLARWEA, 774 /L Ol
{E1Z null 9
avykF E—F CTS dotlx A > % —7 = A A %7 E— K (config-if-cts-dot1x)
Fh—-b&hda1-4 0-) Administrator
av Y FERE Jyy—=x EER
12.2(50) SY Z DA< KA, Catalyst 6500 > U —X AA v FITEBMENE Lz,
I0S-XE 3.3.0 SG Zoa~wr R, Catalyst4500 >V — X AA v FIZBMEE Lz,
10S 15.0(1) SE Zpawy RA, Catalyst 3000 > U —X 24 v FITEBMEINE LT,

BREDHA FS1Y Dotlx FRREFITHEHT 2 FAFER LUK 5L FRATEE T H121%, sap mode-list =~ > NEEH L ET,
X2 VT4 7Yx—var 7 e hat (SAP) (X 802111 IEEE 7 v ha/bdD KT 7 h N—T g v
IZHEASWNWERE S — 0BRSSO e ka7, SAP X MACsec VA R— b T B4 0% —T =
A A D 802.1AE V > 7 K 51t (MACsec) ZMENB L OEEHTL7-DICFHALET,

Dotlx FBiE#Z SAP AP SN HHENS, Wl (W7 VW beAd—k T 4 r—#) T Cisco
Secure Access Control Server (Cisco Secure ACS) 75 Pairwise Master Key (PMK) & E7DOHR— b

DMAC 7 RLRAEZEFELTHWET, 802 IX FIiENAAEETH AH5A. CTS Tz 7 4 F =2 b —
valy F—RT, SAPBLIUPMK %2 HDA & — 7:1:4’7<F'EEJ'C35@J'C RETEET,
T AN CTS-Aware Y 7 b7 =7 #FITLTNT, /=Ko =7 M CTS X TH D51, sap

modelist no-encap =~ > N&ZHEH L TH I /LEIET LET,

HIM28 Cisco Secure ACS 7> 5 4# i T 72 A 1%, timer reauthentication =~ K& H L T CTS
Vo7 AT 2HERANMEZRELET, T 740 FOFFESMIE 86,400 BT,
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sap (ctsdotix f v4—7z4 X 47E—F) M

N

(GE)  TrustSec NDAC B3 LU SAP IIAA v FH Y 7 TAAL v F U T EITFTHER—-FINTVDLZD,
dotlx [FI~/VFHRA N = RTRETHDLENDH Y £, A—% 7 1 —% PAE I3 dotlx
system-auth-control 78 7' 1 —/LIZ A R—=T LT/ > TW D HE DR EILET,

i WIT. SAP 28 CTS I 7B b DM 2 GCM Ko fb & . 72135 2 0@ & L T null-cipher & ¢ =
VIE—hTEN, ETN/N—=RT =T TCTS 7t zE R —F LAaWEEIE CTS I ek a5
FANDZ ERTERWEIZRLET,

Router (config-if-cts-dotlx)# sap modelist gcm-encrypt null no-encap

BRI F avw vk e
propagate (cts dotlx ¥~  dotlx — KD SGT &z A F—7VEEFT 4 E—7 M LET,
EF—NF)
sap (ctsdotlx 4 > & —7 = dotlx — R CTS SAP Z#% € L £,
AAYTE—R)
timer (cts dolx 1 > % — CTS DEA~—%RELET,

Tx A AV TE—NR)

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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W sap (cts FBIAV2—TA R HTE—F)

sap (cts FEIf 3 —T A R Y TE—F)

2MDA S —T A AT MACsec DU 7 IFEELDO R TV =—1 3 %179 12HIZ, Pairwise
Master Key (PMK) & Security Association Protocol (SAP) ODDWLT:?OCI:U\E BbE— N & FE)THEE
T 511, sap mode-list 2~ FEZHEHLET, 774/ MIRETIIE, 202~ RO no % E
AL ET,

[no] sap pmk Aex value [modelist {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac |
no-encap | null] . . . ]

EXOHN pmk fex value 16 #4757 —% ® PMK (JGEA® Ox (3w A, BEO 16 #HCT% A
L. BHEOXFIZ0ET VT 4 v 7 ALET)

modelist T RREAL XK = RFDOY R b (Fe@d b RMIENER 1)
gem-encrypt GCM 8GE. GCM B 5fbxfEE L 7
gmac GCM k%€ WEbEEELEHA
no-encap BT EFRE Li‘&/\/
null AT'MMED Y, BIEER L, WEbRLEHELET

TIAILE F 7 4V O E{tiZ, sap modelist gcm-encrypt null T9, E7 A 2 Z—7 = A A dotlx,
802.1AE MACsec, F721% 802.REV L' A ¥ 2 U 7R LE R —hLARWEE, T 74/ FOl%
{t1% null T

avv kK E—F CTS FEhAf v H—TxzA A AT 4 Falb—ar $7E—FK (config-if-cts-manual)

Fif—bEhd1—¥ 01 Administrator

avr FEE Jyy—2 EER
12.2(50) SY ZOavy RH, Catalyst 6500 ) — X A4 v FIBIMENE L,

FRLEDHA FS4Y X2 VT4 7YvxE—v a7 u haj (SAP) (£ 802. 11 IEEE Vv ha /LD KF 7k N—T g v
I ASWE SR — 0BG L O 7 e k20T, TrustSec HETIX., F—IF 2 DA & —
7 xA A THD MACsec DV > 7 BB icfEA SN E9,

802.1X FAEMAFIRETH 235H . SAP. 3 LU Pairwise Master Key (PMK) % sap pmk =~ > T
2MEDA > F—T 2 A AMICTFEITHRETETET, S02IXFRIEEFEHT2HA. Wl (F7 VB b
BXOA—tv 7 44 —%) 7 Cisco Secure Access Control Server 7> 5 7 O7R— F® PMK B LW
MAC 7 RV RAZZELET,

i R, XHEY A=V Ry b A Z—T A AD SAP REDOHZ 7 LET,

router (config) # interface gigabitEthernet 2/1
router (config-if)# cts manual
router (config-if-cts-manual) # sap pmk FFFEE mode-list gcm-encrypt

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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sap (cts FBA>v4—Jzq42x 49 7E—F) N

BEaTYKR avw vk ETL)
default (cts F&+( >  CTS FEYE—KOTF 74k a7 4 Xalb—TaHlirlLET,
B—Txf R ALT 4
Xal—Tary¥7
F—R)
policy (cts FHEjA > FEHE—FDOCTS KUY —%2RELET
H—=T A A AT 4
Xal—rary 7
F—R)
propagate (cts F#)  FEFE— N CTS SGT ik E L7
VHE—T A A O
T4F¥al—Tar W
7E—R)
show cts interface A B =T A AT & D TrustSec

EORMEHE I Z £m LET,

B

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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W showcts

show cts

Cisco TrustSec |ZBHF 2 X7 — B L OWEHEWM A F "9 5121, show cts Fi# EXEC 2~ K%
AL X,

show cts [

authorization entries |

credentials |

environment-data

interface {type slot/port | vlan vlan_number |
keystore |

macsec counters interface type slot/port [delta] |
pacs |

policy layer3 [ipv4 | ipv6] |

policy peer peer id |

provisioning |

role-based counters .. .|

role-based flow .. . |

role-based permissions . . . |

role-based sgt-map . . . |

server-list |

sxp connections . . . |

sxp sgt-map . .. |

WX DA

T4+

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF

authorization Al M) EFRRLET,

credentials CTS BIFITHEHT A7 LT ooy L2 R LET,

environment-data CTSBRET—#%2FRLET,

interface CISA v Z—T 2 A ADAT—H AL BEZXFRLET,

keystore F—ANTOERERTLET,

macsec MACSec 7 7 v ZIEMER T LET,

pacs F—2Z2 h7®PAC D A-ID BLIOPAC A2 FERLET,

policy CTS KU v—%FRLET,

provisioning RUHEDO CTS DTt Ya=r s Va7 2FRULET,

role-based 0—)L—2 77 %A ar ha—EHR (SGACL E#H) 2£ R rLET,

server-list

CTS DY —nR URX  ERRLET,

SXp

CTSSXP 711 b a g s £ R L £,

L
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showcts W

avwy kK E—F EXEC (>). ¥5# EXEC (#)
Fh—behd1—4 0-)L Administrator
avy FERE Jyy—= EER
12.2(33) SXI Zma~r KA, Catalyst 6500 U — 2 A4 v FITBMENE LT,
12.2(50) SY WD H¥F—1T— RiL, Catalyst 6500 > U —2 ZA v FlTBMEhE LT,
1 W, F—T— R&2FEMALARWTAS LT show cts Dl AR L E£9,

Router# show cts

Global Dotlx feature:
CTS device identity:

CTS caching suppo

Enabled
"dcasl"

rt: disabled

Number of CTS interfaces in DOT1X mode: 19, MANUAL mode: 5
Number of CTS interfaces in LAYER3 TrustSec mode: 0

Number of CTS interfaces in corresponding IFC state

INIT
AUTHENTICATING
AUTHORIZING

SAP NEGOTIATING
OPEN

HELD
DISCONNECTING
INVALID

CTS events statis
authentication
authentication
authentication
authentication
authentication
authorization s
authorization £
sap success
sap failure

state:
state:
state:
state:
state:
state:
state:
state:

tics:

success:

reject

failure:

logoff

no resp:

uccess
ailure

port auth failure

19
0

o O O U1l O O

14
19

19

12

[ oL-22192-02-J
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W showcts

P i=iedVN S avyv Rk B
cts credentials TrustSec ID B L U2 U — R&EEEL £,

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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show cts authorization entries W

show cts authorization entries

WX DA

T4+

TrustSec NDAC #RiF— > MU #F T 5121, EXEC £— FE 721384 EXEC = — R T show cts
authorization entries =~ F&#H L 7,

show cts authorization entries

Zoawy RIZiE, slEEITF—V—FEH 0 £HA,

L

EXEC (>). %5# EXEC (#)

Fik—beha1—4 0-)l Administrator
avy FERE Jyy—=x EHER

12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE LTz,
15 WOFITIE, Catalyst 6500 A A F 55D show 2~ > FOHIITY,

router# show cts authorization entries
Authorization Entries Info

Peer-name = annapurna
Peer-SGT = 7-1F05D8C1
Entry State = COMPLETE
Entry last refresh = 01:19:37 UTC Sat Dec 8 2007
Session queuesize =1
Interface: Gi2/3
status: SUCCEEDED

Peer policy last refresh = 01:19:37 UTC Sat Dec 8 2007
SGT policy last refresh = 01:19:37 UTC Sat Dec 8 2007
Peer policy refresh time = 2000

Policy expires in 0:00:28:26 (dd:hr:mm:sec)

Policy refreshes in 0:00:28:26 (dd:hr:mm:sec)

Retry timer = not running

Cache data applied = NONE

Entry status = SUCCEEDED

Peer-name = Unknown-0000

Peer-SGT = 0-AD23BDF78

Entry State = COMPLETE

Entry last refresh = 01:30:37 UTC Sat Dec 8 2007

session queuesize = 0
Peer policy last refresh = 01:30:37 UTC Sat Dec 8 2007
SGT policy last refresh = 01:30:37 UTC Sat Dec 8 2007

Peer policy refresh time = 0

SGT policy refresh time = 2000

Policy expires in 0:00:29:27 (dd:hr:mm:sec)
Policy refreshes in 0:00:29:27 (dd:hr:mm:sec)
Retry timer = not running
Cache data applied = NONE

[ oL-22192-02-J
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Bl show cts authorization entries

Entry status

Peer-name = Unknown-FFFF
Peer-SGT = FFFF-ABC876234
Entry State = COMPLETE
Entry last refresh
session queuesize = 0
Peer policy last refresh
SGT policy last refresh =

= SUCCEEDED

01:30:37 UTC Sat Dec 8 2007

00:20:37 UTC Sat Dec 8 2007

01:30:37 UTC Sat Dec 8 2007

Peer policy refresh time 0
SGT policy refresh time = 2000
Policy expires in 0:00:29:27 (dd:hr:mm:sec)

Policy refreshes in 0:00:29:27

Retry timer
Cache data applied
Entry status

(dd:hr:mm:sec)
= not running

NONE

= SUCCEEDED

BEa<w vk avyFk

B

cts credentials

TrustSec ID BL PN AT — REAHEELET,

>

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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show cts credentials W

show cts credentials

DA
T4+
avv R E—F

TrustSec 7 /34 X 1D #F/RrT 51214, EXEC £— F £ 721344 EXEC & — K T show cts credentials
avr RzEERALET,

show cts credentials

Zoavwy RZiE, a~xr FEZIEF—Y—FiEd v £8A,

L

EXEC (>). ¥ EXEC (#)

Fh—-b&hd1-4 o-) Administrator
avy FERE yy—=x EER
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE LTz,
1 Router# show cts credentials
CTS password is defined in keystore, device-id = r4
BEavUF avwy kR Bk
cts credentials TrustSec ID B L UVIA U — REHEELE T,

[ oL-22192-02-J
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W show cts environment-data

show cts environment-data

WX DA

T4+

TrustSec BiET — % Z##£R_7 5121%. EXEC =— R 721344 EXEC &=— KT show cts
environment-data =~ FZ2fEH L £9,

show cts environment-data

Zoavwy RiZiE, a~xr FEZIEF—Y—FiEd v £8A,

L

EXEC (>). ¥ EXEC (#)

Administrator

3l

Jyy—2 EER

Cisco TrustSec a7 FOEE

12.2(33) SXI Zoavr RH, Catalyst 6500 U — X A4 v FIZBIMENE L,

OB, Cisco Catalyst 6500 ' — R AL v FORET —# 2K T LET,

Router# show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 11-ea7f£3097b64bc9f8
Server List Info:
Preferred list, 0 server(s):
Installed list: SL1-15A25AC3633E7F074FF7EOB45861DF15, 1 server(s):
*Server: 43.1.1.3, port 1812, A-ID 05181D8147015544BC20F0119BRE8717E
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
Multicast Group Addresses:
Multicast Group SGT Table:
Name = mcg table 2-4ff532e525a3efe4d
Multicast SGT:
Transport type = CTS_TRANSPORT_IP UDP
Environment Data Lifetime = 2000 secs
Last update time = 21:43:28 UTC Mon Aug 27 2007
Data loaded from cache = FALSE
Refresh timer is running
State Machine is running

avwyvFk H L

clear cts environment-data Xy v anb® TrustSec RIET—X %227 V7 LET,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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show cts interface Wl

show cts interface

TrustSec HEDFHEHFE M A F R T DITIX.EXEC E— FE 72 13#4 EXEC =— F T show cts interface
avr RzEERALET,

show cts interface [type slot/port] | [brief] | [summary]

B DA type slot/port EE) A v ¥ —TxA R BT, Any bEE, BIOR— &S
BEELET, 2O B —T A ZADNEAT—Z AR INIES N
9,
brief TE) 9 _RTOCTS A v X —T 2 A ADEERA T — 2 A FR LE
kR
summary TE) A X —Tx2ARTLIL, TRTOCTS A X —T =2 A AD
P~V —% 4HFEZITSHEHOFT— AT —HF A 7 4 —)L REHEOERE
KTETLET,
T4+ L
avy kR E—F EXEC (>). %## EXEC (#)

Fif—bEhd1—¥ 01 Administrator

avr FEE Jyy—2 EER

12.2(33) SXI Zoawy RH, Catalyst 6500 &) — X A4 v FIBIMENE L,

ERALEDHS RS1Y TRTDCTS A v Z—T 2 A ZADTNLEAT —F A2 FKRT HI21L. F—U— F72 L T show cts
interface =~ FZfEH L £,

i WL, ¥F—UV—FE2ERAETICHANZ2ERTTOHERLET (TRTOCTS A ¥ —T7 A ZADIE
AT —HR),
Router# show cts interface

Global Dotlx feature is Enabled
Interface GigabitEthernetd/1:

CTS is enabled, mode: DOT1X
IFC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "ri"
Peer is: CTS capable
802.1X role: Authenticator
Reauth period configured: 0 (locally not configured)
Reauth period per policy: 3000 (server configured)
Reauth period applied to link: 3000 (server configured)
Authorization Status: SUCCEEDED
Peer SGT: 0
Peer SGT assignment: Untrusted
SAP Status: NOT APPLICABLE

Cisco TrustSec R4 wF aAv 24 ¥alL—ay H14F
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Bl show cts interface

Configured pairwise ciphers:

gcm-encrypt
null

Replay protection:
Replay protection mode:
SPI range:

enabled
OUT-OF-ORDER
(256, 1023)

Pairwise Master Session Key:
27C2DF9D 7C686B03 C930D003 95F83737
6AC0276C 8160FE3C OC33EF9A CO1FCBAC

Selected cipher:
Current receive SPI:
Current transmit SPI:

Current Transient Session Key:
27C2DF9D 7C686B03 C930D003 95F83737
6AC0276C 8160FE3C OC33EF9A CO1FCBAC

Current Offset:

27C2DF9D 7C686B03 C930D003 95F83737
6AC0276C 8160FE3C OC33EF9A CO1lFCBAC

Statistics:
authc success: 1
authc reject: 18
authc failure: 0
authc no response: 0
authc logoff: 0
sap success: 0
sap fail: 0
authz success: 1
authz fail: 0
port auth fail: 0
Ingress:
control frame bypassed: 0
sap frame bypassed: 0
esp packets: 0
unknown sa: 0
invalid sa: 0
inverse binding failed: 0
auth failed: 0
replay error: 0
Egress:
control frame bypassed: 0
esp packets: 0
sgt filtered: 0
sap frame bypassed: 0
unknown sa dropped: 0
unknown sa bypassed: 0
Dotlx Info for GigabitEthernet4/1
PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both
HostMode = MULTI_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3000 (Locally configured)
ReAuthMax =2
MaxReq =2
TxPeriod = 30

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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show cts interface Wl

WIZ, brief ¥ —U— Nzl LIoH B2 2R L £,

Router# show cts interface brief
Global Dotlx feature is Enabled
Interface GigabitEthernetd/1:

CTS is enabled, mode: DOT1X
IFC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "rl"
Peer is: CTS capable
802.1X role: Authenticator
Reauth period configured: 0 (locally not configured)

Reauth period per policy:
Reauth period applied to link:

Authorization Status: SUCCEEDED
Peer SGT: 0
Peer SGT assignment: Untrusted
SAP Status: NOT APPLICABLE

Dotlx Info for GigabitEthernet4/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = MULTI_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3000 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30

3000 (server configured)
3000 (server configured)

WIZ, summary ¥— U — R&fifH LIcH OBl ER R LET,

Router# show cts interface summary

Interface Mode IFC-state dotlx-role peer-id IFC-cache Dotlx

Gid/1 DOT1X OPEN Authent rl invalid enabled
EEaTUF av Uk SieA

cts sxp Xy NT—=2 FAAL R SXP ZRELET,

[ oL-22192-02-J
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W show cts macsec

show cts macsec

CTS V> 7 s SALIZBE T A A ¥ — T = A AT LIZHE 5 ASIC O Ry b AU 2 E2RRTHIC
lZ. show cts macsec =~ R&fEH L £9,

show cts macsec counters interface interface type slot/port [delta]

WX DA

™.

H
I

™.

avy

interface interface_type slot/port CTS MACsec f > % —7 = A A& EL£7,
delta Bet2\o 2 V7 SRR RUBEO S U v S EFR LET,

EXEC (>). ¥t EXEC (#)

Fh—-b&hda1-4 0-) Administrator
av v FERE y1y—=x EER
12.2(50) SY ZDa~r KA, Catalyst 6500 U —2 A4 v FITBMENE LT,

BEREDAL T4

3l

ZDavwy R, A X —T A ABEMLOKES ASIC Oy s o 2R LET, BX=2V
T4 TV T—var (SA) BAVAP—LENTHDH5G (NDAC £7-idsapcts 1 X —T7 = A
A dolx FFTFEV T a~r FENL O TI7T 4 7R SA IV ERFRENET, —EIZ1>D
SA LT 7T 47120 ERA, SADOYVR—FEINDMEITL & 2. TT, delta F—T—Figkv,
clear cts macsec counters interface =~ > R FITINIZRERLIED T 7 U ZEDR Y A S SVET,

WKOFTIL, Catalyst 6500 > —X 2L v F ECFETHREINTZCTS Ty TV v S ¥ —T =
A AD MACsec h 7 v X &2HRK R LET,

router# show cts macsec counters interface gigabitEthernet 6/2
CTS Security Statistic Counters:

rxL2UntaggedPkts

rxL2NotagPkts

rxL2SCMissPkts

rxL2CTRLPkts

rxL3CTRLPkts

rxL3UnknownSAPkts

rxL2BadTagPkts

txL2UntaggedPkts

txL2CtrlPkts

txL3CtrlPkts

txL3UnknownSA

O O O O O O O O o O o

GENERIC Counters:
CRCAlignErrors
UndersizedPkts
OversizedPkts
FragmentPkts
Jabbers
Collisions

InErrors
OutErrors

O O O O O O o o o

ifInDiscards

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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ifInUnknownProtos
ifOutDiscards
dotldDelayExceededDiscards

txCRC

linkChange

I
o O o o o

show cts macsec M

EEa< R

avrv kR

show cts interface

sap (cts dotlx A ' F#—7 = A
R Y TE—FR)

sap (cts FBIA v F—T A R
YTE—F)

[ oL-22192-02-J
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Bl show cts pacs

show cts pacs

WX DA

T4+

Protected Access Credential (PAC) Z#HE x4 5121%. EXEC £ — K% 721344 EXEC & — F T show
cts pacs =~ REffHLET,

show cts pacs

Zoavwy RiZiE, a~xr FEZIEF—Y—FiEd v £8A,

L

EXEC (>). %5# EXEC (#)

Administrator

HEREDHA K51

Jyy—2 EER

12.2(33) SXI Zoavr RH, Catalyst 6500 U — X A4 v FIZBIMENE L,

NDAC A—%k T 4 r—2%#%3 L. NDAC O%T 2R+ 2121, Zoa~r REEHLET,

i Wiz, atlas &\ I ARTOT S ZZL > Tacsl DA —t 7 17 —4% ID (A-ID-Info) ZifH L T
Cisco ACS 2> 551 F Bt - 7= Protected Access Credential (PAC) ZF 7T 52 LET,
Router# show cts pacs
AID: 1100E046659D4275B644BF946EFA49CD
PAC-Info:
PAC-type = Cisco Trustsec
AID: 1100E046659D4275B644BF946EFA49CD
I-ID: atlas
A-ID-Info: acsl
Credential Lifetime: 13:59:27 PDT Jun 5 2010
PAC-Opaque: 000200B000030001000400101100E046659D4275B644BF946EFA49CD0006009400
0301008285A14CB259CA096487096D68D5F34D000000014C09A6AA00093A808ACA80B39EB656AF0B
CA91F3564DF540447A11F9ECDFA4AEC3A193769B80066832495B8C40F6B5B46B685A68411B7DF049
A32F2B0O3F89ECF948AC4BB85CF855CA186BEF8E2A8C69ATCOBELIBDF6EC27D826896A31821A7TBA523
C8BD90072CB8ABD0334F004D4B627D33001B0519D41738F7EDDF3A
Refresh timer is set for 00:01:24
Eav VR avwyEk B

clear cts pac F—ZXETNH 1 DFELIFTXTOPACEZ YT LET,

cts sxp Xy NU—27 TNAAZSXP #HELET,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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show cts policy layer3 W

show cts policy layer3

CTSLAY3 hTVvAR—F av74Fal—va ilElENE 8T 7 4 v 7 KU —8BIOHIS
R v —D4HTERAT 51T, EXEC £— RE 7213485 EXEC £ — KT show cts policy layer3 =~
Y REMEALET,

show cts policy layer3 {ipv4 | ipv6}

DA
T4+
avY Rk E—F

ipv4 IPv4 RV > —%4HELET,
ipvé IPv6 RY v —Z$ETE LET
L

EXEC (>). ¥ EXEC (#)

Fif—behd1—¥ o) Administrator
avy FERE yy—2=z EHEE
12.2(50) SY ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,

HEREDHA K51

N7 47 EFTEHIARY —1F, v =BV THEEINDHH, Cisco Secure ACS oL HGF S ET,
CTS V£ ¥ 3 b7 v AKR— MEGEDOFEMIZ W TIX, lcts policy layer3 | & LT E &0,

il 12, show cts policy3 D=~ > FOH HEFRLET,
router# show cts policy layer3 ipv4
No CTS L3 IPV4 policy received from ACS
Local CTS L3 IPv4 exception policy name : cts-exceptions-local
Local CTS L3 IPv4 traffic policy name : cts-traffic-local
Current CTS L3 IPv4 exception policy name: cts-exceptions-local
Current CTS L3 IPv4 traffic policy name : cts-traffic-local
(EEEA S =1 B7L

cts policy layer3 CTISVAY¥3 TV AR—I D INTFTT7 407 R T—BIOBIIRY v —

ZfRELET,

cts layer3 N7 4w RIS —BIOBHRY —F2 L x—T LI, CTSDLA

Y3IFIUVAR=M = U= A F =T = RTHEHLET,

[ oL-22192-02-J
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W showcts policy peer

show cts policy peer

TrustSec 7 D ETFRA[R Y > —DF — X 2K xT 5121, EXEC £ — FE 721355 EXEC £— KT
show cts policy peer =~ FEfEH L £,

show cts policy peer

XN Zoawr RIZiE, av U REREIF—U—REH Y £HA,
T4+ L
avy kR E—F EXEC (>). ¥ EXEC (#)

Fif—bEhd1—¥ 01 Administrator

avy FERE yy—= EER
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,
Bl WIZ, TXTOET @D TrustSec T RBAIRY > —%RR-THFZ~LET,

VSS-1# show cts policy peer
CTS Peer Policy

Peer name: VSS-2T-1

Peer SGT: 1-02

Trusted Peer: TRUE

Peer Policy Lifetime = 120 secs

Peer Last update time = 12:19:09 UTC Wed Nov 18 2009
Policy expires in 0:00:01:51 (dd:hr:mm:sec)

Policy refreshes in 0:00:01:51 (dd:hr:mm:sec)

Cache data applied = NONE

HAZ214—ILF BL

Peer name 12—V TN AREEREINTZET D CTS 7731 2 1D,
Peer SGT ETORXa VT TN—=T BT,

Trusted Peer TRUE : 2 — IV TRAL RZZOET HHEESIND

SGT # /i oty M aEELET,

FALSE : T XA R X 2O TN HEEINS SGT Z 7'
fHFonfz"rvy hEEELEEA,

Peer Policy Lifetime V7 Lyvad&nNdETO, RN —RNEH7REHOE
éc

Peer Last update time ZORY U—RERBIZ) T Ly o SR

Policy expires in (dd:hr:mm:sec) ZOET KU U—F Z oA RET S & R
VET

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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show cts policy peer ||

HA724—ILE

BidA

Policy refreshes in 0:00:01:51
(dd:hr:mm:sec)

ZOYT7T RY I oA RETHET 7Ly
SNnET

Cache data applied = NONE

CORIVV—=ETF Yy v rahb ANTENEFTEATLE,
SFED, ACS oEBENELE

BEgEa<w K

avwyk BiEA
cts refresh ETRAIRY —FEHINICY) 7y v LET,
clear cts policy TrustSec 7 OETHARY v —% 27 U T LET,

[ oL-22192-02-J
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M show cts provisioning

show cts provisioning

DA
T4+
avv R E—F

Fh—-b&hd1-4 o-)

avr FEE

HEREDHA K51

3l

F > RADIUS H— N CTS mbEva=r7 Va7 uxRrd 521, EXEC E— REITFrHE
EXEC £ — KT show cts provisioning =~ > FZH L 7,

show cts provisioning

Zoavwy RiZiE, a~xr FEZIEF—Y—FiEd v £8A,

L

EXEC (>). %5# EXEC (#)

Administrator

Protected Access Credential Provisioning (PAC-provisioning) ¥ a 7H®OF 2 —% KR $THI121F, 2
Da~vy REfEHALET, PAC BHIRGIAIZZR D, FRET A ARHEREINZEEIH S n
Vazm I mBELET,

ROWATE, CTSOT7rEYa=vT RIANPPAC 7Y a =7 2T L TV D AAA
YP—=D) A PERBFLET,

router# show cts provisioning
A-ID: 0b2d160£f3e4dcf4394262a7£99%ea8f63
Server 41.16.19.201, using existing PAC
Reg-ID EB210008: callback func 418A8990, context 290F14DO
A-ID: Unknown
Server 41.16.19.203, using shared secret
Reg-ID 49520002: callback func 40540CFO, context AEQ000007

BEa<U R

avwv kR HL]

show cts pacs F—2 F7® PAC ® A-ID BE O PAC xR RLET,

radius-server host F A ZFRAEMIC RADIUS $— R Z2E L E9,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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show cts role-based counters W

show cts role-based counters

XU T 4 F—7 ACL Ml OFEFHE R 2 F/~r$ 5 121%, show cts role-based & 7 > % @ show =
<~ REHFEHLET, v X% 27U 73 25I21E. clear cts role-based counters =~ F&fEH L F
7,

show cts role-based counters
show cts role-based counters default [ipv4 | ipv6]

show cts role-based counters from {sgt num | unknown} [ipv4 | ipv6 |
to {sgt num | unknown} [ipv4 | ipv6]]

show cts role-based counters to {sgf num | unknown} [ipv4 | ipv6 | |

show cts role-based counters [ipv4 | ipv6]

BXDERH

T
H
I
™.

avy

default FTI7FNb R — I H

from EETEX2V T4 IV —7%EELET

ipv4 [P R=Var 4Ry NT—0TEFal) T4 JV—TEEELET
ipv6 IPR—=Vary6xy NI—0TEFa VT4 FNV—TEBELET
to SRR 2T 4 TA—TEEBELET

sgt_num (0~65533) tX=2VUT 4 IN—TF X I7EBFEBELET
unknown TRTCOEETLINV—TZHEELET

EXEC (>). ¥t EXEC (#)

HF-bEhd1-% 0-) Administrator
avy FEE Jyy—=x EER
12.2(50) SY ZDawy RA, Catalyst 6500 > U —X A4 v FITEBMEINE LT,

HHEDHA K51V

3l

X2V 7 4 72— ACL (SGACL) 58| O#EHEMRZ R T 5121, show cts role-based
counters =~ REHHALET, T _XTEAIIEEOHBOFKHERLZ Y > M9 5121, clear cts
role-based counters % & i L =9,

from & — VU — R TEEIL SGT %, to ¥—U— RT%5% SGT #E L 3, from 3L to DOli 5D
F—U—REEKT DL, TRTORFERLE RS NE T,

default ¥ — 7 — R, 74V FD2=F% X FORY O —HeHEREFRLET,

ipvd 5L Oipv6 OVFRBIEE LRVEA . T3~y RIZIPve 77y 221 2 %05 LET,

ROFE, IPvd BEOIPV6 A X2 b OFT X TOMEIOFFHIERZ R LET,

router# show cts role-based counters

Role-based counters

From To SW-Denied HW-Denied SW-Permitted HW Permitted
2 5 129 89762 421 7564328

[ oL-22192-02-J
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W show cts role-based counters

3 5 37 123456 1325 12345678
3 7 0 65432 325 2345678
pPIEa< R avwy kR Bl
clear cts role-based ¥ 2UTF 4 VL—7 ACL #EHE®RI v o 2% VY FLET,
counters
cts role-based FETEELIP T FLAEZFRAMEZIE VRF Eovx 2T 0 I —7

%7 (SGT) Icv vy ¥ 7 L, SGACL #ifi| & A x—7 VIZLET,

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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show cts role-based sgt-map W

show cts role-based sgt-map

SXP XfEIL IP & SGT DA 7 4 7 T =7 v (IP-SGT A T 4 7)) ZFErd 2121E, EXEC
£ — NE 1355 EXEC & — KT show cts role-based sgt-map =~ > REZ{HEH L 7,

show cts role-based sgt-map {ipv4 dec | ipv4_cidr | ipv6_hex | ipv6_cidr | all [ipv4 | ipve6] |
host {ipv4_decimal | ipv6_dec} | summary [ipv4 | ipv6] |

vrf instance_name {ipv4_dec | ipv4_cidr | ipv6_dec | ipv6_cidr | all {ipv4 | ipv6} | host
{ipv4_decimal | ipv6_dec} |summary {ipv4 | ipvé} }

DA
T4+
avY R E—F

#h—-b&hd1-4 o-)

ipv4_dec Ry MP& 10 EHETLTIPVvE 7 RLAZ2HEE L ET,
5l (208.77.188.166)

ipv4_cidr Classless Inter-Domain Routing (CIDR) T IPv4 7 KL AHBHZE L &
T, 72 & %1%, 35.0.0.0/8 Tix, /8 Tl AL 8 By RAR Y N T — 7 ZFAI
L. ML24 By FBKRA NEBETHZEERLET,

ipv6_hex aurTRY BT 16 #5 D TP Version 6 7 R L AZ45E L £,
7= & %1%, 2001:db8:85a3::8a2¢:370:7334 T3,

ipv6_cidr 16 #%» CIDR i TIPv6 7 KL ADO#iFHAZFEE L 7,

host ipv4_decimal |
ipv6_hex

BED IPvA £7-12 IPV6 R A DO~ o B 7 &EELET, IPv4A IZIZ Ry
Mt 10 3, IPv6 Ty 16 M AEMFER L ET,

all

BREINDTRTOYy BT 2BELET,

summary ipv4 | ipvé

IPv4 £7213 IPV6 v v B 7 OME, F—U— Ra2fELRWEGE, IPv4
& IPv6 O ff R LE T,

vrf instance_name

~ v THDO VPN V—T 4 VT HRiEA VAX A RTRELET,

L

EXEC (>). ¥# EXEC

Administrator

#)

avr FEE

BEREDHL T4

Jy—2

EER

12.2 (33) SXI3

Zoa~w R, Catalyst 6500 >V —X 2 A v FITBMENE LTz,

12.2 (50) SG7

Z o a< K8 Catalyst 4000 U — X A4 v FITBEMENE LE (vrf
F—U—F72L),

12.2 (53) SE2

Z D=z~ RiE, Catalyst 3750(E) 38 LUV 3560(E) U —X A4 v FITiB
maEnE Lz wif ¥—U— KAL),

12.2 (53) SE2

ZDawy R4S Catalyst 3750(X) o U — % AA v FICBIMSHLE 7=
(vif ¥—U— K72 L),

SXP 2l x =5 4 Zv—7 %27 (SGT) ICEEBILIP 7 RLAZIELL ALV FLTWDZ &
AHERTHICE, Zoav s FEEHLET, VRF O LAR— I, ¥ EXEC E— R0 o7 EHT

T ET

[ oL-22192-02-J
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M show cts role-based sgt-map

] WO, IP 7 FLAB IO SGT OREETLL DA, T 4 T eFErLET,

Router# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source
1.1.1.1 7 INTERNAL
10.252.10.1 7 INTERNAL
10.252.10.10 3 LOCAL
10.252.100.1 7 INTERNAL
172.26.208.31 7 INTERNAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings = 4
Total number of active bindings = 5
BEavU K avw vk Bk
cts role-based FEITEXF2VT 4 INV—7 %27 (SGT) WCEETXTIP T KL RAE~w v BV
JLET,
cts sxp X NU—27 FTNNALAZSXP #HELET,
show cts sxp CTSSXP 7u hartEfzF s LET

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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show cts server-list W

show cts server-list

TrustSec ¥ — RBLOIET— K T34 A THHAHEZ: RADIUS H— 3D U 2 M 2 FKART 520,

WX DA

T4+

EXEC £— R 721344 EXEC & — K T show cts server-list =~ F&FH L £,

show cts server-list

Zoavwy RZiE, a~xr FEZIEF—Y—FiEd v £8A,

L

EXEC (>). %5# EXEC (#)

Fif—bEhd1—¥ 01 Administrator
avy FERE yyy—=x ETER

12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE LTz,
] wDOFIL. TrustSec RADIUS —N U 2 R &2 FK R LET,

Router> show cts server-list
CTS Server Radius Load Balance = DISABLED

Server Group Deadtime = 20 secs (default)
Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins

Global Server Liveness Automated Test = ENABLED (default)

Preferred list, 1 server(s):
*Server: 10.0.1.6, port 1812, A-ID 1100E046659D4275B644BF946EFA49CD
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
Installed list: ACSServerListl1-0001, 1 server(s):
*Server: 101.0.2.61, port 1812, A-ID 1100E046659D4275B644BF946EFA49CD
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs

avwyvFk H L

cts server CTS DY —R VR NOFREERRLET,

[ oL-22192-02-J
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W show cts sxp

show cts sxp

SXP #ft £ 721% SourcelP-to-SGT v v B2 VM2 R T 511X, EXEC £ — N FE 721355 EXEC
£ — KT showets sxp =~ FZEHALET,

show cts sxp {connections | sgt-map} [brief | vrf instance name]

X DA connections CTS SXP #filFHaFm LET,

sgt-map SXP #HTZIE LI IP-SGT v v B> 72 FRLET,

brief (FE) SXP HEHROBWEEERLET,

vrf instance_name (EE) 8 ENZ VREF A VA Z 240D SXP HE#HAF R LET,
T4+ L
avY K E—F EXEC (>). ¥## EXEC (#)

HF-bEhd1-% 0-) Administrator

avy FERE yy—=x EER
12.2(33) SX1 Zoa~r FH, Catalyst 6500 U — X A4 vy FIZBIMESNE L,
12.2 (50) SG7 Zoa~r RA, Catalyst 4000 U — 2 24 v FITBEMENE LT
12.2 (53) SE2 Z» == KA Catalyst 3750(E) 38 XU 3560(E) &V — X A v FIZiBMN
SNhE LT,
12.2 (53) SE2 o=y RA, Catalyst 3750(X) & U — X ZA v FIBMERE LT,

EREDHS K54y Xy hT =2 FTRA 2D SXP RED AT — X A% KT HIZIE, cts sxp connections D 2~ > R4 fif
MLET, BIED SourcelP-t0-SGT D~ v B 7 F—H _XR—2 %K 521X, cts sxp sgt-map =~
Y REHERLET,

il WOFITIE, Catalyst 6500 >V —R AL v F DT 74V b SXP OFEERFLET,
Router# show cts sxp connections
SXP : Disabled

Default Password : Not Set
Default Source IP: Not Set
Connection retry open period: 120 secs
Reconcile period: 120 secs
Retry open timer is not running
There are no SXP Connections.

Wiz, brief ¥— U — K% L T Catalyst 6500 %1 »F® SXP Bfi s FrT D62 R~ LET,

Router# show cts sxp connection brief
SXP : Enabled
Default Password : Set
Default Source IP: Not Set

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

showcts sxp M

Peer IP Source_IP Conn Status Duration

2.2.2.1 2.2.2.2 On 0:00:02:14 (dd:hr:mm:sec)
3.3.3.1 3.3.3.2 On 0:00:02:14 (dd:hr:mm:sec)
Total num of SXP Connections = 2

WOFTIE, Catalyst 6500 2V —2 ZA v F 0 SXP Hifi 2 FmR LET,

Router# show cts sxp connections

SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP 0 2.2.2.1
Source IP 1 2.2.2.2

Set up : Peer

Conn status : On
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : 1

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)

Peer IP : 3.3.3.1
Source IP : 3.3.3.2

Set up : Peer

Conn status : On
Connection mode : SXP Listener
TCP conn fd HE

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)

Total num of SXP Connections = 2

WORFNZ, SXP A —I —~DHER NI Sz SXP UV A F— b0 hER R LET,
SourcelP-t0-SGT »~ v B> 713 120 (HIROFR—NL RE T ZA~—DF 7 4/ M) ORI E

SNET,
Router# show cts sxp connections
SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP :2.2.2.1

Source IP 1 2.2.2.2

Set up : Peer

Conn status : Delete Hold Down
Connection mode : SXP Listener

Connection inst# : 1

[ oL-22192-02-J

Cisco TrustSec R4 v F IvF74Fal—vav 4 F



$7HE Cisco TrustSec a2 FOFE |

W show cts sxp

TCP conn fd : -1

TCP conn password: not set (using default SXP password)
Delete hold down timer is running

Duration since last state change: 0:00:00:16 (dd:hr:mm:sec)

Peer IP : 3.3.3.1
Source IP : 3.3.3.2
Set up : Peer
Conn status : On
Connection inst# : 1

TCP conn fd H

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:05:49 (dd:hr:mm:sec)

Total num of SXP Connections = 2

wOHIL, SXP 5 L THE SNZHED SourcelP-to-SGT v~ v B 7 F—HZ RXR—2 %2 FK R LET,

router# show cts sxp sgt-map
IP-SGT Mappings as follows:
IPv4,SGT: <2.2.2.1 , 7>
source : SXP;

Peer IP : 2.2.2.1;

Ins Num : 1;

IPv4,SGT: <2.2.2.1 , 7>

source : SXP;

Peer IP : 3.3.3.1;

Ins Num : 1;

Status : Active;
IPv4,SGT: <3.3.3.1 , 7>
source : SXP;

Peer IP : 2.2.2.1;
Ins Num : 1;

WOBNL, brief ¥ —7 — FZ&#H L THED SourcelP-to-SGT v~ v B> F F—F R—2 & F /R L
\?AO

Router# show cts sxp sgt-map brief
IP-SGT Mappings as follows:
IPv4,SGT: <2.2.2.1 , 7>

IPv4,SGT: <3.3.3.1 , 7>

IPv4,SGT: <4.4.4.1 , 7>

IPv4,SGT: <43.13.21.41 , 7>

BZEaTUFR avvFk B
cts sxp Iy NU—=27 FNRAL A SXP #RELET,

Cisco TrustSec R/ v F av 74 FalL—vav Hq K
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show cts keystore W

show cts keystore

DA
T4+
avv R E—F

Fh—-b&hd1-4 o-)

V7RO TERIFEA— R 2 TS X — A N T ORNFE LR RT H120%. EXEC — NE IR
EXEC £ — KT show cts keystore =~ > RZEH L E 7,

show cts keystore

ZDawy R, a~<ry RERIIF—T—FEH Y FHA,
L

EXEC (>). %5# EXEC (#)

Administrator

avr FEE

HEREDHA K51

il

yy—=x
12.2(33) SXI

EER
Z® 3w RS show cts keystore & L T Catalyst 6500 > —X XA »F
B EnE L,

ZDawy R, F—AFTIREINLTWDE TR TOLa— RerLET, RESNEMEIIERS
nNEEia,

WORFIL, Catalyst 6500 ¥ 7 by x7 I al—h ¥—2 NTORNEFEEZERLET,

Router# show cts keystore
No hardware keystore present, using software emulation.
Keystore contains the following records (S=Simple Secret, P=PAC, R=RSA):

Index Type Name
05181D8147015544BC20F0119BE8717E
CTS-password

WOFIL, Catalyst 6500 N— R =7 $¥—2 T ORNFEERLET,

Router# show cts keystore
CTS keystore firmware version 2.0.
Keystore contains the following records (S=Simple Secret, P=PAC, R=RSA):

Index Type Name
0 S CTS-passwordFOX094901KW
1 P 74656D706F72617279

Hardware Keystore error counters:
FW Panics = 0
FW Resets = 0
RX FIFO underruns = 12
RX timeouts = 0

[ oL-22192-02-J
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M show cts keystore

RX bad checksums = 0
RX bad fragment lengths = 0

Corruption Detected in keystore = 0
BEa<UF avwyFk B
cts credentials TrustSec ID B LAY — R&FEELET,
cts sxp Xy MU —27 TNAAZSXP #FHELET,

Bl Cisco TrustSec R4 v F Iv 74 F¥alb—av HMLF
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show platform cts reflector W

show platform cts reflector

REEDA o #—7 = A AP Cisco TrustSec UV 7 L7 # £— K (Ingress, Egress, Pure. No CTS) ® &
T —H A% FRT HIZIL. show platform cts reflector =~ > FEFEH L 7,

show platformcts reflector interface type slot/port

X DA interface type slot/lport A5 —4 A% FKRTHA L H—T A A FATF, Aay b, BLOR—F
EHRELET,
avy kR E—F ¥+ EXEC (#)
#Hi—-FEh31-4 0-)l Administrator
avy FERE Jyy—=x EER
12.2(50) SY ZDawy RA, Catalyst 6500 > U —X A4 v FITBMEINE LT,
BIEa<w UK avwy R By
platform cts TrustSec H 1 E7IFATIOY 7 VL7 oA X—TNIZLET,
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$7HE Cisco TrustSec a2 FOFE |

W timer (ctsdoix 41> 8 —T AR Y TE—F)

timer (ctsdoix 4 3 —2J A R B TE—F)

dOth uAL‘uJ‘J.:.é?/])V‘7 j& Eﬂqé i 574)‘7 @HALHIEOD CTS dOth 4/57 731/]);< 3/7/( “*V:l
L—vay avwry REMFHALET, dotlx HBEET 4 BE—7 T 2I121E. Z0a~<2 RO no EX
EEHALET,

[no] timer reauthentication seconds

WX DA

T2+

avwv kR E—F

reauthentication seconds (0 ~ 2147483) BPHALOZ A ~—, dotlx FFBiEA T 4 B—7 LI
BITiE, 0 Z A LET,

77 4V b OB 86,400 F (24 KifE) T,

CTSdotlx f v 4 —7 xA A a7 4 Fal— 3 #7F—K (config-if-cts-dot1x)

Fik—bSha1—4 0-)) Administrator
avy FERE Jyy—=x EER
12.2(33) SXI Zdoa~r KA, Catalyst 6500 U —2 A4 v FICBMENE LT,

BEREDHL FF1

AR — A AR E L TR WEAE, timer reauthentication =~ > A L C dotlx &
HMERELET, HR uEﬂ;ﬁﬁzﬁﬁ\? EENTWARWES, 741 FOHMI 86,400 7T, dotlx
HRFEET 4 =TT 5103, Z0avr o ne BRNE2EAT I, T30 BoYMEEEL
9, T 74 M‘[ﬁﬂ@?ﬁ‘&:li\ default timer reauthentication =~ > F&fH L £,

il OB TiE, 802.1X HBFEMIM & 48 FFf# (172,800 B) ITREL 7,
router# config t
router (config) # interface gigabitEthernet 6/1
router (config-if)# cts dotlx
router (config-if-cts-dotlx) # timer reauthentication 172800
BEEaT VR avwo R BL
show cts interface A B —T A AT ED Cisco TrustSec A7 — F B L OMAHEHRE TR L
EJc a8

sap (cts dotlx A > ¥ — dotlx T— F®D CTS SAP ##ELET,

Tz A A Y TE—NR)

propagate (cts dotlx ¥ dotlx E— KD SGT &z A XR—7 NV E 72 ET 4 E—TMICLET,
TE—R)
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Catalyst 3750, 3560. & U 2960 1) —
ARLYFDY)—R /—Fk

e [Cisco TrustSec #HE D i/ Cisco I0S Release] (P.A-1)
e T[TrustSec SGT & SGACL O ERFOEEFIHE LUK EE] (P.A-1)

Cisco TrustSec #ged /I Cisco IOS Release

e WEB/ Cisco |Catalyst R4 v F HYKR—
10S Release

Cisco TrustSec SGA, SGT & SGACL 15.0(2)SE 3750-X B L1 3650-X

Cisco TrustSec SXP /8—< = > 2, Syslog A vE—YH LW 15.0(2)SE 3560-C. 2960-S. 2960-C

SNMP #HK— b 15.0(1)SE 3750 3 & U8 3560
12.2(53)SE2 3750-X # L ¥ 3560-X

TrustSec SGT ¢& SGACL DFRERDZIEFTEHL L UHK
=I5

WOFEEFHE & FIFFHEIL, Catalyst 3750-X 1 L U Catalyst 3560-X A » F® Cisco TrustSec SGT
& SGACL OREICHM S ET,

o SGTIZFHHNIZIP YV 7 Xy e~y B 7 TE&FEHA, IPT FLA%Z SGTIZ~v vy BV TEBHTE
17 C9, IP-address-to-SGT ¥ v B> VR ETIHE, IPT RLVA T VLT 4w 7 AT 32 ThHD
VENH D £,

o R—= IR~ VLFRIET— RICHEESND L., ZTOFR— MIERESNTEZTRTORA MIFE L SGT
é"ﬁ@éf%%%#%@iﬁ‘ NDZS Fﬁ‘nunﬁé—"ﬁgétk ilméffo:ht SGT | j:L/LF]U \—nuuﬁéﬂ
TR A MIEID B THN SGT ERUTRITFNIEZRYD ER-A, AR MNRRIEEZRALTZLEE, £0O
SGT NUARNIFREESI NI=A A D SGT L 8720568, ZNHDOKRA MBET D VLAN R— k
(VP) % errdisable 12720 £,
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f1$ A Catalyst 3750, 3560. $&U 2960 S U—X R4 YFDYY—R /—F |
W TrustSec SGT & SGACL DBREHOIEFES & UHHEE

e Cisco TrustSec #iffillx VLAN FZ 7 U7 DK 8§ 2@ VLAN TEITFVAR—MINET,
VLAN FF 27 U728 EE N7 VLAN 28 8 D% 2 TV, Cisco TrustSec &l Z b
VLAN TA X =T VIR > T DHFE, TNHD VLAN FJ 027 U I DAL vF RA—H
errdisable (2720 £7°,

o AAvTFIH, ZURFAMRAAL vFIZHEET DL VLAY 2 THLIELEAEIZIET SGT %10 YT,
SXP U A= 72T, ¥ind2 SGACL 2= RAR M@ T £d,

e R— k25 SGT ~D~ v ¥ 7L, Cisco TrustSec V> 7 (DFED ., AA v FMY 7)) TET
RETEET, K= 6SCGT ~DO v U TIIRANE AL v FOMY) 7 ITIEHRETE 8
/Vo

o K=Fn6 SCT ~O~v Yy BV IPR—-F TRIESNTVDLHE, SCGT IFLDOHR— hOFTXTDOA

NETZ 740 7ICHVEATOENET, K= D FT 710 v 712595 SGACL #iffiliddh v £+
S
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Catalyst 4500 ~1)—X XA/ v FD/ — k

COtIvavid, ERMICZEZBIZLTVWET,
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W oty avik, BRMIZZEAICLTVET,
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Catalyst 6500 1) —X XA/ v FD/ — k

ZOMEOAFIT, RO EEY TT,

o [TrustSec ®H¥KR— ~&fg— Ky =7 (P.C-1)
o [Flexible NetFlow ®#7R— k| (P.C-1)

e [TrustSec ¥ A7 AL =7 — Avt— (P.C-4)
o [FIPS ¥ HR— 1] (P.C-4)

TrustSec DY R— FAR/N—FKDH 7

TrustSec Xfis A— 3= A FEB LT A > H— Ri&, kD URL @ [Cisco Catalyst 6500 Series with
Supervisor Engine 2T Enabling Cisco TrustSec with Investment Protection] ®Z 3 3 X042V & |
SHTVET,

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper c11-658388.html

TrustSec /~— R 7 = 7 %f 5 Tk 72 Catalyst 6500 >V — R A A v FIEL, SAP F£721% 802.1AE V > 7
B bz L2V T TrustSec *ry b7V —2 T4 2 7 RIvyiar arhe—/I (NDAC) %%
ELTWET,

Flexible NetFlow ®OH1R—

)1)—Z BEOBE
I0S 12.2(50) SY RO Flexible NetFlow =~ > FB LT r— 47 V=7 M
[P X—Z LAN A A —¥ Catalyst 6500 > U — 2 2 A vy FCTHAShE LT,

e cts role-based {ip | ipv6} flow monitor monitor name dropped

* cts source group-tag

e cts destination group-tag

BN S XN 70— 4727 AL T7n— La—FRIZSGTRBELUDGT 7u— 47V =/
FRFERTE I N TWSEA, Flexible NetFlow (4, SGACL #ifilic X > T Ru v 7 &= 37 v MMTxG
TEET

Cisco TrustSec R/ v F av 74 FalL—varv Hq K
[ oL-22192-02-J .m


http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11-658388.html

fi#% C  Catalyst 6500 >V —X R4 vFD/—F |

B Flexible NetFlow D% HR—

7€ B

flow record 35 X" flow exporter 70— 3L 27 4 Xalb— gy avr ReEEHALT7r— L
a—RFBRO7r— = AR—FEZRELT1L, £ b% flow monitor 2~ R L Tr7r—
T=HITBMLET, show flow show =~ REMEH L CHEEERLET,

SGACL @ N v 7 Iii= "y 2T ZIUET 51TIL, [no] cts role-based {ip | ipv6} flow monitor
dropped 7o — L a7 4 Xal—v gy awy REHERALET,

Flexible NetFlow OHIE R L R EDFEMIZ OV TIL, ROV =aT L EZHL T EEW,
[Cisco 10S Flexible Netflow Configuration Guide, Release 15.0SY ]
http://www.cisco.com/en/US/docs/ios-xml/ios/fnetflow/configuration/15-0sy/fnf-15-0sy-book.html
[Catalyst 6500 Release 15.0SY Software Configuration Guide]

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/i0s/15.0SY/configuration/guide/15 0 sy
swcg.html

IPV4 70— La— FOREDRE (542 F)L. AR, SGT. DGT)

router (config) # flow record cts-record-ipv4
router (config-flow-record) # match ipv4 protocol
router (config-flow-record match ipv4 source address
router (config-flow-record) # match ipv4 destination address
router (config-flow-record) # match transport source-port
router (config-flow-record) # match transport destination-port
router (config-flow-record) # match flow direction
router (config-flow-record) # match flow cts source group-tag
( # match flow cts destination group-tag
( # collect counter packets

router (config-flow-record
router (config-flow-record

) #
)
)
)
)
)
)
)

IPV6 70— La— FDOEEDHRRE (54 7L, AMA. SGT. DGT)

router (config) # flow record cts-record-ipveé
router (config-flow-record) # match ipvé protocol
router (config-flow-record) # match ipv6é source address
router (config-flow-record) # match ipv6é destination address
router (config-flow-record) # match transport source-port
router (config-flow-record) # match transport destination-port
router (config-flow-record) # match flow direction
router (config-flow-record) # match flow cts source group-tag
( )# match flow cts destination group-tag
( ) # collect counter packets

router (config-flow-record
router (config-flow-record

IPvd 70— E=2 DHREDIHER

router (config) # flow monitor cts-monitor-ipv4
router (config-flow-monitor) # record cts-record-ipv4

IPv6 70— E=2 DHRED IR

router (config) # flow monitor cts-monitor-ipvé
router (config-flow-monitor)# record cts-record-ipvé

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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Flexible NetFlow 04 #—+ W

Jgo—n)L 70— EZ2DHREDKRE: (IPv4 KU IPv6)

WDOREX, V—F ET2FT AL v FDOFTXTD TrustSec f v X —T = A4 AP —)L_X—RX T 7 A o
v hru—n U2 (RBACL) IZkoThRuy7&ni-ry Mev7e— =X %2@EHLE7,

router (config)# cts role-based ip flow monitor cts-monitor-ipv4 dropped
router (config) # cts role-based ipv6 flow monitor cts-monitor-ipvé dropped

AB3—D A ADE=ZBEDIHRR

TH— B FEFA =T A RTEITHRTE, A (B, B (BE), sATFERx X 2
=X ¥ A b, FEEFVAV2 TAA Y TF U7 END T 74y 7 OMBEDLETTANEZ ) T D&
INCRETEET,

IPv6 DA, 71— =4 Cisco I0S Release 12.2(50) SY TL—TFT 4 > T EN= b T 7 4 v 7IZxf
LT R— b EhET,

router (config) # interface TenGigabitEthernet 8/1
router (config-if)# ip address 192.1.1.1 255.255.255.0

;; Ingress IPv4 unicast only and egress unicast only
router (config-if)# ip flow monitor cts-monitor-ipv4 unicast input
router (config-if)# ip flow monitor cts-monitor-ipv4 unicast output

;7 Ingress IPV4 L2-switched traffic only
router (config-if)# ip flow monitor cts-monitor-ipv4 layer2-switched input

;7 Ingress Ipv4 multicast and egress IPv4 multicast traffic only
router (config-if)# ip flow monitor cts-monitor-ipv4 multicast input
router (config-if)# ip flow monitor cts-monitor-ipv4 multicast output

;; For both Unicast/multicast egress traffic
router (config-if)# ip flow monitor cts-monitor-ipv4 output

;; For both Unicast/multicast ingress traffic
router (config-if)# ip flow monitor cts-monitor-ipv4 input

;; For Ipv6 only the following are supported in Cisco IOS Release 12.2(50)SY
router (config-if) # ipvé address 2022::22:1:1:11/64

router (config-if)# ipvé flow monitor cts-monitor-ipvé input

router (config-if)# ipvé flow monitor cts-monitor-ipvé unicast input

router (config-if)# ipvé flow monitor cts-monitor-ipvé output

router (config-if) # ipvé flow monitor cts-monitor-ipvé unicast output

Flexible NetFlow ® show A< >~

show flow record

show flow monitor

show flow exporter

show flow interface

show cts role-based counters

show flow monitor <monitor _name> cache
show flow monitor <monitor _name> statistics

show platform flow ip

[ oL-22192-02-J
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W TrustSec YAFL IS5— *yt—3

show platform software flow internal fnf

show platform hardware flow table flowmask

show platform hardware flow table profile

show platform hardware acl entry rbacl all

show platform hardware acl entry tcam

show platform software flow internal export

show platform software flow internal export statistics
show platform internal export information

show platform internal export statistics

TrustSec Y ATL IT5— AvE—

Cisco TrustSec ¥ A7 L =J— A vE—F, kD URL @ [Cisco Catalyst 6500 Series Switches
Error and System Messages] A RiZU A hETWET,
http://www.cisco.com/en/US/products/hw/switches/ps708/products_system_ message guides list.html

TT— Ayk—Y Fa—F Y— IR URL IZHY £7,
http://www.cisco.com/en/US/support/tsd_most_requested tools.html

FIPS M4 7R—

Catalyst 6500 ¥V — X A v F V7 b7 =T BLON— R =7 OMAEDEICIT 5, HRFHL
FAREUE (FIPS) #BGE F¥ = A MI, IRD Web ¥ K TRABHENTWET,

http://www.cisco.com/web/strategy/government/security certification/net_business_benefit seccert fi
ps140.html

Catalyst 6500 >V — XD FIPS FHAERF 2 AL T, Y7 by =T en— Ry =7 OMAGHOEZ L
(2 FIPS O3 L OVELELZBH L £,

FIPS DEEFEED TrustSec [CRH T 2 EEEIE

THERON—FRy =27 BIXOY 7 by = TREIZHE L7z FIPS SBFE47 A RIZfE-> T, Catalyst A1 v F
DOYIRRE. P, REFIEZFATL TIES W,

FIPS D514 AEH

FIPS /% Catalyst 6500 >V — R 2A v FDTA B ATMNEE LERA,

FIPS EXE DHTI=FH

e Telnet T 4 B—7NIZLET, 22—V s A 0itx=a7 =/ (SSH) 7ZiFTiT-oTL 72
SV,

Cisco TrustSec R4 v F aA>v 74 F¥alL—vay HIL K
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FIPs oy A—+ W

o SNMPvl BLUV2E2F 4 E—7NICLTLEEY, SNMP V3 IZxt L TREESNT-, F31 2 |
OEFL—YF THO Y FONWTIIZONTEH, FIEB L VT 7 4 N —H AES/3DES (X SHA ©
BEINTWARITNERY /A,

e SSH #—230D RSA1 F— X7 T RTHHIFRL T ZE W,

FIPS OXEEIR & HIHEIHR

e RADIUS keywrap ##EiZ Cisco Identity Services Engine 1.1 F721% Cisco ACS Release 5.2 LD
VY =T TEELET,

o EVa—/L~®DHTTPS/TLS 7 2 £ A% SSLv3.1/TLSv1.0 38 L ' FIPS THAFE I AL TWH 7 /LT Y
ALz LT FIPS TARSNTWOEMEE— R THASINET,

o EVa—/)b~®D SSH 77 &A% SSHv2 & FIPS THRRBENTWEDL T /T Y AL &M LT FIPS
THARSNTWLEEE—FTHFRENET, ZLOSSHZ 747 2 M, $XTORSH#EEL
FIPS 140-2 L~ 2 ¥EPLIZ LT, FIPS E— RICRETEDEETA 77 ) 2L £ 7,

o NAU— N, K& XFEFHFEET 8 XFULOFRKRFTHL Z ENLETT,

FIPS DT 274 JL FEEE

7 7 4V MX FIPS €— RiZ7 « E—7 /L, RADIUS keywrap I¥7 4 £—7 /LT,

Cisco TrustSec R4 v F aA>v 74 F¥alL—ay HIL K
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s fE
802.1AE

CTS

EAC

EAP

IPM

MACSec

NDAC

GLOSSARY

IEEE 802.1AE i Cisco TrustSec /»— R U7 = 7RG T A A THHAIND LAY 2 DK v T3 A
Ry TR 7 n 22 E&H LET, TrustSec Tid, F—EBHBIUKEXI Tz —v g A =X
AT, SAP ZEALET,

Cisco Trusted Security. % 721% Cisco TrustSec, ¥ 7213 TrustSec,

TURRA LN T RIyvyvagryarybae—i, T RRAL U NOBEEDIP 7 KL A~D SGT fEDE
DY T ot R, "—FRU2T7BIRNY T N7 OP R — MIS U T, 802.1X F3FE., MAC BiFA
A RA, Web FBFFASA XA, FEIE Y YT, £21TIPM T, SGT 23X ETLIP 7 RLRICE Y Y TS
ZENTEFET,

Extensible Authentication Protocol, EAP-FAST 1%, NDAC #FEHIZ TrustSec * v bV —27 CEHT
5 EAP NV TV R T,

TATUTATAER—FD~Y BT, TV RRA LV MR ERENTWER— DT AT VT 4
FAEREHZEL, TOTAF T 4T 4 &M LT Cisco Secure ACS H— N THED SGT E A FRT
5, AA vFOHA,

Ry THAOY 7 L E AT 57290, 1IEEE 802.1AE (22:-3< Media Access Control
Security, TrustSec /»— K7 = 7 xt5T /31 A%, TrustSec N— K7 = 73S E T & MACSec U >
J RN TEET,

Fy hT—27 FRAL AT RIygryrarvio—i, 821X et A2 R L TE T ZRIEB LT
AT S CTS 354 ARIOFEZRIED A 51 = X 5, EAP-FAST I%, EAP # A & LT ENET,
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M Glossary

R

RBAC =N _R—=RX T IR aryrta—)b, TURKRAL L POO—WIESILTIZ7ERA 3 ba—L X h
=X, RBAC IFEHK O — 1 757 VX THEDT LT 4T 4 ORER) o —5RET A LNTX
DN ET, RBACIZIZN—T R—2DT 7R a> ha—/L L3RR 0 $9,

RBACL 0= _X—2 778 A ar ba—/,L U AL, TrustSec % Cisco Secure ACS ® RBAC #EHE % 1fi -9
572, SGACL Rt 270l L<EHEINET,

S

SAP t¥2VTF 4 TYVT—ary Fn F:l/l/ NDAC DOFRFER L OFRAOTh%Iz, UV 7EEEo
F—BLOKEAASL —beraz— M LET, SAP 1T 802.11i EHEEZ X—2 L L TWWET, SAP x*
Ty T —3 3 VI NDAC 7rv A% BENICBGTE £, TNUANOEAIZIPMK 24 0 7 —7 =
AATRET 4 v 7 ICHETEET,

Seed Device v— K 534 A1, TrustSec RN U ¥ —FRBA D 7= 81T Cisco Secure ACS TiERIET 5 #] D TrustSec
N R 2T RGSTRA AT, — K T3 & i/k@ TrustSec v 7V v b T4 ZADA—%
TAT—RIZRD, TOVT IV I N TARARAFEIBIZEDY TV N TARALAADF—® T 4
=R £,

SGACL Y¥X2VT 4 IN—F TR arba—iL UL, SGT OIEIZ ST T AN EZ ) T ERITH, L
A¥3INBLATYA4~OT 78R 2 ba— VR, @%H, 74VF V7T CTS RAAL L OH
NHR— N THELET,

SGT X2V T4 IN—T FT, a— VRSN T T T4 v 72T D20 A—%xry N7
L—ATBMEhicv A4 Y227, #7008 :, CTS D KA A /@/\ﬁfiﬁéni*r SGT %
Cisco Secure ACS FECEHRZINTWET,

SXP SGT a7 v h 2L SXP VR — T BT A ANREEITLIP & SGT DA T 4T T—T %
T’EEJZL MD35 X— 2 OFBFEEfEH L CHiASL O TCP ##fi &8 U T TrustSec /~— KU = 7 xtIinT /3 A

WCEDT—TNEEETED LI LET,
T
TrustSec Trusted Security, Cisco Trusted Security (CTS) &R U T,

TrustSec ¥V 7 + TrustSec £7 & d NDAC B L SXP #ifi 2 MESL CE DXy NU—7 T4 A,
T 73

TrustSec N—F N7 4 v 212 SGT %4 717 L. SGACL #iifi L. TrustSec £'7 & ® MACSec D % fie s T
7 = 756 X3 %y FU—27 FNA A,
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Glossary Wl

&

A—toF4H5—4 TrustSec Xy T =T DAUNTHDLFRY NT—7 TRA A E, 37V B b TAAL RZHT D
=T 4 r—FZDOa— T, TrustSec *v hT—ZIZBML LI ETAHRY NT—0 TNRA 2%
RAECE 9, NDAC TV 7 U B b T8 AQ TrustSec * v =TI AL Z EaFaans >

| =0 S G

s

HYFUhV b TrustSec (2B W T, FBIESINT= TrustSec X hU—27 TNAA R (=T 4 r—%) »PHD
TrustSec FRFEZ TR L T 5, Cisco Secure ACS I[CHEZERG L TWRWRy T —F7 T 31 A,
NDAC i, 7 U b T84 A8 TrustSec X v NI —ZICADLZ L EFASNDL T RATT,

(63

EL—F FINA R FEV— K T 31 ZAITiF Cisco Secure ACS ~DEE IP #8202 2 — F T84 ZAEET Tl
TrustSec * v b U —J 1B EINTZT A A2 EDZDMDT SA AR, L — K T4 20D
TrustSec & v bV —27 ~OSMEZFRIAEB L OHF AT 20X H Y 77,
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#F
802.1AE

Cisco TrustSec. IEEE 802.1AE ¥R — k
802.1X 6-2

802.1X " A b E—F 6-5

C

Cisco TrustSec
IEEE 802.1AE A — 1  1-11
NDAC O#E  1-3
RADIUS V v—  1-11
SAP xdvx=—vza v 1411
SGACL 7?72~ 19
SGT 1-6 ~ 1-9, 39
SXP 41~ ??
T—=x77F% 141
A x—=7 i 31, 3-3
BET—20F 7 mn—F 110
frao~< Y72 17
v—KFNA 2 141,110, 3-1
FEHE—F 35
EROXy v/ 410
RE 2?7~ 411
HEEFEEB LOWIRFE  2-3
T 74N ME 2-3
e 1-9
RY—fGF 19
Versotx=2V74 111
Cisco TrustSec, [CTS) # %M
Cisco TrustSec BT — ¥
Form—Fk 1410

INDEX

Cisco TrustSec FHEjE€— K
RE 35

Cisco TrustSec Y U =2 — 3
mE 21~ ??

Cisco TrustSec T XA ADT AT VT 4T 4
il 1-6

Cisco TrustSec 7 /34 A D
W 1-6

Cisco TrustSec 383
P ?2?~ 1-6

Cisco TrustSec DF¥ v v 7
A x =71 4410

s

D &

b=

707 411

Cisco TrustSec = —H# DFREE
il 1-6

CTS

SGACL 51~ ??

wE 2?7~ 411

w11~ 22
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