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CHAPTER 1

=

ZOETIL, Cisco Nexus 3000 >V —R AA v FTPython 7/ V r—vary rarsIv7 4
S —7 x4 A (AP]) VAR — MERREZFEHT L7200 EL | LR A VA M—IFERETRLET,

ZOEIT, WONETHRENALTVWET,

o [Python API O#% | (P.1-1)

e [Python ®A > A h—/1| (P.1-2)

o [H— =7 1 "WOMPTe Python Ny r— DA X h—/1) (P.1-2)
o [Python ™ (P.1-2)

Python APl DB E

Python IZfiHICEH G TEX N7 0 /I IV VEFETT., RN TEARERT — 2 EEEZFL, 4
TV MERT U7 T I 7 LT IV THRN T T e —F 2o TWEJ, Python i,

A, BTG, BEOA v X =TV RIS MHEIZE T, FEAEDT Ty b T+ —
ADSESERGHFETRAI VT T o T @k T 7V r—a VIR EEBT AN SETT,

Python DA % —7 1) % L R AZHET (7 F VL, Python Web 4 b D, EERT T v N7 4 —
DZHHE LTz Y — AR E T iZ A F VB CHBICRATCE £,

http://www.python.org/

Flo. OV A MIE, = =T ¢ BDEE TR L TV D LD Python €L 22— v, 7rJ T
LA, BIOY—NVDOT A A M) Ea—varEZIno~nl 7 SHIZEBMNMDO RS2 AT —v gy
D STV ET,

Cisco Nexus 3000 'V — X 2 A v F (X, Python v2.7.2 CHEATE 2T X COMEZTFR— ML ET,

Cisco Nexus 3000 >V —X AA v F® Python A7 U 7T 4 > FHEETIE, ROEEEITHI Z LN TE
ij_o

o AA v FHBFFICHEEZHRTHODOAZ )T N EETT D,

o REENYIT vTT 5,

o Ry T HEARROBEEZTE= L, $5T 52 LT, THNARRERZT ),
o BEBAKOAE S nEYa= %713 EEM £ 2 —1 L O,

e —EORHMRETYa7%2FE T35 (K—MOBEBERR L),

o XA vTFDATU RIA AV F—T A A (CLI) 270 T TN 0T 7ALTIEIERY
AY BFITT D,
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F1E BE |

W Python Of VX +F—1

Python 14 > X k=)L

Python A > 4% —7"U #{Z Cisco NX-OS ¥ 7 bV = 72T 7 # /b b TH#i ST\ £ 97, Python iX
python =~ RFZ A+ 2 &L CHRETEET, £/, import cisco.py =~ N T cisco.py E¥ = —
NaEAVR—FT5H5Z LT, CiscoNX-OSAPIIZT 7 BATHAT YT FNE{ERTEET,

. 0 — o >
H— R/3—T 1 BOHFL Python Xy —20DA(4 VX k=)L
mypkg.tgz ZV— N2 —F 52 LT, — RX—F  BOMFE7: Python Ny 7 — V% A A h—
NTEET, Y= RKRX=FT By r—U2HP L TA VA b= T 521, ROFIEZETLET,

* copy scp://user@server/path/to/mypkg.tgz bootflash:mypkg.tgz vrf management =~ > R % 5
TLC  tar 77 AL DX 2T a—&2TWVET,

* tar extract bootflash:mypkg.tgz =~ > FZ i L T, mypkg.tgz 7 7 A V& B L £ 7,

* move bootflash:mypkg-1.2/* bootflash: =~ > RZFEHA LT, Ml L7 7Av&ET— 7T v
ValZBELET,

* python setup.py instal =~ > REZFHL T, Ny Fr—V %A VA=V TEET,
e AV—LETTANET =TTy apbHIBRLET,
o V= FN—=F BNy —U1F, A7 Y MEIE Python = LV THEHTE ET,

switch# python
>>> import mypkg

GE) PRV U —ATIL, easy_install =~ FEHEHL T, = =7 A0 =% A R =1
TELHLH2720 FT,

Python MR

ZITE, RT A= EETZLICK 5T Python A2 U 7 MEAER L, FEITTDHECONTEHBHL
£, ARIFRDO EFBY TT,

e [Python v = /L DftA) (P.1-2)

o (227U 7 D547 (P1-3)

o (R VT DT A=ZD5EHE L] (P.1-3)
» [Embedded Event Manager ® %A — k] (P.1-3)

Python < = JLDBRE

Python ¥ = /L%, /37 A —X ZIEEWTIC python 2~ > REHEHRT25 2 L CHIETE £,

switch# python

Python 2.7.2 (default, Oct 11 2011, 13:55:49)

[GCC 3.4.3 (MontaVista 3.4.3-25.0.143.0800417 2008-02-22)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
Loaded cisco NX-0S 1lib!

>>> print 'helo world!'

helo world!

>>>exit ()

switch#
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| 1% &=

Python oz W

A YT rDET

Python A7 U 7 %, python <filename> 2~ > FEMFEH L CEITTDHI LN TEET,

switch# python test.py
['/bootflash/test.py"']
doing 0/1

doing 0/2

doing 1/2

switch#

RAGYTEADIRTA—EDEIEEL

Python A2 U 7 N X, python <filename> [argl, arg2, arg3,....] 2~ FEHEH L TEITTHZ BT
TFET

switch# python test.py foo bar 1 2
['/bootflash/test.py', 'foo', 'bar', '1l', '2']
doing 0/1

doing 0/2

doing 1/2

switch#

Embedded Event Manager O HR— k

Embedded Event Manager (EEM) 1%, A XY RIS\ 7z Python 227 V7 RO LA HR— KL
%9, variable $ =~ R&fHH L T, 4 X b? syslog % Python A2 V7 FMIET 2 ENTEET,
WDFIL, IF_DOWN A~ ~MZxf LT Python 227 U 7 hZFEOMHT EEM Z2/r L TWET,

EEM O E :

switch (config)# event manager applet if-mon

switch (config-applet) # event syslog pattern "*IF DOWN.*"

Configuration accepted successfully

switch (config-applet)# action 1.0 cli python if-mon.py ethl/1 $command
switch (config-applet)# end

Python 22 U 7 k-
If-mon.py

import re
import sys

def findIf ():
x = re.compile ('[Ee]thernet\d+\/\d+")
for a in sys.argv[l:]:
if x.match (a):
print a
return a
return None

print 'Starting my script.. args:'
print sys.argv
intf = findIf ()
if not intf:
intf = 'ethl/1'

o

print 'Detected shut on interface %s' % intf

[ oL-26601-01-J
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W Python OER

from cisco import *

s, o = cli ('show run int %s' % intf)

print ('--------------------—- \n%s\n' % o)

print 'Restoring interface %$s' % intf

s, o = cfg if (intf, desc='++dont shut++', state='up')

print ('--------------------—- \n%s\n' % o)
s, o = cli ('show run int %s' % intf)
print ('sh ver\n---------------——————- \n%$s\n' % o)

print ('\nbye\n'")
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CHAPTER

FIUr—S3y Jaydssouy 4049 —
J2xz4 X (APl) BEA%

ZOETIE, WD Python 7 SV r—var Fa s3I0 7 A0 8—7 x4 (APD) BAEIZ DWW THL
HLET, ZOET, KONFTHEINLTHET,

e [Routes()) (P.2-1)

e [showArpTable()) (P.2-2)

e [showVshRoutes()| (P.2-3)

e [showHwRoutes()| (P.2-3)

o [verifyRoutes()] (P.2-4)

o [verifyArpTable()] (P.2-5)

e [CheckPortDiscards()| (P.2-6)

» [7 Z = BufferDepthMonitor(CLI)J (P.2-7)
o [getTotallnstantUsage()] (P.2-7)

» [GetRemainingInstantUsage()] (P.2-8)
o [getMaxCellUsage()] (P.2-9)

o [getSwitchCellCount()| (P.2-9)

o [transfer()) (P.2-10)

e ICLI)) (P2-10)

o [lget output()s (P.2-11)

e Trerun()) (P.2-12)

+ [History()s (P.2-12)

o [lget history()) (P.2-13)

o [clear_ history()] (P.2-13)

Routes()

;M=

Routes () - Class Object
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FIUH—3> FAYSE05 48— Tx4R (AP) B% |

Bl showArpTable()

X

Routes ()

%I‘:

B4

Routes 7 FADA T V= haA L AX AL LET,

INT A=A
L,

RY1E
Routes 7 7 ADA T V=7 b,

#l

rObj = Routes ()

showArpTable()

M=

showArpTable ()

#x

Routes.showArpTable ()

Stea

showiparp 2~ FZFITL. HOEZELET,

NS A=A
2L,

RYE

AL vFDOARP 7—7 NV = MY ERLET,

]

routeObj = Routes|()

data = routeObj.showArpTable ().get output ()

H A5l

Flags: D - Static Adjacencies attached to

IP ARP Table for context default
Total number of entries: 4

Address Age MAC Address

50.1.201.2 00:02:10 547f.eed0.5a7c
50.1.1.10 00:07:53 547f.ee62.£801
50.1.2.10 00:08:31 547f.ee62.£801
50.1.3.10 00:08:31 547f.ee62.£801

<cisco.CLI object at Oxb7cl462c>

down interface

Interface
Vlan201
Ethernetl/34
Ethernetl/35
Ethernetl/35.1

Il Cisco Nexus 3000 ¢ —X NX-OS Python APl Y 27 LY R #i4 F Y Y—2X 5.0(3)U3(1)
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FIVr—

>

a3y RISV 408 —74R (APl) B#

showVshRoutes()

M=

showVshRoutes ()

#x

Routes.showVshRoutes ()

BTLL]

show ip fib route ZE1T L, WHEKL F7,
NS HA—4H

PN

RYE

VY7 o7 —bh ) ERLET,

7l

routeObj = Routes|()
data = routeObj.showVshRoutes () .get output ()

H 5

IPv4 routes for table default/base

__________________ T
Prefix | Next-hop | Interface
__________________ +__________________+_____________________
0.0.0.0/32 Drop NullO
50.1.1.0/24 Attached Ethernetl/34
50.1.1.0/32 Drop NullO
50.1.1.10/32 50.1.1.10 Ethernetl/34
50.1.1.100/32 Receive sup-ethl
50.1.1.255/32 Attached Ethernetl/34
50.1.2.0/24 Attached Ethernetl/35
50.1.2.0/32 Drop NullO
50.1.2.10/32 50.1.2.10 Ethernetl/35
50.1.2.100/32 Receive sup-ethl
50.1.2.255/32 Attached Ethernetl/35
50.1.3.0/24 Attached Ethernetl/35.1
50.1.3.0/32 Drop NullO
50.1.3.10/32 50.1.3.10 Ethernetl/35.1
50.1.3.100/32 Receive sup-ethl
50.1.3.255/32 Attached Ethernetl/35.1

<cisco.CLI object at Oxb7blabac>

showHwRoutes|()

M=

showHwRoutes ()

showVshRoutes() W

[ oL-26601-01-J
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M verifyRoutes()

X

Routes.showHwRoutes ()

]

N—=FRy=7 L—rEFHEL HAOZELET,
INT A=A

L,

RY1E

N—=R7=zT —hF = N EIRLET,

%l

routeObj = Routes ()

data = routeObj.showHwRoutes ()

H A

__________________ +__________________+_____________________
Prefix | Next-hop | Interface
__________________ +__________________+_____________________
50.1.1.100/32 Receive sup-ethl
50.1.2.100/32 Receive sup-ethl
50.1.201.1/32 Receive sup-ethl

0.0.0.0/32 Drop Nullo

50.1.3.0/32 Drop NulloO

50.1.201.0/32 Drop NullO

50.1.2.255/32 Attached sup-hi
50.1.1.255/32 Attached sup-hi

60.1.1.0/32 Drop NullO

50.1.3.255/32 Attached sup-hi
50.1.201.255/32 Attached sup-hi
255.255.255.255/32 Receive sup-ethl

verifyRoutes|()

M=

verifyRoutes ()

#x

Routes.verifyRoutes ()

Hl:

V7N 2TEN— R 2T ONL— N EfERLET,
NS A=A

2L,

RYE

N=Ry =27 &Y 7 =T O T—HLIEAV— FBEO—H LWL — FOEEZRLET,
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| 2% 7F7FUs—23>Inds5s254058—7x4Z (AP)) B%

7l

routeObj = Routes|()
found,nfound = routeObj.verifyRoutes ()

HAH

Routes verified and found: 26

Routes not found:

50.1.205.0/24 3
51.1.1.0/24 3
51.1.2.0/24 4
51.1.3.0/24 6
100.1.1.0/24 7
100.1.2.0/24 7
100.1.3.0/24 7
101.1.1.0/24 7
101.1.2.0/24 7
101.1.3.0/24 7
120.1.1.0/24 7

verifyArpTable()

;M=

verifyArpTable ()

X

Routes.verifyArpTable ()

%I‘:

B4

V7 2T EN—KT7=2T7DARP T —7 )L = hY R L £,

INT A=A
L,

RY{E

verifyArpTable()

N—=RU =T,V 7 2T OMT—HLEZARP T —7 v 2 P BIO—HLA)>7= ARP 77—

TN b OFERLET,

7l

routeObj = Routes ()

found, notfound = routeObj.verifyArpTable ()

HAH

Flags: D - Static Adjacencies attached to down interface

IP ARP Table for context default
Total number of entries: 4

Address Age MAC Address

50.1.201.2 00:02:31 547f.eed0.5a7c
50.1.1.10 00:08:15 547f.ee62.£801
50.1.2.10 00:08:53 547f.ee62.£801
50.1.3.10 00:08:53 547f.ee62.£801

mac address:54:7f:ee:40:5a:7c

Interface
Vlan201
Ethernetl/34
Ethernetl/35
Ethernetl1/35.1

[ oL-26601-01-J
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M CheckPortDiscards()

Arp entry for 50.1.201.2 547f.eed40.5a7c V1ian201l found in HW

mac address:54:7f:ee:62:£8:01

Arp entry for 50.1.1.10 547f.ee62.£801 Ethernetl/34 found in HW
mac address:54:7f:ee:62:£8:01

Arp entry for 50.1.2.10 547f.ee62.£f801 Ethernetl/35 found in HW
mac address:54:7f:ee:62:£8:01

Arp entry for 50.1.3.10 547f.ee62.£f801 Ethernetl/35.1 found in HW

CheckPortDiscards()

;M=

CheckPortDiscards (<port>)

X

CheckPortDiscards ('ethernetl/1")

%I‘:

B4

FrEDOR— N TOANFEREZER LET, BN 0 28258415, broadcom 7 HEEIEOHH & HE

L CHIRIL £,
INGA—45
port

RYE
2L,

7l

¢ = CheckPortDiscards ('ethl/1")

H 5

Ethernetl/1 is up

Hardware: 100/1000/10000 Ethernet, address: 547f.ee57.dd28 (bia 547f.ee57.dd28)

MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA

Port mode is trunk

full-duplex, 10 Gb/s, media type is 10G

Beacon 1is turned off

Input flow-control is off, output flow-control is off

Rate mode is dedicated

Switchport monitor is off

EtherType is 0x8100

Last link flapped 00:42:16

Last clearing of "show interface" counters never

30 seconds input rate 5016 bits/sec, 627 bytes/sec, 6 packets/sec
30 seconds output rate 3232 bits/sec, 404 bytes/sec, 5 packets/sec

Load-Interval #2: 5 minute (300 seconds)
input rate 4.69 Kbps, 7 pps; output rate 2.82 Kbps, 4 pps
RX

297 unicast packets 20588 multicast packets 5 broadcast packets

20890 input packets 1848701 bytes
0 jumbo packets 0 storm suppression packets

giants 0 input error 0 short frame 0 overrun 0 underrun

0
0 watchdog 0 if down drop
0 input with dribble 0 input discard(includes ACL drops)

Il Cisco Nexus 3000 ¢ —X NX-OS Python APl Y 27 LY R #i4 F Y Y—2X 5.0(3)U3(1)
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FFVr—var Jadsso51408—7x4R (APD) Bifk

0 Rx pause
TX

45 Z BufferDepthMonitor(CLI) W

262 unicast packets 16151 multicast packets 5 broadcast packets

16418 output packets 1407200 bytes
0 jumbo packets

0 output errors 0 collision 0 deferred 0 late collision

0 lost carrier 0 no carrier 0 babble
0 Tx pause
2 interface resets

zero discards

2 5 X BufferDepthMonitor(CLI)

m=

BufferDepthMonitor ()

BX

monitorObj = BufferDepthMonitor ()
B7L)]

Z ®» 77 7 A%, show hardware internal buffer info pkt-stats =~ > KOHAZSHT L., Sy 7 7 O H

BAERTAY y RIZT7 7 ATESE91CLET,
IS A=A
2L,

RYE
DI TADF T2 b f VAL A,

Total Instant Usage 0
Remaining Instant Usage 46080
Max Cell Usage 19
Switch Cell Count 46080

<cisco.BufferDepthMonitor object at Oxb7cl462c>

getTotalinstantUsage()

M=

getTotalInstantUsage ()

[ oL-26601-01-J
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M GetRemaininglnstantUsage()

X

monitorObj = BufferDepthMonitor ()
totUsage = monitorObj.getTotalInstantUsage ()

BT

show hardware internal buffer info pkt-stats =~ > ROH L Z OB OAFHEAREZERT A Y v R,
INTA—4

2L,

RY{E

ZOBREOGFHERREZIRL £,

]

b = BufferDepthMonitor ()
b. getTotalInstantUsage ()

H 6

0

GetRemaininglnstantUsage()

;M=

getRemainingInstantUsage ()

X

monitorObj = BufferDepthMonitor ()
remUsage = monitorObj.getRemainingInstantUsage ()

BT
show hardware internal buffer info pkt-stats =~ > KD H 52 OB O D O H R Z KT A
Vv R,

NG A=A
3L,

RY{E
ZOBREOGFHERREZIRL £,

]

b = BufferDepthMonitor ()
b. getRemaininglInstantUsage ()

H 5

46080

Cisco Nexus 3000 > 'J—X NX-OS Python APl Y27 L >R H4 F 1)1)y—2 5.0(3)U3(1)
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getMaxCellUsage() H

getMaxCellUsage()

M=

getMaxCellUsage ()

#x

monitorObj = BufferDepthMonitor ()
cellUsage = monitorObj.getMaxCellUsage ()

B7L)]

show hardware internal buffer info pkt-stats =~ > ROH LA FEHEEZET A Y v K,
NTA—43

2L,

RYE

ZOBREOG R EHEZRL £,

#l

b = BufferDepthMonitor ()
b. getMaxCellUsage ()

HAH

19

getSwitchCellCount()

M=

getSwitchCellCount ()

#x

monitorObj = BufferDepthMonitor ()
cellCount = monitorObj.getSwitchCellCount ()

%II

8
show hardware internal buffer info pkt-stats =~ > KO LA BT hOFHEZ KT A
A

IS A=A
L,

RY{E
ZOBREOG R EHNEZRL £,

#l

b = BufferDepthMonitor ()
b. getSwitchCellCount ()

Cisco Nexus 3000 > 'J—X NX-OS Python APl Y27 L >R H4 F 1J1)y—2R 5.0(3)U3(1)
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M transfer()

H A5

46080

transfer()

H=

transfer ()

#x

transfer (<protocol>, <host>, <source>, <dest>, <vrf>, <login timeout>, <user>,
<password>)

%I‘:

BH
<source> THE I N7 7 7 A V% <host> 7> & <protocol> i [l L C <dest> IZFiHi SN TV 5 /3 A
59 % APL, 7w bz, sep, tftp, ftp, F7/id sftp ZEATE EF,

NS FA—4
protocol, host, source. dest, vrf, login_timeout, user, password,

RYE
BRSNS L7234 13 True 2R L £7,

i
scp ZfEH T D ims:
c = transfer("scp", "10.193.190.100", "/tftpboot/transfer test image",

"transfer test image", user="scpUser", password="scpPasswd")

sftp 2 H 3 DRk

c = transfer("sftp", "10.193.190.100", "/tftpboot/transfer test image",
"transfer test image", user="sftpUser", password="sftpPasswd")

tftp % - 2 sk

c = transfer ("tftp", "10.193.190.100", "/transfer test image", "transfer test image",
user="", password="")

ftp Z il D ik

c = transfer("ftp", "10.193.190.51", "golden/home/su-ash/transfer test image",
"transfer test image", user="ftpUser", password="ftpPasswd")

CLI()

H=

CLI() - Class Object

#x

CLI (<command>, <do print>)

Cisco Nexus 3000 > 'J—X NX-OS Python APl Y27 L >R H4 F 1)1)y—2 5.0(3)U3(1)
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B LT

get_output() H

<command> CHREINZ CLI a2~ RCCLIZ 7 ADAT V=2V oA v AZ AL ET,

<do_print> % False ICRET H & 2~ FOWAREIR ST, True (7741 1) |

DSEIR S U E 9

INTA—4
command, do_print

RYfE
CL1V ZADFT Y= |k,

]

c = CLI ('show runn inter ethl/1"')

HAH

!Command: show running-config interface Ethernetl/1

!Time: Mon Feb 27 14:33:24 2012
version 5.0(3)U3(1)
interface Ethernetl/1
switchport mode trunk
udld enable
channel-group 12

<cisco.CLI object at Oxb7ae9%948c>

get_output()

;M=

get output ()

X

CLI.get output ()

%I‘:

BA
CLI a~r FoHhEELET,

INT A=A
L,

RY{E
CLI =2~ RO,

#l

c = CLI ('show runn inter ethl/1"')

c.get_output ()

CRIET B L)

[ oL-26601-01-J
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M rerun()

rerun()

History()

H A5

['', '!Command: show running-config interface Ethernetl/1l"',
2012', '', 'version 5.0(3)U3(1)', '', 'interface Ethernetl/1',
' udld enable', ' channel-group 12', '', '']

rerun ()

CLI.rerun ()

%II

BR
avy REBRETLET,

IS A=A
L,

RYE
2L,

#l

c = CLI ('show runn inter ethl/1"')
c.rerun ()

H 6

!Command: show running-config interface Ethernetl/1
!Time: Mon Feb 27 14:37:05 2012

version 5.0(3)U3(1)

interface Ethernetl/1
switchport mode trunk
udld enable
channel-group 12

M=
History()- 7 7 A A7 Y =7 b

.38
History()

%I‘:

B
History 7 2 ADA 7T V=7 b A v AX AL L ET,

Mon Feb 27 14:36:10
switchport mode trunk',

Il Cisco Nexus 3000 ¢ —X NX-OS Python APl Y 27 LY R #i4 F Y Y—2X 5.0(3)U3(1)
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RYE
History 7 7 ADA 7V =7 b,

7l

a = History()

get_history()

H=

get_history()

#x

History.get history()

RY{E
Eifr&hla~r FoERZR L E7,

%l

a = History()
a.get history()

clear_history()

H=

clear_history()

#x

History.clear history()

EL:

BREZ 7 )7 LET,
NG A=A

3L,

RYE
L,

get_history() W

[ oL-26601-01-J
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M clear_history()

7l

a = History()
a.clear history()
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