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ORI ZAENCTED L9170 £ L7, WSA 1T, 1 IFEHE A
N7 FETHREBL XU a— R T 25087 < LT HRGE
HEOKZIFT T —Z2B< oI, 2o 7T e 2241 L £4,
(WebtX=a2)T 4 77 AT ADCLIa< R (B-62—)%
ZHL TLIEEN,

TAT (=R =T 1) IES =" DT—H 7 4 — RIS TH AHX L URL BT
7 4—F FVEERCEET . INGDTIAT T 4 —RDHAKX L URL A
TAVF ARV —ERTHEHTEET [ HAXALAURL A 73
DVERL EFREE] (9-16 N—D) 2B ML T Z &,

ZOV Y —RIZFBEDONRT T 4w 7 ARG EFN T ET, EEMIZ OV TiE. [Release Notes D
[Fixed Issues | Z# Z ML T &0,

e WHEDYY—X J—]:
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-release-notes-list.
html

7j747/ZW%4/9 —J A ADER

Web 1> 32—

Web A Z—T = A ZADT 5 7 FEf:(1-4 =—3)
o WHMTTTAT UV ATDOWeb A2 H—T 2 AANDT 7 BADA F—T ML (1-5 =)
o TTIAT LU AWeb AL X —T A ANDT 7 HA(1-5 X—)
o Web (2 ¥ —7 = A ATOEHEDKEE(1-6 2—)
e Web AL H—T 2 AATODEFENED 7 VT (1-6 <—)

TJTARADT SOTEH

Web A2 % —7 = A AZT 7B AT DI, 7 7 7 ¥ JavaScript 3 L Y Cookie ZHAR— K L,
ZUTANBA FZ—T NN > TWDHRENH Y £7°, £72, Cascading Style Sheet (CSS) % & T¢
HTML ~—2 %L o Z ) o 7 T HMERH Y £,

Cisco Web & = U7 « 775 A 7 > A YUI(http://yuilibrary.com/yui/environments/) C#% & &
Nl 2 =7y FERELICHEILL TV,

Ty a NI FET VT 4 TIRIREED 30 e < L HENIZ X A LT U ML ET,

Web A 2 —T 2 A AND—HDOREZ L LV VEMERTHE EHICT 0 RUNBAE ET,
FOEDO Web A HA—T 2 A AZERT AL T I90VORy T w7 Tay 7 %RETDH
VERH D 97,
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| 1 #HESLUVYU—IAOBE

~

GE)

FISAFTUAWeb A2 8—D A ZDER B

TFIATV ADRELRET HHEAIT. I 1 OOT T 7 4 U R E7-1382 7 2
LET.EF- Web A0 Z—T7 oA ABIONCLIZRIRICHERL TT 7947 v A2 MmEL 20
TLIEESWBEOGINO T 77 AT AemET D L. THLR2WEERRAETHOT Y
A—FENFEEA,

RET7ITSATUVRATOWeb AV B3—T T A ANDT IV EAD A R—

7Lk

FIE 1

FIg 2

F 74N TIZ HTTP BLORHTTPS A > Z— 7 = A ZAIRBT IS5 A4 7 A THSLENF
Fh,. 2 NoDFa h AV EFNNITACIE. A~ R4y A B —T A ASERTHHME
NdH 0 FET,

AV RITIA A B =T 2 A AT I HALEST , A~ NI A F =T = A A~DT
7 AB-1 "=V)2ZHRL TN,

interfaceconfig I ¥ K %iﬁi L jz—jﬂo
Z7ur 7 hTEnter ¥—%¥ & TV NMEBZITANLNET,
HTTP B L O HTTPS 7' v 7 2 RBEL MHHT L7 harz A x—7 izl £7,

FTS5ATPUAWebh A2 B3—TD T A RAANDT7 O LR

FIE 1

GE)

FIE 2

[ZC®HBHIIC
W7 FIZAT VAR L TWARERIXARET T T AT ATODO Web £ Z—T = A A~
DT I EBADA X —T L (1-5 X—) 2SR L T &,

TSN ERME Wb EX2UT 4 TFXF5AT L ZADIP TRV RA(FHITARA N ZASL
T T L TAT VANERNICHEESNTWRWERIX. T 7 4/ bREEHEHL £97,

https://192.168.42.42:8443
E s

http://192.168.42.42:8080

Z 2 TC.192.168.42.42 X7 7 # /L M IP 7 R L A 8080 IL.HTTP OF 7 /L k ODEH R — s DFR
TE.8443 |X HTTPS ®F 7 4/ k OB AR — F TT,

TTIAT UV ANBREERESINTODAEAIZMIAR—=FDIP TRV A(FRITHRA M) 2 E
AL £,

TTIAT VAT D EERFIAR—NEEEEANTILERH Y 5 (T 7 4V MFA—h
8080)  Web /> ¥ —7 = A AT 7V BEATHEXIZR—FEFERELRZNE T 7 4L K
AR—1 802V [T A A7 L7 % (Proxy Unlicensed)] =7 — RX—URNRRINET,

TTIAT L ADR T AV EENERENTZS T T ITAT VAT VAT RO a2—
N2 TL - AN 1,
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W Cisco SensorBase kv k7 —4

FIFNNTC T T IAT LV AZITUTO2—FZ L2 T =N EBL £1,
. :L‘—“v'% :admin
o NA7 1L —X:ironport

admin DL —WH Tl AL TEHORHD COHERIT NATL—X 2T ICETTSH L HRD
HIVET,

FIE3 HHYOZ—HHTOREDT T IFTAT v ANDT 7 & 23T (B, Kz &) 2 FRwT 512
.77V r—vary 74 RuDFED [ A2 (Loggedinas)] =2 b U DREINIH D AL
DT 7T 4 BT 1 (recent-activity)] 7 A 2 > (BT i REUIEI D EZ 27V v 7 LET,

Web 12 3—T T A ATHDEEDERF
~

(F AXRTE2I Iy b THANSEHBORELELITH 2 ENTEET,

FIE1 [A®%#E (Commit Changes) | R ¥ %27 U v 7 LET,
FIE2 EBRTIHIEHAE.[= A2 b (Comment)] 7 4 — /L FIZa A &2 AL F9,
FIE3 [£ % %M (Commit Changes)] 7 U > 7 L7,

Web /> B2—DJD T AATHDEERNEDYI )T

FIE1 [£F%Ff#E (Commit Changes) | RZ %7 U v 7 L ET,
FIg2 [£ % %05 (Abandon Changes)] #7 U v 7 L £,

Cisco SensorBase =~y k) —%

Cisco SensorBase % v b UV — 7T AT OMETLDOR AL 2B L. A X —Fv b 8T
T4y I DT =N gy T RN BT HEROEHT — % X— X T7,SensorBase
FBEHDO A —F v b B AL OEEEOFMEZ Y A2 (R £9 . Web X 2 U 7 ¢
77T AT AL, SensorBase T —4% 7 4 —RKEHHL T Web L B 27— 3 A7 %
EEEFET,

SensorBase DFIm &ET S A/ —

Cisco SensorBase X b U — 27 ~OBNL. v AanNT —F Z WL L T, SensorBase & @& F
T—HAR—ALZOT—F e FETHILEBERLET, 20T — X IZITERBEMEIZET H1E
BBIOT T TA T ANEREBUET 5 HEREENLET,
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Cisco SensorBase +rv F7—%~ W

VANIT T AN —HHERFT O EEME AL TR 2T ARAT L — X EOfE A
BRELITEEFTRONEETIZFEHAL FHA T 77 ANVHA EF A NAIZH < URL EIME
T BB A RGES 2 7o Ik SN E T EHBILS LI HTTPS B 7 7 23 Tl
SensorBase 2 h U —ZZIP 7 RFL A Web L B aT—r gy 2a7 BLOEHENDO Y —
NLEDURL ATV DHEZELET,

SensorBase XY NV — 27 ~OBNMICEETHHE. 7 7 F7A T ANbEEI T —# I
HTTPS #ffH L TEZ2IEESNET . 7 —F 2 LA T 5 L Web X—ZXDEFITxHS L T HE
BOBDLIT 7T AT AL EERRELRET I Aa0fEN M EL 7,

Cisco SensorBase Yy k J—O~ADSMD A +—TJL{k

S

G

ZFIE 1
FIE 2

FIE 3

FIE 4

FIES

FIE 6

VAT LAOREMIZT 7 40 b T [#EH#E SensorBase 1 v kU — 7 2%/ (Standard SensorBase
Network Participation) ] 23 1 %— 7 /MIZ S L TWET,

[EF% = U7 1 % —E X (Security Services) ] > [SensorBase] ~X— T ZEIN L 7,

[SensorBase X N U — 27 {Z&/l (SensorBase Network Participation) ] 28 f X—7 LV TH 5B T L %
BLEI.

T AT NDEGE. T T T7AT L APINET 5T —#1F SensorBase * v bV —7 H— i

RENETA,

AL ~)L (Participation Level) ] £ 27 & 2 > T L FO L XD W nai@IR L £7,

o [HIFR (Limited) |, ZEAR 72 ZANIH — AW % £ & SensorBase v bV — 7 #—\(Z
MD5 Ny ¥z SRR 7 A M EEELET,

o [FE¥E (Standard) |, #L3E & U722 H01E ., unobfuscated /S A © 27 A b &l L 7= URL &k %
SensorBase X NV —7 H—NZEEFELET, Z2OF T aid . LVBNHRT—HX—2
O Z T L MR Web L E 2T —3 g > ZaT7 OBAMEZE ESEET,

[AnyConnect > kb 7 — 27 ~® &/l (AnyConnect Network Participation)] 7 4 —/L F T, Cisco
AnyConnect ZfilHL TWeb EX a2 VT 4 77 I3 ATV RACHERTH 27 74T FbBIES
NEEREEDDINE I EENL £7,

AnyConnect 7 7 A 7 > I 1%, Secure Mobility f8REZfEM L TT7 7T 47 AT Web k77 1 v
7k EELET,

(BRI 7= R A A2 & IP 7 R L & (Excluded Domains and IP Addresses)] 7 4 —/V' K T L& T

RAALEFIZIP TRV 2% ASL T SensorBase v — NIZEEENTZ R T 7 4 v 7 2RI L

ESc N

EHZEEL RFELET,
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W Cisco SensorBase kv k7 —4
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CHAPTER 2

R AAM—IL BE

o HERE.A ANV BREOHME(2-1 X—)
o RIBTFF3A7 L ADREMH(2-2 =)

o BMEE—F OkE(2-2 X—)

o kL. ARV REICHET DX AT O (2-6 X—)

o TTIAT U ADEF(2-7 <—)

o IEHMOILE (2-10 ~—)

o VAT A Y NT T U4 —F(2-11 X—)

o TyFARNY—L FrF(2-19 X—)

o XY hNU—I AU H—T A A(2-21 =)

e NATRATGEN T 4 HZEHTIHEODT =2 — A —N_— T )—T DRIE(2-23 X—)
e Web 7 mXxy T —HIZHTDHP2T—H A F—T = A ADFEH(2-25 X—)

o UX AL I KNEKANGEY AT L BRAN4(2-36 —2)

e DNS DOF%IE (2-37 _X—)

o B AVAN— N REICETAN T TN 2 —T 47 (2-39 =)

EH. AR =L BEFOBE

Web Security Appliances (21X EHEEL 7T TR Web &EX =2 U7 4 ax7 4% @2 OO8EEE—F
JARY: SR/ B S

Web Security Appliances DFEMEENEE— N IZIL AP A R D Web V¥ —E R &L AF
48T 74y BE=Z VTR EERTOET, 2L —E R TN TNy 777K Web &
Fo2TF g axs 2 E—RTIEIFEHATETETA,

TR WebtX=aUT 4 aRxs ¥ E—RNTRTTIT7AT AT Web X =2UT 4 R

o — M S 4TV % Cisco Cloud Web Security (CWS) 7' 2 ¥ ZHifEL TR T 7 4w 7 & L—
TAvTLET,

TTITAT L AIIEEOR— P PERENATEY SR —MEIEV Y THAZ 1 DLl LK

EOT— 2 MEEHL £,
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B gE7ISA7UROEHR

TTIAT AT Fy hU—2 L— 1k DNS.VLAN. B L O"ZFDOFFRE &V —E A& HHL
T AY NIV EN T 7 4y IRITZEEELLET VAT A By N T v 7 U 4 —

I} (System Setup Wizard) TIZEA RV —E A LREHBZ Y N T v 7425208 TE .77
TAT U ADWeb A H—T 2 A AT REDEERBINA 7L a v OFRTEITHI ZENT
=E7,

KB 7TS5AT7ADER

A Web EX =2 U T 4 77747 L ADREBIZ OV TIL. [ Cisco Content Security Virtual
Appliance Installation GuideJ%#Z ML TS ZE W, 2D R F 2 A M,
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.

html 5 AFTEET,

MBP7 TSATUOANIRBT T SAT7 0 AANDBT

WHELT 7T ATV ANLRBT T I 47 ACRBEEBITT DI B0y 7 TER LT
['Virtual Appliance Installation GuideJ, 3 X OME ] L TUWv % AsyncOS O/N— 5 S L7 Y
Y= J—=FZZHL TZIN,

BEE—FOLR

Web tX =2 U7 4 77747 AOBEHEHEE—RNIZIX AP A D Web Ty Hh—E R
L AY4 T T 4w F=X )R EENTWET, ZNHOY—E XTI 7T 0
KWebEXx=l7 4 axs/¥ E—RNTIIEHTEERA,

IR WebtX=aUT 4 aRxs ¥ E—RNTRTTT7AT AT Web X =2UT 4 RV

v — 3 41TV % Cisco Cloud Web Security 7 2 NI L TR T 7 4 v VB V—T
7L ET,

UFTORTIE.FEE—F CHEAAERSEFSEF Az a—a~vr Fa2RL . ZRICEDEE—F
TR AR S X ERBEREICOWTHEIBIL £,
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| 2% BEHE.SAORXAL—ILBE

BEE—Fors N

A=a—

E#E—F CHERTE

959K axy 48 E—FTEA
AT e

LAR—F

VAT I AT —H A (System
Status)

B

Users

Web 1 I (Web Sites)

URL %17 =V (URL Categories)
TV =3 OFRR
(Application Visibility)

~ /L7 = 7 %% (Anti-Malware)
7R~ v = 7 B (Advanced

Malware Protection)

7 7 A V537 (File Analysis)
AMP H|FED T v 77—k (AMP
Verdict Updates)

IIAT N AT 2T URY
(Client Malware Risk)

Web L B =27 — gy 7 40 H%
(Web Reputation Filters)

VAY4 8T T4y BE=H
(Layer-4 Traffic Monitor)

2 —HFOEFTHIL AR — b (Reports
by User Location)

Web bk 7 v % 7 (Web Tracking)

=]

AT L2 (System Capacity)
VAT I AT —H A (System
Status)

AV a—VRES I R— b
(Scheduled Reports)

7 —4 A7 LR — b (Archived
Reports)

VAT I AT —H A (System
Status)
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B EfE—FobK

A=a—

E#E—F CHERATE

959K a2y 48 E—FTEA
AT HE

Web ¥ )FT4 <
#— % (Web Security
Manager)

W7 v 7 7 A /L (Identification
Profiles)

IIIRN—=FT 4T R —
(Cloud Routing Policies)

SaaS 7 U 3 — (SaaS$ Policies)
#57R U > — (Decryption Policies)
N—T 4 2 R Y 2 —(Routing
Policies)

7 78X R U —(Access
Policies)

RO EE Ol R (Overall
Bandwidth Limits)

Cisco 7 —# &% = U 7 1 (Cisco
Data Security)

FENT 2T A% x
(Outbound Malware Scanning)

SR T — 4 4 5Bh 1k (External Data

Loss Prevention)

SOCKS 7% U 2 — (SOCKS Policies)
HAX L URL 7Y
ReH#EIFAB L O + —F DEHR
(Define Time Ranges and Quotas)
XA IS AFRE (Bypass Settings)

VAY4ANTT 4T =X
(Layer-4 Traffic Monitor)

B~ 7 7 7 A )L (Identification
Profiles)
779K NV—=T 4T K —
(Cloud Routing Policies)

ST — & Y B4 1k (External Data

Loss Prevention)

71 A4 5 URL 777 = Y (Custom
URL Categories)
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BEE—Fors N

A=a—

E#E—F CHERATE

959K 2%V 5 E—FTEA
B3

X1 UT4Y—ER

Web 7" & % 3 (Web Proxy)
FTP 7’ 1 % ¥ (FTP Proxy)
HTTPS 7' = % < (HTTPS Proxy)
SOCKS 7’1 % 3 (SOCKS Proxy)

PAC 7 7 A )L R AT 1 > 7 (PAC
File Hosting)

fEHFFA =2 > b v — /L (Acceptable
Use Controls)

N2 TRIRELVE 2T — g
> (Anti-Malware and Reputation)

5 — 2k ~7 4 )L % (Data Transfer
Filters)

AnyConnect tF% =7 £ U T 4
(AnyConnect Secure Mobility)

o — %0 (End-User Notification)

L4 b7 7 4w 7 F=2% (L4 Traffic
Monitor)

SensorBase

L AR—Fh

Web 7" & % 3 (Web Proxy)

v b 7—% (Network)

Ao B =T AR

HwmI A ALV I gy
(Transparent Redirection)

JL— K

DNS

i AT

WN#E SMTP U L — (Internal SMTP
Relay)

A7~ 7 % > (Upstream Proxy)
#1358 DLP % — 3 (External DLP
Servers)

Ak 3 O & B (Certificate
Management)

= =
AIE R

SaaS DT AT T 4T 4 7T an
A K —

Identity Services Engine

A HF =T AR

BRI XAV T g
(Transparent Redirection)

Jb— |k

DNS

& Al P

WS SMTP U L — (Internal SMTP
Relay)

#4 DLP % —/° (External DLP
Servers)

SFEAAE D & B (Certificate
Management)

E

~ > ID ¥—1t A (Machine ID

Service)

729K ax % (Cloud
Connector)

zul

T
[s?
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B s X — L BECHTIIRIOHE

959K a2y 48 E—FTEA

Aza— BEE—F THEMTTHE AIRE
VAT LEE A Y — b L —A(Policy Trace) |7 7— b (Alerts)

7 7 — b (Alerts)

ny 727U 7 g (Log
Subscriptions)

EAF57 K L A (Return Addresses)
SSL M%7 (SSL Configuration)
Users

Network Access

B A IS =

RE % 7€ (Time Settings)

B E DO EE

X IE 7 7 A /v (Configuration File)
B&BE % — DR E (Feature Key
Settings)

Z A &> A % — (Feature Keys)
TyTTV—=RET T T—FD
7% & (Upgrade and Update Settings)
VAT AT v 77 L —R (System
Upgrade)

VAT LY NT T U 4=
(System Setup Wizard)

FIPS “&— I (FIPS Mode)

XD FIH

ny 72717 a3 (Log
Subscriptions)

SSL M#% & (SSL Configuration)
Users

Network Access

BALY —
REZIE% & (Time Settings)

FE O

FXE 7 7 4 /v (Configuration File)
7 A& A & — (Feature Keys)
TyTTV—=RET T TFT—D
% 7F (Upgrade and Update Settings)
VAT AT 7L —R (System
Upgrade)

VAT LY T T U4 PR
(System Setup Wizard)

E&ﬁﬁs’r:/;KIN__)bs

EICBETHR2ARXIDBE

2Ry

1. 77947 A%
T 4y T

frb—Fo b kT
éo

TTTAT v ADEERE(2-7 X—)

2. BERHREEL

TRCEk T %,

B O (2-10 ~—)

3. VATAEBYNT T U4 —KEFET

T %,

VAT Ay T v T 4 —F (211 =)

4. HTTPS o X #iE. .3

07y AV ERE

Wi

PPN 1z

b=l

ERAR

HTTPS 7 2% v dD A F—7 Ak (11-4 _X—)
FIFL L L (5-11 =X—)
W e 7 7 A EFREE(6-9 RX—)

5. fER)T v 7 Ak
T 5,

U— A Fuadk h ks

T TARNY—A T aF(2-19 X—)
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77547 20 A

TTS54AT720 ADER

[ZC®HBHIIC

o T IAT UV ALRIETHINI.EEHAT I AT A —7 )V EEH L CEIRIZEER
L. FEDTTITAT L ADN—R T =27 HAKDOFEIC %wit;ﬁ%@%Tw@v%;
TIVDOBEFICONWTIZ. RFa A By F(C2 =) 2L TLFEV,

e BBUX AL I arDFEDICTTIAT v AR WEMIIC WCCP v2 L— X [T+ 554
. ET WCCP L —ENRL AF2VE AL 733 kGl TWAZ LA L £,

o UTFTOUAafFREIZERL T 7EEW,
- RT3 =< AL EX 2T 4 DH EOTEDIC ARG AII VTV T R =T
(EBEREREN T 74y 7HOEMND r—7 ) BEHL £77,

FIE1 BEHACI =T A AR L ET(ELEHEREL THRWVWESR),

A—H3Ry k
R—Fk ;X2 (Notes)
M1 Bl ATREZR AT IC M1 28k L £,

o BHNT 7 4 v 7 EEZEFELET,
o (fEB)Web 7 uXy F—H NT7 4 v 7 EBEZEL 1,
MLIZT Yy 7 by PHEEERL C. T I7AT L AZEHTEET,

7" A K 44 (http://hostname:8080) Z i ] L TEHL A & — 7 = A R THEfi
THLET T ITAT L ADKRAR L IP T R L A% DNS Hh— 57— %

N—2zBEMmL £9,

PIBLOP2UEE) | ¢ BEFAOEHY—E R NT 7 v 7 THEMAFEETT 2 EHITIIAE
HT&EFHA,

o [/A— bk M1 ITEHLHM)TOHMEM (Use M1 port for management only) |
([;7‘/ FT—2 (Network)] S[AVEF—T AR (Interfaces)] ~N—30)
EAX—T ML ET,

o T H AVHE—T 2 A AEEAT LI - RADOL—FT 4T
ZRTELET,
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W 754147 208#

FIE2 EE)T T I9AT U A%2T—X NI 7 4y ZICHEERTOIN BRIV X ALV I ay T34
2ENLTERL T,
1—9xry bk
R—F BRI 7L ERE ZR)FAL9 3y
P1/P2 Pl O Zx: F XA A :WCCP v2 /L — % :

o [K—IF Ml IFEHHAKTD
Ff il (Use M1 port for

management only) ] % - R —
Tz £,

e Pl EMIZELDZYT Ry b
W L F 97,

o FRELEEOHFDONT
T4 I EZETEDLHLD
T2y J R =T
AL TP ZNExy k
TJ— LA X —F%y FITHE
L ET,

Pl B P2

e Pl A R—T7/NIZL T,

e MI.PI.P2 2872597 xRy
ML 7,

o P2E ALK —F v MIEER
L.HZGEA Vv —Fv b +T
T4y 7 EZELET,

LAY2UX AL TS a3 D84
X Vv— & BRI P1/P2 I8
Liba‘o

LAY3IUEAL T arD8E
B VI AP N/ A s B i 2|
(GRE) T/X7 3 —~ > A LORE
DRAETHAREMDRH D D THR
LTLIEE,

T AT v A I WCCP —t
AEAERCL £,

iy

=]

TNRAR: LAV 4 AL T

LAY 2UE ALV arD8d
T, A A v F EWEAYIC PL/P2 (28
L £,

LAY3IUEAL T arD8E
[EOE VI AP N/ A B i 2
(GRE) T/X7 3 —~ > A LORE
DRET D AREENH D O THEE
LTLIEE,

PAF ATy R Ty T v - | N

ROFETFHRPLEAF—T ML () TTIATLAIAL T A

=7 EF— R &Y HF—FLTOEREA,
M1 (EE) [H— b MILREEAMTORE 4% L,

JH1 (Use M1 port for management
only) ] 87 4 E—7 L DAL,
MIIRT 74V s DT —4 K7
74y P AR—NIZRY £,
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FIE 3

FlE 4

77547 20 A

(EBIVAYA N T 74w 7= THII. TRy R—sD%AE 7T AT U NIPT
RLUADFy T —27 TR L AL (NAT) #FITT DT A ADHIS Xy T AL v F FT
INT B L £,

1—H¥Rvt

R—Fk ;X 50 (Notes)

T1/T2 L AVYARNT T 47 F=FZOT a0y X T EFATBHIZIE . Web X = U
TATITIATVALRAURAY h T =7 BV AY4NT T 4w T F= X%
BeE L £9,
HELFER A

TRAR Ry NU—F o7
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