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THEBED T DI L £,
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6= RO Ry NU—27 7 A A2 FClE, BEALVY S, T4 =0T LY Fiz
IIFOWBFEETL TS ) — RTRY O —H—E 2 LY F 2 TEERA, BHO
RV o= F =R — FRBETT,

Fy MU= Tl v I 7 4w DENPEMUIEZEAIZ, BB %V CiscoISE /— KD 1
FE20%, Xy NU—27 ToOr ZINEIHETT S Z L 2 @R TX £9,
X 3: Cisco ISETOHIRED Ry bT—HFTOA4 A2 k

Primary Administration Secondary Administration
node and Secondary node and Primary
Monitoring node Monitoring node

Add nodes to scale

—_—— P Replication
o= b Primary AAA connection
s o Secondary AAA connection

--------------------- » Logging connection
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KIREDORY FDJ—9 7704 A2k
ooy

KHEZR Cisco ISE Ry MU =27 I3 EF e X V2T 52 L 2B LET, £fha¥
Y7 EEMT DI, KB TEEREDOZ ARy P U —7 BERT 2 2 L35 5 KE 72 syslog
FNTT 4y BT HE =) T YT (R A=) T BRI H) LT
]ET S, HHnX 7 b= "= ROICRET DLERDHY 7,

syslog A v E—VI3FER Y MT 7 4 v 7 Ik L TAERSN DT, £ RFC 3164 HEHLO
syslog7 77 A7 AT, BlgrnX o/ o7y rsoab 2 LTEIECEES, &M
X7 =" —"T{X, §_TD CiscoISE / — R& ¥R — h3 57291 Cisco ISE TEH T
EHLUAR— MERRB IO 7 — MERBAEHTE £7,
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EEETHLORETDHZ L TEET, M syslog —"—%BIT5Z L2k Y, Cisco
ISE / — R LR~ Y FRE T LIEGEITERNNy 77 v 7Rt s £ 4,

Shiry = TOA— NS UYDOERA

KPR EP Ry N =7 Tk, 0= N ARXAT U B2 EHTAILERHY £3, 22XV,

AAAD TA T vDOT 7 aA Ay MRfFEILEINET, n— KT UHE2EAT 51005, AAA

P—=R—=D 2 RN 1 DT METT, v— K AT %, FIFAABER Y —/3—~D AAA

ERON—T 4 T muEib LET,

72720, Ba— K AT PR 10700 Lanknd, Y7 iAo v MEENEAS D ATREMEN

HOFET, ZTOMEAERETA7-0OIZ, 200 — R XS EEAL, TEMEE 72—

ﬁ~z<~%£@%bia‘o OB TIE. FAAA T FA T R T2O0 AAA —/"— = |
ERTETHMLERHY T (ZOFRTIF, Xy NIT—Z7 2K TRV ET) ,

B 4:0— KNS Y ZERLT- CiscolISETORBELR Ry hI—HFTFAA AV k

Dedicated ISE

.......... 3 syslog or
logging node

....

—————— 3 Replication
e Primary AAA connection

.............. » Logging connection
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Cisco ISE TOHRE Ay FD—HF 704 A2 k

3 CiscoISE * v N U —27 F7uA A2 bME, EERIENH Y, thoGaTic sk, 4E,
FEFYT T4 FOWER S DI BFRICEEET, EFELRWSIL, 74~ Y 2o b
U — 7 BFE L, 1B LAN [ZHE S35 /MR~ KRB R G T Ch 0 |, Fe 2 Hus o FR
DEENTZ BT O T 794 T o Al a—H—%HFR—hLET,

KEER ) B— b YA N TIIETE AAA N7 4+ —< 2 ADT=DIZME D AAA DA > 7 T A
N7 FxhfFoZ LN TEET, £PEHET VLY, F—0ORBEINTZ AAAFRY v —
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PERFEENET, EFREETTNLTIE, 774~V CiscolSE / — K&t %V Cisco ISE
J— &M LET, CiscolSE / — FTHEBIDEAR~V Y F 2T 5 2 L AHERE L £9778,
VE— FNOBHENENTHEOBER Ry MU —7 BHZMT-THERH Y 77,

X 5: Cisco ISETDHRE Ay kI7—0FFO4 A2k

Dedicated ISE
‘ syslog or
................... logging node

Primary ISE

S

ISE transaction servers located at
local or regional hot spots

— % Replication

-------------------- P Primary AAA connection

------------------------------ P Secondary AAA connection
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............... P Logging connection

BHD)E— YA :DBHEIRY FIT—V T ET HEDEEFE

* Microsoft Active Directory K> Lightweight Directory Access Protocol (LDAP) 72 EOHiE 7o
IR T =2 N=ZABMEA SN TN E I DEHERBLET, AAADNT =< A%
Bl bd 57201, &V E— R YA R Tl Cisco ISE BT 7 E A TE HIMBT —H _— 2
DRSS NTA VAZ  ADBRLETT,

CAAA V7 TA TV FOLGFHTEETY, *v N —ZBEOEEL WAN EEIZL Y 5| &
HoENDT 7B ABEDOTREMZE S T7-DIZ, CiscolSE / — RZ AAA 7 A4 7 > k
DTELETELICHETA2LERH Y 7,

e CiscoISETIX, N 7T v 7R EO—Eoiieilcary Y — LI T 7B ATExET, £
ARTHE—IFNAEHEALT, &£/ —FK~DOFRy NT—7 T 7B RAENA T HEEN
TRERAV) =V T IRAZITHIZ ENTEET,

NHBERE AL, VE— M YA IRELICH D=0, MoV A MIEHETE 5 WAN 5t
BITHZENTEET, /o, UEMEZREETLIZDIC, o—b P A ORI T v
L LTCiscolISE / — F&EFHTx£9,

e NERT —H R— R EFEICT VB ATE DXL T 57202, §X3TD CiscoISE / — F
TRAA Y F—2 AT L (DNS) ZHEUICERET HLENH Y 7,
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FNZ>UWTIL,  [Performance and Scalability Guide for Cisco Identity Services Engine] % 28 L C
<TEZEvy,

Cisco ISE DY R— FZMWEBELAA Y FELUVTA VLR
LANO > FO—5DETE
CiscoISESFy T —27 AA v F LFHAEHT 5 Z £ N TE, Cisco ISE DEEEN R Y MU —
I 2T A NERTEBIFEHTE D XORAETH7-0120F, ZHFEHORY NU—7 A A v

Fh, LELEINDIEEDODRY hU—2 XA 7Fa hzb (NTP) . RADIUS/AAA. IEEE
802.1X, MAC #FE/ XA /%A (MAB) R EDORTEEZFEHA L CRETIHIVLENHY £97,
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Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .


https://www.cisco.com/c/en/us/td/docs/security/ise/performance_and_scalability/b_ise_perf_and_scale.html
https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/videos/15126

CiscoISEDFy kT—4 FTaq A+ |
B ciscolsE 09 K— MIBELRA Y FELUTA VLR AN I Y bO—5ORE

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K



=9=
=% =R

Cisco Secured Network Server ') — X 7 7
FGATUVAESIMRETOVDEHR

* Cisco ISE I DO/N— R U = 7B X OMEET 77 4 7 2 ADEAH, on page 13

* Cisco ISE DA~ 07 7T A4 7 2 AW A KIZHDOW T OHELEHIA, on page 22
*CiscoISET 7 A A2 MIBITDH VM DT 4 A7 KEDOEM, on page 24

* Cisco ISE D7 4 AV K &IZBAF 5 A K7 A -, on page 25

CiscoISEFAD/N—FOx7ELWMMREBT7 ITSATUAD
Cog s

Cisco Identity Services Engine (Cisco ISE) %, Cisco Secure Network Server (SNS) ®D/N— R/ =
TERIMET 7T AT o AZA A =V TEET, CiscolSEN— RV =77 7747
ALFAFEDNT F—~ o A LILREZ IR 51203, B~ 12 Cisco SNS N— RV =77
TIAT L ALRAFEDYAT LN Y —=ZARED B THOATWOIRERDHY £T, ZDkr =
V' ClE. CiscoISE DA > A h— LB/ NN— KT =27 V7 =7, BIOMEE~ v
DEMFEZRLUET,
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FREBRE AL L, X TOEF 2T 4 BHPRFTORETH L Z L2 LET, A=
T, A RN=ASHFTHRIHS IR 2 ) T o EOMEIC DWW TEEELZAVEREA,
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Note  CiscoISE Tlid, ISET—4 DNy 7T v 7HDO VM AF v 7 a v ME, WIHORAEEREE
(VMware, Linux KVM, Microsoft Hyper-V, Nutanix AHV) THHHR—FInEHFAL, i
X, VM 2 F v 7y gy FABEDHFETVM D AT —Z ZBRAFT 5120 TY, v /LF ) —
R Cisco ISEBRBEClE, T_XCTD/ — ROT =X %, BUEDT — X ~— 1§ & ki 1 [7#
SINET, AT vay hEELTLE, T—HAX—2ADL TV r—a v LAMoMEE
SIS TR T, T—F DNy 7T v 7BIOMETLHIC, CiscolSEIZEEND
Ny 27y TR EERT 2 2R LET, ATy vay NEHLTISET —4 %
Ny 7 w745 E CiscolSE—EABMEILLET, ISE/ — FEEBIT 512X, HEdhn
VBT,

A\
Caution VM TRF v 7L a v MERRBENIR>TWVWDE, VM RENEET SRR H Y 3,
CORENBE LGS, VMOA A—VFER L, VMORATFT v ay NEENCTH
VNGB Y F9,

Cisco Secured Network Server ' \— K9 T 777547 >R

Cisco Secured Network Server (SNS) /N— R 7 =7 7774 7 > ADEERIZOWTIL,  [Cisco
Secure Network Server Data Sheet] @ [Table 1, Product Specifications] ZZ M L T 72Xy,

CiscoSNS 3500 > U — X 7 77 A 7 L AIZDWTIL,  [Cisco SNS-3500 Series Appliance Hardware
Installation Guide] ZZ M L T 72 &0,

CiscoSNS 3600 >V — X 77 Z A 7 L A|ZDOW\TIL, [Cisco SNS-3600 Series Appliance Hardware
Installation Guide] ZZ M L T 72 &0,

Cisco ISE FH) VMware (R > VD EH

Cisco ISE IZ¥R D VMware ¥ —/N—& 7 T4 7 b aHYHR— KL TWET,
+ESXi5x (5.1 U2LLE) @ VMware X—> 38 (T 74/ 1)
« ESXi 6. XVMware /X—> 3 > 11 (T 7%V 1)
« ESXi7.X ® VMware /X— 3 > 13 (T 7 /L 1)
CiscoISE TlE, A~ v (VM) A Y RAZ A (EEDO~VY F%2FEL(T) OFRA MHTOHR

ITHWREICT D, VMware 2 —/L R~ A 7' L—3 g VHSRER Y R— SN ET, 40 a—u
R<~A 7 L— a3 UHERENENET D121, ROFMZiI-THERH Y £1,

«CiscoISE X, v v UL LTERAFZICTHHMENHY £, CiscoISE T, B
TN T = R_R—= A ERAZ L E 23— RE L TE A, 2O XD R, 7 — 2
BOREIC RN D AEEMENH Y £, Lz2-> T, BITHIE Cisco ISE NEf TSN TEH
SOFTIT 4T TR AR LET,
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Note o T H N ZOMHHOMBE AP T2, halt 7~ > F&ff
M 201, £721% VM O&EJRZ A 7123 HH0IC, application
stop A~ FEEMTL0LENHY £,

e CiscoISEVM IRy b~A 7 L— 3 (vMotion) &V 7HR—
FLTWERA,

vMotion D ELEDZEFIC DN TIL, VMware D R¥x =2 A2 FE2BR L T &0,

Cisco ISE L. B~ > (VM) IZCiscoISEZA VA =L L, T7uaAT5=DIHHT
X5 IROOVAT L — FMaiit UFE4,

« ISE-2.7.0.356-virtual-SNS3615-SNS3655-300.0va

« ISE-2.7.0.356-virtual-SNS3615-SNS3655-600.0va

« ISE-2.7.0.356-virtual-SNS3655-SNS3695-1200.0va

« ISE-2.7.0.356-virtual-SNS3695-2400.0va
300GBOVA 7 7' L — MME, EHDORY > —H—E XX pxGrid / — K& L TEIET % Cisco
ISE / — RiZiZ+4r 9,

600 GBI LN 12TBOVA 7> 7 L— MM, BEHELIFE=F—V 7 VLY FEFTTD
ISE / — FOF/NEMEZ -T2 dIc R I TW\WET,

F U AT YA R, CPU, FTRIFATVEIRE DAL~ A AT HLEND DA, EHED iso A
A= HEERA L CFETCiscolSEET 7nA T&EET, 72770, ZTOKRF=2 AL P THRES
NTWDERNEHB IO Y —ATRIEHRTHZ ENEETT, OVAT U7 L— ME, %
7T N7 A — NIME R RO Y Y — A BEIICEAT 5 2 &2k 0 ISEDRIET 7T
ATV ADTTuA Ay FEffiH#EbLET,

Table 1: OVA5 > T L— FDFH#

OVAT>JL—F+%4 |CPUD |CPU F# AE AEYFH
7 # (GHz) (GB) (GB)

At 4 THI L 16 THIEL
/N 16 16 32 32

B 24 24 96 96

* 24 24 256 256

Y —ZDHEN B TIZEDPETCPUE AT DY V—RETHITHZ LM BEIDLET,
TNEITDRVEAITISE DN T 4 —< L AL REMICRELSEEBT A LRHY £9,

PR—FENTWVDEFTNL—F 4 VTV AT HMZHONTIE, 2L TLEE N,
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CiscoSNS 7 7T A 7 » A DB EAFEIZ SOV T

ZZRLTIEEN,

WDFIZ, VMware AR~ o OFEHZRLET,

Table 2: VMware {R#8< > > DEH

Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |

[Cisco Secure Network Server 57— % > — k|

EHDEA4T T4k

CPU - 5

- Az

« ITHN :

Note

e J 1y Z7WE : 2.0GHz UL |
*CPU =74 :4CPU =7

e/ y 7 HWE 2.0GHz Ll L

*SNS3500 V) — X F7ISATFUR:
o /N -
o FHIRAE

o KB
Note

12
16

16

*SNS 3600 ¥ ) —X 7 IS4 F7 VR :
o A
o B
« KB :

16

24

24

a7 O, N R—RAL VT 4 T
& V. Cisco Secure Network Server 3500
V—=ADATED 2ETT,

a7 OEIT, NAN—AL YT 4 U TIT
£ V. Cisco Secure Network Server 3600
V—=XDaT7THEo2ETT, &z,

IRy T —Z REOSE . 8 ED
CPU =27 72T 16 HDO AL > REFFD
SNS 3615 @ CPU LAk &7z 72912,

16 5D vCPU 22 7 #HI0 YT LHMLERH
0 ET,
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BEHDEA4T ¥k
AEY « 57 : 16GB
« Rz

o /NEUREL - SNS 3515 DHA1E 16 GB. SNS 3615 D413 32 GB
o UL SNS 3595 DHEA 1 64 GB. SNS 3655 DA 1% 96 GB

o RHIML : SNS 3695 DA 1 256 GB

IN—=R T 4R « 51f : 300 GB
« Kz

300GB~24TBDT 4 A7 A R L— (A XTEHEZ AT
FoTHERDET) |

LFDY 7 TVM OHEET 4 A7 KBESZB LTI EEN
[ ¢ A7 fEIRIC B4 2 8]

VM AR A | = 3=, /N3 10,000RPM O/N— R 7 1 A
VEEMT L2 e LET,

Note Cisco ISE (1ZxF L T~ v v 2 BRI 2 5A1E. A b
L— VEE R T TR O T 0 A7 BEH L ET
T A7 GEEEAE A T L O A EEORET + 2
PEHTLHAE. A VA =T RNTRTOT 4 AV H
WA L2 WATEEMERH Y 77,

APFL—=UEBIO |CiscolSEfMET 7T ATV ADA R L— VAT AIZIE, 50 MBI O
TP AN VAT L | BINEXIALART 4 — AL 300MB/RPOFLIY RT p—< AN
VBETT, ZHHDNRT p—~ 0 AR - L. VMware —/3—T
PR—=FENTVWER RN —T V2T LETF A LET,

show tech-support =~ > R&fH L C, AR 8L OEZIALDRT
itz R CTEET,

ZITE, RBEHMICT A RSN TS E W HHETVMES 7 7 A /L
VAT AEHELETN, EROEEE X Totho T A
VAT A, ERIE, BIOAT 4T LT A TEET,
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BEHDE4T
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FAAY ary ba—

7

Paravirtual (64 £~ b RHEL 7 @7 7 4 /L ) %7213 LSI Logic Parallel

BN T =< AL RO DIZ, v v 2RAIDI Y ha—
IR SN ET, RAID10 (140) X D=ar bu—F A7y g
X, 72 & 2IERAIDS L0 b 2D RT3 —< v 2 L TTEMEMEN TV
LHREMENRHV ET, B, Ny T IRy 7Ty TRar ha—7
X v vy alIEEIALBIEONFEEZN RV EDDH I ENTEET,

Note ISEVM OF ( 227 SCSI 2y ha—FZRIDH A TG
VMware Paravirtual (ZFEHT§ 5 &, 7— F TR A5 0HE
PERHY 5,

NIC

1 ODONICA v Z—T x4 ARKE (BEONICHHERINLET, 6
DONIC Y H— - ENEJ) . CiscoISE 1L E1000 B L TN VMXNET3 7
BT R &Y R—FLTWET,

Note T 7 H )V N TIELWT X7 XA R 9 5 72912, E1000
PERTHZEERBEID LET, VMXNET3 Zi#K L=
Gy ISEQT X7 HNEF LR ST 572 DIZESXi 7 X 7 ¥
EHy T LT RO RVEAERH Y 7,

VMware A8/ ~— K
T NN—T g%
i A AT A

ESXi5.x (51 U02LLE) & 6x®D VMware (RIE~> v D/N— R = 73—
Va8 LIk,
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Cisco ISE FA® Linux KVM ) E {4

Table 3: Linux KM {RF8< > > DEH

EHDEA4T ®INEH

CPU - 2ii
sy 7R 2.0GHz UL L
«a7H 4CPU T

N3
« /7wy 7 2.0 GHz L I
« AT :
*SNS3500 V=X F7TSA TR
o /NEREE ;12
« TR ;16

« KM 2 16

Note a7 OEIE, N IN—A Ly
T4 712XV, Cisco Secure
Network Server3500 3 U — XD
ATHD2HETT,

*SNS3600 V) —X T ITSATUR:
o INEAEL : 16
o IR : 24

o KM - 24

Note a7 OIE, A=A Ly
T4 72XV, Cisco Secure
Network Server 3600 3 1) — XD
aATED2ETT, T2& xIE
IR Y b U — 7 BEDY;
A, 8fEHD CPU 27 £721% 16
fED A L > F&$F> SNS 3615
® CPU Ak &l 7237212,
16 fH vCPU =2 7 %% 24T
LDVENDHY E£7,
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BEHDLA4T w=/INEH
AEY « & : 16 GB
- RiZE
« /MBS SNS 3515 D3551% 16 GB. SNS 3615 D5
A1 32 GB

o HHIRAE  SNS 3595 D413 64 GB, SNS 3655 D
41396 GB

o KHEIAE : SNS 3695 DHHE1E 256 GB

N R F R « 5T : 300 GB
« Rig@

300GB~24TB DT 4 AV A ML — (VA RITJEH
LERTIZK TR ET) |

LFDU v 7 TVMOHESRT A7 REE SR L T2
SV [T A fEIC BT D EE ),

VMR A b = "—TL, F/NEEEDY 10,000 RPM D/ ~—
RF4 AT EERTLZE2BEIOLET,

Note Cisco ISE |[Zkf L T~ o v 2B 545
Bl A MU= VEETHZ TR ORE
TAARTEBHHLET, 74 A7 EBE A
W= LT D EBORBET « 27 2T 5
e, A VA M= RTXTOT ¢ A7 fHEIk
TR LI WATREEDRH D £,

KVM 5 4 A7 FNA R T A4 AT NR vitio, ¥¥ vz E—FK:RL, VO E—
K:exAT747

HRIEID Y THEADRAW A ML —UERAHH L4,

NIC 1 DODONICA ¥ —7 = A ANRNEE (50D NIC N HESE S
F9, 6 DONIC YA — hZ#vET) . CiscoISE IE VirtlO
RIANRNEYR—-bLET, X7 p—~ 2 Z2EHESEDIC
L, VirtlO K7 A NEHEEE L £,

INA 28— QEMU 1.5.3-160 LA%E TD KVM
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BEHD24 7 | RINEHR

CPU - 5

«a T4 4CPU 27T

- Az

T :

o INHLEL 1 12
o B

« KM 2 16

16

o NBIRL - 16
o HPBIE - 24
o KHEIAR : 24

Note

s 7w 7 2.0GHz UL L

/vy 7 @E 2.0GHz ULk

* SNS 3500 ') —

o7 DT,
Network Server 3500 > U — XD a7 b 2 [T,

+ SNS 3600 >V) —

AT7TSATUR:

INANR—=A L T 4 71280, CiscoSecure

AT7TSAT7UR:

AT OHIE, NANR—AL T 4 TITLY
Cisco Secure Network Server 3600 > 1) — XD =
TEDO2ETT, &z, IRy hU—
7 BBRDOEE. 81D CPU =27 £7-1% 16 HD
A Ly R%&FD SNS 3615 D CPU {14k & i 7= 3
7212, 16 D vCPU 227 %0 24T 5 M5
B FET,
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o /INEFE 0 SNS 3515 DA% 16 GB, SNS 3615 D413 32 GB

o I SNS 3595 D4 1% 64 GB. SNS 3655 D413 96 GB
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N—R TR « 5T : 300 GB

« Rixf@

300GB~24TBDF 4 A7 A ML — (A RFREEEX R Z7I2L -
THERVET) |

LUTFDOU 7 TCVMOHERT 4 A7 FBEEZSBRLTIZEN: [F 4 R
7 FESC BT D A

VM 7R A b ==L, e/ NEED 10,000 RPM D N— K T A7 %
FHTH L 2BEIOLET,

Note Cisco ISE (12X} L TIRAE~ &~ V2B 255 1d, A FL—J 8
Hagli= T DT A A7 BHEHLET, T 4 A7 fERES,
Zii 7o L CWDEEDOIRET + A7 2T 2%6, A A b—
TWRTRTOT 4 A7 FEZ B LR W ATREME RN B 0V £,

NIC 1 DDONIC A V' Z—T = A ADRLE (FEO NIC BHEEINET, 6 DD
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_Hi

CiscoISEDREI L VT TSZ3AT7 VAR A X[ZDLNTDH
HELZERIE

CiscoISE24 Clid, T=F—VU 7 ) —RIIKFEE VM BNEBEAINE LTz, KFEFEZR VM IZE
=H =Y TN FRBERTAE, TATu D) L LER— FOZETITHEEIZ S TE
HEW)EMNBNRT =~ ANNA ELET,

\}

Note -7 p—L 7727 %1%, VI —R24LIKETOVM & L TCORERATFET, KR VM 7 A
T ADBRNIETT,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K



I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
Cisco ISE DIRET L 27 F54 7 o244 K=ot oisE [

R~ (VM) 77747 2 AOMERL, EBREERE CIMEL CWDAWBLT 7947 A
CLRIETHAVLERDH Y 77,

TITIATUADY ) —AZEE DY THEIL, ROTA RTA VBB LT EEN,

cFRELRZY YV —2ADFEI DY TITRWT DL, T4+ —v U ADK TR —EADREENRE
LT BHEEMENHY £9, EHOVMY V—2%&F 704425 (EHEOFASVMEITY
V= AEHEEITA—NN—Y TR T4 T L) ZLEBRSBEOLET, OVFT
7L — bEHEHLTCiscolSEIRBT 7 I7AT v AT Tul+bL, +507R0 ) —AN
BZVMIZEID S THNET, OVF T 7 L— A LR WRAIT, 1ISOA A — T 2 f#H
LTCCiscoISE #FETA LV A M= L &I, HWTFRZEDY V—AFKEE Y B TH
oL TLLEEN,

\)

Note 434~ 7 F#972 L T Cisco ISE # FEITF Fu A T 58481, &
BT 7oA T ADY Y —AFHRAZER L, HEZGCTY
V—AERLT I LICEEE AV, CiscolSET 7 1A A2 hOw#E
IS PSRN T %ﬁﬁf%ﬂ“ébgiﬁ&b DET,

e A VABR—JUZOVAT 7L —rEFEHALTWAEAIE. A A M—ARBET LRI
WOFBTEE MR LET,

« [CPU/AE Y OF#) (CPU/Memory Reservation) ] 7 4 —/L K ([RREDTmE (Edit
Settings) 1V 4 >~ KU ® [{iidi/~— R =7 (Virtual Hardware) ] % 7D F) @ Cisco
ISE Fl® VMware (AR~ & > OEf: onpage 14 DE 7 ¥ a VIHEESN TS Y Y —
ADTRIZEID Y TT, CiscolSEEALREEDIE LV VIRAE S BEREDERF S LD L 21T L
EJr AN

« [CPU O#IfRE (CPU Limit) ] 7 4 —/V K ([REDHLE (Edit Settings) ] 7 4> K7D
A8/ Nn— Ko7 =7 (Virtual Hardware) | %Z 7 @ F) @ CPU fifi FH3R )Y [HEH| R
(Unlimited) JIZERESNTWD Z L aRLE T, CPUMHRORKIREZHES D &
(GUﬁmﬁ@ﬁ@%ummmhzﬁﬁﬁé&&) AT BADINT f— 2 AT
WELET, FIRNRESNTVDIEHAE, VMZ 7947 baev vy RF T UL,
ZOHIREHIBEL T, VM 7 T4 7/ N A FERET A MERH Y T,

o [AE Y DOHIFR (Memory Limit) ] 7 4 —/V K ([f%EDOHE (Edit Settings) 17 1 > K
U O [ N— D =7 (Virtual Hardware) | % 7 OF) O A€ U MR
(Unlimited) JICRESNTWDHZ 4R LET, AEVMEHAROHIRELRET D
& (PR % 12000 MB IZRRET D72 E) | Y AT ADNRT 3 —v U ATHELET,

o [34A (Shares) | A7 a v, [/»— KT 4 A7 (Hard Disk) ] 5EI% ([RREDHRE
(Edit Settings) 1V 4 > FU® [{f/x— Ko =7 (Virtual Hardware) 1% 7DTF) T
[ (High) JICRESNTWAHZ LafERLET,

B ) — REMnT / — KX, T4 A7 OFHARICRKEIELFELTCOET, 57«
XﬁxFV%VVMmm REZMEHATDOE, T4 AT ONRT 3 —~< U A TEET 5]

MRS FET, / —FORT 3 —< o A%M EIEDITE, /= RIZEYV B THR
fw574x KRB AT HLERSH Y 7,
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Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
B ciscosEFTnq v BT RO BROEH

VM ORY — P —ER ) —FNEEHELITET=F—) 7 ) —FRID DN T 4 R
I TT T uA TEET, TXTOEBEM Cisco ISE / — KDO/INT ¢ A7 f8I81E 300
GB T,

*VMIiZ1~62ODONICEZHHALTHETEET, 20U EDONICEZHHATEALHICT S
ZEERBEOLET, BIMOA L Z—T =2 RT, 707574V TRFA MY —E R,
RADIUS 2 FD &8 8F o — 252V R— T AH-DICfEHTxET,

\}

Note VM T?D RAM & CPU OFHEETIL, FA A —{RITINEH Y £H A,

CiscoISET 7AA AV MNZEBIFTAVWMDT A RIVBED
2

WOFRN, EBET oA Ay TR V2 FETTH-0OICHER SIS Cisco ISE F 1 4
7 fEOE ) M TERLET,

N

Note > TBLALED GPT/X—7 4 v at &7 —bT5HI0E, VMREDT —F EF—RTT77 =AU =
7 % BIOS 05 EFLICAEHR T DM R H Y £,

Table 5: {RI8< S U ITHRSIND T 4 RV 58

Cisco ISE X)L Y F HMERIETO | ERERIET | ERBRERICH | KT, X
BINT AR |DRINT AR |BENDET 1R | 5EE
e VBR=E fEs

A K K71 Cisco ISE 300 GB 600 GB 600 GB ~24TB |24 TB

A3 [SE - A% PR 300 GB 600 GB 600 GB 24TB

4588 CiscoISE : =4 —1 |300 GB 600 GB 600 GB ~24TB |24 TB

T DI

43808 Cisco ISE : AR U o— |300 GB 300 GB 300 GB 24TB

P — B R DI

43R Cisco ISE.,  pxGrid ™ 7 | 300 GB 300 GB 300 GB 24TB

4508 Cisco ISE : &Pl 1| 300 GB 600 GB 600 GB ~2.4TB |24 TB

T =7 (BLOAT

3 > C pxGrid)
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I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
Cisco ISE DT« R/ BRIZET 5414 k51> ||

Cisco ISE R)L Y+ FMlRETO | ERBIIRET | ERBEERICHE | EXT R
BINT AR | DBINT 4R | BENET 4RI | V5EE
aE HBRE SELE

4y HR Cisco ISE : & ¥, =300 GB 600 GB 600 GB ~ 2.4 TB |24 TB

=07 BLORY —
P—ERX (BLOF Tz
T pxGrid)

\)

Note EhIDTF ¢ 27 HEEKIZ. 7IA~VEH ) — RR—IIcE=F— 7 ) — RiZh b b x
2, B— ATy rTual AF—0 T T ANERAL, Ty XL — Rhicu 5 —4%
AT A - DI LT,

CiscoISEDT 4 RV BEICEAT HHA T4

CiscoISE DF 4 AV REZRETDHE XTI, ROHA RFTA4 NTEHBELTLTEE N,
* CiscoISE %, (i~ VOB —DOFT 4 ATIZA VA M—LTHLERHY 7,

s TFARAVEID YT, B X OB EMIC Lo TRV ET, F=F—U LY F
DEMNZ 2> TOWDEED ) — R TlE, VMT A7 IO 60/\—t > hB3e s/ A FL—
VHIZEID Y THRET, 25000 D2 RRA V"R HDHT A A T, 1 BT
DVFI1GB Du FPNAERRESHET,

=& ZI1E, 600GB D VM T 4 AZ 8N HE=X2—V 7 ) —FRibH5E. 360 GB
na AL —HIZEY Y THENET, 100,000 RARA > "IN BHZOX Y hT—
JICHERT A5EA. | HHEV4GB ORI RERINET, Z0HEAS., VRI NIUIC
EWTF—=ZZER L, E=F— U T T —ER=ANHEDT =2 &= VT T, =
=7 ) —Roul %76 BEREFETHZ LN TEET,

Boa 7 A NL—UHIZ, VM T 4 A7 fEREECT 2 ENRTEET, BINT57 427
A—ZD100GB Z &z, v 2 A L —YHIZ 60 GB BNBIIENET,

WHIDA VA P =N~ DT 4 AT A REHT A, Cisco ISE DA > A
M=V EFATLET, BHA VA R—iE, T4 A7 F 0 Y TREREHEUICHRE L THHATS
DI B E T,

WDOFRIZ, BV LB TOENEZT 4 AZHERE Y NU— 78T 520 R4 v hoBIcHES
WTC, F=4%—1U 27 /—KTRADIUS 0 7 #{FCx 2 B &E /R LEd, B, RO[;
ICHEASNTWET g ZHHIAAENC R > TWEZ L RRA U 2 &I 1T BHZ Y 10 fHLL
L OFRGE,
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B ciscosEoF xoBRBETEH K5

Table6: / — F O EIBEHOE=4—" >4 : RADIUS DR A

Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |

IV RRAL Y b 300 GB 600 GB 1024 GB 2048 GB
5,000 504 1510 2577 5154

10,000 252 755 1289 2577

25,000 101 302 516 1031

50,000 51 151 258 516

100,000 26 76 129 258

150,000 17 51 86 172

200,000 13 38 65 129

250,000 11 31 52 104

500,000 6 16 26 52

WORIZ, BB ToHNTET 4 ATfEEE Ry NU—JIZHT 5= RABRA v bz H->
WTC, E=H—U 7 /) — RTTACACS+ R 7 Z{RFFC& 5 BA /R LE 4, HiE, kO[]
RICHEASNTWET A7V MITRTONADIZKH L THEITEN, lEHZV 4y a
V.o By varbiehsavwn,

Table7: / — F OJEBEHOE=4—"1 >4 : TACACS+ DIRFAH

IVFRRA M 300 GB 600 GB 1024 GB 2048 GB
100 12,583 37,749 64,425 128,850

500 2,517 7,550 12,885 25,770

1,000 1,259 3,775 6,443 12,885

5,000 252 755 1,289 2,577

10,000 126 378 645 1,289

25,000 51 151 258 516

50,000 26 76 129 258

75,000 17 51 86 172

100,000 13 38 65 129

TARY Y4 XEHEOT

2L TR b & AR OB CH B, B S OEXERARE LTV SHBAE. 712
U FROEN G TEHRTLER DY £,
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I Cisco Secured Network Server ') — X 7 ISA 7 URAE L VREIT OV DEH
Cisco ISE DT« R/ BRIZET 5414 k51> ||

o AR —0BMEEETAHICIE, I00GB DT 4 AV REZBINTHILIC60GB 21
TARNL—VHIERTE £,

ISEZBRHLTH LWT 4 A7 OEID Y TERMAT 72012, /— ROBEEMEL, VM O
REEXZTH L, ISEXHA VA M ATDHLERHY T3, ZNEITH 1 OOHET, HFlLwv,
FORENW—FIZISEZA VA R—L L, "A TRATEVT 4L LTOTTRA AL N
ZD /) —REBEMT5ZELTT, /—RFORE#%H, TiLWWME T T4~ JIZLTIHOVMD
Bk s L £,

T4 R YA XDH/N

VM IZ CiscoISE & A A2 h—/L L7241, VMO TS EFED SRV TLEEN, VMO A FE
U % CiscoISEV—EANMMBELTAHAEY LD Dl T5L, VIY—RARRETHED,
Cisco ISE r—EANEE) L F 1A,

CiscoISE %A A b=V L72tk, VM ZHETETIHIVLENDHLI5A81F. ROTFIEEFEITLE
7,

1. CiscoISE DNy 7 7 v 7 %FEITLET,
2. MEIGEL T, BEREINTZ VMK E T Cisco ISE ZFHA A—fbLET,
3. CiscoISE #Et L F 9,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .



Cisco Secured Network Server & 1) —X 7 754 7 VA B S RET LV DEH |
B ciscosEoF2oBRCETEHA ESA>
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.3

CiscoISED A X —JL

i

« CIMC Z {5 L7~ CiscoISE DA > A h—/L (29 ~2—7)
«CiscoISE Dty N T v 7FX7ru s S5 ADFET (32 2—2)
¢ CiscoISE A v A h— 7t ADOMER (36 2—3)

CIMC Z{=F L 1= CiscoISED 1A > X —JL

ZDE Y v a T, CiscoISE I A VA =T D720 DERK A A F—/LTIE
PR L E9,

1R BRI
c AREBTHEINTWVWD EBVIZ VAT AFM] ZZLTWVWDZ LR LET,

o (7T 3 :CiscolSE &AM~ T NTA VA M= VT DERICOHRNIE) B~ &
EFICERLIZZ L 2R LET,

FEAIZOWTIL, RO ME Y 7 E2ZRLTIZIN,

* VMware H—/N—D3%E (44 ~—)

« KVM ~® Cisco ISE DA A h—/L (56 ~<—)

* Hyper-V CT® Cisco ISE i~ 3 > DIER (58 ~—)
e (7T a2 CiscolSEZSNSN—RU =T TFITAT L AZA A=) THEXIT
DFHWEL)  Cisco Integrated Management Interface (CIMC) fXEL—7 4 U7 4 R E L T,

TFIAT LV AEEHL, BIOS ZHRELTWAZ L AR LET, ZEHICONTIE, &
Dvw==2T VESZRLTLLFE,

*SNS3500 > UV —X T 7T AT L AT\ TCIiE, [Cisco SNS-3500 Series Appliance
Hardware Installation Guide] #Z M L T 7230y,

*SNS-3600 > U —X 77T A 7 2 AIZDOWTIL, [Cisco SNS-3600 Series Appliance
Hardware Installation Guide] Z# &ML T 72X\,
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https://www.cisco.com/c/en/us/td/docs/security/ise/sns3500hig/b_ise_SNS3500HIG/b_ise_SNS3500HardwareInstallationGuide22_chapter_010.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3500hig/b_ise_SNS3500HIG/b_ise_SNS3500HardwareInstallationGuide22_chapter_010.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html

CiscoISED 1 X k—L |
B omczmm L CiscolSED A V2 b —L

AT 9T 1 CiscoISE Z#IRDHDITA A F—)L T BITIT,

*CiscoSNS 7 T AT VA :NN—RU=2T TTIAT LV AEA A=V LET, P—R_"—EHHAD
CIMC (ZHife L E 9,

AR~ VM BNIE LS BRESNTWAZ 2R LET,

AT9 T2 CiscolSEISO A A—V %K u—RLET,

a) http://www.cisco.com/go/ise IZ7 7 EALET, ZDOV 7T 78 AT HITIE. A7 Cisco.com & 27
A2 LT Uy LINERNCSLETT,
b) [V7 b =T X rm— K (Download Software for this Product) ] %27 U~ 27 LE7,

CiscoISE A A —1Z1%, 90 A DOFli 7 A B AN T TIZA VA F— )L ENTRETHE L TWAT-
O, f AN NVEBIOUMERERTTTHE, X3TOD CiscolSEF—EADT A M &G TEE
—éAO
RATFYT3 T4 T U AEIIMME~ T o 2EE L ET,
¢ CiscoSNS 77T A T v A,
1. CIMCIZHH#FL, CIMC Z LT oy L fEHLTr A LET,
2. KVM =2 YV — L ZiE# LE7,

3. [EFE AT 47 (Virtual Media) 1> [{EAET/SA ADT 77 4 74t (Activate Virtual Devices) ] DJIE
(IR L £,

4, A AT 47 (Virtual Media) 1> [CD/DVD®D~ v > 2 (Map CD/DVD) ] DJIEIZEIR L, ISE
ISOA A=V EBRBIRLC[TA AD v LY (MapDevice) 127 Vv 7 LET,

5 [¥7 7 (Macros) ]>[E#f~ 2 & (StaticMacros) ]>[Ctrl-Alt-Del] DJIEIZE#I L T, ISEISOimage
TT7I7AT v AZEELET,

6. FoZML T, 7—F A=ma—2EBLET, KOL S REHERAFRRINET,
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http://www.cisco.com/go/ise

| CiscolSEDA VR F—)L

CIMC % & A L 7= Cisco ISED A > k—L [

6: T — bTNA4 ZDER

Please select boot device:

Cisco Identity Service Engine

UEFI: Built-in EFI Shell

UEFI: IP4 0100 Intel(R) I350 Gigahit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0400 Intel(R) I350 Gigahit Network Connection
UEFI: IP4 0401 Intel(R) I”En u ":' Network Connection

UEFI: IP4 0402 Intel(R) abit Network Connection
UEFI: 4 0403 Intel(R) 'T_:'_ Network Connection
UEFI: Cisco .H.H—Hauned'

Enter SetL

GE) *SNST 7 I7AT VAN E—bulr—ray (F—F ¥ —7KL) ICRESN
TWBHIGE T, ZTOBATNCHT MBI T 72 AN, VE— K —r3—
M5 CIMC A VA M= VEFITTEILERNDDHE. A A M—/UIZEERD D
AZENBHVET, A A AT aEREEmBELT A2, USB K54 7
ISO 77 A NVEat—L, ZOVE— NOLGITCHEATLIZ 28RO LET,

« CIMC % L7z CiscoISE DA > A h—)L i, Fv hI—J#HE, v hU—7
DEEM, TCP 7 AT —vay, FREFARV—T 4 VTV RT LADOFE DM
DEROEBLZZ T HAREMENH Y £7, ZiE, Cisco ISE DA > A h— )L D#
FEOPTELRE (K9 30 47) [T BEE 52X 2 RN H Y £7,

R~

1.

CD/DVD % ISO A A =V~ vy B 7 LET, RO XS REENFRINET, ROA v -
EA VAP Ama—RNERRENET,

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.7.0.xxx

Available boot options:
Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)

System Utilities (Serial Console)
System Utilities (Keyboard/Monitor)
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CiscoISED 1 X k—L |
B ciscostenty 7y TT0YS LoES

RATFwTa4 V7N ar—VEFEMALTCiscoISE #A A h—LF 521X, 77—k 717 FT13 L0 Enter
F—ZWHLET,
F—R—FE&E=F—2EHT25E613, REIF—ZMEH LT, [CiscoISE DA A b—/L (U T/ =
> —/V) (Cisco ISE Installation (Serial Console)) |4 7'+ a vV EBINLET, KDOA vE—INERIN
ij_o

RR Rk Ik kb b kb b b b b b b b b b b b b b b b b b bk bk b gk b b b b b b b b b 3

Please type 'setup' to configure the appliance
khkhkhkhhkhkhkhkhkhhhkhhkhkhkdhhhhhkhkhhhhhkhhkhkrkhrhkhkhkhkhrkhrhhkk

ATYFS a7 T osetup EANL, By Ny TalIaEEBLET, By VT v Tu s T A RT
A—=Z DR HOWNWTIE, [CiscolSEDt > b7 v 7’7 a7 I A03T 32—) | Z2RLTL7E
U,

ATYT6 By N T v T =R TRy NT—TRENRTA—HEANNTEE, TTI7AT 2 ANHBBCHLHE L,
v Tuar7 N ET—RIIED £,

ATYTT1 Y= 7uar7hE—FReRTLET, 77747 ANREBLET,

ATFv 78 T[CiscolSE A > A F—/L7uat2OR 36 2—) | \[CHELET,

= O O B — e A
CiscolSEDty F7wv 77095 LNDELT
ZIZTIE, ISEY—AR—FBETAR-OOEY N v Fu R ZOWTEBA LET,
Yy NT o TSI ATIE, BERRTA—FDANERD D, Mafloa~r KT 4 v
A H—=TxA A (CL) NE#HINFET, FEHFL, a2V Fz@3FabRkstey b7 v
T T LEERA LT, ISEr—"—D#ixry NU—7 ZRE L, YIEBREEKRIERE
BELET, 20ty N v Fat R T ER T ETT AR EEEL T,

\}

(GF)  Active Directory (AD) &#AT 2361, ISEFHHICIERSNZHEHY A MpbIP 7 KX
EV TRy N T RVAZEAT LI EE2BEIDLET, £ A M=V EREEITIHIC, AD
YT DHERO A v ZIZHHE L, ISE / — FOBETLIP 7 KLA LS T xy N 7T R
ARG LET,
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| CiscolSEDA VR F—)L

&

ATy T2

\)

Cisco ISEDt v +7 v 77045 L0%F [

6=

AT DWINREIEN T2 % AIREMER 8 % 728, Cisco ISE DA T T A A A b— /L OFATIEHE
BELFEH A, CiscolSEDA Y A RN—NAI Y TF NeF 754 0 TETTHE, ROTT—MN
KRSINET,

NTPH—/IN—EDOREAICKBLEL, BZFNELLHZWNE, BA VA —ILENBET, ¥

ATLIIERATELGLGLAEEMENHY FT,  (Sync with NTP server failed' Incorrect time
could render the system unusable until it is re-installed.) BELIT? [LLVULMNNZ [IELY] (YINTY]D)

[EV (Yes) 28R L CTA VA b= EHilT£9, NTPV—— & ORI 2 FHRITI D123,
[WWz (No) [ &=EIRLET,

A VA=A YT FOFETHIZ, NTP —/3—L DNS P —_—Dl T DRy hU—7
B A MENL T A Z L BHER LT,

Yy N7y T TR T T AERFETTHITIE, ROFIMEZETLET,

AVA PRV EESNTWAT FIA T U A F A LET,
KDy T v F FarT RRFRENET,

Please type ‘setup’ to configure the appliance
localhost login:

/A4y Fur7 hTsetup & AF L., Enter 2L £,
ALY INRTA=E Dy RRERRINET, ROROWMINAES T, NI A—FEE ANT1T D ME

NV ET,

(GE) IPv6 7 RL A% H D KA A Vv 2—Ah b—N—F = I NTP b ——Z BT 5561, ISE D
ethO f v X —T =24 A% IPv6 7 RL A CHMIICERETALENRH Y £7,

= 8:CiscolSEty v 7w TRITSLINSA—4

JaovJk

Bl 1

Hostname

19 CFLTFICTAMERH Y £9, AR CFITI1L, | isebetal
BT (A-Z, az, 0-9) . BXONA T () &
NHYFET, YO LFIIXLFETHHVLENHY F
j—o

GE) Cisco ISE OREFIEZRREN, FEHIEIZ XL D
FREED DT IRE N DB L Z T 720 L D
T DT DINLTFEMHT 5 2 &2 BE)
OLET, /—RFROKRAMHELT
Mocalhost] AT 25 Z LITTEEHA,
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B ciscostenty 7y TT0YS LoES

CiscoISED 1 X k—L |

Jaov7k

B

i

(eth0) Ethernet
interface address

LY b A—PF> 0 (eth0)) A F—T = AR
DR IPvA T RL A F7213 70— L IPv6 7 R L
ATHRITIER D A,

10.12.13.14/2001: 420: 544t: 4:: 458: 121:
119

Netmask

B2 IPv4d 721X IPv6 DR v h~ A7 TRITHIEA
D FEHA

255.255.255.0/2001: 420: 541t 4:: 458:
121: 119/122

Default gateway

FTIFINVEKNF— R A OFZHRIPvA T RLAE 7=
137 0 — L IPv6 7 KL ATRITIIUIEZR D 8 A,

10.12.13.1/2001: 420: 54ff: 4:: 458: 1

DNS domain
name

IP7 FLAZATITEER A, AR CTFITIE, ASCIH
KT, BT, M7y (1) L BEXOEU AR
() BEENET,

example.com

Primary name
server

TIA=Y) F—Lh b= R—DHNIPvd T RL A F
77137 e — L IPve 7 RLUATRITHIEAR Y £ A,

10.15.20.25 /2001: 420: 544t: 4:: 458: 118

Add/Edit another
name server

TS <Y F—h P —R—DFMIPvA T LA F
72137 o — L IPve 7 R LA TRITAIER Y £8 A,

(A7 ay) BEOF—LP——
ERETEET, ZNEITOICE, v
AN LU THRATLE T,

Primary NTP
server

Hihip sy "I —2 ZA L 7 khaj) (NTP) H—
N—DIPvd 7 FLAFE-1Z 7/ a— 3L IPv6 7 KL &
FoIEERA R TRITIVUER D F8 A,

Gx) 7T 4= U NTP —_"—R7 7 & A A[HE
ThHDHZEEHERL TSN,

clock.nist.gov /10.15.20.25 /
2001:420:541f:4::458:117

Add/Edit another
NTP server

BHZN2NTP KA A U TRITFIER Y 8 A,

(A7 v ay) #HEDNTP »— 1%
WRETEET, INEITHICE, v&
AL THATLET,
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Cisco ISEDt v +7 v 77045 L0%F [

JavJ b 588 I

System Time Zone | 5% 72 B H# TR FIER 0 FX A, 72& 21E. KFE|UTC (F7 41 1)

PEREHER: (PST) TlE. > A7 ARFR#HZPSTSPDT T
T (DF 0, HEMARE (UTC) 25 8 FFfil & 7% LA|
W7D

GE) VAT ARG E A L — 03 CIMC F
T20E A 2= PR A D OS EA R &
WEA LY =2 E—FLTWDH & EER
LET, ALY —RIIA—ERH DY
B, VAT A NRNT v AN
THAREMER D D F5,

GE) 9 _TCOD Cisco ISE / — K& UTC # 1 A
S UNIRETH L EBEIMLET, &
DEA LY —VOREIZLY, T7aA
AV MREICBIIDSESE R/ — Kb
DLAR—bF, B, BIXOFRATF ¥ =—
A N =/ M O % N VN 4
YTTEIZFEMI SN A L O £,

Username

CiscoISE v A7 A~D CLI 7 7 B AIZHEH & 5 # |admin (77 4L k)
Fa—WP—HERELET, 774/ (admin) Zff
ML IR, BTl —W—4 2B 2 BN
bV ET, 22—V —KIL, 3~8AFOEXT, A%
BT (A~Z, a~z, £72130~9) THEIN
LMEENRH Y T,

Password

CiscoISE > AT LA~D CLI T 7 & A ICfHH & 5% | MylseYPass2
FNRAT—RERELET, 774/ F AT — RiX
FAEL W2, BT T AT AT — REEkT 5
VERHY ET, NAT—RFOEST 6 7L ET,
Pl b 1 DO/NLF (az) | 1 DORILF
(A-Z) . BEC1 20T (09) 2505 08N
nET,

G¥)

CLITA VA M=V EFITA VA F—VBICEHEDONRRAT — REERT IS, /SAT—
RORBEDLFOBEEEZHRNTIE [$) Z2Hib2nTLEE, ZOXENKEIE-ITHED
WFICHDHE, RATV—=REIZITFTANLNETRN, CLI~DB JA NI HATE A,

Mo TIDEIRNAY— REERLIESGEIE, avy—nica (L, CLI a2~ R&Eff
mféﬁ\mxmitimo774w%ﬁﬁbf\AxU~P%U?yLLi¢Omo774
NEERLTARRAY—=F2 )2y FTLHFIEIT, RO FFa2 A B THASHTWETS,
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/
200568-ISE-Password-Recovery-Mechanisms.html
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CiscoISED 1 X k—L |

B ciscorse (> 2 r—LToERORR

by N7y T TR T T AEFATTD L. VAT APHBMICHER L T,

INT, By M7y 7 Pt A TRELLA—F—H L NRAT— FEEH LT CiscoISE (T 7 A TX
LT EF,

CiscoISEA/ > X b—J)L 7Ot XDFER

ATy T

ATvT2
ATvT3

RTvT4

AA M= TaEARIELLET L E2MERT 2113, ROFIEZFATLET,

VAT APFEEBLIEL, vl Ay TS Ty N7y RIS E LT — Y —4 % AJ) L. Enter
EHLET,

HLWARRAT—RE AT LET,

TV = a NN A VA R ENTWD Z & EERT H 72912, showapplication =~ > K% A
J1L. Enter Z L F 9,

2L JUTRD A v — VR ERRENET,

ise/admin# show application

<name> <Description>
ise Cisco Identity Services Engine
GH) ZOVYV—=ADRIONR—=T 5 T, A=Y arEAMNERINTOIHEERH D £,

show application status ise =~ > K% AJJ L CISE 7' vt 2ADIREEE RS L, Enter 24 L £,
a2 UKD A v =V RERINET,

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 14890
Database Server running 70 PROCESSES
Application Server running 19158
Profiler Database running 16293
ISE Indexing Engine running 20773
AD Connector running 22466
M&T Session Database running 16195
M&T Log Collector running 19294
M&T Log Processor running 19207
Certificate Authority Service running 22237
EST Service running 29847
SXP Engine Service disabled

Docker Daemon running 21197
TC-NAC Service disabled

Wifi Setup Helper Container not running

pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled
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| CiscolSEDA VR F—)L
CiscoISE £ > 2 F—1 70t 20%R [

PassiveID Endpoint Service disabled
PassiveID SPAN Service disabled
DHCP Server (dhcpd) disabled
DNS Server (named) disabled
ise/admin#
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B ciscoise <22t —LTnERORER
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!

FDHDA X F—ILIEHHR

*SNSTFIAT LAV Ty LA (39 —)
s VMware (KB~ > (41 _—)

* Linux KVM (56 ~<—2)

* Microsoft Hyper-V (58 ~X—1)

i

SNS7IS5AF7VR)ITF7LIUR

CiscolSEZ A VR h— LT B1=6DD T— FAJEEZZUSB T /51 A DYERL

1R BRI

* LiveUSB-creator > —/LZ {1 L C, CiscoISE DA A F—LISO 7 7 A LINED T — k
A[HE7R USB 7 /34 A&AER L £,

https://github.com/lmacken/liveusb-creator/releases/tag/3.12.0https://github.com/lmacken/
liveusb-creator/releases/tag/3.12.0 x B — ANV AT AZF U — R LET,

e —H )L AT AIZCiscoISEDA VA= ISO 77 AV E XA a—RKLET,

16 GB £7-1Z32GB ® USB 534 2 & ffiH LF 1,

ATY Tl TRTCOEBEMHKRT 5120, FATI6 /21X FAT2 #fEH L CUSBT XA A& H 74—~ v b LET,
AT T2 =NV AT AIZUSB T3 A% 7 LiAZx, LiveUSB-creator % jZ#h L %97,

ATv 73 [BEfFDOLive CD% i (Use Existing Live CD) | = VU 7 ® [&M (Browse) | %72 U » 27 L. Cisco ISE ISO
T ANEFERLET,

RTY T8 [¥—4 v T /NA A (TargetDevice) | K v 7 XU ARG USBT N A RIRLET,
2=V AT MM ST USB 731 A3 1 D12 O%A1L, BEIISERIRE L E T,

ATw 75  [Live USBZ{EK (Create Live USB) 1% 727 U > 27 LET,
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B ciscosns — kY 7P ISAFLROEA AT

ATvT6

ATy 71

ATvT8
ATvT9
ATv710

2004 R b—LiER |

BRI R =12, 7 — MAJREZR USBERROEBRM N T R ENE T, 2O Tk ANRET Lz, USB
RKZ A4 7 ONEN, USBY — V&2 ETTHDIERA LIz — LV AT A THEHATE 9, CiscoISE
A VARN—LATDHEN, FEITESNTOILENRNHDLTHARN 77 AN 2060 7,

USB R7A4 706, THFAL T4 FTROTHFA T7ANVERHEET,

« isolinux/isolinux.cfg F 7213 syslinux/syslinux.cfg
* EFI/BOOT/grub.cfg
WHFD7 7 AD Tedrom] &9 FlikZ @& Xz 7,

- SNS3515, 3595, 3615, 3655, £7zlX36957 77 A 7 AN SHh, WGO7 7 AT ledrom)
LItk A Thd:sdbl) [CE & #x £,
BARIIZIZ, Tedrom] &0 SCFFNOTXTDOA L AZ A BEEBAET, 728 2,
ks=cdrom/ks.cfg
INERDEIITHFEZHZET,
ks=hd:sdb1:/ks.cfg

T ANEARIFEL TR T LET,
TR, a—H )L AT ADS USB T3 A& B LET,

7 — NAJRE/R USB T /34 A% CiscoISET 7T A TV AWHEA L, T7I7A4 T A& Hifd#) LT, USB
R A4 7058 LT CiscoISE & A > A b—/L L% T,

CiscoSNS \— KOz 77 TS5SAT72ANDEA *—1t

CiscoSNS N— RO =7 T FI7A4 T AIZIZDVD RIA4T708H0D F8A, L=~ T, Cisco
ISEY 7 F =7 %A LTCiscolSENN—R T =7 77547 L AefFHA A =T DI,
WDONTNNEEITLET,

)

(GE)  CiscoSNS /N— R =77 7 A 7 > A%, Unified Extensible Firmware Interface (UEFI) D%
X277 — MEREA YR —FLTWET, ZOMEEEIX. CiscoISE DB (X A A —V T %
SNSN=RT =TT FIAT L RCA YA P—=ATELEIITL, TS RTHHET 7 AL
T2 LTHRBLADARL—T 4 VTV AT AIA VA=A TERWVWEIICLET, 2L 2
I¥. Red Hat Enterprise Linux <°> Microsoft Windows 7% & O —f&f)7e 4L —F 4 > 7 AT A
X, ZOT T IAT L ATREITE EH A,

SNS 3515 3 LTSNS 3595 7 75 A 7 > A%, CiscoISE2.0.1 LLED U UV — 2D Ik AR— b
LTCWET, SNS3515 F7/2ILSNS3595 T 7T A4 T AL, 201 K0 baio ) ) —RA% A A
=352 LIETEEREA,

« Cisco Integrated Management Controller (Cisco IMC) A > % —7 = A A% LT, K48
DVD 731 ZZA Y A b= L iso 77 A NV~ vy BT LET,
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VMware {R#8< > > .

e ALVA M= iso TFANEHHLTA A —/LDVD Z{ERL L. USB#M5 DVD R
A TE2FHEALT, DVD RIA T MET FIA4 T o A& # LE7,

e AU Ab—)Viso 77 ANEMH LT — FA[REZR USB T /354 A& /ERL LT, USB K7
A TMWOET TI7AT o A&EE L E9,

VMware {28 < < >
A\

() ZORFa A2 MIREH STV D VMware 7 +— L7 7 7 X OFJEAIL, Cisco HyperFlex (2 A
VARV EITND Cisco ISE IZ b H & AvE T,

REIOUDD)—ABELEVNTA—TADF VY

AR~ 12 Cisco ISE # A > A h—/)LF BHIZ, A A =TI L->T, K~ DOFH
HRENN— R =T U Y —2A k?ﬁ“éﬂéﬁ%%’ftt@ﬁ“é LT, =Ry =T OEEMET =
7 BT ET,

VM U Y —ADF =y I7H, A =T, "— K T4 A7, VMIZEIY 4 ToHhiz
CPU =t 7 0¥, CPU 7 1 v 7 B, %iUVM JDéT%ﬂtme%%:/ﬁbi#
VM U Y — AN ARG AR 2 7= S WA, A VA M—=MIEKTLET, 20U V—A
Fx v 7. ISO X—ADA A h—)L|C & EHSNET,

vy Ny TR TS AR FETTAE, VMR T —~ A F v IINEFTEIN, A A h—
TMNT A AT VO RT3 =< AeTF 27 LET, T4 A7 VO RT3 —< ARSI H
HHAREM - 2 WGA, BENEEICERINETN, /1 VA M=V EHEITTEET,
VMR T p—< 2 A F = v 7 XEMOIC (BFF) FTan, BRI TESET, 74
AT O INT =< U ARHER I N DHAR T SR WIEA. 77— E/RSnET,
VM X7 3 —~< A F = v 7%, show tech-support =~ > K Z{#fl L T Cisco ISE CLI 75 74
VTV RTEITTHEBTEET,

VMDY Y —ZABLORT 3 —< 2 ADF = 7 1% CiscoISE DA > A b—/L L [ TERHRIZE
TTEXET, ZOFT A MICiscolSERBENA =2 —n O FETTXES,

ISO7 74 I)LZERLI=VMware{RE~< < > ~DCiscolSED 1 > X b—
1%

OB varTiE, ISO 7 7 AV EFEH LT VMware {iAE~ 3 212 Cisco ISE %A > A b —
VT B IFHEICOWTEBA L9,
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B vvwareEsxi v — 1 —x BT B0 ORREH

VMware ESXi H—/\—% R TET 5= DAIHREH

VMware ESXi —/X—ZRET DRI, D& 7 v a VZEHEH I TV D IRDFTE DRITESMH:
PR LT EEN,

 EHEMEIR A o2 —%— (root =—H—) & L CESXi —3—{Zu /A D NEEN
% @ ij‘o

¢CiscoISEIZ 64 EY F AFATT, 64 EY N VAT AEA A M—LTAHIT, RIE
{727 7av— (VT) DESXi ——THMI > TNDH I L a2fER L T téb\o

s VMware R~ 0 T 4 A7 HEIOMEREZEID Y T CVWDH I E2HERL TLEEN,

« VMware Virtual Machine File System (VMFS) Z{ERk L TV 725413, Cisco ISE (A8 T
TIAT ALY R— FT DO T 20813 H Y £9, VMFS X, VMware 8 A |k
FIZEREENTEA R L=V AR 2a— AT LICHEESNET, VMFSS TiL, IMBO 7 1 v
7 A RFHRKT1.999 TB ORAET 4+ A7 A4 X&HKR—FLET,

T TICESXi —"—% A A h—/L L TWHHEEIL, v‘//%ﬁﬁ%ﬁﬁﬂq wABfe T 7
0= NEINE DD EHERTEET, TNEITH I, esxcfg-infoa~> REHEHL £7,
I &R L ET,

~ # esxcfg-info |grep "HV Support"

[ === =HV SUPPOTL e it ittt it ettt et ettt e e e e 3

|=—=-World Command Line......c.uuiutiumneinneenennennenns grep HV Support

HV ¥R — b OfEA 3 DB, VIIZESXi b= "—THHNTH L7, 1 v A b= 2t 2
LnTEET,

HV %R — FDED 2 DA, VI IV R — FEINTWETA, ESXi —_—THE /- T
WEH A, BIOSIREZMREL, V— =T VT ZHNNITILERSY 7,

ESXi —/\—TOHRBILLTY / OO—DFEMIE

Cisco ISE [RAE~ L DLHION—2 g U ERA M THOIEHALIZLD LR L N~ KT =
TEBAMATEET, 2L, &FOV U —REA A N—/LT LN, ESXi —/3—"TIK
b7 7 sav— (VI) ZHMNZTHLERH D £,

ATV TT7I7A4T A% 7T — R LET,

ATFwT2 REWLTC, vy F Ty 7 &#BBLET,

ATy 3 [F#MFRE (Advanced) ]>[FR+t v HDERE (Processor Configuration) ] &SR L 9,
AT w74 [Intel(R) VT] 23R L T, AL ET,

ATY TS BEERFEL, KTT 2213, FI0ZMLET,
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Cisco ISE TA 77 1 5 H—E RIZ5 % WMware #—i— 1 > 5 —7 24 20%% ]

CiscoISE 7O 7745 H—EXIZT % VMware b —/A\— 4 V23— T 14 ADEE

VMware V—/_"— A L H—T =2 {4 X% AA v F R"—+TFZ74% (SPAN) F72132 7—1k
INZFT 747 DCiscolSE7 7 74T B—ERADHEH 0 —T 4 U F—T x A A~D
NEAYVR—FTDHLIICHEELET,

ATw 71 [&E (Configuration) 1>[*v bT—F>% (Networking) ]1>[FR/3F 1 (Properties) ]>[VMNetwork]
(VMware H— 3—A A ¥ U ZADLE) > [VMswitch0] (VMware ESXi %h—/N—A > ¥ —T = A ZAD |
D) >[7F w7 4 (Properties) ]>[EF = VU T 1 (Security) ] DNEIZEIN L F 7,
RATY T2 [BX=2UT ¢ (Security) 1% 7D [HRY > —fls (Policy Exceptions) ] A > T[F B I AF ¥ AE—FK
(Promiscuous Mode) 1 F = v 7Ry 7 A4 N2 LET,
RATY T3 [BIAX¥ AE— K (PromiscuousMode) | K v 7 &7 U A RT, [ (Accept) ]Z#HEIR L, [OK]
27y 7 LET,

SPAN £721Z3 9 —bL&EN T 74w DT a7 7 A4 T F—ZINEIHE T 5o VMware ESXi H—
N— A B =T 2 A ATHRLUFMEEEREY K LT T TEIN,

) F7IL Ay —I)LEERL - VMware —/\—~ D

AT Y1 FFED VMware — 3N— (72 & 21T ISE-120) O&EREA7IZLET,
ATw T2 VMware V—_—%4527 U v 7 L, [fRE (Edit) ] Z2&ERLFT,

ATYF3 [»»—KT =7 (Hardware) | ¥ 7 CLEM (Add) 1227V v7 LET,
ATy T4 [V U TR~ (Serial Port) ] ZHIR L, [k~ (Next) 1227 U v 7 LET,

ATFwF5 [V TR — ) (Serial Port Output) |FEIK T, [RA hO#ELL Y 7 LR — k& (Usephysical serial
portonthehost) ] E721L [ v b T — 7 #&H TH:RE (ConnectviaNetwork) |47 3 v A& &2 LT,
[k~ (Next) 1&27 Vv 7 LET,

o [F v FU— 7B THHE (Connect via Network) |47 v 2 &R L7-5E1X, ESXi —/3— LD
T7AT U A=A NERASLERH D T,
s [FANOYELL ) T VR — FZ#H (Use physical serial port on the host) ] Z &R 2 1E, H— b
ZBIRLET, RO 2O00OWTNNDA T v a r Z@IRTE T,
o /dev/ttySO (DOS F 7213 Windows AL —7 4 > 7 VAT AT, ZHIFECOMI & LTERRINE
T .

« /dev/ttyS1 (DOS F 7213 Windows <L —7 (7 L A7 LT, ZHAILCOM2 & L THERENE
EDAS

ATYT6 [k~ (Next) 1227 U7 LET,
RT9T1 [T AAT—H A (Device Status) | fHIKC, WU TF =y /Ry 7 R4 LET, 7740 M
[#5#5i7 7+ (Connected) ] T,
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. VMware 4 —/\— D& E

AT v T8 VMware — —ZHH T 512X, [OK] %227 U v LET,

VMware 4 —/\—DRTE

1R BHEIIZ
['VMware ESXi —/\—%FET DO DOFHESRME] 20T~ ET,

ATvT1 ESXih—n—tus A o LET,
AT w72  VMware vSphere Client D EID~A T, AN avTF %457 v 7 LT, [HHEE~T > (New
Virtual Machine) ] &R L £7,

AT w73 [Selecta Creation Type] =V 7 C. [Create a new virtual machine] #7 U v 27 L, [Next] 227V v 7 L%
R

ATw 4 [SelectaNameand Folder] = U 7 C, VMware ¥ A7 LADZHIZ AT L, EREND U A D LEGHTE®R
IRLUT, [Next] 227V v LET,

Ev bk VMware R A MZEATAF A M EFEALET,

AT v 5  [Select acompute resource] =V 7 T, #fpeDa s Ba—7 4 7)Y —RA&RRL, [Next] #27 U v

7 LET,
RATw7T6 [Selectstorage] =V 7 T, #IEINDMHARERERNHHT —F A N T EZRINL, [Next]Z27 U > 7 L
ij‘o

ATwF7T [Select Compatibility] =V 7 ¢, [Compatible with] Kz v 7% > U A kv, ZfiH O Cisco ISE 73—
VarbtHEBMEOH D ESXi N—Va U EFERL, [Next] 227V v 27 LET,

ZHER® Cisco ISE U U — R & HHatED & % ESXi /N— a2 DWW TE, MO U U —2Zd Cisco
Identity Services Engine U U —A / — K @ [Supported Virtual Environments] %#ZM L T 72 X0,

ATv S8 [Selectaguest OS] =V 7 T, ROFIEZFITL, [Next] 27 VU v 7 LET,
1. [Guest OS Family] ka7 &7 U A Mhvi | [Linux] 2R L E7,
2. [GuestOSVersion] K v 7 Z7 U A R, $AR— K 3TV 5 Red Hat Enterprise Linux  (RHEL)
N—=T g o BERLET,

ATwv 79 [Customize hardware] =V 7 @ [Virtual Hardware] Z 7' C, IROBRTEEFATL, [Next] 227V v 7 L F
7

1. HHTDHSNS VY —XT 7 T4 7 AL T, [CPUlBLU [Memory] Ku w7 X 72U A R
DA BRI L 7,

SNS3600 ) —XF7TSATF7 VR :
« /N - 16 VCPU =277, 32 GB

« HEIKL : 24 vCPU =27, 96 GB

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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| zoto( >z F—LiEH

ATv 710
ATvITN
RATvT12
ATv 713

ATy 714

ATy 715

ATv 716

VMware 4 —/3\—DEXE .

o REIEL . 24 vCPU =7, 256 GB

a7 OEIF, N RX—=AL wT 4 FZ XY, Cisco Secure Network Server 3600 ) — XD a7
Bo215TT, IobxiE, /MRy FU—2Z EBOSA, §MEO CPU =27 721X 16 @D A
L v R%&EF> SNS 3615 @ CPU tLEE &7 372012, 16 D vCPU =2 7 &40 4 THLENH
D ij‘o

GE) XELTZVCPU 27 & AEY OFID Y TITHEY T HVCPU & AEY U Y —RZFTHT DA
ERH D ET, ZNEITOROVEAI Cisco ONE DT 4 —~< 0 A L ZEMHICKRE L
W52 LN H Y £, [CPUlB LT [Memory] DTV 172 A FREAR =Y T A2 27 U v 7
L, EREDOTHT 4 — NV REEHLET,

2. [New SCSI Controller] K~ 7% 7 ) A2 ki, [Paravirtual] 232K L £,

3. [New Network] 33 X T8 [New CD/DVD Drive] R v 7F& 7 U A hnh, MR Ry hU—7 BLO
ISO 7 7 A WA EIR L £,

AEUREZERRL, R~ (Next) 127 U v 7 LET,

NIC RZ A 3% [Adapter] Ry X7 U R RNLERL, Next)] 27 V27 LET,

[HBURAET + A 7 OFERL (Create a new virtual disk) [ Z3R L, [k~ (Next) %7 U v 7 LET,

[T 4 A7 7aveya=r7 (DiskProvisioning) | ¥ A 70Ky 7 AT, [y 7rEVa=v7
(eagerly zeroed)  (Thick provisioned, eagerly zeroed) | 47> a v RZ %27V v 7 L, [IR~ (Next) ]

72Uy 7 LTRHITLET,

CiscoISE L, ¥'v 7 Frbeva=r sy rueva=r 7oz R—rLEd, 2720, #

WE=HF =V 7 ) —RTE, NI+ =~ RAZ@mOLHTeHIC, Yy 7 7ueya=7 (eagerlyzeroed)

BIRIRT DL 2BEIOLET, Yo 7 va=r 7 2RINLEGEIE, BOIOT 1 A7 JEREFIC,

FVE DT 4 A FNBERT v T T V—R, Ny 27y XL, 7/ 7 uax 78Ok

WCHENNDLZ D ET,

[ZANVDE RV TADEI IR TAZY o THEREZ VAR — 3% (Support clustering features such as Fault

Tolerance) | F = v 7 R > 7 ZDRINA MR L 7,

[Ready to complete] =V 7T, #r L < 1B L72 VMware & 27 AD4 R, 7 A  OS, CPU, AFE VY,

T A AT YA X EOREOFFMAMR LET,

[# 7T (Finish) 1227V vy 27 LET,

AT, VMware Y AT AR A A =L ENFE LT,

RDBARY

FLULSAER SN VMware VAT L% T 7T 4 72T 512%, VMware 7 74 7 > D —
P A H =T 2 ADFEMORA L T[VM] 2427 Y v 7 LT, [EIR (Power) |>[EIRA
> (Power On) ] #3R L 7,
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2004 R b—LiER |
B re~c mRtoeBEERTEOLE

BT UERY VESHEBERENLER

VMware A8~ 2 > Tld, BEEREEIZT 74/ P TOICHRESNTWET, ZOENELESL
ELT, AT ary (f: FEHERRATY—RFOHERE) 2R T ET,

AT 71 vSphere Client 225, VM 247 U v 7 LTC [REDHE (Edit Settings) | 23R L 9,

ATwFT2 [A7v 3> (Options) |7 %27 Vw7 LET,

ATv T3 [FFMELE (Advanced) ]>[iELEh4 7L 3 > (Boot Options) ] Z R L £,

AT T4 [EIRA EENEIE (PoweronBootDelay) ]Ik T, t@b@ﬁ%ﬁﬁéﬁéﬂﬁ"ﬁ (RUF) 2@ L £,

AT w75 [BEHIBIOSFE (Force BIOS Setup) ] fHIKDOF = v 7R v 7 A% 412 . RIEIO VM EEE)EEZ BIOS 7%
EEHEZ R R LET,

ATvT6 [OK]Z27 V) v/ LCEEERFELET,

VMware AT LADCiscolSEV I Oz 7DA X =)L

ATV T VMware 7 74 7> hMea /4 v LET,

AT9 T2 i~ v %&BIOSt Y b7 v 7E—RIZTH720I2, VMELAZ Y v 7 LTC[REDHSE (EditSettings) ]
Vv LET,

ATy T3 [A7 v ar (Options) | #7527 U7 LET,

AT T4 [BIOSOHIFE (Force BIOS Setup) ]8I T [~ — 47 = (BootOptions) ] %27 U v~ L. [BIOS]
Frxv IRy A4 AT LT, VM EEIFIZ BIOS B EMEIZA Y £97,

GE) 2TBULEDGPT N—TFT 4 v a &7 — 9 BHI2F, VMREDT— b E—RTT77—20=xT
% BIOS 726 EFINICEETAMLERH D F7°,

Guest OSRHEL 8 8 X TVEFI 7' — hE— R&&EIN L7=5A 1%, [Enable UEFI Secure Boot] 4 7' 3 > % #it
M LEd, oA T a0, FAR AR —F 47 A5 5 RHEL8 VM TILT 7 /L b THZIC
o TWET,
ATy TS [OK]Z27 V7 LET,
ATvT6 BEMRE (UTC) BLIOELWT — MEFA BIOS ICRESNTWDH Z L 2R LET,
a) VM OEFRNA N> TWDEEIR, VAT LAOEREA7IZLET,
b) VM ZA I LET,
VAT LANBIOS By T v T E— RIZARD £,

¢) [BIOS] A==—7T, KHIF—%ZMH L C[Hf &K (Dateand Time) |7 4 —/L NIZBEI L, Enter%
HLET,
d) UTC/Z' Y = VIERER; (GMT) ZA LV —r AN LET,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K



| zoto( >z F—LiEH
VMware VY — /)LD A > X b—LDFERR .

TDHA LT —VDOFREIZLY, T AL MREICBTASEIER/ —FHDOLER—F, &
7. BIORAFy ==V b s Ty AR, XA LAZ T THIZEMEIND L O F
j—o

e) REIF—ZHLT[HEE (Boot) | A== —IZBE) L. Enter Zf L £,

f) KHIF—%H L T, [CD-ROMKZ A 7 (CD-ROMDrive) ]Z3&#R L, +Z L CCD-ROM K71 7 %
NEFF D BRI BB L E 7,

g) KHIF—ZMHLTHT (Exit) | A=a2—IZBEIL, [EELZMRFL THET (Exit Saving Changes) ]
IR LT,

h) [IE (Yes) | Z@IR L TEHEEARFL, KT LET,

AT w77 CiscolSE V7 7 =7 DVD % VMware ESXi &8 A2 F® CD/DVD K5 A FIZHEA LT, KRB~ v %24
A=

DVD OEEEl, a2 Y — LZIFRDO L Y ICFERENE T,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

ATy T8 KHEIF—%MH L T [Cisco ISEOA > A h—/L (U T /L a2V —/L) (Cisco ISE Installation (Serial
Console)) ] F721% [Cisco ISEDA > A h—/L (F—FR— F/E=4—) (Cisco ISE Installation
(Keyboard/Monitor)) % ER LT, Enter ¥ —4% ML ET, U TNV ar Y — A7V a 2 ERT L5565
X, R~ T T aryY—LEty b7y L TEBSMERSY T3, a2 Y —LVOIERRFIEIC
DWW TIX, [VMware vSphere Documentation] ZZM L T 72 &0,

A A =T, VMware ¥ A7 LA~D CiscoISE Y 7 b =T DA A M=V EZBMBLET, 4 A b—
VTR EARTETTLHET, 203000 ET, A A= TabARBKTTLE K~ U ITHE
AICHEEI SNET, VM OFEBIRFIC, 22 Y —LZRO X I IR RSNET,

Type 'setup' to configure your appliance
localhost:

ATV T VAT AT 7 T, setup &AL, Enter Z 8 L E T,
By N7 T U= RRRARSN, Vo= R THIIREL FATLE T,

VMware ¥V —ILDA > X b—JLDFER

vSphere Client ® [#12 (Summary) 12 J%#EMA L71- VMware YV —IILD A VX b—)LDFEER

vShpere Client TH&iE 4172 VMware 78 A2 b @ [#% (Summary) ] % 7ICBE) L £ 7, [VMware
> — L (VMware Tools) | 7 4 —/V KOMEN OK THEIMLERH D F7,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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ZTOtoA VR b—LiER |

B cuzsmLr: vMware v— L1 VR F—LDRER

Figure 7: vSphere Client T® VMware *J — )L DHEER

File Edit View Inventory Administration Plug-ins Help
ﬁ | = | ) Home b g8 Inventory D@ Invenitory
B0 DGR eRP

= [ mhest1o
gy vm3z = T - - g i
5 vm34 Rasolree Alocation - Performance - Events-. Consols - Parmissions
ﬂﬁ. vm35 f 1
hy ~m3E .G'-‘“"d | !Remurm
Guest O5: Red Hat Enberprise Linux 5 (32-bith Cons Hast CPU:
i Eoxsion: 2 Consuned Host Memory:
G 1P Ackive Guest Memaory:
Moy : 4096 MB
Memory Overhead: 126,83 MB Provich Storage:
\Muware Tools: cxdéafﬂf”( MNot-shared Storage:
1P Addresses: 10.10.10.10 wiewal | | Used Storage:
DNS Marne: R Datastore =
Stabe: Powered On @ dsh
Huost: wiithil, S0, C8C0.com i =
Active Tasks:
I Network ]
Commands ! 8 VM Network =
Il Sttt Down Guest
' 2
(@ Edk Settings 2

CLl Z{#E A L= VMware YV —ILDA > X F—)LDFEE

show inventory =~ > R&fiH LT, VMware V —/L3 A VA h— )L STV DH0E D M E
RTDHZEHTEET, ZOa~v Yy RIINIC RT7 A MEF#AE Y A R LET, VMware > — /L7
AVA M=V INTWABEB~ D[ RT A 3078 (DriverDescr) |7 4 —/L FiZ, VMware
Virtual Ethernet R Z A AR RAINFE T,

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"

PID: ISE-VM-K9 , VID: A0 , SN: FCHI184X9XXX

Total RAM Memory: 65700380 kB
CPU Core Count: 16

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 1: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 2: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 3: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 4: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 5: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 6: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 7: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 8: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 9: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 10: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 11: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 12: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 13: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 14: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 15: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz

Hard Disk Count(*): 1

Disk 0: Device Name: /xxx/abc

Disk 0: Capacity: 1198.00 GB

NIC Count: 6

NIC O: Device Name: ethO:

NIC O: HW Address: XxX:XX:XX:XX:XX:XX

NIC 0: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 1: Device Name: ethl:
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VMware Y —L 07 v 75 L— Foysr—t [}

NIC 1: HW Address: XX:XX:XX:XX:XX:XX

NIC 1: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 2: Device Name: eth2:

NIC 2: HW Address: XX:XX:XX:XX:XX:XX

NIC 2: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 3: Device Name: eth3:

NIC 3: HW Address: XxX:XX:XX:XX:XX:XX

NIC 3: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 4: Device Name: eth4:

NIC 4: HW Address: XX:XX:XX:XX:XX:XX

NIC 4: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 5: Device Name: ethb:

NIC 5: HW Address: XX:XX:XX:XX:XX:XX

NIC 5: Driver Descr: Intel(R) Gigabit Ethernet Network Driver

(*) Hard Disk Count may be Logical.

VMware V—I)LD7 v T45 L— FOHYHR—

Cisco ISEISO A A —IZiE, YA — FEIND VMware YV — A NEENTWET, VMware 7 7
AT a—V Lo Z—T A A% L7 VMware V— /DT v 77 L— RiL, CiscoISE
TP R—FENTWEREA, VMware YV — L ZH LWAR—2 9 T v 77 L— K453

By TOHR— FE Cisco ISE DHF L 3— g TS £,

Cisco ISE{RE< < > niEHL

Cisco ISE VMware A~ > (VM) 8 L, CiscolSE / — ROEFE R V7V B &2 EKT 5

ZEMTEET, HE2IE BHEORY v— Y —Ev R J—F (PSN) Al L7-/HoE A

i‘*‘“(“ VM OFEHRLTE PSN Z Ul DA E AT 5 DI B F 77, PSN & Z 2 UpIE
WA VAR VL TRETHIHETIHY /A,

TP — &AL T CiscolSEVM #8422 L s TXF 1,

)

GE) HEIZIEX VMware vCenter WVLETT, vy NT v 7 70/ 7 A2 FITT DRI, ERIAZITH
PVERH Y £,

1R BRI

s B892 CiscoISEVM ZHEFRIZ T v » M F U LE T, vSphere Client T, #9335 Cisco
ISEVM %47 Y w7 L, [BiIR (Power) 1>[R &S vy b& D> (ShutDownGuest) ]
ZIER L E T,

RN~ DIPT RLALRA MNEER LI EE2HERLTNIDL, TO~ Y
DEREANT, Xy NT—7 1 LET,

ATy T EHEREREFFO2—Y— (root =—H—) & LTESXi h—_—lcn 71 LET,
Z DOFNEE FITT D IZIE VMware vCenter 2343 T,
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B 77— r&@EmLE CiscolSEREY S~ DiEm

ATw 72 HHET S CiscolSEVM 2427 U 27 L, [ (Clone) 127V 7 LET,

RTw T3 4Rk vr— 3 (NameandLocation) | %A 7 0 7Ry 7 ZAVERT HH LV~ v OA4RTEZ AT L,
[k~ (Next) 1 %27 U > 7 LET,

ZiuE. B UL AVERT 5 Cisco ISE VM DR A R4 Tt <. BROVZOHOFHBA L 2 54T,
ATV T4 H L CiscolSEVM 2 F(TTHHRAME1T7 T AXZBINL, [Next] 27 U v/ LET,
ATY 75 H LW CiscolSEVM HOT —% A R T ##IRL T, [Next] 227 VU v 7 LET,

ZOTF—H AT, ESXi ==t —hN T—HARNTERIZVE—F AL —VOBANRHD
FT, THFANTICADRT 4 ATHEBEEH D Z MR LET,

RTYT6 [T 4 AV 7xr—~v b (DiskFormat) | ¥4 70/ Ry 7 ACT[V—ALR L7+ —~> b (Same format
assource) | A ar REZE7 Vv L, R~ (Next) 127V v 7 LET,

TOF T aE, ZOF LW ERTETH D Cisco[SEVM THEH SN TWAHDERL 7 +—~< v
%:( I:G_L/jij—o

ATF9 T [FA B AX~<A X (GuestCustomization) XA 7 2T Ry 7 AT[HALZ~<A XL’ (Donotcustomize) ]
FTFvarRmE k) vy 7 L, [IR~ (Next) 1227V v 27 LET,
ATw 78 [T (Finish) 1227V v27 LET,

RDERY
cHBISNTRE~ U DIP T RLABLIOEA ML OEE

c FHHELXNT- Cisco (B~ v DRy MU — 7 ~DEekt

T JL— rEERLT= CiscoISE{REET L o DiEH

vCenter ZfHH L CTWAEHAIL, VMware7 > 7 L— b A LT, CiscoISEffAE~ > (VM)
EHERCTEET, 77 L — M CiscolSE / — FEHEBL, o7 FL— &ML T,
HELDHF LU CiscoISE / — REA/ERTE £d, 77— M2 LI~ > v g,
WD 2ODAT v I THERISND FIETT,

4O HREIIC

)

GE)  #HHRLZIX VMware vCenter N ETT, £y N7 v 7T AEFITTHENIC, ERAEITO
PVERH D F7,

ATy FlE~ > T L— hOER (51 =—)
ATFvT2 A~y T 7L — DT T A A b (51 =)
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wEvsy 7o IL— ok

RE<SY TUoTL— FOERK

ATvT1

ATy T2

ATvT3

ATv74
ATvT5

ATvT6

ATy 717

1R BRI

« #4925 CiscoISEVM Z I v v h ¥ 7  LE7, vSphere Client T, %9 % Cisco
ISEVM %47 U > 27 L, [ (Power) [>[7 A & v > &7 (ShutDownGuest) ]
BINL E9,

¢« T UL —hMI A VAN LEREPYTEY NT v TR T AEFTL TR
CiscolSEVM MW BAERR T2 Z L2880 LET, XD, IPT RLABXOKRRA b
ZEBNCHER L, BRE L= CiscolSEDE /) — KTy b7 v 7 T ul I st nNEhE
ITTELLIITRD ET,

EHEWHERZFFO>2—Y— (root =—H—) L LTESXi——ices/ 1 LET,
Z DOFNEE ELTT 51T VMware vCenter 25 A2 T4,

BHIT % CiscoISEVM #4727 U v 27 L, [#88 (Clone) 1>[T> 7 L— kIZ#&L (Clone to Template) ] %
igitﬂ [/ji—g«o

T L— NO&4HIE AT L, [4Hi&n/r— a2 (Nameand Location) | XA 7 0 HRy I ATT
L— b2 RAFT 25T BIRL T, [k~ (Next) 127 U v 7 LET,

T 7= b RAFT D ESXi AR A FAEIRL T, [k~ (Next) 1227V v 7 LET,

T — b NERAFT DT — X AR T EZEIRL T, R~ (Next) 1227 U7 LET,
ZOT—HANTIIERT 4 AVHEEN D Z L 2R LET,

[T 4 A2 74—~ b (DiskFormat) | #4702/ Ry 7 AT[Y—ALFEL 74—~k (Same format
assource) | A7 ar ARF w7 Uy L, [k~ (Next) |27 Vw7 LET,

[Ready to Complete] A 7 2 V7R v 7 ANFRINET,

[5287 (Finish) 1227V > 27 L%7,

RE<TSY TFUTL—rOTTAA AT+

ATy I

ATy T2

ATvT3
ATy T4

A~ T L—FEER LTS, o~y (VM) 25 7 nA T Ed,

YERK L7= CiscoISEVM 7> 7' L— h %47 U w7 LC, [Deploy Virtual Machine from this template] % 3R L
i ‘a‘o

# LU CiscoISE / — FROLHEIZAJIL, [&Hi&E v — 3> (NameandLocation) | A 707 Ry 7 A
T/ — FOBHFZEBERL T, R~ (Next) 227 U v 7 LET,

F LU CiscoISE / — RZLR(FT 5 ESXi R A M &R LT, [k~ (Next) 1227V v LET,
B LW CiscoISE AT AT —X A R T #IRL T, [IR~ (Next) 1227V w27 LET,

DT —HANTICHERT 4 AV HEENDD 2 & 2R LET,
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. BEINEREISVDIPT7 FLABIUHRR FEDEE

AT9 TS [T 4 A2 74—~ b (DiskFormat) | ¥4 702/ Ry 7 AT[/—ALEULZ74+—~> bk (Same format
assource) | A7 ar RE BT Y v L, IR~ (Next) 1227 Vw7 LET,

AT 76 [Guest Customization] %1 7 1 7 7R > 7 A®D [Guest Customization] 47> a v RA %27V v 7 LET,
[Ready to Complete] A 7 B V7R v 7 ANERINET,

AT w71 [Edit Virtual Hardware] &= v 7 7R v 7 A% 42 LT, [Continue] 7 U v 7 LE T,
[Virtual Machine Properties] ~X— Y 23R L E 7,

AT 78 [Network Adapter] Z#U L, [Connected] = v 7 7R 7 ZI KLU [Connect at poweron] F = 7 1R v 7 A %
F71ZLTC, [OK] 227 Y v 7 LET,

AT 79 [Finish) #7 V7 LET,

ZDCiscolSE / — FOERZBEAL, IPT FLRALEKRRAMEREL, Xy NT—=JZHHETEH LD
12720 £ L,

RDEARY
HHRESNIEE~Y D IP T RLABLIOHR A M OER
 HRIENT- Cisco REB~ S v DRy b U — 7 ~DHfE

BREINEEREIDVDODIPT7 FLABELURR FEDER
CiscoISEfRE~ v (VM) #8BHIL-6, ZO~2 v OERAZANT, IPT RLRAELFRA L
LEEFTHLENDH D 3,
1R BHHEIIZ
¢ CiscOISE / — KW AZ L KT a  RETHHZ L AR L £7,

« B L <HEILE T Cisco ISE VM ICER A AND L X2, 2Oy hT—7 TH
THEPPEFRE STV N L 2R L E T, [BtiE A (Connected) ] 368 KON [FEIE ARF
{28 (Connectatpoweron) | T =y 7Ry 7 AZ2A7IZLET, A7 LRWESE, 2
D/ — FBNEET5 &, HEGTO<Y U ERUIP T FUANER S ET,
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ATy

ATy T2
ATvT3

ATv74

BRSNEEETL OPT FLRsEURZ F0ZE ]

8: 12y FI—Y THTHOEGRER

() clane - Virtual Machine Pmperli:l 1 [E= )
Hardware | Options | Resources | Profies |
[~ Device Status -
™ Show All Devices Add... Remove e
e T Summary T I Connectat power on
W& Memory 4096 MB i
[d CPus (edited) 4 = e ey
B video card Video card il s
@ 5CSIcontroller o LSI Logic Parallel e
& Hard disk1 irtual Disk
00:50:56:a4:5e:eb
@y co/ovD drive 1 Client Device
| BB Network adapter 1 (edite.. VM Network ] & Automatic £ Manual
& Floppydrive1 Client Device
= VMCIdevice Restricted [ DirectPath 1j0
Status: =
—Network Connection
Network label:

WM Network ‘:J

| Help oK Cancel I

cH LK HEREINTE VM vV VOB EANTZLTIC, 2O URICERETSIPT R

VAELHRANEENDLDLZ 2R LET, ZOIPT FLABIOKRA MO MY T
DNS —N—ZHDMNENRHY FI, /— FKOFBA M E LT MNocalhost] ZEHAT D Z
LITTEERA,

G05624

cHTLWIP T RLRAFEZITARA MITHEE-SL CiscoISE / — ROFEHAENSH 5 Z & 2R L
i—a—o

FNE

HLLEMENT CiscolSEVM 24527 U w7 LT,
iﬁ‘o

L <RI T CiscoISEVM #IR LT, [ Y —/b (Console) 1 # 7 %27 Vw7 LET,
CiscoISECLI T, kD=~ FE AN LET,

configure terminal
hostname hostname

hostname IX., RETDHH LWVKA R4 TF, CiscoISE — b ANFHEEH I N E T,

TR (Power) 1> [EiJEA4 > (Power On) ] ZiER L

ROAS R ATLET,

interface gigabit O
ip address ip address netmask

ip_address (X, A7 v 73 TANLIEHRA MAICKHINT D7 LA THY | netmask I3% D ip_address DY
THxy h AT T, VAT AIZLEY, CiscoISE —E R EFHLENT S L oKD b E T, ip address
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B EncntciscomETL L DRY kT ~DIER

2+ R LW hostname =+ > ROFERIZ DUV TiL,  [Cisco ldentity Services Engine CLI Reference Guide]
AL TLTEEN,

ATFw 5 Y &ZAJILT, CiscoISE #— bt X ZHiid# L1,

BRIt CiscoRETL DY FT—O ~DIES

BIREZAIN, IPT FLABIORA N EEFELIEZL, Xy T —21ZCiscoISE / — K&
T AVENRDHY 9,

ATy 1 HLLLER SN Cisco ISE (KA~ > (VM) #4527 Y v LC, [EditSettings] %7 U v 7 LT,
AT w 72 [Virtual Machine Properties] %A 7 2 7 7R » 7 AT [Network Adapter] %27 U v 7 LE7,

AT 73 [Device Status] 3k T, [Connected] F = v 7 7R v 7 235 X O [Connect at power on] = v 7 R v 7 A% A
iZLET,

ATy T4 [OK] %27V v 7 LET,

IR 5 RIRBIREE~ D Cisco ISEVM D17

CiscoISE V V — R &3l L7214, FHlis AT AL RETA B U A EFOERH L AT Al
BiTcEET,

4r & SRS

c IV ZLDa—=P =2 YR — M5 FEMETEIZ VMware F— " —2BH T 55513
CiscoISE A > A b =AM FTHEREN DI/ T 4 A7 B A XLLE (RKFFA A X 12_4
TB) IZHEEL T EEN,

*300 GB Rl DT 4 A7 FEAMEHA L TERINZ VM 205 EBE) VM 121357 — & 2847
TERWIZ EIZEELTLEEIY, 300GBLLEDT 4 A7 BREAHHA L TERENZVM
DT —H DHREBRBERRI BT T ET,

AT FHEROREE NN 7T v 7 LET,
AT T2 FEBEH VM ICLE R T 4 A7 RN S5 2 & 2R LET,
AT T3 EBEHOT Tuf AN T4V AEA AL LET,
RTv T8 T AT MR EEETLET,
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RERVNRTF—RVADFT U TIVETDOF I VY .

RETLINTHF—IVRADFTVTIVETDF VY
CLI 2> show tech-support =~ > RZEITL T, VMDONRT7 =< AZ WD THF = v /T
EEY, Zoavr FOENERO XL ST 9,

ise-vml23/admin# show tech | begin "disk IO perf"

Measuring disk IO performance
KA KKK KA KA KA KA KA KA KA KA KA KA A KA KA AR KA A KA A A KA AR AR AR AR AR KN KA K

~
G

Average I/0 bandwidth writing to disk device: 48 MB/second

Average I/0 bandwidth reading from disk device: 193 MB/second
WARNING: VM I/O PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.

Disk I/O bandwidth filesystem test, writing 300 MB to /opt:

314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/O bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

CiscoISEEEEN A — a2 —M o DREYL D JY—ADF vy

CiscoISE DA A b — L X IEEARIZ, BEIA =2 — O~ D) YV —REF v
T&EFET,

WDEHIZ, CLI hT 27 )P "BRERENET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

KEIF—Z A LT[V AT La2—=T 4T 4 (U7 )z —)) (System Utilities (Serial
Console)) | E72X [ AT Lax—T 4 VT 4 (F—A&R— FET=%—) (System Utilities
(Keyboard/Monitor)) ] Z3R L C, Enter ¥ —%2# L £9, ROBWENFERINET,

Available System Utilities:

] Recover administrator password
] Virtual Machine Resource Check
] Perform System Erase
] Quit and reload

Enter option [1 - 3] g to Quit

VM U Y —=RA%Z2F =y 73503, 22 AN LET, ROX I LHDBFRESNET,

*x*%** Virtual Machine host detected..

*x*** Hard disk(s) total size detected: 600 Gigabyte
*x*** Physical RAM size detected: 16267516 Kbytes
*x*x*x% Number of network interfaces detected: 6

**xxx* Number of CPU cores: 12

*x*k%x%x CPU Mhz: 2300.00

Verifying CPU requirement..

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .



B tinuxkvm

Linux KVM

2004 R b—LiER |

***x*%* Verifying RAM requirement..
**x*%*x Writing disk partition table..

KVM {R28{tF v

KVM A8 kiciZ, &~ A b7 et v¥ (Intel 7ot vV OE4E1% Intel VT-x, AMD 7’12t v
DAL AMD-V) 6 DALY R — " PMETT, FA N THX—IF L v RUZER
&, cat/proc/cpuinfo =~ FZ AN LET, vmx £70iEsvm 7 7 IV NRRINE T,

e Intel VT-x DBE -

# cat /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp lm constant tsc arch perfmon pebs bts rep good nopl xtopology
nonstop tsc aperfmperf eagerfpu pni pclmulgdg dtes64 monitor

ds_cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm pcid dca ssed4 1 ssed 2 x2apic popcnt

tsc_deadline timer aes xsave avx lahf 1lm arat epb xsaveopt

pln pts dtherm tpr shadow vnmi flexpriority ept vpid

« AMD-V O34 -

# cat /proc/cpuinfo

flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse
sse2 ht syscall nx mmxext fxsr opt rdtscp lm 3dnowext 3dnow

pni cx16 lahf Im cmp legacy svm cr8 legacy

KVM ~® CiscoISED 1 > X b—JL

ATy T

ZOFNETIX, RHEL {2 KVM ZA{ER L. % Z 1T Virtual Machine Manager (virt-manager) % {#
FI LT CiscoISE % A > A h—)LF 5 HFIEIZOW T L 7,

CLI T® Cisco ISE HEAZ BN L7-GEIE. RO L H7pa~r REANLET,

#virt-install --name=kvm-isel —--arch=x86 64 --cpu=host --vcpus=2
--ram=4096

--os-type=linux --os-variant=rhel6é --hvm --virt-type=kvm
-—cdrom=/home/admin/Desktop/ise-2.7.0.x.SPA.x86 64.1iso
—--disk=/home/libvirt-images/kvm-isel.img,size=100

--network type=direct,model=virtio,source=ecth2,source_mode=bridge

ise-2.7.0.x.SPAX86_64.is0 1% Cisco ISE ISO A A — VDA RTTT,

1R BHHIIZ
o—Hh )L AT A CiscoISEISO A A —V & F v ru—RKLET,

virt-manager C. [H#l (New) 1227V v 27 LE T,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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ATy T2

ATv7T3

ATvT4
ATy TH

ATvT6

ATy T1

ATvT8

KVM ~ ) Cisco ISE DA > 2 b—1L [

[FHREAE~ > > DIERL (Create a new virtual machine) 1V 4 > RUNRFKRINE T,

[B—H A VA RN—)LAT 47 (ISO A7 47 F721L CDROM) (Local install media (ISO media or
CDROM)) %7 Vv 7 L, [#4T (Forward) 1 %227 U v 7 LET,
[ISOA A —T %M (UseISO image) | A7 av RE %227V v 27 L, [BR Browse) |27V v 7
LT, B—=HN AT APHISOA A=V HRINLET,
a) [AVAR—NAT 4 TIZHSE 0S #HEIIZHE (Automatically detect operating system based on
install media) ] F = v 7B v 7 A% 47 LT OS #4 7L LC [Linux] 28R L. HH—FSh<
% Red Hat Enterprise Linux ®/3— 3 28R LT, [T (Forward) 127 Vv 7 LET,
RAM & CPU O EZER L, [FifT (Forward) | %27V v 27 LET,
[ZORBE~ AT LTA M L—2%F#0Z3 % (Enable storage for this virtual machine) ] 5= v 7 7R v
JAEA AT L, AR L—UREEZEINLET,
a) [BEXRELIIMOBETFA ML — %I (Select managed or other existing storage) | 472 a >
NEHI )y LET,

b) [ZM (Browse) 1227 Vv 7 LET,

c) Mo [A ML —TF—/ (Storage Pools) | T ES —a v XA UT, [TAAT T 7 A IV AT
LT 4 L2 bV (disk FileSystem Directory) %7 U >~ 27 LE7,

d)  [HHEARY =2—2 (New Volume) 127V v 7 LET,

[AFL—YRY 2—LDFER (Create storage volume) [V 4 » RUNRRRINET,

e) ALL—YRYa2—LDL4RTEASLET,

f) [Z74—~v b (Format) | Fry X7 UX MG [raw] 2@ L E7,

g) KXY U T4EANLET,

h)y [# 7T (Finish) 127U >y 27 L%,

i) TERRL72AR Y 2 — 2 %2R LT[R U 22— 208 (Choose Volume) ] ZIEIN L F7,
i), [%¢1T (Forward) 1%#7 VU v 7 L7,

[ A b—/LBAARTOMERR  (Ready to begin the installation) | B 233 /R v E 7,

[f > A N—/VEINIAEZ I A X~ A X (Customize configuration before install) ] T = v 7R v 7 A& 4>
W LET,

[ A4~ a > (AdvancedOptions) | C, A > F—T7 = A ADY—AL L Tmacvtap ZiBIN L, [V —
A E— K (Sourcemode) | Ky 77X URXKNCT[Z Y v (Bridge) | #i&R L, 527 (Finish) 1%
707 LET,

a) (FFvayv) [»N—FKu=T7%iBM (AddHardware) | %27 V v 7 L GEIO NIC 28 L E,
Fw NU—27 YV —A & L Tmacvtap, 7734 A E7 /L& LT virtio ZIEIR L £77,
b) [(#& T (Finish) 1227V v 27 LET,

[Virtual Machine] [ CT7 « A 7 7 /31 A% %I L, [Advanced and Performance Options] ® F CIR DA~
varEBRIRLT, [Applyl] 27 V v LET,

J4—ILFK &

7 4 A7 /XA (Disk bus) VirtlO

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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J4—ILK &
¥ ¥ v 2 F— F (Cache mode) none
10 =— K (10 mode) native

AT9F9 [ A M—/LBtA (Begin Installation) ] %2 Y v 2 L CKVM IZ CiscoISE %A > A h—/L L E7,
CiscoISE DA VA h—)b T —F A=a—0NFRENET,

AFYTI0 AT ALATS TR T, 1EANLTEF —LEF—R—RFR—2&IRTEH, 2L AL T Y —
JUAR— &R L, Enter L F9,

A VAR=FTNB, VM~DCiscolSEY 7 h T =27 DA LA M—=NLZBBLET, A A =)L ot
N TTHE, ary— U TFRERENET,

Type 'setup' to configure your appliance
localhost:

ATYIN VAT AT T T, setup & AJIL, Enter Zf L E 7,
By Ty U4 P RRERSN, Vg = R TR EZFEITLET,

Microsoft Hyper-V

Hyper-V T® Cisco ISE [RT8< > > DERL

Zoksva T LW~ U OMER, m—v 74 A7 D IS0 A A — T DR
CD/DVD R7 A 7 ~D~ v 7 CPURKEDHwE. 3L Hyper-V ~® Cisco ISE DA > A
h— DI LRI LE T,

\}

GE)  CiscoISE TlE., w/LF 2 1/0 MPIO) OffFEHIZYR—FENFHA, LEENR->T, VM IZ
MPIO Z#fEH L TWAEAE, 41 A M— UKL ET,

1R BHEIIZ
Cisco ISEISO A A — % cisco.com > H 2 —H LU AT AIF Ty ya—RLET,

ATv 1 HR— IR TS Windows $—/3—00 Hyper-V v F— v ZiL#h L 9,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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ATy T2

B 9: Hyper-VI #—> v 22—l

File Action View Help

Hyper-V T® Cisco ISE {x18< > > DIERL .

X ERIE

23 Hyper-V Manager
Ha WIN-NGAETKS8QUR

WIN-NGAETKS8QUR I,A,cm

Virtual Machines

MName * State CPU Usage Assigned Memory Uptime
No vitual machines were found on this server.
< [
Checkpoints
No virtual machine selected
Details

No tem selected

| win-nGAETKSBQUR

New 4
Les Import Virtual Machine...
\ﬁ Hyper-V Settings...
1 Virtual Switch Manager...
) Virtual SAN Manager...
¢ Edit Disk...
E Inspect Disk...
@ Stop Service
75 Remove Server
(4 Refresh
View 3

E Help

<

VM AANEE7 Y w7 L, B

(New) 1> [{lA8~ > (Virtual Machine) | DIEIZZ U v 27 LET,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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10:37 L \MREE< 2 D DERL

Wi

Help

33 Hyper-V Manager

WIN-NGAETKS8QUR
e

Ii WIN-NGAETKS2OLIR.

New

L3

Virtual Machine... |

Import Virtual Machine...
Hyper-V Settings...

Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View

Help

Hard Disk...
B Assigned Memory
Floppy Disk...

TG ViUal machines were faund on this server.

Uptime

Mo wvitual machine selected

Details

No item selected

<l

| Actions

| WIN-NGAETKSSQUR ~ a

Mew »

Import Virtual Machine...

% Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager..,

Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

View 3

B o2X@bhithklEms

Help

Displays the Mew Virtual Machine Wizard,

ATV T3 [k~ (Next) 1227V v 27 LTVM

Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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11: [New Virtual Machine] ©9 4 — K

~ New Virtual Machine Wizard x|
| .
K | Before You Begin
Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Specty Generation
pedify To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

| Mext = || Finish || Cancel |

ATy T4 VMOLRIZEANL, (7Y arT) VMEBRIET DR D RAEBEINL T, [k~ (Next) ][22 U v
7 LET,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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12: B A1 &SR DIEE

e New Virtual Machine Wizard -
*I Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Mame: |ise4vm 1|

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-Vy
1
| < Previous | | Mext = | | Finish | | Cancel |

ATY s [Yzxrl—v =31 (Generationl) | A7 ar RF L E7 Vw7 L, [k~ (Next) 1227 Vw7 LE
ﬁ—o

W52 #ARD ISE VM 1B+ 258135, VM RED [E¥F =27 7 — b (Secure Boot) | 473 3 o & %)
W LET,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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13: £ DIEE

a New Virtual Machine Wizard =

K I Specify Generation
T

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location (®) Generation 1

cify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-V,

Assign Memory

Configure Networking () Generation 2

This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and

Connect Virtual Hard Disk PXE boot using & standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary /1, Once a virtual machine has been created, you cannot change its generation.
| < Previous | | Mext = | | Finish | | Cancel |

ATYT6 ZOVMIZEID LB THAEVOEEFELT (Bl : 16000 MB) | [k~ (Next) 1227V v7 LET,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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K14: A EVDEIYET

~ New Virtual Machine Wizard | x|
[ *F Assign Memory
Before You Begin Spedify the amount of memory to allecate to this virtual machine. You can spedfy an amount from 32

ME through 23266 MB. To improve performance, specfy more than the minimum amount recommended
for the operating system.

Specify Generation Startup memory: ME

Configure Metworking

Specify Mame and Location

[] Use Dynamic Memary for this virtual machine.

. ) [&- When you decide how much memory to assign to & virtual machine, consider how you intend to
e ~  use the virtual machine and the operating system that it will run.

Installation Options

Summary

| < Previous | | Next = | | Finish | | Cancel

ATYTT Ry U= TETZERRLC, [k~ (Next) |27V v 7 LET,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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15: 32y FT—F VT DEE

Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify Name and Location virtual switch, or it can remain disconnected.
Spedfy Generation Connection: | Cisco 1GigE 1350 LOM - Virtual Switch v
. Mot Connected
Assign Memory Cisco 1GigE 1350 LOM - Virtual Switch

Configure Networking
Connect Wirtual Hard Disk
Installation Options

Summary

| <Previous | | mext> || Fnsh || cance |

ATy T8 [T 4 A2 OVERL (Create a virtual hard disk) 1|47 a > RZ %27 U v 27 LT, [k~ (Next) | &
70 w7 LET,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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2004 R b—LiER |

" MNew Virtual Machine Wizard

Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an opera

Spedfy Name and Location
Specify Generation

Assign Memory

Configure Metworking Mame:

Connect Virtual Hard Disk Location:

Installation Options
Size:
Summary

storage now or configure it [ater by modifying the virtual machine’s

(® Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual

ise-vml.vhdx

C:\Wsers\Public\Documents\Hyper-vVirtual Hard

300

GB (Maximum: 64 TEB)

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either Wt

C:\Users\Public\Documents \Hyper-vVirtual Hard

() Attach a virtual hard disk later

Use this option to skip this step now and attach an existing wvirt

< Previous Mext =

RARTwT9  [T—HTNCDDVDIRHLANXL—TF 4 VTV AT KA A h—/L (Install an operating system from a
bootable CD/DVD-ROM) | 247> a v R¥ %7 ) v 7 LET,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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a) [A7 47 (Media) |=UT7Mnb, [ A=Y 77 A4/L (iso) (Image file (.iso)) | A7 v a v RH¥ v
7 Uy 7 LET,

b) [ZBM (Browse) 127 U > 27 LT, B—H/L T AT ADLISEISOA A —V%ER L, [k~ (Next) ]
7 Vv LET,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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17: 4 X =LA T3>

LS MNew Virtual Machine Wizard

N |r Installation Options
| = =

Before You Begin You can install an operating system now if you have access to the

later.
Spedfy Mame and Location

e ety () Install an operating system later

Assign Memory (® Install an operating system from a bootable CD/OVD-ROM
Configure Networking Media

Connect Virtual Hard Disk

(8] Tmage e (iso): |C-USOlise-3 % 0 xxx SPA X8l

SUMMaEry

() Install an operating system from a bootable floppy disk

() Install an operating system from a network-based installation

< Prewvious Mext =

ATYvF10 [T (Finish) %27V v 27 LEJ,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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18: FRRIRE < > (New Virtual Machine) ]™9 4 F— KD T

~ New Virtual Machine Wizard
5 |r Completing the New Virtual Machine Wizard
Before You Begin You have successfully completed the Mew Virtual Machine Wizar

following virtual machine.
Specfy Mame and Location g

Specify Generation Description:
Assign Memaory Mame: ise-vm1
Configure Networking Generation: Generation 1
_ _ Mermory: 4096 MB
Connect Virtual Hard Disk Netwaork: Cisco 1GigE 1350 LOM - Virtual Switch
Installation Options Hard Disk: C:\Users\Public\Documents \Hyper-viyirtu

Operating System: Wil be installed from CAISOVise-3.x.0.xx

< ]

To create the virtual machine and dose the wizard, didk Finish.

< Previous

Cisco ISE VM 73 Hyper-V [Z1ER SV E T,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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19: 35 LIMRET S U OERTET

File Action View Help
= [m 8=
[ WIN-NGAETKS8QUR —l WIN-NGAETKSSQUR .

Virtual Machines
Mew 3

|>

-

Name State CPU Usage Assigned Memory Uptime

Import Virtual Machine...
L P
E ise-vm1 Off .

7 Hyper-V Settings...
T Virtual Switch Manager...
& Virtual SAN Manager...
& Edit Disk...
Checkpoir“s ( E Inspect Disk...
@ Stop Service
< Remove Server
T4 Refresh
View 4

H Hep
ise-vm 1 |sevmd %

=i Connect..

< m

The selected virtual machine has no checkpoints

Startup Memory: 4036 MB Assigned Memory:

“| Settings...
Dynamic Memory: Disabled Memory Status:

Start

Checkpoint

Move...

Export...

Summary‘ Memory |Nswnrkjng | Replication ‘ Rename...

LR = o - i

<] 1] > Delete... v

ATy 7NN VMZEZERL, VMORTEEWRELET,

a) [FmE vt (Processor) |HHEINLET, (RAETmwyPEEASIL (Fl:6) . [OK]ZZ U2 L
i—é—o

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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Hyper-V O Cisco ISE 87 v > 0 tEr ]

20: VM %€ DR
| ise-wvmnl v | 4 F |2
% Hardware -~ | B} Processor
4@ Add Hardware
1K BIOS ';;::u can modify the number of virtual processors based on the number of processors on
Boot from €0 e physical computer. You can also modify other resource control settings.
i Memory Mumber of virtual processors: ﬂg
4096 MB
£ R Processor Resource control
2 Virtual processors You can use resource controls to balance resources among virtual machines,

= [Ell IDE Controller 0
[# =& Hard Drive

Virtual machine reserve (percentage):

ise-vm 1. vhdx Percent of total system resources:
= i IDE Contraller 1
t& DVD Drive Virtual machine limit (percentage):

ise-2,2.0,320.NOT_FOR_R....
£ 5CSI Controller
= [H] Network Adapter
Cisco 1GigE 1350 LOM - virtual ...

T com1

Maone

T comz

Mone
Diskette Drive
Maone

Percent of total system resources:

Relative weight:

] lelg] |- L)

& Management
|| Name
ise-vm1l
| Integration Services
Some services offered

13| Checkpaint File Location
C:\ProgramDataMicrosoft\Win. ..

%é Smart Paging File Location
C:\ProgramData \Microsoft\Win... —
I Automatic Start Action
Restart if previously running i

Lo | el || aewy |

ATw 12 VM ZEIR LT [B (Connect) 1227 Vw7 L, VM a2 Y — LA B LE9, [BI4h (start) [ ARZ
%271 v 27 LT, CiscolSEVM ZA 12 LET,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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21: Cisco ISE VM DFEEE)

0% ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection [= | B -
File Action Media View Help
© b

The virtual machine 'ise-vm1’ is turned off

To start the virtual machine, select 'Start’ from the Action menu

Status: Off

CiscOISE DA VA h—)L A= a—NFERrENET,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K
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22:ClscoISEDA VR b—)L A =2 —

iy 1Ise-vm1 on WIN-NGAETKS8QUR. - Virtual Machine Conne

File Action Media Clipboard WView Help
S 0O@WO@O NIk b

Uelcome to the Cisco Identity Serwvices Engine Installer
Cisco ISE Versiom: XXX XXX

vailable boot options:

[1] Cisco ISE Installation (Keyboard-Monitor)
[Z] Cisco ISE Installation (Serial Console)
[3]1 System Utilities (Keyboard-MHonitor)

[4]1 System Utilities (Serial Console)d

{Enter> Boot existing 0S5 from hard disk.

Enter boot option and press <Enter>.

Status: Running

ATFY 13 F—AR—RFRLE=F—%FEHLTCiscolSE Z# A > A2 h—1T5121%, 1L AT LET,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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=5
AR M=ILDWEREAN A F—=ILIED A
y &

¢ Cisco ISE @ Web X—ADA L H—T = Af A~Da A (75 X—)

* Cisco ISE O E DR (78 ~2—3)

o f VA F— VDK AT D, on page 80

CiscoISEQWebh R—XNDA V23 —T A A~NOBATA >
8T CiscoISEWeb X—ADA L A —T = A Al T A 35 & &1L, FHITA VA F—IL
SNTWAFHE T A A2 A LET,

Y
CiscoISE 21—V — A L —T =4 A& LT, CHICEHED /4 RAU—FK% Y

6=
Ty L2 LEBEIOLET,

A\

e X2 VT 4 EOFHENS, BHEE Y a CORTRICE, a7 U N A2 BEIOLE
T, BT RLBRWEE. 300 HEEL V& CiscoISE D Web A X —7 = A A5
o777 RER, EEENRTOWARVWRET —ZIIEESNER A

[CiscoISE UV U—A/— K] @ [RRGFEFEHT T 7|

ol

WREE A7 Z 7 OFEAMZ W TIL,
D7 varEzRL TN,

A\
GE)  CiscoISENZ T RIZA VA F—=LENTWABEE, F/HITZTP 7ut A& EHA L TW5HE
EliE. mAOv T A VB Web R—ADOEHEF L —F— RAT— REEET LI HITRD S

NET,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .
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AVRF—LOBREA VR F—LBEDERY |

B cuzzewer—zogm1—y— 525080

ATv T

ATy T2

ATvT3
ATy T4

CiscolISET 7T A TV ADI T — b NRET LIZH, FR—FENTWDE Web 77 UHD 1 & EEILE

T RLRA 7 4—)LRIZ, CiscolSET FS5A T AZADIP T RLUA (FHIEFRA M) 2ROT+—~ > k
ZERA L TCAS L, Enter ##H L E T,

https://<IP address or host name>/admin/

RERICER L2 —F—H LR —FRE AN LET,
[m7 14 (Login) 1227V vyZ7 LET,

CLIEE L Webh A—XDEEI1I—H— Z X DELY

CiscolSEty N7 v 7 7u /I 552 MH L THRELZ2——4 B LOVIRAT — NiX, Cisco
ISECLI 3 L TR CiscoISEWeb A v Z—7 = A A TOERT 7 B ATHEHATA-DDH DT,
CiscoISECLIZT 7 B A T& 5 HE % CLIFH 2 —HF — L \WET, 774/ K TlE, CLI
EFHa—YP—Da2—W—4lTadmin, AT —Kidty b7 v 7 7oA TCa—PF—nNEHZL
T2 AT—=RTY, T74NVFDORAT—KREHY £H A,

CiscoISEWeb A > ¥ —7 = Af A~ORHDOT 7RI, By N7 v/ 7rtEATEFEZLTCLI
FHa—VFOa2—P4, BLORRAU—=RZHEHLTYTI ZENTEET, WebX—2ADEHE
DBE. T 74NV FDA—FLBLIONRNAT—RIH Y £H A,

CLI & —H|X. CiscoISE D Web XR—Z2ADEH 2L —Y F—Z_X—2 |2 a bt —SnNFET, &
WD CLIEHA—F DL Web R—ADEFH2—H L L Tat—snEzd, MioEHo—
NWTCRIL2 =Y =4 LAY = F2EATE DS L 52, CLL & Web N—ADE LA —H— 2
N LR 2 R T 2 B H Y £ 7,

Cisco ISE CLI ‘& . —#—|%. Cisco ISE Web ~_X— 2 DG Bl — - — b |3 570 BHERR & #%6E
BLH, hoBEHE 27 2 EITTEXET,

Table 9: CLI EE1—H—E LUV Web R—RAEHE1—H—(Z k> TETSNDHERY

EE1—HF—8147T 2BRY

CLIEHE L U\ Web X— R4 e CiscoISET7 PV r—ay F—RE w07 v 745,
D)

BOm *CiscoISET7 I AT VA LITEED AT L, 7TV r—
vay, FRiEglin S ERKRT 5,

*CiscoISE VY7 hU =T NyF AT FAVI—X 0 B
TOT7 v —FEEAT 5,

eNTPH— N— a7 4 FXal—a L bRET S,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K




| 1R F—LOBREA VR F—LEDERY
cugzznns [

EE1—YH—4214T BRY

CLI EHL D & cCiscolSE7T F U r—ra v V7 Ny =7 REBB I OMEILT
z)o
e CiscOISET7 7 IA T v A&V u—REH Iy v hEF U T
60
ey 77U RNLEEE, Wb R—2ADEH a2 —YF—2 v
l\—g—éo
«ISECLIIZT 7k AT 5,

CLI EEED/Em

CiscoISE TiX, By "7 v 7 7t XA TIER L7 CLIE#H2—V— T h v Mz, @8
DCLIEHa——T o F2ERTHZENTEET, CLIBHa—Y—0s LT iy
NEARHET B 71T, CiscolSECLI 7 7 & AT B 72 CLI B H 2 — W — DVEREUIRAKIRIZ L
7,

CLITHE 2 — —%2 BT 22iF, kOavr Feary7 4 Xal—v g F—RTHEAL
7,

username <username> password [plain/hash] <password> role admin

Web X — X DEEEDIERL

CiscoISE ' AT MDD T Web IC L AT 7 B A Z4T 4G, BHEO—F—LZ L 32T —
Rty 7 v PEICGRE L CLIR—ADT 7 A LFE L TT,

ERE - —2BINT 2100%, KOFIEEZETLET,

1. [&2! (Administration) ]>[3 A7 A (System) |>[EEH T 7 & A (Admin Access) ]>[&
PR (Administrators) ]> [ H#H = —H— (Admin Users) | DNEIZEIR L F 77,

2. [BMN (Add) > [EE#E = —V —DIERK (Create an Admin User) | Z 3R L 77,
3. 4RI, NAU—R, FHEI VT BLXOEOMOMERFEMERE AT LET,
4. [Submit] %27 YV v 27 LET,

TEEAEDOY I 7D MK YBEHESNI=ZRRAT—FD) Y b

BTHEEN, ol AT—RET AT NN DFTEDEEANTHLGERH Y £7,
T 7 F v N OFR/NRITEIEIE 5 T,

WDOTFNEIZ & - T, Cisco ISE CLI T application reset-passwd ise =~ > F&fHH LT, FHE
2—Pe f H =T 2 A NRAT—FE Ty FLET, ZOa~vr NiE, BHED CLID
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AVRF—LOBREA VR F—LBEDERY |
B ciscose ooz

INAT— RIZIIwB 2 52 F8%A, EFICEHMERRY—FRE )y bTHE, 71Ty
JITZTEBIET 0T 4 720, VAT AR T—MEFilcae /A o TEET,

CiscoISE (2 &k V|, [FH#F 7/ 1 > (Administrator Logins) ] 7V « > Kvicm 7= K U258
ENFET, 2OV 4 RuoFesr—ya 2%, ER (Operations) ]>[LHR—k
(Reports) ]>[LR—k (Reports) ]>[8&E (Audit) ]>[EEHEDY A > (Administrator
Logins) ] TF. % OEE#H ID ICBlAHT B 2D — FRU €y 35 ET, BHE
ID D a7 A AAFRIT—RERICE L S E T,

ATFYT1 AL 7 s aryY—)LCLIIZT 72 LT, WEAHLET,

application reset-passwd ise administrator ID

ATV T2 ZOBMHEIDIERAINTVERID2 DONRAT— RERAAF LVWIAT — RERETELT, MR LE
KR

Enter new password:
Confirm new password:

Password reset successfully

Cisco ISE DR E DHEER

Web 72 UV B L ONCLI 24 L T Cisco ISERTEEZ R T H-0D, ZNFNRALD 21—
P BLORAT =R LT vy b0ty hEEHATL 280 0HERDY £,

)

GE) CLIBFa2—Y—& Web XR—ZADFF2—H—D 7 L5 I v /WiL, CiscoISE TIZEMLD F
KR

Web 75O &AL I-REDHEE

ATFYF1 CiscolSET T IAT LV ADY T —IRETLIEDL, $PR—FENTWVDE Web 7T 7D 1 D& EE) L%
KR

ATYT2 TRLVA 7 4—/LRIZ, CiscolSET7 FTA T ADIPT RL A (F7213F A M) 2RO T+ —~< v b
ZERA L TCAA L, Enter 4 L ¥4,

ZF T3 CiscolSE D1 I A v ~—DT, Ty b7 v FRHCER Lma— g & SAT— REAS L, [RFA
(Login) 1%#7 Vv LET,

72 & %13, hitps://10.10.10.10/admin/ & AJJ¥ % & Cisco ISE D11 7 o N— IR S ET,

https://<IP address or host name>/admin/
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| 1R F—LOBREA VR F—LEDERY
cuzALE-wEorR [

Gx) Cisco ISE ¥ 2T LZHID T Web IZL BT 7 B AZ{THOWE, BHEDODZ—PF—4Z L 2T —
RiZty F7 v FRRICERE L CLIR—2DT 72 LE L TT,

ATYTE TTITAT U ANRELLEEL TS Z L 2RI 51T, CiscolSE X v v aR— RaEHLET,

RDBERY

Cisco ISE D Web X"— A D2 —H'— f LV F—T 2 A A==2—%iH LT, CiscoISE > AT
L ==X IEDOETRETEET, CiscoISE DFEEDFEMIZOWTIL,  [Cisco ldentity
Services Engine Administrator Guide] #Z M 1L T X0y,

CLIl Z{ERA L =R E DR

IR&H HEIIC
BHT D Cisco ISE Ry FEH A a—RLTA A M=/l L, CiscoISE ZHEFDOWRREIZED £
7,

AT 1 CiscolSET T IAT L ADY T —IBET LD, PUTTY REDOYFR— SN 580 ZEHE L T, Cisco
ISE 7 75 A 7 v 2~ Secure Shell (SSH) kA fesr LET,

AT 72 [HostName] (F721% [IP Address]) 7 4 —/v RIZHEA b4 (F72018 CiscoISE T 7T A4 72 AD K MMi&
10 ERFLDOIP T KL X)) AL, [Open] &2V v 7 LET,

ATV T3 vrA4r 7Tar7 R T, By b7y FRHIERE L7z CLIE# 2 —¥4 (admin 237 7 4V ~) AL,
Enter Z#f L £7,

ATYTE NRAU—=R a7 T, By b7 v THRECHRE L CLIBFH AT — F (ZHUEa—Y—E&HRTT 7+
L REHY ERHA) ZASIL, Enter ZFLE T,

ATwFE VAT A 7 a7 kT show application versionise & AJj L. Enter Z L %7,

AT w76 CiscoISE 7't ADIRIEE T DHIZ1X, show application status ise & AJJ L. Enter Z#f L £,

a ) — VIR O L IR REINET,

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 4930
Database Server running 66 PROCESSES
Application Server running 8231
Profiler Database running 6022

ISE Indexing Engine running 8634

AD Connector running 9485

M&T Session Database running 3059

M&T Log Collector running 9271

M&T Log Processor running 9129
Certificate Authority Service running 8968

EST Service running 18887

SXP Engine Service disabled

TC-NAC Docker Service disabled

TC-NAC MongoDB Container disabled
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TC-NAC RabbitMQ Container disabled
TC-NAC Core Engine Container disabled
VA Database disabled
VA Service disabled
pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled
pxGrid Controller disabled
PassiveID Service disabled
DHCP Server (dhcpd) disabled
DNS Server (named) disabled

AR =ILEDZRID—E

AVRF—LOBREA VR F—LBEDERY |

CiscoISEZ A v A M=V LT, IRONESF AT ZEITTHLENDHY 17,

Table 10: 1 X h—LEDWLEZ R

2RY

FREIZZAbL—2av AL KDYV Y

BHONy FOHEM (FET 555)

[Nnstall a Software Patch |

FAB L ADA A M—)L

FEMILZ DWW TIE,  [CiscoISE Ordering Guide ]
EZRMLTIEI Y, 748V AORED T
oW T, [Administration Guidel %2
LT &Y,

FERAED A A h—b

FEMEIZ DUV TIE,  [Cisco ISE Administration
Guide] @ [Manage Certificates] DEFEZ S L
TLIEEW,

Ny 7Ty 7OYRY bY OFERL

FEANIZ DWW T, [Cisco ISE Administration
Guide] @ [Create Repositories] D& 27 /=
LTS IEIN,

Ry T o7 ArY a—/LORE

FEAIZ OV TCiE,  [Cisco ISE Administrator
Guidell @ [Schedule a Backup] @& 27 3 >
LT IEEN,

CiscoISE ~L Y FDF 7 a A A b

['Cisco ISE Administration Guidell @ [Set Up
Cisco ISE in a Distributed Environment] D%
ZHLTLLIEE N,

. Cisco Identity Services Engine ') 1) —R 27 4 X b—JLHA K


https://www.cisco.com/c/en/us/td/docs/security/ise/2-7/admin_guide/workflow/html/b_maintain_monitor_2_7.html#ID262
http://www.cisco.com/c/dam/en/us/products/collateral/security/identity-services-engine/guide_c07-656177.pdf
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=6~
=% =R

HKBUARATLAVTFTFUORBZRY

cEA DD DA =V Ry b A E =T 2 ADKR T 47 (81 =)
i, KE, FRIIREINERAV—-FODVD ALV Y b (87 X—)
cEHEOR Yy 7T U MIEIVEH LI NTEANAT =Rty b (88 X—)
 Return Material Authorization (RMA) (89 ~=X—2)

cCiscOISET 7ITA T ADIPT FLADZEFE (89 ~—)

A VAF—NABLIORT v L— REEOFRR (90 2—)

« VAT LDOWMEDFAT (91 X—)

Fﬂ_Tﬁﬁﬂto)f_&bd)’r YRy ML F—T A ADKRY

—

TA

>y

CiscoISE [, MBEA > Z —7 = A ZZm Al iIE 22T 272012, 1 ODEA o Z—T = A
ZD2ODA —YFy h A LB =T = ADRT 4 T aHR—FLET, ZOHREIT
2y NT—=I LB =Tz A A J—F (NIC) ODRYT 47 EJINIC F—I 7 LT
NET, 200 =T A RERYT 47 THE, 2O2ONICIE 1 DD MACT FL2A
ERFOH—DT NS AL LTRBSNET,

CiscoISE DNIC RY T 4V THEREITZ. n— R XSV P E-3 ) vy 77 FA— g Ui
BEZ Y R—FLTWER A, CiscolSEiL, NICKR VT 4 » ZOE Al AMSEES T 2R — T~ L
\i—gﬁo

ABE—=T 2 A ADRT 427 THE, IRORPLTH Cisco ISE —EADBEEELZ T /202
L RLRFEL 9,

c WP A K T = — ADEE
o A v T F— MEROTER (Vv v ME U EITREE)
c AAf v F TA LU H— ROREE
2DODAVE =T 2 A RERYT AT THE, AVF =T 2 A AD—THNTITA~) A~

H =Tz AZIRY, LI —FHEINNw I T v T H— 7:42W&@i#‘20@4y&%
T2 A RABRT AT THE, X_XTONT T 4 v 7 i3@E., 794~V A X —T A A
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HBURTLAVTHUR RS |
B st trxshzis5vto4—4

FEBLET, 7794~V A E—T oA ANMEDPOEBTRTDHE, NI T v A
VHE—T 2 AANTRTDO RN T 7 4 v 7 EG|ESHNTUELET, RoT 4 7W2E7T 74~
VAL E—T A ADIPT KL AL MAC T RLARNKIETT,

NIC K7 4 o VR A RET BBRIC, Cisco ISE IXFEWHE NIC & #l4 4T NIC DR
FALTRBRLET, BT A4 T A B =T A ZRERET DDAy T4 v 752
LATE S NICIZOWT, KORICHELRLET,

KM:RUTAUTLTAUE—T A REMET HE NIC

Cisco ISE D#IEENIC O |Linux B NIC DERT |RoTaovdahtz |RoTa P Ehniz
Z2X:11 NICHhBa—)L NIC D& #il
FHE Y A —H % |EthO F5 A= ErFo
kO

¥H ey b A —Hx v |Ethl Ry 727 T

N1

XAy b A —H % Eth2 T34 < NN
k2

XHEw b A —Hx% |Eth3 N I T T

k3

XAy b A —H%x v |Ethd T34 <V K K2
k4

XHEw b A —H % |EthS Y A

k5

HR—bENETIY b T+—L

NICR VT 4 » ZHEREIX, VAR —FENTWDETRTOT Ty b7 —2bE /) — K~V FT
PHR—FEINTWVWET, YR—FEINDTT >y b7+ —DF RO EEYD TT,

eSNSNN—RU=TT7FIA4AT LA :RR0, 1, BELO2
o VMware AR~ R RO, 1. BLO2 (62D NIC M~ v THEHFIRER D)

eLinux KVM / — F : R RO, 1. BLU2 (62D NIC BRI~ v THEBFTREZREES)
A—HYR2Y MMIUBA—DT A RADRYT 4 VTIZEATEHA4 FS51M4 Y

* Cisco ISE 13K 6 DDA —V Ry b A v F—T =2 A A% HR—K T 5DT, A RiE3
D (R R0, AR, R F2) OARETEET,
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| £#EBLRTLAVTFFURERY
ne &7 1 v oonE ]

AR RICEENDA L H—T 2 A REELT LD, R ROA L H—T =2 ADBE—)L%
EHELI-VTHZLIETEERA, R T4 TEXALNICERY RTOBE—/LZHDONT
DIFHRIFZ, ERROEXREZSRLTLEEN,

eEthO f Vv Z—T = A AT, BHA L EZ—T oA AL T U EAL LA E—T A ADW 5
CLUTHRELET, 20D v F—Tx2A R T, T BA LA E—T A AL LTHE

« RV REERTZEIC, 794~ A F—T = A (FF7A4~UNIC) IZIPT RL &
ZEID Y THMLENDY £9, A2 N0 Z{EKT DML, Eth0 A ¥ —7 = A AT IPv4
T RUZZFID Y TORERDHY £3, FERIZ, AR 1 &2 2/FkT 2%, Eth2 &
Eth4 f % —7 = A AZIPv4 £721XIPv6 7 RL AZZTNENEIV B THMLERH D F
7T

e Ry FEERT ARNC. Nv 2T v S A& —7 x4 A (Ethl, Eth3. 3L EthS) I
IP7 RULAREID LB THENTWEIEEIX, NI T v T A F—T A ANLEDIPT
RLAZHIBRLET, NI T v A F—T 2 AIXIP T L AZEY Y THRWT
<IEEW,

ARV RE1DODH (R F0) fERL, YDA L F—T A AZFDEFICTH LD
TEXET, ZOHRE. R ROFEHA L Z—T oA RET U EA LA E—T (R
LCHEREL, RV DA v 2 —T 2 Af AIT U HA DA H—T 24 AL LTHRELET,

AR FTIZ, Z9A4A~V A2 F—T 2 A ADIPT RLAZEFETXEST, 754~V A
VE—T 2 A ADIPT RLARALBHEINDZDT, BiLWIPT FLARRUT 4 7 &N
oA H—T A RZE DB THENET,

2O0ODA U H =T A AMOR Y REHIRTLE, RoeT v 73N A v F—T =4 A
WZEIDYTHNTWEZIP T RLARIE, 7I9A4~U A0 X —T oA AZHOEY Y THN
i‘j‘O

e T A AL MIEEND CiscolSE /— R TNIC RT 4 v THEBERRET HIZiE, £+
D) —KRETTaA A "POBEMRL, NICARYT 4 7EFRELT, 770 A A
MRS D LENH D £9,

e R K (Eth0, Eth2, F72TEthd A v X —T =2 A X)) DT T <) A HX—T AL

L CHERET DA A —T = A AZAFT 4 v 7 )b— EBREINTWAESIL., W
AVE—=T 2 A ATEBRIR T 4 T INTA U E—T 2 ATEET DL IICAH
T4 w7 — EPRHBICEH SN ET,

NICKR>T 1 2T DERTE

NIC R> T 4 > 7% Cisco ISECLI LR ETE £9, IROFNETIL, Eth0 & Ethl A > ¥ —
T oA AR RO EZRET D HiEEZHALET,
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1R BHHEIIZ

NPT T AE—=T oA AL LTIMET WA % —7 =4 A (Ethl, Eth3, Eth5 A >
H—=T A ARE) IZIPT RLARRESNTWDIHEAIE, NI T v T A ¥ —TxAf A
MHBZDIPT RUVAZHIBRT Z2MERHD ET, Nv T v T A F—=T x4 AUXIPT N
VAZEED S TRNT I,

ATy TN ERET D b EMEH LT CiscolSECLIICR 7 A LET,
AT w72 configureterminal E AJJLC, a7 4 Fal—a vy T—REHBLET,
AT w73 interface GigabitEthernet0 =~ > K& AL £,

AT 7 & backup interface GigabitEthernet | =~ > K& AN LE 7,
ALY = IRD A v = PRERENET,

)

% Warning: IP address of interface ethl will be removed once NIC bonding is enabled. Are you sure

you want to proceed? Y/N [N]:

ATFv S5 Y& AJILT, Enter L £,

AR ROPERESIVE L7, CiscolSERHBMICHEBLET, LIEOfFoThb, TXTOH—E R
DIEFIZBE L TS Z L aMBLET, TXTOVF—EARETLTNDZ L 2R T 57291, CLI
7 5 show application status ise =~ > K& A LET,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: ¥

Stopping
Stopping

ISE Monitoring & Troubleshooting Log Collector...
ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled
ISE pxGrid processes are disabled

Stopping
Stopping
Stopping

ISE Application Server...
ISE Certificate Authority Service...
ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting

ISE Profiler Database.

ISE Indexing Engine...

ISE Monitoring & Troubleshooting Session Database...
ISE AD Connector...

ISE Database processes...

ISE Monitoring & Troubleshooting Session Database...
ISE Profiler Database...

ISE Application Server...

ISE Indexing Engine...

ISE Certificate Authority Service...

ISE EST Service...

ISE Monitoring & Troubleshooting Log Processor...
ISE Monitoring & Troubleshooting Log Collector...
ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
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ise/admin (config-GigabitEthernet) #

NIC 7R >

—

T4 UTERTEDEDR

NIC R T 4 THERERRES N TNANE 9 AR T 5121, Cisco ISE CLI 7> & show
running-config =~ REZETLE T, RO LI R hBnFrEINET,

interface GigabitEthernet 0
ipv6é address autoconfig
ipv6 enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

FREOH ) TIE,  [backup interface GigabitEthernet 1] 1X, ¥ v b 4 —¥% x> K 012 NIC
N T 4V TRRESNTNT, FAEY A =YXy NOBRTTA3V A F—T A X,
XHEY A= Ry P IPARAY I T T A F =Tz A AL INTNDHZEERLET,
£72. ADE-OSEETIE, T7ITA X VBLONRNY I T v T DA U F =7 = A ATHRIICFE L
IP7 RLUARAZRELTWTH, runningconfig TRy 7T v A L F—T 2 A ADIPT KA
FERRENEE A,

*7-. showinterfaces =~ FZE(TL T, RoT 4 v T ENTA Vv F—T oA AGHFKRTE
i‘ﬂ—o

ise/admin¥ show interface
bond0: flags=5187<UP,BROADCAST, RUNNING,MASTER,MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255
inet6 fe80::8aba:92ff:feB88:4aea prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0O dropped 0 overruns 0 carrier 0 collisions O

GigabitEthernet 0
flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame O
TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)
TX errors 0O dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfaa00000-faafffff
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NICKR>T 1 20 DHEIR
backup interface =~ > F® no JEa A LT, NIC R RZHIBRL £,

48 HHEIIZ

ATv TN ERET I MEMHALTCiscolSECLLIZR 7 A LET,

AT w72 configureterminal E AJJL T, 2074 X2l —var B—REHBLET,
AT w73 interface GigabitEthernet0 =~ > K& AL £,

AT v 74 no backup interface GigabitEthernet 1 =~ K& A L £,

% Notice: Bonded Interface bond 0 has been removed.

AFw TS5 Y ZAJLTEnter ¥—%Z L £,

RN RODHIERSAVE Lz, CiscoSEDNHEBMICHEHLET, LIELLfHFoThb, T XTHOY—ER
DIEFIZBB L TS Z L 2B LET, TXTOF—ERARFETLTNDZ L 2R T 57291, CLI
> show application status ise =~ K& A LE T,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# no backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #
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R, £&. FHIIEESNT=/AXT—FDODVD #{HH
L=ty k

1R8O BRI

R DG EAE OARBENFIK T, CiscoISE Y 7 s 7 =7 DVD %M LT CiscoISE 7 774 7
VARRBLE D L LI XICENPRAETIHERSH D Z LB L TRV TLEEN,

e X —IF )Y — R 2T T — )G CiscoISE T 5 A4 7 2 A~D exec [Zi%
ESNTEREAEEMT O TWS, ZhE noexec IR ET D E, F—R— e b5 4
Fo XA —HRBI O T ar = AR A A TE A LI Y 1,

«CiscolSET7 7' T A4 T U A~DF—HR— FRBLORET A E=F—Eird s (ZiukV £—
b F—FR— FBXOET 4 =% —##i £ 7213 VMware vSphere Client =2 >~/ — /L5 D
WTIMDIZR Y E7)

*CiscoISET 7 TAT U ANDL YT )V a2 —VERND D,

ATV T1 CiscolSET I IA T v ADEBFENA N> TCNDZ L 2R LET,
ATw T2 CiscolSE Y7 +7 =7 DVD #f AL £,

7= & 2 1E. CiscoISE3515 22 VY —JLIZIRD A v —IRNERENET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

ATF9 T3 REF—ZHHLT, a—hL VYT ary— R— N EgE AT 583 [V AT L2—T 4 1
T4 (U T/ arY—)) (System Utilities (Serial Console)) ] ZiBIRL, 7774 7 L ATk L TH—
R—RebeTFt = —#EusERT 258X AT L22—T 4 V7 4 (F—A—FE=4%—) (System
Utilities (Keyboard/Monitor)) | Z 3R L C, Enter Z#f L £,

WIRTEIRISO =T 4 U T 4 A=ma—RNFRINET,

Available System Utilities:
[1] Recover Administrator Password
[2] Virtual Machine Resource Check
[3] Perform System Erase
[g] Quit and reload

Enter option [1 - 3] g to Quit:

ATy T4 EHEASRRT—RFEEETHICE, 1A LET,
ALY —JUZIRD A v — Y RERENET,

Admin Password Recovery

This utility will reset the password for the specified ADE-OS administrator.
At most the first five administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to the utilities menu.
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1] :admin
2] :admin2
3] :admin3
4] :admin4

Enter choice between [1 - 4] or g to Quit: 2

Password:

Verify password:

Save change and reboot? [Y/N]:

ATY TS RRAV—=FE2 Uty M BTV - T 2B ZEANLET,
AT9T6 HLWSRAT—REANLTHERLET,
ATy T EEERFTDHITIEY EADLET,

EEEOAOYI T MIEYENEINFZNNRDT—FD

)t bk

BHEMN, BoToRXATU—RET AUy MINENZIR HDFTEDREAITHGER"H Y £,
T 7 F v s O/ NRITEIEIL S T,

WDFNEIC & - T, Cisco ISE CLI T application reset-passwd ise ==~ > R&f#iffl L T, &HHE
2P U H =T 2 A ANRRAT—FRKE2Y Yy FLET, ZOa~vr RNE, BHEHED CLI O
WNAT— RII3BE 52 EH A, ERICEREATV—F N2y b TDHE, LT x
WittBk?7T47l&D\/XTA%)7%hﬁ¢;D74/T%i¢OO

Cisco ISE (Z . [E## v 71 (Administrator Logins) ] 7V ¢ > Kvicme 7= k U ARSIEY)
SNET, 03‘74 YRUOFEF—v a2k, A (Operations) 1> [LR—

(Reports) ]>[LR—k (Reports) ]>[8&E (Audit) |>[BEEEQT A > (Admlnlstrator
Logins) ] T9, ZOEEE ID IZEE# T SN AT— KRBy hSibd £T, FHE
ID Or 7 A AAFRIT—FREICE LS E T,

ATFYF1 AL FaryY—LCLIIKTZE®ALT, W AN LET,

application reset-passwd ise administrator ID

ATV T2 ZOBHEIDIERAINTOERID 2 DDONRAT— RERAAF LWVWIAT — REETELT, R LE

—;«O

Enter new password:
Confirm new password:

Password reset successfully
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Return Material Authorization (RMA) .

Return Material Authorization (RMA)

Return Material Authorization (RMA) D34, SNS —_— FDOfH &2 D a L R—x v k2 5H
T 5BE1L, CiscolSEZ A VA M=V T BHHNIMNT T T IAT L ATHA A= L TLE
S, Cisco TAC IZHEME LT, R — F 22T TLIEEN,

CiscoISE7 7S5AT72UADIP7 RLADERE

188 BRI

eIPT7 RLRZEZETTHHT, CiscolSE / — RBAZ L RT7a RETHDH Z L afER L
T, /= FBOET oA A MNREO—ETHIHIGEIL. TOEEND / — R &8k
AR LT, AZ v R7ry J—RiZLET,

*CiscOISET7 7 I7A T U ADIP 7 KL AZERT H541EL, noipaddress =~ > K&
L2RNTLEEN,

AT wF1 CiscolSECLIIZR 7 A LET,
ATFwT2 koa<wr e AN LET,
a) configure terminal

b) interface GigabitEthernet 0
¢) ipaddress new_ip_address new_subnet_mask

VATLZEY, IPT RLVRAEERTLEOITROONET, YEZANLET, RO LD RERIAE
RENET,

ise-13-infra-2/admin (config-GigabitEthernet)# ip address a.b.c.d 255.255.255.0
% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE pxGrid processes...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Identity Mapping Service...

Starting ISE AD Connector...
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Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

CiscoISEIZ LY, AT AEZHFRERIFTILILOICKROLENET,
ATY T3 VAT LAEHEESTLIHEAITY EANLET,

-~ ~ S O » NS —
AR M=ILBELUVTYTIL— FEERDERR
CiscoISE [% CiscoISE V UV —RAB L Oy FDA L A=), T 7T T L—K, BIOT A
VANV OFEMAEFRRTH A RTIA A H—T A A (CLI) a~y RERMELE
9, show version history =~ > R CIXROFEMIN RS E T,
e Aft i A VA R=IVELIET A VA PN EITE N A
e 77V — 9 :CiscolSET Y r—33
e NR—V gy A UA NN FELITEIGREINT A N—V g
HE A A= TUA VA=, NYFDA A=) NFOT A A
k—
NV RIV T A NG A A M=V ETITHIBR & TN RV D4R

« URY MU :CiscoISET SV r— 3y NURVRA VA M—LENTIRY NI T v
A VA P/ WZITEHA S EE A

ATYF1 CiscolSECLIIZR VA LET,
AT w72 a2 K show version history # A ) L £,

ROHDIPFIRENET,

ise/admin# show version history

Install Date: Fri Nov 30 21:48:58 UTC 2018
Application: ise

Version: 2.7.0.xxx

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos

ise/admin#
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227 60#E0ER I

VATLDEEDET

CiscoISET 7T A TV AEZIEI VM ML T RTCOFRELZRITHET D720, VAT LD
HEZFITTEET, VAT LOHELZFETTHZ 0)21‘7 v =3 >, CiscoISE 7% NIST Special
Publication 800-88 7 — X il |Z B3 D AEMEA fESEICHERL T H L H i LFE T,

458 HHEIIZ

R DO BEGEEAE OIRAEN IR T, CiscoISE V7 b =7 DVD ZfEH L C CiscoISET7 774 T
VARBELE D L LI XICHENRRETIHEERH D Z LB L TN TLEEW,

e B—IF ) H—R—T U T a—nb CiscoISE 7 7T A 7 v A~D exec 3%
TESINT-BE N BEM T DTV, 2 E noexeclZREET 5 &, KVM#fiil L OV
TN ary ) — VR EFHTEX L1270 7,

-cmmm77ﬁ47yx~@% RAR—FRFBXOET4 =% (KVM) #EHE1dH5 (Zh
3V %E— F KVM % 721 VMware vSphere Client = > Y — VRO WT NN DOEGE R H U F
ﬁ“) .

¢ CiscOISET T AT LV ANDI YT IV a ) — ViGN H 5,

AT9 71 CiscolSET FITAT v ADBIRBNA N> TWAZ L ZHERLET,
ATw T2 CiscolSE V7 + 7 =7 DVD Z#i AL £,

ATvT3

ATvT4

72 & 21X, CiscoISE3515 2> YV —JVIZIRD A v —IVRNFERENET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

FHIF—%FEH LT[ AT Lha2—T 4 U7 4 (U T /=Y —)b) (System Utilities (Serial Console)) ]
ZBEIRL T, Enter X —Zf L ET,

WIRTEIRISO =T 4 U T 4 A=ma—RNFRINFET,

Available System Utilities:

[1]
[2]
[3]
[a]

Recover administrator password
Virtual Machine Resource Check
System Erase

Quit and reload

Enter option [1 - 3] g to Quit:

3EANLTUAT LADOWNEEEEITLET,
2= JVIZIRD A v —URNERENET,
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ATvTH

ATvT6

KKk KKK KKK KKk WARNTING KKk KKK KKK KKk

THIS UTILITY WILL PERFORM A SYSTEM ERASE ON THE DISK DEVICE (S). THIS PROCESS CAN TAKE UP TO 5 HOURS
TO COMPLETE. THE RESULT WILL BE COMPLETE

DATA LOSS OF THE HARD DISK. THE SYSTEM WILL NO LONGER BOOT AND WILL REQUIRE A RE-IMAGE FROM INSTALL
MEDIA TO RESTORE TO FACTORY DEFAULT STATE.

ARE YOU SURE YOU WANT TO CONTINUE? [Y/N] Y

YL ATILET,
ayY =) Fuar7 T, OEERRRINET,

THIS IS YOUR LAST CHANGE TO ABORT. PROCEED WITH SYSTEM ERASE? [Y/N] Y
YEAAN LTV AT ADWHESETLET,
IV UICIRD A v — U NEREINET,

Deleting system disk, please wait..

Writing random data to all sectors of disk device (/dev/sda)..
Writing zeros to all sectors of disk device (/dev/sda)..
Completed! System is now erased.

Press <Enter> to reboot.

VAT LDOWMEEFIT LR, T7I9AT U AZFHAHT 585461, CiscoISEDVD ZfiH L T AT A
PRENL, BEA=z2—b A A= A a EBIRLET,
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CiscoISE-R—F JTD7L X

i

* Cisco ISE #R_RTDO~YLY F /= R R—|F (94 X—2)
*CiscoISEA 7T AT 7 F v (94 3—7)

e ARV —F 4 AT L FR— b, on page 95

* Cisco ISE ¥ / — F® AR — I, on page 99

* CiscoISEE=#—VU 7 /— RO — I, on page 102

« CiscoISE R Y >— H—E 2 J— KDAR— I, on page 103
+ Cisco ISE pxGrid #— £ & 78— |, on page 108

+ OCSP 33 L ONCRL #—E' A 7”— |, on page 109
«CiscoISE 7z 2 (109 =—3)

« BEIRA o —F v P URL (110 <X—72)
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CiscoISET RTORIILYF / — K KRK—F

£12:RTO/—FTEASNBKR—+

CiscoISER—F 77 LR |

Cisco ISE H—E X

FAEY bA—HRy FOFEREFRY
KodDR—k

TOMDA—HRry b5 —
T4 R (FAEY bA—H xRy
1 ~5, FEARYF1ELTV
2) OAR—k

it X ORI

« HTTPS (SOAP) : TCP/443

« T—HDRMILVTY r— 3
(JGroups) : TCP/12001 (/' m—
73)1)

cISEAYE®—Y L H—E X
SSL : TCP/8671

« ISE Nk @15 : TCP/15672
e FuT ATy RRA L NTE

MEORE/ILT Y r—a v
TCP/6379

CiscolSEA/ VTSR NSOV F ¥

ZOfHRTIE, Cisco ISE BNIT 7 U r—2a V0T NA AL DAV M T3y MU — 7 i8E
W29 %, TCP 3 X U User Datagram Protocol (UDP) O FR— b D—%E A /R L E 9, Z OfFHEk
IZREN 5 Cisco ISEAR— I3, RS T D7 7 AT U4 — /LT =T N> TWDHMERD

D\i‘a_O

CiscoISE X v hU—7 TH—EREZRET HHEIE, ROBEBRITIEZEL TS,

« R— NI, BEATHNR> T T —ERZESHTHENITRY 5, ISE TEITHO
P—E AL > THMIND AR — MMIBIE LT, CiscolSEIZDT R THOR— b ~DT 7 &

AEESLET,

* Cisco ISE HHL, ¥HTEY b A=V Xy F0 TORAMEHTEET,

«RADIUS (T RTCHORYy NT—F f L H—T A A —FK (NIC) TYvALET,

¢« Cisco ISE — "— 4 > X —T = 4 AL VLAN ¥ X 7% HH— KL TWEHA, ~—FK
T=T TTTAT VA RICA VA M—=T 58A1E, CiscoISE / — R~ H 9

2Lt

DAL v F R —FDVLAN T o F o T HEHL, 778 A LAY HR—FE LTEE

LTLZEN,
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| CiscolSEXR—F U T7LUR
AxiL—5125 vaxFng—t+ |

o —FAR— FEIFAIE 10000 — 65500 T%, ZALiE, CiscolSE YV U —221LUETHR LT
TO

* VMwareonCloud IZ, ¥+ M VPN Ry hU—J R TYHHR—FINET, LizR-T,
Py NT—=T TIRATNAABIRI AT b2 CiscolISE~DIP 7 KL AT
LR — N OBZERHREMEIL, NAT £7203FR8— 7 4o & U o 7SI D038

T RTONICHIP T FLAZMEH L THRETE T,

R Y —IERAA M ANBOHERBARY >— P —E R ALY FIBR SN D RA
£ LFET, =& 20E, AMEBIE#HIT Lightweight Directory Access Protocol (LDAP) J&
2720 £7,

ISE 2.7 Node Communications [ege=

Repository: FTP, SFTP, NFS, HTTP, HTTPS
|D><Gﬂd (Bulk Download): tcp/8910 l ........................... File Copy: FTP, SCP, SFTP, TFTP SEINAE

% PpxGrid V1 - .
Grid Cli b = PxGrid V1 tcp/5222 Y2 FireAmp/Qualys
B % e pxGrid V2: REST/Websocket 8310 Syslog: udp/20514, tcp/1468

Syslog udp/20514, 1cp/1468 > Secure Syslog: tcp/6514
Secure Syslog: tcp/6514 NetFlow for TS: udp/9993 -
/ e
= Lodging TCNAC t !4:3 MO e
HTTPS; tcp/443 TIPS 143 __cu T —
Syslog: udp/20514, tcp/1468 Syslog. udp/20514, tcp/1468 tephOX
Secure Syslog: tcp/6514 Secure Syslog: tcp/6514 £ Intune: tcp/80, tcp/d43 N

Email/
SMS
Gateways

b ¥ i Oracle DB: tcp/1521 [
DYGrid. top/5222 JGroups: tcp/12001 MnT to PAN) oA IRET AT pio0 [k RADIUS Auth: udp/1645,1812
SMTP: tcp/25 JGroups: tcp/12001 | | ISE Messaging Service 8671 i/ RADIUS Acct: udp/1646,1813
(PPAN: email L i RADIUS DTLS: udp/2083
expiry notifiy) . i RADIUS/IPSec udp/500
7 S RADIUS CoA: udp/1700,3799
/ = TACACS+ tcp/49 (configurable)
! [Sysiog udpi20514, tcpi1468 HTTPS:tepiad3 | ey Pl WebAuth: tcp-443,8443 NADs
{ | Secure Sysiog: tcp/6514 Soroups: 1o/ 2001 (B30 FAN) S OCSP- tcp/2560
% | SNMP Trops /162 o0as e o AT ; 2 SNMP: udp/161
i . / RADIUS CoA: udp/3799 (PAN thru PSN)./ a, QuenyjAttributes ™ | S\io T udprie m’“"—\
"""""" = H — i LDAP tcp-udp/369, 1cp/3268 gﬁégv:du%p?/gggﬁles
¥ Guest: tcp/8443 SMB:tcpidd5 \ -udp/ . D N
L Discovery: icp/8443, tcp/8305 KDC:1cp/88 . | PHCPV6: udp/547 b
e R GUI: tcp/80,443 Agent Install (cp/8443 KPASS (cp/464 ] SPAN:{cp/80,8080
P , b SSH: tep/22 Posture Agent {cp/8905 SCEP: {cp/80, tcp/443; EST: tcp/8084 CA PKI:tcp/9090 o
Profiler Feed: tcp) 34f13 Sponsor (PSN): tcp/8443 PRA/KA: tcp/8905 NTP: udp/123. SXP: tcp/64999 -~
Smart Licensing: tcp/443 SNMP: udp/161 DNS: udp/53 OCSP: tcpia0 o
REST AP (MnT): tcp/443 ‘5)\I”I:A(I:PI ud‘p/ﬂb e el CRL: cp/80, tcp/443, tcp/389 . Inter-Node Communications
client probe: tcp/ (cPp: ODBC (configurable . = =
Cloud Services B CH tehRI00D Kerberos (SPAN): tcp/8s. M‘Cro(saﬂ SQQL ‘[p% 433 “.:\ Policy - Policy: tcp/7800, tcp/443 (PSN to SXP),
GrmerT T e L SCEP: CpIBO, tcp/443; EST: tcpiB084 || - sybase: tcpi263s udp/1700, udp/3799 (PSN to PSN CoAs)
PorigreSQL: tcp/5432
Amgfgz,;ﬁzg ggxfee"m Oracle tcpi1512 =0 | Admin(P) - Admin(s): tcp/443, tcp/12001(JGroups),
Smart Licensing - 1dP Vendor TS Agent: tcp/9094 = | 1cp/9300 (Elastic Search)
g Admin /Sponsor specific AD Agent: icp/2095 PIP B ) :
TSP OO o900 WMI: tep/135 Monitor(P) - Monitor(S): tcp/443, udp/20514
& P Syslog: udpra0514 or tcp/11468 (Syslog)

EavtE Tk
ST T A RRED ) — R XA TEBIU0UL Y 3—=Y)

)

(G¥) ISEDTCP ¥—77 74 7WfIL 60 53 C¥, ISE / — KRNZ 7 7 A4 7T U+ — I BHEET D
BlE. FDOT AT I+ — NG U TTCP Z A A7 7 MEZ TR L £,

O — -~ » N — [e}
ANL—T 42T VATLR—F
WDFEIZ, NMAP R 0S D AF ¥ NMEHAT 5 TCPAR— & /rLET, F£72. NMAP (L ICMP
BLOUDP AA— |k 51824 A L E£7,
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CiscoISER—F 77 LR |

1 3 4 6 7 9 13 17 19
20 21 22 23 24 25 26 30 32
33 37 54 43 49 53 70 79 80
81 82 83 84 85 88 89 90 99
100 106 109 110 111 113 119 125 135
139 143 144 146 161 163 179 199 211
212 222 254 255 256 259 264 280 301
306 311 340 366 389 406 407 416 417
425 427 443 444 445 458 464 465 481
497 500 512 513 514 515 524 541 543
544 545 548 554 555 563 587 593 616
617 625 631 636 646 648 666 667 668
683 687 691 700 705 711 714 720 722
726 749 765 777 783 787 800 801 808
843 873 880 888 898 900 901 902 903
911 912 981 987 990 992 993 995 999
[1000] |[1001 1002 1007 1009 1010 1011 1021 1022
1023 1024 1025 1026 1027 1028 1029 1030 1031
1032 1033 1034 1035 1036 1037 1038 1039 1040 ~ 1100
1102 1104 1105 1106 1107 1108 1110 1111 1112
1113 1114 1117 1119 1121 1122 1123 1124 1126
1130 1131 1132 1137 1138 1141 1145 1147 1148
1149 1151 1152 1154 1163 1164 1165 1166 1169
1174 1175 1183 1185 1186 1187 1192 1198 1199
1201 1213 1216 1217 1218 1233 1234 1236 1244
1247 1248 1259 1271 1272 1277 1287 1296 1300
1301 1309 1310 1311 1322 1328 1334 1352 1417
1433 1434 1443 1455 1461 1494 1500 1501 1503
1521 1524 1533 1556 1580 1583 1594 1600 1641
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1658 1666 1687 1688 1700 1717 1718 1719 1720

1721 1723 1755 1761 1782 1783 1801 1805 1812

1839 1840 1862 1863 1864 1875 1900 1914 1935

1947|1971 [1972  |1974  [1984  |1998 ~ [2013  |2020  |2021
2010

2022 2030 2033 2034 2035 2038 2040 ~ |2045 ~ |2065
2043 2049

2068 2099 2100  [2103  |2105 ~ (2111  |2119  [2121  [2126
2107

2135 2144 2160 2161 2170 2179 2190 2191 2196

2200|2222 |2251  |2260  |2288  |2301  |2323  [2366  |2381 ~ 2383

2393 2394 2399 2401 2492 2500 2522 2525 2557

2601 2602 2604 2605 2607 2608 2638 2701 2702

2710 2717 2718 2725 2800 2809 2811 2869 2875

2909 2910 2920 2967 2968 2998 3000 3001 3003

3005 3006 3007 3011 3013 3017 3030 3031 3052

3071 3077 3128 3168 3211 3221 3260 3261 3268

3269 3283 3300 3301 3306 3322 3323 3324 3325

3333 3351 3367 3369 3370 3371 3372 3389 3390

3404 3476 3493 3517 3527 3546 3551 3580 3659

3689 3690 3703 3737 3766 3784 3800 3801 3809

3814 3826 3827 3828 3851 3869 3871 3878 3880

3889 3905 3914 3918 3920 3945 3971 3986 3995

3998 4000 ~ |4045 4111 4125 4126 4129 4224 4242
4006

4279|4321 4343 4443|4444 |4445  |4446 4449|4550

4567  |4662 4848 4899  [4900  [4998  |5000 ~ |5009  |5030
5004

5033 5050 5051 5054 [5060] |[5061 5080 5087 5100

5101 5102 5120 5190 5200 5214 5221 5222 5225
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5226 5269 5280 5298 5357 5405 5414 5431 5432

5440 5500 5510 5544 5550 5555 5560 5566 5631

5633 5666 5678 5679 5718 5730 5800 5801 5802

5810 5811 5815 5822 5825 5850 5859 5862 5877

5900 ~ |5910 5911 5915 5922 5925 5950 5952 5959
5907

5960 ~ |5987 ~ |5998 ~ |6009 6025 6059 6100 6101 6106
5963 5989 6007

6112 6123 6129 6156 6346 6389 6502 6510 6543

6547 6565 ~ | 6580 6646 6666 6667 6668 6669 6689
6567

6692 6699 6779 6788 6789 6792 6839 6881 6901

6969 7000 7001 7002 7004 7007 7019 7025 7070

7100 7103 7106 7200 7201 7402 7435 7443 7496

7512 7625 7627 7676 7741 7777 7778 7800 7911

7920 7921 7937 7938 7999 8000 8001 8002 8007

8008 8009 8010 8011 8021 8022 8031 8042 8045

8080 ~ |8093 8099 8100 8180 8181 8192 8193 8194
8090

8200 8222 8254 8290 8291 8292 8300 8333 8383

8400 8402 8443 8500 8600 8649 8651 8652 8654

8701 8800 8873 8888 8899 8994 9,000 9001 9002

9003 9009 9010 9011 9040 9050 9071 9080 9081

9090 9091 9099 9100 9101 9102 9103 9110 9111

9200 9207 9220 9290 9415 9418 9485 9500 9502

9503 9535 9575 9593 9594 9595 9618 9666 9876

9877 9878 9898 9900 9917 9929 9943 9944 9968

9998 9999 10000 10001 10002 10003 10004 10009 10010

10012 |10024 {10025 |10082 [10180 |10215 |10243 10566 | 10616

10617 10621 10626 | 10628 10629 | 10778 11110 11111 11967
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12000 12174 12265 12345 13456 13722 13782 13783 14000

14238 | 14441 14442 | 15000 [15002 |15003 15004 | 15660 |15742

16000 | 16001 16012 16016 |16018 |16080 |16113 16992 116993

17877 | 17988 18040 | 18101 18988 19101 19283 19315 19350

19780 | 19801 19842 |20000 20005 20031 |20221 |20222 |20828

21571 22939 23502 24444 24800 |25734 25735 |26214 |27000

27352 |27353 27355 |27356 (27715 28201 |30000 [30718 |30951

31038 |31337 32768 32769 |32770 32771 |32772 |32773 |32774

32775 |32776 (32777 32778 |32779 32780 |32781 32782 |32783

32784 |32785 33354 |33899 34571 34572 34573 34601 |35500

36869 38292 (40193 |40911 41511 42510 44176 44442 | 44443

44501 |45100 |48080 |49152 [49153 |49154 49155 49156 |49157

49158 |49159 49160 |49161 |49163 49165 49167 |49175 |49176

49400 49999 |50000 |50001 [50002 {50003 |50006 |50300 |50389

50500 {50636 |50800 |51103 |51493 [52673 |52822 52848 |52869

54045 | 54328 55055 |55056 55555 |55600 |56737 |56738 |57294

57797 |58080 |60020 60443 61532 (61900 |62078 |63331 |64623

64680 | 65000 65129 |65389

CiscoISEEIE/ — FDH— k

ROFIZ, B — FPMERT 2R — 2R LET,
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Table 13: B2/ — KAMERAT 5R— b+

Cisco ISE H—E X FHEY b A=Yy FOFERIERY | ZOMODA—F Ry b 42—
FomR—+ TJIAR (FHEY A=Yy
F1~5, FREFRF1ELYT
2) OER—Fk
(=8t « HTTP : TCP/80. HTTPS : TCP/443 | —

(TCP/443 2V XA V7 h&EnT-
TCP/80, FXENFH])

* SSH #—/3— : TCP/22
* CoA

« 185 RESTful —t 2 (ERS)
REST API : TCP/9060

c BHEGUINLDTF A NT I
~ OEF . TCP/9002

« ElasticSearch (27 % A hD A

B, 7o A4= U h XY
EHE ) — R~DTF—Z DL T
r— k) : TCP/9300

Note A— b 80 LN 443 13,
EH Web 7 U r— 3
YEVAR—FLTWT, T
7 4V NCHET o TV
3
XHEY M A —HFF v b
0 TiX. CiscoISE ~®D
HTTPS 5L UNSSH 7 7 &
AFHIR & TV ET,

TCP/9300 i%, 18 k7

T4 LTTA4~=Y
e oYW OEH
J— R TRV TV A LA

%Di‘j‘o
T —Y T « SNMP 7 — J — : UDP/161
Note ZOR—RFI, A—F TF—T NI Lo TR F4,

* ICMP
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Cisco ISE 522/ — RoK— ]

Cisco ISE H—E X

FAEY A=Y Ry FOFLEARY | ZOHOA—Y Ry b (08—

FonAR—+ TIAR (FHEY bA—HFy
F1~56, FLERF1ELTV
2) OR—+

n¥x 7 (7TU Ry
N)

* syslog : UDP/20514, TCP/1468

e % =7 syslog : TCP/6514
Note F7 4N B— NI e X VRICEE X ET,

«SNMP |7 v 7 : UDP/162

HNEID Y —AB LY
V—A (T R
K)

B — A H =T 2 AB LT RAFA M
« LDAP : TCP/389, 3268, UDP/389
« SMB : TCP/445
« KDC : TCP/88

* KPASS : TCP/464

* WMI : TCP/135
* ODBC :
Note ODBC N— MIH— FN—=F T —=F X=X F—/3—
TRETEET,
* Microsoft SQL : TCP/1433
* Sybase : TCP/2638
* PortgreSQL : TCP/5432

* Oracle : TCP/1521.

* NTP : UDP/323 (localhost f ' Z—7 = A ADH)

* DNS : UDP/53, TCP/53

Note cXHEY b A—H Ry POA L F—=T = A ZALSIIDA
B —T 2 A ADIHINOEBFEFRRRINBOT AT T 4
T4 V—ABIO—E I, @UNCAZT v T
N— hERELET,

* CiscoISE I, Active Directory #2f5¢ (2% 3~ B Bl D2 Wrh
{2, DNS (2%} L C ICMP ping # EIT L £ 7,
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Cisco ISE H—E X

FHAEY A —H xRy FOFEAR
FoDR—Fk

>

EOMDA—H Ry b A28 —
T4 R (FHEY A=Yy
F1~5, FEERYF1ELUV
2) OR—k

A A=

FARNTH T FBIRZ—F— 20— ROEFLHEDOE T A — /LB

%1 : SMTP : TCP/25

Av—hK TR

TCP/443 DL 2 a D7 57 R~DHEf

CiscolSEE®=42—1)>%9 /—FkK®DHK—F

ROKIZ, FE=F—V 7 ) —FPMERTLR—F2RLET,

Table 14: €E=4—V 2% /— KHMERT BHKR—

Cisco ISE H—E X

FHEY R A —HRy FO0FE
=IFRY KoDR— b+

TS —YRy kA1
—JIA4R (FHEY k
A—Hxy F~5, FhlER

3

7

~

F1E8XURY F2) OR—

« HTTP : TCP/80. HTTPS :
TCP/443

* SSH #—/3— : TCP/22

T=H—=U T

j—o

* ICMP

Simple Network Management Protocol [SNMP] : UDP/161
Note ZOR—RMI, V= TF—T ko TR £

=074

S

*SNMP 7 > 7 : UDP/162

e % =27 syslog : TCP/6514

* syslog : UDP/20514, TCP/1468

Note TNV N A= MIMT e X THICGRETEE

*SMTP : 7 7 — LD+ A —/LHD TCP/25
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CiscoISERY >—4—ER /—FoK—+ [

Cisco ISE H—E X

FHEY R A=Yy FOFE
=IFRY KoDHR— b+

S ZOLIOE Rty SN S
B—T AR (FHEY +
A—H 2y b ~5, F=ER
YR1BEURY F2) DR—
S

HNEID Y —ABLIRY V—2R
(77 F T R)

Note

B — A F—T 2 A ABIVPR S RARA bR
Al

* LDAP : TCP/389, 3268, UDP/389
* SMB : TCP/445
+ KDC : TCP/88, UDP/88

* KPASS : TCP/464

* WMI : TCP/135

« ODBC :

Note ODBC A — MI¥— K X—F 4 T —=HX—2
P S TRETE T

* Microsoft SQL : TCP/1433

* Sybase : TCP/2638

* PortgreSQL : TCP/5432

* Oracle : TCP/1521,

15723, 16820

« NTP : UDP/323 (localhost f > Z—7 = A ADI*)

* DNS : UDP/53, TCP/53

XHEYy A=V Ry FOA X —T = A ALS
DA H—T A ADIHPHLEERRERINTOT
ATUT AT 4 —ABIO—E 2 HIz, #Y)
WCAZT 4 w7 —FERELET,

pxGrid D—FE5&Z v m— K

SSL : TCP/8910

CiscoISE-R) o—H—EX / —KDHKR—k

Cisco ISE 13 = U 7 ¢ Z3{b9 5 72 ¥ |Z HTTP Strict Transport Security (HSTS) % HAR—
LTWEF, CiscolSEIZ. HTTPS Z i L THOHLT 7 B A TEX 575 W A;RT HTTPS )L
FEELET, 2—HP—HTTPS Tl < HTTPZMi I L CTISEIC T 7 kA L ko &5 &,
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TI7UWERy MU= NT T 4 v 7 BAERT DENCEREZ HTTPS ICAE LT, Z OEE
WZEY., TR SN TR WHTTP 24 L TEsR% Cisco ISE IZEETH Z &2
20, =N IRFE{L ENTZEREZ VXA LT FTEB LT F9,

WD,

RY v— PR /= PR K- &R LT,

Table 15: R — H—ERX / — KA\MFEHET SHR— b+

Cisco ISE H—E X

FHEY A=Y Ry F0FET
IEZRY FoDHR—

FOMDA—H Ry kA
B—T AR, Ff=EHKRUFK
18&URVF2

Cisco ISE BHIX, ¥t v k
A —H %y h 0 TORFEHT
%i—g—o

« HTTP : TCP/80, HTTPS :
TCP/443

« SSH #—/3— : TCP/22

* OCSP : TCP/2560

ISGABRY T () — KT

/— K 7 v—"7"/JGroups :

=) TCP/7800
SCEP TCP/9090 —
IPSec/ISAKMP UDP/500 —
FONA RGP TACACS+ : TCP/49
Note ZOR=RE, VI —R21LEDOY VY —ATHET
TET,
TrustSec HTTP & Cisco ISE REST API Z{EH LT, ~— k9063 %4 L T
TrustSec 7 — X % % v b T —27 T34 A|ZHak LE T,
SXP *PSN (SXP /— I) 7>5 NAD : TCP/64999
« PSN 2% SXP ~ ([A] U Cisco ISE TOWNHLEIE) : TCP/9644
TC-NAC TCP/443
o= Simple Network Management Protocol [SNMP] : UDP/161

Note ZDOR—=PME, V=T =T Mo TERY £,

nXT (TU AT
)

* syslog : UDP/20514, TCP/1468

e % =7 syslog : TCP/6514
Note F7 4V hR— MM e X S RICRETE T,

*SNMP 7 > 7 : UDP/162
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CiscoISERY >—4—ER /—FoK—+ [

Cisco ISE H—E X

FHEY b A~y FOEL | ZOMDA—HHRy kA2
[FR K 0 OR— ~ B—T AR, FrERY K
1B8&EURV K2

tyia v

« RADIUS %3 : UDP/1645, 1812

*RADIUS 7 7 7 4 > 7 : UDP/1646, 1813

« RADIUS DTLS §85E/7 4 7 > 7 1 > : UDP/2083
* RADIUS #FA]ZH#  (CoA) & : UDP/1700

* RADIUS & A] 58 (CoA) U v A>/U L — : UDP/1700, 3799

Note UDP AA— |k 3799 1%, RETEEH A,

HNEID Y —AB LY
V=R (T AT LK)

cEHa—Y— A L H =T oA AB LR FARA » MFERE
* LDAP : TCP/389, 3268
* SMB : TCP/445
* KDC : TCP/88

* KPASS : TCP/464

* WMI : TCP/135
* ODBC :
Note ODBC A" — MIH— FRX—=F 4 F—HF X=X
PR TRETE T
* Microsoft SQL : TCP/1433
* Sybase : TCP/2638
* PortgreSQL : TCP/5432

* Oracle : TCP/1521

« NTP : UDP/323 (localhost A > Z—7 = A ADIr)

* DNS : UDP/53, TCP/53

Note EHAEY P A=y FO0OA v Z—T A ALISD
AU B =T 2 A ADIHRINLEERRERINT DT A T
YTAT 4 = ABIOY—E A I, @Y A X
T4 — b ERELET,

Cisco Identity Services Engine ') 1) —R 27 4 VX b—JLHA K .



CiscoISER—F 77 LR |
B ciscoseRys—v—Ex s —roK—+

Cisco ISE F—E X FHAEY FA—YRy bOFER [ ZOMHOSA—YRy b1
FRY FODAR—k B—T AR, FEFRUF
18&URU K2
Ny 7 ID (£ 3y TS =— = | : TCP/9094
)

¢ AD =— = | : TCP/9095

* syslog : UDP/40514, TCP/11468

Web ;R—Z )L —E & . |HTTPS (A > Z—7 = A A% Cisco ISE DV —E 225t L THZD
2 [ Web 282 T AVERHY £7)

Ak A « 75 w7 A RAR—% )L : TCP/8000-8999 (57 4 /L hh—
o i TCP/8444 )

—'7;‘/\‘/(} /_J'\g*—‘ﬁll/ o FARR—HILEBLIWY FAT fo7avrya=r7
TCP/8000-8999 (7 7 # /L b A" — ki TCP/3443)

- IAT U rOTRE \
Sa=2 CREAEO T m Y g = 7 AR—4 /1 TCP/8000-8999 (77 +

. ) \ /U b AR — h i3 TCP/8443 )
1 5 == = = =
v « T3 AR —H L TCP/8000-8999 (77 4 /L h7R— M

. R TCP/8443
A S/ I S NNl % )

o« AR —R—Z )L : TCP/8000-8999 (F 7 # /L hiR— ~E
TCP/8443)

« AR EARARY—DR—=Z 05D SMTP 7 A kDR :
TCP/25
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CiscoISERY >—4—ER /—FoK—+ [

Cisco ISE H—E X

FHEY b A~y FOEL | ZOMDA—HHRy kA2
[FR K 0 OR— ~ B—T AR, FrERY K
1B8&EURV K2

RATF ¥
-
-urva=ys

-TREAAY M= hE—
K

B (7547 M : TCP/80 (HTTP) . TCP/8905
(HTTPS)

Note 77 4L hTlE, TCP/80 (% TCP/8443 (2 V) X A
L7 bEnEd, WebR—F )L P —ER:F
ARNBF—ZNEBLONIIA T FrEYVa =
VT BBZRLTLEEN,

Cisco ISE |, TCP R— | 8905 DR AF v B X
W IAT v hN ey s = FOEREIRE
IR LET,

CiscoISE |, TCPA— b 8443 (FE/ziFAR—¥ /v
THEHTD7-OICHRELTZAR— ) OR—Z)L
AEAEL R LET,

kit (KU —H—bv 2 /—F{]) : TCP/8443. 8905
(HTTPS)

AnyConnect UV — 2 4.4 PAREDSHE#H S 4172 Cisco ISE U U —
A 22 LEMN D ZOR— MIREARETT,

BAFTE T XA ZADFHIA

Z (BYOD) /%y hU—7

P—E 2 Fu han
(NSP)

-UEALLT R

- FueYa=

- SCEP

e b Vg -URLYZA LY F: [WebR—H /LY —
A FARNR=EZNLBINITAT N Ty a=y
Tl BB LTLIEE N,

« EST #2ZEAf & @ Android 7 /34 A D4+ TCP/8084 Android
FRAL ZADYAS, A— 8084 % UK A L2 ~ACLIZIBN
THULERHD F7,

e ImbE VgV - ActiveX & JavaT Ly DA A F—
N AT A= ROA A M= NVORIGEET) @ [WebAR—
NP —ER: FANFR—=HLBLRIIA4T > F e
Va=rr) #2RLTIEEN,

e bV a =7 -CiscolSESD T 4 P — DA A h—
JL (Windows 3 &2 T Mac OS) : TCP/8443

« 7B BV g =27 -Google Play (Android) 72>5D 7 4 % —
RDA X h—)L : TCP/443

TR Va=r s - Ya=r s I
A : TCP/8905

« CA~® SCEP 7' 1 %3 : TCP/80 F 7-1% TCP/443 (SCEP RA
URL OFREIZHSL)
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Cisco ISE H—E X

FHEY A=Yy FOFEL
[FR> FonR—+

TOMDA =Ry (Y
A—T AR, FrzlERU K
18&URV K2

FNAJL TN REH
(MDM) API O#&

cURLUXALZ b : [WebR—F /L P —ER: R b R—
ANBINIIAT N Turya=rr) 28RLTL
72 &0,

« APl : R X —[EHE

e T =V hDA VA M—NABLOT A ZADOHE : R
Z—[E A

TazZyA VT

* NetFlow : UDP/9996

Note ZOR— M, REFHETT,

« DHCP : UDP/67

Note ZOR— M, REFHETT,

« DHCP SPAN 7'z —7 : UDP/68
« HTTP : TCP/80, 8080
+«DNS : UDP/53 (Vw7 T w7F)

Note ZDOAR— ME,
e

* SNMP 7 = — : UDP/161

Note ZDR— M,
EJ a8

J—h FT—=T N> THEARY

J—h T—=T N> THEARY

*SNMP 7 v 7 : UDP/162

Note ZOFR— ME, EETHETT,

Cisco ISE pxGrid Y—E X ;K— k

WDOFIZ, pxGrid —E R J — KBEHATHHR— 2R LET,
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Table 16: pxGrid 4 —E R / — KMMERT H5HR— b

Cisco ISE—E X FHEY P A—URXY FOFE | ZOHDA—H Ry b A2
=Ry KoDHR— b+ B—T AR (FHEY +

A —H Ry F1~5, FfFR
VR1EBEURY F2) OR—
~

=g «SSL : TCP/5222 (/— R |—
fi@fE)

« SSL : TCP/7400 (/ — K
7 —78E)

pxGrid &% 4% TCP/8910

/ — FaEE TCP/8910

OCSP 5 KU CRLY—E X /R— k

Cisco ISE % —E 2B LR — h~DBRRITIZ Cisco ISEFEE /) — R, KU v —H—ER /) —
K, ==Y 7 ) — RCREBNER D AR — MRFRSAVE T A, Online Certificate
Status Protocol (OCSP) #—t 2B L OGEHER Y X b (CRL) D6, A— ML CA ¥—
N—F721X OCSP/CRL Z AR A M5 —E AT K> THRRY £7,

OCSP DA . HHAEERT 7 /L k "— KX TCP 80 £ 7-1% TCP 443 T, Cisco ISE & #E
AR—Z )L TIE, OCSP —E 2 H® HTTP _X—2Z2® URL A TFHI &S50, TCP 80 737 7 o+
VR TT, TN RSO R—FBHEHTEET,

CRLO¥EE., 74/ rO7u k22X, HTTP, HTTPS. BLXULDAP N EFNTEY
FNENDOT 7 40k R— ML 80, 443, BLXN389 1AV £4, FEEOAKR— MI CRL ¥—
NTHESNET,

CiscoISE 7O+t X

RDOFEIZ, CiscoISE 7t AL ZDH—EZA~DEBERLET,

PACN T A P —EADEE

T R—=2 A Oracle Enterprise 7 —# X—Z | T _XTOH—EANEFICEET 51T
J— ) A)— (Oracle Enterprise IEEATIRRE TR T T2 57220
Database Listener)
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T g R R Y

Oracle Enterprise 7 — & ~X— A
4 —,3— (Oracle Enterprise
Database Server) . mXiE & JLEE
T — X DS EZREANT D

FTRTCOYP— AR EFICEET S
TETRETRITHIER S 20

TV r—vay
H—/3— (Application
Server)

ISE F A A  Tomcat %—/3—

TARTOF—EAREFIZENET 51
FFATRE TR NIER B0

Profiler 7 — & ~X— &

ISEZa7yvA Y 7P —ER
FA @ Redis 5 — # ~_X— &

ISEX0 757 AU L7 H—EARNER
(CENMET DI REE AT 7
570

AD 2 X

TITA4T T4LI N) T
2 A D

ISERNT 7747742 MURGEE
FATT DIEFATIREE TR T T2 6
A

MnT vy gy 7—
B R

MnT H— E % H Oracle
TimesTen 7 — & X — &

TRCOV—EANEFIZEET HI1Z
I TIREE TR T B ey

MnT a2 2L 4

MnT Hy—bEZ2Dus 2L s %

MnT EHT — % D 7= D EITIREE TR
TR BN

MnT 27 Zat v

MnTH—bEz20u 7 Futky
‘H_

MnT EHT — % D72 EITIREE TR
TR B0

AEERERE R — X

ISE NS CA —E &

ISE Nl CA WNEZNZ 72> TV HEE
IETRETRITIER S 20

WWBLAZ3—2y b

WDOFIZ, ¥riE D URL & -9 2 e

URL

RLET, IP T 7 4 v 70 CiscolSEE ZLHD Y

V=AMEBBTE L8512, Ry MU= 7747 U —NEEI7TrExh——Dng
NP ERELET, RORITRINTWD URL ~DOT 7 22t TE 2 WIgE13, B
LHERED NI | BEL R Ro7c D T 5 REMENRH D £37,

RI17:WEGURLT VR

HaE

URL

RAF v OFEH

https://www.cisco.com/

https://iseservice.cisco.com

T4 —RKY—v2OTFuTrAL YT

https://ise.cisco.com

Av—hI7A4 A

https://tools.cisco.com

T UL AR

https://connectdna.cisco.com/
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fbcdn.net

A UBTTT 4 T~V THERETIL, Cisco ISE W EFR—Z VLT T W %2 #f L %o URL I
BT 2 0ERD D £,

 * walkme.com

« * walkmeusercontent.com
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