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e neytics
£ Migration in progress  Nov 29, 2023 Dec 6, 2023
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TBATR 7 A NVABRTEET, BATZBIRL T, (ER AR, BldA AR, 2ME 0 LBt T A 24,
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LI REDTRTOT /v a v &FTT52 b TEET, 2L, TEBITIERTE OMKIE
FTLDFETTEEFA, ZHUITEE—RIZTERW2D, BRLETEXY—F > T3 A
ACREET v aTHI LR TEETA, BREEAT =X 2 LMELMER L, [TEE—FOD
#7T (ExitDemoMode) 1 %7 U v 7 LT [FEETTERTENZEIR (Select Source Configuration) ]
N=VICHEBE L, EEREOBITERBTEET,
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Cisco Defense Orchestrator @) Firewall #{7Y—I)LZ{EH L
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Defense ~DFF1T

CDO @ Cisco Secure Firewall 7Y — V& HT 5L, CDOICL > TEHINTNWDL T AT
ASA TA 2D FT2IT ASA T A A B Sk T 7 A V2 LT, Wkae®
T c&Ed, BITTHAR— hETW5D Cisco Secure Firewall ASA 5% E DFEAIIZ DWW T,

['Migrating Cisco Secure Firewall ASA to Cisco Secure Firewall Threat Defense with the Migration
Tooll @ TASA Configuration Support] &M L T 720,

Y — AR DZER

CDO NHBATA VAR L AZBEEI L2, [V — AR DR (Select Source Configuration) ]
T [Cisco ASA] ##4R L, [B1TOB%A (Start Migration) 1% 27 U v 27 LE3, ASAHR T 7 A
NEFENTT v 7 u— RT 570, [ASA~DHEHE (Connect to ASA) ]34 /IZY A MZHTH
% CDO FEER G ASA 7 /3 ZADWT NN Z BRI TE £7°, CDO FEART /A A &R
LA, [k AT — & A (Configuration Status) ] 73 [[RI## 7~ (Synced) ]i1272>TW\5F
NA ZADBPATY —VICERREND ZLIZERELTLEI W, BITT27 31 AR Y R MZ
FRSNRWERIE, T3 AR OER R FEH TH Y, CDO LFEH SN TNDENE S %
R LET, BEO—F—NEIFZ1IDDASAT SN, A% ) —AT N, AL L TERTE,
HERRORIHIE S — L L A TON D Z EICHERE LTS ZE W, ASA 7 /31 A2 1 2L kot
X2 T4 arTHFAMPRESINTVDGAE, BITY— AV E2MEHLT, BITT5a2 7%
FNEBIRTEET, TRTCOALTHFARNEH DA VAZ ALY —V LT LBITTHZ
EHLTEET, FEMICOWTIX,  [Select the ASA Primary Security Context] 2L TL 72X

A
BATY =L, 73 AR AT L, BT S MR % G4 267 LE T, [Next] 7
Uy 7 LET,

2—7y FDER (Select Target)
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Ko TEBL SN TV D BEITKHT 205 731 AR —HERRSNET, ASAWROBITED
BT DA TN R EEIRT B>, [FTDZ2 L CFifT (Proceed without FTD) | %R T
&£, ZiH O Threat Defense 7 /31 Ald, T3, ANPUDOBATA 2L o ATHEM ST
WHENEIMIZE ST, EHF (InUse) ] E721E EHTHE (Available) ] & RRINET,
72720, [T AART—HX ADZEH (Change DeviceStatus) %27 U > 27 L, [fEHF (InUse) ]
UARNLTNA AL, [T (Continue) %227 Vv 7352 L TAH—N—F 4 REHE
TCEET, TN, TRAARZ—Fy N LTRIRTES L9120 £,

A

AR TS ADRAT—H A% [fEMAT (InUse) 1705 [ ATAE (Available) [ IZEE T 5L, 3T
\ZTF A Z5fER L CWDEITHOBITA v AX o RTHBE L ET, ZOBIELRIT 5 5813,
EEICITHY 2 LB R L £,

[FTD72 L CHifT (Proceed without FTD) | #i#R$ 25 &, NAT A7 =27 | ACL, BLW

K=+ AT V=7 bOHZNBT T v REEMA Firewall Management Center (27" ¥ = SLE T, —
BT ] S 405 ASA BERE & Z 4LICHH "% Threat Defense #REDFEAIIZ DUV TiE,  [Cisco
Secure Firewall ASA to Threat Defense Feature Mappingl] 744 FZ &ML T 7Z X0,

WD 7 m—F v — L, CDO O Firewall B17Y —/L & L C ASA % B33 2 B 2%
T2 AT vy 7 ZEDOFIEEZRLTWET,

1:CD0 @ Firewall #4TY—IL&ERA LT ASAD S FID ~DBITICET STV FY—IT 2 FOFIE
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tenant and o

ASA CLI 2) (optional)
» o tes from
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ed Firewall
Management
Center
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packages to the
Management Genter

ination (10) Review the
th pre-migratio
—» report

a1 M ASA
Secure Firewall - e ation
Migration Tool

Local Machine

KV AT » S CFIEEZ FEITT 586 1E.  [Migrating Cisco Secure Firewall ASA to Threat
Defense with the Migration Tool] # A K@ [Obtain the ASA Configuration File | (ZHEAF T,

T—JAR—X | FIg

(1) |€PO CDO7F v hMZmZ AL, [Y—ILEH—ER (Tools&

— Services) |>[Firewall#4TY—JL (Firewall Migration Tool) ]2
#L, %Eb\j’?xn“i&‘/ 7V w7 LT, HLOWBATA A
BADTREY a =7 2L ET,
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D—9 AR—R

FIE

ASA CLI

(A7 av) ASAERRT 7 A4 VETIFLET, ASACLI G
ASAHERL T 7 A NV EHUSGT 121X, [Obtain the ASA Configuration
File] ZZM L T EE W, [V — AR DR (Select Source
Configuration) ] C CDO B XIS ASA 7 /31 A% BIRT 255
1. AT v 3R ET,

ASA CLI

(A7 a ) ASA CLI 75 Public Key Infrastructure (PKI) FIERA
FErrz s AR—MLET, ZOFIEZ, 1 FEVPNBLOY
E— N7 7 & A VPN JE % ASA 7> Threat Defense (2179 5 T
EN D DA DHETT, ASA CLL 5 PKIGEH#EZ = 7 2
A— ;¥4 2512i%, [Export PKI Certificate from ASA and Import into
Management Center] #ZH LT 72X\, 7L R ZVE— KT
7B A VPN RED RS, £7213% 4 M VPN B L O £—
N7 7B AVPN 2 BATT 2 TENRWEEE., AT v 7 7R
£

ASA CLI

(7> a>) ASA CLI 7»5 AnyConnect /Ny 77— VB X OV 1
Ty ANET I AR—FLET, ZOFIET VE—-FT 7 EX
VPN #%HE% ASA 7D Threat Defense (24T 2 TEN B HEEIT
DIHMETT, AnyConnect /X 77—V B LT 17 7 1 /L% ASA
CLI b= AR— Mg B0,
and Profiles] #ZMM L T Z &0,

[Retrieve AnyConnect Packages

770 R
Firewall
Management Center

(A7 a3 ) PKIGERAE & AnyConnect /¥ v 47— % Management
Center (2 > — k LE£79, PKIEPiZE% Management Center (21
VAR—RFT 512X, [Export PKI Certificate from ASA and Import into
Management Center]| D A7 > 7 2 LN IRetrieve AnyConnect
Packages and Profiles] Z#ZM L T 7Z2&0,

CDO

TERE LT2BATA v AH  AD AT —H AN [BITHEHE T (Ready
toMigrate) | CTH 5D Z & &b L, [EE) (Launch) 1227V v 7 L
F 9", Cisco Secure Firewall 17> — /L2038 LW T 7 o % 7 CH
xET,

Cisco Secure
Firewall 17> —
V%

(A7 a ) ASACLIINOEUSF LIZ ASAREK T 7 A V& T v 7
n— KL %9, [Uploadthe ASA Configuration File] %% 1L T<
72EVy, CDO THE SN TV D ASA 7 /35 ZinbIgR A BITT
HYEDGEIT, AT v 78I R E T,
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D—9AR—R | FIE

:'/é\; Cisco Secure FREINTZ, CDOT T MIEoTEEINTWS ASA T34
7 (Firewall BATY — | 20 ) 2 hind | #REBITT 5710 &@LU E T, ASAT
I NAATHEBOEX 2T 430 THFA FEREL TWDLEAIT,

BITT2a 07X RANEEBRT L0, [FI9A4~Var TR0
I (Primary Context Selection) | K2 v X 7 T _XTDa
TXAME I DODA VAL LAY =V T H 2 EEBRLET,
A OVWTIE, TASA T T4~ EFxa2 )74 ar7FA b
DN 2B TTEE0,

:-”é'\] Cisco Secure [#—7% > b DOEFER (Select Target) ]~X—TiL, CDOT F > T
' |Firewall 1TV — | Funeva =7 St s 57 R Firewall Management Center
v WT 74V FTEIRISNTNET,
(10) | Cisco Secure 7 7 7 REEftA Firewall Management Center (2 KX - CTHEEL I 1T
~— | Firewall BT — | 7 ThreatDefense 7 /A AD U A hirb X —4 y k7 /31 A% HiR
v 9270, [FTD72 L CHefT (Proceed without FTD) ] Z3%R L THefT
l/ \i ?—O
(11) | Cisco Secure BATRIL AR — h & X DU om— LT, fiffT STV OFER 72 3
7 [Firewall BATY — |~ U — 28 L X3, BRI OWTIE,  TBATHIL A K
v D] ZZMRLTITEEN,
12) Cisco Secure FIDA VA —T 14 RE ASAEREZ~ v E 7 LET,
=" |Firewall %47 — .. c
/fewa B ASA & Threat Defense 7 /3NA ADYPEA X —T = A A LR — |
F X FN A S =T 2 A ADLAFNTLT LHFE LTI RNT20,
ASAA VA —T oA AD~ v B 7 HDH —/7 > | Threat Defense
THRAADA B —T 2 A A BRTE EF, FHMITOVTIEL,
[Map ASA Configurations with Secure Firewall Device Manager Threat
Defense Interfaces] Z#ZM L T 7ZE WY,
'/1_3’\1 Cisco Secure ASA A 2 —T = A4 AZBEFED Threat Defense T =2 U 7 ¢ V' —
S |Firewall B1TY — | VB LU0, v 8 —T = AT N—FIo~ vy BV 7 LET, il
v FMEIZSWTIX,  Map ASA Interfaces to Security Zones and Interface
Groups] ZZML T2V,
(14) | Cisco Secure BROFZEL. R, RELIEEICITV, ACL, A7 V=7 b,
7 |Firewall 7Y — |NAT, /v % —7 =4 A, J—k, ¥ ME VPN, BLOU E—
v N7 7 A VPN L—/ L3, 5650 Threat Defense 7 /3 A A [} |2
BEINTWVWSZ &R LET, [Optimize, Review and Validate
the Configuration] ZZM L T 7231,
(15) |Cisco Secure MR OBEEN I L2 b, 7 T 7 FE2HPR Firewall Management
7 |Firewall 17— | Center ICH#RE Ty &2 LEJ. FMICOWTIX,  [Push the
v Migrated Configuration to Management Center] %2 L T 72 &0,
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D=0 AR—R | F&

16) |Local Machine BITHUVAR— Xy ora—RFLTHRLEST, BITRELA—L
- IZEENDIEMOFERIZ OV TIX,  [Review the Post-Migration
Report and Complete the Migration] ZZH L T 7230,

.1 7 7T v RIMR | FRICBIT L7-# k% Threat Defense 7 /34 AZJEBE L £9°,
~—" | Firewall
Management Center

Cisco Defense Orchestrator @) Firewall 3217V — )L Z{#EHL
- FDM EIBxt &R T /34 XD Cisco Secure Firewall Threat
Defense ~D 1T

R 7 A W EAERT 2703, CDOIZ K- TEB S LTV 5 FDM B HDHGRT A X 28I 25
72T, FDMEBHRT A 2O EZBITTE £9, BT TYA—h&ah T % FDM A H
KIRT NSA ZADORERRDOFERIZ DWW TIX,  [Migrating an FDM-Managed Device to Secure Firewall

Threat Defense with the Migration Tooll] ® [FDM-Managed Device Configuration Support| % 2 [#
LTL7ZE0,

Y —RAERADZRER
CDO INLRATA VARV AZJLHE) LT-th, [V — AR DN (Select Source Configuration) ]
“C [Cisco Secure Firewall Device Manager] #3{R L, IROA 7> a U OWT I ZRINL 77,

» [Firepower Device ManagerOF1T (LA DA)  (Migrate Firepower Device Manager (Shared
Configurations Only)) ]

s [Firepower Device ManagerOFAT (7 /34 AR L OIHMM A ETr) (Migrate Firepower
Device Manager (Includes Device & Shared Configurations)) ]

» [Firepower Device Manager (7 /31 A B LA Z & L) OFTDT /3 2 (Fr L —
Ko =7) ~OF4T (Migrate Firepower Device Manager (Includes Device & Shared
Configurations) to FTD Device (New Hardware)) ]

%47 (Continue) 1% 7 U v 7925 &, BITY— V&ML T, FDMEEXRT /314 2D
TP AN EFEHTT v 70— R4+ 57, CDOICL > TEHEA TS FDM & HAET /S 2
([FDMIZ#4#¢ (Connect to FDM) ] 3A L —EFRRENET) OWTHNEZRINTEX E3,
[k~ (Next) 127 Vw7 LET,

2—47 2y FDER (Select Target)

[#—7% > FDOFR (Select Target) | X—VTliL, CDO T hCrFrbEVa=rranky
7 U R Firewall Management Center 237 7 /L k Ti#R Z41, % D Management Center (Z
Ko THEBHINTWD BEUKIT D5 7351 ANR—EHRRSNWET, WEROBITHED &
WX DB TS R EFIRL T, BATE2HITLET,
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Z 35 O Threat Defense 7 /34 AL, T3 AMBIOBITA P AX L ATHEHAINTNENE
IMITE ST, EHF (InUse) ] E£72i% [EHFIEE (Available) | & RS ET, 72720,

[T/34 AAT—H ADZH (Change Device Status) %227 UV v 27 L, [fEHH (InUse) ] U A
RS T NA ZZEIR L, [#iT (Continue) 1227V v/ 52 L TAH—N—F A4 REFE[TT
TFET, ZNCKY, TAALARE =S PELTEIRTED L0120 7,

A\

R O TAARAOAT—H A%& [T (InUse) 175 [EHFEE (Available) | ICAEE TS &, 37T
ICT N AZWEH L TCOBHEITHOBAITA VAL LV ACHBELET, ZOBEEITIHAIL.
EEIIT) Z L2 MR LET,

w7 a—F ¥ — KL, CDO D Firewall 81T —/L &2 L T FDM ‘&% T 1 2 2817
TAREDDAT v 7T EDOFIEEZ R L TWET,
X 2:CDO O Firewall 317V — L EER L1 FDMEERRT/INA A D FID~ADBTICET ST FY—I Y FOFIE

5) Launch the
migration

1L
t
cpo pr e instance
mi

v
16) Review the

Local Machine

K VR AT » S CFRIEEZFEITT 55E 1L, [Migrating an FDM-managed Device to Secure
Firewall Threat Defense with the Migration Tool] %7 K@ [Obtain the FDM-managed Device
Configuration File] (ZHEAFE T,

T—JAR—X | FIg

1) |€PO CDO7F v hMZmZ AL, [Y—ILEH—ER (Tools&

— Services) ]>[Firewall#47Y—JL (Firewall Migration Tool) ]2
gL, %b\fﬁxﬁi&‘/ 227Uy 7 LT, BILOBITA &
B ADTREY a=r 7B LET,

o) | T AT ER— (47> a>) FDM GBI BRT AL AR T 7 A VTS L E
Y% CLI To T/ AR =T % CLI b FDMEHR T /A Ak 7 7
A NVERIFT HIZIE,  [Obtain the FDM-Managed Device Configuration
File] Z2ZH L T 7EEV, [V —AMEAKDOEIR (Select Source
Configuration) ] C CDO EEExI5 FDM 7 /A A I 555
1. AT v 3R ET,
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D—9 AR—R

FIE

TN A S—
¥ CLI

(A7 ay) PKIGEE & AnyConnect /N 77—V B L7 w1

TrANETI AR—bLES, ZOFHEIE, YA PR VPNE X
WY E— b7 7 & A VPN iBEZ FDM B HL 47 /3 A A5 5 Threat
Defense [IZATT D TENDH DG EIZDOHMETT, T/ A=
X — % CLI2°5 PKIGEEZ =7 AR — M9 5121, [Export
PKI Certificate from and Import into Firewall Management Center| ¢ A
Tv 71 R LT EEY, AnyConnect /X v 7r— VB IO 1
T7ANETNA A=V ¥ CLIND T ZR— M 5120,
[Retrieve AnyConnect Packages and Profiles] D AT v 71 &ML
TS, ¥4 ME VPN B LY £— 7 7 & A VPN Hik %
BATT 2 TENRRWEEE, AT v 7 TR ET,

777 FEefAl
Firewall

Management Center

(A7 a ) PKIGEHIE & AnyConnect /X 77— % Management
Center |2 > R— k LEF, PKIGEH]E % Management Center (21
YAR— R 5ITiE,  TExport PKI Certificate from and Import into
Firewall Management Center] D A7 v 7 2 F X TN [Retrieve
AnyConnect Packages and Profiles] # &ML T 2 &0,

CDO

VERL LT2RATA AR AD AT — B ZR Y2 T (Ready) ] T
HHZ LEMER L, [EEE) (Launch) | %27 Vv 7 LE$, Cisco
Secure Firewall 817 — A DBFH LW T T o Z 7Tl E £,

Cisco Secure
Firewall 217> —
V%

V=MD T 7 AT T =)V EBATA T a L RIRT DI,
['Select the Source Configuration Firewall and Migration] % 2 L T
<TZEvy,

Cisco Secure
Firewall 517> —
V%

(X7 ay) TS AvF—T % CLI L EAS L7~ FDM &
KRBT NA AR T 7 A NVET v 77— RKLET, [FDMEHx
RTNAAER T 7 ANDT v7u—F] ZRRLTIEEN,
CDO THEHIN TV 5 FDM EHX ST /31 ALk & 8173
HEAE. AT v 78R T T,

Cisco Secure
Firewall 17> —
V%

FRENT-, CDO TF v MI Lo TEHIN TV % FDM 44 Bkt
BT NAADY A NS, FEREBITT 2T 3 AL ET,

Cisco Secure
Firewall 217> —
V%

[#—7 v F O (Select Target) |~<— Tl¥, CDOT 7+ KT
Iavva =7 N7 7Y R Firewall Management Center
DT 740 FTERSIINLTVET,

Cisco Secure
Firewall 517> —
V%

7 7 7 REft Firewall Management Center (2 KX > CTHEEL I 1T
% ThreatDefense 7 /34 ZAD U A R X —5 s RT3 A Z 3841
T 57, [FTD72 L THifT (Proceed without FTD) ] Z i8R L CTHifT
LET,
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