Avyt—

722001

722002

722003

Syslog A v tz— <0 722001 ~ 776254

ZOFEF, WO THMEINTHET,

o A wt—3722001 ~ 722056 (1 ~=—7)
« A v —30 723001 ~ 736001 (15-—)
o A E—3737001 ~ 776254 (41 ~<—0)

122001 ~ 722056

ZOHETIEL, 722001 225 722056 FTD A v E—IIZHON T LET,

15—)‘ “Jt—:) $Threat Defense-4-722001: IP IP address Error parsing SVC connect

request.
FHBA SVC 2D DELRINEZY T LT,

SHEA MBS U TCHEAZEBL., 20T —OFRKN SVC DEETH 50>, AEMHED 720
SVCR—=T g ThHhdh, T AT HHETH D0 EHERLET,

15—)‘ W) t—:/ $Threat Defense-4-722002: IP IP address Error consolidating SVC connect

request.
BREAT 72 a VEFEITTDROD TR AT NHY FH A,

WRT IV a VB AT) ZWAT D0, TS RET v T T L= R 50 T34 ZOAT
ZED LET,

I5—*AYt— Threat Defense-4-722003: IP IP address Error authenticating SVC connect

request.
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722005

722006

122007
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BB — =T n— R I OEERII T DRI R T E X LT,
WEF7V a3 by aryO7 A NVEA LT U M LUORKRERIREOELZ KE LET,

I%—)‘ v t_:/ %Threat Defense-4-722004: Group group User user-name IP IP address

Error responding to SVC connect request.
BEAT 72 a EFETTDRODOFT R AT RNH Y FH A,

WR7OIUBEBRATY ZEAT I, T, AT v T T L—RT50, T3 ADETR
RS LET,

15_)‘ v t_:/ $Threat Defense-5-722005: Group group User user-name IP IP address

Unable to update session information for SVC connection.
BT Vv a v EBFATT DO F R AT I RH Y XA,

WRFZIIUBERAT I ZEAT I, T, AT v T T L— RT50, T30 ADOETR
ZW O LET,

15—)‘ V) t—:/ $Threat Defense-5-722006: Group group User user-name IP IP address
Invalid address IP_address assigned to SVC connection.

SRBRMERN /2T R ANZ—HF —1CE D B THNE LI,

HR7HIUARETHIUZ, 7T RLADEID Y TEMER L, BELE T, 9 TRIFIUL,
S N — 7 EHECERT A, TR U T 4 B 205 T Z ORIE O &
FELET, BTV R— MBRLEREAIT, Cisco TAC IZBHWEHhE L TZE W,

15—)‘ v t—:/ $Threat Defense-3-722007: Group group User user-name 1P IP address SVC
Message: type-num /ERROR: message

BASVC B A v e—VERITLE L,
stypenum : A v E—Y XA TERT0~31 DF T, AvE—T XA T FROLEEBD T

j—O
-0 EH
-16: 2 s 7 v b

17z T—ic kb s ua—X
18 F—FEMICL DI e —X
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722008

722009

7122008 ]

-1~ 15, 19 ~ 31 : THIEH» CTREH
emessage : SVGC HDT FA K A vk—
WR7I a2y RE,

Io—XAw t—:/ $Threat Defense-3-722008: Group group User user—-name IP IP address SVC
Message: type-num /ERROR: message

BREASVC A v —VaRITLE LT,
stypenum : A vt —3 XA TERT0O~31DOFEF, AvE—Y XA TFTROEELYD T

7,
-0 EW
-16: 2 J 7 v b

17 27—k b7 e—X

-18 ¢ F—HAERIC L7 n—X

-1~ 15, 19 ~ 31 : THIFEHA TR
emessage : SVC L DT FA K A yt—V

HET7 Y ay RE,

15—)‘ V) t—:/ $Threat Defense-3-722009: Group group User user-name IP IP address SVC
Message: type-num /ERROR: message

SBASVC 8 A v —VEFEITLE LI,
ctypenum : A vt — ZA FEFRT0~31 OFE, Avt— A4 FITROEBY T

@—O
-0 EH
-16: 2 s 7 v b

17 25—tk Br e —X

-18 : F—EAERIC LS 7 n—X

-1~ 15, 19 ~ 31 : THIFEH TR
emessage : SVGC HDT FA K A vk —

RT3y R,
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7122011

122012
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IS5—XAw t—:/ $Threat Defense-5-722010: Group group User user-name IP IP address SVC
Message: type-num /NOTICE: message

BBASVC A v E—VERBITLE LT,
ctypenum : A v —V XA TEIRTO0~31 DF G, AvE—Y XA TFTROLEEBY T

9,
-0 EW
-16: 277wk

1727 —lLH 7 e—X

S18 F—HAKICL D7 =X

-1~ 15, 19 ~ 31 : THRIFH TR
emessage : SVC L DT FHFA S Ayt —v

i: 3 IO I

15—)‘ v t—:/ $Threat Defense-5-722011: Group group User user-name IP IP address SVC
Message: type-num /NOTICE: message

BREASVC A v —VERITLE LT,
stypenum : A vt —3 XA TERT0O~31 OFH, AvE—Y XA TFTROELY T

—gqo
-0 EH
-16: 27Uk

17 =7 —t kb /ue—X

18 F—HAEMIC KD 7 n—X

-1~15, 19 ~ 31 : THIFEH TREH
emessage : SVC L DT FA K A wvk—

WETY a3 RE,

15—)( v t—:/ $Threat Defense-5-722012: Group group User user-name IP IP address SVC
Message: type-num /INFO: message

EEASVC R A v E—UEFRITLE LT,
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122013

122014

122013 [

stypenum : A vt —3 XA TERTO0~31 OFFH, AvE—Y XA TFTROELY T

j—O
-0 EH
-16: 2 s 717Uk

17 25—tk B /e —X

18 F—HAEMICE D 7 n—X

-1~ 15, 19 ~ 31 : THIFEHTHREH
emessage : SVGC HDT F A K A vk —

WETV a2 R,

15—9‘ v t—:/ $Threat Defense-6-722013: Group group User user-name IP IP address SVC
Message: type-num /INFO: message

EASVC N A v —UEFITLE LT,
stypenum : A vt—3 XA TERTO0~31 DOFF, AvE—Y XA TFTROLEELBY T

j‘o
-0 IEH
-16: a7 7k

17T —ltks 7 e—X

18 F—HAEMICE D 7 n—X

-1~15, 19 ~ 31 : PHIFEH TREH
smessage : SVCNHDTF AR A vt—

HET7V a3y RE,

I%—)‘ v t_:/ $Threat Defense-6-722014: Group group User user—name 1P IP address SVC
Message: type-num /INFO: message

SBASVC WA v E—VEFITLELE,
stype-num : A v— XA TERTO~31 OFF, Ave—Y XA T FKROLEEY T

7,
-0: IE%
-16: 277wk

172 T—llk /e —X
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S18r F—HAKICLD 7 n—X

-1 ~15, 19 ~ 31 : THIFEHTREM
emessage : SVC 26D 7 F A b A vkg—

WE7 D ay RE,

I5—Aw t—:/ $Threat Defense-4-722015: Group group User user-name IP IP address
Unknown SVC frame type: type-num

SRBASVC 3, 727 L— A XA T BT NA AZEEFELE LT, It SVCDOAR—T g >
DIERRMEDRTK & 72> TWAABEM N H Y £,

stypenum: 7L —A XA 7D ID E
HWET7HS 30 SVCDONRA—V g U ETERLET,

Io—XAw t—:/ $Threat Defense-4-722016: Group group User user-name IP IP address Bad
SVC frame length: Iength expected: expected-length

FASVC o, THIShIEBOT —ZZAFTEEEATLE, ZHIE, SVCON—Va v
DIERIAIENFE & 722> TW D REMED B D £ 7,

HRT7HIS 3V SVCONR—Va U EERBLET,

Ia_)‘ v t_:/ %Threat Defense-4-722017: Group group User user-name IP IP address Bad
SVC framing: 525446, reserved: 0

FBASVC S, ELL 7=k TWRWT =277 hxkELE L, Zhiuk, SVC D
N—V 3 VOIFEHEDRFR L 72> TODAEEMERSH Y £77,

HET7H230SVCOR—V g VEGRLET,

15—)( v t—:/ $Threat Defense-4-722018: Group group User user-name IP IP address Bad

SVC protocol version: version , expected: expected-version

B SVC 23, T3 ZUTRHD A=Y 3 U ERFELE L, ZHud, SVCOA—Y 3 O
HAHEDIFIN & 22> TWDATHEMED & Y £,

WEF7HL30SVCONR—Va U ERERELET,
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122019

722020

122028

122029

122019 ||}

IS—XAw t—:/ $Threat Defense-4-722019: Group group User user-name IP IP address Not
enough data for an SVC header: length

FASVC o, THIShIEBEOT =X ZAFTEEEATLEZ, ZHUE, SVCONA—V v
DIEIMENRE & 72> TWDATREMED B Y 77,

HRT7HIL3USVCONR—Va VEHERBLET,

Ia_)‘ v t_:/ $Threat Defense-3-722020: TunnelGroup tunnel group GroupPolicy

group policy User user-name IP IP address No address available for SVC connection

B3 AnyConnect & v > 3 29257 RLADEID YTz LE L, FHTEXDIPT R
VARG EH A,

s tunnel_group : =—HF—NEI D B THNTWDH), B oA AEH S hor o 77—

7 DA

« group_policy : =—HF—2EID Y THLNTND T )V—"T KU > —D4Hi

suser-name : Z O A vE—UREEM T LTS —F—4

«IPaddress: 7 5 AT b =3 ORT Y w7 1P (L F—F%v ) TRLZA
WRE7Haviplocaip 2~y RTERREND AV T 4 Fal—varz8BL, i
TN—=TLTN—T R —IZHD L THNATWD T —/UI+5372 7 RUAPEIET 5008 D
NaER LET, DHCP ORERB LI OAT = A& MR LET, 7T FLREIV Y Tar 7 g
Xoal—Ta @R LET, AnyConnect 7 7 A4 7 R IP 7 R AZ TG TE 20 B %
FEET D72, IPAA D syslog A vE—V% A X—T7 M LET,

Ia_)‘ v t_:/ %Threat Defense-5-722028: Group group User user-name IP IP address

Stale SVC connection closed.
SRBAARME M O SVC #Efe AP bihvE L7z,

WREY Va3V ARE, 2L, BEOBERPHLSN TWDERIE. 7 74 7 > MR O
BNRELTWDAREERH Y £§, SVCOr 72l 68 H Y 7,

15—)( v t— sThreat Defense-7-722029: Group group User user-name IP IP address SVC
Session Termination: Conns: connections , DPD Conns: DPD conns , Comp resets:

compression resets , Dcmp resets: decompression resets

BB T OB, L. BL O Y hOBAERE S ET, connectionsAi 1 LV k&
Y&, £7212 DPD_conns, compression_resets, decompression_resets DV N3 4120353 0 L Y K&
VWA TR, Secure Firewall Threat Defense D& FLE NHIHTE 20N, Ry b U — 27 OFHEMEDORM
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722030

7122031
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BZRLUTWDATREMEN B Y £97, sk £ 7213 DPD 5 B Z W AT, = — P — (T
ORERFAELTWT, N7+ —< L ARMMETF L TOARREMERH D 9,

e connections : Z D v ¥ a HOBERORE (1 2AER)

« DPD_conns : DPD (2 X % F#f D 5%

« compression_resets : [EAfEEIED U &~ Mk

» decompression_resets : [EAfEEBRIBRED Y & v MK
RT3 SVCORTERFHRDIMLERHY EF, BExbNdxy MU — 7 FHMERMES
fRRS 5 7o O DA LU RLER LB R D56 H D £,

15_)‘ v t_:/ $Threat Defense-7-722030: Group group User user—-name IP IP address SVC
Session Termination: In: data bytes (+ctrl bytes ) bytes, data pkts (+ctrl pkts ) packets,
drop pkts drops

AT v v 3 VR TRROMEHER D LR STV E T,

« data_bytes: (SVC225HD) HET—4 A Mk
e ctrl_bytes : (S SA &

e data pkts: HET—% /X7 > MK

e ctrl_pkts : F{EHIH /7 > K

e drop_pkts : BEFES N7 EE /N7 v MK

WET7H a0 RE,

15—)‘ v t—:/ $Threat Defense-7-722031: Group group User user-name IP IP address SVC
Session Termination: Out: data bytes (+ctrl bytes ) bytes, data pkts (+ctrl pkts )
packets, drop pkts drops.

BBt Y v g U TIFOMEHERS RS SN TWE S, BaHTiZ, 7—2 3 b, #ili#EAs Ty
RS S T=227y b ATy b BRI Ry T ENTAT Yy FRGENET,

« data_bytes: (SVC ~?D) RIET—% "1 MK
e ctri_bytes : FEEHIMH A ML

- data pkts: FET—% /7> MK

e ctrl_pkts : FIGHIMH 7 > MK

edrop_pkts: Ko v 7 ER=RE/T > MK

LIl Lo TE, TDsyslog?d Ru vy 7SIz 7y hOWNRZIRL L2nzd, Rry 7S
NIy NOIIT — 2B LOHIEI ATy FRIEE D <D EF, AV AX U ADH]
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2020-09-30T09:06:09.254798+00:00 locald.err pgl22d-vpnll6 %ASA-3-722031: Group <GP_1>
User < @intel.com> IP <x.x.x.x> SVC Session Termination: Out:
800808 (+32) bytes, 1957 (+4) packets, 3358 drops.

2020-09-30T08:53:11.359833+00:00 local4.err srrlOc-vpnl0O3 %ASA-3-722031: Group <GP_2>
User < @intel.com> IP <x.x.x.x> SVC Session Termination: Out:
413194 (+32) bytes, 1540 (+4) packets, 2059 drops.

2020-09-30T08:37:59.287415+00:00 local4.err srrlOc-vpnll5 %ASA-3-722031: Group <GP_3>
User < @intel.com> IP <x.x.x.x> SVC Session Termination: Out:
571473 (+48) bytes, 1283 (+6) packets, 1323 drops.

2020-09-30T08:31:48.105943+400:00 local4.err srrlOc-vpnlld4d %ASA-3-722031: Group <GP_4>
User < @intel.com> IP <x.x.x.x> SVC Session Termination: Out:
131566 (+0) bytes, 283 (+0) packets, 320 drops.

2020-09-30T08:28:38.053003+00:00 locald.err pgl22d-vpnll7 $ASA-3-722031: Group <GP_5>
User < @intel.com> IP <x.x.x.x> SVC Session Termination: Out:
497446 (+23) bytes, 1048 (+1) packets, 1128 drops.

2020-09-30T07:45:43.044373+00:00 local4d.err srrlOc-vpnlld %ASA-3-722031: Group <GP_6>
User < @intel.com> IP <x.x.x.x> SVC Session Termination: Out:
153165 (+16) bytes, 398 (+2) packets, 1045 drops.

HREFTH o ay RE,

122032

IS—XAw t—:/ $Threat Defense-5-722032: Group group User user-name IP IP address New

SVC connection replacing old connection.

SRBARETE D SVC #5e HHT LW SVC B Il D Bz bk 5 & LT k9, B ORIED %
ELTWAHEEENRD Y F7,

HR793>SVCu &R LET,

722033

Ia_)‘ v t_:/ %Threat Defense-5-722033: Group group User user-name IP IP address

First SVC connection established for SVC session.

SBA SVC & v a v DIRAID SVC HERHES ST E LTz,

122034

WET7H a0 R,

15—)‘ Vi t—:/ $Threat Defense-5-722034: Group group User user-name IP IP address New
SVC connection,

HBAFEERSRITEINE Lz, T TIOR8 L SVC #Icbl v B 2 b &
9 & LTWET, SVC F 7= 1ESecure Firewall Threat Defense 7 /XA AT X o THEGEN 4 Tl FEIE

no existing connection.
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SNTT=d, TRy va MTEFBI OB H Y EE A, BERORBENIEAE L TV D TR
NV ET,

HEIE 7 & 2 3 > Secure Firewall Threat Defense 7 /3 A O1 7 & SVC O a 7 ZFF 4,

Io—XAw t—:/ $Threat Defense-3-722035: Group group User user-name IP IP address
Received large packet length (threshold num ).

MBAKE 2y MR TA T M bEREEINE LT,
elength : R&727r v FORS
enum : L& VMVHE
HEIE 7 9 3 3 > Secure Firewall Threat Defense /3 A2, DF By hREINTHEET H

ry N7 Z T A MEETFAT 521X, Zv—7" 7R & —® F Tanyconnect sd df-bit-ignore
enable =~ RE AT LET,

15—)‘ v t_:/ %Threat Defense-3-722036: Group group User user-name IP IP address
Transmitting large packet length (threshold num ).

SBARE 2RIy "IN TAT U MIEEENE L, Ty bOEETCNR T FA T FD
MTU Z38i L CW AR WATEEE RN H Y £9, F2, JEMTERWT =X ZEM L7122 & NEKF
DORREMELH Y 7,

«length : K& 7y FORS

enum : L& VME
W75 3V SVCEMEAZICLET, 712 TWAERIT. TV a v 2RANLE
xH Y A,

15—)‘ “Jt—:) $Threat Defense-5-722037: Group group User user-name IP IP address SVC

closing connection: reason .

ERBART S U7 BH T SVC i3 e T Lk Lc, ZOEMRIIER Th o256 b diud, #Hi
ORERFEAEL TV LIHELH Y 7,

e reason : SVC ##e 3k 1 L7- B
WR7HS 32 SVCa V&M ET,

15—)‘ W) t—:/ $Threat Defense-5-722038: Group group-name User user-name IP IP address

SVC terminating session: reason .
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122041

122042

122043

122001 ||

BBAFER S ER TSVCE vy v a UK T LE LT, ZOEEITIER TH 256 S HiLid,
Bt OMBENRBEL TWDLEEHH D 7,

sreason : SVC & v a U3k T L7-BH
WMETI A KTOHARTHILRVWLOTHL AT, SVC O 7 &fl~E7,

||

IS5—XAwy t—:/ $Threat Defense-4-722041: TunnelGroup tunnel group GroupPolicy

group policy User username IP peer address No IPv6 address available for SVC connection.

HBAYE—RSVCZ IAT v h~DEY Y TIEHTEXAIPV6 T RLARHY FHATL
77

*n: SVC ka1
HR7923Y LBEIZEUT, IPV6 7 KL A P =& fLRE 3Bk L £,

15—9‘ “Jt—:) %$Threat Defense-4-722042: Group group User user IP ip Invalid Cisco

SSL Tunneling Protocol version.

RBAMEZN 72 SVC 7 94 7 > hE721Z AnyConnect 7 A 7> R LI D L LTWVWET,
e group : = — W —OEERFAITRHCEA 32 7V —7 KU > — D4
e user @ B A RAT L TV D 2 —F— D4l
cip: BRI ERITL VWD =P —DIP 7 KL A

RT3 SVC 7 T A7 hETIE AnyConnect 7 7 4 7 > b3 Secure Firewall Threat
Defense 7 /3A A L BN H D Z & A MEEL 7,

15—)‘ “Jt—:) %$Threat Defense-5-722043: Group group User user IP ip DTLS disabled:
unable to negotiate cipher.
FRBADTLS (UDP F 7 AR — ) ZfENTEEH A, SSLIFEba 7 4 Falb—a )
EHEINTFREMENRH D £,

e group : = — W — ORI TRHIE 32 70— 7 R YU > — D4l

euser - AT L TV D 2 —Y— D4 HI

cip: #EARITL WD 2—F—DIP 7 KL A
WRT V3V SSLESLREZTIZRLEY, SSLEf b= 7 4 Falb—a iidnl
b1 o007 vy 7HEE (AES, DES, 721X 3DES) BNEENTWAHZ L &R L £,
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122046

122041
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IS5—XAw t—:/ $Threat Defense-5-722044: Group group User user IP ip Unable to request
ver address for SSL tunnel.
i8R Secure Firewall Threat Defense 7 /34 2 D AET ) RENFIK T, IP 7 LU AZERTEE
A,

e group : — W —DEFEREFITRICEM T 5 7 v —7 R Y o — D4R

e user : HEEABITL TV D —F — D4R

cip: HRAERITL NS 2—F—DIP 7 KL A

ever : IPv4 £721LIPv6 (BERENTWAHIP T RLAD A= g (2 H#3<)

52T U 2 3 U Secure Firewall Threat Defense 7 /3 A DA ZJH O T2, L2 ITHRAEY &
BINL £,

15—)‘ “Jt—:) %$Threat Defense-3-722045: Connection terminated: no SSL tunnel
initialization data.

SRBAEERI AN T D7D T — X RNRIE L TWE T, Z i, Secure Firewall Threat Defense
7 N7 2T OEETT,

HET7 V23 Cisco TAC I LT, BAR— FE2ZIF TSN,

15—)‘ “j‘t’—:) $Threat Defense-3-722046: Group group User user IP ip Session terminated:
unable to establish tunnel.
£ BA Secure Firewall Threat Defense 7 /3A A T/ NT A —H BZRETE LA, T,
Secure Firewall Threat Defense Y 7 b 7 = 7 OEE T4,

e group : — P —OPHEFATIFICEA T 5 7 v —7 R Y > — D4R

suser : A RITL TV D 2 — Y — D4

cip: B ERITL VWD =P —DIP 7 FL A
IR T U 3 > Cisco TAC (ZiEHKE L CTHAR— b EZ T T E &,

IS5—* ‘yt—*‘) %Threat Defense-4-722047: Group group User user IP ip Tunnel terminated:
SVC not enabled or invalid SVC image on the ASA.

R — =2 Web 7 7 U AEFEHL TR Z AL, SVC £721% AnyConnect 7 74 7 > b %
EEHL LS ELELE, SVCH—EART B— VU, F—T TR > T, £720F

SVCA A—U N L TWET, M RAEERITK TEINE LR, 7747 R A
Pl IR STV ET,
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722048

122049

722050

122008 [}

e group : — Y — ORI TIHCEA T 5 2 L —F B Y L — D4R

cuser : A RIT L WA —Y — D4R

cip: BEEARITL TV AZ—F—D P T FL 2
HRT7 U arscenablem~ >y REMEH LT, SVC& 70— YLl X2 =T /I LET, sve
image2~> REHHLTH LA A—T 2 —RTHZ LT, SVGCA A—TDNR—TV 3
DEEEPEZRRFEL £97,

Io—4 ‘yt—*‘) $Threat Defense-4-722048: Group group User user IP ip Tunnel terminated:
SVC not enabled for the user.
R — =2 Web 7 7 U EMFEHL TR Z AL, SVC £721% AnyConnect 7 74 7 > b %
BEILE)ELELE, ZOa2—PF =T LTSVCH—ERARA X—T IR > THER A,
MU T SNE LR, 7747 2 P L AERITHR SN TOET,

e group : — P —OPHEFATIFICEA T 5 7 v —7 R Y > — D4R

cuser @ HEEABIT L TV D 2 —F— D4R

vip: B ERITL NS 2—P—DIP T KL A
#2274 3> group-policy =~ > F& username =~ > R&FH LT, ZDOx—H—Zx L
TH—ERZAHMILET,

Io—X4 ‘y‘t'—*‘) %Threat Defense-4-722049: Group group User user IP ip Session terminated:
SVC not enabled or invalid image on the ASA.
B ——23 AnyConnect 7 7 A 7> b EEA LT/ A v LE L, SVCYH—EAN T B—
INITA =T I T2 2 TR, ET2IESVCA A — VR MMEHE L CThET, By e
RIS T SIVE LT,

e group : = — W —OEHEFITRICHE T T 5 7V —7 K > — D4R

e user @ B A BITL TV D 2 —HF— D4R

cip: HERAERITL NS 2—F—DIP 7 KL &
HRETV 3> sveenable =~ REFHALT, SVC &7 — VLA 3—7 M LET,
svcimage 2~ > REHEALTH LA A—T %2V a— RKT5Z LT, SVC A A—TDEEM
ENR—=Va v ERRELET,

Io—X4 ‘y‘t'—*‘) %Threat Defense-4-722050: Group group User user IP ip Session terminated:
SVC not enabled for the user.

B —4—7% AnyConnect 7 7 A4 7 hEfEL T /A4 v LE LI, ZO2—HF—ZxL
TSVCH—EARA RF—T NI 72o>TWERA, By ia BEmnikTrang L,
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e group : — P — ORI TIHCEA T 5 2 —F B Y L — D4R
cip: BEEARITL TV AZ—F—D P T FL 2

#2275 > 3> group-policy =~ K& username 2~ > R LT, ZOa2—H—Zx L

TYH—ERAZHEMLET,

Io—Aw t—:/ $Threat Defense-6-722051: Group group-policy User username 1P public-ip

IPv4 Address assigned-ip IPv6 Address assigned-ip assigned to session
BBAER ST FLAR, s hlca—Y—icBn Y TonE L,

e group-policy : L—H— {2 L TCT 7 RAZFHFAI LI/ N—T K v—

s username : L — W — D4Rl

e public-ip : BEE SN2 TA T bORT Y v I IPT RLA

cassigned-ip: 7 747> MZEID Y THNIZIPVE T KL AE T IPv6 7 K LA
RT3y RE,

Io5—4 ‘yt—‘“) $Threat Defense-6-722053: Group g User u IP ip Unknown client user-agent

connection.

SRBARE E T2 iE AR — h k&4 SSL VPN 7 Z 1 7 > b Secure Firewall Threat Defense 7 /3
A ANHHELE Lz, BRDZ T4 7 > ML, Cisco SVC &£/3—2 3 231 LY HETD
Cisco AnyConnect 7 74 7 "RidEENET,

og: 22— —Dr A URHCEH SN V=T R —

s U —HF—DLHI

\ip: /FAT L FDIPT FLA

cuser-agent : 7 7 A7V M BEE LT —Y—2—T = h GBE., N—TarEaEte)

W73 YR—FENTWDCiscoSSLVPN 7 A4 T7 v M7 v 77 L—RLET,

I%—)‘ vt’—’) $Threat Defense-4-722054: Group group policy User user name IP remote
IP SVC terminating connection: Failed to install Redirect URL: redirect URL Redirect

ACL: non_exist for assigned IP
FRBAY # A L7 N URL 8A v A h—/L &L, ACL BN ISE bXRESNN, VXA L7 b
ACL 73 Secure Firewall Threat Defense 7 /3 A (ZAF7E L 72\ 54512, AnyConnect VPN 25t C—
T—EAELE LT,

s group policy : =—H =2kt LT 7B AEFAI LI N—T R v —

cusername: VY E—h 77 B AOEREZEDO—F—4
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722055

122056

Awyt—

723001

7122055 ]

s remote IP : i ERORBEFEILTHHYE—NIPT RLRA
eredirect URL : HTTP v 7 7 4 v 7 U XA L2 2 a2 ® URL
cassigned IP : 2—H—|ZHIV Y THNDHIPT L&

#2279 3 3 > Secure Firewall Threat Defense /3 A IZU XA L7 b ACL ZRELF7,

Io—XAw t—:/ %$Threat Defense-6-722055: Group group-policy User username 1P public-ip

Client Type: user-agent
SBERM SN — Y —REfM s —— -V MR LI L LTWVET,
e group-policy : L—H— |2 L CT 7 AZFHFAI LTI/ N—T K v—
« username : = — ¥ — D4 i
s public-ip : i SN2 FA T hONRT Y w7 IPT KL A
e user-agent : B/ 74 7 M Lo THRESN 2 —F—2— T = FUFH, .,
AnyConnect 7 74 7 > FD/3— = & AnyConnect 7 7 A 7 2 hDARA MAXL—TF ¢
VITVAT AREENTOVET,
HRETFO a2 RE,

15—)‘ “Jt—:) %$Threat Defense-4-722055: Unsupported AnyConnect client connection

rejected from ip address. Client info: user-agent string. Reason: reason

FHBA Z @ syslog i% AnyConnect 7 74 7 MEGDNEG SN2 L AR LET, ZOHHIL,
7747 ME#RE & BHIT syslog ITRENET,

sipaddress: T\7 T4 T > R EDOBHENSFITSNZIP T F LA,

. user-agentstring : 7 74 72 RERNOZ—Y—2—T = h ~ v X —iBH . AnyConnect
II7AT v hDONR—=T gk AnyConnect 7 74 7 2 NDRANF RV —F 4 TR
TANEENLTWET,

« reason : fEAG O,

WET Y asyslog RSNz r 747 MEREBHBZEN L CRBELZMILLET,

123001 ~ 736001

ZOIETIE, 723001 ~ 736001 D A v —CICOWTHEHLET,

15_)‘ “Jt_:) %$Threat Defense-6-723001: Group group-name , User user-name , 1P

IP address : WebVPN Citrix ICA connection connection is up.
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SRR Citrix #5287 v 7 LTV E T,

« group-name : Citrix 7" /L— 7 D4 ]

« user-name : Citrix = —— D4 Al

« IP_address : Citrix =—H%#—® P 7 KL &
« connection : Citrix ##canl 1

WET7H a0 RE,

15—)‘ ‘yt—*“) %$Threat Defense-6-723002: Group group-name , User user-name , 1P

IP address : WebVPN Citrix ICA connection connection is down.
ERBA Citrix #5523 ¥ 7 LTV ET,

« group-name : Citrix 7 /L — 7 D4 Hi

« user-name : Citrix == —% — D4 Hif

« IP_address : Citrix =—H%#—® P 7 KL &
« connection : Citrix BHcanl 1

T U a2 Citix ICAHEHw N7 A4 7 > b, ¥—s3—_ F721% Secure Firewall Threat Defense
DEEIZL > TERICK T SNgE, AEIIAETT, 2SN OEAIE, Citrix ICA
Bty h T v 7SN TS WebVPN By v a VBT 7T 4 7 THDHZ 2R LET,
WebVPNE > v a VNIET VT 4 T ThHLHGE., TOAvE—YDOZ FITER T, WebVPN
Yo alNT I T 4T THIERIE. ICAZ 74T 2 k& Citrix Y—/X— D J7 23 E 7 (28
ETH5Z ¢, BIOZ T —MNERINTW NI LE2HERLET, EbEon—FE MmN
EFICEELZRWEES., HAIWVEZ T —RNERINTWAGERIL. Ebbh—HERidmbF%
HEITA, =TT —IZHLLET, FNTHEIDRA v E—U%2 5T 584613, Cisco TAC IZ
BRIWEDED I 2, ROIGF#E TR 7Z3 0,

O S N/ N =

EIER LUV MER

e Citrix r—X—Dza 7 4 Fal— 3

* Citrix ICA 7 74 7 S DfEH

. M Z BB 5 FlE

cPHET DT RTOA Yy E—VOERRT FA b

IS5—4 ‘yt—’) $Threat Defense-7-723003: No memory for WebVPN Citrix ICA connection

connection .

S5 BA Secure Firewall Threat Defense 7 /3 2 D AE U R RE L TWET, Citrix #EENELS IR
F L7,

« connection : Citrix 5%k B+
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723004

723005

723006

723007

123004 ]

#2427 49 L 3 2 Secure Firewall Threat Defense 7 /34 A RIEFIZEMEL CTWA Z L 2HER L E
T, AFVBIONy 7 7 O HEICHHICIER LE 9, Secure Firewall Threat Defense 7 /XA A
WCEWERDBDDS TWDHEETE, AT 2 AT %520, Secure Firewall Threat Defense 7
A RABT v 77 L— K9 5h, Secure Firewall Threat Defense 5 /34 A DA AW S LE 9,
RREDMER L7224 Cisco TAC IZBWEbE L 7ZEn,

I5—Aw t—:/ %$Threat Defense-7-723004: WebVPN Citrix encountered bad flow control
flow .

5B Secure Firewall Threat Defense 7 /N4 A TWEL 7 b —HlfHlD I A~ v FRRAELE L,
OB, KEOT—% 7u— (ARMLA TR NREICRAE) RKED ICA B RIK
Lo TWAAEEERH Y £97,

#2427 2 2 3 > Secure Firewall Threat Defense 7 7341 2 ~D ICA #2086 L £ 97, [FEED
R L7224, Cisco TAC IZBWAHbEL &0,

Io5—H% ‘yt—*“) %$Threat Defense-7-723005: No channel to set up WebVPN Citrix ICA

connection.

5 BA Secure Firewall Threat Defense 7 /XA A 2 Citrix HOF LWF ¥ 2L E2EE T EHATL
776

HET7H 23 Ciix ICA 7 74 7 > b & Citrix P—N"—DBH L TWDZ L AMERLET,
BEL TOARWEASE, BEILT, HETARNLET, AEVEBIUNNY 7 7 OFEHERICFRHC
HERE L7223 6, Secure Firewall Threat Defense 7 /N4 A DE fif - fifEi L £ 77, Secure Firewall
Threat Defense 7 /34 A ZEH WA B> TV DA 1L, Secure Firewall Threat Defense 7 /3
ARET T T L—RT50, AEYZBNT 50, Ao LET, MEIHR LW
A Cisco TAC IZBMWAEHELTEE W,

I5—AwHE— sThreat Defense-7-723006: WebVPN Citrix SOCKS errors.

i BA Secure Firewall Threat Defense 7 /N A TN Citrix SOCKS =7 —23 A L ¥ L7,
HRETHV AV CitrixICAZ 74TV "REFICEMEL TWA Z &R LET, bz, S
iy MERICEE LN B, Citrix ICA 7 7 A 7 > b & Secure Firewall Threat Defense 7 /31 A
OMDOFy NI =V BEGRAT — X AR LET, BE72xy NU—7RERDHLGEIX. £
AR UET, BENR L2WEE . Cisco TAC IZBMWEHbE L Z 30,

IS5—Aw t—:/ %$Threat Defense-7-723007: WebVPN Citrix ICA connection connection list

is broken.
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i BA Secure Firewall Threat Defense 573 A DN Citrix #5%5¢ U A S SHEE L TV E9,
« connection : Citrix #feas Al 1

HRT7Ia32 AFVBLONy 7 7 OFEHEIZRHIEE L2235, Secure Firewall Threat
Defense 7 /3 A A BIEFIZEIEL TWAH Z & ZffEi@ L E 7, Secure Firewall Threat Defense 7 /3
A RNZE WA B Dy> TV AEE1E. Secure Firewall Threat Defense 7 /31 A& T w77 L—
RI20, AFVZEBMT 20, AREEO LET, RENHER L72WEE. Cisco TAC (2K
MW E b a0,

IT5—A Yt — Threat Defense-7-723008: WebVPN Citrix ICA SOCKS Server server is

invalid.

SREATEAE L 72\ Citrix Socks —N—Z7 7 AL ko5 LE LT
e server : Citrix Y — 3—F% 5B+

#2527 - 2 3 > Secure Firewall Threat Defense 7 /34 A BNIEFIZEMEL TWDH 2 L 2B L &
T, AFVELEFIANY T 7D =T RR0NEINICERE LT ZE, 2 ORENREITH
ETH5EE. ATRVHEHE, *y bV —7 FFErY, BIXOZOAvE—VaZFE LI EX
OIRBEIZET D IEREBVIALE T, AEDOTDIZ, b OFHR% Cisco TAC IZEF L E
To ZOAYE—VEZELTVDHME WebVPN Y > a VBT v 7 LTINS Z & &R L
£, Ty T LTWRWIGEIE, WebVPN By v a URF T LTWDREZER L ET,
Secure Firewall Threat Defense 7 /N A A ZE WA 33702 TV 53556 1%, Secure Firewall Threat
Defense 7/3NA A% 7T v 77 L— KT 250, AEYZBIMNTHH, Afzdso LET, RHEN
Rk L7254 Cisco TAC IZBMWEhEL ZE 0,

15—9‘ “Jt_:) %$Threat Defense-7-723009: Group group-name , User user-name , IP

IP address : WebVPN Citrix received data on invalid connection connection .
REATFAE L 72\ Citrix 0BT 27 — 2 2%E L LT,

« group-name : Citrix 7' /L — 7" D4 Hii

« user-name : Citrix == —% — D44 i

« IP_address : Citrix =—H%—® P 7 KL &
« connection : Citrix F&#tak A+

HRT Y23 nOARE R Citix 77V r—3 3 OGN T LIZ [ fetERnH v, %0 o
TIT 4 TIRRRERT TN r—a VR R RWE LTe, TRTOREEART 7Y r—
va UEFEREEI LT, HF LW Citrix ICA b3 E4 R LE T, Secure Firewall Threat Defense
T ZZEWARN DD TWB A T1E, Secure Firewall Threat Defense 7 /31 A&7 v 77
L— 9250, AEVZBMT L0, AREZHS LET, BEDNERLRWEE. Cisco TAC
WIZBRWEDLELZE W,
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723010

723011

723012

123010 [

I5—AYtE— 3Threat Defense-7-723010: Group group-name , User user-name , 1P
IP address : WebVPN Citrix received closing channel channel for invalid connection

connection .

BUBIF(E L 72\ Citrix BEGEITBIT 2 T 225 L& L, SO, BTk N7 — 2R
RNy MARPEELTWDHO, KEDTF—2 7u— (XML RX TR Mel) RKRED
ICA B N RIK & 7 > T D AEMEDR H 0 F 57,

« group-name : Citrix 7 /L — 7 D4 il

« user-name : Citrix == —%— D4 {if

« IP_address : Citrix —%#—® P 7 KL &

« channel : Citrix F v 1 /Vik B+

» connection : Citrix #keas 1
#2427 2 < 3 > Secure Firewall Threat Defense 7 /34 A ~® ICA ##5t D % I8 532>, Secure
Firewall Threat Defense 7 /34 A FADOHEHE ATV ZATT B0, *v hU—7 ORMEZRR L E
7

15_)‘ “Jt—:) %$Threat Defense-7-723011: Group group-name , User user-name , 1P
IP address : WebVPN Citrix receives bad SOCKS socks message length msg-length. Expected
length is exp-msg-length .

£2BA Citrix SOCKS X v —U DEINER-> TWVWET,

« group-name : Citrix 7' /L— 7 D4 {i

o user-name : Citrix = —%— D4 #ff

« IP_address : Citrix =—H%—®D P 7 KL &
HRT7H a2 CitixICAZ 7A T 2 FBNIEFICEEL TS Z L 2R LET, &5l /8
iy MERICIEE LN S, ICA 7 7 A 7 b & Secure Firewall Threat Defense 7 /34 A D[H] D
Fy NI =V HRAT — 2 AR LET, RELxy NT— 7 WREEZMR L% L RENTE
1ET HE4A1E. Cisco TAC IZBRIWELEL &0,

Ia_)‘ ‘y’b-*‘) %$Threat Defense-7-723012: Group group-name , User user-name , IP
IP address : WebVPN Citrix received bad SOCKS socks message format.

BLBA Citrix SOCKS A v — Y OBRA# > TV ET,

« group-name : Citrix 7' /L — 7 D44 i
« user-name : Citrix = —— D4 i
« IP_address : Citrix =—#—® IP 7 N L %
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ﬁ£77&a>cmmmA7§47y%ﬁE% WEELTWD Z L 2B LET, 51T,

iy MERICEE LN S, ICA 7 7 A 7 b & Secure Firewall Threat Defense 7 73 A D] D
Ry P =T HRRAT —F A MR LET, BERR Y MU — 7 IRBAMR L% b D F
ET 5886 1%. Cisco TAC IZRBRWEDE L&,

IS5—Aw t—:/ %$Threat Defense-7-723013: WebVPN Citrix encountered invalid connection

connection during periodic timeout.

£iBA Secure Firewall Threat Defense O PN & Citrix & 1 ~— 23 IfREIV T, Citrix #5654 T4,
« connection : Citrix #keag

#RT7 Y 23 Y Citrix ICA 7 7 A 7 > b & Secure Firewall Threat Defense 7 /34 2 O, BIL W
Secure Firewall Threat Defense 7 /XA A & Citrix 4 —/X—DEOFR v MU — 7 ki 2 TeR L £
T, BERA Y MU= REE, FROBIEE Ny MEREMRLET, AEV Ty 77
@F"ﬂ WZHRFIZHERE L7223 5, Secure Firewall Threat Defense 7 /3 AR IEF IZEIET 5 Z & 27k
Fith Li@‘ Secure Firewall Threat Defense 7 /34 A IZEWVAM D00 > TWDH LA, Hix A E
U % AFF 57>, Secure Firewall Threat Defense 7 /XA A&7 v 77 L— K35, Afal D
LET, MR L22WEA . Cisco TAC BV A b 7Z2& W,

15—)‘ “Jt—:) %$Threat Defense-7-723014: Group group-name , User user-name , 1P

IP address : WebVPN Citrix TCP connection connection to server server on channel channel
initiated.

5588 Secure Firewall Threat Defense ¢ PN Citrix Secure Gateway 7% Citrix ¥ —/3—{Z 8t S 4T
b\i‘é—o

« group-name : Citrix 7' /L — 7" D4 Hii

« user-name : Citrix == —% — D4 Hif

« IP_address : Citrix =—H%—® P 7 KL A
« connection : 154

s server : Citrix H—/3—Fk 57

« channel : Citrix F v 1 /VikBl+ (16 #%)

RT3y RE,

15—)‘ “Jt—:) $Threat Defense-4-724001: Group group-name User user-name 1P IP address
WebVPN session not allowed. Unable to determine if Cisco Secure Desktop was running on

the client's workstation.

£5B8 Secure Firewall Threat Defense 7 /34 A "C CSD Host Integrity Check D5 2 WLBE L T\ 5
XTI —=NPRAELIZD, By v a UBRHFRESNEFEATLE,
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7124002 [

s group-name : 7 /b — 7 D4 i

e user-name : L— ¥ —D 4 i

«|P_address: IP 7 KL &
WRF7H92a0 74T b 77 AT T4 —LBEWURL 28] 0 T TWARNWNE D E Rl
BLES, 7I9A4T 2 B CSD 27T A A M=/ LT, Secure Firewall Threat Defense 5
PN RN L T,

I%—)‘ ‘yt—*“) %Threat Defense-4-724002: Group group-name User user-name 1P IP address
WebVPN session not terminated. Cisco Secure Desktop was not running on the client's

workstation.
RBA 7 74T b~ ETCCSD AEMEL TV EH A,
s group-name : 7 /L — 7" D4 Hij
« user-name : = —H#F—D 4 i
*|P_address: IP 7 F L %
HEFHL I Ty Fa— PRI T4 T b v o CSDEA VA b LCEFTES
e hMERLET,

I5—A*AYHt— sThreat Defense-6-725001: Starting SSL handshake with peer-type interface
:src-ip /src-port to dst-ip /dst-port for protocol session.
BREASSL N Ry A IRV E— R TRA R (I T7A4T 2 MERLITF == i) »
Ot S E LT,

. peer-type : B2 BALE LT T A R Uiz, Y= N"—F721F 7 T4 T b

sinterface: SSL v a UV BEHALTWHA VF—T = A R4

e source-ip : EEITLD IPvd 7 KL AE 2L IPv6 7 KL A

e sre-port @ EEILAR— M

e dst-ip : 5855 IP 7 R LA

* dst-port : fESEAR— R

e protocol : SSL N Ry = A ZIfEH &7z SSL O — =

WRT7H a3y RE,

15—% v t_:/ %$Threat Defense-6-725002: Device completed SSL handshake with peer-type

interface :src-ip /src-port to dst-ip /dst-port for protocol-version session
BBV E—RN TS ALDSSLAY Ry = ZPNIEFIZTET LE LT,
. peer-type : Bt A BHIG L7 T NA AT U, = _"—FF 7 7147 b
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sinterface: SSL v a U BMEHLTWH A F—T = A R4

e source-ip : E(ETTD IPv4 7 KL A £ 721X IPv6 7 K L &

e sre-port @ EEILAR— M

edst-ip: 486 IP 7 L&

« dst-port : sieAR— hE S

« protocol-version : i &4 T4 SSL 7'1 k=L N— = > 0 SSLv3, TLSvl, DTLSvI,
TLSv1.1 £721% TLSv1.2

RT3y RE,

IS5—A “Jt—:) %Threat Defense-6-725003: SSL peer-type interface :src-ip /src-port to

dst-ip /dst-port request to resume previous session.
REAY E—h TA ANLEIO SSLE vy a v EHBELELY ELTWET,

« peer-type : B A BIE LT T A AG U2, = R_—F 137 F4 7 b
sinterface: SSL vy v a UAMEALTWAAS U F—T = A R4

s source-ip : EETLD IPv4 7 KL A E 72X IPv6 7 KL &

e sre-port @ EETLAR— FES

edst-ip: 486 1P 7 L&

« dst-port : sieAR— hE S

RT3y RE,

I5—A*w+t— sThreat Defense-6-725004: Device requesting certificate from SSL peer-type
interface :src-ip /src-port to dst-ip /dst-port for authentication.
£ B8 Secure Firewall Threat Defense 7 /XA A MFBAEDT=DIZY T A4 7> MEHELZERLEL
72

. peer-type : Bt A BALE LT T A R U, Y—"—F7F 7 747 b

cinterface: SSL vy v a UAMEH L TWoH A v ¥ —T = A A4

e source-ip : IEETLD IPv4 7 KL A FE 2L IPv6 7 KL A

e sre-port @ EfEILAR— RS

e dst-ip : ZESEIP 7 R LR

« dst-port : s6E AN — FE S

HREFTH o ay RE,

Io5—H* ‘yt—*“) $Threat Defense-6-725005: SSL peer-type interface :src-ip /src-port to

dst-ip /dst-port requesting our device certificate for authentication.
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725007

725008

725006 ]

SHBAH— X — AR D 72 81T Secure Firewall Threat Defense 7 /3N A A OFFAEZ SR L E L=,

. peer-type : B BALE LT T A AT Uiz, = "—F 72T T4 T b
cinterface: SSL v a UBMEHLTWAH A ¥ —T7 = A 24

e source-ip : EETLD IPvd 7 KL A E 2L IPv6 7 KL A

e sre-port : EEITLAR— M

e dst-ip : ZE5E 1P 7 R LR

e dst-port : sicAR— hE S

RT3y RE,

15—)‘ W) t—:/ %$Threat Defense-6-725006: Device failed SSL handshake with peer-type
interface :src-ip /src-port to dst-ip /dst-port

BAYE— bk TRA ALEDSSL ANV Ry A 7B EL £ LTz,

. peer-type : R A BB LT-T A AU, = R_—F 7 F 7 T4 T b

sinterface: SSL v a UV BEHLTWHA VF—T = A R4

s source-ip : EETLDIPv4 7 KL A E 72X IPv6 7 KL &

e sre-port : EE LA — M

e dst-ip : FESEIP 7 R LR

« dst-port : 56— hE 5
HRT7 7 arsyslog A v =V 725014 ZHEE L ET, ZORA v VICRMOFERD RS
ncTnEd,

Io5—A ‘y’b-*‘) %Threat Defense-6-725007: SSL session with peer-type interface :src-ip
/src-port to dst-ip /dst-port terminated.

BBASSL vy a LT LE L,
. peer-type : HEfE A BIAE L= TN RIS U, —_—FmiZ s A4 T b
sinterface: SSL v a U BNFEHLTWAAL L X —T =4 A4
e source-ip : FFLD IPv4d 7 R AE 72T IPv6 7 R L&
e src-port : EFITLAR— FES
e dst-ip : SESE TP 7 R LA
« dst-port : sEERN— M &S

HREFTH O ay RE,

Io—H* ‘yt—*“) $Threat Defense-7-725008: SSL peer-type interface :src-ip /src-port to
dst-ip /dst-port proposes the following n cipher(s).
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SRBAY F— b SSL T 3A AL o TIRESN R EOBENERENE T,
- peer-type : LA PE LT2T NA AIE Uz, F—A—FE 7 T4 T U R
sinterface: SSL vy v a U 2MEH L TCWA AL VX —T =14 A4
« source-ip : EfETLD IPv4 7 KL A £ 7213 IPv6 7 KL &
e sre-port : EETLAR— M
e dst-ip : ZEE TP 7 F LA
s dst-port : sESCA— &R
en: PAR—FSNTWBHETEHADHK

HRFTH o ay RE,

725009

Io5—X% ‘yt—*‘) %$Threat Defense-7-725009 Device proposes the following n cipher(s)
peer-type interface :src-ip /src-port to dst-ip /dst-port .

BIEA SSL ¥ — S —lokt L TIRE S NI RORAE T SNET,

s peer-type : B A BAE LT2T A RS Ula, —1_"—F X7 747 b
cinterface: SSL v a UBMEHLTWAH A ¥ —T7 = A A4

e source-ip : E(FIED IPv4 7 KL AL 21X IPv6 7 KL A

e sre-port @ EF LA — FES

e dst-ip: 5ESE 1P 7 R L&

« dst-port : s8EAR— hEH

en: ¥AR—hINTNWDEE RO

HRETH O ay RE,

725010

ITo5—H* ‘y‘b—*‘) $Threat Defense-7-725010: Device supports the following n cipher(s).

£%BA SSL & v v 3 > D 7= 1T Secure Firewall Threat Defense 7 /34 A 34 R — K LTV AR5
DENFRINET,

en: BR— FENTWBRES R D%
RT3y RE,

725011

15—% ‘y‘b-*‘) $Threat Defense-7-725011 Cipher[order ]: cipher name

BMEAZ DA v E—VIIEITA v E— 725008, 725009, 35 & TNT725010 DEICFRE L, B E
& & FOEIRM 2R LTV ET,

s order : K55 U A2 N NOKEF B ONANL
- cipher_name : 5 U 2 k725 @ OpenSSL = D44 Hif
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125012 ||

HREFTH O ay RE,

725012

Io5—X% ‘yt—*‘) %$Threat Defense-7-725012: Device chooses cipher cipher for the SSL

session with peer-type interface :src-ip /src-port to dst-ip /dst-port.
BRI A3 TN, AN SSL & v v a VHIGEIR LR SR F R S E T,

s cipher : 55U X N 7)>5 D OpenSSL 5 D44 il

. peer-type : B A BALE LT T A R Uiz, Y—"—F7F7 T4 7 b

cinterface: SSL v v a UME L TWD A ¥ —T = A 24

e source-ip : E(FIED IPv4 7 KL AE 21X IPv6 7 K L A

e sre-port @ EfEILAR— RS

e dstip : 5ESEIP 7 R L%

« dst-port : 560 — hE S

HREFTH O ay RE,

725013

Io5—H* vt—*‘) $Threat Defense-7-725013 SSL peer-type interface :src-ip /src-port to
dst-ip /dst-port chooses cipher cipher

BBV — = SSLtE vy a UHITER L 52 R L TWET,
. peer-type : B A BAE LT2T A RS Uz, —_"—F X7 747k
sinterface: SSL v a VBEHA L TWEA VF—T =4 R4
e source-ip : E(FIED IPv4 7 KL AE2IXIPv6 7 K L A
e sre-port : EF TR — MR
e dst-ip : E5E 1P 7 R LA
« dst-port : s6EAR— hEFH
s cipher : B5 75 U A k225 @ OpenSSL 5 5 D4 il

HREFTH a0 RE,

7125014

15—)‘ ‘yt—*“) $Threat Defense-7-725014 SSL 1lib error. Function: function Reason:

SREASSL N> Ry z=A 7 KRMLEERFEZ R L TWET,

« function : KIS HRIE ST HERE4
* reason : KHBCIREEDFLA

T2 3> SSL B DRI A Cisco TAC ICHETAHEEIE. ZOA Vv E—VFRAMLE
.@«

o
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IS5—XAw t—:/ %$Threat Defense-3-725015 Error verifying client certificate. Public key
size in client certificate exceeds the maximum supported key size.

FREA AR — h v Ty (R&E7ZR) F— YA ANRKF T, SSL 7 74 7 > ik EORGE
DRBMLTIZZ EERLTWET,

HRET79232409 By NATOX— B A XDT T4 7 MEHEZHEHLET,

ITo5—H* ‘y’b-*‘) $Threat Defense-6-725016: Device selects trust-point trustpoint for
peer-type interface :src-ip /src-port to dst-ip /dst-port

FRBAY— N —4H5E (SND Tl FrEOHERHE SNIFENER, A 4 —T = A A LT
RESNEFEAZETIERWEERH Y 7, o, EOFEAERN T A MRA » PRERI N
MBRINTWERE A, ZD syslog (X, ##¢ (interface :src-ip /sre-port THEE) 12 &k > Tl H
ENDEFTA KA FERTHDOTT,

e trustpoint : FEE SNV HRUAEH STV DRIEF D BT A FARA N O4HI

« interface : Secure Firewall Threat Defense 7 /3A A LD A ¥ —T = A4 ADLHI

sSICip: ETDIPT KL A

s scport . BT DR — hES

e dst-ip : ESED P T RLA

e dst-port : 584 DR — =

RT3y RE,

15—)‘ v t—:/ %$Threat Defense-7-725017: No certificates received during the handshake
with %s %s :%B /%d to %$B /%d for %s session
RBAVE—L 7747 PRIEDRGENFELEEFE L TWEEA,
s remote device : N> Ry oA VHETLIZONT FA T "ovth—_"—0Z R LET
e ctm->interface : N> Ry oA IV NEEEINDA LV H—T = A A4
ectm>srcip: 7 747 FEBETDHSSLH——DIP T RL-A
sctm>src port : 7 747 b EiEET D SSL H——D R — K
sctm>dst_ip: 7 7A T FDOIPT LA
e ctm>dst_port : JEENBIET 57 T AT 2 FOKR— |
« s>method->version: b7 U7 va VZER LT R havoR—Y 3 > (SSLv3,
TLSvl, F721X DTLSvI)

RT3y RE,
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125021 [

725021

Io5—4% ‘yt—*‘) %$Threat Defense-7-725021: Device preferring cipher-suite cipher(s).

Connection info: interface :src-ip /src-port to dst-ip /dst-port

B ZOAvE—ITF, N R A 7 DRI — g VB S AR R A A — RS
—EFIRINTWET,

« cipher-suite : L S HKE A A — N 3CFF

cinterface: SSL v v a UBME L TWD A F—T = A 24

esrcip : IE{FIC IPv4 7 R LA E 721X IPv6 7 R LA

e sre-port : EETLAR— M

edst-ip : 5656 IPv4 7 RL A E721EIPv6 7 R L %

« dst-port : aSEAR— M &
UTFiE, " Ry 2&2x3vo— 5ol ng, BRSNS AL — FF
FlDo Y A R TY,

o P

» SUITE-B

* ChaCha20

c 7547 b

* SHA-256 /N>y v =

HREFTH a0 RE,

725022

Io5—H% ‘yt—*‘) %$Threat Defense-7-725022: Device skipping cipher : cipher - reason.

Connection info: interface :src-ip /src-port to dst-ip /dst-port

SRBH Z D syslogld, N Ry =A 7 DRIy —v g VIFICKSAAL — RO U A MIEER
LRFEDH FaAxy 7 LB 2R R LET,

« cipher-suite : B S HKE S A A — R 3CFF

ereason : K55 %4 A% v 7 5,

cinterface: SSL vy a UBMEHL TWLH A F—T = A 24
esrcip : IEEILIPvA 7 RL A E 72T IPV6 7 R LA

e sre-port : EETLAR— M

e dst-ip : 56%E IPv4 7 L AL /2IXIPv6 7 R LA
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B 725001

e dst-port : a5 — N

RO XM, FFEDH5E2 AF v 7T 5HBOEIZ N 2hvRLET,
o —IF EC ¥—IZ 7 A hARA > | <trust point> & O AHMENR 72\
e hagNRN—=U g Ko THAR—=FENTVRN
e PSK #— =D 33— LNy 7 REIE SR TR
X2 VT 4 TNy TR o TEFA SN TN
« Safari ® ECDHE-ECDSA 23T 5%

o Bf 55 A A — KA SHA256 i L Cuh7gun
SRR TH D

SN HEESTWD

cAvE—UHA VA INPERTINTND

CHIDOE v ¥ a YOG AL — FBRERS LTV

WET7H a0 R,

726001

I5—*AYt— sThreat Defense-6-726001: Inspected im protocol im service Session
between Client im client 1 and im client 2 Packet flow from src ifc :/sip /sport to

dest _ifc :/dip /dport Action: action Matched Class class map id class map_name
BB IM A &=k L ORENER S L, SEDEERMI-ShE L, REFHLDT 7
vavinEITIRE T,

«im_protocol : MSN IM % 721X Yahoo IM

cimservice: IM Y —tE X (Frv v b, @ik, 77 A VIEEE HF, 74, F—A A

&)
simclient 1, imdient 2: v a  CIMYP—EREZHEHLTND7 747 N ET
(client_login_name £7-1% 7] )

e src_ifc: EfETTA VX —T =4 A4

esip: EEILIPT L

e sport : IEfETLAR— b

e dest ifc: sEoEA X —T 2 A X4

edip: 5% IP 7 RLA

« dport : 36— bk

caction: EITSND7 7 ay BEHOVEY N, BEROFEIE, F7213%E)

sclass map_id: —E L7277 A~y 7 ID

s class map_name: —E L7227 7 A v v 74
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733100

733100 [
iy I N

Io5—X% ‘yt—*‘) $Threat Defense-4-733100: Object drop rate rate ID exceeded. Current
burst rate is rate val per second, max configured rate is rate val ; Current average
rate is rate val per second, max configured rate is rate val ; Cumulative total count

is total cnt
HBZOA vV THEMINEAT V=7 B, S —A PLEWVEL— MEX
B LEVEL— 2B E L, 2047V 27 MZiE, AA M, TCP/UDP AR— k., IP 7
0 haANVOBEET VT4 BT 47 WBOAREMICER T2 S ESERFEENLEZ L OINLE
. Secure Firewall Threat Defense 7 /N A A NI AL T CW D A[FEMEN H VY £,
«Object: Ky L— K Uy hO— K72 EE L E R IXRFEDEE T, RNEENDH
BBbYET
- Firewall
- Bad pkts
- Rate limit
- DoS attck
- ACL drop
- Conn limit
- ICMP attk
- Scanning
- SYN attck
- Inspect
- Interface
FFEDA v BZ—T 2 A AF TVl MemRT7edll, SESERBABMEHINDGZ 0D
DEd, 7z, Amo7a ha/L HTTP OFR— b 80 ZE%T 25 SOHTTP RNEREND Z
ENH ET)
crate ID : B L CTWAEEL— b, FEALOAT V=7 FTIE, RARDMETRA3ID
DERLDHL—  NERETEET,
e rate val : FED L— ME,
stotal_cnt: A7 V=7 FBMERLSTE, FRITZ VT INTHLDOREII T b,
WD 3 ODOHE, ZNEDOEFENEDLHIITERENDIDERLTWVET,

« CPU F 7213 ADHIRICEIR T B A Z—T = f ZAREFEDOEHH

%Threat Defense-4-733100: [Interface] drop rate 1 exceeded. Current burst rate is 1 per
second, max configured rate is 8000; Current average rate is 2030 per second, max
configured rate is 2000; Cumulative total count is 3930654.”

« WEDOFHEMEICER T 5 A ¥ v = VBEEOLA

Syslog # v z— < 722001 ~ 776254 .



B 0

Syslog # v £— < 722001 ~ 776254 |

%Threat Defense-4-733100: [Scanning] drop rate-1 exceeded. Current burst rate is 10 per
second max configured rate is 10; Current average rate is 245 per second max configured
rate is 5; Cumulative total count is 147409 (35 instances received)

s WEORREMEIZER T HIARB AT v FOGE

%Threat Defense-4-733100: [Bad pkts] drop rate 1 exceeded. Current burst rate is 0 per
second, max configured rate is 400; Current average rate is 760 per second, max configured
rate is 100; Cumulative total count is 1938933

BRE SN AF ¥ b— b L O threat-detection rate scanning-r ate 3600 aver age-rate 15
a<r Nk 256

%Threat Defense-4-733100: [144.60.88.2] drop rate-2 exceeded. Current burst rate is O
per second, max configured rate is 8; Current average rate is 5 per second, max configured
rate is 4; Cumulative total count is 38086

Ay E—VIORSNTWOIREF T V=7 b XA FIG LT, ROFIEEZFEITLET,
1 AvE—VYRNOFT V=2 FRROVTUHIDOEHE

* Firewall

* Bad pkts

* Rate limit
* DoS attck
* ACL drop
* Conn limit
* ICMP attck
* Scanning
* SYN attck
* Inspect

* Interface

WETFOay Fuy 7 b— FRETIRE CHAMRENE ) D EMR L ET,

1. threat-detection rate xxx 2~ > RZMEH LT, FrED Ny 7O L EVMEL— FZ #0722 fE
IEEELET. T 2T, 0 KOV ANTT,

* acl-drop

* bad-packet-drop
* conn-limit-drop
* dos-drop

* fw-drop

* icmp-drop

* inspect-drop

« interface-drop

* scanning-threat
* syn-attack

2. Avt—YNOAT V=7 FATCPUDP AN— b, IP7 FL A, £723HR R FOFEETH
D% EIE. FTRE CTEOREEL — M EFFATE 2N E I e LET,
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733101

733102

133101 [

3. threat-detection rate bad-packet-drop 2~ > RZfEH L CHRED Fr v 7O LEWMEL— h %
WY EICAEE L £,

\}

G Fr v 7 L— MEmOEE 2 RN X872 < 720 i5A 1L, no threat-detection basic-threat = <

VREHEHLTCT 4= MIT L ENTEET,

Io5—A*A ‘yt—*“) $Threat Defense-4-733101: Object objectIP (is targeted]|is attacking).
Current burst rate is rate val per second, max configured rate is rate val ; Current
average rate is rate val per second, max configured rate is rate val ; Cumulative total

count is total cnt.

£ BA Secure Firewall Threat Defense 7 /3 A NEFED R A b (F72EFLC 1024 / — R H 7T x>
FRDEEDEAR) BNFry hU—7 2 AF Y LTS (MBELTWD) b, £ AF Y
VENTWE (X—F vy hepoTnW3) Z RS E L,

- object : WREH FE X —F v b FFEOHRA MERIER T 1024 7 — R4 7% v hNOHE
DB A )

cobjectiP: AF v > L TCWAHBEEELIIAF Y ENTWVDHH—F v FDOIPT RKLA

erate val : FFED L— ME

etotal_cnt : AEFA Db

WD 2ODHNE., ZNSDEENED L IICERENDIDERLTNET,

%$Threat Defense-4-733101: Subnet 100.0.0.0 is targeted. Current burst rate is 200 per
second, max configured rate is 0; Current average rate is 0 per second, max configured
rate is 0; Cumulative total count is 2028.

%Threat Defense-4-733101: Host 175.0.0.1 is attacking. Current burst rate is 200 per
second, max configured rate is 0; Current average rate is 0 per second, max configured
rate is 0; Cumulative total count is 2024

WRET7YI S aUFEDKRANERIIY 73 v Moxk LT, show threat-detection statistics host
ip-addressip-mask =~ > REMFEH L, SEGDRNEZHERL THL, BEATry O LI
By — M2 72 i U Ed, WU E2ME L7255, threat-detection scanning-threat
shun-host @~ FAREL T, AR MKBEE (V7 Xy PHBEETITRY) 28857257290
DA aDUEZTITH Z &N TEE T, shun-hostexcept U A N T, FFEDKR A MFE/iTA
TVl NIN—TEEETEET, IOV TIE, CLIRESA RSB LTLZE0N,
A X ¥ OB LERNGA T, nothreat-detection scanning =2~ > R &2 H L T Z OF#E
T 4 =TI TEET,

Io5—H% ‘yt—’) $Threat Defense-4-733102:Threat-detection adds host %I to shun list

Syslog # v z— < 722001 ~ 776254 .



B 0

733103

733104

733105
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BRBEERIL T Y N E o TARA FEBRE AU E L7z, threat-detection scanning-threat shun
av Y RPBRESNTVWDHHA, WRLTWDEEA MIBBRHT Y k> TR &N E
o

¢ %l FFEDKRA N4
WDA®—VF, ZOavry RREODLHIICEEINDIPERLTWVET,

%Threat Defense-4-733102: Threat-detection add host 11.1.1.40 to shun list

HET V23 VPRSI R MRFEBEOKREE TH 50 5 A Fitd 212i%, threat-detection
statisticshostip-address =~ o R& ] L £ 9, HEBRS U728 X P SHEBER TRWESIX, clear
threat-detection shunip address =~ > K& L C, HEfrSizdh A 2 &@EHmET 20 h
HHIFRCTE £ 7, HERSNIZT R TORR M EEBMT 2 U BHIBRT 5121E, clear shun
avy REFHLET,

ARG LEWE L — FREIC K > THEBBE T PN MY H—Shizledll, ZoXxy
t— V% %5 L725& 14, threat-detection rate scanning-threat rate-interval x average-ratey
burst-ratez =~ FZEHL T, LEVWEL— MEFE L ET,

I5—4 “Jt—:) %$Threat Defense-4-733103: Threat-detection removes host %I from shun
list

HEBAFERET S VA K o TR A MY SN E L7z, clear-threat-detection shun =<2 K
AT A L. B ENTR A RS Y 2 MBI S ET,

« %l FFEDKRA N4
WDAvE—VE, ZOa~vr RREDIHIICEEINDINERLTVET,

$Threat Defense-4-733103: Threat-detection removes host 11.1.1.40 from shun list

HREFTHa Yy RE,

I5—*Yt—2 4Threat Defense-4-733104: TD SYSLOG_TCP_INTERCEPT AVERAGE RATE EXCEED

£iBA Secure Firewall Threat Defense /XA A XSYN 7 T v R T X v 7 %57 T\ 5, TCP
ITZEAN=ALZL > TRESNTVET RITZESNAHEDOFH L — MR LEVWED
BREMBEEBZT5E) » AvE—IC, HBEZIT TN —N"— LB LN REINET,

WRT7HI L aVHBERINT H72DD ACL Z1ERR L £ 7,

I5—*wt— sThreat Defense-4-733105: TD SYSLOG TCP_INTERCEPT BURST RATE EXCEED
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734001

734002

734003

734001 [

£iiBA Secure Firewall Threat Defense /XA A 3SYN 7 T v R T X v 7 %57 T\ 55, TCP A
TZBEANZALIE > THR#ES N TOVET (UTZESNDIHBEONR—A K L— R LI
EOREMEEZI-HE) . AvE—UIil, HBEZZ T WL —N"— LB RINE
—éqo

HWRTO L a o WBERNT572DD ACL Z1ER L 7,

15—)‘ ‘yt—*“) %$Threat Defense-6-734001: DAP: User user, Addr ipaddr , Connection
connection : The following DAP records were selected for this connection: DAP record

names
SRBABER ISR S 72 DAP L a— R RSN ET,
cuser @ Rk INTo—H—4
sipaddr : YV E—hF 7747 FDIPT KL A
e connection : 7 7 A T MERID X A T, IROWTIINTT,
- [Psec
- AnyConnect
- Clientless (Web 77 7 )
- Cut-Through-Proxy
- L2TP
» DAP record names : DAP L' 22— F£& DO > <X4ID U & k

WRT7HY a3y RE,

Io5—4 ‘y’b-*‘) $Threat Defense-5-734002: DAP: User user, Addr ipaddr : Connection

terrminated by the following DAP records: DAP record names
SR A KT L2 DAP L a— R RENET,

suser : FEEI Nz ——4
eipaddr : VE— K 7747 FDIPT FL A
e DAPrecordnames : DAP L 22— R4 D <KD U A |

RT3 RE,

15—)‘ “Jt—:) SFTD-7-734003: DAP: User name , Addr ipaddr : Session Attribute: attr

name/value

SBABERICEIEAT SN TWA, AAA L RiRA U bDE v g VR ERENE T,
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B 734000

e user : utunﬂiéhﬁ‘;’“_,j_ Zl
eipaddr : VE— K 7747 FDIPT KL A
. attrivalue : AAA 7713 RBRA v FOBEMS & B

HWREFTH O ay RE,

734004

15—)‘ ‘yt—*“) SFTD-3-734004: DAP: Processing error: internal error code
ERBA DAP ALH - T — 3 %A L E LTz,
- internal error code : = 7 — 375

HEET7 Y 2 a3 debugdaperrorsa~ o K& A x—7/LIZ L, DAPMERE & 5 —FETJAT
SHITARAY IIFERAZEE LT, U TRIBENME L2 WEE 1. Cisco TAC K@ﬁ’%b Ij\j
HrI—a—RKe, =I7—ZRESEREICETLERERELET,

735001

I5—AwHt— sFTD-1-735001 IPMI: Cooling Fan varl : OK
REAGEI 7 7 N IEE REMEICE I LS IVE LT,
evarl: TN, AF G~ —F T

RT3y RE,

735002

I5—Aw+t— eprD-1-735002 IPMI: Cooling Fan varl : Failure Detected
AW A Y 7 > TRRENBAEL THVET,

evarl : T, AF B~ —F T
WR7I3Y ROAT v T HETLET,
1 77 OBEEET DEEMRIRNNE O PEHRLET,
2. BHIT7 7o ERAZHLET,

3. MENRERLWES, AvE—U2F0FE L, Cisco TAC IZBEIWS HbEL S
VY,

735003

Io—H% ‘yt_:) SFTD-1-735003 IPMI: Power Supply varl : OK
SEAERE Y = — L IER RBEICEIT S E LT,
evarl : T, AFK G —F T

RT3y RE,
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735004

735005

735006

735007

735004 ]

I5—*wHt— srrD-1-735004 IPMI: Power Supply varl : Failure Detected

FREA AC EIR K DILTZD, FIITEREY 2 — L TRENSEEL TWET,
evarl . TN, AF v —F T

WE7Ha3Y ROAT v THFETLET,

1. ACEFRMEEOEMEMRLET,

2. EREEEZZHLTIIZEN,

3. FHENMRRLAWES, AvE—U%2 20 FF8: L. Cisco TAC IZBIWEbELEE
AN

I5— A J't’_:/ $FTD-1-735005 IPMI: Power Supply Unit Redundancy OK
SRBABEREEOTIRMESE IS E LT,
WET7 O ay R,

15—9‘ v t—:/ SFTD-1-735006 IPMI: Power Supply Unit Redundancy Lost

SRBAEREENREA L E Lz, BREEOINEMITEDIVE L7223, Secure Firewall Threat
Defense 7 /3A A [3E/PREDO YV —ATEFIHEL TWET, TN EDORBEENEA LI
A%, Secure Firewall Threat Defense 7 /34 2 Zv ¥ v "E T SN ET,

HWRT Va3 y meRURMEEZ I ZI2iE, ROFIEZIATLET,

1. ACEFHEEOCHEAFHERLET,

2. BIREELLML TS,

3. MENERLEWES, Avb—%F0FF508H: L, Cisco TAC IZBRIWAEHELEE
W,

Ia_)‘ ‘y’b-*‘) $FTD-1-735007 IPMI: CPU varl : Temp: var2 var3 , Critical
uREﬂ CPU ﬁ’ﬁuuﬂﬁmr ELE L7

evarl : TN, AFE—F 7
evar2 : IR JEAE
evar3 : IREMEOHAL (C, F)

WRF7H a0 Avb—U%FTDFEFEEL, Cisco TAC IZBHWEDHHE L TZE W,
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735008

735009

735010

735011

735012
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Ia—)( ‘yt—°) SFTD-1-735008 IPMI: Chassis Ambient varl : Temp: var2 var3 , Critical
SREAT v — O FRREE T — R L OVICE L E LT,

evarl : TNA AF G —F T

e var2 : i EfE

evard : IREEOHAL (C, F)

WRT7HIaY Avb—T%FDFEFH L, Cisco TAC IZBHWEDE L TZE W,

IS5—4 ‘y’b-*‘) SFTD-2-735009: IPMI: Environment Monitoring has failed initialization

and configuration. Environment Monitoring is not running.
BB ICREE =2 U 7B T 7 —NRAE LT, FHTTEERATL,

#4275 > 3 > show environment =~ > K& debugipmi =~ > ROHAHZIUEL £4, A v
T —UEZOFEFiHFE L, Cisco TAC IZBMWAbELZE0,

IS5—XAwy t—:/ SFTD-3-735010: IPMI: Environment Monitoring has failed to update one

or more of its records.

HBREE =X ) T, 1 DERITEEDO L a— RO T v T — AT 55—
MWEALE L,

W7 232 Z0OAvE—U0IRLFRENDS S 1L, show environment driver =<
& debugipmi 2w > FOMAZIE LET, A vb—U%20FEE8k L, Cisco TAC |2
BEWEDELTZEN,

IS5—Awt— $FrID-1-735011: Power Supply varl : Fan OK
ERBAEN 7 7 o NEMEIRREICR Y £ L7z,

svarl: 7 7 > OF=
HET7V a3y RE,

Io5—X% vt—*‘) %$Threat Defense-1-735012: Power Supply varl : Fan Failure Detected
BRI T 7 AR ENEAELE L,

evarl: 77 > OF =
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135013 [

W73 CiscoTACIZEKE LT, BED RN T IV a—TF 4 o T HIToTL &SN, T
DOEENRRT A FE THEOEBERLZ S 7ICLET,

735013

I5—*Awt— 9rTD-1-735013: Voltage Channel varl : Voltage OK
BBAELET v RN IERE REEL VIR D £ LT,

evarl : BETF ¥ RNV OFS
RT3y R,

135014

Io5—A% “Jt—:) SFTD-1-735014: Voltage Channel varl: Voltage Critical
BRBAELET v RADNER LA L E LT,
evarl : EET ¥ XL DOFS

?E'577°/3‘/CiscoTAC ICHE LT, BEO N T INY a—TFT 4 T 2T TLIEE N, 2
MEE NIRRT 5 FE CHEBOBFA AT 7IC LET,

735015

I%—)‘ ‘y‘b—*‘) SFTD-4-735015: CPU varl : Temp: varZ2 var3 , Warm
B CPU OIRENIER Z2BERIPH L 0 b < 2> TV ET,

evarl : CPU OE =
evar2 : iR JEAE
e var3 : H7

WR7Ia300arR—3 hOEREFIT L, ERZREEIZEELZ2ZVESICLET,

735016

I5—AwHE— 9rTD-4-735016: Chassis Ambient varl : Temp: var2 var3 , Warm
RBY Y ORENER Z2EMERH LD b Em oo TWVET,

evarl: >y —v B —0DF A

e var2 : i

evar3 : Hfr

WRF7HVavZIoari—xr NOBEREFITL., GRZZEBEICEELRWVWEICLET,
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[ ERE

135017

5 —XA ‘yt—*‘) %$Threat Defense-1-735017: Power Supply varl : Temp: var2 var3 , OK
ERBATEIRASE O L S IEH R EIREICR Y £ LT,

svarl : EREEOEE
evar2 : IR JEAE
e var3 : H{7

WET7H a0 R,

735018

15—)( “Jt—:) SFTD-4-735018: Power Supply varl : Temp: varZ2 var3 , Critical
ERBA RIS E S E R B RIR I L E LT,

evarl : EBFEEOE S
evar2 : JREfE
evar3 : Hfr
%“7793>cmdmc:L%Lf BEED N T TNy a—T 4 T EIToTLLIEEN, 2
[EENERTHE TCEEOEREAZ A 7ICLET,

735019

Io5—4% vt—’) SFTD-4-735019: Power Supply varl : Temp: varZ2 var3 , Warm
tBAREIIE E DR ENIER REERM L D b o TV ET,

svarl : EREEOE S
evar? : IRJE(E
e var3 : Hf7

WR7Ia300ar R —3 hOEREFITL, ARZZEREIZEELZ2ZVEIICLET,

735020

IS5—AwE— 9rID-1-735020: CPU varl: Temp: var? var3 OK
SRBA CPU OIRENIER RBEREICREY £ L7,

svarl : CPU OE =

s var2 : VR EAE

evar3 : Hf7

HREFTH o ay RE,
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735021

735022

735023

735024

135021 [

IS5—4 w4tz —<0 SFTD-1-735021: Chassis varl: Temp: var2 var3 OK
FRBAY v — U ORENIER REMEREICRY £ L,

evarl: Uy —¥ B —0DF A

evar2 : JREE

svar3 : Hfr

WET7H a0 R,

IS5— Ay t— 2FTD-1-735022: CPU# is running beyond the max thermal operating
temperature and the device will be shutting down immediately to prevent permanent damage
to the CPU.

£ BA Secure Firewall Threat Defense 7 /31 A |X, CPU B KEMEREA B2~ L2 LE
L=, MHERIZY Yy 8 X7 LET,

RT3y v — v BLOCPUIIBRDBBNR LW, T2 LICRET 2LERH Y
KR

Io5—*4 “Jt—:) $FTD-2-735023: ASA was previously shutdown due to the CPU complex running
beyond the maximum thermal operating temperature. The chassis needs to be inspected

immediately for ventilation issues.

£iBA Secure Firewall Threat Defense 7 /31 A [X. CPU Ny KZEEMEIRIE 2B 2 THE L T»
Tl E LTy vy ME U R LE Lz, showenvironment 2~ REEHT5H &
TDANRY IR AELZZEDRRENET,

WETO Y v —vaIELITGRAE L, BRUCHER 2N L 28T 2 0ERH Y F
RS

I%—)‘ ‘yt'—‘“) %$Threat Defense-1-735024: IO Hub varl : Temp: var2 var3 , OK
FREA 10 N7 DIREEN EF RBEEREICED £ L7,

sarl : IO T DFE S

e var2 : R

s var3 : Hifr

RT3 RE,
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IS5—4A w4tz — SFTD-1-735025: 10 Hub varl : Temp: var2 var3 , Critical
EREA 10 N7 DIREENfERZREIZE L E LT,

sarl : IO N7 DFE S

e var2 : R

s var3 : Hfr

WREF7HaV A v E—VE2FREINTVD EBYICEEEH L, Cisco TAC IZBMWAHLEL 72
él/\o

I5—Awt— sFTD-4-735026: IO Hub varl : Temp: var? var3 , Warm
FRBA 10 T ORENEF REMEHFA LY R 2o TWET,

carl : IO NT DESE

evar2 : IR EEfE

e var3 : Hf7
WRT7I3ZOaryR—3 bVOERERITL, 7 U7 4 H/WREIZELRNEIICLE
—g—o

I5—Aw t—:/ $FTD-1-735027: CPU cpu num Voltage Regulator is running beyond the max
thermal operating temperature and the device will be shutting down immediately. The

chassis and CPU need to be inspected immediately for ventilation issues.

£iiBA Secure Firewall Threat Defense 7 /31 A [X CPU OEE L ¥ = L — & DN e KEENEIRE 2 48
ZTBEHLTWDSZ 2R LE L, iRIZEEDBIZy Yy h¥ D LET,

ecpu_num: B X R EREAESEZ CPUEBELX 2 L—F 25kl 5% 5

WET7ILa0 Uy —UBXUCPUILBEROMENR RV, 72EbICHRAET XL ERH Y £
ER

15_)‘ Y t_:/ SFTD-2-735028: ASA was previously shutdown due to a CPU Voltage Regulator
running beyond the max thermal operating temperature. The chassis and CPU need to be

inspected immediately for ventilation issues.
£%8A Secure Firewall Threat Defense 7 /34 A |%, CPU BE L ¥ = L — X PN KL LEERE %

B TEHL W20 E LYYy ME TV EBELE L7z, showenvironment =2~ >
REAITTDE, ZOALR IBRRELEZZ ENRENET,
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735029

736001

Ayt—

737001

737002

135029 |||}

/T30 Uy —VBLOCPUITHRDMENR RN, T2 BIHRET 20BN H D F

IS—XAw t—:/ SFTD-1-735029: IO Hub is running beyond the max thermal operating
temperature and the device will be shutting down immediately to prevent permanent damage

to the circuit.

£iiBA Secure Firewall Threat Defense 5 /31 A [X. 10 N7 R KEMEREAZB 2 /-2 2B L
F L7, HERICZY Yy N X LET,

HRT7O a0 vy =2 L I0NT 2 ZHIfE L, BRUCRIER 2N 2 & 2R D 03
NV ET,

Ia_)‘ v t_:/ $FTD-2-736001: Unable to allocate enough memory at boot for jumbo-frame

reservation. Jumbo-frame support has been disabled.

Bl v AR T — A PR — R EREL WS XIZ, AFVORESRHEENE L, #*
DHWER, Vv R T7L—A P R— BT =TIV E LT,

T > 3 jumbo-framereservation =2~ > REHAL T, VxR 7L—A HFR— &
H ) —HEAR—T NI LTAHTLESN, FATar T 4 X2 b— g Y ZRIF L, SecureFirewall
Threat Defense 7 /31 2 % U 7 — b LET, MBEMNER L72WIGE . Cisco TAC IZBMWWE D
ELTEE N,

137001 ~ 776254

Z O T, 737001 ~ 776254 DA B — 2 OWTEHHA L £,

I5—Aw+t— 2FTD-7-737001: IPAA: Received message message-type
SBAIP 7 RLARE DB C T o R A v =V ELE LT,

emessagetype : IP 7 RLAEID Y TT e ATZELIEAvE—Y
WETV a3 RE,

15—)‘ Vi t—:/ SFTD-3-737002: IPAA: Session= session,Received unknown message num

variables

HEAIP 7 RLAE DS CTabRAIAvE—VhSELE L,
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e session : 16 E# D VPN &~ 3 ID
enuM:IP 7 RLREIN B TFatRTZELEA vE—0FE T
WRF7H a3 RE,

I%—)‘ “J‘t'—:) SFTD-5-737003: IPAA: Session= session, DHCP configured, no viable servers

found for tunnel-group tunnel-group
SRERfERE SN F o J—TF O DHCP Y —_"— a7 4 X o b—3 g U NEY T,
e session : 16 XD VPN & v 2 a  ID

ctunnel-group : IP 7 L RED ¥ CTar 7 4 Falb—ra AEHENTHD h gL
TN—

WR7V 3> b ZV—7 D DHCP BEZMFEL £3, DHCP #— =14 T4 >
THH I LzMBLET,

15—)( “Jt—:) %$Threat Defense-5-737004: IPAA: Session= session, DHCP configured,

request failed for tunnel-group 'tunnel-group'
BB SN b L F—T D DHCP Hh— "= a7 f X a b— a VAT,
» session : 16 #5tD VPN £ v > =2 1D

stunnel-group : IP 7 KL ZEID HTTars 7 s Fab—g EHISATHD hrrxb
Tn—7

W73y b/ Z—7 0 DHCP REEMIEL £3, DHCP — "—»NA 2T A1
ThHhHZ EaERLET,

15—)‘ “J‘t’_:) $FTD-6-737005: IPAA: Session= session, DHCP configured, request succeeded
for tunnel-group tunnel-group

5280 DHCP H— "—BR BRI LE L,
* session : 16 5D VPN &~ ¥ 3 > ID

etunnel-group : IP 7 KL AE[D YU CTar 7 4 Xal—ya NEHEATHD b gL
Tn—7

WRT7H a3y RE,
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137006

137007

737008

737009

737006 ]

Ia—)( W) t—:/ SFTD-6-737006: IPAA: Session= session, Local pool request succeeded for

tunnel-group tunnel-group
BRBAT — L T VBRI P L E LT,
« session : 16 5D VPN &~ v 3 > ID

stunnel-group : IP 7 RLAE D BT Tar 74 Falb—vaAEHEINTWDS hrxb
TN—"7

HREFTH O ay RE,

Io5—H% ‘yt—*‘) SFTD-5-737007: IPAA: Session= session, Local pool request failed for

tunnel-group tunnel-group

AR — L P VELRBRILE Lc, o Z—=ZED 4 THA TN D 7 — /L)
B LTV AR H D £,

s session : 16 #E D VPN v v 3 > ID

etunnel-group : IP 7 KL AED B CTar 7 4 Fal—r g VRSN TWD gL
TnN—=7

H#AET7 Y a3 showiplocal pool 2> REFEHA LT, IPr—H)L T —LORELRIEL F
—§—

o

Io5—H% ‘yt—*“) SFTD-5-737008: IPAA: Session= session, 'tunnel-group' not found

B 74X 2= a AOIPT RLVAZEELELY ELzE&EIZ, b Z—7
MNEONYDEFATLE, ZOXAvE®—1F, V7 b2 TEENRRTERINDIHERH
nE9,

e session : 16 H# D VPN &~ 3 ID

stunnel-group : IP 7 RL REID ¥ TCTar 74 Fab— g VIEHENR TS bz
Tn—>7

WRF7HIay b T—TREETER L £ 9 Cisco TAC ([ZfWEh T, BIEZ i
LTL7Z&EW,

15—)‘ “Jt—:) SFTD-6-737009: IPAA: Session= session, AAA assigned address ip-address

, request failed

Syslog # v z— < 722001 ~ 776254 .



B o0

737010

137011

137012

Syslog # v £— < 722001 ~ 776254 |

BT~ TIEAITAT LN YT MY T HREEDT FLADHMEERLE LT,
AAA Y= R—ZHT DREOT RV AOHAZRBKIKLE Uiz, 7 L ARMEAD O hE
Hnd Y ET,

e session : 16 E# D VPN &~ 3 - ID
sip-address: 7 7 A4 7> " RER L= IPv4 7 KL A E 721 IPv6 7 KL &
WET7HOIVAAA T —NR—DAT—RZ AL IPO—H L P —ILDAT —F A 5MRLFET,

15—)‘ “Jt—:) $FTD-6-737010: IPAA: Session= session, AAA assigned address ip-address

, request succeeded

HBAYVE—KNT VBRI IAT LN Y7 NI 2T REEOT RLADFEMAZTR L, 550
T RLAZEFIZSZITERY £ LT,

e session : 16 E# D VPN v 3 ID
cip-address: 7 74 7> FRER L= IPv4 7 R AE 71X IPv6 7 KL A
WRF7H a3 RE,

15—)‘ “Jt—:) SFTD-5-737011: IPAA: Session= session, AAA assigned ip-address , not
permitted, retrying

FRAVE—N 727 RBRAIIAT RN YT MU =T BREOT RVADOMEHEZERLE Lz,
vpn-addr-assignaaa 2~ > RBRREINTWERA, TORDY L LTHREINTWNET KL
AENO Y THIEMEH S VET,

» session : 16 #5td> VPN £ v > 2 1D
cip-address: 7 7 A 72 "NER L7 IPv4d 7 KL A E 721X IPv6 7 KL A

WRT7O2aV 7747 "RENLBEERDOT RUVAZBET S Z L 273 25813,
vpn-addr-assign aaa 2~ > R& A F—7 /I LET,

15—)‘ “Jt—:) SFTD-4-737012: IPAA: Session= session, Address assignment failed

HMBAYE—RNTIEBAIFAT U N VT NI 2T L AEEDOT RLUADOBERNEKLUE L
77

e session : 16 #E%5D VPN v 2 3 > ID
sipaddress: 7 7 A7 MRERLIZIP T KL A

W73 VIPe—R)L = EEHA L TOWAESIT. e—hV P—VORELHEELE
T, AAAZHH L TWAESIE. AA A —N"—Dar 7 4 Xal— g b A7 —X A5
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737013

137014

737015

737016

11013 [

SFLEJ, DHCP #fEH L CWAHEEILZ. DHCP YV —RXR—Dar 7 4 Fal— g AT —
HAZMEELET, 0/ L-ybk BFC GRAERITERZMEH) | REOEKZ R8O
Ay —VEESELET,

15—)‘ W) t—:/ SFTD-4-737013: IPAA: Session= session, Error freeing address ip-address

, not found

i BA Secure Firewall Threat Defense 7 /N4 A X7 RL AL L9 & LE LD, KDz
VIAFK AL =g UERIZEY, EOT RLARE DY CTHEAY A NMIHY FHATLE,

» session : 16 #5td> VPN £ v > =2 1D
« ip-address : R GD IPvd 7 KLU AL /21X IPv6 7 KL A

WRFHOIVT FLADOE Y Y CTREEZHIELET, ZOAvb—UNg|&HERAET I
A, Y7 b= TREENRRE 25 TWDA[EEMN®H D F9°, Cisco TAC IZRIWVE 1T,
RIREZ i LT &V,

15_)‘ “Jt_:) SFTD-6-737014: IPAA: Session= session, Freeing AAA address ip-address

5B Secure Firewall Threat Defense 7 /31 A 25, AAAZMBEHA L CEIV S CoNZIPT L A%
EFIRE L E Lz,

e session : 16 D VPN v > = > ID
« ip-address : fEBOGGD IPvd 7 KL AETZI1XIPv6 7 KL A
RT3y RE,

15_)‘ v t_:/ $Threat Defense-6-737015: IPAA: Session= session, Freeing DHCP address

ip-address
%A Secure Firewall Threat Defense 7734 A A3, DHCP Z i L CHIV 4 THNZIP T R X
ZIERICR L E LT,
* session : 16 #EX D VPN £ v 3 /1D
- ip-address : fFHCHR D IP 7 K LA
RT3 R,

15_)‘ “Jt_:) SFTD-6-737016: IPAA: Session= session, Freeing local pool pool-name

address ip-address
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FtBA Secure Firewall Threat Defense 7 /34 A 23, w1 —Z )L =L &M L TEHY {THHTZ IP
T RURAEEFICK L E Lz,

e session : 16 #4D VPN £ v 2 > ID
« ip-address : fEERIRD IPv4 7 KL AFE-1LIPv6 7 KL &
 pool-name : 7 KL ANIKILTWNDE T —)L

HWR7O a2y RE,

I5—Awt— sFID-6-737017: IPAA: Session= session, DHCP request attempt num succeeded
588 Secure Firewall Threat Defense 7 /3 A 3 DHCP H—/N—|ZF R A2 IEHIZ5E LE LT,

s session : 16 #5 D VPN v 3 » ID

o num : FRAT[EEL
RT3y RE,

I5— 4w+t — srTD-5-737018: IPAA: Session= session, DHCP request attempt num failed
£itBA Secure Firewall Threat Defense 773 A A 78 DHCP Y — "—|ZHER 2 X F TCE EHATL,

e session : 16 #4> VPN & v 2 5 > ID

e num : AT
H2R 7 Y 2 3> DHCP O E & DHCP H— " —~ O 2 Rk L £ 77,

15_)‘ “Jt_:) SFTD-4-737019: IPAA: Session= session, Unable to get address from
group-policy or tunnel-group local pools

£ BA Secure Firewall Threat Defense 7 /34 A 28, A —7 KR o —F/2id b xv 7 v—712
HESNTWDLIE—H) T—=An6T RUAZEBTEETAT L, m—0/L P — L33,
o L CWDHREMHEDN D D 77

e session : 16 H#3dD VPN v > 3 1D

HE7HO3 u—hL P —LDar 7 4 X2l —a b AT —HRAERIFLET, v —
BN T—=NDITN—F R —b N R TN —T DAL 7 Fal—a ERIELET,
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137023

137024

137025

137026

11023 [

Ia—)( ‘yt—*‘) SFTD-5-737023: IPAA: Session= session, Unable to allocate memory to

store local pool address ip-address

£5BA Secure Firewall Threat Defense 7 /34 A D AE U RNARE L TWET,
- session : 16 #%¥ D VPN £ v > = 1D
e ip-address : fUfF 72 IP 7 R L&

#4227 2 < 3 > Secure Firewall Threat Defense 7 /34 A DA NRE L 722> TWADIC LD %
KDAFYNRMEZR->TNDED, £REY 7 PV 2T ORERICE>TAEY V= 34T
TWAHEEMERH Y 7, Cisco TAC (ZIWEb T, BEEEZHRE LTI EEW,

15—)‘ ‘yt—*“) SFTD-5-737024: 1IPAA: Session= session, Client requested address

ip-address , already in use, retrying

SBA IA T RNERLZIP T FLATT IR SN TOWET, BsRIZ, FrILWIP T R
L2AERMR L CERITESNET,

+ session : 16 EEHD VPN v 3 ID
cip-address: 7 7 A 7> FNESRLIZIP 7 KL A
#WREFTYay RE,

Io5—H% ‘yt—*“) $FTD-5-737025: IPAA:Session= session, Duplicate local pool address

found, ip-address in quarantine

BB AT MIEENDZ IR TWEZIP T FLAZT IR ENTWET, IPT
R A=A bHEIBREN, BAOMEHINDZ 3D A,

» session : 16 D VPN & v 2 3 > ID
sip-address : fUfF 7P 7 R L&

WREF I Ay a—hL T—IVOREEZHRIELET, Y7 FU 2T OREBSICL > TEEN
FHELUTWAAREMZH Y £, Cisco TAC IZfWEbHE T, MEAHRE L T ZEV,

Io5—4% ‘yt—*“) $FTD-6-737026: IPAA:Session= session, Client assigned ip-address from

local pool pool-name
REBFER SN T L AR —h L T—AnbE D Y ToE L,
» session : 16 %5 D VPN &~ v 3 > ID
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cip-address: 7 74 7> MIEID S THNZIP 7 KL A
« pool-name : 7 KL ADE Y 4 Trd 7 —/v

WREF7Y a2 RE,

15—)‘ “Jt—:) $FTD-3-737027: IPAA:Session= session, No data for address request
BREBAY 7 MU =T EENRESNE LT,
» session : 16 #%£tdD VPN £ v > 3 1D

#ERET7 Y L3 Y Cisco TAC IZIWEbE T, MEZ#E LTI EIN,

Ia_)‘ ‘y’b-*‘) SFTD-4-737028: IPAA:Session= session, Unable to send ip-address to

standby: communication failure

£RBAY 7 7 « 7 Secure Firewall Threat Defense 5 /31 A 23, A& . 23A Secure Firewall Threat
Defense 7 /34 A LIBETEXFHATLE, 7 ==L —_"— X7 REH L T2 W ATHEMEDS
HYFET,

e session : 16 H#5dD VPN v >3 1D
cip-address: 7 74 7> MIEIDV S THNZIP 7 KL A
WEB7H3Y 72—V —NR—BWEAT—F AERILET,

ITo5—H* ‘yt'—*‘) SFTD-6-737029: IPAA:Session= session, Added ip-address to standby

SBA A # /XA Secure Firewall Threat Defense 7 /314 A NP 7 R L RE Y ¥ TEZIFANEL
7=

e session : 16 #5dD VPN v > 3 1D
cip-address: 7 74 7> MIEIV S THNZIP 7 KL A
RT3y RE,

I%—)‘ ‘yt'—‘“) SFTD-4-737030: IPAA:Session= session, Unable to send ip-address to

standby: address in use

SBAT 7 7 ¢ 7 Secure Firewall Threat Defense /XA A MR SN7=27 FLAZEREL XL D &
LELEN, £OT KL AT AH 731 Secure Firewall Threat Defense 7 /34 A T4 Cl2f#
INTWELE, 72— A== XTRREYP L TRV AREENRDH D F7,
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737031

737032

737033

1371031 [

e session : 16 E# D VPN &~ 3 - ID
sip-address: 7 74 72 MIHEIDETHNZIP T KL A
WRF7IaAY T2 VA= N—REAT —H AERAEL E7,

15—)‘ V) t—:/ $FTD-6-737031: 1IPAA:Session= session, Removed ip-address from standby

SiBA R % /31 Secure Firewall Threat Defense /34 2 23 IP 7 KLU AE D Y TEHEELFEL
77

e session : 16 #E%D VPN v 2 3 > 1ID
cip-address: 7 74 7 MZEID Y CTHN-IP 7 KL A
RT3 RE,

15—)‘ v t—:/ %FTD-4-737032: IPAA:Session= session, Unable to remove ip-address from
standby: address not found

SiBA R % 731 Secure Firewall Threat Defense /3 A THEHAINTWARWIP T KL A% T 7
7 4 7 Secure Firewall Threat Defense /3 A Mgt L L5 ¢ LELEZ, 72— A —3—
TR L TR WATEEMER H Y F37,

« session : 16 #E%D VPN £ v 3 > ID

sip-address: 7 74 7 v MZEID Y TCHNZIP T KL A

WRF7HaYy 72— VT —NR—REAT—H AEBIELE T,

I5—Ay4t— 2rrp-4-737033: IPAA:Session= session, Unable to assign addr allocator
provided IP address ip addr to client. This IP address has already been assigned by

previous addr allocator

EREA AAA/DHCP/— )V 7=l Ko CEID Y CTHNZT RLVANRT TIEA I N TWE
j—o

« session : 16 %t VPN & v v =2 > 1D
« addr_allocator : DHCP/AAA/ 2 — )V ' —)L
«ip_addr : DHCP/AAA/ L — )b F— I X > TEV Y THNIP T KL A

« previous_addr_allocator : " CIZIP 7 RV AZED Y TT KLRA Talr—4% (a—an
7=/ AAA. F7=1% DHCP)

RT3 AAADHCP/2—H )L F— )L DT RLUAREXHRIEL T, BENKELTD
HA[REMENDH Y FT,
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Ia—)( ‘yt—*‘) $Threat Defense-5-737034: 1IPAA: Session= session, <IP version>

address: <explanation>

BREAIP 7 FL A Y TTFrARNT RL AL TE £ A, <explanation> 7 F A MIZ
OEHPHTH SN ET,

s session : 16 #5® VPN v 3 1D

R VO3 VEITHAICHKSE 9,

15_)‘ Wi t—:/ $FTD-7-737035: IPAA: Session= session, '<message type>' message queued

HEBAA v —UIXIP T FLRED Y TR 2—A 7 ENET, T syslog 737001 (2%
LTWET, ZOAyE—VIFL—MHBRENTWERA,

* session : 16 H# D VPN & v 3 > ID

HERTY V3 VEITHED Y FHE A,

15—% ‘y‘b-*‘) SFTD-6-737035:IPAA: Session= session, Client assigned <address> from
DHCP

SEAIP T FLREDYCTFavw AT, VPNZ IA4 7 MIDHCP u b ya=rr7&nk-7r
RLUZADRNRENE L, ZOAvE—UFL— MBS TWEE A,

e session : 16 E# D VPN &~ 3 ID

WET DL a VLEILEDY EH A,

ITo5—H* vt’—’) SFTD7-737038: IPAA: Session=session, specified address ip-address was

in-use, trying to get another.

BB Zoon ZiE, 22—V —IZHEV Y TDHT FLADB AAA —— (NERE 72134MB) k-
THEINTWIEAICERSNET, 2720, 207 FLAZT I TWET,
KITHF 22— 7 ENTEBY, HESN/ZT FRUARDHCP £/21du— 0V 7 —/LiZ 7 4+ —
NNy T EINDHZ EIETHY A,

esession : ERLCWHEYy v a D VPNEy g ID
« ip-address : AAA IZ L > THREIALTWD IPv4 £721LIPv6 7 R LA
WRET7Ya VB
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137201

137202

137203

137200 [

I5—AwH— 2FTD-7-737200: VPNFIP: Pool-pool, Allocated ip-address from pool
BB Zou ik, T RLARa—AALT—ANLED Y TEND EERINET,

* pool : B— )T — L4

e ip-address : AAA IZ L > THEIALTWD IPv4 £721LIPv6 7 R LA
WRET7Ya N ERL

IS5—XAw t_:/ SFTD-7-737201: VPNFIP: Pool=pool, Returned ip-address to pool

(recycle=recycle)

HBA Zon L, T RLARg—I AT —NMTRENS EAERENET, VA IV T TS
X, ZO7 RVAZROERICHAMHTOLENSH DN E > ERLET, Fus, VA7
N7 T TMNFALSEIZ7e 0 7, 7& 2iE, 7 RLRADEENRSH D (£DOT RLAN AAA X
DHCP 72 EOMD FEIZ L > TTTIZVPNE Yy v a LZEHD B TonTnD) Ha7e T,
ZOYE, WOERTZEOT NLAZHAMTLZ L%, 773 ALLNEREA,

s pool : B— AT — L4
« ip-address : AAA IZ L > THRE STV D IPv4 £721LIPv6 7 R LA
WRET7YaVERL

I5—*AwH— sFTp-3-737202: VPNFIP: Pool=pool, ERROR: message

HBA Zonv ZiE, VPNFIPT — & _X— R |ZBHET 527 — A X M3 ENn s E ARSI E
7,

s pool : B— VT — L4
* message : A X\~ DFFEH
WET7 V2 ay =7 —PRESNRWGEIE, Cisco TAC IZHBRWEHEIZE W,

I5—4% ‘yt—*“) %FTD-4-737203: VPNFIP: Pool=pool, WARN: message
REA Zow 71X, VPNFIP T —# X—XZBET 54 N M EEET H7-DICER SN ET,
s pool : B— VT — L4

* message : { X\~ DFEAH

WET V2 ay BENR<HAIE, Cisco TAC IZBWEHhELTES W,
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137204

137205

137206

737400

Syslog # v £— < 722001 ~ 776254 |

Ia—)( ‘yt—*‘) SFTD-5-737204: VPNFIP: Pool=pool, NOTIFY: message
REBA Z 0w 71, VPNFIP T —# RX—RZBET 54 X2 M E@MT 572D ER S E T,
» pool : B— )T —)L4

* message : - X2k DFEH

WREFOaUNERL

Io5—X% ‘yt—‘“) SFTD-6-737205: VPNFIP: Pool=pool, INFO: message
%BA ZOw 7%, VPNFIP T —# _R— BT 5 A X i 572D ER S E T,

» pool : B— )T — L4

» message : - X2k DOFEH

RO aUNERL

I%—)‘ ‘y‘b—*‘) SFTD-7-737206: VPNFIP: Pool=pool, DEBUG: message

SBA Zdnr ZiE, VPNFIPT —Z X— R |ZBHHT B4 R " &2T Ny 75704k ENnE
bé‘o

» pool : B— )T — L4

» message : { X2 DFEH

RO aUNERL

I5—*w+t— srrD-7-737400: POOLIP: Pool=pool, Allocated ip-address from pool
BB ZoaZiE, T RUARR—IAT—ANnbEID Y ToND EEMRINLET,

e pool : B —H LT — L4

e ip-address : AAA I X > THRESIN TS IPv4 721X IPv6 7 K L&
RT3 nERL
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137401

137402

737403

137404

137401 [

IS—XAw t—:/ SFTD-7-737401: POOLIP: Pool=pool, Returned ip-address to pool

(recycle=recycle) .

BB Zov ik, T RLVARa— LT =R END EAEKRENET, VAoV T TS
X, 207 RLAEROERICHAHAT DILERNH DN E I NERLET, Fhiz, VA7
VT T TN FALSE L7 0 &9, 7o& 21X, 7 RVADEERSHD (DT RLAN AAA R
DHCP 72 EOMOD FEIC L > TTTIZVPNE v v a 2B ¥ TonTnD) HERETT,
ZOY%E. WOERTZEOT NLAEZFAMTLZ L%, 77T ALALNEREA,

s pool : B— VT — L4
e ip-address : AAA IZ X > THESNTWD IPv4 721X IPv6 7 R L&
WREF7YaVERL

15—)‘ v t—:/ SFTD-4-737402: POOLIP: Pool=pool, Failed to return ip-address to pool

(recycle=recycle) . Reason: message

BB Zon s, T RLVAET FLAT—LICIRT Z LR TERWEAICAER SN E T,
s pool : B— AT — L4
«ip-address : AAA IZ &> THRESN TN D IPv4 £721XIPv6 7 F LA
e message : KREUOFEM (72 & 21X, 7 RLAR T — L o#ENTH D)

WREF7Ia R L

Ia_)‘ ‘y’b-*‘) SFTD-3-737403: POOLIP: Pool=pool, ERROR: message

HEBA ZonZiE, IPe—HhH LT =T — A= HET T R RIS &
ERRENET,

e pool : = —H LT — L4

* message : 1 Nk DFEHH

WRT7I a3y =7 —D0EE I N2WEEETX, Cisco TAC IZBRIWADLELZ S0,

Is_)‘ ‘y‘b—*‘) SFTD-4-737404: POOLIP: Pool=pool, WARN: message

B oo /iR, IPu—h LT =T —H =R ET S A R N BRSSO
ENET,
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[ IREL

s pool : = — AT — L4
e message : 1 X2~ DFEHM

HRETH S BEERE AL, Cisco TAC IZBRIVWADHLEL &N,

137405

ITS5—*w+t— erPTD-5-737405: POOLIP: Pool=pool, NOTIFY: message

SR Zon L, IPe—H LT =T — AR CHET S A X BB D DI AR
SNFET,

e pool : B— AT — L4

e message : A X2k DFFEAH

WET7Oa v ERL

137406

ITS5—+wt— sFTD-6-737406: POOLIP: Pool=pool, INFO: message

SEA Zou i, IPu—AN T T —Z_X— 2 (TS D A X N B RENT B T DI
SNFET,

s pool : B— AT — L4

* message : A 2~ DOFFA

WET7Oa v ERL

137407

I5—AwH— sFTD-7-737407: POOLIP: Pool=pool, DEBUG: message

HEA Zou i, IPu—ILN T — LT —Z_X—=AEET DA R BTNy T B2
Rk EnEJ,

e pool : B— AT — L4
e message : 1 X2~ DFEAM

WET7Oa v ERL

741000

15—)‘ “Jt—:) SFTD-6-741000: Coredump filesystem image created on variable 1 -size
variable 2 MB
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741001

741002

741003

1001 [

BT X T AN VAT ANEFRIMERSNE L, 77 AN TAT AL, aT X
TTCHEHTEDLT A AT AR—ZADELZHIRT 5L Tary XU TE2ERT L7200 HLOT
7,
evariablel : =7 XU 7 DRNBHEINDE 7 7 A4V A7 A (disk0:. diskl:. flash: 72 &)
evariable2 : {EER &SN 7 o7 77 A VAT LDOH A X (MB A7)

WBFHay a7 BT 7740 AT LDOEBBICEEEZLTIREL T E,

15—)‘ “Jt—:) SFTD-6-741001: Coredump filesystem image on variable 1 - resized from
variable 2 MB to variable 3 MB
BT X T T AN VAT O A ANEFICELINE L,

evariablel: =27 ¥ U I MEEIND 7 7 A )V VAT A

variable2 : LURID 27 X7 77 A )V Y AT LDH A X (MB HAL)

evariable3 : H- I A ANERINTZBEDOaT X T 77 ANV AT LOY A X (MB

HAZ)
WRT7HV a0 a7 X T T AN VAT LDV A AOEFRIRELLTRFLTLIIES
W AT XT T AN VAT AOYA REERETLH L BEOaT X7 Ty AN VA
TLAONEDHIBRENET, TOd, a7 X7 77 AN VAT LDV A ReBEHT DR
W2, TRTOFERET — AT LTLTEE,

15—)‘ v t—:/ $FTD-6-741002: Coredump log and filesystem contents cleared on variable
1

HEAaT X T AN VAT ANSTRTCOaT ZUoTNEIBREN, a7 X a N
HWEINFELE, 27 ¥ T4 VAT AEaY o7 a T EIHEICEB S E
7,

evariablel : a7 XU 7RHEIN TS 7 7 AL A5 A (disk0:. diskl:, flash: 72 &)

WR7 Va3 A, cdearcoredump 2~ REfHT DL, a T7X T Ty AV VAT A
ZHE L TBEMORREIZY £y hTE X,

Io—XAw t—:/ SFTD-6-741003: Coredump filesystem and its contents removed on variable
1

SR XU T T AN VAT LAEFONENHIR S, a7 XU TBRENRT 4 B—T LIz
0 FE L,

evariablel: 27 X 7B IN TS 7 7 AL > AF A (disk0:. diskl:. flash: 72 &)
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B 7400

WRFH I ay a7y X THERT 4 —T N hol- b, a7 4 FXa2l—Tari2NT
RFELET,

741004

Io5—H% ‘yt—*“) %$Threat Defense-6-741004: Coredump configuration reset to default

values

HBaT7 X T 0ar7 4 Xal—valrynT 740 MECV By hahvE L, oD, =
T EUTNT =T R LT,

WRT I3y a7 XU TR R T, REELTRIELET,

741005

I?—)‘ v t_:/ %FTD-4-741005: Coredump operation variable 1 failed with error variable

2 variable 3
AT XU TEEOBEOFEITRIC T =R AELE LT,

evariablel : Z OEOHEIMEITRD B T,
-CREATE FSYS : a7 X2 7 77 A )b VAT ADOIERHPIC= T =08 AELE Lz,
-CLEAR LOG : a7 #A 7 n 7 OHEERIZ=T =0 ELE L,
-DELETE FSYS: a7 X > 7 77 A )0 AT LAOHIBRHIC= T —BNRELE LT,
-CLEAR FSYS: a7 X2 7 77 A4V VAT AONEDOHIBRFIZZ= T —RNRAELF Lz,
-MOUNT FSYS : a7 X7 77 A )V VAT LD MIZZ T —NRELE LT,

« variable 2 : variable 1 |28 7E SN /== 7 — DRI BT 2B I01EH 2 42 4t3 2 10 %,

e variable 3 : variable 2 [ZBHHEAT 1T BV TW B EH D 7= D ASCIL SXF%41, ASCII 3L
X, ROMB™MEREINET,

- coredump files already exist

- unable to create coredump filesystem

- unable to create loopback device

- filesystem type not supported

- unable to delete the coredump filesystem
- unable to delete loopback device

- unable to unmount coredump filesystem
- unable to mount coredump filesystem

- unable to mount loopback device

- unable to clear coredump filesystem

- coredump filesystem not found

- requested coredump filesystem too big
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741006

742001

742002

141006 [Jj

- coredump operation aborted by administrator
- coredump command execution failed
- coredump IFS error encountered

- coredump, unidentified error encountered

WR7OAVHETAT X UTHENT 4 B—T 272> TND 2 E MR L, FEITy
Hrd 572012 Cisco TAC IZ A v —Y 2 %E L £,

Io—Aw t—:/ $FTD-4-741006: Unable to write Coredump Helper configuration, reason

variable 1

BT X T A=A T 4 X2l — gy Ty ANASDEZIABZPIIE T —3RAE
LE L, 20T =L, disk0: N2 ENNZR > TV LSBT RAELET, 207 1F =
L—3ay 77 AL disk0: 1IZ&H Y £9 (.coredumpinfo/coredump.cfg)

e variablel : Z OZEZIX. core dump helper X E 7 7 A N ~OFEZ AL NI L 72 B %
IRTEARN 2T 7 A AT LBEHEOLTFH NG ENTOET,

WRFHIay ar XU TEREET =T IC L, RERT AT L% disk0: BB LT
NH, REISUTCaTry Fo7a2h 9 —EAL 2= LET,

15—)( v t—:/ SFTD-3-742001: failed to read master key for password encryption from
persistent store

SRBAEENZ ICAEREA T DD TS T A < U RAT— R SX—%Z2aAlAs 2 & LELEN
KIMLEL, ar74Falb—raryOfDRESEE /YA T — Rid, key config-key
passwordencryption 2~ > REZHEH L TF T4~ U F—ZE LVMEICEHRE L7RWRD | HES
NEEA,

WREF7 I avar7 4 Xalb—yarohl, MHTLUERD IS SN AT —]
N HEEIEL. key config-key password encryption =< > RZEHA LT, 774~V F—%
AT — REBEST 272 DI LI LARTOEICERE LET, BE I/ SAT — KRN
e, FERBALINTE SR = REETEZ H581L, il I/~ F—Z2RELE
T, NATU— RS EFH L TORWEA, LB IEFAETT,

15—)‘ “Jt—:) %$Threat Defense-3-742002: failed to set master key for password

encryption

£ BA key config-key password encryption =~ ROFHIAREK L £ LTz, ZDOxT—|%,
ROBATHETDLZENHY £,

B X 2T ThRWVER (72L& 21X, Telnet HHEfEH) 2 HEE ST,
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742003

742004

742005

Syslog # v £— < 722001 ~ 776254 |

o T x— )L F—N—B A X —TINTHDHN, BEfbEN=U 7 ZHL TV,
D —F —RFERFICF—EZHREL TV D,
X —HAEWLLOLELAELEEICT, HWF—DELL 7220,
e F—NEXF T THAIIIINETES,
Hizb =T —OEEANBLZONET, 20X RGEA, EBEO T —Na~vr Fxt L THER
SnET,

WEF7 a3y o~ ROBEITREN T OREAEE L ET,

15—)‘ ‘y’b-*‘) $Threat Defense-3-742003: failed to save master key for password

encryption, reason reason text

B AEREAETVICTIA~ X —2RGFELED E LE LN LE L, EEOKINIX
reason_text /X7 A —X THREINET, FKE LTI, AT U REIRES, RERMEA R L—
VICREENHD ZENEZLBNET,

HWRT O L ay BENMEREL2WEGEEIE, F—2RGET LD LR HEIEA N T %
writeerase 2~ > FEEALTCH 74—~y bLET, ZOFEEZFETTIENT,. 77U AT
PRI A a7 4 Xalb—2arzNy 7 vy LTI, Z0O% writeerase 1~ >
NEBHATILET,

15—)‘ v t—:/ $FTD-3-742004: failed to sync master key for password encryption, reason

reason text

REACETICTIA ) X—Z2RMLEY E LE LKL E Lz, EBEOKINI reason_text
NI A—=HTHRESNET,

LT 232 reason text /N7 A —H |\ZFRE SNIZBEOEEZRAE T,

Ia—)‘ Vi ‘t’—:) $FTD-3-742005: cipher text enc _pass is not compatible with the configured
master key or the cipher text has been tampered with

BANAT—FEEGLLE S L LELERRMLE L, RATV—RRBEDT T A<
F—LBRRDTTA~ ) F—2MH L THHALEN TN DD, B LS/ S2 Y — R
DRI AR SN/ HEMSH Y 5,
WRTIAVELWT I F=EHSLTORWES, BBZMRLES, Bisls
NIRRT — RBEFEINGE, HILOART— REFHA L CTHEO2 7 X2l —va
YEHEALET,

. Syslog # v z— < 722001 ~ 776254



| Syslog # v+— 722001 ~ 776254

742006

742007

742008

742009

742010

742006 [Jj

IS—XAw t—:/ SFTD-3-742006: password decryption failed due to unavailable memory

SREA A E Y NWTZOIT, NRAT— ROEEAKICRIRLE Lz, 22T — R L7-#
RRITEREBVICEEL EH A,

W7 a3y AU ORMEAEFELET,

13—)‘ v t_:) %Threat Defense-3-742007: password encryption failed due to unavailable

memory

HEAAE Y NN OIL, RAT— RO FALIZKRIRLELZ, 274 Falb—r a0
DNAT— R, 707 TF%FRAMEROEFITRAEMERHD £,

HWETHL 30 AT ) OREREE L, S2T— NOBEIC A LIZa 7 4 Fal— 3
%R L ET,

IS—XAw t—:/ $FTD-3-742008: password enc pass decryption failed due to decoding

error

BT 2 — R o7 —BFRT/RAY — FORSRICRI L £ LT, Zhid, Basfbsnie ix
U — R SARICEE SN Z ENFRTH 5 RS D £,

WE TV 77 TFAMANRT— R L CRIBEOREZ HEMH LET,

15—)‘ “Jt—:) SFTD-3-742009: password encryption failed due to decoding error

BMANAT— PO S IET a—F =7 —=2AFRKRTRRLELL, WY 7 o7 =7 —
WREELTWDAEERH Y £,

WR7I2a2 7 V7 THF AN RRAU—RFEEA L CRHBEORELHEA L ET, MEIME
T LR WSS, Cisco TAC IZBRIWEbEL S0,

Io5—A% ‘yt—*“) $FTD-3-742010: encrypted password enc pass is not well formed

Ao~ FTHRESNZE AL/ SAT — FORANIELS H YD £ A, AT —RE, A%
IRRE AL R AT — R TR0V, B ERICER SN AREN D Y £

« reason_text : [ DO EEEO K & 335
e enc_pass : FEICEIH T DB SNIo /"N A T — |

RT3 707 TF AN NRAT— R L CRIBEOREZFET L ET,
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743000

743001

743002

743004

Syslog # v £— < 722001 ~ 776254 |

Ia—)( ‘yt—*‘) $FTD-1-743000: The PCI device with vendor ID: vendor id device ID:
device id located at bus:device.function bus num:dev _num, func num has a link
link attr name of actual link attr val when it should have a link link attr name of

expected link attr val .
BV AT LOPCIT A APEYNCHE SN TV EE A Y AT LDVl L~V TEIEL 72
RDATEENR DY £,

#2274 > 3 > show controller pci detail =~ > RO/ ZUUEE L, Cisco TAC IZBRIWA
CTEENY,

15—)‘ v t—:/ SFTD-1-743001: Backplane health monitoring detected link failure

£5BA Secure Firewall Threat Defense %—E A £V 2 — /L& A vTF Uy —TBOY 7D 1o
THA— Ry = TREENEA LR SN /REERS Y £7,

TS 3> Cisco TAC ITBMWEbEL 7ZE 0,

Io—Aw t— sFTD-1-743002: Backplane health monitoring detected link OK

£iBA Secure Firewall Threat Defense ' —E 2 £V a2 — /Lt AL v F v — DY 7 NET
INFELE, 2L, BEBIVZEOHDOEIRL, N—FU = T7EELZ R L TWADERESENH
= B

#2745 32 Cisco TAC IZBWEHEL ZE WV,

Io5—A ‘y’b-*‘) $Threat Defense-1-743004: System is not fully operational - PCI device
with vendor ID vendor id (vendor name ), device ID device id (device name ) not found
BT AT LARTERITHERET D72 OICMEER PCLT A ANV AT MRS FHATL
72

e vendor_id : TNA A XU X —EERIT 5 16 HEE

e vendor_name : XX —H E R 5T ¥ A N LFES

e device id : XU H— TN ZEFHIT D 16 HEE

« device name : 734 AL EHBIT DT ¥ A T
#4274 < 3 > show controller pci detail =~ > FOH A ZIUE L, Cisco TAC IZBRWE DY
<IEEWY,
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743010

743011

746014

746015

746016

7143010 [

Ia—)( ‘yt—*‘) %$Threat Defense-3-743010: EOBC RPC server failed to start for client

module client name .

Y — 3= ED EOBCRPC ¥ —EADKFED 7 T AT > M LY —E 2 &Rl TE £
ATLTZ,

BT 32 Cisco TAC IZEEETBM WAL F a0,

Iﬁ—)‘ v ‘t’—:/ %Threat Defense-3-743011: EOBC RPC call failed, return code code string.
#BH EOBCRPC 7 7 A 7 > h S HHIDH—/3—~D RPC Z/ECE EHATLT,
T > 3 > Cisco TAC ICERE TBIWADELL &N,

I%—)‘ W) ‘t’—:/ $Threat Defense-5-746014: user-identity: [FQDN] fqgdn address IP Address

obsolete.
BRBA SEREMI R AL AR R TVET,
RT3 RE,

Io5—4 “J‘t’—:) $Threat Defense-5-746015: user-identity: FQDN] fgdn resolved IP address

SRBA SERMERT KA A DIy 7T v IR LE LT,
RT3y RE,

IS5—4 ‘y’b-*‘) $Threat Defense-3-746016: user-identity: DNS lookup failed, reason:

reason

SBADNS DLy 7 7w TNRI L E Lic, JKIMOHEBIZ, ROWTNNTT, 44 LT 7 b,
fERARE, A F YRR,

RT3 FQDN WAL THY . DNS H— "—N ASA B EFER[FETH D = & AR L
£9, RIENRE U722 WSS, Cisco TAC IZBRIVEHEL ZE W,
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747001

747002

747003

747004

747005

747006

Syslog # v £— < 722001 ~ 776254 |

I5—Awt— sThreat Defense-3-747001: Clustering: Recovered from state machine event
queue depleted. Event (event-id , ptr-in-hex , ptr-in-hex ) dropped. Current state
state-name , stack ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex ,

ptr-in-hex
BREAZ 7 AZ FSM A XUk Fa—R0olENTT, LA XU EB ReyrSivE L,
HREF7TIav L,

15—)‘ “Jt—:) %$Threat Defense-5-747002: Clustering: Recovered from state machine
dropped event (event-id , ptr-in-hex , ptr-in-hex ). Intended state: state-name . Current

state: state-name .
R T A2 FSM IPBUEDIRRE L —E L7 A N M a2 E L E L.
RT3V L,

Io5—X% ‘yt—*‘) $Threat Defense-5-747003: Clustering: Recovered from state machine

failure to process event (event-id , ptr-in-hex , ptr-in-hex ) at state state-name .
BB 7 A% FSM BMEE SN T X TOIBIHT 514 X FOWMPRIZRB L £ LT,
HE7I 3D L,

15—)‘ v t—:/ $Threat Defense-6-747004: Clustering: state machine changed from state
state-name to state-name .

B T A X FSM 138 LV VIRRBICHEAA & LT,
WRE7I a2 L,

Io5—4% ‘yt—*‘) %$Threat Defense-7-747005: Clustering: State machine notify event

event-name (event-id , ptr-in-hex , ptr-in-hex )
B T AKX FSMINY AT > MA Ry ha@mLEx Lz,
HE7I a3V L,

Ia—)( v-lz—’) $Threat Defense-7-747006: Clustering: State machine is at state state-name
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747007

747008

747009

747010

747011

7147007 [

HBAY T AX FSMMNEERRE (T 4 B2—T /N, ALb—7 Flzid~A¥—) IZBITLE L,
W7 a2 L,

Io—XAw 72— 9Threat Defense-5-747007: Clustering: Recovered from finding stray
config sync thread, stack ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex

, ptr-in-hex .
BB T BTC A S L RERIIA Ly RO SN E Lk,
E7Oav L,

I5—Aw+t— 3Threat Defense-4-747008: Clustering: New cluster member name with
serial number serial-number-A rejected due to name conflict with existing unit with

serial number serial-number-B .
BEAR L=y MIEEO =y MIRESNTVET,
HRE7 a0 L,

ITo5—H* ‘y‘b—*‘) $Threat Defense-2-747009: Clustering: Fatal error due to failure to

create RPC server for module module name .
i8R Secure Firewall Threat Defense 5 /34 A 73 RPC W — S —DIERRIZ K L £ L7z,

WR7IaAVIDEBEBTOIFTAXZ Y T ET 4 2—=TMZL, b)) —ELRx—T LT
HET, ME < A 121X, Cisco TAC IZHERE L T 72 &0,

15—)‘ “Jt—:) %$Threat Defense-3-747010: Clustering: RPC call failed, message

message-name , return code code-value .

SRBA RPC a2 — VRN BAELE Lz, VAT AREENLORIELZRAET,
RO av L,

IS5—XAwy t—:/ %Threat Defense-2-747011: Clustering: Memory allocation error.

BB T ALY 7 TAEYEN) B TORMPFEAELE LT,
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747012

747013

747014

747015

747016

Syslog # v £— < 722001 ~ 776254 |

WR7ILIVIDEETOIIAZ Y T T 48—T ML, ) —EALF—TMIZLT
BET, FIREDRIRE L7251, Secure Firewall Threat Defense 7 /3 A A D A & U fii & 2 T
LT TEEN,

>

I5—AYt— 3Threat Defense-3-747012: Clustering: Failed to replicate global object

id hex-id-value in domain domain-name to peer unit-name , continuing operation.

S n— L ATV NID OERNIRR L E L,
WRE7I 3V,

15—)‘ ‘y‘b-*‘) %$Threat Defense-3-747013: Clustering: Failed to remove global object

id hex-id-value in domain domain-name from peer unit-name , continuing operation.
BB n— L A7 Y7 b ID OHIBRICKILE LT,
WEFIaV L,

Io—XAw t—:/ $Threat Defense-3-747014: Clustering: Failed to install global object

id hex-id-value in domain domain-name , continuing operation.
B — L ATV FIDDA A M= UZRIILE LT,
HETI a2 L,

15—)‘ v t_:/ %$Threat Defense-4-747015: Clustering: Forcing stray member unit-name
to leave the cluster.

SBARTELEI R 7 TG AR AU NR—RHEONY £ LT,
RV a2 2L,

Io5—H% Wt — $Threat Defense-4-747016: Clustering: Found a split cluster with both
unit-name-A and unit-name-B as master units. Master role retained by unit-name-A ,

unit-name-B will leave, then join as a slave.
BREAA T Y > N VT AEZPEONY E LI,
HETI 3V 2L,
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141017

747018

747019

747020

747021

11017 |

Io5—4% ‘yt—*‘) $Threat Defense-4-747017: Clustering: Failed to enroll unit unit-name

due to maximum member limit Iimit-value reached.

SREAE K A U X—EOHIFRIZEZE L7279, Secure Firewall Threat Defense 5 /XA A 33 L\ =
=y FOBGRIZRLE LT,

RT3V L,

15—9‘ v t—:/ %Threat Defense-3-747018: Clustering: State progression failed due to

timeout in module module-name .
SRBR T AKX FSM OHEITINZ A LT M LE LT,
HRET7aV L,

Io—XAw t—:/ $Threat Defense-4-747019: Clustering: New cluster member name rejected
due to Cluster Control Link IP subnet mismatch (ip-address /ip-mask on new unit, ip-address

/ip-mask on local unit).

SEA =y NI, FiESIN2=y NCEBEDORNWI TAZA X —T A ADIP T F
LARBDZ EamELE L,

#REFZOa VL,

15—% v t_:/ %Threat Defense-4-747020: Clustering: New cluster member unit-name

rejected due to encryption license mismatch.

BREAHIE = M, FHBIN=2 =y MCEBEO RS T A B AR D Z LML
F L7,

E7O a0,

15—)‘ “J‘t’—:) $Threat Defense-3-747021: Clustering: Master unit unit-name is quitting

due to interface health check failure on interface-name .

MBS F =T 2 ADNNVATF =y ZI\RILTZT20, flifla=y NMNIFZTAZ Y T a2
M UE L,

#REFTOa VL,
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747026

1410217

747028

Syslog # v £— < 722001 ~ 776254 |

Io5—X% ‘yt—*‘) $Threat Defense-3-747022: Clustering: Asking slave unit unit-name to
quit because it failed interface health check x times, rejoin will be attempted after y

min. Failed interface: interface-name .

FBAZ Dsyslog A v —id, BBRMOBRKETEREEZBL TWRWEEICHhEET, &
EEINTERICOlEsTA v Z—T 2 A AD~NNVAF 2y JIZKR LTI, T—H=2=y I
X7 FAZ ) T REHCLE L., Z0x=y NI, FEESNRH (V) RICBEIW
ICHEA X—T M) £,

WRF7I a2 2L,

I5—X*w 72— 9Threat Defense-4-747025: Clustering: New cluster member unit-name

rejected due to firewall mode mismatch.

HEAHIE = NI, AW T 7 A T U —LE— REFos o=y FERELEL
Yl

WET7OV a0,

I 5—A*w+t— sThreat Defense-4-747026: Clustering: New cluster member unit-name
rejected due to cluster interface name mismatch (ifc-name on new unit, ifc-name on local

unit) .

B Al = ME, BEMEORNT TRAZEENY T DA U H—T A AL ERFOSN2
=y beBHLEL,

#REFOa VL,

Io5—X% vt—’) $Threat Defense-4-747027: Clustering: Failed to enroll unit unit-name

due to insufficient size of cluster pool pool-name in context-name .

BB T A8 T—AOY A ZHIRASHES N TOS720, #iflz=y MEIBMa=y b &
BETXEHEATLE,

#REFHOa VL,

15—)‘ v t—:/ %Threat Defense-4-747028: Clustering: New cluster member unit-name

rejected due to interface mode mismatch (mode-name on new unit, mode-name on local unit).
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747029

747030

747031

747032

17029 [

SBAMIEH = > ME, E#MEORWA X —T 2 AF— K (spanned £ 72 1% individual) %
OB =y MR LE L,

#REFTOa VL,

Io5—4% vt—’) $Threat Defense-4-747029: Clustering: Unit unit-name is quitting due
to Cluster Control Link down.

A TAL A E =T 2 A ADEEDIZD, 2=y MII FRAZ VT hT =711
F L7,

oy RV I D

15—)‘ “Jt—:) %$Threat Defense-3-747030: Clustering: Asking slave unit unit-name to
quit because it failed interface health check x times (last failure on interface-name
), Clustering must be manually enabled on the unit to re-join.

SREAA A —T 2 A ADASIVAF =y I BNRIL, B0 K TR B Lz, (v
H =T 2 f ADNNVAT =y TR LT, 77— 2=y MIZ TAZ Y T EEHC L
F L7,

E7a0RL,

15—)‘ W) t—:/ $Threat Defense-3-747031: Clustering: Platform mismatch between cluster
master (platform-type ) and joining unit unit-name (platform-type ). unit-name aborting
cluster join.
BEAZM=y DT Ty N T —LEZ AT, 7 T7RALHa=y FDT Ty NTF—LH
AT E—HLEREA,

cunit-name: 7 7 A% 77— KA KT v TNO2=y

» platform-type : Secure Firewall Threat Defense 7*7 v b 7 4 — LD X A 7
WETFHV AV BMa=y "NOT Ty N7+ — L XA TN, T T AZHfH2=y O
TR T =L BZATERLICLTLEENY,

15—)‘ v t—:/ %$Threat Defense-3-747032: Clustering: Service module mismatch between
cluster master (module-name ) and joining unit unit-name (module-name )in slot slot-number

. unit-name aborting cluster join.

SEASBMNa=y FOAPES 22— (TP a— N EATBILORENSDA A F—)VIH) »R7
FALFH L= FONEHEY 22— L EEELTWER A,
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747035

747036
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« module-name : M E Y 2 — L DL T
sunit-name: 7 7 AX 77— A NT v THND2=y N
s dot-number : R—ERFEAELT- AT vy FDOEFF

WRE7I 3B M=y MIA VA =L ENTWEEY 2— /L3, 77 AZlHa=y
WIZHDEDERUZ AT, RIUIEBFTHLZ L 2MERLET,

Io—A4AvYy t_:/ $Threat Defense-3-747033: Clustering: Interface mismatch between cluster

master and joining unit unit-name . unit-name aborting cluster join.

BEAZMNA=y DA =T 2 A ART T AZHlflla=y DA F =T 2 A ZALFEL T
b FEEA,

sunit-name: 7 7 AX 77— A NT v THND2=y N

W7 a3y BMa=y hTHHAFRERA V=T A AN TAREHZ= DA >
=T 24 ALFALTHDHZ L ZMHRLET,

15_)‘ v t_:/ %Threat Defense-4-747034: Unit %s is quitting due to Cluster Control
Link down (%d times after last rejoin). Rejoin will be attempted after %d minutes.

£BA Cluster Control Link 28 % 7 > LCE Y, EENHFEMNM Ty 77U S E Lz,
WRT7IaVEENESRNTHETRELET,

Io—XAw t—:/ $Threat Defense-4-747035: Unit %s is quitting due to Cluster Control

Link down. Clustering must be manually enabled on the unit to rejoin.
%BA Cluster Control Link 234 7 > LTk Y, EEIIHFSMAR L TRy /7 v FahE LT
WET7V v EELTFHTHSMIEET,

IS5—4 “J‘t’—:) $Threat Defense-3-747036: Application software mismatch between cluster

master $s[Master unit name] (%s[Master application software name]) and joining unit
($s[Joining unit application software name]). %s[Joining member name] aborting cluster
join.

G L=y FOT F Y r— g EBNTF—Z =y FRE—TlEd Y A, T—F 2
=y MIHIBEEINET,

WRF7O Ay T Ha=y RRILT Y r—va /= AEEITLTND I L ZHER
L., F#Ca=y hEESMEEET,
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747042

747043

747044

748001

i |

Io5—4% ‘yt—*‘) %$Threat Defense-3-747042: Clustering: Master received the config hash

string request message from an unknown member with id cluster-member-id
BB HH e = RSERE N Y 2 LFHNERA N M EZELE L,
HRET7H 3D BRITA LV AN—PE OnCal IRIEICH D Z L AR LT,

IE_J‘ v t_:) %Threat Defense-3-747043: Clustering: Get config hash string from master

error: ret code ret code, string len string len
BB il = R D OBGE Ny ¥ a LTFORFFHIEK L £ LT,
sret code : TT7—DREY a—FK (01X 0K Z/~L, 1I1ZKRKERT)
s string_len : hash_str D& &
RT3 77 =N R—MOERK LT, filfflz=y FOBBED N7 Ty a—T 1 v

ThRFITLET, BARKNEZRET 272D Tdebugclustercep | 234 N> TNWDH I L%
fER L T2 &0y,

15_)‘ v t—:/ $Threat Defense-6-747044: Configuration Hash string verification result
FREA R E N v ¥ a LFH O OFER TT,
e result : = DOFEFIL PASSED ¥ 7213 FAILED (272 Y £ 97,

HRETH O ay RE,

I5—*Yt—2 sThreat Defense-5-748001: Module slot number in chassis chassis number

is leaving the cluster due to a chassis configuration change

SHER Y S A ZEIEY 7 BAMIO CEBE I N, 7 FAZ ZAL—FRMIO THIRE T, £7-
IZ7 L — K &Y 2 —/L)3 MIO MR CHIBR S U E LTz,

» dot_number : ¥ —TWNDOT7 L — K Ay D
« chassis number : %3 ¥ — 3 CT—ER T ¥ — 1D

WREF7HI a2 RE,
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748003

748004

748005

Syslog # v £— < 722001 ~ 776254 |

Io5—X% ‘yt—*‘) %$Threat Defense-4-748002: Clustering configuration on the chassis is

missing or incomplete; clustering is disabled
FRBA MIO DR R L TV DO MARTERTY (Tt X, 7T A F T —T PR ST
RN, T T AKEENY 7 BRER ST W IRN R E)

s dot_number : ¥ —HNOT7L— K A2y D

« chassis number : %> ¥ —3 CT—E72Y ¥ — 1D
HRE79aUMIO Y —WIBHI LTI TAZDOY—ERA I A TEFEL, P—EAHF
A FIZEY 2a—VZBINL, FHUZES U T Cluster Control Link &% L £,

I5—*wHt— sThreat Defense-4-748003: Module slot number in chassis chassis number

is leaving the cluster due to a chassis health check failure

FEAT L — RIEMIO LiBfE TE 2o, MIO ITIKAFE L CZ o@EoMEE R L, 7—#
A= RO RVEMRBRLET, T2 R— bRy RADBfERINDE, A2 —T AR
D~VA F = 712 K - T Secure Firewall Threat Defense /31 A 3% v 7 7 7 b & FE T,
s dot_number : ¥ —HNOT7L— K Ay D
« chassis number : %> ¥ —> CT—E72T v — 1D
WRETVaVMO A= RBT v 7 LTS, EEMIO &7 L— FRIOEESELET v
TLTWEDONEHERLET,

I5—4 v — 3Threat Defense-5-748004: Module slot number in chassis chassis number

is re-joining the cluster due to a chassis health check recovery

HEAMIO 7' L — RO~ LA F = v 7 HMEE L. Secure Firewall Threat Defense 7 /31 A X7 5
AHDOESMEFRITLET,

edot_number : ¥ —YNOT L— K 2y k1D
« chassis number : %> ¥ — T —EH72v ¥ — 1D

WHRET7VaUMIOI— RBRT v 7 LTWAHD, £72EMIO &7 L— REOBENELET »
TLTWBDNEMHERLET,

IS5—4 ‘yt—’) $Threat Defense-3-748005: Failed to bundle the ports for module

slot number in chassis chassis number ; clustering is disabled

HEAMIO IZH B D= 0ODR— DA RUITHRIELE LT,

s dot_number : ¥ —HNOTL—K 2> hID
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748006

748007

748008

743006 ]

« chassis number : &> ¥ — 3 CT—ERTv— 1D

HRET7Ia3MONPELLEIELTWDENE I DEHERALET,

I5—*AYt— sThreat Defense-3-748006: Asking module slot number in chassis

chassis number to leave the cluster due to a port bundling failure
FEAMIO 737 L — FICHR— &Y RV TERIpoTled, 7= RKi3F v 770 FER
F L7

» got_number : v —IWDOT7 L — K Ay D

s chassis number : & ¥ — 3 T—ERVY— 1D

RT3 MO PELSEEL TV D0 E ) e LET,

15—% v t_:/ %Threat Defense-2-748007: Failed to de-bundle the ports for module

slot number in chassis chassis number ; traffic may be black holed

SRBA MIO 3R — b DR ROVIRERRIC B L £ L=,

« got_number : v —IWNWDOT L — K Ay D
s chassis number : &% ¥ —3 T—ERT Y — 1D

HETH 32 MIOAELSBELTVENE S na iR LET,

15—% v t_:/ %Threat Defense-6-748008: [CPU load percentage | memory load percentage
] of module slot number in chassis chassis number (member-name ) exceeds overflow
protection threshold [CPU percentage | memory percentage ]. System may be oversubscribed

on member failure.
HBACPU DEMAN-DNZBEEZTWET NIZT 7T 4 7780 FAE A A—DEFHE)

F720E. ATV OAMA (100-x)* (N=1)/N+x ZBZTWVWET NIZTZTAZ AL NR"—D
B x 1 IHEDSIMA o R—DHHEX T VIR .

« percentage : CPU A £ 721X ATV AMONR—L o XA )V T —H

edot_number : ¥ —YNOT L— K 2y k1D

« chassis number : %> ¥ —> T —EH72v ¥ — 1D

WBEF7HIOIV Ry NT—0 L7 TRF ) TOBAZEHNEH LEY, NT 74 v 7 DERH
590, FRETL— Ry y—vE2BIMLET,
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748009

748011

748012

748100

Syslog # v £— < 722001 ~ 776254 |

IS5—XAw t—:/ $Threat Defense-6-748009: [CPU load percentage | memory load percentage
] of chassis chassis number exceeds overflow protection threshold [CPU percentage |

memory percentage }. System may be oversubscribed on chassis failure.
BB Y =YD LT T 4y VT AMPRFED LEVEEZBEAE LT,

. percentage : CPU AW 721X ATV AWM ONR— o XA )V T—H

s chassis number : & ¥ — 3 T—ERVY— 1D

WRT7O a3 xy b= 7 TRZ Y TOEANZHFBLET, 77147 OREH
LF M FRIFIT LRy —TaBMLET,

15_)( “J‘t’_:) %$Threat Defense-4-748011: Mismatched resource profile size with Master.
Master: cores number CPU cores / RAM size MB RAM, Mine: cores number CPU cores / RAM
size MB RAM

BEAZ ZAZIZBML TCWbh =y Faflifla=y P LX) Y =T BT 7 AL
A AR5 TODHEA, D syslog BB =v MIFEREINET,
45l

%Threat Defense-4-748011: Mismatched resource profile size with Master. Master: 6 CPU
cores / 14426 MB RAM, Mine: 8 CPU cores 19261 MB RAM.

HREFTH O ay RE,

IS—XAw t—:/ %Threat Defense-4-748012: Mismatched module type with Master. Master:
PID, MINE: PID

BB AL TV 2=y Maflflz=y LB L e XICE D a— A A TR
2o TNDYA. T syslog BEMa=y MIFRINET,

!l

%Threat Defense-4-748012: Mismatched module type with Master. Master: FPR4K-SM-24, Mine:
FPR4K-SM-24s

WET7H a0 R,

15—)‘ v t—:/ $Threat Defense-3-748100: <application name> application status is

changed from <status> to <status>.

S D HRENSRORE~DT 7V r—v a REOELERIBLEST, 77V r—ray
AT =B ADEIZE ST, TTV =2 a b D~NA T2 ABD=AEN NI T—Eh
iﬁqo
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748101

748102

748103

1101 [

« application name : snort ¥ 7= | disk full

* status : init, up, down

W72 7SI r—va v DAT— X ARHRLET,

I5—+*Y+t— sThreat Defense-3-748101: Peer unit <unit_id> reported its

<application name> application status is <status>.

AT O2=y "7 TV = a VIRBOZ LZRE LIZDOT, TV =y a v oar
A F eyl AHDALANEELET,

eunitid : ==~  ID
» application name : snort % 72 |3 disk_full

* status : init, up, down

WR7HSay TV r—2 g DAT—Z AR LET,

15_)‘ v t—:/ $Threat Defense-3-748102: Master unit <unit id> is quitting due to
<application name> Application health check failure, and master's application state is

<status>.

BT Y= a DNV AT =y 7%, il =y FRIEF TRV EERMLET,
o=y MIZTAX T N—T 2 E T,

eunitid : == k ID
« application name : snort ¥ 7213 disk_full

e status : init, up., down

WR7H 3077V r—aDAT—X AR LET, 77V 47— a2 (snort) NF
ERET5 e, 2=y FAHBMICESINL £,

15—)‘ ‘y‘b-*‘) $Threat Defense-3-748103: Asking slave unit <unit id> to quit due to
<application name> Application health check failure, and slave's application state is
<status>.

HMEAT Y r—va DAV ATF oy I E, T—H 2=y MRIEFETRWI EERELET,
Wil =y MITFT—% /— FZHIBRLET,

sunitid : ==+ b ID
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« application name : snort ¥ 7= | disk_full
* status : init, up, down

WRBFH T 7V r—2aDAT—Z AR LET, 77V r—3 3 (snort) M
EE#hd oL, 2=y FOAHBNICESINLE T,

748201

IS—XAw t—:/ %Threat Defense-4-748201: <Application name> application on module

<module id> in chassis <chassis id> is <status>.
BBV —ERA T2 NOT TV r—a VDA T— X ANERINET,

* status : up. down

W73 — A F2—rNOT TV r—a b DAT—F A Z MR LET,

748202

IJ5—AYHE— sThreat Defense-3-748202: Module <module id> in chassis <chassis id>

is leaving the cluster due to <application name> application failure\n.

SEBAVDP R DT TV r— g VITEENBELESRS, 2=y NIV ITRAEINLXR VI T
7 hENET,

W73 — A F 2= NOT TV Ir— a3 DAT—F ZAZHERBLET,

748203

I5—Aw t— 4Threat Defense-5-748203: Module <module id> in chassis <chassis id>

is re-joining the cluster due to a service chain application recovery\n.

HEAVDP R DY —bE R Fo—r TV r—arNEETLE, 2=y MIEHEBIMNICS T
ALZIZEEZMLET,

WET7H a3V — R F2—HNOT TV r— a3V DAT—F AR LET,

750001

Ia_)‘ ‘y’b-*‘) %$Threat Defense-5-750001: Local:local IP :local port Remote:remote IP
: remote port Username: username Received request to request an IPsec tunnel; local
traffic selector = local selectors: range, protocol, port range ; remote traffic selector

= remote selectors: range, protocol, port range
SREAY — AR, NI O BRA LD TPSec b v AR THTT D EEN TR SN TV ET,
W28 H &4 5 Secure Firewall

it

«local IP:local port : ZDHEROE—H/VIPT RLRA, ZOHH
Threat Defense @ IP 7 KL A &R — hFH

]

=
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750002

750003

750002 ]

« remote IP:remoteport : ZDOERDO U E—KIP T KL A, EHEOXETOET IPT RLA
ER— hES

cusername : JE— K 7B ADERED—VF—4 BEMOEE) £oX b Ze—
—

s local selectors : B — W VICERESNTZ N T 7 4 v 7 BV 7 H | F7001XZ O IPsec b b
WS TWaA 7%y

sremotesdlectors: VE— N ET7RERLIZ N T T v BL I X F721XZ D IPsec kv
DT F

#REFTH O ay RE,

Io5—4% vt—’) $Threat Defense-5-750002: Local:local IP :local port Remote: remote IP

: remote port Username: username Received a IKE INIT SA request
ERBAAE(E b o V721X SA OBAMAER (IKE INIT SA Z3R) #%FL % L7z,
« local IP:local port : Z DERD T —H/VIPT LA, Z OEEGHCSEH 45 Secure Firewall
Threat Defense D IP 7 KL A & AR — M=
« remote IP:remoteport : ZOERDOVE—KIP 7 RV A, HOEEFETLOET IPT RLA
L A= N ES
cusername: U E— 77 B ADEREFDO2—F—4 BEEOLE) ET R T—
-
RT3 R,

15_)( ‘y’b-*‘) %Threat Defense-4-750003: Local: local IP:local port Remote: remote

IP:remote port Username: username Negotiation aborted due to ERROR: error
BB SN —HHIZLY, SAORIvE—va ryRThEohE L,
* local IP:1ocal port : ZOBEROO—HIIVIPT RLURA, ZOHEHHIHH &35 Secure Firewall
Threat Defense @ IP 7 KL A &R — hE &
s remote IP:remoteport : ZOERD Y E—FIP T RL A, ¥OXFETLOET IPT RL A
L AR— N
cusgrname: U E— bk 77 B ADQERED2—V—4 (BEHOHE)
cerror : AV —yayHIEOZT —O#E, ZOHEOTT —ITRO LB TT,

I

- Failed to send data on the network
- Asynchronous request queued

- Failed to enqueue packet

- A supplied parameter is incorrect

- Failed to allocate memory
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- Failed the cookie negotiation

- Failed to find a matching policy

- Failed to locate an item in the database

- Failed to initialize the policy database

- Failed to insert a policy into the database

- The peer's proposal is invalid

- Failed to compute the DH value

- Failed to construct a NONCE

- An expected payload is missing from the packet

- Failed to compute the SKEYSEED

- Failed to create child SA keys

- The peer's KE payload contained the wrong DH group

- Received invalid KE notify, yet we've tried all configured DH groups
- Failed to compute a hash value

- Failed to authenticate the IKE SA

- Failed to compute or verify a signature

- Failed to validate the certificate

- The certificate has been revoked and is consequently invalid

- Failed to build or process a certificate request

- We requested a certificate, but the peer supplied none

- While sending the certificate chain, peer did not send its certificate as the first in the chain
- Detected an unsupported ID type

- Failed to construct an encrypted payload

- Failed to decrypt an encrypted payload

- Detected an invalid value in the packet

- The initiator bit is asserted in packet from original responder

- The initiator bit isn't asserted in packet from original initiator

- The message response bit is asserted in a packet from the exchange initiator
- The message response bit isn't asserted in a packet from the exchange responder
- Detected an invalid IKE SPI

- Packet is a retransmission

- Detected an invalid protocol ID

- Detected unsupported critical payload

- Detected an invalid traffic selector type
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750003 ]

- Failed to create new SA

- Failed to delete SA

- Failed to add new SA into session DB

- Failed to add session to PSH

- Failed to delete session from osal

- Failed to delete a session from the database
- Failed to add request to SA

- Throttling request queue exceeds reasonable limit, increase the window size on peer
- Received an IKE msg id outside supported window
- Detected unsupported version number

- Received no proposal chosen notify

- Detected an error notify payload

- Detected NAT-d hash doesn't match

- Initialize sadb failed

- Initialize session db failed

- Failed to get PSH

- Negotiation context locked currently in use
- Negotiation context was not freed!

- Invalid data state found

- Failed to open PKI session

- Failed to insert public keys

- No certificate found

- Unsupported cert encoding found or Peer requested HTTP URL but never sent
HTTP_LOOKUP_SUPPORTED Notification

- Sending BUNDLE URL is not supported at least for now. However, processing a BUNDLE URL is
supported

- Local certificate has expired

- Failed to construct State Machine

- Error encountered while navigating State Machine
- SM Validation failed

- Could not find neg context

- Failed to add work request to SM Q

- Nonce payload is missing

- Traffic selector payload is missing

- Unsupported DH group
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- Expected keypair is unavailable

- Packet isn't encrypted

- Packet is missing KE payload

- Packet is missing SA payload

- Invalid SA

- Invalid negotiation context

- Remote or local ID isn't defined

- Invalid connection id

- Unsupported auth method

- Ipsec policy not found

- Failed to initialize the event priority queue

- Failed to enqueue an item to a list

- Failed to remove an item from list

- Data in the event priority queue is NULL or corrupt
- No local IKE policy found

- Can't delete IKE SA due to in-progress task

- Expected Cookie Notify not received

- Failed to generate auth data: My auth info missing
- Failed to generate auth data: Failed to sign data

- Failed to generate auth data: Signature operation successful but unable to locate generated auth material
- Failed to receive the AUTH msg before the timer expired
- Maximum number of retransmissions reached

- Initial exchange failed

- Auth exchange failed

- Create child exchange failed

- Platform errors

- Failed to log a message

- Unwanted debug level turned on

- There are additional TS possible

- A single pairs of addresses is required

- Invalid session

- There was no IPSEC policy found for received TS
- Cannot remove request from window

- There was no proposal found in configured policy
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- Nat-t test failure

- No pskey found

- Invalid compression algorithm

- Failed to get profile name from platform service handle
- Failed to find profile

- Initiator failed to match profile sent by IPSEC with profile found by peer id or certificate
- Failed to get peer id from platform service handle

- The transform attribute is invalid

- Extensible Authentication Protocol failed

- Authenticator sent NULL EAP message

- The config attribute is invalid

- Failed to calculate packet hash

- The AAA context is deleted

- Cannot alloc AAA ID

- Cannot alloc AAA request

- Cannot init AAA request

- The Authen list is not configured

- Fail to send AAA request

- Fail to alloc IP addr

- Invalid message context

- Key Auth memory failure

- EAP method does not generate MSK

- Failed to register new SA with platform

- Failed to async process session register, error: %d

- Failed to insert SA due to ipsec rekey collision

- Failed while handling a ipsec rekey collision

- Failed to accept rekey on SA that caused a rekey collision
- Failed to start timer to ensure IPsec collision SA SPI %s/%s will be deleted by the peer
- Error/Debug codes and strings are not matched

- Failed to initialize SA lifetime

- Failed to find rekey SA

- Failed to generate DH shared secret

- Failed to retrieve issuer public key hash list

- Failed to build certificate payload
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- Unable to initialize the timer

- Failed to generate DH shared secret

- Failed to initialized authorization request

- Incorrect author record received from AAA

- Failed to fetch the keys from AAA

- Failed to add attribute to AAA request

- Failed to send tunnel password request to AAA

- Failed to allocate AAA context

- Insertion to policy AVL tree failed

- Deletion from policy AVL tree failed

- No Matching node found in policy AVL tree

- No Matching policy found

- No Matching proposal found

- Proposal is incomplete to be attached to the policy

- Proposal is in use

- Peer authentication method configured is mismatching with the method proposed by peer
- Failed to find the session in osal

- Failed to allocate event

- Failed to create accounting record

- Accounting not required

- Accounting not started for this session

- NAT-T disabled via cli

- Negotiating limit reached, deny SA request

- SA is already in negotiation, hence not negotiating again

-AAA I V— T RRAEIC R LT

- AAA 2 — P —FHREIC R LT

- %% Dropping received fragment, as fragmentation is not negotiated for this SA!
- Maximum number of received fragments reached for the SA

- Number of fragments exceeds maximum allowed

-REE IRy MR %d DK ikev2 237w b A X %d LD RKEW

- Received fragment numbers were NOT continuous or IKEV2 FRAG FLAG LAST FRAGMENT flag
was set on the wrong packet

- Received fragment is not valid, hence being dropped

- AAA 7V —TRRREIC R LT
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- AAA 2 — P —FHREIC R LT

- AAA author not configured in IKEv2 profile

- Failed to extract the skeyid

- Failed to send a failover msg to the standby unit

- Detected unsupported failover version

- Request was received but failover is not enabled

- Received an active unit request but the negotiated role is %s

- Received a standby unit request but the negotiated role is %s

- Invalid IP Version

- GDOI is not yet supported in IKEv2

- Failed to allocate PSH from platform

- Redirect the session to another gateway

- Redirect check failed

- Accept the session on this gateway after Redirect check

- Detected unsupported Redirect gateway ID type

- Redirect accepted, initiate new request

- Redirect accepted, clean-up IKEv2 SA, platform will initiate new request
- SA got redirected, it should not do any CREATE CHILD SA exchange
- DH public key computation failed

- DH secret computation failed

- IN-NEG IKEv2 Rekey SA got deleted

- Number of cert req exceeds the reasonable limit (%d)

- The negotiation context has been freed

SBEINTEANT v MR %d DK ikev2 2Ny b A X %d LD REW

- Received fragment numbers were NOT continuous or IKEV2 FRAG FLAG LAST FRAGMENT flag
was set on the wrong packet

-AAAERRE DN IKEV2 78 7 7 A VISR IE S LT RN

- Assembled packet is not valid, hence being dropped

- Invalid VCID context

HRT I aUsyslogZER L, n7O7a—%1BE LTI O syslog WA DORED LD TH
L BEROHFRA T — b SIVZEBER R EE £ 721372 7 — OJRK )2 4l L %
T, mEZE BT, BESNTWARNWKESNAS B—RNZX>TDH NV —7 2R TE F
T ZHUCE VW BHIOERNBERLETH, ET7RFLVEROPTTIELWI A—FIZRED =
ENRTEBH IO, ELWDH A —7 B2 bivET,
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750005

750006
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Io5—X% ‘yt—*‘) $Threat Defense-5-750004: Local: local IP: local port Remote: remote

IP: remote port Username: username Sending COOKIE challenge to throttle possible DoS

ERBAEEHEER T, DoS MELZ DR ESNTZY vF— F ¥ LY LE VWAL
WTZ =R LE LTz,
« local IP:local port : Z DHERD T —H))VIPT LA, Z OEEGCSEH S5 Secure Firewall
Threat Defense @ IP 7 KL A & R— h&EE
« remote IP:remoteport : ZDERDOVE—KIP T RL A, HEHROXEFILOET IP T RLA
ER— &S
cusername: UE— b 77 EADQERFEO2—VF—4 BEAMOLEE)

WRT7HY a3y RE,

Ia_)‘ ‘y’b-*‘) %Threat Defense-5-750005: Local: lIocal IP: local port Remote: remote
IP: remote port Username: username IPsec rekey collision detected. I am lowest nonce

initiator, deleting SA with inbound SPI SPI

BB —FER Y Ya v ER (WFOET TR —FARZBG L L5 & LT
5) . LN IWNF U RAERS T2, 2 ? Secure Firewall Threat Defense 5234 A 723H
WHLTZIED BZREETA e Tal Va P fRikEnE Lz, ZOBEICL-T, SPLIZLYH
BEN TV DRI SA DBHIBRESE LT,

« local IP:local port : Z DHERDO 2 —H/VIPT KL A, Z O H S35 Secure Firewall
Threat Defense @ IP 7 KL A & iR— hFK &

« remote IP:remoteport : ZDERDOVE—KIP 7 RV A, HOEFETLOET IPT RLX
ER— hEE

cusername : U E— h T/ B ADERED 22— —4 (BEADOEE)

Pl RSN F—FAER Y Vg VERTHZ LICL o THRIHS LD SAD SPIN
%

WET7H a0 RE,

IS5—4 ‘yt—’) $Threat Defense-5-750006: Local: local IP: local port Remote: remote

IP: remote port Username: username SA UP. Reason: reason
BRBHT I SN ST E 73 — AR EOBR T, SANT v RIEBICRY T LT,
s local IP:local port : — DERDOBE—H/VIPT KL A, Z OHEZSEH S 415 Secure Firewall
Threat Defense @ IP 7 KL A LR — M &5
« remote IP:remoteport : ZDERDOVE—KIP T RL A, HEROXEFILOET IP T RLA
EAR— S
cusername : U E— bk 77 B ADFERE D —H—4 BEHMDOLE)
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750007

750008

750009

750007 ]

e reason : SA N7 v FIREEIC A o T2
HRETH O ay RE,

I%—)‘ ‘y‘b—*‘) %$Threat Defense-5-750007: Local: local IP: local port Remote: remote
IP: remote port Username: username SA DOWN. Reason: reason
BMBAELTNHOENR, ANV —XER (FHET 7 arE2BLT) | /A L O
SNIZEHICE Y | SA U £ i3HIBR S E L7,

« local IP:local port : Z DERD T —H/VIPT LA, Z OEEGEHCAEH 45 Secure Firewall
Threat Defense ® IP 7 K LA &R — &5

« remote IP:remoteport : ZDERDOVE—KIP 7 RV A, HOEETLOET IPT RLX
EAR— &S

cusername: UE— bk 77 B ADQEREDO 2 —V—% (BEHOHE)

e reason : SA NX U L RAEIZ 7e o T2 B

WET7H a0 RE,

IS5—4 ‘yt—’) $Threat Defense-5-750008: Local: local IP: local port Remote: remote

IP: remote port Username: username SA rejected due to system resource low

SRBA SA ERIE, VAT AV Y—RADKTIREZBBT H7-DIEGINE LT,

s local IP:local port : ZDEROE—H/VIPT KL A, Z OEEHIFH S 415 Secure Firewall
Threat Defense D IP 7 KL A & R— &=

« remote IP:remoteport : ZDERDOVE—KIP T RL A, HEROXEEFILOET IPT RLA
LR — &S

cusarname: UE— bk 77 EADQEREFEO2—YF—4 BEAMOHE)

RT3V IKEV2 O CAC REZMR L., TN E SN LEVEICESS P ank
ETHLINE I EHBLEST, £9 Tlike<., MENGELEAIT. FEZ®RET 5720
2, IHICHHELET,

Io5—H% ‘yt—*“) %Threat Defense-5-750009: Local: local IP: local port Remote: remote
IP: remote port Username: username SA request rejected due to CAC limit reached: Rejection

reason: reason

GBA=R7 v a7 Ry ia Uil (CAC) HIRL S VMEICEL, SAZERMELSEL
7o

s local IP:local port : — DERDOE—H/)VIPT KL A, Z OEHEICEH S 415 Secure Firewall
Threat Defense D IP 7 KL A & iR— h &=
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750010

750011
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« remote IP:remoteport : ZDERDOVE—KIP 7 RV A, HOREEFETOET IPT RLX
ER— hES
cusername : U E— k 77 B AOERED 22—V —4 BEMOEE)
* reason : SA NHEG ST B
HRZT7 U3V IKEV2 O CAC R EXMER L, ZHDNHEEINT LEWEICESS P S
HMETHLIMNE I DEHBLES, 9 TlidZe, MEREGAIE., FEZ®RET 5729
I, SHICHEL £,

15—)‘ “Jt—:) $Threat Defense-5-750010: Local: local-ip Remote: remote-ip
Username:username IKEv2 local throttle-request queue depth threshold of threshold reached;

increase the window size on peer peer for better performance

elocal-ip: B—H/L BT DIP 7 KL A

sremote-ip: VE—F ETDIPT KL X

cusername: U E—k 77/ B ADEREDO—F—4 i, FORETHLEMOBS
iZ. L2L O RV T v—T4

ethreshold : ZlFEL7-e—H/L A0y MLVEROF 2 —OFESIO L EVWVE

epeer : UE— M ETDIPT FLA

SHBA 5 SN 7= ¥ 7T Secure Firewall Threat Defense 7 /34 A BN A 2 v MUVBERFE o — % 4 —
N—oa—LF L7, ZhE, E7MEHEICARY 22 RLTWET, Ay FLERS 2 —
X, E7~OEREZEFLET, IKEV2DO T 42 R P A XZESWTHISTE DR RO
KRBT TIZHIEHTE -T2, TITTEFETEEEA, BEEFOERNETTH L, BRIX
Ay MVEBRF 2 — 0GR EHENTETIZEFEINE T, BT DI 0 OER A HuHIZL
HLTWARWEEIE, Auny ML Fa—2RELET,

WR7Z a3y WHEREAIE. VE—RNETDOIKEV2 DY > R 4 X&5|& BF, LY
Z< ORIFERZEFETEDLLIICLET, TN TRT 4=~ ANN ET25608H0 £
—é—O

\}

G¥) Secure Firewall Threat Defense 7 /31 A TIXHAE, IKEV2 DU 4 > KU YA XREDH| &=

FFEYR—FLTWHEREA,

Io—XAw t—:/ $Threat Defense-3-750011: Tunnel Rejected: Selected IKEv2 encryption
algorithm (IKEV2 encry algo ) is not strong enough to secure proposed IPSEC encryption
algorithm (IPSEC encry algo ).

ERBRRIN SN2 IKEV2 BE S kT L Y XL R SHL72 IPSec i AL T VT U X ADLR%
RET DO ZRBETIT W=D, FURARERINE LT,
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750012

750013

751001

750012 [

RT3 IPSec T SAREEALT A2V X ADFREIZICET 200 % E\lD, L vii)
R IKEV2 BT A2 X AEHELFET,

Io—Aw t—3% sThreat Defense-4-750012: Selected IKEv2 encryption algorithm (IKEV2
encry algo ) 1is not strong enough to secure proposed IPSEC encryption algorithm (IPSEC
encry algo ).

SBABR SN2 IKEV2 B 57 v T U XA, SR S IPSec B 5L T v Y A LD L%
TRiT D DI RBETIEH D A,

#1274 S 3> IPSec F SA BEEAL T /L =Y X ADMBEE LT 2 0vF % Fals . L vigs
7 IKEV2 27 Y R AEB/ELET,

I5—H*wHE— sThreat Defense-5-750013 - IKEv2 SA (iSPI <ISPI> rRSP <rSPI>) Peer
Moved: Previous <prev_remote ip>:<prev_remote port>/<prev local ip>:<prev_local port>.

Updated <new_remote ip>:<new remote port>/<new local ip>:<new local port>
BB LVEASEREEZHT L, PR 2O L THET IPE2XETEET,
T2EZE |AALNVT AL A (A= b T4 ) FHIOF Y MU —7 T8 LRI L
IPEZRELET, KOV AFTAyE—VHEIZONTHIILET,
cip: IO IP 7 RL AL, Lo —ALBLIORYE—FDIP 7 RLAEZRELET
e port : LIRTOR— MEHRE, HrLOE—BLBLOY £— hOR— MEH
cPl A =TT FBI VAR Z SPLERLET
©iSPl A =V — X SPLEHRE L E T
ISPl L AR SPLZHRE LET

WR7ISa VBB =T I2BMOAbEL &N,

15—)‘ “Jt—:) %$Threat Defense-3-751001: Local: localIP:port Remote:remoteIP:port

Username: username/group Failed to complete Diffie-Hellman operation. Error: error
£iBH error T/RENLTUVW D K 91T, Diffie-Hellman XL —> 3 V&5 T CEEHATLT,

e locallP:port : @ —H /L IP 7 KL A LAR— &5

«remotelP:port : UE— K IP 7 KL R LAKR— 5

« username/group : = OEEGGAITICEE T b 2 — Y — A Fix s —7

cerror : FFED T T — &R T =T — L FF
WR7IVay vu— AT Y OMED, EIMRRT 5LERD DZOMOPET T —A g4
LELE, COAT— RS A, FMBOBIOR DI AT U By — A 2 A LET,
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751002

751003

751004
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Io5—X% ‘yt—*‘) %$Threat Defense-3-751002: Local: localIP:port Remote:remotelIP:port
Username: username/group No preshared key or trustpoint configured for self in tunnel

group group

%8R Secure Firewall Threat Defense 7 /34 A [%, E 7Tk T 5 H & OFRGEICHEH AR, 75
DOFFORIEERE bV TN —THRICRDOTHZ ENTEEFATLE,

s locallP:port : =—H/VIP 7 KL R L R— &5

« remotel P:port : U E— k IP 7’ ]\“I/X EAR— &5

« username/group : = DOEEEAITICBIE T S 2 — P —H F T —T

egroup : bR T—T @Z. i

WRT7IaY bRV ITN—TOREEWHE L, RENTWVWB RV 7T —TTOHL
%}S‘ﬁJ‘.E)EH@%H”/\ﬁ# if; EE%E% Ebij—

15—)‘ “Jt—:) %$Threat Defense-7-751003: Local: localIP:port Remote:remoteIP:port
Username: username/group Need to send a DPD message to peer

SBARE L E T NEB L TW O E I DEER T 5720, 7 v FETHRIHNEZ FATT D080
&V £, SecureFirewall Threat Defense 7 /31 A L, BT ~OEH 2K T LI FREMERH VD F
D

«locallP:port : @ —H/LIP 7 KL A LR— h &5
«remotelP:port : UE—hKIP 7 KL R LAKR— F&FEH
« username/group : = DOHEREAATICEE S 2 2 — P —H T —T

HREFTH a0 RE,

I5—A Yt — 3Threat Defense-3-751004: Local: localIP:port Remote:remoteIP:port
Username: username/group No remote authentication method configured for peer in tunnel

group group

BRBREHL AR T A eIl B— N ET EZFRGET A 72O DOHEN, a7 4 X al—a U H
IZROY FHEAT Lf_o

s locallP:port : =— G /VIP 7 KL R L R— &5

s remotelP:port : VE— KIP 7 RL R LR — F&ES

« username/group : = OEEGAITICEE T b2 — Y — A Fix s —7

e group : bRV TI—T DL
RT3 RELZRHR, ARV E— b CTRMRERSHDH Z LR LET,
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751005

751006

751007

751005 [

I 55— A Yt — sThreat Defense-3-751005: Local: localIP:port Remote:remotelIP:port
Username: username/group AnyConnect client reconnect authentication failed. Session ID:

sessionID , Error: error

STy ay b—7 &AL AnyConnect 7 7 A 7> N OB OBRITHICHEE N A
LE LT

s locallP:port : ©—A/LIP 7 KL A LR — hE=

«remotelP:port : VE— K IP 7 KL A LKR— &5

- username/group : = DEEEAITICBEE T 2 2 —HF—H E T/ —7

« sessionID : F#EEREOFATICEH S 7z v a3 - ID

e error @ AT HICRAE LIZRED T T — 2R T = 7 — T4
WRT7O 3V MLBEILUT, BT —ICE> TREZFIATLETST, 20T —IL,
747 hOUIEIAKH S5 0>, Secure Firewall Threat Defense 7 /34 A L CTH v a U
VT IR EIZEY, BEIREEMHERT 2ROV ICE Yy v a UBHIBRENTEZ L AR LT
WO ENRHD F9, MBS UT, 2O A vE—V %, Anyconnect 7 74 7k EDA R
NS A= - =S

IS5—XAwy t—:/ %$Threat Defense-3-751006: Local: localIP:port Remote:remoteIP:port
Username: username/group Certificate authentication failed. Error: error
tBA FERERRAEIC B L 72 fEE S A L E LT,

s locallP:port : ©— /L IP 7 KL A LR — hE5E

s remotelP:port : UE—hKIP 7 KL A LAKR— h&ES

« username/group : = DIEGERATICEE T S 2 —HF—L E 21T —F

e error : R OFEAFERGEEE 2R3 = 7 — 355
WRT7 Va3V BEIISUT, B ENlc= T —I12ft-> TEEZFETLET, GEIFHENZ X b
HA L N OREEWR L, 7 TA T MEAEF = — > PEYICHERTE 5 £ 9 1o, BER
CAGEHENFAET S Z L 2R LET, EFEZUY 551 51213 debug cryptoca = < > R & fifi
ALET,

Io5—4% ‘yt—*“) $Threat Defense-5-751007: Local: locallIP:port Remote:remotelIP:port
Username: username/group Configured attribute not supported for IKEv2. Attribute:

attribute

SEARE SN EMIL, IKERXR—Y g V28R T R— &R WnWzd, IKEN—V 3 V2 #
BrlcEmACTEERATL .

e locallP:port : T — /L IP 7 KL A LR— h& 5
s remotelP:port : UE— K IP 7 KL A LAKR— hEE
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751008

751009

751010
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« username/group : Z OEEGEGRAAITICEE ST b2 — Y — A E - x s —7

- attribute : WEH T 5 X O ITRE LB
WR7IAVAE, ZOXAyE—UBRERSNAEWVEIIZT HITIE, IKEN—2 3 > 24K
REERHIBRLE T,

15—)‘ v t—:/ %$Threat Defense-3-751008: Local: locallIP:port Remote:remotelIP:port
Username: username/group Group=group , Tunnel rejected: IKEvV2 not enabled in group
policy
BB T vy B &N, BRSNS V=T THEM T a ha il | IKE
N—= g V2ITFFR ST, B ES SVE LT,

«locallP:port : T— B /L IP 7 RL A LR— hEE

s remotelP:port : VE—KIP 7 RL AR LR — FEH

« username/group : = OHEEERITICEE ST S 2 — Y — L F xS —F

e group : BEREICHE L7 b pv Z—7
WRETV a2V 7 N—TRIT—DVPN 7o b a)LORE LR L, BLEIZSETT
IKE =Yg 2 %A X —7 M LET,

15—% “Jt_:) %$Threat Defense-3-751009: Local: locallIP:port Remote:remotelIP:port

Username: username/group Unable to find tunnel group for peer.
BBAET O MR TN—TEBRHTEEFATLE,

e locallP:port : ©— /L IP 7 KL A LR — h&=

sremotelP:port : YU E— MNP 7 FL R EKR— NEF

« username/group : = DA TICBIE S D 2 — =S F T s —T
%“7793zﬁ%ki@hyiw7w%fvy8y7@www%ﬁﬁbfﬂ5\%ﬁbk
IN—TICETREETELLIICTENDLERELET,

Io—XAwy t—:/ $Threat Defense-3-751010: Local: locallIP:port Remote:remotelIP:port
Username: username/group Unable to determine self-authentication method. No crypto map
setting or tunnel group found.

Eﬁﬂﬂ Secure Firewall Threat Defense 7 /31 A NV 7 Z3RiET 5 RN R ZL—FThH,
e~y 7 THHROMD EFHEATL,

e locallP:port : 1 — /L IP 7 KL A LR — hFa
« remotel P:port : U{—-—]\IP'}?]\“I/X}:T‘“— N EE
« username/group : = DHEEAITICBIE T 5 2 — P —H F T —T
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751011

751012

751013

1011 [

WRETOAVREEMRBL, A =V ==X LLAOK T~ v 7Wh, ERIEEYET D F X
NV 7= NI A ARl A BOE L £ T,

I%—)‘ vt—’) %$Threat Defense-3-751011: Local: locallIP:port Remote:remotelIP:port
Username: username/group Failed user authentication. Error: error
BB o — W —FEREHIC, IKEN—Ya v 2DV E— k77 & AHHEH O EAP W CREENFAE
LE L7,

s locallP:port : =— AV IP 7 KL R ER— +FK5

s remotelP:port : VE— KIP 7 RL AR LR — &S

- username/group : = DOEEEAITICBE T 2 2 —F—H E T/ —7

cerror : FFED T T — &R T =T — L FS
WRET7OOAVELVRIEZ VT U ANRESA TS Z e 2GR L, KBS T, &
HIZT Ny a2 FET L TREOIEMRRRRZ 22X 1D ET,

Io—H% Wt — $Threat Defense-3-751012: Local: localIP:port Remote:remotelIP:port
Username: username/group Failure occurred during Configuration Mode processing. Error:

BBAD 7 4 Fab—a - FOLBHFIC, EZHERICET L TS L X T —03 %
ELELRE,

e locallP:port : B — /L IP 7 KL A LR— h& 5

s remotelP:port : VE— KIP 7 RL R LR — &5

« username/group : Z OEFEAATICEE T 5 2 —F— A F T —7

ceror : FFEDT T —&/RT T T — LT
HE7I a3y RENTVWEZT—ZHSNTT 7 v a v &2FEfTLEd, debugcryptoikev2
av s FEEH L CRMOBEREAZRET 520, =7 —ICXo THRB SN TV AT L2 0LE
WG L TT RNy 7 LET,

15—)‘ “Jt—:) $Threat Defense-3-751013: Local: localIP:port Remote:remoteIP:port
Username: username/group Failed to process Configuration Payload request for attribute

attribute ID . Error: error

SRBA B 7T K o TER &37- Configuration Payload R DALE Al L, J@PEICRTT 5
Configuration Payload J&& Z# ARk T& FHA T LT,

e locallP:port : B — /L IP 7 KL A LR— h&E &
sremotelP:port : VE—hIP 7 RLALFR—  ES
« username/group : = OEEEAATICEE T 5 2 — Y —H F T —7
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751014

751015

7151016
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« attribute 1D : FEENIFEAE LB ID

seror - fFED T T —EIRT I T — T4
MEF7Oa3v AT 27—, BREZT—, FREMOXATOZT—NEELE L, K
EDFKNEZGID 451 5121%. debug cryptoikev2 <> K& L £9,

15—)‘ v t—:/ $Threat Defense-4-751014: Local: localIP:port Remote remoteIP:port
Username: username/group Warning Configuration Payload request for attribute attribute

ID could not be processed. Error: error
SREA EOR SN JRMEIC CPIRNE &R T D CP ER OB O I B N AE L E Lz,

«locallP:port : @—A/LIP 7 RL A LKR— hEE

sremotelP:port : VE— K IP 7 KL A LR—+FEH

« username/group : Z OEFEAATICEE T 5 2 —F— A F T —7

- attribute 1D : FEFE A L 72 @M ID

serror : FFED T T —HR T =T — TS
WET 030 BECFSNTOBRIEE | BENTOBEE A vt —VIHESNT, 77
arvEFITLET, HEXE HLWI IAT U MR, 77472 MIBMEN7Z8 LWE
% 3858k L 72V iU Secure Firewall Threat Defense 4 A — Y T SN TCWE T, BIEZ QLT
% 5 KL 91, Secure Firewall Threat Defense f A — D7 v /7 L— RBRLBERGENRH VD F
7

Io—XAw t—:/ $Threat Defense-4-751015: Local: localIP:port Remote remoteIP:port

Username: username/group SA request rejected by CAC. Reason: reason
BB U A RSN TOVLEHBATRIN TV DREFHD L EVMEE 2 1Z RIS T Secure
Firewall Threat Defense 7 /34 A ZARF#ET 5720, 2—/L 7 R vz VHIEND Ko THEREM
ESShE L,

e locallP:port : @— A /L IP 7 KL A LR — hE5

s remotelP:port : VE— KIP 7 RL R LR — FE5

« username/group : Z OEHEAATICEE T 5 2 —F— A F L —7

* reason : SA ZURMERG S/ BEH
WET7O a3y BAZMR L. T LWEERDSTF A SN MBEN D - 1B 3R 2 iRk T2
m ERERESNTOND LEVEZET LET,

Io5—H% ‘yt—*“) %$Threat Defense-4-751016: Local: locallIP:port Remote remotelIP:port
Username: username/group L2L peer initiated a tunnel with the same outer and inner

addresses. Peer could be Originate only - Possible misconfiguration!
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751017

751018

751019

51017 [

EEA ETIE. P RADZELTAEIP T FLAEWNEIP 7 R L ACESWTRIET M
HIZRESNTWDAREMER®H Y £7,

e locallP:port : @— A /L IP 7 KL A LR — hE5

« remotelP:port : U E— K IP 7 F‘I/X EAR— NS

« username/group : = DHEREAITICBEIE T S 2 — P —H E T —T

WEB7HLaVIALETORELHER LFET,

15—)( “Jt—:) %$Threat Defense-3-751017: Local: locallIP:port Remote remotelIP:port

Username: username/group Configuration Error error description

SRR AT A T 4 Falb—vary 2T —BRIENE Lz,

*locallP:port : @—A/LIP 7 RL A LR— h&EE

s remotelP:port : UE—hIP 7 RL R LAKR— &S

« username/group : = OEEGEAATICRIE S S 2 — Y- 1 ix s —7
« error description : #ft T 7 — O il Hi 72§

HET7V230 RSN T0VLET — IRV TRELZEELET,

15—)‘ v t—:/ %$Threat Defense-3-751018: Terminating the VPN connection attempt from
attempted group . Reason: This connection is group locked to locked group .
SEAEG AT END bR T A—TNE, I —T ay ZICERESN TS h L 7 L—
T ERILTIE®H Y £H A,

- attempted group : EEREAEET D Foxy T e—7

« locked group : B v v 7 FIERES D bRy Z—T

WET7Oay INV—T R v—Fhida—F—@lTr/r—7 vy VEEZHERLET,

I5—A W+t — srThreat Defense-4-751019: Local:LocalAddr Remote:RemoteAddr
Username:username Failed to obtain an licenseType license. Maximum license limit Iimit

exceeded.

SREAR KT A B RHIREZB 272720, By a U AERICKRLE LT, 2D, b rib
BUROBAM E TS BITRI L £ LT,

e LocalAddr : Z O TOR—AL T KL A

« RemoteAddr : Z O iTO Y E—F BT 7 KL X

e username : #fEAFATL TV DHE T D —HF—4

« licenseType : #i L7277 At A Z A7 (flio> VPN F 7213 AnyConnect Premium/Essentials)
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elimit : FFal S, B L7271 v A%k

WHRETIIVHANINTVETRTO—Y AT L0+ 0REDOT A v ARH
D EEMERT DD, FIITER SN AT AT 57200 E< 0T/ ARG L
F3, HDHWE, FORBEFITLET, LT 2L TFF AR B— ROEA., BESHEL
TarTx A MIRL, RBEIDELTEVZS DT 2AEE ) Y TET,

I%—)‘ vt—’) %$Threat Defense-3-751020: Local:%A:%u Remote:%A:%u Username:%s An %s
remote access connection failed. Attempting to use an NSA Suite B crypto algorithm (%s)

without an AnyConnect Premium license.

%87 AnyConnect Premium 7 A & > A 3@ H 4L E L7223, webvpn 22 7 4 Fa b— 3
& — KT anyconnect-essentials Z i L THHRIIZT 4 B —T7 M2 &N T 5728, IKEV2 U
EFE—F T EBA PURNAEERTEEEATLE,

#4327 U * 3 > Secure Firewall Threat Defense 7 /3 A (2 AnyConnect Premium 7 1 & > A A3 A
YA RSN, VE—F T 7 ERIKER2RY =% 7T Psec 7 AR —H/LITRE S LT
L& aMERLET,

Ia—)‘ “Jt—:) %Threat Defense-4-751021: Local:variable 1 :variable 2 Remote:variable
3 :variable 4 Username:variable 5 variable 6 with variable 7 encryption is not supported
with this version of the AnyConnect Client. Please upgrade to the latest Anyconnect
Client.

£%B8 15\ AnyConnect 7 7 A 7 > b3, AES-GCM K SR U > — %4l L T IKEv2 235% 7 &
FL T 5 Secure Firewall Threat Defense 7 /31 A (ZHie L L9 & LE L7,

svariablel: = —#/LIP 7 RL X

svariable2 : @ — /L AR— |k

evariable3: VE—h~ 7747 FIPT RL A

svariagble4: VE— K 7747 F R— |

e variable5 : AnyConnect 7 7 A 7 > hDa—H—4 (2—HF—RNa—WF—4% AJ)3 50

WCZOZT—NRELTTZD, RHTHLAREESLH Y £79)
s variable6 : #5f5i 7’1 b 2L # A4 7° (IKEvl. IKEv2)
e variable 7 : #fEE— R 51k % 14 7" (AES-GCM. AES-GCM 256)

#2729 3> AES-GCM K551t T IKEV2 Zfli 7 %572, AnyConnect 7 7 1 7 > b % F#r
N=Ta NT v 7T L—RLET,

15_)‘ “Jt_:) %$Threat Defense-3-751022: Local: local-ip Remote: remote-ip
Username: username Tunnel rejected: Crypto Map Policy not found for remote traffic selector
rem-ts-start /rem-ts-end /rem-ts.startport /rem-ts.endport /rem-ts.protocol local traffic
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751023 [

selector local-ts-start /local-ts-end /local-ts.startport /local-ts.endport
/local-ts.protocol !
£iBA Secure Firewall Threat Defense 7 /34 A 23, A v bB—UIIRENTWNDE T TAR_—F R
FNI—=7 23R A FDEF 2T 4 R —FREBPTEEEATLEZ, ZRHDOXRY b
U — 7 F73AR A ML, FBEMNZ L - TEE 4L, Secure Firewall Threat Defense 7 /3 A A D &
D% ACL &b —HLERA, ZLOHA, ThEFar 7 4 Fal—ra v O#RDTT,

elocal-ip: =E—H/L ETDIP 7 KL A

sremoterip: YE— K ETDIPT FL-XA

susername : U E— k 77 B ADEREFEDO 22—V —4 BEMDOEE)

eremtsstart : U E— K N7 7 478V ZDORRABT RLA

eremtsend: VE—bF NI T 4w BLIEZOKETT RLA

sremsstartport : VE— b N7 7 4 v LT X ORBER—

sremtsendport : U E—h T 7 4w 7L XD THR— |

s remits.protocol : VE— K NT T 4w BLIEZDOT R FaL

localtsstart : B —H)v T T 4 v 7L ZORGT RLA

slocal-tsend: E—H)V NI 7 4w 7BV I XD TT KL A

s local-tsstartport : ©—H/V N7 7 4 w7V T ZORMBEA—

e local-tsendport : = —H )V RT7 7 4w 7BV ZOKETR— K

* local-tsprotocol : =—/)V N T T 4wy 7L HZDTm kA
HRT7 O ay WSl ACL ORESNTWH Ry N — IV REZMR L, /= =—
AOa—HN Fy NT—=IRLARHEDYE—K Xy hNT—7THHZ L, BLOAM =
T—HPDYVE—F Xy NT—INRLARADa—H) X2y NT—27 ThHI L E2MERLE
T TANVKA—R~AZ L Xy hU—2 T RLALHIRLTZAA N 7 KU RAIRICER
LET, VAaPUAOEETIE, 7aXy T RUVAERE lred) v hT—27 05 FTL
BN TTAR—=K T RLARHILGELHD 7,

15—)‘ “Jt—:) %$Threat Defense-6-751023: Local a :p Remote: a :p Username:n Unknown
client connection
SREARANFE T2 I1L T A a A D IKEV2 7 Z 4 7 > k7 Secure Firewall Threat Defense 7 /31 A 1
Bt LE Lz,

n: IN—TFlFa—F—4 (arTFAMILD)

ca:IPT7 FL XA

ep: A MER

sva: 7 74 7 b Secure Firewall Threat Defense 7 /3 A [ZH# R LTz a—Y—o2—V =

VN

RT3 2 2aBYR—KMLTWDHIKEV2 7 AT v MZT v 77 L—RLET,

Syslog # v z— < 722001 ~ 776254 .



B 50

751024

751025

751026

Syslog # v £— < 722001 ~ 776254 |

IS—A4vy t_:/ $Threat Defense-3-751024: Local:ip-addr Remote:ip-addr Username:username
IKEvV2 IPv6 User Filter tempipvé configured. This setting has been deprecated, terminating
connection

E8BA IPv6 VPN 7 ¢ L Z B SINTRY | IPV6 T 7 4 v 7 DT 72 AHICHA 7 4V H
DROVITRES LTV DLIGEIR, #AETLET,

WRT7Ia2VIPv6 = N THREZ A NVX &R . 22— —HDIPv6 N T 7 1 v 7 A
HLES,

15—)‘ “Jt—:) %$Threat Defense-5-751025: Local: local IP :local port Remote: remote
IP :remote port Username:username Group:group-policy IPv4 Address=assigned IPv4 addr

IPv6 address=assigned IPvé addr assigned to session.

HBZOA vE—UITE, FBESNZ2— —® AnyConnect IKEv2 #1250 4T H L7z IP
7 RLA fﬁ?&#i@ﬂ“éz"bi@”o

« local IP:local port : ZDERDO T —H/VIP 7 KL A Z ORI &5 Secure Firewall
Threat Defense O IP 7 KL R L R— + &5

« remote |P :remoteport : ZDERD Y F—KhIP 7 RLUAFEHOEETOETIP T KL AL
A— &

cusername : U E— k 77 B ADEREFEO2—V—4 BEMDOEE)

e group-policy : L—H— {2 L CT 7 RAZFHFAI LI/ N—T K v —

assigned_IPv4 addr : 7 7 A4 7 MZHEIDHTHRTWD IPvE 7 KL X

« assigned_IPv6_addr : 7 7 A4 7> MZEID K THINTWDHIPV6 7 RLA

HRETH O ay RE,

I%—)‘ ‘y‘b—*‘) %Threat Defense-6-751026: Local: locallIP:port Remote: remoteIP:port

Username: username/group IKEv2 Client OS: client-os Client: client-name client-version
BRI S e — =, FRSNTWDARL—T (VT VAT RET TA TV R DA—
VaTHERHLE D L LTWET,

locallP:port : =—H/VIP 7 KL R ER— " FK5

«remotelP:port : VE— K IP 7 KL A LR— &5

- username/group : = DEEEAITICBE T 2 2 —HF—H E T/ —7

eclient-os: 7 747 "G LAV —T 4 7 “/X?A

sclient-name: 7 7 A4 72 "G L2 T4 7 M4 (B X AnyConnect)

client-version: 7 7 A4 7 FRRE LTI TA T F N—=Va

WET7H a0 RE,
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752001

752002

751027 [

I5—*wt— sThreat Defense-4-751027: Local:local IP :local port Remote:peer IP
:peer port Username:username IKEv2 Received INVALID SELECTORS Notification from peer.
Peer received a packet (SPI=spi ). The decapsulated inner packet didn’t match the
negotiated policy in the SA. Packet destination pkt daddr , port pkt dest port , source
pkt saddr , port pkt src port , protocol pkt prot .
BEBALT RIPsectFx 2T 4 7Y vm—ay (SA) ETRELEZ ATy bR, ZTDOSAD
AAVE— SN T T4y 7B FIC B LEEATLE, ETIE, AIEAST > B SPI
Loy b T —H % E&Te INVALID SELECTORS @514 2415 L& L7z,

* local IP : Secure Firewall Threat Defense = — % /L IP 7 K L A

« local port : Secure Firewall Threat Defense © — % /L 78— K

cpeer IP: 7 &5 1P 7 RLA

s peer port : 7 AR— k

« username : = —H—4

s 5pi : /N7 b @ IPsec SA @ SPI

« pkt_daddr : /X% REESETP 7 K LA

« pkt_dest port : /X% hFESEAR— b

e pkt_saddr : /X7y FEEITLIP T FLX

o pkt_src_port : /X7 v MXEImAR— b

e pkt_prot : /X7y b 7w kA
WRETI 32T - Ayt—V BE, BLOZOTT—IZORNoTA N2 FOFEMA
a— L, £H% Cisco TAC [IZEF L T2 30,

15—)‘ V) t—:/ %$Threat Defense-2-752001: Tunnel Manager received invalid parameter

to remove record

HBAR R =Ty b L a— REHIRTEEEATLE, ZRICED, RLETICAH
ho RN EBIMETE W AREER H D 97,

WRF7I A TRA A2V u— RT3 ba— RIHIBRENETI, =T =2k LR
M FRFERTIHEEIE. FEDO R RAVBITOT NNy 72 I HIZFEITLET,

Io—XAwy ‘t'_:/ %Threat Defense-7-752002: Tunnel Manager Removed entry. Map Tag = mapTag

. Map Sequence Number = mapSeqg .
BB bRV EBGT D B Y BNEFICHIBRSLE Lz,

smapTag : Bt h U DHEIRS 22 V7 ks ~ v 74
emapSeq : Bt MU BHIBRS NI VT vy T D — U AEKE

WREF7HI a3y RE,
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IS5—XAw t—:/ $Threat Defense-5-752003: Tunnel Manager dispatching a KEY ACQUIRE
message to IKEv2. Map Tag = mapTag . Map Sequence Number = mapSeq

SB RSN TWVWAR S~ v SISV IKEV2 b RV EBMET 2720 DRIT A2 FATH T,
emapTag : BT MU DHIBRSNTZZ VT b v T4
emapSeq : BltA= 2 R U DBHIBRENTZZ VT N~y T D~ AF S
WRET7Y a3y RE,

I5—X*Y t—< 4Threat Defense-5-752004: Tunnel Manager dispatching a KEY ACQUIRE
message to IKEvl. Map Tag = mapTag . Map Sequence Number = mapSeq

HMARENTWAIEE~ v FIZESWZIKEV] F o L Z G T 57200752 EITHh T,
emapTag : BT MU DHIBRESNT=Z VT b v v 74
emapSeq : BltE= YU DHIBRENTZZ VT b~y T DY —r o AFK 5

WRERTI a2 RE,

I%—)‘ “J“Z—:) $Threat Defense-2-752005: Tunnel Manager failed to dispatch a KEY ACQUIRE
message. Memory may be low. Map Tag = mapTag . Map Sequence Number = mapSeq.
FREA R R BIERATE T 4 ANy FLE D E LE LR, AT VEID Y TOEELR EDONE
T Lo THRMLE LT,

e mapTag : Bth=2 MU DHIBRENTZZ VT~ ~v 74

emapSeq : BtET= 2 R UBHIBRENTZZ VT N vy T D—T U AEKE
WETVaV AEY FToX 7 Y= AL, SHIT Ay T EFETTLH L TRE
ZEI0 T ET,

Io—A4AvYy t—:/ $Threat Defense-3-752006: Tunnel Manager failed to dispatch a KEY ACQUIRE
message. Probable mis-configuration of the crypto map or tunnel-group. Map Tag = Tag .

Map Sequence Number = num, SRC Addr: address port: port Dst Addr: address port: port

BB R RNVDOBBORITET 4 ARy T LIS E LT, a2V 7 b~y 7 E7213H
BTN TS h RV =T Dar 7 4 Xalb—vary o7 —NEKT, KILEL
776

e Tag : BAG—= 2 N YU BHIBR SR 5~ » 7 O4 R

snum: BltE= 2 N U DBHIBRS N B~y T D — v AE S
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752008

752009

752010

752007 ]

s address : EETLIP 7 KL AE 213585 IP 7 KL &

e port : EFEILAR— FNEFEIISEER— &
WRFHL a3y RENTWA MRV TN —T LR~y TORELZTR, ZETHHZ &
FHER L ET,

15—)‘ W) t—:/ $Threat Defense-3-752007: Tunnel Manager failed to dispatch a KEY ACQUIRE

message. Entry already in Tunnel Manager. Map Tag = mapTag . Map Sequence Number = mapSeq
RBABEGFOT M E MUV RV ICHEBMLES ELE LT,

emapTag : Bt R U DHIRSNTZ 2 VT N =v T4

emapSeq : Bt U BHIBRENTZZ VT N~y T DY—r v A%
HRT Y 2 a U WEMRR LRWESIE, BT ORET M RARTFTEND 2 EE2MEL.
EOIET RNy T EFATLT, PURABBRIC b ~32—Yy D> b Y ABEIShTn
LIELLSHIBRS LD Z &, BRUBMGRITORGZMR L 9, 51&HE F o XA OERH T
HLAREMENDH DT, IKEN—V 3 V2 ETFIKEAN—Y 3 0 1 Okt S HIZT Ny 7 L
i‘g—o

I5—Aw t—:/ $Threat Defense-7-752008: Duplicate entry already in Tunnel Manager

HE RV EBIAT B 20 OB LI ERBTbIL, F R LR —Ux it T bk
NERBBLE S ELTWET,

WR7I a2 A8 RMENMEESINWEGS, IKEN—Ya v 1 FREIKE RR—Y a2
DR RNVOBREERITL, XA LT 7 LT RWATEEERH Y £, 4T Ha~vy
REFEHLTEOIZT Ny 7 L, BEOBRITRR E IR L2, hrpLr~3x—Vy
T PUNHIBREINDZ LR LET,

$Threat Defense-4-752009: IKEv2 Doesn't support Multiple Peers

SBAEKOETEFH LTI/ VT b~y TRREENTNDD, IKERXR—V 320 hrx
NEBMETHRBENEBE L E Lz, ZOREIL, IKENX—Y 32 THR—FERTVEE
Ao IKENX—T g 0 1 OBRBEBEOET YR — R~ LET,

WRTIDIVREEHRARL, HHOET TOIKE N—V a2 O A M TORMBENTH
ENTWARNZ L MR LET,

Io5—X% vt—*‘) $Threat Defense-4-752010: IKEv2 Doesn't have a proposal specified
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SEAIKE N— 3 2 hU RV EBRBT A0 IPSec 7 a R —H AN RO00 FHATL
77

RT3y RECHE L, BETST T, PR OBRMIENTE D IKEAN—Y g &~
27 uR—PILERELET,

Io—Aw t—<0 3Threat Defense-4-752011: IKEvl Doesn't have a transform set specified

BAIKE N—2 302 FUpLEHET 520D, IKENRXR—Va v 1 FFUVA T4 —A®y
FRRE2DY EFHEATLE,

WREF7HO Y REEMHERL, HREIISLU T, P RAOBIBICHEHTE 5 IKE N—Y g v
2 RS URTF—L Yy NERELET,

15—)‘ “Jt—:) %$Threat Defense-4-752012: IKEv protocol was unsuccessful at setting
up a tunnel. Map Tag = mapTag . Map Sequence Number = mapSeq .

SEAfER ST m hann, RESNTZ VP~ T2 EHL TRV ERIETCE EE
AT LT,

« protocol : IKEvl £ 721X IKEV2 27”3 IKE N— 3 U5 1 £721d2

emapTag : Bt R U BHIBRSNT= 27 VT N wv T4

emapSeq : Bt U BHIBRENTZZ VT N~y T D—r v A%
WRT7IIVRELHERL, RENTWNDHTE FaLNEILIZT Ny 7 LT R RAVERIT
DI LT R 2 Fe e L £,

Ia_)‘ v ’b_:/ $Threat Defense-4-752013: Tunnel Manager dispatching a KEY ACQUIRE
message to IKEv2 after a failed attempt. Map Tag = mapTag . Map Sequence Number = mapSeq

REA ko R Rx—T v id, RL7Z%IC, P E2HEBALELY ELTVET,
emapTag : BT MU DBHIBRS N2 VT b v T4
emapSeq : BRMET= FYUDHIBRENTZZ Y T b~y T DY —lr o AE S

W75 L3 VREETS, MiB~ Y TREL RESH TS Z LB LET, 20K,
bRV, 2IE HORITCERICIER S NI D 2 A TR LE T

I%—)‘ v t_:/ $Threat Defense-4-752014: Tunnel Manager dispatching a KEY ACQUIRE
message to IKEvl after a failed attempt. Map Tag = mapTag . Map Sequence Number = mapSeq

. Syslog # v z— < 722001 ~ 776254



| Syslog # v+— 722001 ~ 776254

752015

752016

752017

752015 ]

EREA b LR, PR R =V X X T 4L RNy 7 L, IKERX—V a1 Z2FEAL
ThorpAzERBLES ELTWET,

e mapTag : Bt MU BHIBRSNIZZ V7 b ~ v 74

emapSeq : BltE= MU DHIBRENTZZ VT b~y T DY —rr v AFK
WET7I a0 REZWRL, 7V T b~y 7RELLRESN TS Z L ZHERLET,
D, hrFAN, 2EEORITCEFICER SN 2R LET,

Io—XAw t—:/ $Threat Defense-3-752015: Tunnel Manager has failed to establish an L2L
SA. All configured IKE versions failed to establish the tunnel. Map Tag = mapTag . Map

Sequence Number = mapSeq .
BBAE T ~DOL2L b RV EHNLT HFATH, RESNLETXTOT 1 a2 L TRAT
L7etRIiC R L E LTz,

emapTag : BT MU DHIBRESNT=2 VT b v v 74

emapSeq : BtET 2 R U BHIBRENTZZ VT N vy T D= U AFKE
WRT7IaVREXMRL, 7V T M2y 7DELSHESNTND Z EZMHERLET,
EEORRKZRET 2I12E, Hrxorm barzar Ny 7 LET,

15—)( v t—:/ %Threat Defense-5-752016: IKEv protocol was successful at setting up
a tunnel. Map Tag = mapTag . Map Sequence Number = mapSeq.
A REN TS r ha (IKEAXA—Y a3y 1 £72FIKEN—Y 3 2) TL2L b xb
PDIEFICER S E LT,

« protocol : IKEvl £721X IKEV2 27”3 IKE N— 3 U5 1 £721d2

e mapTag : Bt R U DHIBRSNTZ 27 VT N vv T4

emapSeq : BAtG= > FYUDHIBRENTZZ Y T N~y T DOV —lr o AFEK S
HET7H a0 RE,

Ia—)( V) t_:) $Threat Defense-4-752017: IKEv2 Backup L2L tunnel initiation denied on
interface interface matching crypto map name , sequence number number . Unsupported
configuration.

ERBA IKEV2 133w 7 7 v 7 1L2L Z 7R — h LT 7=, Secure Firewall Threat Defense
A AT IKEv] 2 LT 2 B L £9,

#ET U 23 VKBVl B X =T VO G EIIRETT, Sy 77T v 7 L2L R 6
T 5IZIE, IKEVl A R —T7 /I T D20ERH Y 7,
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IS5—XAw t—:/ %$Threat Defense-4-753001: Unexpected IKEv2 packet received from
<IP>:<port>. Error: <reason>
HE 2 TALNGHIUVPN 7 T A4 Y 7 B— RTEHELTBY . F—F A TEIT LY
MOBENT =y 73T —F =7 HOLNIEOWMERRIE LT L ZITIKEV2 T
h&5%A5 LTI D syslog 23k S ET,

«<IP>: Ty FAEFELLEHFETIP T FLA

e <port>: /N7 v M EIE(E LTCEE LA — b

e <reason> : /N7 v NINIESN L Znde STV S B Z OfiiE Corrupted SPI detected & 7213
Expired SPI received Tdh 5 A[REMEDN S D £,

#RT7 Y L3V IKEVlI XA F—T VDA, MEIIARETT, Ny 77 v 7 L2L #EE %
T BHI21%, IKEVl A X —T /I THLERH Y £,

I%—)‘ v t_:/ %Threat Defense-6-767001: Inspect-name : Dropping an unsupported
IPv6/IP46/1P64 packet from interface :IP Addr to interface :IP Addr (fail-close)

FR8A fail-close 47> 3 U — B R KU U —TRRE S, FEEOREIC Lo T IPv6, 1P64,
F UL IP46 DNy R S TUVWE T, fail-close 273 a VEREIZHE SV T, I D syslog
Ay —URERSIL, Ty MIFry TSR ET,

WET7H a0 R,

Iﬁ—)‘ “Jt—:) $Threat Defense-3-768001: QUOTA: resource utilization is high: requested
req , current curr , warning level level
BHEAT AT L U Y —Z2DFND Y TP EELEIVWEICELE L, F#ty v a0l
& VY — R XS RE v v g T,

eresource : VAT AL U Y — 2K ZOERSIIEEY v g T,

ereq: BRI NTH, EEHEY Y a UTIEEIC T T,

ccurr : BIEEDOEI Y Y TH, Rty arTlllevd £ LAY £4,

o level : B LUL, BRIESILTWDHIBRO 90 %,

RT3y R,

15_)( “Jt—:) %$Threat Defense-3-768002: QUOTA: resource quota exceeded: requested

req , current curr , limit limit
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768003

768004

769001

769002

768003 ]

SREAT AT A Y Y — R TR D ERIT, BRESNHIRZEE L2 DES SN E L, B
Yy a O, VAT LAORKERYE v a CORKEICEELE L,

sresource : VAT L VY —R4, ZOLARITEEYE Y a3 TT,

ereq: BRI, HEE Y a U TIEHEICT TT,

ecurr : BIfEOHRID YK TH, EFEE Y a U Tliklevd EHELL D £,

olimit : RESINTWD Y Y — AH| R

RT3y RE,

15—)‘ V) t—:/ $Threat Defense-3-768003: QUOTA: management session quota exceeded for

user user name: current 3, user limit 3
REABEOEHE Yy v a U, 2P lCRESNTWHHIREZ#B X E L,

scurrent : T—HF—DEHE v g VIZEIV B TOHONTWABIEDOE R
elimit : RESNTWEEH Y v g VORIR (5740 MEIE 15)

*Eﬁ?b :/ 3 y%‘gf—cﬁ l/o

15—)‘ v t—:/ $Threat Defense-3-768004: QUOTA: management session quota exceeded for
ssh/telnet/http protocol: current 2, protocol limit 2

SHEA 7o h =L (SSH. Telnet. £7-1Z HTTP) OEFHE v 3 L O REND, BHEIS LT
HEIRE#BELE LT,

scurrent : FE L v L g ZED Y THNLTWDHEDE S
elimit : RESNTWAS T hadhHiz o) V—2HIR (57 /v MES)

*E“‘%’?o :/ 3 D%\giﬁ l/o

15—)‘ “Jt—:) %$Threat Defense-5-769001: UPDATE: ASA image src was added to system
boot list

SEAV AT A A A—UREHEINFE LIz, LRIV AT LA ya— RREShi7 7 A4 VD4
AN, VAT L 7T—FDUANMIBMNESHE LR,

e SC: IEEITLA A =TT 7 A NVDOLRITETIL URL
RT3y RE,

I5—X*vY 1t — 2Threat Defense-5-769002: UPDATE: ASA image src was copied to dest
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SRBAS AT A A A=V RNEHINE L A A= T 7 ANVNVAT A —INFE L,
cSC: VA A A= T 7 A NDLHIET-IL URL
edest : IE—EDA A= T 7 A DL HREI

WR7HI a3y RE,

I%—)‘ vt’—’) %$Threat Defense-5-769003: UPDATE: ASA image src was renamed to dest

FAVAT LA A—UPREFENE LT, BIFOA A=Y T 7 A NVAIE, VAT LT =1
ARRDA A=Y T 7 ANAITERENE LT,

esrc: V—A A A=Y T A NVDOLRETET-IL URL
sdest: IE—DA A= T 7 A IVDLH]

WET7H a0 R,

I5—AY+t— Threat Defense-2-769004: UPDATE: ASA image src file failed verification,

reason: failure reason

SBAA A — 1, copy 2V REZIT verify 2~ 2 ROWT I THAEICARIRL £ Lz,
esrcfile: IHMETLA A=Y T 7 A NVDT 7 A V4 E721L URL
- failure_reason : 561 A— 77 A VDT 7 A V4

WR7IAVEEDEIONDIHEBELE LT, VAT A ATIRAREZLTNDS, 774/ T
A A= NRONBRNoT2, T I LITERM LT, 77 A NVTELANRONL RS
7=, BANEE 72, BLHOT NI Y XARFR—=FENTHRW, BLAFORERSH Y
i‘ﬂ—o

I5—H*Y 72— 9Threat Defense-5-769005: UPDATE: ASA image image name passed image

verification.

BEBAZNIE, A A—VDRBEECAK LT Z LR TEMA v E—U T,
+ image_name : Secure Firewall Threat Defense 1 A —3 7 7 A /L D4 Hij

i RN

Io—XAw t—:/ $Threat Defense-3-769006: UPDATE: ASA boot system image image name was

not found on disk.
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769007

769009

770001

770002

769007 ]

HMBAZIE, T—F VAT A VAR NCRESINZ T 7ANET 4 A7 LIZEL ZENTE 2
Mol BRI ZT— AvkE—UTT,

+ image_name : Secure Firewall Threat Defense 4 A — 377 7 A /L DA Hi
WRTVIVTNAAANRT = N TERWERIL, T3 A% U 7 — M 5ICHED 7 7 A

NERA L MTHE DI bootsystem 2~ REEHET A0, FLIEIREL WD 77 A%
TAARINZA VA R—LLET,

I5—*Awt— sThreat Defense-6-769007: UPDATE: Image version is version number
BB ZOAyE—UE T ART v T T L= RSN ERRINET,
« version_number : Secure Firewall Threat Defense f A —3 7 7 A LD /N— 3 VK=

*Eﬁ’?o :/ 3 y%‘giﬁ L/o

15—)‘ v t—:/ $Threat Defense-4-769009: UPDATE: Image booted image name is different

from boot images.

B T, RESNTE T 7ANAMNT — b A=V DEGFDOY A NEBLRDHZ L AR, T
AADT v I T— RRIZEREINDZT— A vE—TTT,

« image_name : Secure Firewall Threat Defense £ A —3 7 7 A VD7 7 A L4
WRE7O a3 RE,

15—)‘ “Jt—:) %$Threat Defense-4-770001: Resource resource allocation is more than
the permitted list of l1imit for this platform. If this condition persists, the ASA will
be rebooted.

£i2BH Secure Firewall Threat Defense fRf8~ < > D CPU £7/21ZAEFY VYV —REDYTHR, 2D
7Ty N7 AL ESNTWAHIREZBE A E L7z, ZDO5MFIL. Secure Firewall Threat
Defense AR~ o > DR EMN, Ciscocom/NHF 72— KLY 7 My o7 TORENGER
ENTWARWEAICIIRELEEA,

HESE 7 9 < 3 > Secure Firewall Threat Defense DA X L —3 3 V& #H{T9 AI121X. CPU £721%
R~ DOAE] )Y —RE D YTk CiscocomMb A yra— KLY 7 b7 THRE
L7ZbDIZEERET D0, BELET,

I5—Aw t—:/ $Threat Defense-1-770002: Resource resource allocation is more than the
permitted limit for this platform. ASA will be rebooted.
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770003

772002

772003

Syslog # v £— < 722001 ~ 776254 |

£ BA Secure Firewall Threat Defense {8~ > D CPU F721ZAEY U V—RE Y B TR, =D
7Ty N7 A LIRS TWAHIBRZ#BE 2 F L7z, ZDO%MFIL. Secure Firewall Threat
Defense KR~ o DR EMN, Ciscocom/NHF 7 — KLY 7 My o7 TORENGER
SNTWARWEEIZIIRELERA, VY —RE[D Y TEEE LRWRY ., Secure Firewall
Threat Defense 7 /34 A [T E Lt T 97,

WETHa2VCPUFEZIFMIE~ D AEY U Y —RE| D Y T% Ciscocom/NHH 7 11—
KLY 7 b =7 CHRELELDIZEET S0, BRELET,

15—)‘ Wt —< $Threat Defense-4-770003: Resource resource allocation is less than
the minimum requirement of value for this platform. If this condition persists,

performance will be lower than normal.

£%BA Secure Firewall Threat Defense {48~ & >~ CPU £72(ZAEY U YV —REIV Y TR Z D
7T v N7 — LDR/NEME TS TWET, ZOREDFESI RS, N7 +—~
YABEE LKL 22D T,

52T U 2 3 U Secure Firewall Threat Defense D #AEZHi1T4 2 (21%, fifl~ > dD CPU £/
FEAEV Y Y —=2AFND Y TE, P AanbFyran— RNV 7 MU =7 THRESNIZHDIC

15_)( ‘yt'—*“) %Threat Defense-3-772002: PASSWORD: console login warning, user username

, cause: password expired
SAL =P —=DEDROUNTANAT = FEEA LTI AT L ary—piiu 7L LEL
oo ZHUITV AT DRy 7T 0 M &l D72OICFFr S TWET,

« username : = —Y— D4 Hi

ET7Vay a—F—Ins A0 RATV—REEETLHLERH ) £7,

15—)‘ W) t—:/ $Threat Defense-2-772003: PASSWORD: session login failed, user username
, IP ip , cause: password expired
BB — = HEHIROUINT AT — FEEH LT AT AICr A LE)ELELR
B, T EAZESINE L,

ssession: Ty ar XA 7, SSH F 721 Telnet

« username : = —Y—D 4 Hif

vip: 2=V —DIP T KL A
WRT Y3y P —TT 7L ARG B S AT, FRER P — DA T — FEEE
THULERHY E7T, NERT 7 EANRL LD EWUIRISEN N T—ShET, &z
I, ZOPT FLANLD NI 7 4w 7 &7 0y TEET,
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772004

772005

772006

774001

774002

712000 ]

Ia—)( W) t—:/ %$Threat Defense-3-772004: PASSWORD: session login failed, user username

, IP ip , cause: password expired

FAL—F = BEDHIROEINI AT = FEEH L T AT AlCu A LE) & LELE
B, T RAERGSNEL,

esession: Bty gy XA, T ASDM T,
e username : L —H— D4 R
cip: 2—HF—DIP 7 KL R

WRTI Y3y a—F 7 7 AMERD B DAL, BEHENL— P — DAY — REEE
THULERDHY 7T, NERT 7 EANRLLND EWUIRICEN M) T—ShET, 72&x
X, ZOIPT RVANLD NI T4y %7y TEET,

15—9‘ v t—:/ %Threat Defense-6-772005: REAUTH: user username passed authentication
BAL—Y =T AV — FOEHRRICIEFISHRIES N E LT,
« username : L — ¥ — D4 il

HREFTH O ay RE,

15—)( v t—:/ $Threat Defense-2-772006: REAUTH: user username failed authentication

BREAT— =R T— REETFL L) L LTSRN RAY—RE2 AN LE Lz, ZOREE,
NAT— RFEESLTOWER A,

o username : = — % — D4 Ril

#EF 9L 3 2—F—[Ichange-password =~ > F&fHH LT8R 2T — ROLEHE % fakiT4
HILENRH D £,

15—)‘ “Jt—:) %$Threat Defense-2-774001: POST: unspecified error
BRI S b — B R T roNg X3 ERE AR A Ol T A MR £ L,
7 > 3 Cisco TAC IZBIVADEL Z &0,

15—)‘ ‘y’b-*‘) %$Threat Defense-2-774002: POST: error err, func func , engine eng ,

algorithm alg , mode mode , dir dir , key len len

Syslog # v z— < 722001 ~ 776254 .



B 755

776251

776252

Syslog # v £— < 722001 ~ 776254 |

BEANE S L — B R T uoA XS ERRARFH 2T A MORRLE L,

s err : RILDJA

« func : BA%K

eeng: =2V, NPX, Nlite, £721FY 7 hv =7

salg: 7= Y XA, RSA, DSA, DES, 3DES, AES, RC4, MD5, SHA1l, SHA256,
SHA386, SHAS512, HMAC-MD5., HMAC-SHA1, HMAC-SHA2, F 7213 AES-XCBC DU»
T

*mode : €— K, none, CBC. CTR, CFB. ECB, stateful-RC4. stateless-RC4 DV 3 17>

« dir : encryption F 721% decryption DVNT L)

clen: By FHRAIOF—DR S

#EET 49 > 3 Cisco TAC IZBRIWAEDbEL &N,

15—)‘ Vi t—:/ $Threat Defense-6-776251: CTS SGT-MAP: Binding binding IP - SGname (SGT

) from source name added to binding manager.
REAFRE SNIZEE IR OO T A VTR, T 4 =R —=Ux [SBEINEIE Lz,
« binding IP : IPv4 £721XIPv6 DA 5 4 7T KL A,
* SGname (SGT) : /N1 T 1 > 7 SGT D 1EHSGname 23 H 7l HE 7085515 SGname (SGT) @
FEXUT72 0 | SGname 2MEH TE e WIGAIL SGT LW H BRI D 77,
» source name : BEf& T % 255 I D4 i,

WET7H a0 R,

I 5—A Wt — sThreat Defense-5-776252: CTS SGT-MAP: CTS SGT-MAP: Binding binding IP

- SGname (SGT ) from source name deleted from binding manager.
BB FRE SNTCIRBINODANAL T 4 TR, T 4 T X2 =V ¥ P hHIRENE L
7
HELIEEEITNOEDNANAL VR, N T 4 7 w3 —=Y v TBINShE LT,
e binding IP : IPv4 £ 721X IPv6 DA T 4 7T KL A,
» SGname (SGT) : /A > 7 1 > 7 SGT O 1E#SGname 23# H AR 7254 1% SGname (SGT) @
JERUT72 Y . SGname 2MEH TE 2WGATE SGT LW HRUC2 D 7,
« source name : BAfRS 2 E{E L DA AT,

HREFTH O ay RE,
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776253

776254

71716253 [

Io—Aw t—3 <Threat Defense-6-776253: CTS SGT-MAP: Binding binding IP - new SGname
(SGT ) from new source name changed from old sgt: old SGname (SGT ) from old source old

source name .
B HEEDIP D SGT ~DNAA VT 4V TR, VT 4 v ~F—C N TEHESNE L
72
« binding IP : IPv4 £721XIPv6 DA 5 4 7T KL A,
* new SGname(SGT) : #T LV 3o T ¢ > 7 SGT ¥, SGname 723k H A HE 72454 1% SGname
(SGT) OIEAUT72 Y . SGname MMEH TEX RWGEIL SGT LW HBRITR Y £7,
« new source name : H 72 IZBATR T 5 F(E L D4 il
» old SGname (SGT) : #\\/3A1 »F ¢ > 7 SGT 15, SGname /M AT EE72 454 13 SGname
(SGT) DIERUT72 Y . SGname MMEH TEX RWEEIL SGT LW H BRI £,
« old source name : LARTIZ BAHR L TV 2R E e D44 i

WET7Oa v BERL,

15—)‘ v t—:/ %Threat Defense-3-776254: CTS SGT-MAP: Binding manager unable to action

binding binding IP - SGname (SGT ) from source name.

BRANA T AT IFX—TU DA T 4 T BN HIER, T CTE £ A,

saction : XA T 4 T =R —T % OFfEinsert, delete, F721% update T,

« binding IP : IPv4 £721XIPv6 DA 5 4 7T KL A,

» SGname (SGT) : /31 > T « > 7 SGT O #SGname 23k I Al HE 725413 SGname (SGT) @
FEXUT72 0 | SGname 3MEH TE e WIGAIL SGT LW H BRI D 77,

« source name : BfRY 5 2E1E T D4,

HES7 5 2 3 > Cisco TAC ICHfE LT, HK— F 22T T RS,
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