Avyt—

715001

715004

Syslog A v tz— < 715001 ~ 721019

ZOFEF, WO THMEINTHET,

« A vE— 715001 ~ 715080 (
« A vE—3 716001 ~ 716603 (
o A wE— 717001 ~ 717064 (36 ~<—
« A E— 718001 ~ 719026 (
« A v EB—3720001 ~ 721019 (

715001 ~ 715080

ZOIE T, 715001 225 715080 FTHO X v E— 2 OWTEHA L £,

Io5—H% ‘yt—*“) %$Threat Defense-7-715001: Descriptive statement

£5tB8 Secure Firewall Threat Defense 7 /3 A A 23R L7z A X N E2IIRBEOFA TR S
F9,

WRT7Ia HHICL-TERY 7,

Is_)‘ ‘y’b-*‘) %$Threat Defense-7-715004: subroutine name () Q Send failure: RetCode

(return code )
HBAX 2 —NICA vy E—VEBEI ) ELEEZICN T —BEAELE LT,

WET7V a0 2 OHA. ZHIERBEDORUVIREETT, MR LRSS, Cisco TAC
ZRBAWEDLELZI N,

Syslog # v t—< 715001 ~ 721019 .



[l 715005

715005

715006

715007

715008

715009

Syslog # v £—< 715001 ~ 721019 |

Ia—)( ‘yt—*‘) %$Threat Defense-7-715005: subroutine name () Bad message code: Code

(message code )
RN T L—F U MARR A vE—Y a— REZELE LT,

HET Va0 2 O5E, THIRBEDZ2WIRIE T, BBEBMRR L2RWEA . Cisco TAC
WBHWEDELZI N,

Ia_)‘ ‘y’b-*‘) $Threat Defense-7-715006: IKE got SPI from key engine: SPI = SPI value
StEA IKE ¥ 7 > A7 L33 IPSec 726 SPHEAZAE L ¥ Lz,
WET7V a3y R,

I5—AY4E— sThreat Defense-7-715007: TKE got a KEY ADD msg for SA: SPI = SPI value

SRBAIKE A o b 32y m—3 g %557 L, IPSec WMEMT MU 5% —L v =
F—FEFIZa—RKLE LA,

WET7H a0 RE,

I5—AYHE— sThreat Defense-7-715008: Could not delete SA SA address, refCnt =

number , caller = calling subroutine address

SREAREON LMDV 7 L—F 258 IPSec SA ZHIECE A, ZhiE, V77 LA To v
FOREOTREMEN DS Z L B R L TWVET,

WRFH a2 204X FOFERE L THV SA OB L7=841%. Cisco TAC (23351
WEDbELTEEN,

Io5—H% vt—*‘) $Threat Defense-7-715009: IKE Deleting SA: Remote Proxy IP address ,
Local Proxy IP address

HBAY A RSN EXT T FLATSADBHIBRENTHWET,
WEFH a2 RE,

. Syslog # v z— < 715001 ~ 721019
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715013

715018

715019

715020

715021

15013 [

Io—XAwy ‘t'—:/ $Threat Defense-7-715013: Tunnel negotiation in progress for destination

IP address , discarding data

SEBAIKEIZ, ZOF—ZHDO N ZAEHSELTWET, MU RADERITHSLIND F T,
DR FMIE S TRESNDTRTONRTr y EREESINET,

WRT7HY a3y RE,

Io5—A ‘y’b-*‘) %$Threat Defense-7-715018: IP Range type id was loaded: Direction %s,

From: %a, Through: %a
ERBH Z @ syslog A v &—1%, IPSEC SA OFffl & B9 HBRICAEKR SV ET,
WRE7I a3 RE,

15—)‘ “Jt—:) %$Threat Defense-7-715019: Group group Username username IP ip
IKEGetUserAttributes: Attribute name = name

£5B8 Secure Firewall Threat Defense 7 /3 A (2 L > TULEE S 71 CUV % modecfg JEMED 4 il & fE
DT INFREINET,

WET7H a0 RE,

I5—AYE— sThreat Defense-7-715020: construct cfg set: Attribute name = name

£5BA Secure Firewall Threat Defense 7 /3 A (2 X - TiE{E STV % modecfg JEMED 4 R & il
DT PERRSNET,

HREFTH O ay RE,

I5—Awy ‘t'—:/ $Threat Defense-7-715021: Delay Quick Mode processing, Cert/Trans Exch/RM
DSID in progress

SHEAY = — X VBRI _RCRETIEHET (TP a v —RKOGE) . 74 v 7 £—
ROMLBEN L L CWET,

WRT7HY a3y RE,

Syslog # v z— < 715001 ~ 721019 .



B 7502

715022

715027

715028

715031

715032

Syslog # v £—< 715001 ~ 721019 |

Io5—X% ‘yt—*‘) $Threat Defense-7-715022: Resume Quick Mode processing, Cert/Trans
Exch/RM DSID completed

SEATV = — X 1ENTET L, 74 v 7 T— ROLAEPFHHINTHET,
WEFH a2 RE,

15—)‘ ‘yt—&" $Threat Defense-7-715027: IPsec SA Proposal # chosen proposal , Transform

# chosen transform acceptable Matches global IPsec SA entry # crypto map index

HBAR SN2 IPSec SA TR AR—FALEBI NN T VAT 4 —ARIGERNRZE LM a—F
MHBRENE LT, ZOT =X, IKEXIvm—2 a3 ORBEOT Ny F a5 BRI
SEHET,

WET7H a0 R,

IS5—A “Jt—:) %$Threat Defense-7-715028: IKE SA Proposal # 1, Transform #

chosen_transform acceptable Matches global IKE entry # crypto map index

BRI NTZIKESA b T VAT 3 —ARIREMINZE LIS a— R HENENE LD,
ZOT—XF, IKE xIFvm—2a VORBEOT Ny T hERA DRI B FT,

RT3y RE,

IS5 —A*wHt— eThreat Defense-7-715031: Obtained IP addr (%s) prior to initiating
Mode Cfg (XAuth %s)

ERBAZ D syslogld, IP7 RLUANIPutil 7L AT AL > TEIV B THATWEHEITERR
INET,

HWREFTHay RE,

Io5—H% vt—*‘) %$Threat Defense-7-715032: Sending subnet mask (%$s) to remote client

RBAZ D syslogld, IP 7 RLUARIPutil 7 v A7 A2 K > TE D Y THNTWDEAITAER
SNET,

WREF7HI a2 RE,
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715033

715034

715035

715036

715037

715033 [

Io5—4% ‘yt—*‘) %$Threat Defense-7-715033: Processing CONNECTED notify (MsgId

message number )

£5tBH Secure Firewall Threat Defense 7 /3 A 23i@ %14 A 7" CONNECTED (16384) ~Cif%i~<A
P— REGh A vyE—VZQAE L T\ ET, CONNECTED @MZ A 71X, 23 v h By ML
HEET T LIRS NET, 2t BN LREN~EEINDI4EFBDOI A v
T— K Ty bERIRIGHEAATLLERDH Y F77,

HREFTH O ay RE,

Io5—H% vt—’) %Threat Defense-7-715034: action IOS keep alive payload: proposal=time

1 /time 2 sec.
MAX—T T I T XA — R Ay —VOREFEELITZENLEINATOET,
RT3 R,

15_)‘ “Jt_:) %Threat Defense-7-715035: Starting IOS keepalive monitor: seconds sec.

BAX—T T IA T AAT—INF—T T IAT A=V EWEOBBOMIETE=4—L
i‘j‘o

WREF7Y a0 RE,

15—)‘ “Jt—:) $Threat Defense-7-715036: Sending keep-alive of type notify type (seq

number number )
HEAX—TT I TIEMA vV ORENLEINTWET,
RT3 AE,

15—)‘ ‘yt_:) $Threat Defense-7-715037: Unknown IOS Vendor ID version:

major.minor.variance
£2BH Cisco I0S D Z D X—2 g » OEEII AR T4,

HWIRTH I VIKEX—TT 74 772 EORERE & O EEH OB H 2 vREMEN H Y 97,
RIEDMEI U 22V EE . Cisco TAC IZBRIWEbE L 72 &V,

Syslog # v z— < 715001 ~ 721019 .



| 715038

715038

715039

715040

715041

715042

Syslog # v £—< 715001 ~ 721019 |

IS5—XAw t—:/ $Threat Defense-7-715038: action Spoofing information Vendor ID payload

(version: major.minor.variance , capabilities: value )

EBA CiscoIOS N> # —ID A B — ROMBNEITINE LTz, FITINTWDMEL, Cisco
[0S Z#AT—7 47 LTCW5% Altiga THDHA[REMENRH Y 77,

WRT7HY a3y RE,

Ia_)‘ v t_:/ %Threat Defense-7-715039: Unexpected cleanup of tunnel table entry
during SA delete.

FBASADMEH ST & FIZIKE b L T =T ANO= s b RIS EEATLEZ,
x, A7 —h v~ NORBEEEZRLTHNET,

HRET O S a Y BENMERL2WEA1E, Cisco TAC IZBRIVWAHLEL ZE 0,

Ia—)‘ ‘yt—““) $Threat Defense-7-715040: Deleting active auth handle during SA deletion:

handle = internal authentication handle

I5— A YE—USARIBRTISEERENY RVINELET 77 4 7 CTLlc, Zhud, =7 —KiEd
DIV =T v 7 YRR O—ETT,

HWREFTYay RE,

Io—XAw t—:/ $Threat Defense-7-715041: Received keep-alive of type keepalive type ,
not the negotiated type

SREAR v B —VNICRENTZZA TOX—TT T4 TRFHETZEEINE L,
W73 VMO T TXF—FT 547 a7 4Fal— g ZHERLET,

ITo5—H* ‘y‘b—*‘) $Threat Defense-7-715042: IKE received response of type failure type
to a request from the IP address utility

BEZNLOT FLAGRMS ZMI2—T 4 VT A DBEDYE— R TIERA I TAT 2 |
DIPT FU AT 2 ERAM ShEA, A v E—VXFFINOLEHT X A M Lo T,
PR X 0 BRHIC R Sk T,

WRT7I2a2VIPT RLREDYTCar 7 Falb—rarafERl, @E, RELET,
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715044

715045

715046

715047

715048

715049

15044 [

Io—Aw t—:/ $Threat Defense-7-715044: Ignoring Keepalive payload from vendor not
support KeepAlive capability

A —TT T A THEBENTE SNV TWARVVIRET, XU X —1 5 CiscoI0S ¥ —T7 7 74 7
RAo—REZELE L, XM a— NIEHEINET,

WRT7HY a3y RE,

Ia_)‘ v t_:/ $Threat Defense-7-715045: ERROR: malformed Keepalive payload
BN RS F—T T IA T XA e—FaZfE LE L, ~AMo— NIEHINET,
WET7V a3y R,

15—)‘ v t—:/ $Threat Defense-7-715046: Group = groupname , Username = username , 1P
= IP address , constructing payload description payload

HAKED SN B L= —DIE—K 7 FA T FDIP T RL AT - T, HEED
D IKE A v — ROFEMNEREINFET,

WET7H a0 RE,

15—)‘ “Jt—:) $Threat Defense-7-715047: processing payload description payload
SRBAZ(E L CALERF O IKE A 1 — ROFEHINFE RSN ET,
RT3 AE,

I5—*wt— sThreat Defense-7-715048: Send VID type VID
FAXEF O F—ID A B = ROL A TPFRRENET,
RT3y R,

15_)‘ v t_:/ $Threat Defense-7-715049: Received VID type VID
BEAZE LR A — DA 0— RDZ A TRFRENET,
RT3y RE,
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[l 715050

715050

715051

715052

715053

715054

Syslog # v £—< 715001 ~ 721019 |

Ia—)( ‘yt—*‘) %$Threat Defense-7-715050: Claims to be IOS but failed authentication
FRBASZAE L7z~ Z —ID IX Cisco IOS VID L fElTWE 923, hmac_sha &L EHA,

WRF7HL a3V MFOET TR A—IDar 7 4 Xab—a BERELET, ZOMEN
FMHEERICEZEL , RBENHR L2 WEE 1T, Cisco TAC IZBWE b &V,

Io—Aw 1t — 2Threat Defense-7-715051: Received unexpected TLV type TLV type while
processing FWTYPE ModeCfg Reply

£iBA FWTYPE ModeCfg Reply D ALERH{Z, Secure Firewall Threat Defense 1 == — K CAHREID TLV
WEEENE L, TLVIZREEINET, 7y FBBIELTWD 20, i3kl Tnd
7 T4 7T > MBI D/SN— 3 > D Secure Firewall Threat Defense 7’12k 2 /L &% AR — K L TW5H
T OIZHAET DR H Y £77,

RT3 CiscoVPN 7 T AT 2 MZA AR =L IR TWAEAMH FW 3 L O Secure
Firewall Threat Defense 7 /XA A LDO/X—YVF ) T3 AT U —)L a7 4 Fal—a %
MR LET, Zhid. VPN Z 71 7 b & Secure Firewall Threat Defense 7 /XA A DD /3 —
VarDARA—HERLTWAHEELHD I,

Ia—)( W) t—:/ $Threat Defense-7-715052: 01d Pl SA is being deleted but new SA is DEAD,

cannot transition centries

HBAE UV P1 SA DHIBREINTWETN, HLWSAICHHIBRO~—27 BfHTF 5N TWAHTZD,
BATHRERDH LWSAND W £ A, @, ZiUL, 2ODIKE BT BNEESN T, BipsH F—
FAEMFFMZMH L CW D aREMERNH D 2t AR L CWEd, MEITAEMICET ESnE T
2, HLWPLSA DNEIE SNDET, VEOT—ZHBINPBEAETLREENRH Y 9,

WREF7HI 3y RE,

I5—*wt— sThreat Defense-7-715053: MODE CFG: Received request for attribute info

&8 Secure Firewall Threat Defense 7 /31 A 23, fafii SN @A ERTHE— R a7 1 F =
L—Yary Ayt —VRFELELL,

RT3y RE,

I5—A Wt — sThreat Defense-7-715054: MODE CFG: Received attribute name reply: value
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715055

715056

715057

715058

715055 [

£iBA Secure Firewall Threat Defense 75, UV E—h ET7MHE—RK a7 4 Falb—T g VinE
Ave—UEZELE LR,

HRFTH O ay RE,

I5—+4Y+t— sThreat Defense-7-715055: Send attribute name

5 BA Secure Firewall Threat Defense 7 /34 2 23, VE—h E7ICE— R a7 4 F¥al—3
Y AvE—UVERELELE,

WRY Va2 RE

IS5—4 ‘y’b-*‘) $Threat Defense-7-715056: Client is configured for TCP transparency

SRBA IPsecover TCPIZK L CYE—h =2 K (TIA4 T F) PDERESNTWHWDHDT, ~v R
T F® Secure Firewall Threat Defense 5 /31 A 237 Z A 7 o k & IPsec over UDP % 721 IPsec
over NAT-T Z R 33— "4 52 L X TEEH A,

RT3y PURADRBLARVWESIE, ET7OWVWTRADONAT HZil 7 4 F 2 b—
va T OB NBERGERHY £,

15_)( v t_:/ $Threat Defense-7-715057: Auto-detected a NAT device with NAT-Traversal.
Ignoring IPsec-over-UDP configuration.

E%BA NAT-Traversal 23 1 72728, IPSec-over-UDP E— K 17 ¢ F o L— 3 UEHIL
RS IEHR A

RT3 RE,

Io5—A% “Jt—:) %$Threat Defense-7-715058: NAT-Discovery payloads missing. Aborting
NAT-Traversal.

£5BA NAT-Traversal VID O A#a#%, U E— bk =2 KA NAT-Traversal (2272 NAT-Discovery

R = REREELEFATLE, P72< & B 220 NAT-Discovery XA B— REZ(FT D4
ERHY ET,

RT3 NAT-T EEDRBKICHE > TWARWZ EEZR L TWAAREN D 4, W
BTNV AafETH Y BENRER L22WIEEIE, Cisco TAC IZBMWAEbEZEWn, K
BTN Rl TIERWESIEL, BiE AR — b T AIlBHnEbELTEE N,

Syslog # v z— < 715001 ~ 721019 .



[l 71505

715059

715060

715061

715062

715063

Syslog # v £—< 715001 ~ 721019 |

Io5—X% ‘yt—*‘) $Threat Defense-7-715059: Proposing/Selecting only
UDP-Encapsulated-Tunnel and UDP-Encapsulated-Transport modes defined by NAT-Traversal

SRBA NAT-Traversal # EF I 2 2= — b4 5720 SA TERESNZBHED T AR—F £—
FEBIO oV E—RORDbYIZZINOEDOET— REFEHTALERHY £97,

WRT7HY a3y RE,

I%—)‘ ‘yt—‘“) $Threat Defense-7-715060: Dropped received IKE fragment. Reason: reason
BEAT T 7 A e BERELEHEANRERINET,

WRT7I A HRT 7V a VIIBEEOHBIC L > TRZRY 9, UL, NAT 7731 A
T L TODRERE T BHREICHE > TORWIEZ R L TW LS ATEEER H D £77,

15—)( v t—:/ %Threat Defense-7-715061: Rcv'd fragment from a new fragmentation set.
Deleting any old fragments.

BRI CAAT Y FOBENFELELE LR, JIOMTUDR, HLEWIEESTZIHIDRT v M
7T 7 A Meahvk LT,

RT3y RE,

15—)‘ W) t—:/ %$Threat Defense-7-715062: Error assembling fragments! Fragment numbers

are non-continuous.
A 7T SR NEFICK Yy v T RH Y ET,

WR7I 3 ZERy N7 OREZRLTWHAREMERH Y £9°, ZORENFE X,
MU RIVNBERE I N D D, BED YT 53Secure Firewall Threat Defense 7 /3 A & Ao m— k
TXZRWEAIL, Cisco TAC IZBRIWEHE L ZEW,

Io—XAw t—:/ $Threat Defense-7-715063: Successfully assembled an encrypted pkt from

rcv'd fragments!
BRAZEINTT T T A MR Ty bOT R T UREIILE LT,
HET7TH a0 RE,
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715064

715065

715066

715067

715068

715064 [

Io—AwY t_:/ $Threat Defense-7-715064 -- IKE Peer included IKE fragmentation capability

flags: Main Mode: true /false Aggressive Mode: true /false
AT I, A vV TRBESNIFRICASISIKEY 77 A b2 PR - b LTHET,
RT3y R,

15—)‘ ‘y‘b-*‘) %Threat Defense-7-715065: IKE state machine subtype FSM error history

(struct data structure address ) state , event : state /event pairs
BB 72— X1 =72 L, sate, event JBERT BT LWIRICR RS IVET,

WRFTHOI3INODOZT—DOREFIMED D T A, RIEIREIRL72WEE . CiscoTAC
IZBMWAEDbELIZEW,

15—)‘ “Jt—:) %$Threat Defense-7-715066: Can't load an IPsec SA! The corresponding

IKE SA contains an invalid logical ID.
5588 IKE SA N OFREL ID IX NULL T, 7=—X I 3Ty x— 3 Vg sh 4,

WET7Va N7 —088AELE L, BIEBPHRLRWEG . Cisco TAC IZBRIWGH
HELEE N,

15—)‘ “Jt—:) %$Threat Defense-7-715067: QM IsRekeyed: existing sa from different

peer, rejecting new sa

SBA N2 O LAN-TO-LAN SA (3§ CIZFELE T, 2FV, AILVE— xRy NU—T %
FbH, o722 Y =X ETHSARHY ET, ZUIEYR a7 s Fab— 3 TER
WOT, HTHE SA ITHIBREN £ T,

WR7HL a3V HETHTXTOET TLAN-TO-LAN 22 7 4 X a L — g AR LE
T, FRZ, BEOE TN T TAX—F xy NI —J 2 HTH LIXTEERA,

Io—XAw t—:/ %Threat Defense-7-715068: QM IsRekeyed: duplicate sa found by address
, deleting old sa

BN TOYE— T 7 EASAITTTICHFELES, 2FD, MLUVE—FRry hTU—7
EL, Ao TEY—ALTHSANDY ET, ETNIPT SLAZER LI-AREEND D
7=, HOSATHIBRISILET,
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715069

715070

715071

715072

715074

Syslog # v £—< 715001 ~ 721019 |

WRETV AV TAT b PURARRER T LIZSGE. ZHIERBEDO R VIRETH
DAREMEDS & 0 £, BTN L7256, Cisco TAC IZBRIWEDE L 7ZS W,

IS5—4A w4t — sThreat Defense-7-715069: Invalid ESP SPT size of SPI size

i BA Secure Firewall Threat Defense 5 /XA A 723, %72 ESP SPI -4 A ™ IPSec SA 7' 12 iR —H
NEZELELE, 2O07aR—PFLiFAFy FENET,

W7 3B, ZHIREO VR T, BT REKICE > TN Z 2R LT
WA RREMER BV £, BTN L7220 54A . Cisco TAC IZRBWAhEL S0,

Ia—)( ‘yt_:) $Threat Defense-7-715070: Invalid IPComp SPI size of SPI size

£5BA Secure Firewall Threat Defense 7 /31 A 23, %) 72 IPComp SPI ¥ 1 X IPSec SA 7' 12 78—
PLEZELELE, ZOFaR—FLFAFy FENET,

RT3 VEE., ZIUIREORVIRIETT 2, BT BB T RNWZ A2/ LT
WA RREMER BV £, FIENER L2V 54A . Cisco TAC IZRBRWAhEL S0,

Is_)‘ ‘y‘b—*‘) %$Threat Defense-7-715071: AH proposal not supported

SREA IPSec AH 7 A R—H /LI R—F S TWERFA, ZOTaR—PIAFy I E

o

WET7H a0 R,

el

15_)( v t—:/ %$Threat Defense-7-715072: Received proposal with unknown protocol ID
protocol ID

£ BA Secure Firewall Threat Defense 7 /34 A 23, FRAD 7' v k2L ID % Ff2 IPSec SA 7' 1 7k —
PLEZELE L, 2O R—FLiFAXy FTENET,

W7 3T, ZIUIREDZRVIREETT A, ET7 BRI > T RNWZ L E2 R LT
WA RRERMENH Y £, MBEIER L7204, Cisco TAC IZBRIWAHhEL &0,

15—)‘ Vi t—:/ %$Threat Defense-7-715074: Could not retrieve authentication attributes
for peer IP address
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715075

715076

15075 [

i BA Secure Firewall Threat Defense /%A A 23, U — h a2 —HF —DRAFEREZ G TS 8
Moo

WRT7HI L aVilGEE B ORENIELLITONT=Z L 2R L ET, RN LW
& . Cisco TAC IZBRIWE L ZE W,

Io5—*4 ‘yt—*‘) $Threat Defense-7-715075: Group = group name , IP = IP address Received

keep-alive of type message type (seq number number )

BB Z DA v —PF, DPD %EA v —Y% 1 ZICEEkT % DPD R-U-THERE # vt —3
715036 &7 T,

« group_name : £°7 ® VPN 7' )L — 74,
«|P_address: VPN E7 D IP 7 FL- &
» message type : A »vt— ¥ 7 (DPD R-U-THERE % 72!/% DPD R-U-THERE-ACK)
e number : DPD > —#7 L A& =
EZoNA7—A X295 £ 1,
« SZ{ZM 7 75 DPD R-U-THERE A vt — % 2%{ET 5,
« S2{Z{H °7 7% DPD R-U-THERE-ACK A v & —JITnE T %,
WD EIZHEELTLIEEN,
« DPDR-U-THERE X v F—UNZEEN, FDOL—r L AR SNIIEDPDIEA v —
E—#T 5,

Secure Firewall Threat Defense /XA A 737 735 DPD R-U-THERE % vt — Y % %5 A Hill
DPDR-U-THERE-ACK X v —V%K(ETHE, X VT @D RAETHAEERH Y £
7,

¢ 52{Z L7~ DPD R-U-THERE-ACK % vt —Y DL —4 L ZABENFIOEEDPD A vE—
E—ET 5,

Secure Firewall Threat Defense 7 /34 A 73 DPDR-U-THERE X vt — 2 7 ~XE L2, @
%7281 DPD R-U-THERE-ACK £ v — V%25 Lo T2GE. bR L o351
RN H D F9,

HREFTH a0 RE,

I5—*AyE— 3Threat Defense-7-715076: Computing hash for ISAKMP
BMBAIKE NS ESE ey Valrit L E L,
IOFTVx7 NIROLEBVBEMENET,

Group = >groupname, Username = >username, IP = >ip_address ...

WRE7Y a3y RE,

Syslog # v z— < 715001 ~ 721019 .
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[ WAL

115077

Ia—)( ‘yt—*‘) $Threat Defense-7-715077: Pitcher: msg string , spi spi
BB S FESERAvE—UNIKEICEESNE LT,
msg_string XX DOV TY,

* Received a key acquire message

* Received SPI for nonexistent SA

* Received key delete msg

* Received KEY UPDATE

* Received KEY REKEY IB

* Received KEY REKEY OB

* Received KEY SA ACTIVE

* Could not find IKE SA to activate IPSEC (OB)
* Could not find IKE SA to rekey IPSEC (OB)
* KEY SA ACTIVE no centry found

* KEY_ ADD centry not found

* KEY UPDATE centry not found

TOF TVl MIRDOEBYVIBIESNET,

Group = >groupname, Username = >username, IP = >ip_address,...

WRE7Y a3y RE,

715078

15_)‘ “Jt_:) %$Threat Defense-7-715078: Received %s LAM attribute
SREBAZ @ syslog 1%, T ¥ L2 VRERA B — ROfHTHICAER S ET,
HET7 Y ay R,

715079

I5—AY+E— sThreat Defense-7-715079: INTERNAL_ADDRESS: Received request for %s
ERBAZ @ syslog 1%, W7 KL A XA m— ROMBEHFICARK S VE T,
WRETH a3y RE,

715080

Io5—H% ‘yt—*“) %Threat Defense-7-715080: VPN: Starting P2 rekey timer: 28800 seconds.
I5— Avt—YIKE F—HAERSY A ~—DhShE LT,
WETY a3 RE,
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*t—2 116001 ~ 716603 ]

* v t— 76001 ~ 716603

716001

716002

ZOIE T, 716001 225 716603 £ THO X v E— 2OV TEHHAL £,

Io—A% ‘yt—:)%Threat Defense-6-716001: Group group User user IP ip WebVPN session
started.

SRS IP 7 FLRICBITS 207 —HAOa2—HF— 255 LT WebVPN &~ 3
UHRBtRENFE L, 22— =2 WebVPN 2 /' A o =V E N L Tr s A 5L, WebVPN
tyva UNRBENET,

HREFTH O ay RE,

Io5—XAw t—:)%Threat Defense-6-716002: Group GroupPolicy User username 1P ip WebVPN

session terminated: User requested.

SHBH WebVPN £ v o g U Ma—P —ERICI VK TENT L, ZXONIERNITHKD LB
0 <Y,

S SAPS Y
LY —EADR

e TA RNV EA LT TR

o RN A L 7

EBENVEY FLE

EEENY T — LT

EHENT Yy PF UL

e R—h =T—

*NAS =7 —

* NAS ZER

*NAS U 7' — h

« R— M ORESL,

s AR—IREIBEZ OGN, ZORRKE, (A—a—% =2k ) FRFe 7 A Cirsis s
2 R LET, ZOMBEERIT I, o 74 oA 0T, 2a—P—I(C
KLU TCHEDL—YP—Z L RRAT—RC1IHETe /A 2T 5L 91 LET,

« RN— O

fFHTEX 2V —E X

« I— LN

o L —H— T —

o IRA NRBER L7

o BIE DG FRT 5 —
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716003

716004

716005

716006

Syslog # v £—< 715001 ~ 721019 |

« ACL fiffr— 7 —
« JN—T RY —TREIN TS VPN FEfr 71 IR
« REH

HET7 V23 VEBRICMBEN RSN TWRWIRY | LEITARETT,

15—)‘ ‘yt_:)%Threat Defense-6-716003: Group group User user IP ip WebVPN access
“GRANTED: url ”

BRI SN IP 7 RL RSB 5 2D —7ND WebVPN —F—(F, 20 URL ~0
TR AME S ZbNTWET, SEIEREFTA~O—F—DT 7 A1X, WebVPN [EHH D
ACL #fEf L CHI cx £,

WRE7Y a3y RE,

15—% v t_:)%Threat Defense-6-716004: Group group User user WebVPN access DENIED to

specified location: url

REAZ DV L—TND WebVPN 2 —H—|F, ZD URL ~D7T 7 ¥ AMELHEL SN TWET,
X F XFEREFTA~D WebVPN = —HF—D 7 7 & 2%, WebVPN [EA D ACL %/ L CHlf¢
XFT, ZOBEAIT. BEOZ L FUBZOURL ~OT V7 EAZER L TWET,

WET7H a0 R,

15—)‘ v t—:/ %Threat Defense-6-716005: Group group User user WebVPN ACL Parse Error:

reason
SBAIET SN 7V — 7D WebVPN 2 — % —D ACL N E L fi#r CE FHATL,
#EF7 - 3> WebVPN ACL ZETEL £,

Io—A4vYy t_:)%Threat Defense-6-716006: Group name User user WebVPN session terminated.
Idle timeout.

FBA VPN b /L 71 b 205 WebVPN IZRGE SILTW W2, $Rfif S e 7 v —7NT
Z—HPF =X LT WebVPN v v a U MER ShEHATLE,

HREFTH O ay RE,
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| Syslog # v+—< 715001 ~ 721019

716007

716008

716009

716010

716011

7116007 [Jjj

IS—XAw t—:)%Threat Defense-4-716007: Group group User user WebVPN Unable to create

session.

SEAY Y —2OREDO D, R EINE I —FHO2—HF— 255 LT WebVPN v o 3 o
PERSNEEATLE, &2, =2—V—»»Ngka 74 HIRBICELZAREER D Y £
7,

HRETH O ay RE,

I%—)‘ ‘y‘b-*‘) %Threat Defense-7-716008: WebVPN ACL: action
FBH WebVPN ACL 237 7 v a V OFEITEBAM L E L1z (7o & 21T OBRLA)
WRE7I a3 RE,

15—)( v t—:/ $Threat Defense-6-716009: Group group User user WebVPN session not
allowed. WebVPN ACL parse error.

SREARSE T B ACL MEMT L T2 Wah, T DOV L —T7FNOEE Sz —% —D WebVPN
tyvarNHFERENETAL, TOZT—NEEINDE T, 22— — WebVPN %/ L T
O AT 5 T ENEY A

RT3 WebVPN ACL ZETEL £,

15—)‘ V) t—:/ $Threat Defense-7-716010: Group group User user Browse network.
SREAERI SN2/ —TND WebVPN 22— —R3 Rk N —2 %2773 7 X L% LTz,
RT3 AE,

Io—Aw t—:/ $Threat Defense-7-716011: Group group User user Browse domain domain

SEAZ DTN —TNOFEM S 72 WebVPN 2 — % —203 FEfi SN/ KA V27 T X L F
L7,

WREF7HI a3y RE,
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B 76012

716012

IS5—XAw t—:/ $Threat Defense-7-716012: Group group User user Browse directory

directory .
SRBAFETE S 72 WebVPN 2 —H—3 $Efiis/ic7 4 L7 M) 27 I XL E L,
WET7 O ay R,

716013
I 5—A Wt — 2Threat Defense-7-716013: Group group User user Close file filename .
SRR S U7 WebVPN = —H—728 fefiis /e 7 7 A VEH L E LT,
iy I N

15—)‘ W) t—:)%Threat Defense-7-716014: Group group User user View file filename .
ERBARH S 72 WebVPN o—H—3 fEfiiS /=7 7 A V2SR LE LT,
RT3 RE,

Io5—H% ‘yt—:)%Threat Defense-7-716015: Group group User user Remove file filename .
BB R ST 7 L — T ND WebVPN o —H—3 fifili s/ 7 7 A V&2 HIBR L £ LTz,
HE7 Y ay R,

716016

I5—4 ‘y‘b_:)%Threat Defense-7-716016: Group group User user Rename file old filename

to new filename .
SREATHAE S 72 WebVPN = —H—3 fRfi S 7 7 A VORI Z LT L E LT,
HET7 O Va3 R

716017

15—)‘ “Jt—:)%Threat Defense-7-716017: Group group User user Modify file filename .
SBATER S 7z WebVPN 2 —H—3 $Efiis /7 v A V2 BIEL £ LTz,
WETV a2 RNE,
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716018

716019

716020

716021

716022

716023

ne01s [Jjj

Io5—4% ‘yt—:)%Threat Defense-7-716018: Group group User user Create file filename

ERBATERE S 472 WebVPN o —H—23 fEfi SN/ 7 7 A VE2AERCL £ L7z,
WRE7O a3 RE,

15—)‘ ‘y’b-*‘) %$Threat Defense-7-716019: Group group User user Create directory

directory .
BUEASRIH S U7 WebVPN = — =73, RS N7 4 L7 b Y Z{ERLE LT,
WR7I a2y RE,

15—)‘ W) t—:)%Threat Defense-7-716020: Group group User user Remove directory
directory .

SRBAFEHE S 72 WebVPN o— ' —23 FEf s =74 L7 b U ZHIBLE LT,
HREFTH a0 RE,

15—)‘ ‘yt—:)%Threat Defense-7-716021: File access DENIED, filename .
FRBATEME 4172 WebVPN o— W —2 | fEfi S 7 7 A V~DT 7 B A ZELRSNE LT,
RT3 RE,

Ia_)‘ v t_:)%Threat Defense-4-716022: Unable to connect to proxy server reason .
£%83 WebVPN HTTP/HTTPS ® Y &4 L 7 RA3, $Efii S BRI TR L £ L7z,
HRZT7 Va3V HITPHTTPS 7y a7 4 Fal—Ta U EHERLET,

15—)‘ “Jt—:)%Threat Defense-4-716023: Group name User user Session could not be

established: session limit of maximum sessions reached.

HEAHAEOEy v a v EREREYy sy a— REBBRBLTWAED, 2—HF— v g
AR TEEHA,
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B 716024

716024

716025

716026

716027

Syslog # v £—< 715001 ~ 721019 |

HET7O D avmEThE, RESNTWDOHIRZHEML, v—F TR 7T X7 %1
RLET,

15—)‘ W) t—:)%Threat Defense-7-716024: Group name User user Unable to browse the

network.Error: description

BB R L TWD Ko IZ, =2 —F =L CIFS 7' 1 k 2L A L T Windows % > k7 —72
7T UARATXERHATLE, =& 2L, “Unableto contact necessary server” (%, V E— k ¥ —
N=DPERARAEZIFEEARETH DL EERLTWET, I, —FHRRETH L 5GE
LHVETL, EBIC T TN Y a—F 4 U IIBRMEREELH Y 7,

HET7 Y232 WebVPN 734 AL CIFS 71 b )L TT 78 AT 5% —— & OO

ZHER LET, F7o. Secure Firewall Threat Defense 7 /31 A T NetBIOS r— A H—/—p =
V74Xl — g U EHERLET,

I5—Aw t—:)%Threat Defense-7-716025: Group name User user Unable to browse domain

domain . Error: description
AL —H = CIFS 71 b a2 LT T —h RAS 2T TUATEEEATLEL,

AT 32 WebVPN 734 2L CIFS 71 ha/LT7 7 & 24 5% — 13— & OO
Z 78 L £ 9, Secure Firewall Threat Defense 7 /3 A T NetBIOS *— A h—/"—D =z 7 ¢
Fal—varaWRLET,

Io—A4vYy t_:)%Threat Defense-7-716026: Group name User user Unable to browse directory

directory . Error: description
BMAL—Y =B CIFS 7r Fa Lz LTIV E—F T4 L7 P ZT7 T UATEEHATL
7o

AT 32 WebVPN 734 2 & CIFS 71 3L T7 7 & 24 5% — 13— & OO
Zhfsd LE 9, F72. Secure Firewall Threat Defense 7 /31 & T NetBIOS £ —A H——pD =
V74Xl —a MR LET,

IS—XAwy t—:)%Threat Defense-7-716027: Group name User user Unable to view file

filename . Error: description

BB —F—RCIFS 7r ha Azl LTI E—F 77 A LEFRTEEHATLE,
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716028

716029

716030

716031

16028 [Jjj

AT 3> WebVPN 734 X & CIFS 71 ha /v TT7 7 AT 5% — 13— & OO
ZHER L ET, F7o. Secure Firewall Threat Defense 7 /31 A T NetBIOS r— A H—/"—pD =
V74Xl — g U EHERLET,

Io—XAw t—:)%Threat Defense-7-716028: Group name User user Unable to remove file

filename . Error: description

BB —V—NCIFS 7r barzZHHALCIE—F 77 A VEHIRTEEHATLE, 77
ANDT TR AMEDOARENFRREEZ GNET,

#7532 WebVPN T34 2 & CIFS 71 h a)LTT7 7 v 24 5% —— L DOk
2R LU £, F7-. Secure Firewall Threat Defense 7 /34 A | NetBIOS % — 24 H—/3—D
AT 4 X2l —ar T ANDT I AR LET,

Io—XAw t—:)%Threat Defense-7-716029: Group name User user Unable to rename file

filename . Error: description

M —Y—NCIFS 7u ba L&A LTV E—F 77 A VOLAFIZEETEEHEATL
7o 77ANDT 7R AMEORENEREEZEZ LNET,

#2753 WebVPN T34 A & CIFS 710 h 2 )L CT 7 & AF 54— 3— L DO
e L FE 9, F£7=. Secure Firewall Threat Defense 7 /31 A | NetBIOS & — A H—/3—D
AL T4 Xal =gt T ANDT Ve AMEEHER LET,

IS—XAw t—:)%Threat Defense-7-716030: Group name User user Unable to modify file

filename . Error: description

R ——CIFS Ve ha 2 FEH L TBEFO 7 7 A VEEE L LS & L& &ic, HE
BRAELELE, 77ANVDT 7 2RMEORENFREKNEEZLNET,

WEF7H 32 WebVPN T34 X & CIFS 71 3L TF 7 & AT 5% — " — L O OB

e LE T, F£7-. Secure Firewall Threat Defense 7 /31 A | NetBIOS F— 24 Hr—/3—D
AT 4 X2 =2 ar T rANDT I AEEAHER L ET,

Io5—XAw t—:/ $Threat Defense-7-716031: Group name User user Unable to create file

filename . Error: description

BBAL—Y = CIFS 7o hanzH LT 7 A Va2 L & 9 L Lic& &Iz, B8R AE
LELE, 77ANVDT 7 B AEORENRE EHEZONET,

Syslog # v z— < 715001 ~ 721019 .



B 76032

716032

716033

716034

716035
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HRT D32 WebVPN 734 2 & CIFS 711 f AL TT 7 B AT 5% — 13— L O DOHEHsE
ZWes® LE 9, F72. Secure Firewall Threat Defense 7 /34 A @ NetBIOS F*— A H—/3—D
AT AKX 2L —var T ANDT VAR L ET,

15—)‘ W) t—:/ $Threat Defense-7-716032: Group name User user Unable to create folder

folder . Error: description

B —Y —MNCIFS 7u ha L a AL T4V EERLE D & Lz e X, RMERREA
LELE, 7Z7A4NVDT 78 AMOMENRK EE 2 5N FET,

RT3 WebVPN 734 2L CIFS 71 3L T7 7 & &2 ¢ 5% — 13— L& OO
ZWesd LE 9, F72. Secure Firewall Threat Defense 7 /34 A @ NetBIOS F*— A H—/3—D
AT 4 X2l —al T ANDT I EAEHERLET,

Io—XAw t—:/ $Threat Defense-7-716033: Group name User user Unable to remove folder

folder . Error: description

BBACIFS 7' hanDa—HF—=NT7 3V Z2HlRL LS & Lice &z, MENEELELL,
ZOTT =L, T BAMOREE LT 7 A VRS D —3— & OIEE OREDFRIK T
FAELZREER DY £,

HRT D32 WebVPN 734 2 & CIFS 711 f AL TT 7 B AT 54— 3— L O DOHE5E
ZHER L ET, F7o. Secure Firewall Threat Defense 7 /3 A T NetBIOS r— A H—/N—pD =
VI 4 X2l — g U EHMERLET,

15—)‘ W) t—:/ $Threat Defense-7-716034: Group name User user Unable to write to file

filename .

BB —V—NCIFS 7u ba VAL TT7 7 A MCEEIAL D L Lz X, MEBRREAE
LEL, 20T —1%, 77 B AMEORBEE X7 7 A VRFET DV — =L OmBEDM
AN R CTRAE LAl REMN H V £97,

HREFTH O ay RE,

IS—XAwy t—:/ $Threat Defense-7-716035: Group name User user Unable to read file

filename .

E%Eﬂ CIFS 7°m }\ :/l/@:[_‘-—-“'j:‘—‘z)‘)‘7 74/&%%%#@6 5 & l_/f: & % &:\ Fﬂlﬂ%zﬁ%\éi Li L/f:o
T ANDT 7 AMEORENFER LB 2 b ET,

WRET7ISay 77 ANVDT 7 AMEEHRLET,
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716036

716037

716038

716039

716040

7116036 [Jjj

Ia—)( ‘yt—*‘) $Threat Defense-7-716036: Group name User user File Access: User user

logged into the server server.
BB — = CIFS 71 ha vzl L T —"—ICIEFIZr /A v LE LT,
RT3y R,

15—)‘ ‘y‘b-*‘) %$Threat Defense-7-716037: Group name User user File Access: User user

failed to login into the server server.

BB —V—NCIFS 7o ha &AL TCH—"—tun s/ LEH & LELEMN, KBL
* L7,

MRET7OVay a—F—PRELWZ—F—HLRAT—-RE AN L2 L 2R LET,

15—)‘ v t—:/ %$Threat Defense-6-716038: Group group User user IP ip Authentication:

successful, Session Type: WebVPN.

5B WebVPN v v 3 V&R 212%, FFa—V—2Ba—h b—R_"—F7= TV E—F
P N— Lo CTIERICRIEESNDIVERH Y £9 (72L& 2L, RADIUS £7-1X TACACSH) .

WET7H a0 RE,

15—)‘ “Jt—:) %$Threat Defense-6-716039: Authentication: rejected, group = name user

= user , Session Type: $s

£%B8 WebVPN & > v a VAT 5L, FF2—F—Ne—h L h—"—F7 TV E—F
P N—Z Lo TIEFICHRIEESN D MERH Y £7 (72L& 21X, RADIUS £721XTACACSH) .

oG, A== LT rux b (==L ENRRT—R) R LRV, 22— (T
WebVPN Y v ¥ o v EBAET 28RN ®H 0 8 A, 22— =LA ITE R GESCARHRGE AR
RENFEREAN, B7eEA £7-12 nologging hideusername =2~ o KRR E SN TV HIHE
TFRRSNET,

c%s: By g A7 (WebVPN F 72L& FL)

ﬁ%??&aymwﬁwiki)%WFﬁwﬂﬂ@i*f”7V§VV?”&\%@waw
1% LT WebVPN 3% ESNVTWD Z &2 LET,

15—)( “J‘t’—:) $Threat Defense-6-716040: Reboot pending, new sessions disabled. Denied

user login.
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716041

716042

716043

Syslog # v £—< 715001 ~ 721019 |

$iiBASecure Firewall Threat Defense /XA A N Y 7' — MLEF D=, = ——72 WebVPN |Z
o744 TEETA
euser : By gy a—F—

HREFTH O ay RE,

I5—*wt— sThreat Defense-6-716041: access-list acl ID action url url hit cnt

count

FtBA acl_ID @ WebVPN URL T, fiL& url (2% L Coount Bl & v b3 Y % L7z, action i
permitted ¥ 721% denied T,

e acl 1D : WebVPN URL ACL

«count : URL 287 7 & A S 7= a1k
eurl : 77 BAEZH7= URL

e action: =2 —HF— 73

WET7H a0y R,

I5—*w1t— 9Threat Defense-6-716042: access-list acl ID action tcp source interface
/source address (source port ) - dest interface /dest address (dest port ) hit-cnt count
ZBA acl_ ID @ WebVPN TCP C, ¥{57T1 v ¥ — 7 = A A source_interface/source address 33
K ONE(E7CHR — | source port T5213 &4, dest_interface/dest_address D %p 4 dest_port (Z#i5%
SNy MR L Teount Bl E v F2Y®H Y £ L7z, action |E permitted % 7213 denied T
D

e count : ACL 237 7 & A Siz[ak

- source_interface : HEEA v ¥ —7 = A A

« source_address : IX{EICIP 7 R LA

» source_port : E{ECAR— b

e dest_interface : 4851 ¥ —7 = A A

« dest_address : %65E 1P 7 R L&

eaction: = —HF— 7z

WRT7HY a3y RE,

Ia_)‘ ‘y’b-*‘) %$Threat Defense-6-716043 Group group-name , User user-name , 1P
IP address : WebVPN Port Forwarding Java applet started. Created new hosts file mappings.

B L ——73, WebVPN Lt v g 26 TCPAR— MEXET Ly MAEEN L E L,
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716044

716045

716046

16044 [

e group-name : & g SZEHEMT BTV D 7 L—T 4
suser-name : v ¥ SIBEEMIT LTV A —H—4
«IP_address : & v ¥ g NIHESHT BN TWDERETIP T FLX

WREF7Y a0 RE,

Ia_)( “J‘t’_:) $Threat Defense-4-716044: Group group-name User user-name 1P IP address

AAA parameter param-name value param-value out of range.
BRBAfER ST T A —F DIER KRR T,

s group-name : 7 /L — 7 D4 Hil

e user-name : L —H — D4Rl

*|P_address: IP 7 KLV A

« param-name : /X7 A — % D4 i

s param-value : /X7 A — ¥ OfE
WRT7OaVREEELL, HELIENTA—FEEELET, T A—F N vlan £721%
nac-settings D55, LA AAA Y—/3—1F J ¥ Secure Firewall Threat Defense 7 /34 A CTIE L
CRESNTWAZ EafRLET,

13_)‘ v t_:) $Threat Defense-4-716045: Group group-name User user-name 1P IP address

AAA parameter param-name value invalid.

BEREH ST A —2 OENRRTT, EIXEFICEWARRER S 5720, FrEnEH
o

« group-name : 7 /b — 7 D4 il

e user-name : L —H— D4 il

«IP_address: IP 7 K L&

« param-name : /X7 A — X% D4R

WRT 3V REREEL, FE LT A—F EEELET,

I%—)‘ ‘yt—°) %Threat Defense-4-716046: Group group-name User user—-name 1P IP address

User ACL access-list-name from AAA doesn't exist on the device, terminating connection.

SRBATE E X417~ ACL 7° Secure Firewall Threat Defense /34 A2 ECR2OY ¥ A TLT,
« group-name : 7 b — 7" D4 il
. user-name : L —HP — DL
«IP address: IP 7 KL X
« access-list-name : ACL D4 Rij
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716047

716048

716049

716050

Syslog # v £—< 715001 ~ 721019 |

BF7OarREELE LT, HHELIEACLZBINT 27, ETIXACLOARTZEIE L

I5—AYt— sThreat Defense-4-716047: Group group-name User user—name IP IP address
User ACL access-list-name from AAA ignored, AV-PAIR ACL used instead.

£5%BA Cisco AV-PAIR ACL 2MEH & i7=7=, fafi S/ ACL WMEH S NERHATLT,
« group-name : 7 L — 7 D4 il
s user-name : = —H— DL Hi
«|P_address: IP 7 KL &
« access-list-name : ACL D4 Rij

WET7Oa T 28072 ACL ZIRE L, REXEIELET,

Io—4% “J‘t’—:) $Threat Defense-4-716048: Group group-name User user-name IP IP address

No memory to parse ACL.

BB ACL Z it 270D+ AE U MRH Y FHATLI,

* group-name : 7 L — 7 D4 il
. user-name : L—H—D 4 Hi
«|P_address: IP 7 KL &

WMREF7O 3y R ATY 2 AT 57>, Secure Firewall Threat Defense 7 /314 A &7 v 77
L— RT 50, TOAMEMDS LET,

15—)( “J‘t’—:) $Threat Defense-6-716049: Group group-name User user-name 1P IP address
Empty SVC ACL.

B AT bOMEHT S ACL 826 T LT,
s group-name : 7 /L — 7 D4Rl
e user-name : L —H% —D 4Rl
*IP address: IP 7 KLV A

WR7IVaAaVHHATIELWVACL ZHERL, 207 4 X2l —a VB ERELET,

IZ5—AYE— sThreat Defense-6-716050: Error adding to ACL: ace command line

BBAACL = P U T—=0H Y £ LT,
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716051

716052

716053

716054

7116051 [Jjj

« ace command_line: = —®FK & 72> TWH ACL = KV
HR7O a2 ¥y a— NalEgle ACL KA IEE L £,

Io—XAwy t—:/ $Threat Defense-6-716051: Group group-name User user-name IP IP address

Error adding dynamic ACL for user.
BEAT 7 v a Y ERITT D003 AT BHY A,

« group-name : 7 L — 7 D4 il
s user-name : — — D4Rl
«|P_address: IP 7 R L A

WMEF7O 3y R ATY 2 AT 50>, Secure Firewall Threat Defense /314 A &7 v 77
L— R+50, ZOAMREES LET,

15—)( “Jt—:) $Threat Defense-4-716052: Group group-name User user-name 1P IP address

Pending session terminated.

S —Y =R A U EETTET, ATy a3 KT LE L, 2T, BT
ERVWSVC RNREKRTH A ATREMENH Y 97,

« group-name : 7 )L — 7 D4 i
« user-name : = — W — D4 il
*IP address: IP 7 KLV A

WREF7H a3y 22— —0 PC TSVC ODHMMEAZFHRLET,

IS5—AwHtE— $FTD-5-716053: SAML Server added: name: name Type: SP
$%BA SAML IDP #—/3—= > | U 73 webvpn HAIZIEM S L E LT,

* name : SAML IDP @ entitylD
WETV a3 RE,

I 5—AwH— sFTD-5-716054: SAML Server deleted: name: name Type: SP
£%88 SAML IDP #—/N—=> |k U 73 webvpn i HHIBR S v Lz, .

* name : SAML IDP @ entityID
RT3y RE,
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716056

716057

Syslog # v £—< 715001 ~ 721019 |

IS5—XAw t—:/ $Threat Defense-6-716055: Group group-name User user-name IP IP address

Authentication to SSO server name: name type type succeeded
FtBH WebVPN = —#—73 SSO #— " —CIEF ICFFES L E L7z,
« group-name : 7' /L —7%,
. user-name : —%—4,
«IP_address: —/"—®D P 7 KL A
e name : —/S—DO 4 g
stype : b—_—D X A7 (B — =D F A 7IX SiteMinder 721} TT)

HRETH O ay RE,

I%—)‘ ‘yt—D %Threat Defense-3-716056: Group group-name User user—-name 1P IP address

Authentication to SSO server name: name type type failed reason: reason
§2BH WebVPN = —H—7% SSO H— /S —TOFRFEIC R L E L7z,
s group-name : 7 /L — 74
« user-name : L —%—%4,
«IP_address : #—/S—D P 7 KL A
» name : —/N—D4Hi
stype: —_—D X A7 (—"—0D % A 7|3 SiteMinder 7Z1F T)
* reason : FSREIZ JHR L 72 JRIA
RT3y KIROFERIC U T, —%—F 721% Secure Firewall Threat Defense & FlL#
DEEZEET 20ENH Y £,

Ia—)‘ v ‘t’—:/ $Threat Defense-3-716057: Group group User user IP ip Session terminated,

no type license available.
BB —V—2, T4 BRI TWRWY T4 7 b %A L T Secure Firewall Threat Defense
TNRAAZHRLE D ELE LT, ZORAvE—UiE, —FETA4 B AOFYIRI G5
BFICHBRRINDZEDRHY £7,

egroup : —H—Dr 7 A URICHEH SN2 NV—T R v—

e user @ 2 —H—DHH]

cIP: 2—HF—DIP T FL A

ctype: BRENIZTA VL ADEA T, IROWNTRNTT,
- AnyConnect Mobile
- LinkSys Phone
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716058

716059

716060

716058 [Jj

SITAT L ERENTZT A B AD X A7 (AnyConnect Mobile & 7213 LinkSys Phone
LIS DA
- Unknown

HAET 5 S 3 VRIS LIS 72 kA T A 22 AE AL TA v A h—d B L E B Y
ij‘o

15_)‘ “J‘t’—:) %$Threat Defense-6-716058: Group group User user IP ip AnyConnect session

lost connection. Waiting to resume.

ERBA SSL R U RV MBEFE S 4L, AnyConnect & v ra UNIET 7T 4 TIREEIZ/RV T, 2D
JRR & LT, IRIEARA b, AZ RS RA N, 72T %y NV =7 HHROERNRE 2 biIvE
—éqo

« group : AnyConnect & v ¥ = VZBEAIT HALTWD kUL Z—T DA4HT

cuser : By va VCBEMT G TV A 2 —F— D4R

cip: By arOREILIP T RLA
HET7Y a3y RE,

Io—4 “J‘t'—:) $Threat Defense-6-716059: Group group User user IP ip AnyConnect session

resumed. Connection from ip2 .
£%B8 AnyConnect & v > a V33ET 77 4 TIRHEDN LB L &£ L7z,
« group : AnyConnect & ¥ a2 AZBEFHT 5 TWD R L Z—T D4R
cuser : £y v g VICBEAHT BTV D — Y — DA
cip: By a v OFEIILIP T RLR
cip2: By a UPHERASNDORAFDOEEILIP T KL R
RT3y R,

15—)‘ “Jt—:) %$Threat Defense-6-716060: Group group User user IP ip Terminated

AnyConnect session in inactive state to accept a new connection. License limit reached.

%88 3 LU S SSL VPN (AnyConnect £72137 74 7> b L R) #kiaiFal 4+ 572012, I
T 7T 4 TIWREED AnyConnect v v a v Ea T R LE LT,

« group : AnyConnect & v ¥ 2 AT 5TV D h )L T— T DA
cuser @ By v VIZEEMIT TV D — P — D4R
cip: By arOREFEITIPT RLA

WET7H a0 RE,
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Io5—X% ‘yt—*‘) $Threat Defense-3-716061: Group DfltGrpPolicy User user IP ip addr
IPv6 User Filter tempipvé configured for AnyConnect. This setting has been deprecated,

terminating connection

SREA IPv6 VPN 7 ¢ L ZIIBEIE STV DT80, IPv6 8T 7 4 v 7 D7 72 AHIEA & L TH
BT ANEORDOVITHEREN TS & #ITKR T LET,

WEB7H3 22— —DIPv6 b T 7 4 v 7 ZHlflIT A7 TPv6 = b Zf > THE
TANEEFRELET,

Io—XAw t_:/ $FTD-3-716158: Failed to create SAML logout request, initiated by SP.

Reason: reason

B SAML 1 7' 7 v REROIERTIC T T —NRAE LIz, T34 AL SAML IDP [T —
=77 FN B TEEEATLE, BRELTE, 7ue 77 A ANETHDL, vl Ty
NAT V2l NEAERCTE ozl ENEZLNET,

WEF7V v 2L

Is5— A “jt—:) SFTD-3-716159: Failed to process SAML logout request, initiated by SP.

Reason: reason

SRBA IDP 12 L » CRIAAE N/ SAML 2 /7 v hEROMBHIZ, T/ ATZT—NBRAEL
F L7, KIRE LTiX, NamelD NI THDH, 770U AT V=7 FEERTERhoTz
RENREZLNET,

WET7Oav L

Ia—)( Vi ‘t’—:/ $FTD-3-716160: Failed to create SAML authentication request. Reason:reason

2B SAML FFAFESR OB TIC = T — RN RAELTIZT20, T 351 AL SAML IDP Ta—#—%
FIETEX EHATLR, JERE LTIE. NamelDPolicy N ESTH 5, FHrL\VaZ A A v AK
VAR TCERD S TR ENEZ ONET,

R a L

15—% ‘y‘b-*‘) $FTD-3-716162: Failed to consume SAML assertion. Reason: reason

£5BA SAMLIDP 7> 5 OFBGEIGE DI PIZT N, AT 7 =04 LE Lz, B K E LT,
WEELIT Y= a BB THD, FLna L oA ARE U ARABERTE 272, T
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716500

716501

716502

716503

716504

716500 ]

Y=g UNHIRBUINERITESTH DL, T —2a U NETHD, BITENETHL, T
Vxl NNETHD, RITEOa LT Y NETHDH, nameid 1320 T Y NZETHD
RENREZLNET,

WE7 a2l

15—9‘ “Jt—:) %$Threat Defense-2-716500: internal error in: function : Fiber library

cannot locate AK47 instance

BT ANTGATITIRT I r—ary H—FL LA ¥4 ~T AL ARV ARKRETX
FH A

WR7H S ay MEOEKAZHET 5121, Cisco TAC IZfIWEHhETL Z &,

15—)‘ “Jt—:) %$Threat Defense-2-716501: internal error in: function : Fiber library

cannot attach AK47 instance

BT FANGATITIRT I —ary H—F) b AT 4 ~T A VAR L AREEFETX
A,

WME7OL 3y MEORRZREET HIT1E. Cisco TAC IZFIWEHE T ZE VY,

15—)‘ ‘yt_:) $Threat Defense-2-716502: internal error in: function : Fiber library

cannot allocate default arena
HMATFANTATZINRNT 7N IDOT IV —F%EN YU THZENTETERA,
WRT7H L ay MEOREKZRET D121, Cisco TAC (WA HETL &0,

ITo5—H* ‘y‘b—*‘) $Threat Defense-2-716503: internal error in: function : Fiber library

cannot allocate fiber descriptors pool
BREAZ 7 AN TAT T INT 7 A NRBRF T =L Z2E DB THZENRTEEEA,
HRET O ay MEORKZRET HITIE, Cisco TAC IZWEDE TS EE 0,

15—)( “Jt—:) %$Threat Defense-2-716504: internal error in: function : Fiber library

cannot allocate fiber stacks pool

AT 7 ANTATITINT 7 ANRL v 7 F=LEEHOETHZLRTEEE A,
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716507

716508

716509
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WRT7Y L ay BEOERZRET H121E, Cisco TAC (IZIWEHHETL &0,

Io5—AYy 1t — sThreat Defense-2-716505: internal error in: function : Fiber has joined

fiber in unfinished state
REAT 7 A NHOREE DA TERIRE T,
WRT7I a3y MEORRZFFET 5121, Cisco TAC IZFWEbHTLEE0,

I5—*wt— sThreat Defense-2-716506: UNICORN SYSLOGID JOINED UNEXPECTED FIBER
SRBANTER 7 7 AN TA T T U DNEREINE L,
#2745 32 Cisco TAC IZBBWEHLEL FE WV,

Io—4Avy t—:) %Threat Defense-1-716507: Fiber scheduler has reached unreachable code.

Cannot continue, terminating.
£iBA Secure Firewall Threat Defense /34 A TFH LW T —203F AL, BIEINE L1,

WR7 Va3 @ CPUMMRELIICPURREOFE, BLOAEY U —2 On[REM:Z i#H
NRET, WEEPMHR LRWEEE . Cisco TAC IZBMWEHHE 7230,

15—)‘ “Jt—:) $Threat Defense-1-716508: internal error in: function : Fiber scheduler

is scheduling rotten fiber. Cannot continuing terminating

A 7T ANART Y a—TRARRT FANERT YV a—/L LTSI, & TR AT
EEHA,

W7 a3y MEORRZEET 5121, Cisco TAC IZfIWE b TL &,

15—)( W) t—:/ $Threat Defense-1-716509:internal error in: function : Fiber scheduler

is scheduling alien fiber. Cannot continue terminating

B T ANART D a— T NRID T 7 A RNE AT 2— L L TCNDT 0, T AT
TEEEA,

HET7O a3y MEORRZRFEET HIZ1E, Cisco TAC IZFIWEHE T ZE W,
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716510

716512

716513

716515

716516

116517

16510 [Jjj

Ia—)( W) t—:/ $Threat Defense-1-716510:internal error in: function : Fiber scheduler

is scheduling finished fiber. Cannot continue terminating

B AN AT a—TNE T T A N AT a— L L TWATD, & TR A 85T C
EH A,

HET7I a3y MEORRERZRFEET HIZ1E, Cisco TAC IZFIWEHE T ZE W,

Io—Aw 1t —< 3Threat Defense-2-716512:internal error in: function : Fiber has joined

fiber waited upon by someone else
BT 7 A D, FHEEOWD T 7 A NSRS SR E LT,
T Oy MEORIKZRET HITIE, Cisco TAC IZWEDHE TS EE 0,

Ia—)‘ vt—‘“) %Threat Defense-2-716513: internal error in: function : Fiber in callback

blocked on other channel
BT — AN TADT 7 A NPOTF ¥ 2L TT 1y 7 SHLE LT,
HRT7O a3y MEORKZRET 5121, Cisco TAC IZHWEDE T EE 0,

15—)‘ ‘yt—*“) $Threat Defense-2-716515:internal error in: function : OCCAM failed to

allocate memory for AK47 instance
SEBH OCCAM 73 AK4T A L AZ U AN AE Y Z#HID S THZENTEEHATL,
WRT V> ay MEORRZFRET HIZIE, Cisco TAC IZFIWEDE T EE W,

I%—)‘ ‘y‘b—*‘) %$Threat Defense-1-716516: internal error in: function : OCCAM has

corrupted ROL array. Cannot continue terminating
F%BH OCCAM |25 £ %5 ROL BAIAEHE L T\ D72, TR AFHITTE £H A,
TV ay MEORKZRET 5L, Cisco TAC IZWEDHE TS EE 0,

15—)( “Jt—:) %$Threat Defense-2-716517: internal error in: function : OCCAM cached

block has no associated arena
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B OCCAM v v v = 7 u v 727 U —F2EEfH T s TnER A,
WET7HI 3y BEOFERZRET HI21E. Cisco TAC IZRIWEHHETL ZE 0,

ITo5—H* ‘y‘b-*‘) $Threat Defense-2-716518: internal error in: function : OCCAM pool has

no associated arena

§iB OCCAM 7 — /27 U —F3BEfH T b T EE A,
WEF7HL 3y MEOERKNZRET AI21. Cisco TAC IZBIWEHE T 7E&E 0,

15—)( “Jt—:) %$Threat Defense-1-716519: internal error in: function : OCCAM has

corrupted pool list. Cannot continue terminating
B OCCAM IZHENL T —/ U A MR L TWD 72, T AT TE £ A,
RT3y MBEORKZRET 2121E, Cisco TAC IZBIWADHE T W,

15_)‘ “Jt—:) %$Threat Defense-2-716520:internal error in: function : OCCAM pool has
no block list

B OCCAM F—iz7 w7 VA RMBREENLTHERA,
HME7IL 3y MEORRZEET HI1T1E. Cisco TAC IZFIWELE T &V,

I%—)‘ Y ‘t’_:/ %Threat Defense-2-716521: internal error in: function : OCCAM no realloc

allowed in named pool
588 OCCAM M4 it & 7 — A CTOHE D Y CTEFAILEEATLE,
WRT7I a3y MEORERERZFFET D21, Cisco TAC IZFWEbHTLEE0,

15_)‘ v t_:/ %Threat Defense-2-716522: internal error in: function : OCCAM corrupted

standalone block
B OCCAM ICEENDAZ L RT vy 7Tuy 7 BEL TV ET,
HRET7H Ly MEORIKNZEET HI2IE, Cisco TAC IZfIWAHE T EE Y,
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716525

716526

116527

716528

716600

16525 [

I5—+4Y4t— sThreat Defense-2-716525: UNICORN_SYSLOGID SAL CLOSE_PRIVDATA CHANGED
SREANEL SAL =T —03 AL E L,
BT 42 S 3> Cisco TAC ITBWEDbEL ZE 0,

I5—*w+t— sThreat Defense-2-716526: UNICORN SYSLOGID PERM STORAGE SERVER LOAD FAIL
HBAKAA ML =Y —=NR—=F L7 NUD~T FHICEENEELE LT,
#2745 < 32 Cisco TAC IZBBWEHEL FE WV,

I5—AY+t— sThreat Defense-2-716527: UNICORN SYSLOGID PERM STORAGE SERVER STORE FAIL
HBAKAA N L — T A IO~ NRICEENREAE LE LA,
T4 S 3> Cisco TAC ITBMWEDbEL 7ZE N,

Io5—H% vt—*‘) $Threat Defense-1-716528: Unexpected fiber scheduler error; possible

out-of-memory condition
£iBA Secure Firewall Threat Defense /3 A THFH LW T —03 AL, BIEINE L,

WRT7IaUECPUMBHEEZIXCPURTIREEOFE, BLUOAEY UV —7 OniErEZ i
NET, MESER L2 WS, Cisco TAC IZBWEHhEL EE WV,

ITo5—H* ‘y‘b—*‘) %$Threat Defense-3-716600: Rejected size-recv KB Hostscan data from IP

src-ip . Hostscan results exceed default | configured limit of size-conf KB.

%88 Hostscan DSAE 7 — & DY A X3 Secure Firewall Threat Defense 7 /3 A A [ZF%E S A7 il
ReB2 556, 7 IIMEESLET,

« size-recv : Hostscan D257 — % D% A X (KB Hif7)

esrc-ip s EFITTOIP 7 R LA

« default | configured : Hostscan 7 — % O|[RMEZ T 7 A /L b & T 50, 7 IXEFHEDHE
THNERETHXF—U—NK

» size-conf : Secure Firewall Threat Defense 7 /N1 A 237 7 A 7 > h b5 A4L 5 Hostscan
T =2 DY A XKk LU TRE S BB
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716602

716603

Ayt —

\\‘
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227 4 < 3 > Secure Firewall Threat Defense 7 /34 A 237 Z A 7 > b )55 1) A1 5 Hostscan
T =2 DY A XD EREZF| & EiF5I21%, Cisco TAC IZEBW G 7ZE 0,

I5—AYtE— sThreat Defense-3-716601: Rejected size-recv KB Hostscan data from IP
src-ip . System-wide limit on the amount of Hostscan data stored on FTD exceeds the limit
of data-max KB.

£ BA Secure Firewall Threat Defense 7 /34 A (ZARTFE & 4U7- Hostscan 7 — % D &R ZHE 2 5
& . Hostscan OF LUWFERITES SVET,

» sizerecy : Hostscan DZfE57 —# OH A X (KB HAfL)

sScip: EFITLDOIP T KA

» data-max : Secure Firewall Threat Defense 7 /31 A (2 L > TERAF S 415 Hostscan i D &2
x5 HIR (KB HAL)

#2ET7 49 2 3 > Hostscan DIRTFT — % OHIRZEF 3 535A1%. Cisco TAC IZEME L TL 2 &
AN

Io5—4% ‘yt—*“) $Threat Defense-3-716602: Memory allocation error. Rejected size-recv

KB Hostscan data from IP src-ip .

SREA A £ Y % Hostscan 7 — Z I[ZEID Y CCWARKPIZZT—NHELE LI,

s sizerecv : Hostscan DZfF57 — % DY A4 X (KB HAL)
s SICip: EFIXTDIP T KA

WET7HOaVHREEINTWBEAE . Hostscan DifilfEE T 7 /L MEIZERE LE9, FENE
WLRWEEIE, TAC IZ THEEL 72 &0,

I5—4 “Jt—:) %$Threat Defense-7-716603: Received size-recv KB Hostscan data from IP

src-ip .

SRBAFEE L7z A XD Hostscan 7 — # D IEFIZZESNE LT,

* size-recv : Hostscan DZAET — X DA X (KB HAL)
sScip: EFILDOIP T KA

RT3y RE,

~ 117001 ~ 717064

ZOIETIX, 717001 225 717064 FTO X v EB—IJIZOWTCHHALE T,
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717001

717002

717003

717004

717005

i |

I5—*y+t— sThreat Defense-3-717001: Querying keypair failed.
SRBAAEREDR IS L R X — T N RO Y FHATLE,

WR7IIVETAMKRA L DAy 74X ab—ya IHNRT—XT 08D L ahk
LT, BRERZHEELET,

Io—Aw t—< $Threat Defense-3-717002: Certificate enrollment failed for trustpoint

trustpoint name. Reason: reason string .
REAZ D FT A RRA P OBERERD KL E LT,

- trustpoint name : BERESR DK G L 72 572 M T A MARA VM4
* reason_string : B&RE R A KA L 72 PR

WETH O3y RLIBEBIZOWTIE, CA F——% R LET,

Io5—XAwy t_:/ %Threat Defense-6-717003: Certificate received from Certificate Authority

for trustpoint trustpoint name .

BREAZ DO R T A RARA V MIX LT CA D LREHEZ EFICZELE L,
e trustpoint_name : 7 A FARA 2 M4

RT3y RE,

Io—4% “Jt—:) $Threat Defense-6-717004: PKCS #12 export failed for trustpoint

trustpoint name .

SBACAGFAESLSINEFEEL N TR NRA LY "DOT AT T 4T 4 GFBAEREFEE LR, £7-
IIMBE /2 — T NRELTCNDT2D, NTAMRA L Mo AR—FTEERHATL,

- trustpoint_name : 7 X hARA M

WRT7PHIOIUIERINTEFTARRA Y MOt LU THERIFAEL X —RTRHAH 2 L 5
HLET,

Io5—H% ‘yt—*“) $Threat Defense-6-717005: PKCS #12 export succeeded for trustpoint

trustpoint name .

HEA NS A MRA L MREFICZ I AR —FEINE LT,
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- trustpoint_name : k7 A hARA b
HET7TH a3y RE,

ITo5—H* ‘y‘b—*‘) $Threat Defense-6-717006: PKCS #12 import failed for trustpoint

trustpoint name .
BEAZLRENTZ N T A RKRA U hOA VAR — R LB TEEHFATLE,
s trustpoint_name : k7 A hARA > b4

WRT7I a2 A VAR— LT —2OBEWLZHERLET, ZDHK, pkesl2 L a— R4fK
MIELLMEVMITONTWDZ EZMR L, 7—X&HA U AR—FLET,

IS5—A4A “Jt—:) $Threat Defense-6-717007: PKCS #12 import succeeded for trustpoint

trustpoint name .
BREAZRLIZ NI A RARA U FOA VAR — MR IEFIZET LE LT,
s trustpoint_name : b7 A RaRA > b

HRFTH O ay RE,

Io5—4 vt’—’) $Threat Defense-2-717008: Insufficient memory to process requiring memory.

REAAE Y Z2MELT 57 AO AT VEID Y TERITTICNB= T —NRELE Lz, A
TV OED B THIZZOMO T ot A TRIBENFEA L, DIBEOLE LT 5 b mlgErEN H
£,

* process requiring_memory : A €U ZXLE LT LRI NT-TrE A

WRFTOaY SHICT ARy ITT L0 AT eI 72N L, Secure Firewall
Threat Defense /3 A U m— N L £,

15—)( ‘yt—*‘) %$Threat Defense-3-717009: Certificate validation failed. Reason:

reason string .

SRBRREIEORGENRKIC L £ Uiz, Zhid, BT - TGl E ORGEERIT, B 7ZRRE R
PE, Eoldar 74 F a2 b—2a CORBENERTH 5/ REERH Y £7,

« reason_string : FERIE OMFED L L 72 i
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717010

717011

7117012

717013

I |

RT3 VR T A NKRA Y EBRRONL o722 ERBH TRRINTZSGAIL.
AT 4 Fab—2a UTHREDTEOHNR F T A RRA V FPRRESNTND Z & 2R L
%9, Secure Firewall Threat Defense 7 /3 A OFFZ A FREER ORLNI % L CEETH DI Z L &
R LET, MEOKKRZMERE L, RSNTREZFTIELET, CAX—V A XPWNETED
Dy, OIS BMEH STV D 72 OICREREORGEN KA L7256, A4 L T Management
Center T7 /A ZADFFWKE AT a Y EAHNTL, ZHOOHIREZTENCT 52 LN TEE
7

15—)‘ “Jt—:) %$Threat Defense-3-717010: CRL polling failed for trustpoint

trustpoint name .

SRBAGERELZNY A v (CRL) A—U VI RKMLE L7z, CRLF = v 7 NOLEREAIT, =
ML > TERMEG SN RN H Y 77,

- trustpoint_name : CRL Z %R L7z k7 A bR A D4

WR7HI a2y BESNTZ CRLEAMARA Vb EDOBICERNFETHZ L 2HE L, FFHo
CRLMBENIE LS HERET A Z 2R LET,

IJ5—AYHE— sThreat Defense-2-717011: Unexpected event event event ID
SBAEE ORMTETIETH SN A N R AELE L,
WRT D 3 2 BIEDBRR L2 WEGEIE, Cisco TAC IZBRWE bR &0,

15—)‘ ‘yt—*“) %$Threat Defense-3-717012: Failed to refresh CRL cache entry from the
server for trustpoint trustpoint name at time of failure
BRI SN P T A RARA U MCKHTDF Yy v 2SN CRLT YD Y 7Ly v =il
1T, RSN 72 Rt L E L7z, ZHIZ X - T, Secure Firewall Threat Defense 7 /X
A A BIZHW CRL 3£ T, A%h7e CRL LB & T 2 e i S D algetEns & 0 £7,

« trustpoint_name : ~ 7 A hiRA >k DA4H]

« time_of_failure : [ 38 4 i 4|
RT3y NV—7 FEY—R—DF T Uil N L O ORI A R
L¥9, cryptocacrlretrieve =~ R&fiH LT, CRL Z F#) CTHSG L £7,

15—% v t_:/ %$Threat Defense-5-717013: Removing a cached CRL to accommodate an

incoming CRL. Issuer: issuer
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SRBAT U X NVGEBAEAEA L CIPSec b RAEFRIET D X O ICT A ARHREIN TN
AL, HEROTZCICCRLZ X UV rr— REFIZHEL LI, CRLBAEVIZF vy a3
LHEEMERH Y £, Fx v aBln-o X 0IZ72 - THE CRL 2% I ANV e o728
Hlx, BERASLX—ZABRMHEHAAEEICR D E THW CRL BHIRENTNWEET, Z0RAvE—
ik, A=V ENSHF CRLICH L TAERENET,

sissuer : ¥ v 2 N7 CRL ZHIBT 55314 ZAD4TT
WMEF7OL 3y RE,

I5—4 ‘yt—’) %$Threat Defense-5-717014: Unable to cache a CRL received from CDP due

to size limitations (CRL size = size , available cache space = space )

HEAT U X NVGEAELZEHA L CIPSec F U RN EEIET D LT AL ARREINTWDH Y
HlE. RO CRLZ X UV rr— REPFIZHEL LI, CRLBAEVIZF vy a3
LAREMERHV ET, ZOAvE—VIE, ZIELTLCRLAKRETETCHF v v allNE LR
WIEAIZAER SN ET, RKEWCRLIZF v v o SnFEHAN, jlEfarR—bShEd,
_ni\%H&x&ﬁfd&@&v/m~héhé_k%ﬁ%uihImm%ﬁwﬂ~1b
RRIZ NN T —< VAT DN H D £,

RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-3-717015: CRL received from issuer is too large to

process (CRL size = crl size , maximum CRL size = max crl size )

SHBA IPSec HHEIC L > T, HFRAISNTHERKCRL A XLV REVWCRLBA 72— REN
FlLz, ZOZT—ZLD, BROKEARELET, 20X vE—UiF, 10T 1ELAE
NIV IS IZHIBRE N TWVET,

RT3 CRLIFRORNT = v 7 T, JEMER RO ERRKRRLE D AREERDH Y
£, ZORBEERRT S HIECT, CADY Y 2—3a E#AELTCRLOY A Xa/h &<
52 L, F£721E CRL MiiE% LB & L 72\ Secure Firewall Threat Defense 7 /3 A 3% E$ 5
ZENRBHY ET,

Io—XAw t—:/ %$Threat Defense-6-717016 : Removing expired CRL from the CRL cache.

Issuer: issuer

SREAT U X VAEEAE A L CIPSec k2 RV EFBRET S X 9 1T Secure Firewall Threat Defense
TNA APRESNTWDEEIE, HiD7ZNCCRLE X U v m— REFIHFT L 912, CRL
MDA E ) IxX v v v SNDHAREERHY T, 20X vyE—T1E, CA ﬁ§?bﬁbf_7ﬁﬁﬁ}ﬁf5§
FRTRESNES vy v V2 BEARE L, CRLEAF v v anbililREhi=EaicdRksn
£7,
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717018

717019

ni |
iy I N

Io—XAwy t_:) $Threat Defense-3-717017: Failed to query CA certificate for trustpoint

trustpoint name from enrollment url

HEATGERN S D CAFEBHEZEAZERT L2 LICE T IA MRS U FEFEL LD E L2 L
ST T —EELE L,

HRET7HV3V ZOMTARRA Y P THREFURL BRESNTND Z E AR L, CA T —
N—L DOERi R LT, EREeBRITLET,

I5—AwY+t— sThreat Defense-3-717018: CRL received from issuer has too many entries
to process (number of entries = number of entries , maximum number allowed = max allowed

)
FRBAIPSec HEfEIC K> T, ¥ AR— P CE LRIV Z DR MY 2B CRLAY Vv m—
REE L7, T, #iollzs SR 43=7 —RETT, 20X yEe—I1F 10012
1 EILDERRSNBRNE D IZHIES I TWET,

« issuer : CRL 17 D X.500 44

« number_of entries: 5215 L7z CRL NDRzh— > kU D%k

» max_allowed : Secure Firewall Threat Defense 7 /XA A 23 %7 — b3 5 CRL = b U DK

"

#7932 CRL FRDOKRGDTF = v 7 Tk, JEMERR B ERRRA L 2D AREERH D
F9, ZORMBEEMRRT 5B, CADY Y a— a3 U EREL TCRLOY A XE/hE<
352 L, F721X CRL KFEZE S4B & L7220 Secure Firewall Threat Defense /34 A iR ET 5
ZERHY ET,

15—% ‘y‘b-*‘) %$Threat Defense-3-717019 : Failed to insert CRL for trustpoint

trustpoint name . Reason: failure reason .
EBA CRL NBUG S N7=28, L TH Y | failure reason D72HF v v o 2 [THATE £H A,

- trustpoint_name : CRL Z %R L7z k7 A bR A D4

- failure reason : CRL Z % ¥ v ¥ = [ZH AT E 7ol 72 B
#2527 - 2 3 > Secure Firewall Threat Defense 7 73 A OHFEDIEZ] Y CA OFRFZIZ%F L TIE
WHETHDHZ & xR LET, NextUpdate 7 4 —/L RV 720 EE X, NextUpdate 7 o —/L K% &
I DEIIC N TARNRA U FERELET,
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Ia—)( ‘yt—*‘) $Threat Defense-3-717020: Failed to install device certificate for

trustpoint label . Reason: reason string .
SRBAE G R OFEHELZ T A FRA V MIBGEERIZIA v FA— L LS ELTWD & X,
PRENHELE L,

« label : B&Ex4 D Secure Firewall Threat Defense FFBHEZ A A b — /L TX Redvolz b7 A

FRA L FDT L

« reason_string : FIEAA A FRGE T & 7o W B
WR7I D3 VEEOHBZZM L CEFORRKARY k&, BekrmalitLEST, Rk
BT, ML 72 3ER £ A3 Secure Firewall Threat Defense 7 /34 A (24 ViR — h S TWBH T80,
FIIRERNROFEAEICE EN TR —E F T A MRSV N TERRENDF—T &
DIAY T ODITRELET,

15—)( “Jt—:) %$Threat Defense-3-717021: Certificate data could not be verified.
Locate Reason: reason string serial number: serial number , subject name: subject name

, key length key length bits.
BBV U TAEELEY TVl N ORINTZAEAEEZRGEL L5 & LE LR, BiEsniz
HHIZE>TRILE L, v/ =Ty 2L GEHET— ¥ 2MGET 5 &, Bohed— %
A TRYHR— FENBNF—H A X, v G ENDI N DD T — 0N ET S AHE
HERH Y F7,

» reason_string : REAAE A fMRGE T & 7o W EEH

« serial number : MEE OEHEDO Y TALE R

« subject name : BRFEF OFEHEICE ENLI YT V=7 M

s keylength : Z DFEAFEICEATHI-DICHEH IS F—ANOE Y MK
HRT7O a2V EMINTEHEELFIT, AITHLZ L, AR — XA TREENT
WHZ L, PR—=FENDIRRKF— A AZEBL TN E EE2ERLET,

Io5—H% ‘yt—’) $Threat Defense-6-717022: Certificate was successfully validated.

certificate identifiers
SRR S M REAE S B ICREES L E Lz,

- certificate_identifiers : [EH ICMRAE S U7ZGEEZ AT 216, Zhicix, #fH, U7
NEH, T 7 V=7 M, BROBINERSZENET,

HRFTH O ay RE,

. Syslog # v z— < 715001 ~ 721019



| Syslog # v+—< 715001 ~ 721019

7117023

7117024

717025

717026

nnz [

Ia—)( ‘yt—*‘) %$Threat Defense-3-717023: SSL failed to set device certificate for

trustpoint trustpoint name . Reason: reason string .

£iBA SSL #565 DFRIED T-OFTED kT A bR A > + T Secure Firewall Threat Defense ZFFHE %
FHELLS ELTEKLE L,

» trustpoint name : SSL 7% Secure Firewall Threat Defense GEFEAZFHE TX 20>/ N7 X b
A b OAH]
« reason_string : Secure Firewall Threat Defense AlEF] & & 3% & T X 72V EEH
RT3y RBEUIZHOWTHE SN EE TRINFEZ RO X 9 IR L E T,

cFER ST T A NARA » RS SILTE Y . Secure Firewall Threat Defense alk B 3 %
FoTWbZ EaMR LET,

» Secure Firewall Threat Defense sEF]ZN AN THDH Z & 2R L E 7,

o MBEZRAIE, NI A RNKRA U PEERELET,

Io—XAw t—:/ $Threat Defense-7-717024: Checking CRL from trustpoint: trustpoint name

for purpose
B CRL UG SN TV ET,

« trustpoint name : CRL 23S ST D b7 A hiRA > D4R
« purpose : CRL N EfF STV 58

WET7H a0 RE,

15_)‘ WV ‘t'—:/ $Threat Defense-7-717025: Validating certificate chain containing number

of certs certificate(s).
HBAGEET = — U AREEE N TV E T,

« >number of certs : = — U NOEAED K
WE7 Y ay R,

Ia_)‘ ‘y’b-*‘) $Threat Defense-4-717026: Name lookup failed for hostname hostname

during PKI operation.
B PKI AL — g U ORITHIZATED R A M RR TX £ A,
* >hostname : fif{ TX 72> 7R A M4
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WRF7IaVvEHBENTEZARANMDODa Ly 7 X211 —2a BLODNS b —n_"—x 1 T
EHRANT, L TEHZ MR LET, T, AL —va UV EFHRITLET,

15—)‘ ‘yt—*“) $Threat Defense-3-717027: Certificate chain failed validation.

reason string .
SBAGIETF - — L 2RI CE FH A,
s reason_string : iEAAET = —V ZRGETE 2o BHEH Y 5 2EHIL, CAY— 1 —(TF
BETERW, FTZARKRA U IRFIHTE W, GEAET AT 27 14 7 1« DR ZEIR A Y)
i, FERENRS LI ETT,
#RT 73 VBRSO RTEZ MR L, ROLEDONT g FAT L CRGEE fFalfT L
£7
« CRL F = v 7 BB/ G511 CA ~OEHRNHET H 2 L 2R L E T,
c FTADMRA U FBRRFESNTEY, MEEEHTE L2 L2l LET,
«cF 2= ANOIDEHENERHICESWTAR THD Z 2R LET,
CFERAENEZ L TN L AR L E T,

15—)‘ V) t—:/ %$Threat Defense-6-717028: Certificate chain was successfully validated

additional info .
BRBAREET = — U N IER ICHEES L E LT,

« >additional info : FERIET = — RN ED L O ITHFES L7222~ T BIMEHR (CRL F = v
I WFATI N2> Z & &R T Twith warning] 72 &)

HREFTH O ay RE,

15_)‘ WV t—:) %Threat Defense-7-717029: Identified client certificate within certificate

chain. serial number: serial number , subject name: subject name .
BREBAZ T AT v FREAE L L THRES N TV DEEAER @A S v E T,

s serial_number : 7 747 MEAE L L CBISNDREEDO VY T LVEE
e subject name: 7 74 7> bAEEE LGRS N DEAEICEENDI VTV =7 M4

WREF7HY a2 RE,

15_)( v t—:/ %$Threat Defense-7-717030: Found a suitable trustpoint trustpoint name

to validate certificate.

. Syslog # v z— < 715001 ~ 721019



| Syslog # v+—< 715001 ~ 721019

717031

717032

13 |

ERBAGEEORGEICEH CE 2 E 7 IXFEHFTRER F 7 X FARA R RADO0D £ LT,
« trustpoint name : FEFAEOKRFEICHEH SN D F 7 A RARA > b
RT3 RE,

15—)‘ ‘y‘b-*‘) $Threat Defense-4-717031: Failed to find a suitable trustpoint for the

issuer: issuer Reason: reason string

B FTREA 1T A MRA v S ROMD E A, AERBORIET L, EHEEMIET 57
DI} T A NRA 2 BRI 25 TV B RER S ) £,

o >issuer : FREE STV ZREE DO FAT
e reason_string : {WYI72 h T A RARA U RN ELOD G 7R 0B
HRET7V230a0 74 X2 —va BN TRTARMRA V RDERE, Bk, 8 XU

SNTWAHZ LR L, BRIORSNEEEA M LET, £, 2074 Falb—T g
M. IDFEHER L, BEDOX A TOFMHEZFAT L TCWDLZ L 2HERLET,

I5—Awy t—< sThreat Defense-3-717032: OCSP status check failed. Reason: reason string

BBAOCSP AT —H AF = v 7RI DL, ZOA vy =V KRMOBEB L & HIZAERS
F9. ROU A MIKEOBLHE TY,

« OCSP ZRD HTTP b7 7 va U BNRILE LT,
o B2 OCSP JSEAT — X A THEFFA[ | T,

« OCSP JGZERLFRITJP L E LTz,

« = R=NED OCSPIGED 7 T Y IR L E LT

o —/3—=/1 5D HTTP OCSP JE DFFHTIC R L £ L7z
o BN RINAT —H A = N—=RRK LT AT —H A . R
o J5h72 OCSP & X A 7 TF

« OCSP ISEICT v AN S D £HA

« FURADE—F

« OCSP JLE & DIRGFEIZ R L F L7z

* OCSP Ji&2& DA RN IR 7S %) T

* Certificate is revoked

«OCSP L ZR v A —FFHEDO CRL F = v ZIZRIKLE LT
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#REFTOa VL,

Io5—X% ‘yt—*‘) %$Threat Defense-6-717033: OCSP response status - Successful.
BBAOCSP DAT —H A F = v V7 WENERIIZEINE L,
RT3y R,

15—)‘ ‘y‘b-*‘) %$Threat Defense-7-717034: No-check extension found in certificate.
OCSP check bypassed.

ZRBA  Tid-pkix-ocsp-nocheck] ¥E3E% & Te OCSP ISEBMFEAERZEENE Lz, ZTHIZLD,
OCSP AT —H A F =772 L CIOFAEERIFCE £,

WET7H a0 R,

15—)‘ v t—:/ %Threat Defense-4-717035: OCSP status is being checked for certificate.
certificate identifier.

£RBH OCSP A7 — 4 A F = v 7 INFEIT I HAEENFE SV E T,
- certificate_identifier : FEAAE~ v 7HANZ L > THRBLE N TV D AEBHE A 5D 5 1F
HREFTH o ay RE,

15—)( ‘yt—*‘) %$Threat Defense-7-717036: Looking for a tunnel group match based on

certificate maps for peer certificate with certificate identifier.

SREBGEEID IC X - TlkBl S5 BT OFEIEX, mliEZke b x v Z—T O—EERAD
72O, RESNTZAAE~ Y I THUEINTHET,

« certificate_identifier : FIEAHE~ v 7 HANC X » THREE STV DR E 2553 5 1H
HWET7 Va3 R,

15_)‘ “Jt_:) %$Threat Defense-4-717037: Tunnel group search using certificate maps

failed for peer certificate: certificate identifier .

SRBAGERIE ID I X > THlBI SN A BT OFEBEIL, ARER b RV I —TO—HK 2R A5
72012, RESINZFEHAEZE - I Lo TR EINFE LR, —HERRonD FHEATL,
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717050

717051

i |

« certificate_identifier : FEAE~ » 7 HIANC X - TRBE I TV B REIE A58 5 fE

WRET VY3 y ZE LT ANHER LOREE DI 51k CA GEHE~ » 7 HRANZIES
T, ZOEERTFHINEbOTHLZ 2R LET,

Io5—4% vt—’) %$Threat Defense-7-717038: Tunnel group match found. Tunnel Group:
tunnel group name , Peer certificate: certificate identifier .
SBAREUE ID 12 Lo CAlkBl S5 BT OREIEL, BE SN 7-REE~ » 7S Lo T
. b TN —T~O—FN RO £ L1,

- certificate_identifier : FEHE~ » 7 HHANC K - TOUEE X3 TV D REAE 23559 2 1

« tunnel_group_name : it E~ v THAIT B L7 b rrrL Z—T DA R

HWREFTHay RE,

I5—*wH— sThreat Defense-5-717050: SCEP Proxy: Processed request type type from
IP client ip address , User username , TunnelGroup tunnel group name , GroupPolicy
group-policy name to CA IP ca ip address
ERBASCEP 7 X UdA v —U2ZEL, CAICHHLE LTz, CADOLDINEIT I A4 T
Mk E T,

s type : SCEP 7' 12 % U 3525 L7 BR & A 73551, PKIOperation, GetCACaps, GetCACert,

GetNextCACert 35 K ) GetCACertChain D\ 41730 SCEP A v — Z A4 A2 0 £4,

« clientip address : 5218 L7=ZRDEFILIP 7 K LA

« username : SCEP 23R % %15 L 72 VPN & v ¥ 3 VICB#AHT S iz 2 —H —4

« tunnel-group name : SCEP ER % %{Z L 72 VPN & v ¥ a ZBEMT bz b s 7

="
« group-policy name : SCEP %3k #5215 L 7= VPN & v ¥ a VBT bz v—7 R
f/_

ecaipaddress: /L —7 R o —THEINTNDHCADIP T KLA
HET7V a3y RE,

Io5—X% vt—*‘) %$Threat Defense-3-717051: SCEP Proxy: Denied processing the request
type type received from IP client ip address , User username , TunnelGroup tunnel group

name , GroupPolicy group policy name to CA ca ip address . Reason: msg

SEBA SCEP 7' F NI EROUHEAIER LE Lz, ZHud, BEI A, 7aXxiozT—Ik
e, EITERY R ERIC K o TRAET D HREMNH D £47,
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« type : SCEP 7' 12 % U N5 L7 Bk & A 735751, PKIOperation, GetCACaps, GetCACert,
GetNextCACert 3 X T GetCACertChain DWW 303D SCEP A v & —3 Z A 7127320 £97,

« clientip address : 5218 L7=ZRDEFILIP 7 K LA

« username : SCEP 23R % %15 L 72 VPN & v ¥ a CB#EAHT S iz 2 —H —4

« tunnel-group name : SCEP k% %{5 L 7= VPN & v ¥ a ZBhEfHT bz horxr 7

="
« group-policy name : SCEP 3R %515 L 7= VPN & v ¥ a VICBEAT bz v—7 R
‘.‘/‘_‘

ecaipaddress: 7/ —7 RU T —THREINLTNDHCADIP T KX

emsg : EROMEEPESR SN HB E 7213 = T — 28T RIK U5
WR7I 3V HENT-HENSRRZRELET, HEE L TERNEHTHD Z LK
RENTWDYE, CAURL ORELXHR LET, £ TRWEEIL, L Z—7T
SCEP DBEERNA X — T /W75 T D Z L Z 78 L, debug crypto cascep-proxy =~ > K%
BRLTEDIIT ANy 7 LET,

I5—AYt— 3Threat Defense-4-717052: Group group name User user name 1P IP Address
Session disconnected due to periodic certificate authentication failure. Subject Name

id subject name Issuer Name id issuer name Serial Number id serial number
SBAE MR REEERRGEN I L, By va s E R E LT,
sgroupname : £ v a VNET SV V—T KU —D4HI
susermame: vy v a O —Y—4
IP: By g oNRTY w7 IPT RLA
+idsubject name : & v > = > @ ID FEHEO4
«idissuer name: ¥ v ¥ =3 > @ ID FEHEDREITE L
s idserial number : v v 3 D IDFEAEO VY TAEE
WETV a3 RE,

SSP 2D FE w7

15_)( “J‘t’_:) %Threat Defense-5-717053: Group group name User user name IP IP Address
Periodic certificate authentication succeeded. Subject Name id subject name Issuer Name

id issuer name Serial Number id serial number
REAEHARY 2R RE B ERRREIC B LU E LT,
egroupname: £y a UINET D NV—T7 KR T —DA4HI
cuser name: Ey v a rpa—HF—4
s idsubject name : & v > = > @ ID FEHEOH4
eidissuer name: v 3 D ID FEFHEDOFRITE 4
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717055

717056

n1ss [

eidserial number : v a VDO IDFFAEDO VU TILEE
HRETH O ay RE,

SSP &R D v s

Io5—4% vt—’) $Threat Defense-1-717054: The type certificate in the trustpoint tp
name is due to expire in number days. Expiration date and time Subject Name subject name

Issuer Name issuer name Serial Number serial number
REA N T A MARA  FNOIRE SN FEEOH R E-SW TV ET,

s type : REED X A 7 (CA £721X ID)

stpname : GEAFENET D BT X MARA - FOLHI
« number : ARG T £ TO HEL

« date and time : A ZhHAR D H KF

« subject name : FERAE D4

- issuer name : FFFAZDORITE 4

« serial number : GEHEO VY T ALE S

WET7O D aVviEAELZTHRLET,

Io5—H% ‘yt—*‘) %$Threat Defense-1-717055: The type certificate in the trustpoint tp
name has expired. Expiration date and time Subject Name subject name Issuer Name issuer

name Serial Number serial number
SBA R T 2 RARA  FNOFEE SN EFAEO A RIEAR I TV ET,
e type: FEHED X 1 7 (CA £721%1D)
stpname: FEAFENET D T A FARA N DA
« date and time : AR D H HF
« subject name : FERIZE D4
* issuer name : FEAAEDREITE L
« serial number : FEEDO Y TAE S

RT3 vitAELZ TR LE T,

RHELDZ A RV SSP D&

15_)( “Jt_:) %$Threat Defense-6-717056: Attempting type revocation check from Src
Interface :Src IP /Src Port to Dst IP /Dst Port using protocol
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BREACA N CRLEZF 7o —RLE D& LTWED, OCSP RSB ERAZXEL LI L LT
WE L7,

stype: KN F v 7 DX A7, OCSP £721% CRL DWT 4>

« Scinterface : KhF = v 7 2347554 v F—T = A4 AD4HI

«SCIP: KN T =7 2FTTHIPT KL A

*ScPort: KhF =7 BFITTHR— &R

eDstIP: KhTF = v 7 BEROFEELOY—/—D P T RL A

« DstPort : KN F = v 7 BEROEE ROV —"—DR— hE =

« Protocol : KhF = v 7S5 7w k=L, HTTP, LDAP, %7-1% SCEP

RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-3-717057: Automatic import of trustpool certificate
bundle has failed. < Maximum retry attempts reached. Failed to reach CA server> | <Cisco
root bundle signature validation failed> | <Failed to update trustpool bundle in flash>

| <Failed to install trustpool bundle in memory>

REBA Z D syslog (T2 NHDTT— A=V DONTUNTEREINET, 20 syslogid, H
A AR — MEORR CTa—F—2 L, FICEENSBAELEGAIX, BURT Ny
Ay —UNEFHEETLEDOLDOTT, FT7—OFFMNT Ny JHICRRESNET,

WRT7VLaVCADT /Y T4 2B L, 77 v ¥ a CAV— MEHHEIZAN—2%
B £,

Io5—H% ‘yt—*“) $Threat Defense-6-717058: Automatic import of trustpool certificate

bundle is successful: <No change in trustpool bundle> | <Trustpool updated in flash>.
SREHZ D syslog i, ZHHDKIHIA v =YD 1 O>TERENE T, ZDsysloglx, HEHA >
R— MRIEOFRER TH—P =2 L, FHIBEENFEE LHBEE, EURT Ny 7 A vt—
UANEHETHI2ODObOTY, FTT—OFFMNT Ny ZHAOICFRRENET,

i: 2y I I A

Ia—)( W) t_:/ $Threat Defense-6-717059: Peer certificate with serial number: <serial>,
subject: <subject name>, issuer: <issuer name> matched the configured certificate map

<map_name>

FEBAZ O m ZE, ASDM R ANGEAE A L CGRAE S 41, BUE ShIZiEE~ v 7 L—/1ic
ESWTHR SN T2 HEICERSNET,

WRT7H a3y RE,
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717061

717062

17060 [

15—)( Vi t—< 9Threat Defense-3-717060: Peer certificate with serial number: <serial>,
subject: <subject name>, issuer: <issuer name> failed to match the configured certificate

map <map_name>

BREAZ ow 71X, ASDM HEg A iEE A L CRRAE S L, RE SN ZFEHE~ » 7 L— i
EONTHA SN TWARWGEEIZAERISNET,

RT3V I HNTESRINTWDETIERENRTFI SIS LB 5E, ST
V% map_name DREE~ v TRIELMR L. LEIIGLU T, #HitaifiToL9 1~y 7%
BIELET,

SSPEEHDO R LA hL

Io—XAw t— 9Threat Defense-5-717061: Starting protocol certificate enrollment for
the trustpoint tpname with the CA ca name. Request Type type Mode mode

ERBA CMP BRERERS MY T — S E L7z,
s tpname : BHERS N TS b T A MAKRA > ORI
eca: CMP RETHELIZERBYV D CAKRA NEIXIP T RLA
e type : CMP Bk & A 7', FIHMEEER, FEEZER, B L O —HH 2R
* mode : B$k bV A—, Manual % 72 (% Automatic
s protocol : &7 v k=L, CMP

WRT7HY a3y RE,

I5—X*Y 1t — sThreat Defense-5-717062: protocol Certificate enrollment succeeded for
the trustpoint tpname with the CA ca. Received a new certificate with Subject Name subject

Issuer Name issuer Serial Number serial
SRBA CMP BERERICKPI L E L, HLWEAEZSZELE LT,
s tpname : BRI TND BT A RARA VR OAHI
eca: CMP R ETIHRELZEBV D CAKRA MLEIZIP T RLA
e subject : Zf5 L7iEEOH 7V =7 N4
eissuer : Z15 L72iEBEDORITE 4
e serial : 5218 L7Z3FFAED VU T V&5
« protocol : &7 1 k2L, CMP
WRET7I a3 RE,
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SSPEEHORH LA bv

15—)‘ ‘yt—*“) $Threat Defense-3-717063: protocol Certificate enrollment failed for
the trustpoint tpname with the CA ca

SREA CMP BERECRICAM L E L,

e tpname : BER I TND h T A RRA > b D4
eca: CMPRETHELZEBY D CAKRA M EIXIP T FLA
« protocol : &7 m k=L 0 CMP

RT3V CMP T Ay 7 FL—ZAZfHLT, BREELEELET,

SSPEHEADRHL

Io—XAw 't’_:/ $Threat Defense-5-717064: Keypalr keyname in the trustpoint tpname is

regenerated for mode protocol certificate renewal
AR T A RARA L PNOF—T71F, CMP 241 L CREEOBEMICHAER SN ET,
e tpname : BERIND b T A MARA > b DA
skeyname : N 7 A RARA ¥ R DF—XT DA i
» mode : Bk b U A —, Manual & 7213 Automatic
« protocol : &7 1w k=21, CMP

RT3 RE,

A v t— 718001 ~ 719026

718001

ZOIETIE, 718001 75 719026 £ TD A »vE—IZOW T LET,

I5—X*w 1t — 2Threat Defense-7-718001: Internal interprocess communication queue

send failure: code error code

FAVPN R — RN AT Fa—TAyE—VaFa—ICARL) L LIZL &I, WY
ThUT 2T =RREAELELE,

WRET O ay B, THEMBEORVIRIE T, FEDAER L2 WE6 | Cisco TAC IZ
BHWEDELIZEN,
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718003

718004

718005

718006

e |

Io5—4% ‘yt—*‘) $Threat Defense-5-718002: Create peer IP address failure, already at

maximum of number of peers

BB — R AR ETORKEEBEBLELE, HILOWETIRERINET,

WRFVa o n— AT T eRxy NU—F ar T 4 Fal—a s EZf|lNT, B—
RANTov 7 ET ORB, TSR REZ B L TWRN D &2 L

Ia_)‘ v t_:/ $Threat Defense-6-718003: Got unknown peer message message number from

IP address , local version version number , remote version version number

BBAD— R AT T ETONTRNND, SR e— R ART T Ay =Y
WZEENFE L, 2T, ETHON=Y g VOR—EEZR L TWD RN H D 375,
WY 7 b =7 =27 —=NREKRER>TWD LEbhET,

RT3 TRCOR—RART UV 7 ETICHERENRS D 2 L 2B L ET, Ak
RO ZOREDH S G, RIZFEE L ARVEERS 2R Z SN 5561, Cisco TAC
KBEWEDE I,

Ia_)‘ v t_:/ $Threat Defense-6-718004: Got unknown internal message message number
BREANEEY 7 U =T =T = BAELE L,

WRF7HI a3y KIS, ZHERBEO 2 VIREETT, MBEMER L7V EEA . Cisco TAC IZ
BWGHOELIZE N,

15—)( “Jt—:) $Threat Defense-5-718005: Fail to send to IP address , port port
AR — R AT Yy NTONT y ROEEFIZT, WEY 7 h U =7 =7 =334
LEL, ZhExy NV—7 OREZRLTWD AR H D £3,

#2427 9 2 3 > Secure Firewall Threat Defense 7 /34 A TRy NI —J OREET = v 7 L,
AHE—=T A ANT 7T 47T ka7 —XH) Secure Firewall Threat Defense 7 /34 A
WL TWD I & MR LEd, MBENMRR LRWIES . Cisco TAC IZBMWEHhELEE
AN

15—% v t_:/ %$Threat Defense-5-718006: Invalid load balancing state transition

[cur=state number ] [event=event number ]

Syslog # v z— < 715001 ~ 721019 .



B s
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718008

718009

718010

Syslog # v £—< 715001 ~ 721019 |

SMEBAR T — b~ v T —=NRAELELE, 2R WNESY 7 b =T =7 —NFET S ]
MR HDZEERLTVET,

WRT7I a3y Mz, ZEBEO7Z2WIREETT, BEMER L2V IEE . Cisco TAC IZ
BRIWEDLELZE0,

Ia—)‘ v t—:/ $Threat Defense-5-718007: Socket open failure [failure code]:failure text

B —RKARTZUv 7y bEBZODE L TWB EEIL, 2T —0NRELELE, Th
X, Xy NU—V ORMBEEIINE Y 7 v =7 =T —BNEETH AR HH 2 L AR LT
Wk,

#4227 2 < 3 > Secure Firewall Threat Defense 7 /34 A TRy U —J OHRTE2TF = v 7 L.
AR =T 2 ANT IT 47 CF0 k)b 5 —H) Secure Firewall Threat Defense 5 /XA A
ZBBL TSI 2R L ET, MEPRRLRWEE. Cisco TAC IZBEWEbELZE
AN

I5—Awy 1t — 9Threat Defense-5-718008: Socket bind failure [failure code]:failure text

£iBA Secure Firewall Threat Defense 5 /31 A 23— K XT3 07 Vi ML RFLED
L&z, =B AELELE, 2L, Xy MU= ORMBEEZIINEY 7 v =T
T —NFEET AR H L2 2 L TWET,

HIE 7 4 2 3 > Secure Firewall Threat Defense 7 /3 A THy NV —F7 DREZTF = v 7 L,
AR =T 2 ANT IT 47 CTF0 k)b T —H) Secure Firewall Threat Defense 5 /XA A
ZIBELTCWDZ LR LET, RBENMER L2V GE . Cisco TAC IZBWE b 72 &
/AN

I5—AYHE— sThreat Defense-5-718009: Send HELLO response failure to IP address

&5 BA Secure Firewall Threat Defense 7 /3 A 81— R /NF 32 7 77 D 1 DT Hello Response
Avb—UHEEBELIOIELEEE, ZT—0RELELE, 2T, Xy NU—J OME
FTEFRNHBY 7 by =7 =T =P FET HAREERH DL LR L TWET,

#2749 3 3 > Secure Firewall Threat Defense /3 A THr vy hU—J ORELZF = v 7 L,
A B =T 2 ANT IT 47 CTFa k)b T —H) Secure Firewall Threat Defense 7 /3 A
ZEELTWDZ EEER LET, MENER LWEE . Cisco TAC IZBMWEbHEL X
/AN

IJ5—AYE— sThreat Defense-5-718010: Sent HELLO response to IP address
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718011

718012

718013

718014

718015

nson [

£5 B8 Secure Firewall Threat Defense 7 /34 A (X, ©— K /3Z > 2 7 7 (Z Hello Response A
“12%17%%15 Li L/?L:o

HRFTH O ay RE,

IS5—4 w1t — 3Threat Defense-5-718011: Send HELLO request failure to IP address

588 Secure Firewall Threat Defense 7 /31 A 2Aa— K /NZ 207 7 D 1 DIZ Hello Request
AvE—VHBFELEOELILEEIZ, =T7—0RELE L, ZhiX, Xy NV —2 ORE
FIEFRNEY 7 N0 =T 27— FHET D AEMERH D Z LR L TWET,

#4227 2 < 3 > Secure Firewall Threat Defense /34 A TRy hU—J OHRTEF = v 7 L.
AR =T 2 ANT IT 47 CTF0 k)b 5 —H) Secure Firewall Threat Defense 5 /XA A
ZBBLTHNDZ EafER L ET, MEPRRELRWEE . Cisco TAC IZBEIWEbEL 72X
A

Io5—X% ‘yt—*“) $Threat Defense-5-718012: Sent HELLO request to IP address

£ BA Secure Firewall Threat Defense 7 /31 A X, ©— K /NF 3 7 7T Hello Request A
t—UEERELE L,

HRETH O ay RE,

I5—*AYt— 9Threat Defense-6-718013: Peer IP address 1s not answering HELLO
e — K T 7 BT Hello Request A v E— VIR E L TWERA,
WRTY Va3 u—RATUY U ISSFET Ly MU= 7O AT — S A &g L7,

15—)‘ “Jt—:) $Threat Defense-5-718014: Master peer IP address 1is not answering
HELLO

BB e— R AT T T 0 L7 X BT D Hello Request A v E—IZRE LTV ERA,

RT3 a—RFNFUV VT SSFT A LI BET EXy NI =V HRROAT — % A%
MR LET,

I5—AYHE— sThreat Defense-5-718015: Received HELLO request from IP address
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718017

718018

718019
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£5B8 Secure Firewall Threat Defense 7 /3 A (X, ©— K XT3 > 7 7 H 5 Hello Request
Avt—VEZELELL,

HREFTH O ay RE,

I5—*Yt— sThreat Defense-5-718016: Received HELLO response from IP address

£5 B8 Secure Firewall Threat Defense 7 /N1 A |%, HelloResponse /37 > h& B — KT v 07
ETMORELE L,

WR7Y Va2 RE

15_)‘ v t_:/ $Threat Defense-7-718017: Got timeout for unknown peer IP address msg
type message type

£itBA Secure Firewall Threat Defense /XA A D3RO ET DX A LT 7 MEMFLE L,
TIETTIZT 7T 47 URAMOLHBRINTWAREMNHDDT, A vb—UFEHEINE
L7z,

WRT7IL a3 AvE—UNRELEWVGA, FRITLE L RVEENS SR Z EN556
I, B= RN RT T BT ERHANT, RENTXTIELWZ L 2B LET,

I5—*Y4E— 4Threat Defense-7-718018: Send KEEPALIVE request failure to IP address
#BH Keepalive Request A v E—3 20— R RT3 07 ETD1IDICEELE ELTND
XL, ZT—EAELE L, 2L, Xy N ORMEEZIINEY 7 by =7 =T —
DEETDHAREMERSH D Z L 2R L TWET,

#2427 4 < 3 > Secure Firewall Threat Defense 7 /34 A TRy hT—J OREEF = v 7 L,
AR —=T 2 A ANT 7T 47 TFu ka5 —HN Secure Firewall Threat Defense 5 /XA A
ZiEm LTS 2 & MR L ET, BN LRWIEE ., Cisco TAC IZBWEHELZE
AN

I5—*Yt— 9Threat Defense-7-718019: Sent KEEPALIVE request to IP address

588 Secure Firewall Threat Defense 7 /34 A |, B— K /NZ 7 7T Keepalive Request
Avt—VrEHEELELE,

WET7H a0 R,
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718020

718021

718022

718023

718024

It |

IS5—* ‘y‘t'—*“) $Threat Defense-7-718020: Send KEEPALIVE response failure to IP address

5BH Keepalive Response A v £ —Y 2B — R AT 7 ETOIDICEFLEY E LTS
LEIC, 2T —RELELL, 2L, Xy P OREEIINEBY 7 by =7 =5 —
DIFET DR S5 2 L 2R L TWET,

#4227 2 < 3 > Secure Firewall Threat Defense 7 /34 A TRy hNU—J ORTE2F = v 7 L.
AR =T 2 ANT IT 47 CTFa k)b 5 —H) Secure Firewall Threat Defense 5 /XA A
WML TSI 2R L ET, MEPRRLRWEES. Cisco TAC IZBEWEbELZE
AN

15—)‘ ‘yt—*“) $Threat Defense-7-718021: Sent KEEPALIVE response to IP address

&% BA Secure Firewall Threat Defense 7 /3 A X, v — R /37 /2 7 BT (T Keepalive Response
Ayvt—VaEEELELE,

WREF7HI 3y RE,

IS5—X* Wt —% 4Threat Defense-7-718022: Received KEEPALIVE request from IP address

5B Secure Firewall Threat Defense 7 /31 A (X, ©— K /XF 2 07 7 H 5 Keepalive Request
Ayt —VaEZELELE,

RT3y RE,

I5—*AYHE— 4Threat Defense-7-718023: Received KEEPALIVE response from IP address

£5 B8 Secure Firewall Threat Defense 7 /34 A (X, ©— K/NT > 227 7 )5 Keepalive Response
Avb—VEZELELE,

RT3y RE,

I5—AYHE—Y sThreat Defense-5-718024: Send CFG UPDATE failure to IP address

#%BA Configuration Update A v E—Y %2R — K ARXZ7 07 ET7O 1 DIZEFELELY ELTW
HEXZ, mT—RELELL, 2L, Xy NI ORBEEZERNET Y 7 by =T =
T—DFEET AR S L2 2R L TWET,

#2279 < 3 > Secure Firewall Threat Defense /3 A THr vy hU—JV DOREEZTF = v 7 L,
B =T 2 A ANT 7T 47 CTFa ka5 —H) Secure Firewall Threat Defense 7 /3 A
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718027

718028

718029
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ZEELTWD Z LR LET, BENFER LRWIEE. Cisco TAC IZBRIWEDELS7ZE
Wy,

IJ5—AYE— sThreat Defense-7-718025: Sent CFG UPDATE to IP address

%88 Secure Firewall Threat Defense 7 /31 A |%, = — K /3J /2 7 BT |Z Configuration Update
Ave—UEFELELL,

HET7H a0 RE,

15—)‘ ‘yt—*“) $Threat Defense-7-718026: Received CFG UPDATE from IP address

£5tB8 Secure Firewall Threat Defense 7 /3 A A [, Bv— K XT3 7 7 H 5 Configuration
Update A v —V%Z{ELE LT,

WREF7HI a2 RE,

I%—)‘ vt’—*‘) $Threat Defense-6-718027: Received unexpected KEEPALIVE request from
IP address

£5BA Secure Firewall Threat Defense 7 /31 A X, B— KT 207 706 T ¥ Keepalive
Request A v —V&ZELE LT,

WRTH 3 VRENMERELRWES, FHITZEE LS RVEENRS|IE B ENDBEEIE. T
RCOEB—RRT VT ETNELLEESN, MEHSNTWAHZ 2R LET,

I5—*AYt— 9Threat Defense-5-718028: Send 00S indicator failure to IP address

ZRBA OOS Indicator X v EZ—T %R — R NXF VT ETO1IDIZEEFELEI ELTNHEX
I, TT—NRELEL, 2T, X2y NI—ZORBEEZIINEHY 7 h =7 =7 —01F
ETHRREMENH D EERLTVET,

#2427 2 < 3 > Secure Firewall Threat Defense /31 A TRy hU—7 ORTEEZF = v 7 L.
AV HE =T 2 A ANT IT 47T bajs 5 —HN Secure Firewall Threat Defense 7 /31 A
L TWD Z AR LET, MENRERELRWEE, Cisco TAC IZBWEbEL<ES
AN

I5—+*wYHt— srThreat Defense-7-718029: Sent 00S indicator to IP address
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718030

718031

718032

718033

718034

718030 [

£5iBH Secure Firewall Threat Defense 7 /31 A 73, OOS Indicator A v E—Y %0 — R XT3 0
T ETICEELE L,

HRFTH O ay RE,

I5—+*Yt—2 sThreat Defense-6-718030: Received planned 00S from IP address

i BR Secure Firewall Threat Defense /31 A 23, 11— K XZ o 07 BT M5 EHEIR 72 00S
Ave—UEZELE LR,

WRT7HY a3y RE,

I5—*AytE— 9Threat Defense-5-718031: Received 00S obituary for IP address

£5BA Secure Firewall Threat Defense 7 /34 X (X, m— K \Z 27 B 7 /6 00S Obituary
AvE—VEZELE LK,

WET7H a0 RE,

I5—AYtE— 2Threat Defense-5-718032: Received 00S indicator from IP address
§%BA Secure Firewall Threat Defense 7 /31 A [%, ®m— R /NT 27 BT 75 OO0S Indicator
Ay —UEZELELL,

WR7I a3 RE,

I5—A*AwHE—Y sThreat Defense-5-718033: Send TOPOLOGY indicator failure to IP address
#5%BA Topology Indicator A v E—I &2 — R ARNT 07 ETO1IDICEELLI E LTS
X, ZT-EAELE L, ZHUE, XY N ORMEEZIINEY 7 by =T =T —
PIFET D AREMERH D Z L 2R L TWVET,

#2279 3 3 ¥ Secure Firewall Threat Defense 7 /31 A Ty hU—7 Dar 7 4 Fal—3
VEF v I L, AV E—T A ANT I T 47T, 7 k)b —H 3 Secure Firewall Threat
Defense 7 /34 A Zi@B L TCWA Z & 2R LE4, RENMIL2WEE . Cisco TAC 128
VG b 7ZEn,

IJ5—AYHE— sThreat Defense-7-718034: Sent TOPOLOGY indicator to IP address
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718036

718037

718038
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588 Secure Firewall Threat Defense 7 /31 A X, ®m— K /N7 o 7 BT (T Topology Indicator
Ayvt—VEEEFELELL,

HREFTH O ay RE,

I5—*wt— sThreat Defense-7-718035: Received TOPOLOGY indicator from IP address

£5BA Secure Firewall Threat Defense 7 /34 A 73, ©— R /NZ 227 BT H b Topology Indicator
Avt—VaEZELELE,

RT3y RE,

15_)‘ ‘y’b-*‘) $Threat Defense-7-718036: Process timeout for reg-type type value ,

exid exchange ID , peer IP address
£%BA Secure Firewall Threat Defense 7 /34 A 3ET DX A L7 7 NP L E LT,
RT3 ETRIALT U FSNIZZ L Z2HEELET, Z A L7 U hERTWRWVES

X, B—RKRF 7 T7T0ary74Xal—yaryaFzv 7 L, BT & Secure Firewall
Threat Defense 7 /34 A L DM DOF >y WU — 7 ki 2 MR L £9,

I5—AYt— sThreat Defense-6-718037: Master processed number of timeouts timeouts

§iBA o ¢ L 7 Z 1 — /)L ® Secure Firewall Threat Defense /31 2 23, fRfi SN/ T % A
LT NEMBELE LT,

WR7HIIVAIALT I IRELSTHLZ 2R LET, A LT 7 FENTHARWES
X, 70— RS Dary 7 4 Fal—rarEF vl L, BT L Secure Firewall
Threat Defense 7 /354 A2 L DO Ry WU — 7 kAR L ET,

I5—AYHE— 4Threat Defense-6-718038: Slave processed number of timeouts timeouts

SHBA A o N—1a— /)L™ Secure Firewall Threat Defense 7 /31 2 23, iSO T % A A
T ML LE LT,

WRFPIOIVAALT I INRELSTHLZ 2R LET, A LT 7 FENTHARWES
X, 70— RS a7 4 F¥al—yaryiEF vl L, BT L Secure Firewall
Threat Defense 7 /354 A2 L DO Ry NU— VB2 MR LET,
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718039

718040

718041

7118042

718043

718039 [

I5—*AYHE— sThreat Defense-6-718039: Process dead peer IP address
5B Secure Firewall Threat Defense 7 /3A 2 237 v N E7 & LE L7,

WRF7H92a2 Ty RETORENESLTHLZ L E2HELET, XA LT U FINTWR
WAL, BT 0oa— RT3y oary 4 X¥al—yaraFoy s L, BT L Secure
Firewall Threat Defense 7 /34 A2 L DO F v MU — 7 #fi bl L7,

I%—)‘ v t_:/ $Threat Defense-6-718040: Timed-out exchange ID exchange ID not found

i BA Secure Firewall Threat Defense 7 /34 A 237 v K ET7 2R UE L7223, HRID 235385k &
NEHEATL,

RT3y RE,

15_)‘ “Jt_:) %$Threat Defense-7-718041: Timeout [msgType=type ] processed with no
callback

£ BA Secure Firewall Threat Defense 7 /N4 A 237 v R 7 &M LE L7223, LB CTa—1 Ny
IWMER SN FERFATLE,

WREF7Y a0 RE,

IJ5—AYE— sThreat Defense-5-718042: Unable to ARP for IP address

SBAE T ICarZ L&D & Lz E 1T, Secure Firewall Threat Defense 7 734 A T ARP [&
ERFEALE LT,

WRT7IOIVRY NT—IREELTWALZ L, TRTOETRAVICHEE T2 %
R LET,

15—)‘ “Jt—:) $Threat Defense-5-718043: Updating/removing duplicate peer entry
IP address

£BA Secure Firewall Threat Defense 7 /34 A NEETHET = MU ZHE L, HIFRL TV E
—§_ﬂo

HWREFTH o ay RE,
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718044

718045

718046

718047

718048

718049
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Ia—)( ‘yt—*‘) $Threat Defense-5-718044: Deleted peer IP address
£iBA Secure Firewall Threat Defense 7 /34 A B3 — K XT3 7 BT ZHIBEL TWET,
RT3 RE,

I5—*AYtE— 9Threat Defense-5-718045: Created peer IP address
E5BA Secure Firewall Threat Defense 7 /34 X AAa— K NZ v 07 BT AR LE Lz,
WR7 Va2 RE

15—)‘ “Jt—:) $Threat Defense-7-718046: Create group policy policy name

HEAZ 2 — K NT v 7 BT LillE T 5729, Secure Firewall Threat Defense 7 /31 A
NI N—T R —&AE UE Lz,

WET7H a0 RE,

Io5—4% ‘yt—*“) $Threat Defense-7-718047: Fail to create group policy policy name

BT — R ANZ T ETEOEEEEX 2V T 4 TRETDHEODIZITNV—T R v—%
YERR L X 9 & L7z & =12, Secure Firewall Threat Defense 7 /31 A TREENEALE LT,

HREAYE—D 0 —FNANT UV TRENELNW EEMHRBLET,

Io5—4% vt—’) $Threat Defense-5-718048: Create of secure tunnel failure for peer
IP address

SEBAC— K NT v BT A~D IPSec RNV ERMNLL &L D L LTz E XIZ, Secure Firewall
Threat Defense 5 /3 A A CTREENRFEALE LT,

HEA Y- m— AT UV TRENELLS, Xy NU—=7PEHEL TWD Z L 2R
LET,

I5—*9tE— 9Threat Defense-7-718049: Created secure tunnel to peer IP address
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718050

718051

718052

718053

718050 [

£iBA Secure Firewall Threat Defense 5 /31 A 32— K XZ 7 BT ~0 IPSec b v R/ %
ERIZiEsT LE LT,

HRFTH O ay RE,

15—)( ‘yt—‘“) %$Threat Defense-5-718050: Delete of secure tunnel failure for peer
IP address

SBAD — R R BT A~DIPSec Fr N ERET LI D & Lizd 1T, Secure Firewall
Threat Defense 5 /3 A A CREENRFEALE LT,

HEA YLD m— AT UV TRENELLS, Xy NU—=7PEHEL TWD Z L 2R
LET,

I 35—+ Yt — sThreat Defense-6-718051: Deleted secure tunnel to peer IP address
£%BA Secure Firewall Threat Defense 7 /34 A 3 — K /NT 7 BT ~0 IPSec b v KL%
EFICRTLELRL,

i: 3 A D S

15—9‘ v t—:/ %$Threat Defense-5-718052: Received GRAT-ARP from duplicate master
MAC address

£5BA Secure Firewall Threat Defense 5 /31 A DNEMET « L 7 Z )25 Gratuitous ARP 255 L £
L7,

WHE7VYarvn— ATy 7 ary Xab—varkF=y7 L, Xy hT—IH
FELTWH Z L 2R LET,

15—)‘ V) t—:/ %$Threat Defense-5-718053: Detected duplicate master, mastership stolen
MAC _address

5B Secure Firewall Threat Defense 7 /3NA A WNEHET 4 L7 X L BENTZT 4 LI X ERHL
F L7,

HR7H)avo— R R_RToT ar7 4 Xal—varEFov /7L, *y hU—7R
BEL TV Z L EMERLET,
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718056

718057

718058
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I5—*Avt— sThreat Defense-5-718054: Detected duplicate master MAC address and
going to SLAVE

£5tBH Secure Firewall Threat Defense 7 /XA A WEHET 1 L7 X =R L, A /3—F— RFiZY])
DEZXTWET,

WRFIavn— RS a7 4 FXalb—arEFov L, By NT—I MR
FEL WD Z L AR L E9,

IS5—X*Aw 1 — 9Threat Defense-5-718055: Detected duplicate master MAC address and
staying MASTER

&8 Secure Firewall Threat Defense 7 /3 A A WEBET 4 L7 XML, A "—F— 2L
EEoTVET,
WRT7YVavn—RKAIFrvrrarysFal—varsF=v /L, Xy V=N
BELCWA D LR LET,

I5—*Yt— sThreat Defense-7-718056: Deleted Master peer, IP IP address

it BA Secure Firewall Threat Defense /34 A NNENT — 7 b — K AT 007 5 4 L7
HEHIBELE LT,

WET7H a0 R,

15—)‘ “Jt—:) %$Threat Defense-5-718057: Queue send failure from ISR, msg type

failure code

£RBA VPN 2 — K RF o 7 % 2 —C Interrupt Service Routing 725 A vt —T % F 2 —IZ A
NTNDHEEIZ, WY 7 b =7 =7 —0HAELEL,

WET7 Vo ay —IC, ZHIERBEORVIREE T, RIBENRR L7256, Cisco TAC IZ
BEIWEDELTZI N,

IJ5—AwYHE—Y sThreat Defense-7-718058: State machine return code: action routine ,
return code

AR — R ATV IRRREY IR T DT 7 v ar —F U ORY a— R b L—
ASNTWET,
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718059

718060

718061

718062

718063

718059 [
iy I N

I%—)‘ v t_:/ $Threat Defense-7-718059: State machine function trace: state=state name

, event=event name , func=action routine
BB D — N NT Y U SARIREE L DA R R EREEN R L— 2SR TWVET,
RT3 RE,

I 5—A Wt — sThreat Defense-5-718060: Inbound socket select fail: context=context ID

BEAY Ty PRRa—ABET—2EL, YTy FPEGBARD LN TEERA, 2T N
WY 7 b= =T =NHETDARMEN DD ZEER L TVET,

HRET O S a Y BENER L22WEAT1E, Cisco TAC IZBRIVWAEHEL &N,

I5—*AYt— sThreat Defense-5-718061: Inbound socket read fail: context=context ID

BB = — T — 2t S %, Yy PRt R E Lie, Thid, WEY
T U7 T = NHET L RN DD AR LTNET,

WET Y 2 a Yy MEPMRR L2Wga1E. Cisco TAC IZBMWEbEIZS 0,

I5—AYE— sThreat Defense-5-718062: Inbound thread is awake (context=context ID
) .

B — R RXZ oS TueAanNEE S, ARG L £,
HREFTH O a Yy RE,

15—)( vt—’) $Threat Defense-5-718063: Interface interface name is down.

HEH A LA —T oA ANE T L TWAZ LN — R AT Fak Rk Tl E
nE L,

WRE7I AV A F—T A A AL T4 Falb—a b BT, A2 —T = A AN
FELTWD Z L 2R L E T,
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718065

718066

718067
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Ia—)( ‘yt—*‘) $Threat Defense-5-718064: Admin. interface interface name is down.

BB A VA —T 2 A ANE T L TNDE I ENRa— R ATy TakvR ks TH
HEnhFE L7,

WRB7HIOaVEEAN L E—T oA A AL T4 FKal—albRF{IT, A2 —T A A
DEWELTWVWAZ & AR LET,

I%—)‘ ‘y‘b—*‘) $Threat Defense-5-718065: Cannot continue to run (public=up /down ,

private=up /down , enable=LB state , master=IP address , session=Enable /Disable ).

BBAT N CORHRRAN W STV RWED, n— R AT/ FubAEFTTEE
A, BHREMIE, 2007 7T 4 T4 v =T 2 A AL R — R RNT UL TRA =TV
2o TnHZ L TY,

W73 A F—TxcA A AL T 4 Fal—2alZf(lNT, Al tb200(
B —T 2 ZAREELTEBY, a— RRXTUI IRA R—T IR o> TNAZ L 2R LE
7,

I%—)‘ v 't’_:/ $Threat Defense-5-718066: Cannot add secondary address to interface

interface name , ip IP address .

BT — R XTI, AN v E =T oA REINT e H Y T R L ABRME
T, B HY T RUREZBMNT DBICREE R HEA L E L,

W7 a2y vh o F) TRUVALELTHEAINTWAST RLAZHR, TNREL 72—
BEOT RLATHDLZ L EWRLET, A X —T 2 A A0 T 4 Fal—a Va2
HLET,

I%—)‘ v t_:/ %Threat Defense-5-718067: Cannot delete secondary address to interface

interface name , ip IP address .

SEBAE XY T R ADHIRSNRIRLE Lz, 2, 7 Ry FOMEE-IZNE Y
T 2T TN FETHARERSHD BRI L TVET,

W7 AN H—T oA ADT Ry TERETHS, EHFY 7T RLUAR
Hhle—BOT FLATHDZ Ea2mR LET, FEBHRLARWIESA. Cisco TAC IRV
HhELEEN,
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718068

718069

718070

718071

718072

718073

713068 [Jj

Io5—AvYy t— < sThreat Defense-5-718068: Start VPN Load Balancing in context context ID

ST — R RF vy Fab Ans s, gk anE L,
WEF7H 3 RE,

15—)‘ v t_:/ $Threat Defense-5-718069: Stop VPN Load Balancing in context context ID

SBAn— R NS LS FukARNMEIRLSRE LT,
RT3 RE,

I5—H*wHt— sThreat Defense-5-718070: Reset VPN Load Balancing in context context ID

SEALB Vot Aantwy FENE L
WRF7HY a2 RE,

15—)( W) t_:) $Threat Defense-5-718071: Terminate VPN Load Balancing in context

context ID .
SREALB Yot ARKTINE LT,
RT3 RE,

Io—XAw 1t — <Threat Defense-5-718072: Becoming master of Load Balancing in context

context ID .
ZiBA Secure Firewall Threat Defense 7 /34 2 BN LB T 4 L 7 X272 0 F LT=,
WRT7I 3y RE

15—)‘ v t—:/ %$Threat Defense-5-718073: Becoming slave of Load Balancing in context
context ID .

i BA Secure Firewall Threat Defense 7 /N4 A 73 LB A /38— (2720 F L7z,
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718074

718075

718076

118077

718078
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HREFTH o ay RE,

IS5—4 ‘y‘t'—°) $Threat Defense-5-718074: Fail to create access list for peer context ID

SHBAACLIL., IBETRNBETEXS®F 27 Mo ZERTAT-OIER SN ET, Secure
Firewall Threat Defense 7 /34 AN 2315 D ACL OWTFNMEVERRTE FHATL -, 21U,
TRy VORMBEEREINE Y 7 b v =7 ORENFIET DAREMERH D 2 L 2R LT
7,

WREFTH VTR TOET THEA v X —T =2 A ADT KL v ZTIEREHHA, T3TD
ET7NELLMEESN TS Z & AR LTI, MENHR LW A . Cisco TAC 2BV
EhELEEN,

I5—4 W — sThreat Defense-5-718075: Peer IP address access list not set.

B X o7 LYY DB, Secure Firewall Threat Defense 7231 2 23, B+ % ACL
BRI VWET o MU AR LUE L,

WRE7HI a3y RE,

15—)( v t_:/ $Threat Defense-5-718076: Fail to create tunnel group for peer IP address

BBAE— R ARZ 7 ETROBEERET HTCDD NV T—TEERR L LD &L
7= & &1Z. Secure Firewall Threat Defense 7 /XA A TREENEAELE L1,

WRAYVE—D 0N ATV TREVDIELNZ 2R LET,

15—% v t_:/ %Threat Defense-5-718077: Fail to delete tunnel group for peer IP address

A — R AT BT HOBEEZRET 7200 v TA—TEHIBRLE S & L
7= & %12, Secure Firewall Threat Defense 7 /XA A TREENEAELE L1,

RT3y RE,

15—)‘ Vi t—:/ $Threat Defense-5-718078: Fail to create crypto map for peer IP address
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718079

718080

718081

718082

nsor9 [

B — R AT ETHOBEERET D200 7 VT N~y T ERERLE S E LT
L X2, Secure Firewall Threat Defense 7 /34 A TEENFEA L E L,

WEAVE—S BN AT TRENRELNZ L 2R LET,

IS5—XAw t—:/ $Threat Defense-5-718079: Fail to delete crypto map for peer IP address

A — R AT BT HOBEERET 272007 VT N~y TERAIRLES & LT
L =12, Secure Firewall Threat Defense 7 /31 A TEENREA L F L,

WRT7H a3y RE,

Io5—4 ‘yt—&" $Threat Defense-5-718080: Fail to create crypto policy for peer IP address

S — K RNZ 7 BT HOBEERETHEOICHEHATLI NI AT - Y b E
ERL L & 5 & Li- & %12, SecureFirewall Threat Defense /3 A CEENFEELET L, Ih
X, WERY 7 b = 7 ORENFET Z RN H D Z L 2R L TVET,

HET O S a Y BENMER L72WEA1E, Cisco TAC IZBRIVWAEHEL 2 &0,

Ia—)‘ ‘yt—““) %Threat Defense-5-718081: Fail to delete crypto policy for peer IP address

AL — R AT T HOBEARET DTEOIMEHT L NI ATy —A kY MR
BB L L9 & L7z & %12, Secure Firewall Threat Defense 7 /31 A TEENREA L E Lo,

RT3y RE,

13—)( “j‘t’—:) $Threat Defense-5-718082: Fail to create crypto ipsec for peer IP address

REBAVPN R — R NRXT v T DY T AZRE LA R—T NV ThDHYE, VPNE— R AT
VU TFNRAL AL, a— R RFT U T ITAENOMDTXTOT AL AT A Y —
PA b b DEYy FEERLET, hrpL T8I, BRI A—2D®y b (T7EX
VAL, ZVF b=y 7, BEOXM T AT 53—ty b)) DEIBCERESNET, DX
VIRMG T /NT A—=F D1 DETNTEREERELITRETEEFATLE,

«|P_address: VE—F ETDOIP T FL-2X
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718084

718085

718086
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WRT7HI I A=V EPFRT, MERTE RN TR T /RT A =2 DX A 7 \ZEHA O
T RUNBRWINE I DEHERLET,

Io5—X4 ‘y‘t'—*‘) $Threat Defense-5-718083: Fail to delete crypto ipsec for peer IP address

BREAR — BV VPN B — R RT o 7 TR AN T AZNLHIREN D56, K537
A—ZBHIBRSNET, | DEFIFEBOM 537 A =2 ZHIFRTEEHATLE,
IP address: VE—hF E7DIP T FL-X

A A =T EPHNT, HIRTE RN STIER G/ T A =2 DI A TIZEAOMDT b U AR
RONE I D EMERB LET,

15—)( vt—*‘) %$Threat Defense-5-718084: Public/cluster IP not on the same subnet:

public IP address , mask netmask , cluster IP address

SEAY Z A & IP 7 R L A, Secure Firewall Threat Defense 7 /3 2 DOAERA o X —T = A A
CRICAR Y hU—7 FIZH ) FH A,

WRFHSay 7I5AF (F13A8) IPT RLAEANBA v Z—T A AT KL AD K
NEICLXY NU—7 FichdrZ & 2R LET,

I5—*Yt— 9Threat Defense-5-718085: Interface interface name has no IP address
defined.

BB 4 —T = A ACTIP T FLARBRESHTVER A,
WRT7V IV AL I—T =2 A ADIPT RLAEZRELET,

15—)( “Jt—:) $Threat Defense-5-718086: Fail to install LB NP rules: type rule type

, dst interface name , port port .

BT — R AT 7 BT R OBE ERET DT DITHEH T D SoftiNP ACL JRHAIZ 7ER L &
5 & L7z & x|z, SecureFirewall Threat Defense 7 /34 A TREENIEELFE L7-, T, HNE
V7 N =T OMBENMFET DRSS D 2 L 2/R L TVET,

HET O S a Y BENERL22WEATE, Cisco TAC IZBRIVWAEHEL &N,
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718087

718088

719001

719002

I |

Io5—4% ‘yt—*‘) $Threat Defense-5-718087: Fail to delete LB NP rules: type rule type ,

rule rule ID .

B D — R AT o7 BT HOBEZRET 572 DI 5 SoftNP ACL BRI 2 HIlFR L &
9 & L7z & &1, Secure Firewall Threat Defense 7 /31 A CTEENFEA L F LT,

WRT7HY a3y RE,

ITo5—H* ‘y’b-*‘) %$Threat Defense-7-718088: Possible VPN LB misconfiguration. Offending
device MAC MAC address .

MEAEMBT « L7 X OFEEIX, B — Ty 7T OWTRAOBRENTE S T D THENE
ZRLTWET,

RT3 TRTCOETOR—RK AT/ ar7Fal—va el FES
NIETITRICERLET,

15_)‘ v t_:/ %Threat Defense-6-719001: Email Proxy session could not be established:

session limit of maximum sessions has been reached.

REAR K v a VHIRICE LB REEFA— 7 exvtyva U BlLTEERA,

» maximum_sessions : fx Kt v a V¥

RT3y RE,

13—)‘ W) ‘t’—:) $Threat Defense-3-719002: Email Proxy session pointer from source address

has been terminated due to reason error.

BRBATT—Ddtya PR TLELL, BN T7—E, Eyiar7y—F~—X
~DE v a rOBMOKK, AEVED L TORK, Fv R N~DT —FEZALDORIKT
7

spointer : By ay RS H

ssource address: EF A —/ 7uXFT JI7A4 T DIPT KL A

ereason : =7 — XA

HRTH O ay RE,
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719004

719005

719006
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Io5—X% ‘yt—*‘) $Threat Defense-6-719003: Email Proxy session pointer resources have

been freed for source address .
SBAEIRICEI Y B ToNIct v v a UIENFR S, By v a VO TRICNULLICERE S
nE L7,

spointer : By ay R A H

e source address : A —/L XL V54T RDIPT KL A

RT3y R,

15_)( “Jt—:) %$Threat Defense-6-719004: Email Proxy session pointer has been

successfully established for source address .
GBS EET AN 7 TA T hEy g VL SRE LTS,
WR7I a3 R,

15—)‘ v t—:/ $Threat Defense-7-719005: FSM NAME has been created using protocol for

session pointer from source address .

SBAFTHLAAEE v v 3 VICH LT FSM AMER S v E Lz,
*NAME : o> a VD FSM A VAKX A4
sprotocol : \E - A—/L 7o ha) X A7 (72L& 21X, POP3, IMAP, LU SMTP)
spointer : By gy R A H
ssource address: EE A — 7uaXxT I I3A4T L MOIPT RV A

RT3 RE,

Io—XAw t—:/ $Threat Defense-7-719006: Email Proxy session pointer has timed out for
source address because of network congestion.
SR Y N =7 OBEEREELTBY, T—F 2B FA—N T TAT  FEIZTEF A
P N—CEETEEEA, ZOREICE ST, 70y s 4 ~—RBlhShET, Tr v
A ==IRFA LT T ML L, By a X OFMBIRP N ET,
spointer : By ay RS H
ssource address : T A—/L 7uaxy V74T FDIPT KL A

WRT7Oay EnkictL—yvarvaERfTLET,
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719007

719008

719009

719010

719011

719007 [Jjj

Io5—4% ‘yt—*‘) %$Threat Defense-7-719007: Email Proxy session pointer cannot be found

for source address .

BBty gy FT—AR—ANTHTEIEYy g BRSO ERFA, BEyiay BaAv
ABARR T,

spointer : By gy R A H

e source address : A —/L XL V54T RDIPT KL A
WRET7I a3 RE,

15_)( “Jt—:) %$Threat Defense-3-719008: Email Proxy service is shutting down.
BART AL TuXIRNT 4 =T N TT, T_XTOY Y =2AR7 V=T v T ER, $3
TOALy RPETENET,

RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-7-719009: Email Proxy service is starting.
BBAE A —L T ax NS F—T L TT,
RT3 AE,

Io5—H% ‘yt—*“) %$Threat Defense-6-719010: protocol Email Proxy feature is disabled on

interface interface name .
EBE AL e URED CLI GO S, FFEDO=Y Y RA VR TT 4 &—7
NI S TWET, 21T, 22—V —DAL L DF L A, v FTT, +XTDA X —T A
ATT_RTOTa haLnA7Ihbe, AL LDV vy NET U L—F U RIERH S, 7
n—/NL J Y —ARLA Ly KRZ V=0T o7 E3NnNET,
eprotocol : FEFA—/L Tux Fu hanr A7 (=& ziE, POP3, IMAP, BL O
SMTP)
« interface_name : Secure Firewall Threat Defense f > % — 7 = A A4

WREF7HI a2 RE,

Io5—4% vt’—’) %$Threat Defense-6-719011: Protocol Email Proxy feature is enabled on

interface interface name .
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BB A —/L 7a X UBEREDS CLI M OIFOH S, FFEDT Y U RA » FTA R—T L
W7o TWET, 2k, 2=V —DRAL DAy AL v FTT, IO THEASINLIHAT.
Ia—rL Y Y —=ARA Ly REFIV Y THID, A OB —F VRN S ET,
Bl a— LTI, HEDTa ha Lol v Ay ALy RETNEE SN ET,

e protocol : B A—/L Fuxy T b XA 7 (=& ziE. POP3, IMAP, BX

SMTP)

« interface_name : Secure Firewall Threat Defense 1 > % — 7 = A A4,

#WRFTH o ay RE,

Io—Aw t_:) $Threat Defense-6-719012: Email Proxy server listening on port port for

mail protocol protocol .

FPABE SR — b EORFEDT 1 F 3/ U LTY v A F v RV, LD TCP
B VL—TEMShE LT,
sport : RE SR — FE
sprotocol : - A—/L Fuaxy 7ua hanr ¥4 7 (2L 2iX, POP3, IMAP, BL W
SMTP)

WRT7HY a3y RE,

Ia_)‘ v t_:/ $Threat Defense-6-719013: Email Proxy server closing port port for mail
protocol protocol .
BB E SNTeAR— b EORFED T v ha iz LT v Ay Fy xAnH L L, £an
TCP BN N—T N BHIBR SV E LT,
e port : FE SR — RS
e protocol : EF-A—/)L Faxy Fua ha XA47 (7L 21X, POP3, IMAP, BLW
SMTP)

RT3y RE,

15—)‘ “Jt—:) $Threat Defense-5-719014: Email Proxy is changing listen port from
old port to new port for mail protocol protocol .

SRS e FarD ) v R W= TEENT T TV 7 SNES, £OR— M
LTAR=TNANRTRTOA L F =T A ATY v 22 Fr XADRHL L, FAR— T
Uy ZACBHEFASNE LT, 20727 v aid, CLIZLUHINET,

- old_port : ARTRRE S AL7e AR — M5
e new_port : ¥ L < BRE SN2 — FEH
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719015

719016

719017

19015 [

eprotocol : A A—/L Fux Fu hanr A7 (=& ziE, POP3, IMAP, BL O
SMTP)

HWREFTYay RE,

I5—* Yyt — sThreat Defense-7-719015: Parsed emailproxy session pointer from
source address username: mailuser = mail user , vpnuser = VPN user , mailserver = server
SRBA o — Y —& SCFHN vpnuser (£ ETT U 2 ) mailuser (—/N— F U I ) mailserver D
R TIIA4T v " bZEINTELE (2L 2, xxxyyy@cisco.com) , Z4RIT U I Z A4
TrarTT, TUIXBRRVEAIX, VANZ—H—Z L A— L a—F—ZNRHELTT, P—
N=F UV IFEFIA T a T, FFAELRWEES, 7740 FiRED A —/L Pr— =3l
SNET,

spointer : Ly ay RS H

esource address: & A—/ 7uaxy /7447 FOIPT RL A

email user : A —/L T HU Y hOL—F—4

« VPN_user : WebVPN = —H —%,

eserver @ BT A—/L H——

RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-7-719016: Parsed emailproxy session pointer from

source address password: mailpass = ******  ypnpass= ****x*

FRBA/ XA U — RICFFIAS vpnpass (4417 Y 2 #) mailpass DIEXTY 74 7 2 b OB2E &N
F Lz (FE2IE, xxxyyy) o« ARIT VI X EFA T ar T, TV IZ0Ne0WEAX, VPN
RAT— R & A=) XA — KR[FE LT,

spointer : By ay RS H

ssource address: EF A=/ 77Xy J 74T MDIPT KL A
HET7V a3y RE,

Io—XAw t_:) $Threat Defense-6-719017: WebVPN user: vpnuser invalid dynamic ACL.

B ACL N Z D2 — Y — & T TE Ieno 72728, WebVPN v v a Ui SiuE Lz,
ACLIE, ED X o 7pa—W—HIRNE T A =N THT NOT 7 RIHT HIRLTNDDN
ZHBILET, ACLIZAAAY—NR—mp X yra—RasiEd, ZOTT7—07kH, nrA
Y OFATIZZETIEIH Y TH A,

« vpnuser : WebVPN = —4—4,
HRFTO a2 AAA P —NR—2PRT, ZO2—F—DX (57 ACLEZEELET,
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Ia—)( ‘yt—*‘) $Threat Defense-6-719018: WebVPN user: vpnuser ACL ID acl ID not found

SR — L RSN TWA ACL Y A R TACL RS20 £ A, ACLIZ., YD LH7%
I — P —HIENEBETA— I THIY " OT 7 ERINTHNTWADOEHE]LET, ACL
T — AN THRESNET, 20T —D72D, FHAITITRAI SN EE A,

s vpnuser : WebVPN = —4—4,
cacl_ID : v — /L CERE 472 ACL @l SCF51

RT3y n— IV ACLREXHER L ET

15—)‘ v t—:/ %$Threat Defense-6-719019: WebVPN user: vpnuser authorization failed.

SEAACL L, FO L Ra—V—HIBENEFA—NV T HTL FOT 7 RAINHNTHATWD
OMNEHBILET, BaF =y 7 DRMOTED, 2= —REFA—INVTHT MNIT 7R
TxFEHA,

s vpnuser : WebVPN = —4—%4,
RT3 RE,

15—)‘ W) t—:/ %$Threat Defense-6-719020: WebVPN user vpnuser authorization completed
successfully.

HEAACLIZ, FOL I a—Y—HIRNBF A=V THTL DT 7 RAINT HILTWD
ONZEHBLET, 22— —L, BFA—INTHTL b~DT VB RAEZETINET,

e vpnuser : WebVPN = —4—%,
WETV a3 RNE,

Io5—H% ‘yt—*“) $Threat Defense-6-719021: WebVPN user: vpnuser is not checked against
ACL.

SHEAACLIZ, FOL I a—V—HIBNBF ANV THTL DT 7 R2AINT HILTWD
OMMEHBILET, ACL MR LB F = v 7 A X —T il > TWEHE A,

« vpnuser : WebVPN = —4—%,
WE7H 230 LEIISUT, ACLF = v Z7HREZ AR L £,
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719022

719023

719024

719025

|

I5—*wt— sThreat Defense-6-719022: WebVPN user vpnuser has been authenticated.
BB —— 40 AAA Y — =T X o> TRGES N E LTz,

« vpnuser : WebVPN = —#—4,
RT3 RE,

15_)( v t_:/ %$Threat Defense-6-719023 : WebVPN user vpnuser has not been successfully

authenticated. Access denied.

B VAR AAA T — R —IC Lo THEREINFE L, By vaidmlishEzd, =—
P—l%, EF AN THIL DT 7 AEHFATSNETA,

« vpnuser : WebVPN = —#—4,
RT3 RE,

15—)( “Jt—:) %$Threat Defense-6-719024: Email Proxy piggyback auth fail: session =
pointer user=vpnuser addr=source address
ZBA Piggyback F8REA, #ENL IH72 WebVPN v a V&2 L CWebVPN v v a v 57—
AR=ZATa—P—HLIPT FLAD—EHEZRIEL TWVET, T, WebVPNE v =~
EEFA—NLTrXY y g VBRI L= =T L > THIAS L, WebVPN v 2 g
T TSN TND W) BEICHESNTWET, FBEEN KRR L7272, By v a Tl
SNFET, =W =%, EFA—NTHIVL b~DT 7 ERAEZFAIINER A,

spointer : By ay RA H

s vpnuser : WebVPN = —4—%4,

e source address: 7 747 MNP T RL A

WET7H a0 RE,

15—)‘ ‘yt_:) $Threat Defense-6-719025: Email Proxy DNS name resolution failed for

hostname .

SEAIP 7 R L ANERN TR\, [FAFEER DNS — =720, IPT7 KL ATHRR b
L E R TE A,

* hostname : IR T2 MLEDH LKA M

RT3 DNS b—_—DrAEZHN, RELTEA I —R—ZRHHINE D 1%
MR L £,
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719026

Avyt—

720001

720002

720003
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Ia—)( ‘yt—*‘) $Threat Defense-6-719026: Email Proxy DNS name hostname resolved to
IP address .

REAIP 7 KL ATHRA MNEFIZHR S ILE LT,

s hosthame : fEIRTH2MLEDHHHR A

« IP_address : i L7c A —/b == NI IP T R LA
RT3 RE,

720001 ~ 721019

ZOIETIE, 720001 775 721019 FTO A v E—IIZHOWTHB L ET,

Is_)‘ ‘y’b-*‘) %$Threat Defense-4-720001: (VPN-unit ) Failed to initialize with Chunk

Manager.

SEAVPN 7 = — L —N—H T ZTF ANATEY Ny 77 &Y T 27 A THIHETX F
B, VAT APIRORBIENREL, VPN T = — L —_"—H T 25 LG TEEHA,

e unit : Primary ¥ 7213 Secondary

WET7V a0 AybE—VaflR, VAT L LoV THHHEDORIBEDIRER 7200 E 9 %
ANET,

15_)‘ ‘y’b-*‘) %$Threat Defense-6-720002: (VPN-unit ) Starting VPN Stateful Failover
Subsystem. ..

B VPN 7 = — LA — "= H T 27 A0 L T TRB L TV ET,
e unit : Primary % 7213 Secondary
RT3y R,

I5—H*wHE— sThreat Defense-6-720003: (VPN-unit ) Initialization of VPN Stateful
Failover Component completed successfully

B — FHFIC VPN 7 = — L —"— T L 2T LD E T L TWET,
s unit : Primary %7213 Secondary
RT3y RE,
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720004

720005

720006

720007

720008

7120000 [

I5—*wt— sThreat Defense-6-720004: (VPN-unit ) VPN failover main thread started.
SRBET — MERIC VPN 7 = — LA — =D A A VLB Ly RGBS ET,

e unit : Primary ¥ 7213 Secondary
RT3y RE,

I5—*wt— sThreat Defense-6-720005: (VEN-unit ) VPN failover timer thread started.
SR — RMFIC VPN 7 = — LA — =D 4 A~ — LB Ly R3PRIA S E T,

e unit : Primary % 7213 Secondary
RT3y R,

I 5—AwH— 2Threat Defense-6-720006: (VPN-unit ) VPN failover sync thread started.
S8R~ — RHFIZ VPN 7 = — LA — =D L 7 R B A Ly R3BE S E T,

s unit : Primary &% 721% Secondary
RT3 RE,

15—)‘ ‘yt—*“) %$Threat Defense-4-720007: (VPN-unit ) Failed to allocate chunk from
Chunk Manager.

BRBAFERNCEID Y ToNTZAETY Ny TZryOty MR Y 525V £, Secure Firewall
Threat Defense 7 /3 A R 2V YV —ZADOMERH Y £9, I TWAERX v EB—T08NR %4
X 58H 1%, Secure Firewall Threat Defense 7 /XA A [ZEEWVE 23303 > TW D A[HEMENH VD F
—éqo

s unit : Primary ¥ 721% Secondary

WB7HS 3y ZOREEIX, B TVPN 72—l F—_— P T 2TF ANKNED A v —
FAERL, BICEI VY CONIZATY 2 L2 E ZICSESNDAREMERH Y 77,

15—)‘ “Jt—:) %$Threat Defense-4-720008: (VPN-unit ) Failed to register to High

Availability Framework.
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SRBAVPN 7 = — LA —NR— P T AT LNAT T 2= )L — =P T AT AIBETEE
HATL. VPN 7 = — LA —NR— BT RAF LEZEETEEREA, P72 257507
HWULORIENRE & 7o > TOWARIBEMER H Y F97,

e unit : Primary %7213 Secondary

HRT7IAVAvE—VERFEL, VAT LARKRTUHUCOREDIKEN 200 E D 0% 7
~EY

15—)‘ vt—*‘) $Threat Defense-4-720009: (VPN-unit ) Failed to create version control
block.
BRBAVPN 7 = — LA — =TV R T A=V a3 VT vy 7 BERTE FHATL,
ZDOAT v, VPN T == LA — =% T V2T L8, BIEDOY V—AD FAL AT 7 —
AT xT N—=Ta ERHT272OICHETT, VPN 7 = — /LA —_— 7 AT K% L)
TEEHA, MOV T A7 AOWULORENFR & 72> TWD AR H Y £,

s unit : Primary %7213 Secondary

WRTHAVAvE—VERRL, VAT AR THIHULORBEDIEED 220D E D h a7
~NET,

15_)‘ ‘yt-’) $Threat Defense-6-720010: (VPN-unit ) VPN failover client is being
disabled

HEAA N — N T 2 =N F— B2 FE LN T T 2= —N—%f X —T L FE
L7 VPN 7 = — /LA — =% T 5100, 72— A — "~ F—%2EXTIOILENHY
i—g—o

s unit : Primary %7213 Secondary

HRTY > afaloverkey 2~ REMHHALT, 777 4 7HELAX AL EBEBOM O
HMEX—%ERLET,

Io5—H% ‘yt—*“) $Threat Defense-4-720011: (VPN-unit ) Failed to allocate memory

BREAVPN 7 = — LA —N—H TV RT ANRAEY Ny 77 2EH0 Y ToHNERFA, THUE,
VAT AEEDY V) —ZDOREZ R L TCWET, Secure Firewall Threat Defense 7 /3 A A (214
WARIR D> TWET,

e unit : Primary %7213 Secondary

WRT7Iay ZOWREIL, HENT 7 4 v 7 ZHIET 5 Z & 12X - T Secure Firewall Threat
Defense 7 /34 A ODAMEZH O T ERXEBINDREMENHY 9, BRENT 74 v 7 ZHIET
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720012

720013

720014

720015

12002 [

HZ Ik o, BEFEOEEATRZ AT A7 DICE8 0 B Tonz AE ) BMEFFEEICR Y
Secure Firewall Threat Defense 7 /31 A DlH D AR L — g VIZREDAJREERH U 7,

15—)‘ “Jt—:) %$Threat Defense-6-720012: (VPN-unit ) Failed to update IPsec failover
runtime data on the standby unit.

SHBA%T ST A IPSec F RIS AR Z R IEBE THIBRENTWA -8, VPN 7 = — /LA — 3 —
YT VAT LR IPSec DT A W T =52 %7 v 77— FTEERA,

s unit : Primary %7213 Secondary
RT3y R,

15—)‘ vt—*‘) %$Threat Defense-4-720013: (VPN-unit ) Failed to insert certificate in
trustpoint trustpoint name

BB VPN 7 = — VA== BT U RAT LR T A MRA  MGEHHFEZHFALLI ELEL
7

e unit : Primary %7213 Secondary

s trustpoint_name : k7 A ~ARA > kDA

HWRY Va3V RENEONEZR~T, B E D e Bl L £,

15—)‘ ‘y’b-*‘) %$Threat Defense-6-720014: (VPN-unit ) Phase 2 connection entry

(msg_id=message number , my cookie=mine , his cookie=his ) contains no SA list.
BT = —X 28 NI v SNk Xa Ty TV V= arRih ) A
e unit : Primary % 7213 Secondary
s message number : 7 = — X2 KT RNV D A v E—TID
emine: BN 7 =2 —RA 17 v F—
chis: E707x2—X17 v¥%—
HRET7V a3y RE,

Is_)‘ ‘y‘b-*‘) %$Threat Defense-6-720015: (VPN-unit ) Cannot found Phase 1 SA for Phase

2 connection entry (msg_id=message number ,my cookie=mine , his cookie=his ).

BEBAFTED 7 = — X245t hUICH L THIS T 27 2= X1 eFa VT 4 7V o— g
YINROMY FH A,
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e unit : Primary %7213 Secondary

*message number : 7= — X2 KT YDA vE—TID
smine: B D7 =—RX 17 vF—

chis: 707 x2—X17 v¥%—

RT3y RE,

Io—XAw t—:/ %$Threat Defense-5-720016: (VPN-unit) Failed to initialize default timer
#index .

SRBAVPN 7 = — LA —N— BT AT ARHEDL A ~v— A X Mgt TcxEHATL
72e 7 — FEFIZ VPN 7 =2 — LA —RN— BT U R T LA EETE EFH A,

s unit : Primary ¥ 721% Secondary
cindex : A4 ~— A XV NORNEA VT v 7 A

HRT7IAV A vE—VERFEL, VAT LARKRTUHUCORBED IKEN 200 E D 3% 7
~EY

I5—*wt— sThreat Defense-5-720017: (VPN-unit ) Failed to update LB runtime data
REAVPN 7 = — LA —N— BT VAT AN VPN O — R NRNTG T FGURAANT—H %
Ty T T R CEEHATLE,

e unit : Primary %7213 Secondary
HET7V a3y RE,

I%—)‘ ‘yt'—:) %$Threat Defense-5-720018: (VPN-unit ) Failed to get a buffer from the

underlying core high availability subsystem. Error code code.

£itBA Secure Firewall Threat Defense 5 /XA A [ ZIZEWAR 203> CTWEF, VPN 7 = —/L A4 —
NPT VRATEANT 2= VA== Ry 77 ZBGTEEHATLE,

e unit : Primary ¥ 7213 Secondary

scode: EHA MDY TV AT AMHIERINZET— a— K
WR7OIVERENT 7o v 7 0EEZEL L, BIEOATREZSELET, ZENT 71>
7 035 & . Secure Firewall Threat Defense 7 /3 A A 13515 DA A LIS 572 DI2E 0 4T H
Nl AE Y 2K LET,

15_)‘ Vi t_:/ %Threat Defense-5-720019: (VPN-unit ) Failed to update cTCP statistics.
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720020

720021

720022

12000 [

§%BA VPN 7 = — /LA — R — 7 > 27 L3 IPSec/cTCP B DGt 27 v 75— Fh T& £HA
TL7,
e unit : Primary %7213 Secondary

WR7HIIVAE, Ty 7T — MITHISEHEIND DT, AZ /31 HEEDIPSec/cTCP
WEHIR DT v TFF— N AvE—UTCT v TF— NERET,

Io5—4 ‘yt—*‘) %Threat Defense-5-720020: (VPN-unit ) Failed to send type timer message.

SREAVPN 7 = — LA — =BT VAT ANEMR T A~ — A vB— U % AZ A HEEIC
FEETEEHATL,

e unit : Primary ¥ 72 1% Secondary

stype: XA ~v— AvE—TDHAT
WRET7O a2y RNE, ROZALT Y MNEEMBRIA~— A v E—URNHEINET,

15_)‘ Vi t_:/ $Threat Defense-5-720021: (VPN-unit ) HA non-block send failed for peer

msg message number . HA error code .

RBAVPN 7 = — LA —N— BT RTFANET R Y 7 Ay e—VEEEFETEEFATLE,
L. AFTD D)o 7= Secure Firewall Threat Defense 7 /34 A £721% VU VY —ARRIC L - T
Bl & Z D —EFR A REE T,

s unit : Primary ¥ 7213 Secondary
» message_number : £7 A »vE—T D ID H5
ecode: =7 —RD a—F

#2427 49 2 3 > Secure Firewall Threat Defense 7 /34 A THEATE 2 Y Y — AT 51T L
T, REEIFSESI N E T,

Io—XAw t—:/ $Threat Defense-4-720022: (VPN-unit ) Cannot find trustpoint trustpoint

HBAVPN 72— LA —N—FT L AT LB R T A RRA Vb EARTTRELE I L Lz L&
. TI—MFEAELE L,

e unit : Primary %7213 Secondary
e trustpoint : k7 A k ARA > F DAL,

HR7I32 FTARMKRA Y MIANL—XIZX o THIBRS D FREMERH D 77,
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Ia—)( ‘yt—*‘) $Threat Defense-6-720023: (VPN-unit ) HA status callback: Peer is not

present.
SRBA YT M R RE F S i3 E R BIIZ 7 o 72 Z & & 1 — /L Secure Firewall Threat Defense 7 /3
A ABBRIT B &, VPN T 2= b — A= YT U AT AR AT 72— V=S P T U RT
LB E T ET,

e unit : Primary ¥ 72 1% Secondary

enot: fnot] £/IZ7 77 DEFE

RT3y RE,

15—% ‘yt—*‘) $Threat Defense-6-720024: (VPN-unit ) HA status callback: Control channel

is status .
AT A== o hu— L FY RET v T ERFL T T, T ol
gy bha—LFr UL, T—AF— =Y T F Y RN T T E T h AR failover
link =~ > K & show failover =~ RiICk > TEZRSNE T,

e unit : Primary % 7213 Secondary

« status : Up F721% Down

WET7H a0 RE,

Io—H% “Jt—:) $Threat Defense-6-720025: (VPN-unit ) HA status callback: Data channel

is status .

AT = — VA== T —F T XVIT T EIIF T T,
e unit : Primary %7213 Secondary
e status : Up % 721% Down

RT3y RE,

Ia_)‘ ‘y’b-*‘) %$Threat Defense-6-720026: (VPN-unit ) HA status callback: Current

progression is being aborted.

BBAA RV —F EIXEOMOINIRIERHAEL, 72— N A== T REE (T 7T 47
FITRAZ L) BB THRNCHIED 7 = — LA —"—DHETR T S NE Lz, 72& %
IX. failover active 2~ > RAR T —3 g VHIIZAZ UL EBTANSNEHAER, 7
T 4 TEHEENY T — FSNTWAEETT,

e unit : Primary ¥ 7213 Secondary
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720027

720028

720029

720030

120027 ||}
iy I N

15_)‘ Vi ‘t'_:/ %Threat Defense-6-720027: (VPN-unit ) HA status callback: My state state

AT =BV T == VA== TN ZORENEH SN ET,

e unit : Primary ¥ 7213 Secondary
estate: B—H /L T = — /LA —— T, ZADBAEDOIREE

WET7H a0 R,

15—)( “Jt—:) $Threat Defense-6-720028: (VPN-unit ) HA status callback: Peer state

state .
BT = — A== BT OBIEORENHRE SNET,

e unit : Primary % 7213 Secondary
estate: 7 =z — /LA —— T OELEDIRTE

HREFTH O a Yy RE,

15—)‘ ‘yt—*“) $Threat Defense-6-720029: (VPN-unit ) HA status callback: Start VPN
bulk sync state.

BEAT 7 7 ¢ THE T, TR TOREBIERE A A EEASEETHEHENR TETOET,
e unit : Primary ¥ 7213 Secondary
RT3y R,

Ia_)‘ ‘y’b-*‘) $Threat Defense-6-720030: (VPN-unit ) HA status callback: Stop bulk

sync state.

BREAT 7T 4 THENT X TOREIFRE A Z N IEE~FE LD £ L,
s unit : Primary ¥ 7213 Secondary

WETI a2 RNE,
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15_)‘ V) ‘t'_:/ $Threat Defense-7-720031: (VPN-unit ) HA status callback: Invalid event
received. event=event ID .
BB VPN 7 = — VA== BT X T LN, EEL DT 2= VA== P T RT LDD
Wh7pa— NNy 7 A XU MEZELE L,

e unit : Primary ¥ 72 1% Secondary

cevent_ID : %15 LI=MELh72 (4 X K ID

RT3y R,

15—)( “Jt—:) $Threat Defense-6-720032: (VPN-unit) HA status callback: id=ID ,
segq=sequence # , grp=group , event=event , op=operand , my=my state , peer=peer state .
BEBARME L 225 7 = — A= N— P T URAT ARAT—H AT v I T — h @M L2 &N
VPN 7 = — VA== H$ T AT AL > TRSNE LT,
e unit : Primary % 7213 Secondary
*ID: 7747 FID&ES
e sequence #: v — T U AEK S
sgroup : 7 /L—7 1D
cevent : BIEDA N |k
soperand : BIEDO AT K
s my _state: A7 LAOBIEDIR
s peer_state : EY7 OHIEDIREE

WREF7HI 3y RE,

=
Rg

I%—)‘ vt’—’) %$Threat Defense-4-720033: (VPN-unit ) Failed to queue add to message

queue.

BREAL AT L VY —=APME T LTV D AR H Y £3, VPN 7 = — LA —_"— T 2T
LBNEHA v =% Fa—IC AL E LTc e EIZ T =0 AELE L, ZTHiX, Secure
Firewall Threat Defense 7 /XA A [ZEWARMB D> CTEBY, VPN 7 =— /LA —/— H T 2
TLDWERNT 74 v 7 BRILT H7200 ) V=2 &EF D B THRRNT L AR — Rk
BTHD MR H Y £,

e unit : Primary %7213 Secondary

WERE7U 3> Z0Ox T —%, Secure Firewall Threat Defense 7 /31 A OIIED AT |
HHEA v E—V2BUOEHTAEZDICENOY AT LAY Y —AZERTEAL5chb L, iR
RTHHEEMERH D 9,
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720035

720036

720037

120034 [

Io5—4% ‘yt—*‘) $Threat Defense-7-720034: (VPN-unit ) Invalid type (type ) for message
handler.

FMEAVPN 7 = — VA — =BT U RT APEN IR A =D Z A TELILL LD Lok X
TN ELE LR,

e unit : Primary ¥ 72 1% Secondary

ctype: Avb— XA
WRET7I a3 RE,

I 5—A W — sThreat Defense-5-720035: (VPN-unit ) Fail to look up CTCP flow handle
B VPN 7 = — LA — "= $ T U AT LB EFATT DR, A Z /3 A 2EfE T cTCP 7
2 —HIBR SN D ATREMEDN B D £7,

e unit : Primary % 7213 Secondary

RT3 cTCP 7 —nHIBRENDEE XA v —Y THRRELT, Za—>2Hikshiz
HAH (&xE, 7TA Vv A L5790 b)) ZHBILET,

15—)‘ “Jt—:) %$Threat Defense-5-720036: (VPN-unit ) Failed to process state update
message from the active peer.

BBARZ UNMIERIC L > TRBSNTRET v 7T — P Ay =V % VPN T = — /LA —/"—
YT ATLAPMBEL LD L LT X2 T —PRELE LT,
e unit : Primary % 7213 Secondary

WRFPI a3y A, T, BEOANELIZV AT A U Y —2DETIZ X 5 —Rry 7ok
FETHLAREERH Y F7,

15—)‘ “Jt—:) %$Threat Defense-6-720037: (VPN-unit ) HA progression callback: id=id
, seg=sequence number ,grp=group ,event=event ,op=operand , my=my state ,peer=peer state

BREATED 7 = — A — N —DHEITIRI A G S E T,
s unit : Primary %7213 Secondary
cid: 7747 1D
* sequence number : > —F U AE
sgroup : 7 /v—7 1D
sevent : HIEDA Xk
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coperand : BIfEDOART R
» my_state : Secure Firewall Threat Defense 7 /34 A DO EHIFEDIRAE
» peer_state : EY7 OHALEDIREE

WREF7Y a0 RE,

15_)‘ “Jt_:) %$Threat Defense-4-720038: (VPN-unit ) Corrupted message from active

unit.

SREBAR X UNAEEEN, T T 4 TEENOGER LA v —VEZELE L, 7T 4T
BENODA v E—UREBE L TWET, ZHiE, 7774 7EELE A M EEOMTH
D72 NWT 7 — AT 2T H#FITLTCWVDAZ LI > THIERZENDaREENH Y 7,

0 —HVEEENT 2 — VG == XT DT 7T 4 TEEEICRD E LT,

s unit : Primary ¥ 7213 Secondary
WETV a2 R,

ITS5—+ Yt — sThreat Defense-6-720039: (VPN-unit ) VPN failover client is

transitioning to active state

BT — W NVIEER T = — VA== X7 DT I T TEEEIIR Y E LT,
e unit : Primary % 7213 Secondary

RT3y R,

Ia—)‘ “j‘t’—:) %$Threat Defense-6-720040: (VPN-unit ) VPN failover client is transitioning
to standby state.

B — I NVEEN T = AN RT DAY RS HEE I F LT,
e unit : Primary %7213 Secondary
HWR7O a2y RE,

Io—X4 ‘yt'—*“) $Threat Defense-7-720041: (VPN-unit ) Sending type message id to standby

unit
BT VT 4 TEHEEBNOAZ R EEE AR - UREEINE L,

e unit : Primary ¥ 7213 Secondary
stype: Avk—v XA
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720042

720043

720044

12002 |||}

cid : A v E— 0BT
HREFTH O ay RE,

Io5—H% vt—*‘) $Threat Defense-7-720042: (VPN-unit ) Receiving type message id from

active unit
BRBAR Y UNA B LS TT 7T 4 THEENODA =V B ESNE LT,

e unit : Primary ¥ 7213 Secondary
stype: Avk—v XA
sid : A v E—T 0BT

RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-4-720043: (VPN-unit ) Failed to send type message id
to standby unit

SEA VPN 7 = — VA —R— BTV RAT ANT I T 4 THEBINO AL R EEFBA~RA o —
FRERELIELELEC, 29— A LE L, 20T —F, af 7x—/bF—/3—
YT VAT LTI 2= VA== Ry T 7 BRETDEN, 72— A —"—LAN U 7 BH
Tt HZE (AvE—720018) Ik o THIZRIENSFREMNH VY £,

e unit : Primary % 7213 Secondary

stype: Avb—T XA

vid : A v E—T 0BT
HET7 Vo arshowfailover 2~ FEHEH LT, 7= — A — "= XTREFICEEL T
WBHZé, BEOT7 2= d—"_"—LAN UV VI N7 v RETHDZ & MR LET,

15—)( vt—*‘) $Threat Defense-4-720044: (VPN-unit ) Failed to receive message from

active unit

HBA VPN 7 = — VA — = BT U R T ANAF VRS IEBTA -V EZELIOELE
XL, mT-BAELELE, 2O T—E, BHELEAvE—U0, HEAvE—VOR
FHICEYYTCONTEATY DOREICE > THIEEZENDTREMELNDH D £,
e unit : Primary ¥ 72 1% Secondary

HR74H S a3 showfailover =~ FEAFEH LT, ZIE=TF—4HMK L, TN VPN 7 =—
IV — R — I ORENN— R 7 = — L — N—DOREN B L ET, BB LA v '—
NI, T T4 THEBEAF R EBEBTCHBED /2N T 7 — LT =T N—Va U EFTLT
WAHZEIZE»TAELDHREEMNEDRH Y £9°, showmemory 2~ REMH LT, AE VKR
ERHLINE I EHRILET,
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Ia—)( ‘yt—*‘) $Threat Defense-6-720045: (VPN-unit ) Start bulk syncing of state

information on standby unit.
SREAT 7T ¢ TEHEED GV RIMHEERE G LD 2 L 2 A X N HEEICEM L E L
77
e unit : Primary ¥ 72 1% Secondary
RT3 AE,

Ia_)‘ ‘y’b-*‘) $Threat Defense-6-720046: (VPN-unit ) End bulk syncing of state

information on standby unit

BT 7T 4 THEN S DAV AL T LIc 2 & 2 A7 3 JEEICEm L E LT,
s unit : Primary ¥ 7213 Secondary

WETV a2 RE,

15—)( “Jt—:) %$Threat Defense-4-720047: (VPN-unit ) Failed to sync SDI node secret

file for server IP address on the standby unit.
BRBAVPN 7 = — VA — =% TV RT AP AZ NS EETSDI == D) — K v —7
Ly b 77 ANERBILES E L&, 27— AELELL, SDI/—K ¥ —7 Ly
FNT77AME 7T V2B STV ET, 20T —F, 7Ivia Ty AN VAT
LN IEN LTV Z 2R LTV D ARERH D £3,

s unit : Primary ¥ 7213 Secondary

*|IP_address: #—/"—D P 7 FL- X
WETVavdiravy FEMEALT, 77 v va0RNFERRLET, / —Fy—727 Ly
N 77 A VDL ENL ip.sdi TT,

Io—AYy ‘t'—:/ $Threat Defense-7-720048: (VPN-unit ) FSM action trace begin: state=state

, last event=event , func=function .

2B VPN 7 = — /LA — N — T 27 AOFRIRIE~ & VBERESBRIG S AL E LTz,
e unit : Primary ¥ 72 1% Secondary
. gate : BIEDIRAE
e event : KA N2k
« function : FLEFEFTH ORERE
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720049

720050

720051

720052

120049 |||
iy I N

Ia—)( W) t—:/ $Threat Defense-7-720049: (VPN-unit ) FSM action trace end: state=state

, last event=event , return=return , func=function .
SRl VPN 7 = — /LA — R — H$ T 2T AOFRRE~ Y UBRENK T LE LT,
e unit : Primary ¥ 7213 Secondary
- state : BL{EDIRTE
s event : kA XU b
sreturn : Y a— R
« function : BIEFEITH OHRE
RT3y RE,

Error Message sThreat Defense-7-720050: (VPN-unit ) Failed to remove timer. ID = id .
BEAS A ~— A Ly FInbE A ~v—ZHIBRTE £H A,

s unit : Primary ¥ 7213 Secondary

eid: #A4~—1D
RT3y R,

I5—A Yt — sThreat Defense-4-720051: (VPN-unit ) Failed to add new SDI node secret

file for server id on the standby unit.
SREA VPN 7 = — LA — = YT VAT LINAR XA IEETSDI YV —N—HD ) — K —7
Ly h 7y ANVEBMLEY ELEEIC, = F9—03%4ELE L, SDI/—F v—7 1Ly
NT77A4ME, 77y allBHSNTWEST, 20T —%, 7I9via Iy NV ART
ARV FEN, BHEL TS Z 2R L TWAAREERH Y 7,

e unit : Primary % 7213 Secondary

sid : SDI%—"—D P 7 KL &
WRE7Vavdiravy FEEHLT, 77 v v aONEE2FRRLEY, /—Fy—J by
77 A NOLENT ip.sdi T,

15—)‘ vt—*‘) %$Threat Defense-4-720052: (VPN-unit ) Failed to delete SDI node secret

file for server id on the standby unit.
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BREBAVPN 7 = — VA — N BT VAT ANT I T 4 THET /) — R =T by N 77 A VE
HBrL Lo L L&z, =m9—0%ELEL, HIBRLES>ELTWS / —F¥—Z L v b
T AININT T2 T7AINV VAT ARNICHELELR N, 79932 T7AIV AT AD
FAHAE ICRIEN S - 7= r[REME R H Y £97,

s unit : Primary %7213 Secondary

« |IP_address: SDI #+—/3—®D IP 7 N L&
HRET7Vavdira~vr REERALT, 77y vaONFEFRRLET, /—FK—7 Ly
k7 7 A VOAFNL ip.sdi TY,

15—)( vt—’) $Threat Defense-4-720053: (VPN-unit ) Failed to add cTCP IKE rule
during bulk sync, peer=IP address , port=port

B0 VPN 7 = — L —— BT 2T AR AU IC R 2 281 $EE G oTCP IKE H
HlZr—RLE2E L&, =mF7—D0RELE L, A¥ UL EBICHEWARD D)5
TWT, FBIKE BAIOZLRZGE TRICH A L7 U T L RN H Y £7,

e unit : Primary ¥ 72 1% Secondary

*IP address: 7 IP 7 R LA
eport : 7 AR— hFEE

RT3 RE,

15—)‘ “Jt—:) %$Threat Defense-4-720054: (VPN-unit ) Failed to add new cTCP record,
peer=IP address , port=port .
EREA CTCP L a— R AX U NS HEEICHEBIS N, 77T — FTEXEHA, #IET 5 Psec
over cTCP b ¥ RV T = — A — N—1Z ITHERE L T WRTEEMEDR H Y 97, ¢TCP 7 —#
R=ZRNNSENT > TWNED, BUETIPT LA ER—FEEEZFESL a— 2R34T
WCHIEL TWDHEREERSH Y £7,

e unit : Primary % 7213 Secondary

«|P address: 7 IP 7 KL &

eport : 7 R— hE=
RT3y 2L, —RRRETHY . BEFOCTCP M X AN EILEIND g
DHHHEMENH D F£97,

15—)‘ ‘yt—*“) $Threat Defense-4-720055: (VPN-unit ) VPN Stateful failover can only

be run in single/non-transparent mode.

SRBAVPNY 7 VAT AL, 70 GEEiR) B— RTEMEL TWRWRYBtA S EH A,

. Syslog # v z— < 715001 ~ 721019



| Syslog # v+—< 715001 ~ 721019

720056

720057

720058

720059

720056 ]

e unit : Primary %7213 Secondary

WRE792 32 VPN 72— V4 —"—% P R— 9§ B3] 72— R Secure Firewall Threat
Defense 734 A %% L C. Secure Firewall Threat Defense 7 /31 A Z HiEZd# L¥7,

15—)‘ ‘yt—*“) %$Threat Defense-6-720056: (VPN-unit ) VPN Stateful failover Message
Thread is being disabled.

BREAY = — VA== A F—T NI L LD E LT E LT =2 == F—RNEZRINT
WARWEA, VPN T 2 — LA —N—H T RF LD AL > A v e—VEA Ly RR3F 11—
TN FT, Txz— A== F—[L VPN 7 = — /)L F— R — (TN TT,

e unit : Primary %7213 Secondary
i N

15—)( ‘yt—*‘) %$Threat Defense-6-720057: (VPN-unit ) VPN Stateful failover Message

Thread is enabled.

BT 2 — NN =T AN T T 2 — VT — N — F—NEZRINTWVASES. VPN
T 2= V=N BT VAT LDAAL Ay BB ALy R R—T /I3 0 £7,

e unit : Primary ¥ 721 Secondary
HET7TH a3y RE,

I%—)‘ ‘y‘b—*‘) %$Threat Defense-6-720058: (VPN-unit ) VPN Stateful failover Timer
Thread is disabled.

BT N X —RRER T T =2 — N F—N—NA X —T NV THAEEE., VPN T = —
NF—=NR—= YT IVRATEADAA  AA~—HZA Ly KRBT 4 B—T I £,

e unit : Primary ¥ 7213 Secondary
RT3 R,

IT5—*Y+t— sThreat Defense-6-720059: (VPN-unit ) VPN Stateful failover Timer

Thread is enabled.

ST = — LA — N — F—REREINTNWT T 2— L — =N x—T L Th 54 . VPN
T 2= )VF—NR—= BT IVAT DAL A ~— AL v KA R—T W72 F7,

e unit : Primary % 7213 Secondary
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HREFTH o ay RE,

15_)‘ V) ‘t'_:/ $Threat Defense-6-720060: (VPN-unit ) VPN Stateful failover Sync Thread
is disabled.

SRR Y = — LA —NRN—B A X — TN T T 2 — ) F— N — =R EEIN TGS, VPN
T 2= V=N BTV RT LD AL NI RHLMEL A Ly R3T 4 B—T 270 F
7,

e unit : Primary % 721X Secondary
RT3 R

I%—)‘ Vi ‘t’_:/ %Threat Defense-6-720061: (VPN-unit ) VPN Stateful failover Sync Thread

is enabled.

7 2 — N —NR—N A R—T N T T =z — L F—R_— F—RNEZINTNSE4E. VPN
T 2= VA= NR—=HP T AT LD AL VT RIELAERA Ly RIS, 2—T W70 £97,

e unit : Primary ¥ 7213 Secondary
i: 2 I I NN

15_)‘ ‘y’b-*‘) $Threat Defense-6-720062: (VPN-unit ) Active unit started bulk sync

of state information to standby unit.

B VPN 7 = — LA — = BT VAT LDT 7T 4 TIEEIN AL A HEEA~DIRTETFR O
2V B ZBRIG L E LT,

s unit : Primary ¥ 7213 Secondary
WETV a3 RNE,

15—)( “Jt—:) %Threat Defense-6-720063: (VPN-unit ) Active unit completed bulk sync

of state information to standby.

B VPN 7 x— LA —/S— T LU AT LDT T 4 TR AL LA S~ ORAER O
TR ESE T LE LT,

e unit : Primary % 7213 Secondary
WETY Va3 y R,
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720064

720065

720066

720067

7120064 ]

Ia—)( ‘yt—*‘) $Threat Defense-4-720064: (VPN-unit ) Failed to update cTCP database
record for peer=IP address , port=port during bulk sync.
FBA VPN 7 = — LA — N T V2T AR AL E D ¢TCP L a— R& T v 7
T—hLEOELIEEIZ, =T —D8AELE L, cTCP La— RRESHY FHA, AX
VNAEEE T TCP 77— ¥ R—2A N HHIBR S rREMEDR H Y £,

e unit : Primary ¥ 72 1% Secondary

*IP address: 7 IP 7 RL A

eport : 7 R— hE=

HETH LAY AvE—VTRELET,

15—)‘ “Jt—:) %$Threat Defense-4-720065: (VPN-unit ) Failed to add new cTCP IKE rule,
peer=peer , port=port .
ERBA VPN 7 = — /LA — = BTV RT LN RS NAHEFE T TCP 7T — 4 _X—A = U
OFMIKE HAIZBML LS E Lz &z, =T —0%A L F L7z, Secure Firewall Threat
Defense 7 /3A A (ZEVWVARTA D02 TUWT, ¢TCPIKE BRAIOBIE RN Z A4 AT D M7
D, BT LMo mREMERH D 97,

e unit : Primary % 7213 Secondary

«IP_address: T IP 7 FL- X

eport: 7 R— hEE

WRT7I a3y ZE—FNRIRETH D AREMENRH D £,

Is_)‘ ‘y‘b—*‘) $Threat Defense-4-720066: (VPN-unit ) Failed to activate IKE database.

ERBAA X UNAEEBRT I T 4 TIRBEBICBIT L TVWA EXIZ VPN 7 = — /L —"— H T
2T EANMIKEEFXF 2T 4 TV — gy T—EZRXR—2%2T7 7547 LEH>ELimLx
2, T —0RNRAELELE, A UM ERBIL, KERFa2 VT4 TV —vay T—H
R=ANT I T A TIRB 2T 5 Y —AEEOREN S L AREERH 0 £,

e unit : Primary ¥ 7213 Secondary

#7293 showfalover 2~ REFHLTT = — /LA —_"— X7 REFICEEL T
HNEIDEMRL, A=V TEOMD IKE B#T T —2 MR L E7,

I%—)‘ Vi t_:/ $Threat Defense-4-720067: (VPN-unit ) Failed to deactivate IKE database.
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SREBAT 7T 4 TEEENAZ UNARBEBIIBITL TS EXIZ VPN 72— L — R — 7 R
TANIKE X2V T4 TV vxo—vay T—FX—R&IET 77471 L Lo LTnEX
2. 7= AELE L, 77T 4 78EIC. KEEFa T4 7YYo — gy F—H4
R—=AMIET VT 4 TN Db a2 ) Y —ABEORMENH 5 AleEnH v 97,

s unit : Primary %7213 Secondary

#EFH S ay showfalover 2~ RE2HEHALTT = —/b A4 —_— AT RNEFICEEL T
ENEIDPEHERL, AvE—YTIKER#ED T —2 MR L ET,

Io5—H% ‘yt—*“) $Threat Defense-4-720068: (VPN-unit ) Failed to parse peer message.
SRBAVPN 7 = — v F —N—= P T U RAT LANAL R EEBTZIEENTET A v —V %
TrLEoELlis&ic, =T —0PRELE LI, AZUNASEBTZEINZET Ayt —v
ZIRHT CE EH A,

s unit : Primary %7213 Secondary
WRTV AV T I T 4 THEE AL N EBOB G CRIL A=Y a D7 7 — LU = T H
FITESNTWDHZ L afER LET, F7=, showfailover =~ K&fHL T, 7=—/A4—
N RTPEFICEHEL TWD Z L bR LET,

15—)‘ v t—:/ %$Threat Defense-4-720069: (VPN-unit ) Failed to activate cTCP database.
REAAR S UNAIEENT 7T 4 TIREEICBAIT L TWDH & ZIZ VPN 7 = — LA — 3 — T
AT BB CTCP T —HN—R%ET 77471 L L2 L xlc, =T AELELE, R
B UNAEEBEIL, TCP T —HRXR—=ANT 7T 4 T DH & F 5 Y —AB#HO RN
BHAHRREMERH Y T,
s unit : Primary ¥ 721% Secondary

#1275 showfailover 2~ REMHALTY =— A4 —"— X7 RNIEFICEEL TV
BINEIMERERL, A vE—UTEOMD cTCP BT —Z2 MK L £,

Io—X4 “j‘t’—:) %Threat Defense-4-720070: (VPN-unit ) Failed to deactivate cTCP database.
BRBAT 7T 4 THEEN AL UNARBIIBITL TS EXIZ VPN 7 = — b — " — 7
T AN CTCP 7T —HR—RA%IET 7T 4 7L LI LI El, =7 —PRELELE, 7
I T 4 THEEIZ, TCP T —HR—ANHET 7T 4 TR DHIExGTFHY Y — ABEOME
D DHAREERH Y 7,
e unit : Primary % 7213 Secondary

HET7 Va3 showfailover 2~ REFEH L TY = — LA —_— XY BREFIZEEL T
LNEIDEHERL, AvE—TTcTCP BEET —2RBLET,
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720071

720072

720073

721001

120011 [

Ia—)( ‘yt—*‘) %$Threat Defense-5-720071: (VPN-unit ) Failed to update cTCP dynamic
data.
ERBA VPN 7 = — /LA —N— T VAT AN cTCPEINT — 4 %7 v 77— hL IO & LIz &
XlZ, =7 —BEAELE L,

e unit : Primary ¥ 72 1% Secondary
RT3 UL FERRIETH L AT SV £, ZHIXEMRT » 77— T
OHD, MLTT—NRETLINEINIERLET, £/, AvE—YTZOMOT = —
NF—=NR—E# A vt =2 REBLET,

IS5—XAw t_:) $Threat Defense-5-720072: Timeout waiting for Integrity Firewall Server
[interface ,ip ] to become available.
%88 Zonelab Integrity Server 23 % A L7 U MANZHEft & BEMN. CE ¥ A, T2 T 4 T/AH
VN Tz F—N—ky T v T, 7 = — A —/3—1%IZ Zonelab Integrity Server &
Secure Firewall Threat Defense 7 /3 A A DM D SSL BN FERENL SN D MLENRH Y £,

« interface : Zonelab Integrity Server 23Rt SV TWNDHA L F—T = A A

* ip : Zonelab Integrity Server @ IP 7 K LV A

#4277 2 * 3 > Secure Firewall Threat Defense 7 /3 A & Zonelab Integrity Server D = > 7 4 ¥ =
L—ya rmn—89 %5 2 & &R L. Secure Firewall Threat Defense 7 /31 A & Zonelab Integrity
Server DA DI Z R L £ 77,

I5—*wt— sThreat Defense-4-720073: VPN Session failed to replicate - ACL acl_ name
not found

HEBAVPNE > v a VB AX NS EEE | CERIT D L& AX NS IEEPEEMT SN T o
JVE ACL i TEEHATL,

e acl_name : fHi Z 41720 o 72 ACL D44 HI

WRTI IV AKX UNAIEBEBOBRENAY U SAREICH HRENCEE I TN & A ff
BLET, 777 ¢ 7HETwritestandby 22~ > REZRITL T, AKX 23 HEE 2 FH ORI
éﬁ\ij—o

15—)‘ W) t—:/ %$Threat Defense-6-721001: (device ) WebVPN Failover SubSystem started
successfully. (device ) either WebVPN-primary or WebVPN-secondary.
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BMABRIED 7 = — VA — N4l (FTA~ VU E72TEHZ ) D WebVPN 7 = — /L7 —
NPT AT ANEFICER LE L,

* (device) : WebVPN 7' 7 14 <~ U T34 ZAE 721X WebVPN 1 & U T34 A
HWR7O a3y RE,

I 5—*wHt— sThreat Defense-6-721002: (device ) HA status change: event event , my
state my state , peer state peer .
BB WebVPN 7 = —/L A —/S—= % 72 X7 AL, 37 HA 3V R—F 2 b b BRI A7 —
H AW EZELET, HIEA X b, T—H/)L Secure Firewall Threat Defense 7 /31 A DHf
LVWIRRE, BE T =2 — A — "= ET7OFH LWIRENHRE S ET,

* (device) : WebVPN 7’7 A < U F721% WebVPN =4 > % U Secure Firewall Threat Defense 7

INA A

sevent : FLWHA A X b

« my_state : ©— /L Secure Firewall Threat Defense 7 /31 A DF LV VIRHE

s peer : BT OH LV VIREE

RT3y RE,

15—)‘ “Jt—:) $Threat Defense-6-721003: (device ) HA progression change: event event
, my state my state , peer state peer .
#80 WebVPN 7 = — /LA — "— H 7L 27 AE, 27 HA 2V R—3 v bpbilms A
R MMZESNT, HOLRENOHIOIRIEIZBITLET, &HEA 2 b, B—H /L Secure
Firewall Threat Defense 7 /34 2 O LVVKEE, BE T = — /A — 13— BT O LV VIREEN
WEINTWET,

« (device) : WebVPN 77 1 ~ U F£ 721X WebVPN =5 > % U Secure Firewall Threat Defense 7

INA A

cevent : H LUV HA £ x> h

« my_state : = — % /L Secure Firewall Threat Defense 7 /34 A2 D#H LU VIRHE

speer : BT OH LUVVIREE

RT3y RE,

15—)‘ ‘y’b-*‘) %Threat Defense-6-721004: (device ) Create access list 1ist name on
standby unit.

SREAWEebDVPNEA DT 7 A VA NMI, TI7T 4 TEBND AX AL EBICEHMENET,
AL INAEEE T WebVPN 77 2R U R MMEFIZA VA P—LENFE LT,
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721005

721006

721007

121005 [

« (device) : WebVPN 77 1 ~ U F£ 721X WebVPN &5 > % U Secure Firewall Threat Defense 7
INA A

slist_name: 77 A U A R4
RT3y RE,

I%—)‘ V) ‘t’_:/ $Threat Defense-6-721005: (device ) Fail to create access list list name
on standby unit.
BB WebVPN EHAEDT 7 &R VA RRT 77 4 TERBIA VA M= END &, I =R
BUNAIEEBIZA VANV ENET, AFUNNAEEBIZT 7 AV A NEA VA N—/LTE
FHATLE, A UNRAEBIZEDT 7EA VA NPT TIAFEL TR H Y £
T

* (device) : WebVPN 7’7 A <= U F721% WebVPN =4 > & U Secure Firewall Threat Defense 7

INA A

e list_name : A X L RAIERBIZA VA RV TERDSTZT 7 EA U A ORI
WRT VAV T I T 4 THEL A2 A EE DM )T show access-list =~ &M L
F9, HINEZHE LT, A8 HONEINEHRLET, LBIUSLT, 727747
HEECwritestandby =~ REFEH LT, AZ U A\AEELFORBSEET,

I%—)‘ ‘y‘b—*‘) $Threat Defense-6-721006: (device ) Update access list list name on
standby unit.

REAAZ U NAEETT 78R VA NONENT v 77— hEhE LT,
+ (device) : WebVPN 7' 7 A <~ U £ 721% WebVPN =7 > # U Secure Firewall Threat Defense 7
XA A
elig_ name: 7 v 77— hIN7T 7R VR NDOLAH]

RT3y RE,

Ia—)‘ ‘yt—*“) $Threat Defense-4-721007: (device ) Fail to update access list 1ist name
on standby unit.

SIEA R & XA BN WebVPN [EHEDOT VA VR NET v — ML EH L LI L X(T,
TT—NRELEL, AFZUARAEEIZT 7R VA NERETEEREA,

« (device) : WebVPN 77 1 ~ U F 721X WebVPN =5 > % U Secure Firewall Threat Defense 7
INA A

elis_name: 7 v 77— hSeroT 78 A U A NOATH]

Syslog # v z— < 715001 ~ 721019 .



B 21008

721008

721009
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WRT7Oay 7T 4 THELE AL N BEEDM )T show accesslist =~ > F&HH L
T4, HANBZHB LT, R—BE0HENE I NERLET, REIJSLTC, 72747
T writestandby 2~ > RZEHA LT, AZ U A\AEEZFORY S E 7,

I5—4 Y — 3Threat Defense-6-721008: (device ) Delete access list list name on
standby unit.

SRBA WebVPN EHA DT 7R JRNRT 7T 4 THEENGHIBESND E, RILT 78X U X
FMEHIBRT D L IICERT DA =N AF AN EEBICEE ST, TORE., WebVPN
BAHEDOT 7 x JARNRRAZ AL EBENLHIBRENE LT,

+ (device) : WebVPN 77 1 ~ U F£ 721X WebVPN = > % U Secure Firewall Threat Defense 7
INA A
e list_name : HIBRSN7=7 72 U A NDOLH]

HREFTH O ay RE,

I%—)‘ Vi 't’_:/ $Threat Defense-6-721009: (device ) Fail to delete access list list name

on standby unit.

S WebVPN [E T DT 72 YA MRNT 77 4 ZHETHIFRSh D &, RLT27EA U AL
ZHIBRT D LD ICERT DA v E—VNRRAF AN EHEITEFEESNES, T o7 78R Y
ANEBEAZUNAIEETHIFRLE D & LI &2, =7 —HRENBEAELE L, AF 143k
BILT 7R VA SPFELERATLE,

* (device) : WebVPN 7’7 A <= U F721% WebVPN =4 > % U Secure Firewall Threat Defense 7
XA A

«list_name: HIfRSN7=T 78 A U 2 NDO4HI
WRT VAV T U7 4 TIHEEL A2 A IEE DM )T show access-list =~ FafiH L
9, HINBZEEL T, A—BRH50E9 e LET, REISCT, 77747
T writestandby =~ > FZ2EH LT, AZ U3 ( @2 HORS SEET,

I%—)‘ ‘y‘b—*‘) $Threat Defense-6-721010: (device ) Add access list rule list name ,
line line no on standby unit.
AT 7 A U R MHRAIRT 77 4 TEREISBINSN D & [ UBRAI R Z 3o SEEIZBN
SNET, LT 78R U MRAIDB R Z A SGEICIER BN S U E L,

+ (device) : WebVPN 7' 7 A ~ U £ 721% WebVPN =7 > # U Secure Firewall Threat Defense 7

XA A
«list_name: HIfRSN7=T 78 &2 U 2 NDO4RI
slineno: 77 A U A MBS HHAIOITES
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7121011

7121012

7121013

12101 [
iy I N

Ia—)( ‘y‘lz—*‘) $Threat Defense-4-721011: (device ) Fail to add access list rule list name

, line line no on standby unit.

BT 7R URA NIRRT 77 4 7HEEICBEMEND E, AFX UL EEBTHLUT 7 A
U A MRAIOBMBAFITESNET, HLWT 78R U R MHRIZ A X VS EEBITEINL L
ELIEXIL, ZT—PRAELE L, AFUNLEEIZFEACT 722 VA MNARINFEET S
AEEMERH D F T,

« (device) : WebVPN 77 A ~ U £721Z WebVPN & > & U DU #17Secure Firewall Threat

Defense 7 /31 A

«list_name: HIfRSN7=T7 78 A U 2 NDO4HRI

elineno: 772 U R MBS HAIOITES
WRTO a2y 77T 4 7THEE AL A BEEDMW T show accesslist =~ FEH L
9, HWIRNFEZLKR LT, RA—HBBH52NEIDEHERELET, RBEIUSUT, 77747
i C writestandby =~ > K& LT, A¥ U A EEAFOFEM S ET,

15—)( “Jt—:) $Threat Defense-6-721012: (device ) Enable APCF XML file file name on
the standby unit.
ERBAAPCF XML 7 7 A WINT 77 4 TIHEEIZA VA = ENDH L, AZ A EEETRH L
Tr7ANDA AR VNRITSNET, AH /NS HEEIZ APCF XML 7 7 A VB IEFIZA
VAR ENE L, RAFUNRALEEETArav REEHL, COXML7 7 A LVNT T
Va T AN VAT AHFETH EERRLET,

* (device) : WebVPN 7’7 1 <= U F 7213 WebVPN =4 > % U Secure Firewall Threat Defense 7

INA A
«filename: 77 v a2 77 A/ VAT AL ED XML 7 7 A VDA HI

RT3y RE,

IS5—4 ‘yt'—*“) $Threat Defense-4-721013: (device ) Fail to enable APCF XML file file name
on the standby unit.
FBH APCF XML 7 7 A VIR T 77 ¢ THEBIZA VA M=V ENDH L AZ A A HEETHL
Tr7ANDA A RN=APRRITINET, AZ A IEEICAPCFXML 7 7 A V& A A h—
NTEFEHATLE,

* (device) : WebVPN 77 1 ~ U F 721X WebVPN =5 > % U Secure Firewall Threat Defense 7
INA A

sfilename: 77 v =2 77 AV VAT A ED XML 7 7 A VDL H]
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721015

7121016
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WRT 23V T 7T A TEBLEAS VA KEOW G Tir avy REBEHALES, 711
7 R VR MEZHELT, R—BRH0EI0EMR LET, RBEIUSLT, 777 4 74
& Cwritestandby =~ > REMH LT, AZ A EEZHORBISEET,

15—)‘ vt—*‘) $Threat Defense-6-721014: (device ) Disable APCF XML file file name on
the standby unit.

SREA APCEXML 7 7 A VINT 77 4 THEETHIBRESND &, AZUANAEETRILCY 71V
DOHIBRDBFIT SN E T, AFX A 2EE ) D APCF XML 7 7 A AN IEFICHIBR S vE LT,

« (device) : WebVPN 77 1 ~ U £ 721X WebVPN &5 > % U Secure Firewall Threat Defense 7
INA A
sfilename: 77 v a2 77 AV VAT A ED XML 7 7 A VD4 HI

WRT7Y a3y RE,

Ia_)‘ ‘y’b-*‘) %$Threat Defense-4-721015: (device ) Fail to disable APCF XML file

file name on the standby unit.

SBAAPCEXML 7 7 A VT 77 4 7THETHIBREND &, AX U ARAEETHE LU 7 AV
DOHIERFRITENE T, AZ S EENS APCEFXML 7 7 A LV EHIBRL L 95 & L- & X,
TT—NREELFE L, Z77ANVBRZ UNAIEBEIZA VA PV ZILTWRWARRIERH D
F7,

+ (device) : WebVPN 77 A ~ U £ 721% WebVPN =7 > # U Secure Firewall Threat Defense 7
XA A

sfilename: 77 v =2 77 AV VAT A ED XML 7 7 A VD4 H]

#2427 2 < 3 > show running-configwebvpn ==~ > K& H LT, %% APCF XML 7 7 A
WA X —=T N TRNWZ EEHERLET, HAROT 7 ANNPA X =T NLTRVIRY, ZDOAy
T—UIFEA L T FEVERA, MHBEOT 7 A RA RX—T N Th DAL, webvpn 227 o
X2l —Yary ¥+ 7E—FTnoapcffile namea~> REHEH LT, HBOT77 A VET 4
=7 ML THRET,

15—)( vt—’) $Threat Defense-6-721016: (device ) WebVPN session for client user

user name , IP ip address has been created.
FBAY E— F WebVPN 2 —F—RIEHICn 7 A L, n 7 A AERP AL A AEEITA
A h—EINFE LT,
+ (device) : WebVPN 77 A ~ U £ 721% WebVPN =7 > # U Secure Firewall Threat Defense 7
XA A
e user_name : L—¥—D4 i
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121017

721018

7121019

121017 |

«ip_address: VE—hk =2—H#—DIP T KL X
WRET7I a2 RE,

15—)‘ vt—*‘) $Threat Defense-4-721017: (device ) Fail to create WebVPN session for

user user name , 1P ip address .

§iBA WebVPN o — W —N7 7 7 ¢ TI@EIZu 7 A 5 L ul A UEFRP AL 8o dE
ICHERShET, RSB A UfFREARL TS L&, =T —08AELEL
7
« (device) : WebVPN 77 1 ~ U £ 721X WebVPN &5 > % U Secure Firewall Threat Defense 7~
INA A
« user_name : = —HF—D 4
«ip_address: UE—h =2—H#—DIP 7 KL X

WRT7V a0 T 77 4 7HEBLEAZ NS ILEOW ST, —fKD WebVPN = —H— D5
I% show vpn-sessiondb detail webvpn =~ > K& L, WebVPN SVC = —H#— D513 show
vpn-sessiondb detail sve =~ > REFEHLET, = RV 2L, AILa—F— kv a v
L 22— K23 J5 @ Secure Firewall Threat Defense 7 /3 A (ZERIND N E I DEHERLET,
VEIIR U TCT 77 4 74E T writestandby =t~ > RZ2E ] LT AKX L3 o3& % R )
LET,

I%—)‘ ‘y‘b—*‘) %$Threat Defense-6-721018: (device ) WebVPN session for client user
user name , IP ip address has been deleted.
FBA WebVPN o —H—37 7 7 4 THETR T U ML, BT U b AyE—VRAL
UNRAEBICEEIN, AR EEN - — g UBHIBRENET, AZ A
LEEDD WebVPN o —H— Lo — ROPVEFICHIBR Sk Lz,

+ (device) : WebVPN 77 A ~ U £ 721X WebVPN =7 > # U Secure Firewall Threat Defense 7

INA A
e user_name : —¥—D4 i
«ip_address: VE—h 2—%—D P 7 KL &

RT3y RE,

IS5—A4A “Jt—:) %$Threat Defense-4-721019: (device ) Fail to delete WebVPN session for
client user user name , IP ip address .

6B WebVPN = — W —37 7 7 4 JHE@E T /7T U N HE, BT U RN AvE—URAH
VAAHEBITEE S, A A HEE N A==ty g UDSHIBRSNE T, A F A
AEED D WebVPN 2 —H— La— RZHIRL LS & Lz Zis, =T —D0RELE L,
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B 200

« (device) : WebVPN 77 1 ~ U F£ 721X WebVPN &5 > % U Secure Firewall Threat Defense 7~
INA A

e user_name : L— ¥ —D i

«ip_address: UE—h 22— —DIP 7 FL &
WRTOaAV T/ T 4 TRBLE AL NS EEBOW ST, kD WebVPN = —H — D5
I% show vpn-sessiondb detail webvpn =~ > K& L, WebVPN SVC = —H#— D513 show
vpn-sessiondb detail sve =~ R L E T, R—803H L0 E 9 haEd LET, HEIZ
ST, 77T 4 7HEE T writestandby 2t~ > RZHH LT, AZ 3 2EE 2 ORI &
TET,
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