A wyt—

701001

701002

703001

\\\

Syslog A v t— < 701001 ~ 714011

ZOFEF, WO THMEINTHET,

o A tE—3701001 ~ 713109 (1 ~=—7)
e Ayt —3 713112 ~ 714011 (22 ~X—<)

>~ 101001 ~ 713109

ZOIETIE, 701001 525 713109 £ TD A v E—JIZHONTHH L ET,

I5—*Avt— srrp-7-701001: alloc_user() out of Tcp_user objects

SEAE Y 2 — L LW AAA AT LD —Y —EEDO L — " ETELILESICERE
D AAA A v EB—,

#2527 49 < 3 > floodguard enable =2~ >~ K C Flood Defender % 1 *—7 MZ L E7,

15—)‘ “Jt—:) $FTD-7-701002: alloc user() out of Tcp proxy objects

SEAE Y 2 — L LW AAA 2T A DI —F—FiE DO L— "R ET X ARSICFRE
D AAA A v E—,

#2427 4 2 3 > floodguard enable =~ > KT Flood Defender & A % —7 /MZ LE T,

15—)‘ ‘yt—*“) $Threat Defense-7-703001: H.225 message received from interface name
:IP address /port to interface name :IP address /port is using an unsupported version

number

Syslog 4 v —< 701001 ~ 714011 .
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703002

703008
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i BA Secure Firewall Threat Defense 7 /XA A (VR — b I TV RWAR—T g V&S O H 323
XAy &S LE L7z, Secure Firewall Threat Defense 7 /3 A2, /X4 v b7 a bz
W= g 74—V REVFR—FENTWERIN—T 3 VICEHEER LT 258050 £97,

#4277 2 2 3 > Secure Firewall Threat Defense 7 73 A 23 VoIP X > b U — 27 |[ZEBWTHAR— |
LTS H323 D A—Ya U aERLET,

Io5—H% ‘yt—*“) $Threat Defense-7-703002: Received H.225 Release Complete with

newConnectionNeeded for interface name :IP address to interface name :IP address /port

SRBAYE S 72 H225 A v & — % Secure Firewall Threat Defense 7 /34 A N Z{E L. 8 S
N2 DODH323 =Y RARA & M L THHHLY 7+ U v T HiA~7 ¥ = 7 | % Secure Firewall
Threat Defense /XA A N A —7 2 LF LT,

RT3y RE,

Ia_)‘ ‘y’b-*‘) %Threat Defense-7-703008: Allowing early-message: %s before SETUP from
$s:%0/%d to %s:%0Q/%d

FRAZDOA =V, BT KRSV FBREHARR b~DOFFa—LEER LI L%
RL, WNEARA MRS — R —3—Z%f LT SETUP A vt — Y DOHIIZ FACILITY A vk&—
ZEfE L. HA460.18 IZ1E9 Z & A LA TWVET,

HET D23 H640.18 TSN TWD L DT, H323 DERaA—LDOBEIE, By M7y
7 C SETUP X v & — Y ORNIHEHI D FACILITY A vt —C % FFaT5 K 912> TnAHZ &
ERERLE T,

709001, 709002

709003

IS5— XAy t_:/ $Threat Defense-7-709001: FO replication failed: cmd=command returned=code
IS5— Ay t— $Threat Defense-7-709002: FO unreplicable: cmd=command
AR OT Ny FBEIOT A FEBTET TRREIND 7 = — A —"— Ayt —,
i N

Io5—4% ‘y‘t'_:) $Threat Defense-1-709003: (Primary) Beginning configuration replication:

Sending to mate.

BEAT VT 4 THEENASDA LT 4 X2 L —a VDR N, IEBEA~OER A BT D &
FREIND T = — /LA —"— X vt—, Primary I%, &4 &V IEEOY AL Secondary &
RENDHZELHY FET,
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709004

709005

709006

709007

709008

709004 ]
iy I N

Is—)( W) t_:) $Threat Defense-1-709004: (Primary) End Configuration Replication (ACT)

BT 7T 4 THEBENRESOA T A X2 b —ra VDAY N HEE EAOEMEE TS
EFRREND T =A== Xy —, Primary I%, &4 & U EEOEAIL Secondary
ERENDHZELH D ET,

WRT7HY a3y RE,

15_)‘ “J‘t’_:) %Threat Defense-1-709005: (Primary) Beginning configuration replication:

Receiving from mate.

£BA A % /XA Secure Firewall Threat Defense 5 /XA A 237 2 7 4 7 Secure Firewall Threat Defense
THRAA MDA T 4 Fab—a VEEORYIOH 2% IRY £ Lz, Primary 1%, &7
VA VEEEOEAIE Secondary EoRENDH I EHLH Y FT,

RT3 RE,

15—)‘ Vi t—:/ $Threat Defense-1-709006: (Primary) End Configuration Replication (STB)

EREAA X UNABEENT VT 4 THEENOGEESNT 2T 4 X2 b —Ta VOERESET L
TR EIIEREIND T 2 — A —"— A y¥—, Primary ld. BU U F VEEBEOLEIX
Secondary L RENH T EHH Y FT,

HREFTH O ay RE,

Io—XAw t—:/ $Threat Defense-2-709007: Configuration replication failed for command

BAAS VNABEEBRT 7T A TEENOEFESNICa T 4 Fab—a VOBERERET T
ERVERICFEREND T == VA== A=V, EEERESELLa~v MR, Ay
- VORRICERINET,

273y MENRR LR WEE TR, Cisco TAC ITBRIVWE b L &0,

15—)‘ ‘y‘b-*‘) %$Threat Defense-4-709008: (Primary | Secondary) Configuration sync in
progress. Command: ‘command ' executed from (terminal/http) will not be replicated to
or executed by the standby unit.
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709010

709011

709012
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SBARREDRWIFICa~y RORRITEI., Z0a~y RINAX A EETRITIN/RWND
BRI AVE T T 47 Ta T IRERENE LT, BATT AL, a~r N7 2547
TEEICORTFITS I, AX UL EETIIEME I N RO AIERE LT E SN,

« Primary | Secondary : 7 /31 AFT T A <Y LgH L H Y OLF R
s command : X EDRIMINHEITHIIRITESNZa~ 2 R

» terminal/http : ¥uK F 721% HTTP £ H DO FRITIC

RT3V L,

Ia—)( v “Z—:) $Threat Defense-6-709009: (unit-role) Configuration on Active and Standby

is matching. No config sync. Time elapsed time-elapsed ms

HEAZOAyE—VE, T/ T 47 a=y heBla=y NOW G CHAEI NI Ny ¥ ain—
BTGB ICERINET, £/o. Ny V2 BEREZFE L T by ¥ 2 0 2 G L Tk
T 5 E TORIBIFH b FR SN E T,

HET7O a0,

15—)‘ V) t—:/ %$Threat Defense-6-709010: Configuration between units doesn't match.
Going for config sync. Time elapsed time-elapsed ms.

B Z D syslog A v tE—UIX, T/ T4 7 2=y eSS =y FOWG TR I NIz Y
VaN—BLRWGAICERSNET, £, Ay Va2 BREFELTHL Ay VBB L
L CHET 5 TORBMIFMbIRRINET,

WE7O a0,

15_)‘ “Jt—:) %$Threat Defense-6-709011: Total time to sync the config time ms.

HREAZ DA =T, Ny v a RN LARWEAITHER O RN 2RI A E R &S
£, Fod, OSBRI e AR S ET,

#REFTOa VL,

Io5—4% ‘yt—*‘) %$Threat Defense-6-709012: Skip configuration replication from mate as

configuration on Active and Standby is matching.

BB COAYyE—VIE T T4 T =y FEBMa=y MEOER BT D720, WO
BN ARy FINTo & SITERSNET,
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709013

710001

710002

710003

709013 [
HETIaviL,

Io5—X% ‘yt—*‘) %$Threat Defense-4-709013: Failover configuration replication hash

comparison timeout expired.

B Z D syslog A v E—UiE, Ny v aDFE, i1k BIOWERNZ A LT 7 ML EE
WCAERSNET, FALT T MIEY, BEROTBRFRPHEES N T—SET, FA LT D
MEIZ 60 )T, ZOMEALETLHZ LTS EEA,

#REFTOa VL,

IS5—*Aw 1 — 9Threat Defense-7-710001: TCP access requested from source address

/source port to interface name :dest address /service

£iBA Secure Firewall Threat Defense 5 /34 & %8 C D HID TCP X7 N TTCP & v ¥ 3 D
SNEBRLTWET, ZOXTy ME, 3V =AY Rz 7 DORPIOSYN/NT v FTH,
ZORA =V, EFREN (Telnet, HTTP, £721LSSH) T/N7 v EBFFAI STV HGE
ICERRSNET, LU, SYNZ vF—RiEZELZTLTE LT, REII TS ThER
oo

RT3y RE,

15_)( W) t_:/ %Threat Defense-7-710002: {TCP|UDP} access permitted from source address

/source port to interface name :dest address /service

SBA TCP Bt D334 . Secure Firewall Threat Defense 7 /34 A 46 C D 2 & H D TCP /X~ T
TCPE v v a VDML ZERLE L, 2Oy FME, 3TV A NV Ry oA 7 D& ACK
T7, THZE L (Telnet, HTTP, F72IELSSH) TA7 v bBRFFRSNLE LD, F72, SYNZ »
F— AT L, REEN TCP &y v a VI TFRHIESNET,

UDP #ft O% e, BRI SN TWET, 7w & 2E, B S/ SNMP EHA T —1 3 v
MHBDSNMPERZEY 22— AN ZE L, TOERPUHINE L, ZOXyE—I1E, 10
BIZ1EILARRENZNVE D ITHIBBS A TWET,

RT3y RE,

15_)( ‘y’b-*‘) %$Threat Defense-3-710003: {TCP|UDP} access denied by ACL from

source IP/source port to interface name :dest IP/service

HEAA X —T = A A Y — B RA~DEE DI Secure Firewall Threat Defense 7231 A (2 X -
THEGEEINE L, 72& 2, B STV /R0 SNMP FHE AT — 3 3 )5 O SNMP Eik
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710004

710005
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% Secure Firewall Threat Defense 7 /31 A BNZ{ELE LT-, TDRA v E—UBNHEEIIFRRIN
DAL, WBERTZENDY £,

RITH 2R L ET,

$Threat Defense-3-710003: UDP access denied by ACL from 95.1.1.14/5000 to
outside:95.1.1.13/1005

#EF74H 3 showrunhttp =< K, showrunssh =< > K, £72/% show run telnet =~
VREMEALT, FANELREFRY NI L0V —E R T 7B RAEHFRT S L D IZ Secure
Firewall Threat Defense 7 /3 A A WX E SN TWNDH Z L 2R L E T,

IJ5—AwHE— sThreat Defense-7-710004: TCP connection limit exceeded from Src ip
/Src_port to In name :Dest ip /Dest port (current connections/connection limit =

Curr conn/Conn_ lmt)

SRBAY— ¥ A F] @ Secure Firewall Threat Defense 1 BBt D fx K& B 2 F L 72, Secure Firewall
Threat Defense 7 /3 A AL, FEEY—EAH- VK S SORGERERLZF T LET, 2
IZ. to-the-box #Efi 7V 7 o ¥ C= T —DREL TWABHEEMERH Y 7,

«Scip: X7y FOEFEITIP 7 RLA

«Sc port: /N7y ROEEFILAR— b

eIniifc: AJjf v Z—7 =4 A

«Dest_ip: /X7 > hDFESEIP 7 K L&

« Dest_port : /37 > hDsEYEAR— b

« Curr_conn : BLE D to-the-box & FREE K

« Conn_Imt : BEf5EfHI[R
WREFTIay aryy—nAnb, kil a~>y REEHRHLCRE Rty v a U ERKLET,
to-the-box 7 7 ¥ DT —NFETA v —UBREKINEEIX, showeconnall =<2 R
BFIEITLUCHROFEMAE R R L ET,

15—9‘ “Jt_:) %$Threat Defense-7-710005: {TCP|UDP|SCTP} request discarded from

source address /source port to interface name :dest address /service

B8 UDP 23k & 4LPR4- % UDP #—/3—7° Secure Firewall Threat Defense 7 /XA A (Zd 0 £4
Ao F72. Secure Firewall Threat Defense /34 2 FOEDt® v 3 2 E L T2V TCP
Ny MBS L H D FT, IHICIDRX vE—UlE, B ENTEEA NPLD
A TH, A B— F23%20 SNMP %3k % Secure Firewall Threat Defense 7 /XA A 23 3(5 L 7=
BRI FERENET (SNMPY—EAT) , P—EANRSNMPDEHE, 2O A vE—I3KK
THI0MZTEIC1IBOREL LT, e/ ZEF7 e s 7 APBAMIZRLRNESICLET,
DA vE—=VIFESCTP Ny MZb#EHINET,
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710006

710007

711001

711002

710006 [Jj

#7232 DHCP, RIP, NetBIOS 2 ED 7 m— R¥ ¥ 2 b —ERADOFHBL VR v b
T—J Tk, ZOAvE—VOBEREGL 2L ENRBYET, ZOA vE—UPHEICER
SINDHEEIL. WBERTZENHY T,

Io—A4Avy ‘t'—:/ $Threat Defense-7-710006: protocol request discarded from source address
to interface name :dest address

SBAIP 7'u b 2 VELR A AL B TP H—/3—73 Secure Firewall Threat Defense 7 /31 A (24 V)
FH A, =& ZIE. Secure Firewall Threat Defense 7 /3 A 23 TCP &£ 721X UDP T2\ P /37 v
k%515 L. Secure Firewall Threat Defense 7 /3 A NERAZMLEE T X 4 A,

HET S 3> DHCP, RIP, NetBIOS 2 ED 7 m— R¥F ¥ X b —EZDOFHANRL VR b
T—J Tk, ZOAvE—VOBEREGRDIENRHY ET, ZDOA v E—UPHIKICER
ENLGEIT. WBELRTENDY 7,

Io—Aw t—“/ $Threat Defense-7-710007: NAT-T keepalive received from 86.1.161.1/1028
to outside:86:1.129.1/4500

588 Secure Firewall Threat Defense 7 /34 A [EINAT-T ¥ —7 7747 A vt —T%2%Z[F L E
L7z,

WRE7Y a2 RE,

I5—*Av4E— sThreat Defense-7-711001: debug_trace msg

SRBA T X JHERE D 72 1 logging debug-trace =~ > K& AJJ L% L7, logging debug-trace
AU RBARX—=TNOHE, TXTOT N T Ay —VIFAvE—VIZV XA L7 N ER
TR ENES, X2V T 0 LOBEBNL, Ay -V TS T 50, £loidtFda
TTURNETNRUR Xy NI =7 CEETLHLERDD 7,

RT3y RE,

15—)‘ “Jt—:) $Threat Defense-4-711002: Task ran for elapsed time msecs, process =

process_name , PC = PC Tracebeback = traceback

SBA 2D CPUEAN 100 S U EZ#B2E Lz, Z0OX =13 CPUDT Ny 72l
I, SHBE7ae A5 LTSIC I BIRRTEET,
«PC : CPUAMDOEmNT ot ADMERA X
s traceback : CPUAMDEWNT R ADAK v 7 hL—A (KRKR2EOT KL AZETZ
EMTEED)
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711004

711005
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HREFTH o ay RE,

I5— 4 ‘yt_:) $Threat Defense-7-711003: Unknown/Invalid interface identifier (vpifnum
) detected.

FHEFBETICHEAEL UIRLRVNEBAESSEELE L, EL, 20X yE—U)
FHULORELRWRARIERD Y A, HEIRRSNDIHAIE. Ty 7T 5 EHN
HHLEBEZLNET,

cvpifnum : A > ¥ —7 = A R 5 32 By ME
HET VS 3y BERRR L WIEETEL, Cisco TAC IZBWAEDHEEI N,

I5—*Yt— 2Threat Defense-4-711004: Task ran for msec msec, Process = process name

, PC = pc , Call stack = call stack

HEAY o ADO CPUBEHAN 100 S VREBZE L, 20X vy®—UHCPUDT /Ny JI2M#E
AEn, £XE 7oA LTSI BFERTEET,

e msec : Rt &7 CPU AR O R S (2 U B HAL

« process name : 5H LT\ D7 ADLH]

spc: CPUARDE N T Ot 2ADMERA L H

s« call stack : CPU A DEWT R ADAHK v 7 FL—AX (IRKREOT RLAZETZ
EMTEET)

RT3y RE,

IJ5—A*AYE— sThreat Defense-5-711005: Traceback: call stack

BBARAELTIRORVHNEY 7 by =7 27 =0 RAELE L, 73 A%, @, Zo=x
T bHETE, T A~DEBIIECEE A,

e call_stack : =—/L X% > 7 @ EIP
AR 742 S 3 > Cisco TAC IZBRIWEDLEL F X0,

ITo5—H* ‘y’b-*‘) %Threat Defense-7-711006: CPU profiling has started for n-samples

samples. Reason: reason-string .

BEBACPU 7 m 77 A U v 7Bt S LE LTz,
sn-samples: CPU 7' 7 7 A U 7 % T VOIEEE
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713004

713201

713202

113004 [

s reason-string : KD H H ENTI,
“CPU utilization passed cpu-utilization %” (CPU fi I3 A3 cpu-utilization % 82 F L72)
“Process process-name CPU utilization passed cpu-utilization % ("process-name " & & A CPU f#
)3 cpu-utilization % %M 2 F L72")
WEF7 a3y HEERL]
WRTIL a3V CPUT BT 74U U IEREZIE L, 45 % Cisco TAC [ZHEfE L £

15—)‘ V) t—:/ %Threat Defense-3-713004: device scheduled for reboot or shutdown, IKE

key acquire message on interface interface num , for Peer IP address ignored

£5BH Secure Firewall Threat Defense 7 /31 A 23, b RAZRBLES ELTWAHYE— K =
T AT A MBIKE Ny N &EF{E L FE L7, Secure Firewall Threat Defense 7 /XA A 1X U 7' —
FEZEFY Yy METURAT V2= L ENTWLDOT, T E N RV B TE FE
lve ZOIKE N7y MIERIWT, BEINET,

WET7H a0 RE,

IS5—4 ‘yt—*“) $Threat Defense-5-713201: Duplicate Phase Phase packet detected. #{E

5288 Secure Firewall Threat Defense 7 /3 A [X, RO 7 = — A1 £/2id7 =— X237 v D
BEREZEL, REOA vy E—VEERELET, Ry MU —7 N7 p—~ XA E 3T O M
BNRFAEL, BT BRREINI ATy FEREIZZE L TWRWIE RN H Y £,

* Phase : Phase 1 % 7213 Phase 2

« Action : Retransmitting last packet & 7213 No last packet to transmit

W73 2y NI —I DT r—~v A, FRI3EREHERLET,

15—)‘ ‘y‘b-*‘) $Threat Defense-6-713202: Duplicate IP addr packet detected.

£iiBA Secure Firewall Threat Defense 5 /31 & [X. Secure Firewall Threat Defense 7 /3NA A 239 T
W LRI = — FLTWAD N RVOEBET HRMONNTry FaeZfE LE L, ZiHuL,
%< DA, Secure Firewall Threat Defense 7 /34 A N ET B8 v FOFEEEZZE LD
LHEIRLET,

« IP_addr : EEHTHENDO/NT >y NOREETLETOIP T KR

HETH O3 BRI LTV AV ) MBI RE T, BT AT BB, 61T
Ny 7 LRI R I LT

Syslog # v —<° 701001 ~ 714011 .



B 713006

713006

713008

713009

713010

Syslog # v £—< 701001 ~ 714011 |

Io5—X% ‘yt—*‘) %$Threat Defense-5-713006: Failed to obtain state for message Id

message number , Peer Address: IP address

£5 B8 Secure Firewall Threat Defense 7 /34 A NZfF LI A v E— ID BKRHMO ID TT, A v
=Y IDIE, FFEDIKE 7 = — X2 32 AT —3 3 OB &£, Secure Firewall
Threat Defense 7 /34 A T 7 —IRRENRFKEL, 2 2D IKE BT DRIAN EN TN Z &%
RTGERH D £7,

RT3y RE,

I5—X*w t— 9Threat Defense-3-713008: Key ID in ID payload too big for pre-shared
IKE tunnel

REAID XA B — R CHX—IDEE G Lo, ZOMENFRiA X —RE 2 EH 7 5 IKE & >~
A DIN—THOERRKFETA XL RN ERLET, TAUTES) 2R E T,
tyva IESEESNET, BRI EF—IDIE. TDOY A XD J )N— T4 % Secure Firewall
Threat Defense 7 /XA A TIER TE2WVWDO T, #EETAHZ LT T8 A,

WRET7HaAVI7T7A4T M ET (BELLITAligaVE— R T 78R ZTA4T ) B
N TN —TZERBEL WD EEMRLET, 7947 M EOBRSTIN—T L EET
THE 2=V —lZ@HMLET, VN —THOBEORKEIL 32 LFTT,

15—% ‘y‘b-*‘) $Threat Defense-3-713009: OU in DN in ID payload too big for Certs IKE

tunnel

FRBAID XA 72— K TDN D OUEZE (5 L7=AY, ZOMENSGEHERAEZ#EHTH5IKER >~ v 3
VDI N—TZDRKHBEYIA XL EEN-ST-Z 2R LET, ZO0UEAFy TEINE
T3, BIDO OU F IO EELFEH L C—HT 27— 2R cxET,

WERFTH a2 7 TA47 2 D OU & L T Secure Firewall Threat Defense 7 /XA A )25 7
N—TE T DI, TNV—TAREHRESTRINERY $HA, ZTAV—T4OBED
RREIT 32 XFETT,

15—)‘ v t—:/ %Threat Defense-5-713010: IKE area: failed to find centry for message
1d message_number

—EHDA v tE— 1D Tconn_entry (IPSec SA ([ZXInd B IKE 7 =— X 2 #1) #R/HEL XD
ELTRBMLE LI, WEREEN RO FRATLZ, By a UBEENOFIETKRT L
AT AELETN, IV AREERSEVOIR, W=7 —0n8AE L2 & T,

ZORENRR L2V EIE, BT 2#ELET,
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713012

713014

713016

113017

713018

1302 [

Io5—4% ‘yt—*‘) %$Threat Defense-3-713012: Unknown protocol (protocol ). Not adding SA
w/spi=SPI value

BB RIEE/ITI AR —FENTWRWIPSec 72 L ZETOZELE L,

WRT7I232 ETDOISAKMP 7 = — X2 E% T = v 7 LT, SecureFirewall Threat Defense
TNA R L HEMR S D Z & 2R LET,

15_)( Vi t—:/ %$Threat Defense-3-713014: Unknown Domain of Interpretation (DOI): DOI

value
AT 25325 L7- ISAKMP DOIL ¥R — F SN T EH A,
WR773 ET7OISAKMPDOl 22> 7 4 Xalb— g VAR LET,

15—)‘ W) t—:/ $Threat Defense-3-713016: Unknown identification type, Phase 1 or 2,
Type ID Type

ST ML ZE LERMOID T, IDAB, K<HMBENTWRWEZZRID THH5LE.
T E- I LI ID THAIEANH Y £,

W73~y R REeETOary 74Xl —2a VAR LET,

15—)‘ ‘y‘b-*‘) %$Threat Defense-3-713017: Identification type not supported, Phase 1
or 2, Type ID Type

BT L ZELE 7 — X1 FRE3 72— X 20D BESTHLN, Bh— hEhTW
FH A,

WEF7H3y ~y RV R T7TDary 74 X2l —a 2R LET,

I5—Aw t—:/ $Threat Defense-3-713018: Unknown ID type during find of group name for
certs, Type ID Type

MBANESY 7 b =T == AELE L,
BT 3y BENMER LR WEET1E, Cisco TAC IZBRIWEhEL EE W,
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713020

713022

713024

713025

713028
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Io5—X% ‘yt—*‘) %$Threat Defense-3-713020: No Group found by matching OU(s) from ID
payload: OU value

HEBANEE Y 7 h 2T =5 —NRAELE LT,
WRT U 23y MENRR LRWEEIE, Cisco TAC IZBHWEDEIZE W,

15—)‘ v t—:/ $Threat Defense-3-713022: No Group found matching peer ID or IP address

for Pre-shared key peer IP address

B N—T F—HR—R 2, T THEMENTE (F—IDE7XIPT FLA) LA UAHT
DI NV—T0H 0 E4,

WRT7H IV ETOar 74 ¥alb—varEERLET,

Io—XAw t—:/ $Threat Defense-7-713024: Group group IP ip Received local Proxy Host
data in ID Payload: Address IP address , Protocol protocol , Port port

5B Secure Firewall Threat Defense 7 /3 A N U E— K ETNH 72— X200 —0)/L 7 ¥
YID A m—FaZELELL

WRT7H a3y RE,

I?—)‘ v t_:/ %Threat Defense-7-713025: Received remote Proxy Host data in ID Payload:

Address IP address , Protocol protocol , Port port

£iiBA Secure Firewall Threat Defense 7 /34 A XV E— h 7 MH 7 = — X2 0 —h)L 7ok
VIDNAr— REZELE L

RT3y RE,

15—)‘ Vi t—:/ $Threat Defense-7-713028: Received local Proxy Range data in ID Payload:
Addresses IP address - IP address , Protocol protocol , Port port

£ BA Secure Firewall Threat Defense 7 /XA A BNV E—h ET7 D7 =2—X2 0O —)V 7T uF
ID_AE—REZELT, ZOFIZIP 7 FLAFHENESENTWET,

HRFTH O a Y RE,
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713029

713032

713033

713034

713035

13029 [

ITo—XAvy ‘t'—:/ %Threat Defense-7-713029: Received remote Proxy Range data in ID Payload:

Addresses IP address - IP address , Protocol protocol , Port port

i BA Secure Firewall Threat Defense /3 A BNV E—h 7 D7 =2 —X 2D —HF )L 7k
ID~RAE—REZELT, ZOFIZIP T RLAHBENEGENTWET,

WET7H a0 R,

15_)( v t—:/ $Threat Defense-3-713032: Received invalid local Proxy Range IP address
- IP address

BB — W ID A v— RIZEEID %4 7REEN., SN ZIET RUARET RLALL
LTl BECHERD ZAREMENH Y 17,

WEFTIIIVISAKMP 72— X2 DNRFGRA—H Dy 7 4 F¥alb—a ZlERLET,

I5—A*YHE— sThreat Defense-3-713033: Received invalid remote Proxy Range |IP_address -
IP_address

AU £ — MDA m— NIZHIPHID # A 7RG 0, SRS NET NLABRET FLUALL
bT U, BEICHED S 2 PTREMED H ) E 57

W7 VIAVISAKMP 72— X2 DNRFGA—FDa T 4 Falb— a3 VEMERLET,

15—)‘ “Jt—:) %$Threat Defense-7-713034: Received local IP Proxy Subnet data in ID
Payload: Address IP address , Mask netmask , Protocol protocol , Port port

B — AP X TRy h T — AN T 2 —X2DID_XA u— R TZEENE L,
WRF7HI a2 RE,

Io5—X% ‘yt—*“) $Threat Defense-7-713035: Group group IP ip Received remote IP Proxy
Subnet data in ID Payload: Address IP address , Mask netmask , Protocol protocol , Port
port

HBAVE—RNP 7RI Y TRy F T IR T2 —R2DIDNA m— RTEZEFEENE LT,
WET7V a3y R,
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713041

713042

713043
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I%—)‘ ‘y‘lz—*‘) $Threat Defense-7-713039: Send failure: Bytes (number ), Peer: IP address
BEBANESY 7 b =7 =T —3JEA L, ISAKMP N7 v R ZERIETE E£H A,
HWET Y 2 ay MEPRR LWL, Cisco TAC IZBMWEHELZE0,

15—)‘ v t—:/ %Threat Defense-7-713040: Could not find connection entry and can not

encrypt: msgid message number
BEANEL Y 7 Ry =27 =T = EL, 72— X2 T BEARETEEE A,
HRT O a s BEPRER L2WEETEL, Cisco TAC IZBRWEDE 2S00,

Is—)( ‘yt-’) %$Threat Defense-5-713041: IKE Initiator: new or rekey Phase 1 or 2,
Intf interface number , IKE Peer IP address local Proxy Address IP address , remote Proxy

Address IP address , Crypto map (crypto map tag )

#tBA Secure Firewall Threat Defense 7 /34 A 3 #FM & LT horprzerdym—2 g T
RS

RT3y R,

15_)( “Jt—:) %Threat Defense-3-713042: IKE Initiator unable to find policy: Intf

interface number , Src: source address , Dst: dest address

SEBAIPSec 77— A M XA T, IKEZEENL7-7ry AR L2, IKEDORY — Ly 7
TOTMEMLE L, 20T —T, ZAIVTICEELTWAEAERH Y £3, IKEXE
IRER 2 ALFE¢ A RMC. IKE Z##E) L72 ACL 2MHIBREN TV REMER H Y £, Z ofiE
T, < D%LE, BOBF CITEESNET,

WRF7HI a2 ECRENGESEHEAS, 7V 7 b~y ZICBEMT S5 Tnb ACL DX A I
BRCEE LN, 2L a7 4 X2 lb—a U AR LET,

13—)‘ v t—:) $Threat Defense-3-713043: Cookie/peer address IP address session already

in progress
SRBATO bR ANHEITHIC, IKE NEEREES S E LT,
#REFTH O ay RE,
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713048

713049

713050

713052

713056

R |

IS—XAw t—:/ %Threat Defense-3-713048: Error processing payload: Payload ID: id
BB CE o le~ A u— R Ty MRZESNE L,

RT3y ZOMENRELZNGAIEX, E70ar74FXalb—2a VROV BB HH]
RN H D £,

15_)( v t—:/ $Threat Defense-5-713049: Security negotiation complete for tunnel type
type (group name ) Initiator /Responder , Inbound SPI = SPI , Outbound SPI = SPI

SHEA IPSec MY RADBIEESILE LT,
HREFTH O ay RE,

I5—Aw t— 4Threat Defense-5-713050: Connection terminated for peer IP address .

Reason: termination reason Remote Proxy IP address , Local Proxy IP address
B IPSec h U FADET LELIZ, S ONDOM TEHAZRINLET,
«IPSec SA DT A N/ XA LT T b
« IPSec SA D RIRFf 4 it L 7=
EHENYEY PLE
EHENY T—hLIE
EEEN Yy AT LK
kv va RO
ckEyiar I —-THKTLE
c T BT LI
RT3y RE

15—)‘ “Jt—:) $Threat Defense-7-713052: User (user ) authenticated.
HRBAVE—L TR 22— —FEESE LT,
RT3 RE,

Ia—)( ‘yt—*‘) $Threat Defense-3-713056: Tunnel rejected: SA (SA name ) not found for

group (group name ) !

S5EA IPSec SA BRSO FHATLT -,
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713061

713062
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WRET7HSa ARV E— RN TV ER R RLOBE, I —TFba—F— a7 Fa
L—varvaF=v 7 LT, BEDZ—W— T N—TIZH LT RNV TN—T LT N—T
R —PRERESNTWNWDHZ EEMRLET, IMNT Tt SN 2—F—B L OV V—T D8
AL, RSN T-BGEE MR L E T,

15—)‘ “Jt—:) %$Threat Defense-3-713060: Tunnel Rejected: User (user ) not member of

group (group name ), group-lock check failed.

SREA— Y —23, IPSec R v T — a UV CEREEINEZIN—T L IFRIDO TNV —TIZTHRES N
TWEJ,

HETY 232 CiscoVPNI FA4 T 0 b EFFEHEAF—ZEHN LTV DOHE. 27147 MZ
RIE I ILTWD 7 /—T"73, Secure Firewall Threat Defense 7 /34 A LD 2 — W —ZBFHELHT 5
NTWBEIN—TLRILTHDZ 2R LET, TUXNMRHEZEHA L TCWD5EE, 7
N—T1F, FEHEOOU T 4 — /L RTHEIN TS, Ehida—F—3VE—-— 727 & X
DT 7V~ ZN—TIT 74/ F THEMICRESNLTWET,

Io—H% ‘yt—*“) $Threat Defense-3-713061: Tunnel rejected: Crypto Map Policy not found

for Src:source address , Dst: dest address !

5B Secure Firewall Threat Defense 7 /34 A2 73, A v —VIIRENTNLTTA X— K R v
NT—=7 ELEFAAFOEX2 )T 4 KNY v—fFHREZMRETEEEATLZ, ZhHDxy b
U — 7 ETEAB A ME, FBIEMIC K - TE(E S, Secure Firewall Threat Defense 7 /31 A D &
DOl ACL L b—HE L EtH A, ZLOHA, THIFTL 7 1 Falb—2a VO TF,

WRET7O a3 ElORSACLNOE#ESN-F%y hU—7 a7 4 Xal—vaaFzy
7 LT, BEMOa—TL 2y RBISEMOY E—h Xy N THDHZ & (BLUOZEOW) %
MRLET, VAVRI—R <A77 & RARNT RLAxRy hU—27 7 R U RIRRICHER
LET, VAIPANDEETIE, 7I7A4AX—F T RLARTBXY 7 RLAELITHROED
Py NT—=T L LTITIRATENTWDHEENRH Y £7,

I5—Ay t—:/ $Threat Defense-3-713062: IKE Peer address same as our interface address
IP address

SMEAIKEE 7 & L TRHREINTWAS IP 7 KL AN, Secure Firewall Threat Defense IP 1 o % —
T2 ADWNWTINNTRESNTNDIPT LA LRLTY,

WE7 Va3V LLary 7 4 Xal—var b IPA LV E—T oA A AT 4 Fal—g
FHER L FE T,
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713063

713065

713066

713068

7113072

713073

713063 [

I5—Aw 1t — sThreat Defense-3-713063: IKE Peer address not configured for destination
IP address

SRBAIKE ©°7 7 L AN L2L h U MK L TRHRESN TV E R A,
WRTH 3V L REEHRLET,

Ia—)( ‘y't'—““) %Threat Defense-3-713065: IKE Remote Peer did not negotiate the following:

proposal attribute
BREBANTY 7 U7 =T —RRAELE LT,
WET V2 a Y MENRR L2WIEEIE, Cisco TAC IZBMWEHELZE 0,

I5—*AYt— sThreat Defense-7-713066: IKE Remote Peer configured for SA: SA name
FEALT DR SR Y —BRESNTNET,
RT3y RE

15—)‘ “Jt—:) %$Threat Defense-5-713068: Received non-routine Notify message:
notify type (notify value)

BREAZ OA X FORK &2 D@ A v — U A o — F TR S L E T A,

WE7ZOaAaVFEITTHT 7V ar2HBd 21003, fFEOBEBEZHET, @MA -
DELIE, IKEETHOay 7 4 Xal—yaryr OR—FE R LET,

Io5—XAwy ‘t'—:/ $Threat Defense-3-713072: Password for user (user ) too long, truncating

to number characters
BB — Y — D RRAT— RRETE 1,
WRTF O3y B — =T RAV— FORSEZFTIELET,

15_)‘ “Jt_:) %Threat Defense-5-713073: Responder forcing change of Phase 1 /Phase 2

rekeying duration from larger value to smaller value seconds
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713074

713075

7113076

713078

713081
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REAY —F/AEROREIL, IKEE T BEET HME LV b HFIRWVEICRESNE T, BEMD
BOHMENZ 2R LET,

HREFTH O ay RE,

Io5—X% vt—’) %$Threat Defense-5-713074: Responder forcing change of IPsec rekeying

duration from larger value to smaller value Kbs

B —FEARORIL, IKEETBNHEETAMEL Y b EIEVWEICRESNET, BEMO
BEOHFMENZ 2R LET,

WET7H a0 R,

Iﬁ—)‘ v ‘t’—:/ $Threat Defense-5-713075: Overriding Initiator's IPsec rekeying duration

from larger value to smaller value seconds

SR —FAEKOR L, IKEE T 2 HEET DML D bFIEVEICREShES, ISERO
EDHHIMEN L 2R LET,

HREFTH a0 RE,

Io5—AY ‘t'—:) $Threat Defense-5-713076: Overriding Initiator's IPsec rekeying duration

from larger value to smaller value Kbs

SRR —FEARORIX, IKEE T RHEETAMEL Y b HEIEVEICRESNET, IE Mo
EOFTFNENZ R LUET,

WRT7H a3y RE,

15—)‘ ‘yt—&" %Threat Defense-2-713078: Temp buffer for building mode config attributes

exceeded: bufsize available size , used value
£RBA modecfg BIEDMBIFIZNTEL Y 7 b =7 =T —NEALLZ E 2R LET,

WR7IaVARER NNV IN—T RN ET 4 =TT En, BT ELTFAR Ay
v —UrEL LET, BENHRL2WEGA. Cisco TAC IZBWAbEL N,

15—)‘ v t—:/ %$Threat Defense-3-713081: Unsupported certificate encoding type
encoding type
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713082

713083

713084

713085

713086

1382 [

BT — RS NIREME DO W TN AT AF 7, £V R — F SN THRWFFS{EA
F—LTHDLATREMENDH D £7,

WRET7Vay TUVINGRHEBIO N7 X MRS FORELHRLET,

IS5—XAw t_:/ %Threat Defense-3-713082: Failed to retrieve identity certificate
FBAZ D Fr RO IDREHEN LS A,
WRT7Va TUVXNARAEBL RN I A MRSV NOREEHERLET,

Io5—A% “Jt—:) %$Threat Defense-3-713083: Invalid certificate handle
BRBAZO b D IDREHER R0 £H A,
WRT7I2ay TVXNGEHEBIORRN I A RNRA U FOBRELHRLET,

IS5—XAw t_:/ %Threat Defense-3-713084: Received invalid phase 1 port value (port )
in ID payload

FHBAIKE 7 =— X 1ID <A B— R TEFEENZR—- MEBIELS H Y EFHATLE, ZITA
AURTRE 7L 0 £ 7213 500 TF (ISAKMP [E IKE & HIFINET) .

HRET7V AV Xy NU—7 ORBEPEE L7237 > FOJRIKICR 5 2 & & [EET 25 729012,
BT A IKE BURHZHEILL T\ D 2 & 2B L £ 77,

15—% “Jt_:) %$Threat Defense-3-713085: Received invalid phase 1 protocol (protocol
) in ID payload

SEAIKE 72— X1 ID A u0— RTCEZEINE7oe Fa/VENRELL BV EFATLE, %
FANATREZ2fEIX 0 £ 7215 17 (UDP) T,

WRF7 3Ry NT— 7 OREPER LT3y NOFRIZR 5 2 & ZERET 572D,
7 IKE BUSICHEILL TWAH Z & 2R L E 7,

15—)‘ v t—:/ $Threat Defense-3-713086: Received unexpected Certificate payload
Possible invalid Auth Method (Auth method (auth numerical value))

FRBAGERAEAA 1 — R[5 S22, ID REHEN W 2 & BWERREE N FLiZ k- T
IRSNTWET, GEHEANY FADBE OBEITIETERSNEREATLE, Zhp3gET 25
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713092

713094
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BHEELTEZLNDDIL, FBFEHFRDRSA £721EDSS 7 =F ¥ 2 U TIThIL TN
LT, L. FNFNOMOEFEENE > TWVWSH L, IKESA x> x—3 3 3kRIgL
e

#4527 49 & 3 > Secure Firewall Threat Defense 7 /N4 A £ ZDET T h T A MRA >~ & ISAKMP
Ay 7 4 X2l —Ta UREAHERLET,

I5—4 “Jt—:) %$Threat Defense-3-713088: Set Cert filehandle failure: no IPsec SA in

group group name

BT A NVEEEERICESW T h oL S —T BRI TE RN ST Z LB R LTV E
R

WR7 V32 ET7OMRAEFREZLIEST LD R ZV—TRELSRESNTND
ZLEMERBLET

IS—XAwy t—:/ %Threat Defense-5-713092: Failure during phase 1 rekeying attempt due

to collision
BN Y 7 b =T =T =B AELE LIz, £ 0BG, ZUIMED RN A R T,
HRET Y 2 a3y MEPREK L2 WEA1E, Cisco TAC IZBMWHhE L ZE0,

15—)‘ Vi t—:/ %$Threat Defense-7-713094: Cert validation failure: handle invalid for
Main /Aggressive Mode Initiator /Responder !

BRBANELY 7 bV =7 =T =3 FALE LT,

WE7ZIIAVERIZE>TE, FTAMKRA U MEFERETHIVLERD Y £3, MEN AR
L7254, Cisco TAC IZBWEbhbE L &V,

Io—XAw t—:/ %Threat Defense-3-713098: Aborting: No identity cert specified in IPsec
SA (SA name )!

SBHGFHEN— 2D IKE v a2 LE D L Lz X2, B RY o —TID ZFHEN
HEESNEHATLE,

WR7Ia T ICEETHIIDAEHESZZII NI A MRS U FEEELET,
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713099

713102

713103

713104

713105

113107

713099 [

IS—XAw t—:/ %$Threat Defense-7-713099: Tunnel Rejected: Received NONCE length number

is out of range!
HEBANEE Y 7 h 2T TS —WNRAELE LT,
RT3y BEPER LR WEGEEIL, Cisco TAC IZBRIWE bR L &0,

15—)‘ v t—:/ %Threat Defense-3-713102: Phase 1 ID Data length number too long -

reject tunnel!
FRBA2KLU EDOID 7 —% 74— &G ID <A n— & IKE »AZfELE LT,
HWR7O a3y RE,

Ia—)( ‘yt—*‘) %$Threat Defense-7-713103: Invalid (NULL) secret key detected while

computing hash
AN Y 7 h 2T T —NRAELE LT,
HWRT O a3y BIEIMER LR WEATIX, Cisco TAC IZBRWAbEL7Z 30,

15—)‘ “Jt—:) %$Threat Defense-7-713104: Attempt to get Phase 1 ID data failed while
hash computation

BBANELY 7 bV =7 =T =3 FALE LT,
WET Y L a v MEPMRR L2V gE1E, Cisco TAC IZBMWEbEIZS U,

I5—AYy t— sThreat Defense-3-713105: Zero length data in ID payload received during

phase 1 or 2 processing
BEACT BENRID T —F AMAPAETICID XA m— FERELE LT,
HRET7VaoET70ar 7 4 FXal—va A LET,

15—)‘ “Jt—:) $Threat Defense-3-713107: IP_Address request attempt failed!

BRBANELY 7 bV =7 =T 3 FALE LT,
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713112

73113
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WET Y L ay MEPMRR L72WgE1E, Cisco TAC IZBMWEbEIZSU,

I5—4 ‘y‘lz—*“) $Threat Defense-3-713109: Unable to process the received peer certificate

BBV T— b BT 0 5%{E L7=AEBE % Secure Firewall Threat Defense 7 /34 A BAAULE T £
HATLE, UL, GEAEOT =2 3o T (F2k 2iE, ABF—0H 4 X734096 £~
LD REWEE) 2, GEHEOF O T — X % Secure Firewall Threat Defense 7 /34 A DMEAF
TERWGARIIHAET LD £7°,

R a2y VE— b U7 THIORERAEZ M L TR O 23T L £,

113112 ~ 7114011

COWE T, 713112 236 714011 FTORA v EB— IO T L £,

Io5—H% ‘yt—*“) $Threat Defense-3-713112: Failed to process CONNECTED notify (SPI
SPI _value )!

i BA Secure Firewall Threat Defense 5 /XA A 73, CONNECTED i&&1 % A 7 % & T ei@aE~3A 1 —

REZIEFICME T FHATLE, ZiUE, IKE 7 = — X 2EN, TNEROT 57200
SPIZfHEH L TR T 7ZeWiGa, 72135 E LIZISAKMP ~y X4 —Ta I v h By ROEEE
STV TEIGEITRELET, BEOFFITIX, IKEE T BEICHE > TORUATREME
NHDHZEERLTNET,

WRTFTHS g URMEMERELWES, ET70ary 74 Xal—valrdH;HBmn, a3y b
Ey MU AT 4 —7 M LET (F723mGFE2T0ET) .

Io—AwY t_:/ $Threat Defense-7-713113: Deleting IKE SA with associated IPsec connection

entries. IKE peer: IP address , SA address: internal SA address , tunnel count: count

E%BA IKE SA 73 0 IS D b kv I R CTHIBREN TWET, Ziud, IKESA hr v 7
vy N CHEET T N EDORIEIN KD, HDWEEET R N DY v
F—T7 4 — L R TEHT b U DBFETIKESAD YV v — 7 4 —/)L REDREANELEDbNT-Z &
EEWLET, 2B RET LA, IKESA BLOFICEET % 7 — 2 SRk S n
RODT, ZTNERTZ U RPVITEWRAS VX 2SO LR £H A,

WET7V a0 AE, 27— VANV ITHEAAENRTOET,
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113114

713115

13117

713118

713119

naa |

15_7‘ Vi ‘t'—:/ $Threat Defense-7-713114: Connection entry (conn entry internal address)

points to IKE SA (SA internal address ) for peer IP address , but cookies don't match
BN Y 7 o 2T =T —RNEAELE LT,
HWET Y 2 ay MEPRR LWL, Cisco TAC IZBMWEhELZE0,

15—)‘ “Jt—:) %$Threat Defense-5-713115: Client rejected NAT enabled IPsec request,
falling back to standard IPsec

£ BA Secure Firewall Threat Defense 7731 A 23 IPSec over UDP Z i L L 5 & T HRANR Y T
ATV MZEo>THE SN E Lz, IPSecoverUDP Zfi 3% & NAT 734 A&/ L CTH%E
D7 A 7T > binSecure Firewall Threat Defense 7 /34 A~DIREIEE b RV EHESLTEET, 7
TAT I, ZOBEEEZ TR — R LTWaWnh, I OMEEZEHT I I IRESNT
WRWoD | BERZES LR H Y £77,

W73~y Ry REET7TOary 74Xl —a LV EHERLET,

I5—4 “Jt—:) $Threat Defense-7-713117: Received Invalid SPI notify (SPI SPI Value
) !

SRBASPIEIZ & o Tkl 472 IPSecSAN, VE— M ET TT 7T 4 7 TIERL R0 F LT,
VE—RETRIT—RrEN7h, Vey hSNEAEEERSH D 77,

HWR7I a2 ZOMET, ETICXL > b7 SA SN STV eV 2 & % DPD 235i%q#%
5L, FTIEENET, DPDAA R—T TR o TV WAL, B ZF2 oL adF
B CHEMES LR TSR0 RNWZ ERH Y £9,

Io5—*4 ‘yt—*‘) $Threat Defense-3-713118: Detected invalid Diffie-Helmann group descriptor

group number , in IKE area

£%8A group_descriptor 7 ¢ —/L RIZH A — h S TWRWENR S ENTWE Lz, BIfEYFHR—
MENTWBEDIE, Z7A—71, 2, 5, BELORTEIFTT, centry DHA1%, group_descriptor
74—V R, FEERMRERENT 4 E— T MR o TND L ERTIED0ICHREIN TN D
ZEHHVET,

7532 U7 Diffie-Hellman 2> 7 4 X b— 3 VAR LFT,

ITo5—H* ‘y’b-*‘) $Threat Defense-5-713119: Group group IP ip PHASE 1 COMPLETED
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113122

713123
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SRBAIKE 7 = — X 1 BWIEEFHTLE LT,
WREF7HI 3y RE,

IZ5—AYHE— sThreat Defense-5-713120: PHASE 2 COMPLETED (msgid=msg id )
SBAIKE 7 = — R 2 BNEFKTLE L,
WR7I a2y R,

15—)‘ V) t—:/ $Threat Defense-7-713121: Keep-alive type for this connection:
keepalive type

HBAZO R RMCH L THEAENTWAEXF—TTI9A T A= LDEA T ERLET,
WREF7I 3y RE,

Io—XAw t_:/ $Threat Defense-3-713122: Keep-alives configured keepalive type but
peer IP address support keep-alives (type = keepalive type )

BEAX—T T ITATNZOT AL ZTH LT ELBATITHRESNTNDH, IKEET A
X—TTIATEFR—FL TS, FLEFLTHEREA,

WRT7 V2 aY ZOREVPERNTH 56, LBIIAETT, BRNTRONEEIE, #70
FNRAATCKEF =TT IA T a7 4FXal—a  HEFELET,

15—)( Y t—:/ %Threat Defense-3-713123: IKE lost contact with remote peer, deleting
connection (keepalive type: keepalive type )

BB THI S NN Y E— NIKEET RN —7T 74 ZISE Lo T-7-%, IKEET
SNOEEREBET LE LT, 2OA vy E—UI0E, HHENGXF—TT 74 T A D= LNEE
ﬂ‘(b\iﬁqo

WET7H a0 RE,

I5—Aw t— sThreat Defense-3-713124: Received DPD sequence number rcv_sequence #

in DPD Action, description expected seq #
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13121

713128

713129

713130

nnz1 |

AU E— NIKEETH, PHIENFEY— A AERLRLAL— L 2FR L L 4|2 DPD
FEELELE, Ay MIFEEINET, Zhid, Xy NU—F7 TOXRT y MEERORER
RLTWAEARH Y 77,

HREFTH a0 RE,

Io5—XAw t—:/ %Threat Defense-3-713127: Xauth required but selected Proposal does

not support xauth, Check priorities of ike xauth proposals in ike proposal list

SREAE’ T 2 XAUTH #%E1TL X 9 & L7223, Secure Firewall Threat Defense 5 /31 A 2% XAUTH
IKE 7 e R —YFLEBmR Lo AaIcEranE 7,

WEF7H 32 IKE aR—W/L U R kTIKExauth 7" 2 N —W )L OESENER 2 TR L £,

15_)( v t_:/ %Threat Defense-6-713128: Connection attempt to VCPIP redirected to VCA

peer IP address via load balancing

HBAVCPIP IZHEE L LD L LT, B— R RF UV TAMDOD LIV DWW TIZY XA LY
FaiE L,

WET7H a0 RE,

Io—XAw t—:/ $Threat Defense-3-713129: Received unexpected Transaction Exchange
payload type: payload id

$%BA XAUTH %7213 Mode Cfg FIZ THI L7en_A o — RB3ZE3hE Lz, Ziuk, 220
ET BRI L TWenZ & XAUTH £721EMode Cfg D/X—2 a2 v —F LanWZ & U E—
kBT Y2 RECICHEILL TV Z L A2/R L TV AHARH Y £7,

HEF7V a3 ETHTCar 74 Xalb—va EERLET,

IS— XAy t_:/ $Threat Defense-5-713130: Received unsupported transaction mode attribute:
attribute id

HEBAREY R — P EINTWRWERNR T o7 v gy — KB (XAUTH % 721% Mode
Cfg) (TR DERET NAANZFE LE L, 8%, ZIUIREDZRVIREETT,

RT3y RE,
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713133

713134
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Ia—)( Wt —< sThreat Defense-5-713131: Received unknown transaction mode attribute:
attribute id

SRBAREF O BIEO®PAAN TH DL T Vs v g — NEM (XAUTH %7213 Mode Cfg) 12
%t % B3Rk % Secure Firewall Threat Defense 7 /34 2 3% Z LE L7z, BMHEIIAZDTHH LW
NR=VarPar7 4 Xal—raryET—RTEFIR—-FEINTVE0, BT BREREE
I EHED B A EAEEFE L TV D AR SV £3°, Ziud, BtoRBEIZIT2 0 FEA
DL BT OREICKEET 258060 £7,

HRFTH O ay RE,

I5—*wt— sThreat Defense-3-713132: Cannot obtain an IP address for remote peer

HBANLDT FL AT INH2—T 4 VT A oDV E— N TI7RR I TA4T b
DIP 7 LRIk L BRI 72 SNVER A

WRFPILaVIPT FLABEY Y THEDa L 7 4 Xab—3 g UEAERLET,

15—)‘ “Jt—:) %$Threat Defense-3-713133: Mismatch: Overriding phase 2 DH Group (DH
group DH group id ) with phase 1 group(DH group DH group number

BB E SN T = — X 2PFS Vv —TF N, Tx— X1 L Tx I =— &N/ DH Z
N—TLEIp o5 TWE LT,

HREFTH O ay RE,

IS—XAwy t—:/ %Threat Defense-3-713134: Mismatch: Pl Authentication algorithm in the
crypto map entry different from negotiated algorithm for the L2L connection

BBARYE 4172 LAN-to-LAN 7 2 7R —H/L78| LAN-to-LAN #5524 L CZ I AN b= 7 1
A= LR EF, EHLDMBBE/NTISCT, s 7o R—FARnEHINE

o

RT3y RE,

4%y

15—% ‘y‘b-*‘) %$Threat Defense-5-713135: message received, redirecting tunnel to

IP address .

£%BA Y & — bk @ Secure Firewall Threat Defense 7 /3A A TOB— K RXT7 L T DD K
FNNY XA VL7 FERTWET, REDIRECT CONNECTION @A/ 7~ h&Z{E L E L7z,
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713136

13137

713138

713139

713140

1313 [
iy I N

Ia—)( ‘yt—*‘) $Threat Defense-5-713136: IKE session establishment timed out

[IKE state name ], aborting!

AR Y —/%—|Z X o T Secure Firewall Threat Defense & /XA 2 A& v 7 BIET 75 4 7k HE
TRHEENE L, UV—s~—%. IET 7 T 4 7 DSecure Firewall Threat Defense 7 /XA A & [ 2
LEHELET,

WRT7HY a3y RE,

15—% ‘y‘b-*‘) %Threat Defense-5-713137: Reaper overriding refCnt [ref count] and
tunnelCnt [tunnel count] -- deleting SA!

BRBANELY 7 b =7 =T =3 FALE LT,
WET D 2 ay MEPRR L2WgE1E, Cisco TAC IZBMWEbEIZS Y,

Io—XAw t—:/ $Threat Defense-3-713138: Group group name not found and BASE GROUP
default preshared key not configured

MBI N—F F— A RXR—ZANICETDIP T FL R LR UARTZEHS 7 L—7RdH 0 $8 A,
Main “&— KC, Secure Firewall Threat Defense 7 /34 AR 7 +— /3w 7 L, T 74 /V k 7 L—
TOWTINTRIESNIZT 7 4 /v hOFFEIE X —OFH2RAE T, 774 /L hOF[E
AF—ITREINTVEEA,

WE7 a3y FRAF—Da 7 XaL—2a VAR LET,

Io—XAwy ‘t'_:/ $Threat Defense-5-713139: group name not found, using BASE GROUP default
preshared key

P N—T F—HR—ZANIZETDIP T RLR LR CARTERFFS N L Z—TRéb D
* ¥ A, Main £— FC, Secure Firewall Threat Defense 7 /31 AN T +—L X7 L, T 7 %
IV TN—TTCEREENEZT 74V bOFRHEF—2FEHL £,

WREF7Y a2 RE,

15—% v t_:/ $Threat Defense-3-713140: Split Tunneling Policy requires network list

but none configured
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HEBAATY b bRV TR =N I RZNVDAT Y v hEIFR—H/VLANT 7 & A
OFFIIHESNTWVET, VPNV T4 72 MRERT AEmEETIZIZ, 7Y v b b
Y ACL REBESNTWAMERH Y £77,

HRT7ISIVACLOAL T 4 FXal—va R LET,

13_7( ‘yt—*‘) %$Threat Defense-3-713141: Client-reported firewall does not match
configured firewall: action tunnel. Received -- Vendor: vendor(id) , Product product (id)
, Caps: capability value . Expected -- Vendor: vendor(id) , Product: product(id) , Caps:

capability value

SR 7 94 7 MTA A b—/)L &7z Secure Firewall Threat Defense 5 /31 A 23R E S 172
WZH D Secure Firewall Threat Defense 7 /34 A & —FH LEH A, ZD A vE—0F, EEOM
EFPHISNIMEEZ Y ARL, PR T LD, FRITFFTSNEPERLET,

WRE7OL 3y 79472 MO A ® Secure Firewall Threat Defense 7 /31 A & A A
h— L9259y, F721% Secure Firewall Threat Defense 734 A a7 4 X2l — g Va2 K
HLARTNE s tnb 7,

I%—)‘ ‘y‘b—*‘) %$Threat Defense-3-713142: Client did not report firewall in use, but
there is a configured firewall: action tunnel. Expected -- Vendor: vendor (id) , Product

product (id) , Caps: capability value

B 7 7 A 7~ M ModeCfg % f# J§ L THfi 1 @ Secure Firewall Threat Defense 7 /31 A % ¥
HELEEATLER, #EDPKLETT, ZOAXV ME, PHanElEZ Y AL, brxr
DT Leh, EREFF T sz s LET, BESUTFHO%OEMEIL, FFaf ST T
PRBOE » b~ 22 TF,

#WR7O a2 7747 MIBIOME A O Secure Firewall Threat Defense 7 /34 A %A > A

~— L9579y, F 7213 Secure Firewall Threat Defense 734 A D a7 4 X2l — g VB K
FLRTNE R o2nWZ Enb F9,

I%—)‘ ‘yt—°) %$Threat Defense-7-713143: Processing firewall record. Vendor: vendor (id)
, Product: product (id) , Caps: capability value , Version Number: version number , Version

String: version text

EREA 7 A 72 MZA v A h—/L Z Tz Secure Firewall Threat Defense 7 /34 A (B3 57 /3w
THERPFRRINET,

RT3y RE,
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713144

713145

713146

13147

nau |

I5—Aw t—:) %Threat Defense-5-713144: Ignoring received malformed firewall record;

reason - error reason TLV type attribute value correction

SBAR R 72 Secure Firewall Threat Defense 5 /XA A [E# a7 74 7 b bHZ{ELE LT,

#RF7H 3> 7 T47T 2 FE I Secure Firewall Threat Defense 7 /31 A THAHD =7 ¢
Fal—varaEs LET,

15—9‘ Y t—:/ %$Threat Defense-6-713145: Detected Hardware Client in network extension

mode, adding static route for address: IP address , mask: netmask

HEBAR Y NU—JHEE—RON—RT =27 774 T "o 2ARErIro— &
N "R =T 77347 bOBERIZHDLTTAN— b Xy NI—FTHIZAZT 4 v 7 )L—
FRBIMENTWET, ZOFFREIZL > T, SecureFirewall Threat Defense 7 /3 A A X, ~v K
T RDTTAR=MINZHHTRTOL—FIZYE—F Xy NT—7 EZMLEDHZENTE
F7.

RT3 RE,

Io—XAw t—:/ %$Threat Defense-3-713146: Could not add route for Hardware Client in

network extension mode, address: IP address , mask: netmask

BRBANELY 7 b =7 =T =3 BALE L, Xy P —JHIRE—RON—FU =7 7 F
ATV PO N FANRRA T = SN, N—RU=T I I73A4T 2 FOBERIZHDLTTA
NR—=h Xy NT—=VHICAZT 4 v 7 N— BT 2R BB LE L, V=T 47
T=T AR ENNZR S TNDED, T Ry =7 =P8 ALFREER S Y 7,

WET D 2 a Yy MEPMRR L72WgE1E, Cisco TAC IZBMWEbEIZS 0,

15—)‘ W) t_:) $Threat Defense-6-713147: Terminating tunnel to Hardware Client in

network extension mode, deleting static route for address: IP address , mask: netmask

ARy NU—ZHLRE— RDON—RT =T 7 74T 2 b~O MU RABRESIL, ~N—F
V=T IIAT L FDOERTTIAR— Xy NI—IAORAZT 4 v 7 L— FDBHIBRES
TWET,

HRETH O a Ly RE,
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Ia—)( W) t—:/ %$Threat Defense-5-713148: Terminating tunnel to Hardware Client in
network extension mode, unable to delete static route for address: IP address , mask:

netmask

SRy NU—JHEE—RON—FRU =T 774 T2 h~D PRIV ERELTND L E
W2, "—Ru=T7 79347 NOBERIZHDTTAX—hK Rxy hT—T~D)L— N ZHIRT
TFEHA, ZHIE. TRy 7R3V 7 by 2T OMEEEWRT 2580350 £,

RT3 N—T 4T T—TNEREIT, = IREIIRN AR LET, L—
M3 HDEAIE, FEITHIRTALERSHDETN, N—RUx=T 77472 D F RV
NEZICHIR S NGB ITET,

Io—XAw 1t — 9Threat Defense-3-713149: Hardware client security attribute

attribute name was enabled but not requested.

SR~ K K Secure Firewall Threat Defense 7 /XA A TSN/l —RKUv =27 754
T X2 T A BERA R—T NIl TNDD, VPN30R2 N~ RT7 =T 747k
Lo TEMENERINERFATL,

WR7HL 3 — R T 7547 FCar 7 4Xal—a R LET,

Iﬁ—)‘ v ‘t'—:/ $Threat Defense-3-713152: Unable to obtain any rules from filter ACL tag

to send to client for CPP, terminating connection.

SRBA2 Z A 7 kT CPP Zf# fl L T% @ Secure Firewall Threat Defense /31 X #7m Y g
ST THIVBENSDLIN, ~y R R TNRALANRT T4 T b~EETH ACL UG T
FHATLE, BKE LT, REDBRYNEZLNET,

WF7H2a3V 75 AT L MO NA—F RY S —TCPPITxf L THESINT ACL 3 L
ij—o

15—)‘ “Jt—:) $Threat Defense-4-713154: DNS lookup for peer description Server

[server name ] failed!

FEAZ DA v =V, SN — =25 DNS v v 7 7w TR S R o T2
BRIl FRSNET,

#2427 2 > 3 > Secure Firewall Threat Defense 7 /34 A ED DNS —/3— 27 ¢ Fa L—
vareRLET, £l DNSV— =472 a L NlRoTWH I L e IPT LAYy
BT ADRA N ERF>T0D 2 EEMERLET,
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713155

713156

113157

713158

1355 [

Io—XAwy t_:) $Threat Defense-5-713155: DNS lookup for Primary VPN Server [server name

] successfully resolved after a previous failure. Resetting any Backup Server init.

B T4~V B— = ZkT B LRTO DNS L 7 Ty FOEBIT L - T, Secure Firewall
Threat Defense 7 /34 A NNy 7 T v 7 BT 2L L2/ MR H D £9, ZOX vt —
X, 7794~ = N"—=TOHEDDNS Vv 7 T v TREEIZKI L, Ny 7T v H—
N—DOPHtZ )y FLTWAZ EERLTWET, ZORS > LB ESE b
YEME, TIA) = —Zmi b ET,

HRTH O ay RE,

ITo5—H* ‘y‘b—*‘) $Threat Defense-5-713156: Initializing Backup Server [server name or
IP address ]

BB TAT NNy I T TS =Nl T == V=R = LT DD, TTA=Y Y
IN—Z%FT DB DNS /Ly 7T v 7ML LT=Z 12X Y Secure Firewall Threat Defense 7 /31 &
NN 7T T ==L LE LTz, ZOFRA 2 MO RBICHHEHL Iz b o,
B ShinNy 727 v 7 P—_—ZmiF bivET,

WREF7Y a2 RE,

15—9‘ Y t—:/ %Threat Defense-4-713157: Timed out on initial contact to server
[server name or IP address ] Tunnel could not be established.

SRBAZ T A4 T 2 R IKEMSGL Z 55 LC MR HIHE L L 5 & L7225, FHTAID Secure
Firewall Threat Defense 7 /31 A MO EEZELERATLE, Nu I T v —s—%ff
HTE56, 7747 MIERLOWTCHERL LD & LET,

W75 3>~y R FD Secure Firewall Threat Defense 7 /31 A ~DHEk 2 il U E 1,

15—)‘ “Jt—:) %$Threat Defense-5-713158: Client rejected NAT enabled IPsec Over UDP
request, falling back to IPsec Over TCP

ERBAZ 7 A4 7 R IPSec over TCP Z 2 L 2 RE I TUWEJ, Secure Firewall Threat
Defense 7 /31 A3 IPSecover UDP A L k9 LT 25RANB T T4 T M- THES S
F L7,

RT3V TCP 2 A BT H5E. WEITARETT, ThUANDEEE, 77947 b =
V74X 2 — g VEHERLET,
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Ia—)( ‘yt—*‘) $Threat Defense-3-713159: TCP Connection to Firewall Server has been

lost, restricted tunnels are now allowed full network access

£iBA Secure Firewall Threat Defense ¥ —/3N—~ TCP N EDRERIC L v kbihvE L,
FRELTE, == RNUT7—F L7, Xy U=V ORMENRHEELT, SSLOI A~V v F
MWEA L, RERHY ET,

RT3 U MIMIER L ST RIS — =D N Kb a1, ==Lt 3%y
U — 7 O A MRS T D MENH Y £, ARSI ITRDbR A T SSLigE
DOMEEBEWRT L0830 77,

I%—)‘ ‘y't'—*“) $Threat Defense-7-713160: Remote user (session Id - id ) has been granted

access by the Firewall Server

£iBA Secure Firewall Threat Defense ¥—/N—~D U E— s o—H — Dl OFRIAENEITENF
L7,

RT3 RE,

Io—XAw t—:/ %$Threat Defense-3-713161: Remote user (session Id - id ) network access

has been restricted by the Firewall Server

£5BA Secure Firewall Threat Defense $—/N—(%, = —F—% R T 2L ENHDH T L E2RT A v
‘& — % Secure Firewall Threat Defense 7 /3 A A (2255 L& L7z, Z4uZiE, Secure Firewall
ThreatDefense ¥ 7 b =7 DT » 77 L— RRFADEL R L WS ONOEBARH Y £,
Secure Firewall Threat Defense —/3— (%, WWEENETT5 L3I, 22— —%2%LT 7 &R
E—NIIBITLET,

WRE7H9LO3 2a—V—RNELT7 7R ET— NIBITENZR2WRY , WEIZRETYT, i
WEAT I N WEGE . FEITH OB OIS L OV £ — & ~ v THEITH D Secure Firewall
Threat Defense > 7 b W = 7 OYRBEIZ DU TiE, Secure Firewall Threat Defense V—/3— % £ JR
LET,

15—)‘ “Jt—:) $Threat Defense-3-713162: Remote user (session Id - id ) has been

rejected by the Firewall Server
£iiBA Secure Firewall Threat Defense ¥ — 3— %, ZO=2—V—%2 S L F LT,

327 U © 3 > Secure Firewall Threat Defense h—/3N—ZEBI1F 5 AR Y & —fF#R T, = —¥—NIE
LSEESNTWND Z EZMHERLET,
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713163

713164

713165

713166

113167

1363 [

Ia—)( ‘yt—*‘) %$Threat Defense-3-713163: Remote user (session Id - id ) has been

terminated by the Firewall Server

£BA Secure Firewall Threat Defense — X— N Z Do —H— o a2 TLELE, Ih
L, AN -2 MR IAT U U TEEREIL LIZSEAER. EX2 T 4 R
=NV E— b 2—P =L o AL NDOFETEREINTZSAICEELET,

HELZE 7 49 < 3 > Secure Firewall Threat Defense Y 7 b7 =7 N7 A4 7 v b <~ o TEfEL e
j“(l/\é; & k\ T) /‘—Z) _—LEI_/l/\: &%Eﬁmubij—o

IS5—4 ‘y’b-*‘) $Threat Defense-7-713164: The Firewall Server has requested a list of

active user sessions

£ BA Secure Firewall Threat Defense —/3—3, HWTF—2 B3 H B Z L =R LI=HEL (U
T—RTEY) By var F—EFEESEREAIC, Byl a MAEREAERLE T,

RT3y RE,

15—)‘ W) t—:/ $Threat Defense-3-713165: Client IKE Auth mode differs from the group's

configured Auth mode

BT A NGFHEEREAT AL IOREESNTWVWERY —% bR I —TREL TS
LEIZ, V94T IR FEREAES LRI LE LT,

WRT7O2av 7747V MREEZHRLET,

IS—XAw t—:/ $Threat Defense-3-713166: Headend security gateway has failed our user

authentication attempt - check configured username and password

REAN—RT =7 7 747 2 RPYRERREICRIR L E Lz, ZhudsE o<, 22— -4 L
AT — RO E TR — N—DOETT,

WR7IOIVRELT2—P—Z LR T— ROENREMT—EHT DL a2MRLET, £
71:_\ N ]\I/ ]\O)mun 'U-“_‘/\‘_‘ﬁ)ibﬁzbfl/\é;k%ﬁﬁ;ubiﬁ‘o

15_)( “Jt_:) $Threat Defense-3-713167: Remote peer has failed user authentication -

check configured username and password

HEAY E— P 22—V —DBRREOIERICKRR L E Lz, ZhidBE6L, 22— L AT —
f\@ﬁ:ﬁﬁﬁif; nunﬂ:.qj“’—'/\"—“@ﬁﬂﬁg“(‘a_
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WRTIVIVREL 2= AL RXRT— FOEREMTHTHZ L 2B LET, £
2. VE—Fa—F—OFEIEHN L TOWDFEIET —S—2EEL TWD 2 L bR L £

15—)‘ vt—*‘) $Threat Defense-3-713168: Re-auth enabled, but tunnel must be

authenticated interactively!

BB — FE RO FRGEN A F— 7T o TOB S, b Y R AR CTFIIC £ A A GE
<

WETH a2y FHICLANAEFLET 556, ARIIAETT, ZAUAOHAIT, RIFHH
DBFEay 7 4 Xal—va U EHERLET,

Ia_)‘ ‘y’b-*‘) %Threat Defense-7-713169: IKE Received delete for rekeyed SA IKE peer:

IP address , SA address: internal SA address , tunnelCnt: tunnel count

SRBA S — AR E T LIZBICH W IKE SA ZHIBRT 572912, IKE2X Y £— bk 7 225 HIR
Aob—TuEZEFELE L,

RT3 RE,

15—)‘ “Jt—:) %$Threat Defense-7-713170: Group group IP ip IKE Received delete for

rekeyed centry IKE peer: IP address , centry address: internal address , msgid: id

FRBAIKE 1%, 7 = — X2 F—FARNE T LI2BICH W centry ZHIFRT 572012, UVE—
ETNLHIRA vE—VERZELE LR,

HREFTH O ay RE,

IS5—XAwy t_:/ %Threat Defense-7-713171: NAT-Traversal sending NAT-Original-Address
payload

588 UDP-Encapsulated-Transport 73, 7 = — X 2 FIZIRR F o IXBIN SN E Lz, ZOHE,
NAT-Traversal FAIZZ DA o — F&EEFELET,

WET7H a0 R,

15—)‘ Vi t—:/ %$Threat Defense-6-713172: Automatic NAT Detection Status: Remote end

is |is not behind a NAT device This end is |is not behind a NAT device

£iBH NAT-Traversal 7 NAT Z B#ifaH L L7z,

. Syslog # v t—<° 701001 ~ 714011
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13174

7113176

N3

113178

713179

nan |
iy I N

Ia—)( W) t—:/ $Threat Defense-3-713174: Hardware Client connection rejected! Network

Extension Mode is not allowed for this group!

NNV 2T 74T bRy NI =T PRRE— REZHEALThrx 23 TLE L
e, Ry PU =7 PR — N3RPT STV ERE A,

HR79230 Xy hI—JBEE—REPATE— KDy 7 4 Xal—va &L T
g8 LE7,

15—% v t_:/ %Threat Defense-2-713176: Device type memory resources are critical,

IKE key acquire message on interface interface number , for Peer IP address ignored

i BA Secure Firewall Threat Defense 7 /XA A 23, "REINTZET ~D PSec b Rk/N% U H—7
HIbDOTF =2 EBUF L CWET, AEV U Y —=RIEKRIREROT, hrxrEEnll b
Bt L CWER A, T—F X7y MIEHIN, BEINE L

RT3 2 JRENRIE U726 13X, Secure Firewall Threat Defense 7 /XA A D3RIERAYIZ
BRESINTWDZ EE2HERLET, 2T 7V —3 3 Tld, Secure Firewall Threat Defense
TNRAAZADATY BTV ERH D AREERH Y 7,

Iﬁ—)‘ v ‘t’—:/ %Threat Defense-6-713177: Received remote Proxy Host FQDN in ID Payload:

Host Name: host name Address IP address , Protocol protocol , Port port
BB FQDN 2 5127 = — R 2ID <A B — RRET MHZEINE L,
i I N

Io—XAw t—:/ %Threat Defense-5-713178: IKE Initiator received a packet from its peer

without a Responder cookie
SEBANEY 7 hU 2T =T =0 AELE LT,
WRT D 23y BBEPR LR WEE1E, Cisco TAC BV EHEL ZE 0,

15—)‘ v t—:/ %Threat Defense-5-713179: IKE AM Initiator received a packet from its
peer without a payload type payload

BRBANELY 7 bV =7 =T =3 FALE LT,
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WET Y L ay MEPMRR L72WgE1E, Cisco TAC IZBMWEbEIZSU,

Ia—)( W) t—:/ %Threat Defense-3-713182: IKE could not recognize the version of the

client! IPsec Fragmentation Policy will be ignored for this connection!
BEBANEY 7 hU 27 == AELE LT,
HET O S 3y BBERRR L WIEEIE, Cisco TAC IZBWAEDHE I,

15—)‘ v t—:/ $Threat Defense-6-713184: Client Type: Client type Client Application
Version: Application version string

BB FGAT U RDANL =T A T VAT AT TN = a D= Y a URFRENE
T HHREAFTERWVEAIT. NADRINET,

HREFTH a0 RE,

Io—XAw t—:/ $Threat Defense-3-713185: Error: Username too long - connection aborted
BB IAT U MR ESHBRRES DTS ERL, FrRARGIR S E LT,
WRET7OVay a—F—AzxEdL, LBEIIUSUTERLET,

15—9‘ v t_:/ %Threat Defense-3-713186: Invalid secondary domain name list received
from the authentication server. List Received: list text Character index (value ) is
illegal

BRI E A R A A 4 U R R3ARES RADIUS #8GE — N—h b2 fE S E Lz,
27Uy b RURABMERENTWDEHRE, 2OV A NI, 24T 2 b2 bRV TR
RERFNAAL HRLUET,

#2527 9 < 3 > RADIUS #—/3—"T Secondary-Domain-Name-List & (2 &% —I[E A O g1t
29) DIREZFTIELE S, VA MIL B~ XREDDRAL DY X & LTHRET DME
Wi ET, NAAL LTI HEET. " 7>, T EUA RETEDLZENTEET,

Io—XAw t—:/ %Threat Defense-7-713187: Tunnel Rejected: IKE peer does not match
remote peer as defined in L2L policy IKE peer address: IP address , Remote peer address:
IP address

. Syslog # v t—<° 701001 ~ 714011
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HBAZO R RAEFBEBELEYDELTWAIKEETIE, ZEINFYE—F TRy MIA
AV RENTZISAKMP 2> 7 4 X2 b —3a VNTRESNLZIKE YT TlEdb vy 5 A,

WRF7HIa3 ~y R U REETORALBENELW 2B LET,

713189

IS5—XAw t_:/ %Threat Defense-3-713189: Attempted to assign network or broadcast

IP address , removing ( IP address ) from pool.

BMBAT—ANLDIPT RLAE, 2OV 7Ry bOXRy N =7 37— REFx X 7
KL ATE, ZO7 RLRIZIE, EHARTTO~—7 ™ fHFonEd,

HR7H a3y @, ZHEIMEORNE T —TFR, IPT KL A F—)bar 7 4 Falb—
Va el HMEND D 7,

713190

15—9‘ “Jt_:) $Threat Defense-7-713190: Got bad refCnt ( ref count value ) assigning
IP address ( IP_address )

EHEAZDOSADY 7y LA YL Z TG,
WREFH a3y R,

3191

15—)( “J‘t’—:) $Threat Defense-3-713191: Maximum concurrent IKE negotiations exceeded!

£iBA CPU IC B OB IE E{LEE 2 &/ NRBIZT A 7-% . Secure Firewall Threat Defense 7 /3
A ZNTEF OBt A = — a VOERIRL TWET, FrLngrIrm—r 3 TR
iz & = Secure Firewall Threat Defense 7 /34 A 233 TIZHIFRMEIZE L TV A5G, HrLn
FIAvT—va AIHERESNE T, BEFOERRr I = —2a URET T 5L B LW
v —a URFOFFRTSRET,

#2274 > 3 > cryptoikevl limit max-in-negotiation-sa =~ > K& ZM L T 72 &, il lRE
ERELTHE, XT3 —< U ANKTTHAEEMENDH Y 7,

713193

Io—XAwy t_:/ $Threat Defense-3-713193: Received packet with missing payload, Expected
payload: payload id

£iiBA Secure Firewall Threat Defense 7 /31 A2 23, | DE I3 O R ELA 0 — RE 26 ED
RS A T O S E LI SR S e Ny FEZELE L, B%. e T ICHE
NHDHZ EEERLET,

W73V ETHENRIKE A vE—CEFELTWAZ L AR LET,

Syslog # v —<° 701001 ~ 714011 .
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Ia_)( ¥ t—:/ $Threat Defense-3-713194: Sending IKE |IPsec Delete With Reason message:

termination reason
FBAM TN = — RZFFOHIBR A v B —VBRZESNE LT,
i: 3 A D S

Ia—)( “Jt—:) %Threat Defense-3-713195: Tunnel rejected: Originate-Only: Cannot accept

incoming tunnel yet!

5B originate-only B 7 WERBHHEZZITAND Z ENTEX LD, TAD P2 ko RV EVER
L7272 T3, ZORET, EOFMMNLTHLT —ZITBMDO 7 =— X2 b RVEBLGT
TET,

HWRTH L a U HOEEELHLET 551X, originate-only 227 4 X2 L—3 3 U E RET S
b0 ET,

I5—AYE— sThreat Defense-5-713196: Remote L2L Peer IP address initiated a tunnel
with same outer and inner addresses. Peer could be Originate Only - Possible

misconfiguration!

SHBH U = — I L2L ©°7 72 Public-Public F v f/LZ&BAELE L, VE—FL2LETIL. $ 9
—FHOETNOLDIGEZWRELETN, ZOIRBEEZELETA, RENE - TV D A[FEMED
HYFET,

WRFZIa ORI TILAL Ay 7 X2 l—a v BB LET,

IS—XAw t—:/ $Threat Defense-5-713197: The configured Confidence Interval of number

seconds is invalid for this tunnel type connection. Enforcing the second default.
SRER 7 N — T NOFREE K # Confidence Interval 238 Zh72fiFHN T,
RT3y JV—THNOREEORENANLRTEHNTH DL Z L 2R LET,

Io—XAw t—:/ %$Threat Defense-3-713198: User Authorization failed: user User

authorization failed. Username could not be found in the certificate
SRBEAENIC T —ADR RO 6N T L Z R T RESCTAIN R RS NET,
HET7I AV IN—T a7 4 FXal—var b 7470 FRAEHERLET,
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713203

7113204

713205

n319 [

ITo—XAwy t_:/ $Threat Defense-5-713199: Reaper corrected an SA that has not decremented

the concurrent IKE negotiations counter ( counter value )!
Y —R—=lZX o THEY 7 b =T =7 —0FTIESVE LT,
HWET Y 2 ay MEPRR LWL, Cisco TAC IZBMWEhELZE0,

15—)‘ v t—:/ %Threat Defense-3-713203: IKE Receiver: Error reading from socket.

BRBASZASE L7ZIKENT » FOFAIY I T =AU E Lz, @, ZhEHE=7—7T
HY, V72T ORMEZRLTHWDAREERSH D £,

WREF7 a3y BEE., ZUEEOZRWIREETHD . VAT AL THBRNICETES N E
9, BEED L7234 . Cisco TAC IZBWWEhbHE L &,

15—)‘ ‘yt—*“) $Threat Defense-7-713204: Adding static route for client address:
IP address

B DOA v E—IiF, BETREDVYTCET RLA~NDONL—  NERFINN— R =T 794 T v
MZloTIRESNTZR Y NTU—T ~DJ)L— "B NV—F 4 T T —TVBMENT-Z & &R
LTWET,

HREFTH a0 RE,

15_)‘ ‘yt—*‘) %Threat Defense-3-713205: Could not add static route for client address:
IP address

HBAZ ZA T MREY YT RV AADNL— M ETIN— R0 =T 7547 MZE»T
RSNy NT—T7 ~ON— 2 BMNT 2R BB LE L, U, v—T 47
F—TNEFIIE LRy NI —2 T RLATONL— FOBEEZBER L TVWEEHEALH F
T —FOEEIZ. V— IRELLZ Y =2 T v FENTWReWh, D07 5472 bR
Fy NT—=J FF T RLAZEFL TS Z LIk TRAELET,

WR7HavIPu—Hh) = a7 s Fal—iar, BLOREOMOMET O IP 7
RLAE Y YTAH =2 (DHCP°RADIUS 72 &) 2#F =v 7 LET, V—T 47 T—
TNADBENL— FREEESNTVWAEZ L 2R LET, /2, ETICBIDE2 %Y hU—IT R
L2ZDary7 4 Fal—a bRl ET,
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Io—XAw 1t — < 2Threat Defense-3-713206: Tunnel Rejected: Conflicting protocols specified
by tunnel-group and group-policy

BMEAINL—T R O —THRE SNIFFRELD R0, by Z—T DFRENDF
AEHD F R L B o TWTzDIT, b RAREIR SIVE LT,

WE7O 3y bV ITN—T LI N—T R —ORELZF =7 LET,

ITo5—H* ‘y’b-*‘) $Threat Defense-4-713207: Terminating connection: IKE Initiator and

tunnel group specifies L2TP Over IPSec

%BA Z @ Syslog 1%, GW 23F{EMIT KRV 7 —7 % A 753 L2TP over IPSEC DIGA I, #2
AT LTS ikevl IZxF L CHEREINET,

WET7H a0 R,

= ool

15—)( “Jt—:) %$Threat Defense-3-713208: Cannot create dynamic rule for Backup L2L

entry rule rule id

SREAIKE % b U 4 — L CIPSec 7 — & Z iU LFE4~ 2 ACL DERGIFICIEE N A L E L,
TOREEIFINy I T FLAL I T 4 X2 b —a SIEAETT, TR, 27 4 X2 b—
varxTzI— XNV T 4 T—, FLRIEFINE Y7 b 2T =I5 —ERLTWVWDAIERH
D ET,

WRT O 3y R REOERS L O AED VPN ko L% ffEH LT Secure Firewall Threat
Defense 7 /34 A BNELTINTWBHEAIEL, ATV OMEORREENH Y 3, Ths0G
G NI Ty T RRLBIOZ IV v~y T ar7 4 Falb—ray 7V T~y
LB BTV D ACL) iR L E T,

15—)‘ ‘y’b-*‘) $Threat Defense-3-713209: Cannot delete dynamic rule for Backup L2L

entry rule id

FBAIKEZ |~ U 77— L CTIPSec 7 — % & 1E L < AALHY 5 ACL OHIFRIFICHE S FA L E LTz,
TOEEFIANAY 7Ty FI2L A T 4 Fal—a VICEBETT., 2. NV 7 T
T —NFEET AN H D 2 - L TWET,

TS ay MENRPR LW A1, Cisco TAC ITBRIVWE b L &0,
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Io5—AvYy 1t —< sThreat Defense-3-713210: Cannot create dynamic map for Backup L2L entry

rule id

ANy 7Ty T L AT 4 Fab—ra VIHETOXA ST I VT R vy T DE
A 2 h— L OIERBHCREE RS RA LE Lie, AL, 2V 7 4 Fal—varxi—,
Xy T4 TT— EEINEY T R 2T T5—A R LTSI ENH Y ET,

WEBTH a3y BEREOERGS X O KRED VPN b o1 Laf#EH L T Secure Firewall Threat
Defense 7 /34 A WFEITSNTWDHEHEIE, AEVOREOREEMERH Y £7, ZLS DY
AN I Ty TFIRALBLOV YV h vy T ar7 4 Xal—rary BRIz IV T~y
EBEAHT BN TWD ACL) R L £,

I5—A*YE— sThreat Defense-3-713212: Could not add route for L2L peer coming in on a
dynamic map. address: |P_address, mask: netmask

£5BA Secure Firewall Threat Defense 7 /34 A WET DT T A _X— Kk 7 RV A Xy T —
JHAON—FZBIMLES L LTRIRLE L, ZOHBA. BT FLARANLRZ 747
Y REREFLRLETOWTANTT, ZNLOHATIIWTRE, MR EERTHDICH
AFIv 7 7V T b=y T BHERLEST, ZhIE V— FOEBEN, V=T 4T T—T
BN XN > TWD D, B L7z/b— b % Secure Firewall Threat Defense 7 /X4 A H3
HIBRL TWRWZ L 2B L TV A HAERH Y 77,

N—F 4 T T —T BN — RO D AR— AN DT L & HUvb— FSELE LR
TEEHEERLET, T ANV IWNI R o TV A HBEASHWL— FREEN TV EHEA
I, — FEHIBRL CTHBRITLE 3, REPER LRWEE, Cisco TAC IZBWEHEL7Z
éb\o

15—)‘ “Jt—:) $Threat Defense-6-713213: Deleting static route for L2L peer that came
in on a dynamic map. address: IP address , mask: netmask

£5B8 Secure Firewall Threat Defense 7 /31 A WET DT 7 A X— K 7 RV AE TRy T —
JHADON—FEHIBRLTOWET, ZOHE. 7T NUARRRRZ 747 2 FRIZIFL2L
ETOWTNNTT, ZhHDBAETIEINTNAS, PR a@@d o044 FIv 7 7Y
Th =y T A LET,

RT3 RE,

15—)‘ V) t—:/ %$Threat Defense-3-713214: Could not delete route for L2L peer that came

in on a dynamic map. address: IP address , mask: netmask
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£iiBA Secure Firewall Threat Defense /31 A BT DS 7 A _X— Kk 7 KL AFEHIIXy hT—
JHON—FEHIRLE S & LI ZITEEDEAELE L, ZO%A, 717 RLARAK
77 947y FERIZLLET ONWTATT, ZNH0HRETIEVTNnG, hrrLzid
WTDDICEAFT Iy VIV N~y ZEHLET, L— BT TITHIBRS LTV D D,
NE Y 7 b =7 =T —BREAELE LT,

RT3 N— BT TITHIBRSN TV DIEAE, BEORVIREETH D . 7351 AT IE
FICHERE L E9, RIEDERR L2WEE . 721X VPN b R TA—F 4 » 7 ORIEICY o~
JTCEAEAIE, VPNL2ZLa LV 7 4 X2 b —a b DL—T 4 TS ET KL v v TSy
EHEGRLET, M — FOEAL, YR 7 Y7k ~y FICBET 5 ACL 28 LEd, M
AR L7 W4, Cisco TAC IZBRIWAbE L 2 &0,

15—)‘ “Jt—:) $Threat Defense-6-713215: No match against Client Type and Version

rules. Client: type version is /is not allowed by default

SRR TA T NDEAT LT T AT hDR—T 5 M Secure Firewall Threat Defense 7 /N A
A TCRESNTZHRAE B LEFATLIE, 74NV DT 7 v a rRERRINET,

WREFHAV T 74NV IDOT 7 v ary EREEEZRE L, WMUAREFEEZINZ £,

15—)‘ “Jt—:) %$Threat Defense-5-713216: Rule: action [Client type]: version Client:

type version allowed/not allowed

R FAT U NDEATETTAT U ROR=Va yRHAIO1SE—FLELLE, —HD
fi R LR F RS NET,

RT3V BEEZREL, BOREELMAET,

Io5—H% ‘yt—*“) %$Threat Defense-3-713217: Skipping unrecognized rule: action: action

client type: client type client version: client version

BRBAEADNRSTND I TA T b ZATeAN—2 a VHAIBNHFELET, LERERIL,
action client type | client version action "C9 client type & client version D FF I F 72 13+E 23, Session
Management O FIZFRRENET, YR—FINDZVANLRI—F (*) [INRNTA—=FTLIT1
D1 TT,

RT3y HUEZEELET,

Io5—H% ‘yt—*‘) %Threat Defense-3-713218: Tunnel Rejected: Client Type or Version not

allowed.
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113220

13221

13222

113223

13219 [

BESNTHANC ST FA TV MILBT 7 AR ESESNE L,
KHUIARE T,

15—)‘ W) t—:/ %$Threat Defense-6-713219: Queuing KEY-ACQUIRE messages to be processed
when Pl SA is complete.

AT 2 — X1 ORTHICT2—R2DA =0 Fa—A( 0 T ENTWET,
WREFH Y RE,

15—)‘ vt—*‘) $Threat Defense-6-713220: De-queuing KEY-ACQUIRE messages that were
left pending.

BB 2 —ICANONE T 2 —R2 A v —URNE I TOET,
WEF7H a2 RE,

I5—H*vY 4t — 2Threat Defense-7-713221: Static Crypto Map check, checking map =
crypto map tag , seq = seq number...

£5 B8 Secure Firewall Threat Defense 7 /34 A N7 V7 b~ 7 TRYVELa 7 4 Falb—T 3
ERER L TOVET,

WET7H a0 R,

15—)‘ “Jt—:) %$Threat Defense-7-713222: Group group Username username IP ip Static
Crypto Map check, map = crypto map tag , seq = seq number , ACL does not match proxy IDs
src:source address dst:dest address

SEARESINTZZ U T h oy TRE L TW5B & &Z, Secure Firewall Threat Defense 5 /31 A
MNB#ET S ACL & —HTEXEHA, BH. ZTHITACLOREREH S TNWAZ L E2EKLE
—éAO

W7 232 IOV ETICHEET D ACL ZFH, VPN k2 L OiEm &)~
FAR—K Xy hT—INEESNTWALZ L E2HERELET,

15—)‘ V) t—:/ $Threat Defense-7-713223: Static Crypto Map check, map = crypto map tag
, seq = seq number , no ACL configured
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SMBAZOEYTICEETS Y~y 7N ACLIZY V7 SR THWEE A,

WR7HI a2y Zor VT s~y ICEESTS ACLRHLHZ L, ACLIZ VPN b R/Ld
WO /27 F7 4 X~ K T RLAEER Y PV MNEENTWDZ L 2R LET,

Io5—X% ‘yt—‘“) %$Threat Defense-7-713224: Static Crypto Map Check by-passed: Crypto

map entry incomplete!

SEAZ O VPN b R VICEEET 227 ) 7 h =y P CTHERERSKE L TWOET,

MEF7HOIVVPNET, NG RAT74—AL By b, B#ETAACLTXTCTZ YR <y
7ﬁ)IEL/< Eéﬂfb\é &%%H'L)Li‘ﬂ‘o

15_)( v t_:/ $Threat Defense-7-713225: [IKEvl], Static Crypto Map check, map map name

, seq = sequence number is a successful match

£iBA Secure Firewall Threat Defense 7 /31 A 282 D VPN k& Ukt L C—8+ 2880727 Y
T h =T ERELE LR,

WET7H a0 R,

I5—AYHE— 4Threat Defense-3-713226: Connection failed with peer IP address , no
trust-point defined in tunnel-group tunnel group

BREAT A AT VA NVAEAEFE LML T O X 0ICRESNTVDLIHAIE, 207 4 F 2 b—
YarYTCRIARNRA Y MERET OMERHVET, NTARRA L IR ar7 4 Fal—
arNBRELTODEEIE, ZORXAvye—UNERIN, =7 —DT7 7 PRI THNE
-g‘O

«|P _address: 7D IP 7 FL X

stunnel_group : 27 4 ¥ a2 L —a TR IARMRA U FPBRRFELTND b 7

N—"7
WR7HIaV T ZAOEHEL, 23074 Xa2l—2aThIRAMRA Y bE2EETS
PENRHY ET,

15—)‘ “Jt—:) %Threat Defense-3-713227: Rejecting new IPsec SA negotiation for peer
Peer address . A negotiation was already in progress for local Proxy Local address
/Local netmask , remote Proxy Remote address /Remote netmask

SHB~” = — X SA ZfilENr9 % & % . Secure Firewall Threat Defense /XA 2 X2 D7 1 F 42—
BTA2HL N7 2 — 2 2 HEELET,
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113229

7113230

n3zs [
iy I N

Io5—X% ‘yt—*‘) %$Threat Defense-6-713228: Group = group , Username = uname , 1P =
remote IP address Assigned private IP address assigned private IP to remote user
FEBA IKE 78 DHCP £72137 RL A F— b7 T4 T DT T A _X—MIPT L AZTfF
LZFE LT,
e group : 7L — 7 DR
e uname : L—HF—D4Hi
eremote IP_address: YV E—hF 7747 FDIPT R A
- assigned_private IP : DHCP IZ X > T, £/2iIu—A/1r 7 RL R 7—=AnbH 0 Y ToHi
577AT NPT RLX

WET7H a0 R,

Ia—)‘ vt—‘“) $Threat Defense-5-713229: Auto Update - Notification to client client ip
of update string: message string .

AT v T R ENEY T R 2T EEA L0 — R TCEBLILENRVPNIE— TR
FAT v MIBMENE L, VE—F T4 T bax—H—=2F, V94T N T &A
V7R U =2TDOT v T — b eBRTAETLRHY 7,

sclientip: VE—h 7747 FDIPT FLX

emessage string: VE—F 7 74TV MIEREENTA Y E—Y TFA |

WET7H a0 RE,

15—)‘ ‘yt_:) $Threat Defense-3-713230 Internal Error, ike lock trying to lock bit
that is already locked for type type

SMEANT T T —NREAELE LT, ZHUE, IKEV 7V ATARTTICry 7 SNTHNHAEY
v LE2ELTWAZ EaRELTOVET, Ziud, IKESA DAEVENEZHRET D
7OIFERT 2~ 74T —RNbHZ 2R LET, ZOAyE—UM, ERREY
WZEERLTWET, 72720, FHILARWA IARAL, BEMICEEINE L,

e>type: 1 v 7 OREZFSE~ 7 3 DX A FEFHHT 5 LT
HRT Y > a Y BEDSHR L72WEEIE, Cisco TAC IZBWEDEL 723,

Syslog # v —<° 701001 ~ 714011 .



[ WRAEZED

713231

713232

713233

113234

Syslog # v £—< 701001 ~ 714011 |

Io—Aw t—% <Threat Defense-3-713231 Internal Error, ike lock trying to unlock bit
that is not locked for type type

SEANE T — 0SB AELE LIz, IKEV 7V AT ANEED v 7 SN TWRWAEY 2o vy

EFRLE D ELTWD T EadfE L CVET, 4L, IKESA DAEVENEZRET L0

ERTA e~ 7 42T =Nt LET, ZOA v —UF, BERAREY BN

LERLTWET, 72720, PHILZ2WnAS Xy b4 L, BEIMICEE S E L,
ctype: 1 v 7 OMEEZESY~ 7+ DX A T E2FHT D FS

WETH L3y BENER L ARWEESIE. Cisco TAC IZBBIWEbE L &0,

Ia_)‘ ‘y’b-*‘) %$Threat Defense-3-713232 SA lock refCnt = value , bitmask = hexvalue
, pl decrypt cb = value , gm decrypt cb = value , gm hash cb = value , gm spi ok cb =

value , gm dh cb = value , gm secret key cb = value , gm encrypt cb = value

BAT S TOIKESAD R v 7 I3, FETHARMEOH LT —BRREHSNE L, ZOA Y
T—UI3, IKESA DA E VEREZRET DIDIHEAT 27+ T —0bHD I L&l
HLET,

« >value : 10 HEEE
« >hexvalue : 16 M5 E

WRT7H S ay MENMER LR WEE L, Cisco TAC IZBRIVWEbE L &V,

15—)‘ W) t—:/ $Threat Defense-7-713233: (VPN-unit ) Remote network (remote network )

validated for network extension mode.
BBV = —X2x Iz —varPIZREINZVE— N Ry NV PRGEESE LT, Z
DAyE—=VF, Xy NT—IHRE—R 774 T O 72— X2 3xdvT— 3TV
EF—FRXy NI =7 Fov 7 ORRERLET, ZHUX, 22— =B~ U7 77347
YRy NI =T OBREEBRLBRNE T D7D OB FOMEEO T (O 747
YITOEHET LRy NV—IRFE LRy U= DORERLE) .

sremotenetwork : 7 = — X2 070X DY TRy N T RLVABIOY 7Ry b w27

HREFTH O ay RE,

15—)( vt—’) %$Threat Defense-7-713234: (VPN-unit) Remote network (remote network )

from network extension mode client mismatches AAA configuration (aaa network ).

BT - 2T v = a VRIIRESNZYE—F XYy NU—20, ZOkyaro
AAA B —N—)n 5 R S U7z framed-ip-address 35 X O framed-subnet-mask & —E L £ A,
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13235 [

sramotenetwork : 7 = — X207 aF DYV TRy F T RLABLIOY TRy b v A

+ aaanetwork : AAA THRESINTZV 72y B T RLABIOY TRy b w27
WET7HL a3 ROWTUNEFETLET,

s DAY =L T N—T DT RLAE VY TEF v/ L, HW 7 74T bDF > b

J—7 ar74F¥alb—ra iR LT, MEAZTXTEELET,

s D= —BLOIN—TDOT RLAE VY TET 48— M LET,

15—)‘ “Jt—:) %$Threat Defense-6-713235: Attempt to send an IKE packet from standby
unit. Dropping the packet!

BB, IKE X7y hEAX UARALEENSVE— N BT ~NEETIHIZLEHY THA,

DX RRLBNENTZHE, NEHnY vy 7 =7 —NRAEL TWDAREMERDH Y £, (Ri#
I— RO, N7y MIAX URAEEEDOEENE A, 20X vE—U1F, Ty T &R
HLET,

RT3y RE,

IS5—Awy t— 2Threat Defense-7-713236: IKE DECODE tx/rx Message (msgid=msgid) with
payloads:payloadl (payloadl len) + payload2 (payload2 len)...total length: tlen

HEBAIKE I XESERA v E—VEEEFFITZSELE L,

WOHFNZ, IKEMWN 83, hdD/Ny vz Xfa—R, 11 31 hO@BMAXAn—F, B2
DN, FPORVA—BHHEXALM O —RE2EH A vt —V2ZE LEEEOH 12 R LET,

$Threat Defense-7-713236: IKE DECODE RECEIVED Message msgid=0) with payloads: HDR + HASH
(8) + NOTIFY (11) + VENDOR (13) + VENDOR (13) + NONE (0)

WET7H a0 RE,

15—)‘ “Jt—:) $Threat Defense-5-713237: ACL update (access list ) received during
re-key re-authentication will not be applied to the tunnel.
BBAR DL T, VE—K T 7 EAIPSec N FILDT7 =2 —X | OF—FHEMRNEREINE
R
o« hr VT, FURADOF—FAERFHZ = —ZHRGET D L ORESNTOET,
*RADIUSH#——|%, 77 EBA VA MERFTY 77 LU R%E, m— U TRESNTZT
A VAMIRLEY, T, P RADBROICHNL SN L SITRSNZT 7 X
UA B ETERLRY 9,

WRE7IS 32 2 DOEME T TlL, Secure Firewall Threat Defense 7 /3 A X LW T 7 &
A YANEBEEL, ZOXAyE—VEERLET,
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* >access list : showaccesslist =~ RO NIZRREND AT T 4 v 7 E12FFA T Iy
7 TRV R MIBEEA T D4R

IPSec = — W —iX, =—HF—REDT 7R VR NEHINIT L0, BEHRTHLERDH Y
ij‘o

15_)‘ v t—:/ $Threat Defense-3-713238: Invalid source proxy address: 0.0.0.0! Check

private address on remote client

HBARY NTU—ZHEE— R 272947 FOFFA4_X— MUDOT KL 2530.0.0.0 T, HWHE.
I, N—FRU=T IIGAT U DT TAR—h A F—T 2 ATIPT RLANKRES
TN o2 LB RLET,

WET7O AV VE—F 79470 MDAy 74 X¥ab—va raERLET,

I5—4 W — 3Threat Defense-4-713239: IP Address : Tunnel Rejected: The maximum

tunnel count allowed has been reached

SR R RV ORKHFRKICE LIRS, b rUMERSRITERE L,
«|P_Address: E7DIP 7 KL A

WRET7I a3 RE,

ITo5—H* ‘y‘b—*‘) $Threat Defense-4-713240: Received DH key with bad length: received
length=rlength expected length=elength

1BA74 - 7= & & @ Diffie-Hellman ¥ — % 7 b2 {E L F L7-,

e rlength : {5 L72 DH ¥ — Dk &
eelength : TSRS (DH F— A X2E5<)

RT3 RE,

15—)‘ “Jt—:) $Threat Defense-4-713241: IE Browser Proxy Method setting number is

Invalid

£%B8 ModeCfg DALEEH TSN /e 7 e X VR EN RO £ LT, Pl xE v m— 3 UIERIK
Li‘é‘@

AT U ¥ 3 > msieproxy method =~ > Ri&iE (group-policy =~ > KDY 7 a~< oK) %
R L E 7, [auto-detect | no-modify | no-proxy | use-server] O WM EEE STV D IET
TT, MOMEMBHEE SN TNDGECMER 72 WG, o TV ET, msieproxy method =

. Syslog # v t—<° 701001 ~ 714011



| Syslog # v+—< 701001 ~ 714011

13242

7113243

113244

713245

nze

YU RFOREEZRVEL TAHATL S, MEPRR L2WgE . Cisco TAC IZBMWE bt
<TZEvy,

15—)‘ “Jt—:) %$Threat Defense-4-713242: Remote user is authenticated using Hybrid
Authentication. Not starting IKE rekey.

£ BA Secure Firewall Threat Defense 7 /34 A 23, /A 7 U v K Xauth 2325 L H ISR ES
A7z b RS T D IKE F — AR OBMME R 2 UE L7ed, F—HAERS RS E
AT L7, SecureFirewall Threat Defense 7 /31 AL, 7 74 7 RN IKE % — AR & i
LCRtET2ETRLET,

RT3y RE,

15—)‘ v t—:/ %$Threat Defense-4-713243: META-DATA Unable to find the requested

certificate

§iBA IKE B°7 2% cert-req <A B — RN CREEFEZZR L E L, LL, BRLZDNIZE-T
FATINT- 4072 ID SEENR O FHATL -,

WEF7I Y ROAT v T2 FETLET,

1. IDFEAEZMERLET,
2. MERFEAEAZEEGREIZA AR — M LET,
3. FEHEREZEL DI, GSEHEOT Ny VA 32— LET,

IS—XAw t—:/ $Threat Defense-4-713244: META-DATA Received Legacy Authentication
Method (LAM) type type is different from the last type received type .

HBASZAE L7z LAM BIEX A 70, mBICRELIZZA TRV ET, ¥4 71E, 2—F—
FRE R B AR TRILTHAMLENH Y £, 22—V -7 vt 2 &2HITTE9, VPNE
FENENL S VER A,

stype: LAM ¥ A 7
WRET7H S ay MENMER LR WEE L, Cisco TAC IZBRIVWEbE L &V,

IS5—XAwy t—:/ $Threat Defense-4-713245: META-DATA Unknown Legacy Authentication
Method (LAM) type type received.

HBH CRACK T v L > VFEHIIGE 22—V —iE7 vt 2 fZ, R — I TV LAM
AT eZE LE LI, 22—V — w&7mﬁx%ﬁﬁféﬁ\WN%ﬁﬁ%ﬁéMiﬁho
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s type: LAM % A 7
WRT7H S ay MENMER LR WEE 1L, Cisco TAC IZBRIVWEbE L &,

Io—XAw t—:/ $Threat Defense-4-713246: META-DATA Unknown Legacy Authentication
Method (LAM) attribute type type received.

£iiBA Secure Firewall Threat Defense 5 /XA A 23, REDLAM @tE2 A4 75 Z{ELE L=,
1T BEREORBEICITAR D FHAD,. BT OMERICEETAEARNH Y FT,

- type : LAM @1t % A 7
HET7V a3y RE,

I%—)‘ v t_:/ %Threat Defense-4-713247: META-DATA Unexpected error: in Next Card Code
mode while not doing SDI.

SRBRREALER I P L a2 T — BB AELE LT,
HET O S a Y BENMER L2 WA, Cisco TAC IZBRIVWAHEL 2 &0,

I 5—AwH— sThreat Defense-5-713248: META-DATA Rekey initiation is being disabled
during CRACK authentication.

B CRACK R8GEFRUT L D IKESA O dvm— | ERARSF—FAERANIZ Ny R R
D7 = —R1SAF—FAEMS A ~—PHIRGINIZ/R Y £ L7z, CRACKIBFESF X EZMHHT 55
Bl VE— N7 747V MR TRIEOFRERNZ /D720, ~vy R NS — ARk A B
B LU ER A, IKESADWIRYINICZR DENCY E— F 7 DNIEH 2 —FAER A B L s,
IKE SA OHIIRYIN T 4 v v LET,

RT3y R,

Ii—)‘ Vi t—:) %Threat Defense-4-713249: META-DATA Received unsupported authentication

results: result

Eﬁﬂﬂ CRACK #BFEHFRUC L D IKESA ORI — hfi| IKE 7 v AT A0 CRACK PRGEEE
’H-hj— b éﬂf‘/\f@b\‘fk%%muuﬂij—7 /XTAZ))I\QX'f#Li L/7Lx_o :l'—‘]j_ IJALAIJ jg&ﬁ& L/\
VPN #ktiZ bk S nFE 4,

sresult : ARV 7V AT AN IR I NG R
WRT7H S ay MENMER LRWEETE, Cisco TAC IZBRIWAbE L 72 E 0,
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713250

Is—)( W) t_:) $Threat Defense-5-713250: META-DATA Received unknown Internal Address
attribute: attribute

5B Secure Firewall Threat Defense 7~ /XA 2 23, Bk CE RV WERT R L 2 @D R 252 (F
LE L, BHEIATH-TH, BUETR— FENTHRWD, BT BRIEREZE[FEL T
WAHRREMED YD Y F9, TAUL, HEEROMBEIZITR Y EHAR, BT ORI ET 5560
HYET,

HREFTH O ay RE,

713251

15—)( W) t—:/ $Threat Defense-4-713251: META-DATA Received authentication failure
message

Z#BA CRACK FRFFH T & 5 IKE SA % > = — k1 Secure Firewall Threat Defense 7 /XA
A MO EKREZRTBANA v —V2ZELE L, #EiITUanEd,

WRT7HY a3y RE,

713252

Ia_)‘ ‘y’b-*‘) %Threat Defense-5-713252: Group = group , Username = user , 1P = ip ,
Integrity Firewall Server is not available. VPN Tunnel creation rejected for client.
ERBA 7 Z A 7 > BT Zonelab Integrity Server TORBAEEERT D L O TN—F KU —0Nf%
EINTVDHAE, RESNTWVDLRKARY —lZXoTE, h—"—Rartr b —4I|Z
BT ARLERH Y 9, KR Y O —I0 Lo TrZ I 7 v MEBRNELR SNASEE. 794
7 ¥ N OHEHGEREIZ Zonelab Integrity Server 7% Secure Firewall Threat Defense 7 /34 A [ZHEfE S
TWRWE, 20X ye—URERINET,

egroup: VE— R 727 BA 2—HF—0EHEL WD b Jr—7

euser : VE— R 77 BAR 2—H—

cip: VE—F TR 22— —DIPT FL A
#R7HOay atr hL—4# L Zonelab Integrity Server D17 4 F o L—3 g VI —E

THZELEMERLET, TDO%, 2 b L —HF & Zonelab Integrity Server DI iE(F 237
BT D2 L amRLET,

713253

Io5—H% vt—’) %Threat Defense-5-713253: Group = group , Username = user , 1P = ip ,
Integrity Firewall Server is not available. Entering ALLOW mode. VPN Tunnel created for

client.

ERBH 7 7 A4 7 MZ Zonelab Integrity Server TORGELZ R T H L I/ NV—T R Y —35
EESNTWLHE, RESNTVOIREARY —I2X> T, ¥—=Rartr hlb—XIZ
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PR T OMERH Y 9, KRR =2k >Tr 747> MEmNZIT AN, EHIRO
X NI =7 T2 RADBRMEEINDGAE. 7 74 7 2 b OEHGERFIZ Zonelab Integrity Server 73
Secure Firewall Threat Defense 7 /31 A (THHES AL TR E | ZTDOA v E—UDNERINE
ﬁ—o

egroup: VE— K 77 EBRA a2—H =0k L WD by Ze—

euser : YUE— K 77 EA 2—H—

cip: VE—F TR 22— —DIPT FL R
#4277 2 2 3 > Secure Firewall Threat Defense 7 /3 A & Zonelab Integrity Server O 2> 7 ¢ ¥ =

L—ya rn—89 5 2 & &R L. Secure Firewall Threat Defense 7 /31 A & Zonelab Integrity
Server DRICIBEPFIET H 2 L 2R L ET,

15—)( v t—:/ $Threat Defense-3-713254: Group = groupname , Username = username , 1P
= peerip , Invalid IPsec/UDP port = portnum , valid range is minport - maxport , except
port 4500, which is reserved for IPsec/NAT-T

F5tBA UDP AN — | 4500 |% IPSec & 7213 NAT-T ##t HIC PRI STV 5728, IPSec/UDP ¢ (-
R TEERA, CLITIE, =L T A—TIZH L TIDary 7 4 Xab— a3 UFFA]
ShEFAL, ZORXyE—VF M CTERSINIZ I NV—TIZRVEAELET,

- groupname : —H%— Z L —T DA

e username : L — W — D4 Al

cpeerip: 7 7AT U FDIPT LA

« portnum : #M5—3— 0 IPSec/UDP R — ~ &5

e minport : —F— RN E A HER R — b OR/NERIR— FES (4001)

e maxport : L — W =N EARE/ AR — N DR KANA— ES (49151)
WET V2 a v S —/N— L0 IPSec 7213 UDP R— FESZBIOR— MEFICEE L E
T BN — FEBIL 4001 ~ 49151 T,

IS5—4 “Jt—:) $Threat Defense-4-713255: IP = peer-IP , Received ISAKMP Aggressive
Mode message 1 with unknown tunnel group name group-name
SBAISAKMP 7 /'L v ¥ 7 F— RO A v —V 1 TRAR MRV ZA—TBIEESHE L
77

spegr-ip: ET7 DT KL2A

e group-name : BT IZ Lo THRE SN/ L —T4
HE7H 3 NNV ITN—TFL 5347 a7 4 X2l —arPNEHTHAHZ L
ZhER L E T,
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113257

713258
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I5—*wE— 3Threat Defense-6-713256: IP = peer-IP , Sending spoofed ISAKMP

Aggressive Mode message 2 due to receipt of unknown tunnel group. Aborting connection.

SREA BTk o CTERR RV TA—TNIRE S NS &, Secure Firewall Threat Defense 7
NARAFBIEHEAE—V2E2EFEFELT, BT TR 77— ERPIVEINLDE
Bhik LE4,

spegr-ip: ET7 DT KL2A
WET7 O ay R,

15_} “Jt_:) %$Threat Defense-5-713257: Phase varl failure: Mismatched attribute types

for class var2 : Rcv'd: var3 Cfg'd: var4

i BA Secure Firewall Threat Defense /34 & 73, LAN to-LAN Bkt CIGA Ml & LCEMEL £ L
7o ZHiulX. Secure Firewall Threat Defense Dif 5o 7 4 X a2 L — g UBREMO =7 4
Fal—varb—HLRNWILEZRLTVWET, ZOA Y=V TR, IASTyTFRREL
77 2 — R BIOWEM ERERMOME T NFEOBMED 9 b—E L2 WBEN R I E T,

evarl : AT Y TR AELLT 2 —X

evar2 : —HLARWBHERET DY T X

svar3 : BIEMNHZAE Lz @it

evard : RE I TV D Bk

HRET Y a2 itiFO LAN-to-LAN 734 ATHEaL 7 4 Xa b — g VORI %%m
L¥9., 2. UDP-Tunnel (NAT-T) E{LDF A 2 LD DI 2~ FHE I N85

E. &)7%7/7%%wa<ﬁéwo*ﬁ@ny74¥;v~v;y®*ﬁbk&U7%
YT TCNAT-T T 4 E—T /MR 5> TEY, ©9 G TET A E—T IR o> TR0
a. BEORRE 220 £7,

15_)( v t_:/ %$Threat Defense-3-713258: IP = varl , Attempting to establish a phase2
tunnel on var2 interface but phasel tunnel is on var3 interface. Tearing down old phasel

tunnel due to a potential routing change.
£ BA Secure Firewall Threat Defense 7 /A A 31 V' H—T 2 A ATT =— X2 b RIVEFENL
LEHELimexiz, BIoA v B —T 2 AT 2 — A1 h ZARTTITHEELTOET,
BEFD 7 = — X1 b pUFHIBr S, Hringd v ¥ —7 = A ATH LW b RV L TE
DL FET,

svarl: 7 DOIP T KL A

e« var2 : Secure Firewall Threat Defense 5 /34 A N7 =— X2 F U RIVEMENL L LD & LTV

HAUE—T AR
evar3: 72— X1 NURARFEET AL Z—T = A A
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WETFHIUETONL—FREEISNTOWARWNNE I EHERLET, L— MR EFEEINT
WARWEASIE, 27 4 X2 b — g URBESTWAAREMERH Y 3,

Io5—H% ‘yt—*“) %$Threat Defense-5-713259: Group = groupname , Username = username ,

IP = peerIP , Session is being torn down. Reason: reason

REAISAKMP & v > a VO TIRERAFR RSN ET, ZHix, By va VY EBHEICK-TEY
Va NI SN HGEICRAELET,

egroupname : & T ENDH v a DRI TA—T,

susername: KT ENDH Y v a o —Y—4,

cpeerIP: & T ENDEY a7 7 RLA,

ereason : & T ENDHE v a D RADIUS #& THIK, FHAIZKRD LB T,

- IREI R b (RRFa 7 A )
-TARVEALLT TR

- B K 2 it L 72
CEBENS Y Ly b LT
RT3 R

Is_)‘ ‘y‘b—*‘) $Threat Defense-3-713260: Output interface $%d to peer was not found
AT ==X NISAZIERL LD L LIZLZIS, ZDOA T =T 2 A ZAIDDA U F =T =2 A A
T =B RXR=ZAREONY FHATLE

HRET VD3 BEPER L WEA1E, Cisco TAC IZBIWEHE L 720,

15_)( “Jt_:) %$Threat Defense-3-713261: IPV6 address on output interface 3%d was not

found

BT 2 — X 1SAZERR L LD L L2 &IZ, IPVO T RL AR —h )LV A v F—T = A AT
BEENTWERA,

WRTOLIY HNDOA VX —7 A ADIPV6 7 RV AERET 5 HIEOFFANC OV TIE,
[CLI AR A K] @ [Configuring IPv6 Addressing] &7 > a »ZZH L TS 7E 30,

15—)‘ Vi t—:/ %Threat Defense-3-713262: Rejecting new IPSec SA negotiation for peer
Peer address . A negotiation was already in progress for local Proxy Local address
/Local prefix len , remote Proxy Remote address /Remote prefix len
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R |

SRBA Y = — X SA WS35 & X . Secure Firewall Threat Defense 7 /34 A X2 D7 1 02—
BT HH LT =—X2SA Z4ER LET,
e Peer_address : BEffO R A —va b —HTHRF U TCT o — X2 MG L LD &
LTWDHLWT RL&
» Local_address: HifE 7 = — X 2% 2L =—hLTW5, LURIOB—HLETDT KL A
« Local_prefix_len : CIDR it~ 73y b V7 4 v 7 AR
« Remote address: 2T D7 KL A
« Remote_prefix_len : CIDR KL~V T7 Ry N L7 4 v 7 AR

WET7H a0 RE,

I5—*AwH— sThreat Defense-7-713263: Received local IP Proxy Subnet data in ID
Payload: Address IP address , Mask /prefix len , Protocol protocol , Port port
B Secure Firewall Threat Defense 7 /XA A BNET DT T A RX— K T RLVAFEZER Yy hU—
JHAONL—NEBMLTHNET, ZOHE, ET7ET7 RLARARBRY F4 7 hEIZL2L
ETOWFANTT, ZHDOHBETIVTRY, PRV EBERTLD0ICF AT Iy 7Y
Ty T EEHLET,

«IP_address : ©7 D5ty U —2 DRX—ZIP 7 KL A

s prefix_len : CIDR EHrfLiZit~ 72 7T 3ry v L7 4 v 7 AR

s protocol : m ¥ Fu hajv

eport: 7 EF T R— |k

WRT7HY a3y RE,

ITo5—H* ‘y’b-*‘) $Threat Defense-7-713264: Received local IP Proxy Subnet data in ID
Payload: Address IP address , Mask/prefix len , Protocol protocol , Port port {“Received
remote IP Proxy Subnet data in ID Payload: Address %a , Mask/%d , Protocol $%u , Port $%u
"}
i BA Secure Firewall Threat Defense /34 A BNET DT T A RX— K T KLV AFEZER Yy hU—
JRADONL—REBEMLTWET, ZOBE, ETIET RVABRRRALRZ 747 hE7IEL2L
ETONTRNTYT, TALOHATEVTAL, bR 2@l TLDICH AT Iy 7Y
T h =y T ERHEHNLET,

«IP_address: 7 D%y N —7 DX—A P T KL A

s prefix_len : CIDR EribliZfit~ 727 xy b V7 4 v 7 2K

s protocol : ’m % ' hav

sport: ek AR— b

RT3y RE,
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Io5—X% ‘yt—*‘) %$Threat Defense-6-713265: Adding static route for L2L peer coming in

on a dynamic map. address: IP address , mask: /prefix len

£ BA Secure Firewall Threat Defense 7 /34 A BET DT T A RX—hK T KL RAE IRy hU—
JHON—FEBMLTWET, ZOBRE, 737 RLARRHARY 747 MEITL2L
ETOWTFANTT, ZHLDOHETINTRG, MRV EBRT 20X A F Iy 7Y
Th T EERLET,

«IP_address : £ 7 D5EHEF Y NT—T DRX—ZP 7T FL A
s prefix_len : CIDR EHrLliZt~ 72V 7T xy b TV 7 4 v 7 AR

RT3y RE,

IS5—A “Jt—:) %$Threat Defense-3-713266: Could not add route for L2L peer coming in
on a dynamic map. address: IP address , mask: /prefix len

£iBA Secure Firewall Threat Defense 7 /3 A WET DT T A X— Kk 7 KU RAFE Iy b U —
THOLV—FEEMLEY ELTRRLE L, ZOBAE, ETIIET RVABRRARZ FA4 7T
Y IFEARIFLULETOWNTNNTT, ZNLOHETIIWVING, Frrz@miad b0l
AFIv I 70T v~y T EMGEHLET, Zix. — bOEEN, IPVoL—T T T—
TN E M2 > TV D0, Bl L7-/L— ~ % Secure Firewall Threat Defense 7 /31 A
DHIFRL TWRNWZ EZERLTWAEAENRH Y £7,

«IP_address : ©'7 D5ty N —7 DRX—ZP T FL X

e prefix_len : CIDR RiLIZEST2V TRy b TV 7 4 w7 A
WRET7HIS a2 IPV6L—T (7 T—T BN — b DD AN—ANH 5 &L, iy
VLb— I RFELRWZ L 2R LET, T—7 ARV X0 > TV AR HVL— b
NEENTOWBEAIE, — b EHIBR L CHRIT L £, BIENEIR L2054, Cisco TAC
WICBWEbEL TSN,

Io5—H% ‘yt—*“) $Threat Defense-6-713267: Deleting static route for L2L peer that came
in on a dynamic map. address: IP address , mask: /prefix len
£5BH Secure Firewall Threat Defense 7 /3A A WET DT 7 A _X— K 7 RLAELFERy T —
JHON—FZBMLED L LTRRLE L, ZO5E. BT FLABRRHRZ 747
YRELFLRLETOWTRNTY, ZALOHAE TN, bl zdiiddoics
AFIvr 7V T b~y T EERALET,

«IP_address : £ 7 D5ty U —2 DRX—ZIP 7 KL A

. prefix_len : CIDR HFLlZ~ 7o T Rry b L7 4 v 7 AR

WET7H a0 R,
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R |

IS—XAw t—:/ $Threat Defense-3-713268: Could not delete route for L2L peer that came

in on a dynamic map. address: IP address , mask: /prefix len

£ BA Secure Firewall Threat Defense 7 /34 A BET DT T A RX—hK T KL RAEERry hU—
THON—FEHIFRLE D & LI EICEENRAELE L, ZO5E, ETIET RLARR
s 747 NEIZLZLET OWTANTT, ZNHDOHETIIWTNG, FrrLziE
WTL2DICEAFT Iy VIV TN~y BEHLET, L— BT TITHIBRS LTV D D,
WY 7 v =7 =7 —0NRELE L,

«IP_address : £ 7 D5EHEF Y NT—T DRX—ZP T FL X
s prefix_len : CIDR FHrbliZft~72H 7 xy v TV 7 4 v 7 AR

RT3 — BT TITHBRSIL TV DA, BEORVIRETH D . 7351 A FIE
WAICHERE U £, RBIEMNBRIE L2WEE . £721X VPN bRV T—T 4 7 OREICY »
JTCELAIT, VPNL2La U 7 4 X a b—a v DIL—T ( U TESET RL v 75y
EHERLET, £, HiA—FoOEAL, W27V 7~y 7T 5 ACL B R L £
T, RIREMMER L2V EEA . Cisco TAC IZBRIWAbE L 72 &0,

Ia_)‘ Y t_:/ $Threat Defense-6-713269: Detected Hardware Client in network extension

mode, adding static route for address: IP address , mask: /prefix len
HBAR Y NY—JHEEE— RON—RT =T 727347V Mo runrxaro— S
e N—RUxT 77347 bNOBERIZHDLTTAX— b Xy NIU—THIZAZT 4 v 7 )L—
FARBMENTWET, ZOREIZL > T, SecureFirewall Threat Defense 7 /3 A 1L, ~v K
T RO FTAR=MINZHLTXTOL—FIZVE— Ry NU—JZHOLEDH T ENTE
e

«IP_address : E7 DKy KT —27 DR—ZTP 7 KL A

s prefix_len : CIDR EFrLliZb~ 7=V 7T xy b TV 7 4 v 7 AR

WET7H a0 RE,

I5—4 “Jt—:) %$Threat Defense-3-713270: Could not add route for Hardware Client in

network extension mode, address: IP address , mask: /prefix len
BBANELY 7 b =7 =T =3 BALE L, Xy PU—JHIRE—RON—FU =7 7 F
ATV PO R FANRRAT— SN, N RV =T 7747 FOBERIZHDLTTA
R—h Xy NT—=TRHIZAZT 4 v 7 V— b ZBMTHRAENRILE Lz, IPv6 L—T o
YT TR0 RS TWED, T Ry =7 —PNA LIEAREERS Y £
ﬁ—o

«IP_address : 7 D5ty U —7 DX—ZIP 7 KL &

- prefix_len : CIDR RFLIZE-T=V 7T Rry b V7 4 v 7 A
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WET Y L ay MEPMRR L72WgE1E, Cisco TAC IZBMWEbEIZSU,

Is—)( W) t_:) $Threat Defense-6-713271: Terminating tunnel to Hardware Client in
network extension mode, deleting static route for address: IP address , mask:/prefix len
BBy NU—JHRE— RON—RT =T 77470 D MU RABRES L, ~N— R
VT VIAT U NOEETTIAX—K Xy NT—THORZT 47 L— EBHIBRS
TWET,

«IP_address : £ 7 D5EHEF Y NT—T7 DRX—ZP 7T FL X

- prefix_len : CIDR Rt~ 7e 71y b L7 4 v 7 AR

RT3y RE,

15_)‘ v t—:/ $Threat Defense-3-713272: Terminating tunnel to Hardware Client in
network extension mode, unable to delete static route for address: IP address , mask:

/prefix len
SRy U —JHEE—FDN—R T 2T 77T h~D MRV ERELTNS & X
2, "—RUxT7 7534 T 2 bOERIZHD T T X—hK Xy hT—T7 ~D)— FZHIET
XEHA, ZHE. TRLy U PERIZY 7 h =T OMELZEWTA5ER3H D £,
«IP_address : ©7 D5 Ry U —2 DX—ZIP 7 KL A
s prefix_len : CIDR EHriLlZit~ 72 7T 3ry b L7 4 v 7 AR
WRT7HOIVIPVOL—T T T —TNEMIT, = ERZTIZRNT L 2R LET,
N— "R DHEAEIE. FRITHIRT 2XERH Y £TB, N—Fo=T 77T h~D b
FIVNEEICHIBR S A IR TV E T,

Io5—A ‘y’b-*‘) $Threat Defense-7-713273: Deleting static route for client address:

IP Address IP Address address of client whose route is being removed

M TNE Y YT RLANDNL— FEIIN—RU =27 7947 Moo TR#ES N
"Ry RT—=T ~DN— EPWN—T 4 7 T—TNANGHIBRENE LT,

WET7H a0 R,

15—)( “Jt—:) %$Threat Defense-3-713274: Could not delete static route for client

address: IP Address IP Address address of client whose route is being removed
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713901

n3is |

SREATPSec 7 A T v b~D b U XADBHIBRENZE &L, V=T 4 T T—TNHDEDT
VRUEHIBRTEERAT L, ZOWREIL, X2y hY—X 7 F 3V 7 b =T oS
RLTWAEARH Y 77,

WRFHI A LN—T 4 T—T I — RN 2R LET, L— FBEET D
Wa. FUORARERIC a—RAEINTHE7ET. v— e FETHIBRTALERH Y 97,

Io5—H% ‘yt—*“) $Threat Defense-3-713275: IKEvl Unsupported certificate keytype $s

found at trustpoint %s

ERBAREIE O X — Z A 773 ECDSA TZWH . 2O syslog 728 ikevl 2% L TERRENET,
T AR — XA T OFEHEE GWIZA VA M=V LET,

HWR7O a2y RE,

IT5—XAw t_:/ %Threat Defense-3-713276: Dropping new negotiation - IKEvl in-negotiation

context limit of %u reached

BBK T T = a0 ERIGELE S A, 20 Syslog A v — VBV AF AT XA LT
ikevl (25 LCRR S ET,

*‘Eﬁ77 :/ 3 QJZ‘%:%J? Lo

I5—*yt— sThreat Defense-1-713900: Descriptive event string.

SREAEE K72 A N MERITEENBA L E Lz, 72 & 2iE. Secure Firewall Threat Defense 5 /3
AANT 2—R2HIBREAERLLD & LD, SPIREFOED 7 =—X2SA b —# L%
FATL,

WR7HOay LRROBITIE, WHFOET NFEFICT =— X 2SA ZHIBRLTWET, 208
A, BEORWZ I —ThHD, BHL THrFEFNETA, =TTl HERRIN, b
FNDRFEFERLT NA ADY 7 — e FORIWERNELDHAIE. V7 b= TEEEZRLTWY
LAREMENRH Y ET, ZFOHE, 2LV ERFVAT AR SITRRINDOTT — A yE—
VEZFDEFETE—L, Cisco TAC IZIWEHETHR— 22T T EIV,

I5—*4Y4t— sThreat Defense-2-713901: Descriptive event string .

BBAT T —BAELELL, 2T, ~y R FERIZVE—RNT 27 BRI T74T 0 RMIC
BFLar74Xal—varyaI—0OfRTHLARENRDY £9, X2 FUFHNT, F
AlLlce T =Dzt LET,

Syslog # v —<° 701001 ~ 714011 .



[ ERAEEL

713902

713903

713904

713905

Syslog # v £—< 701001 ~ 714011 |

WRT7IaYBEICEI->TE, =27 —DFEREZHBITE72DA v =% N T T a—
TATTHEVERLYET, MFOET T, ISAKMPBXOIZ VX~ a7 0%
L—ya U EHERLET,

I5—4 W — % Threat Defense-3-713902: Descriptive event string.
ST —EELELEZ, Zhid, ~y F=r REZBVE=F T 78R 7747 M
BIFLIr T4 Ral—vary 2T —OfFRTHLWEENH Y £7,

WR7Ia3VHEEICL TR, =7 —0RKFRZHRIT -0 ar 74 Fal—rara b7
TNy a—T 4 T THRLERSYEST, MiFOET T, ISAKMPEBXO7 Vs ~v 7 =2
V74X 2L — g VEHERLET,

I5—*AwH— sThreat Defense-4-713903: IKE error message reason reason.

£%BA Z @ SyslogID 1%, B DOfthd Syslog # KR TE 5 IKEZEE A v e—VICfHINET,
WRT7OavnsERL,

wIZ, BlemLET,

$Threat Defense-4-713903: Group = group policy , Username = user name , 1P = remote IP
, ERROR: Failed to install Redirect URL: redirect URL Redirect ACL: non_exist for assigned
IP

$Threat Defense-4-713903: IKE Receiver: Runt ISAKMP packet discarded on Port Port Number

from Source URL

$Threat Defense-4-713903: IP = IP address, Header invalid, missing SA payload! (next
payload = x)

%Threat Defense-4-713903: Group = DefaultRAGroup, IP = IP address, Error: Unable to

remove PeerTblEntry

I5—A4Y+t— sThreat Defense-5-713904: Descriptive event string .
SBARA LA~ MBI DI EH SN DEMAT —F AFWMPR RS NET,
WR7I a3 R,

I5—*AYt— sThreat Defense-6-713905: Descriptive event string.
SBAREA L7oA N D EBET DI SN D IEWRAT —F 2ADOFMB TR SN ET,
i

. Syslog # v t—<° 701001 ~ 714011



| Syslog # v+—< 701001 ~ 714011

713906

714001

714002

714003

714004

713906 [Jj

%Threat Defense-6-713905: IKE successfully unreserved UDP port 27910 on interface outside

*E%:é77 :/ 3 D%\giﬁ Lo

I5—*AYt— sThreat Defense-7-713906: Descriptive event string .

BBARAE LAY MBI 572D SN T Ny VDA T —Z AERNFRENE
RS

RT3y RE,

I5—*yt— sThreat Defense-7-714001: description of event or packet
FBBAIKE 7’0 h 2L A R NFRTZFNT y FOBANRENET,
i3 A S

15—)‘ “Jt—:) %$Threat Defense-7-714002: IKE Initiator starting QM: msg id =

message number

£5BH Secure Firewall Threat Defense 7 /34 A 3, 7= — X2 %(5ME LT A v 7 £— RAH
DEMID/NT >y M akfE LE L,

WET7H a0 RE,

IS5 —A*wHt— sThreat Defense-7-714003: IKE Responder starting QM: msg id =

message number

5B Secure Firewall Threat Defense 7 /34 A 23, 7= — X2 GEME LTI A v 7 B— RAcH
DI/ M aZfE LE L,

HWREFTHay RE,

I5— 4 vt—*‘) $Threat Defense-7-714004: IKE Initiator sending 1lst QM pkt: msg id =

message number
BEABRAI DV A v 7 F— R Xy o7 v harpnrFa—RIpuE Lk,
RT3y R,

Syslog # v —<° 701001 ~ 714011 .



B 714005

714005

714006

714007

714011

Syslog # v £—< 701001 ~ 714011 |

Io5—X% ‘yt—*‘) $Threat Defense-7-714005: IKE Responder sending 2nd QM pkt: msg id =

message number
HEA2FZFHO /A v/ E— K A"y o7 halrhra—RRaiE L,
RT3y R,

15—)‘ ‘y’b-*‘) %$Threat Defense-7-714006: IKE Initiator sending 3rd QM pkt: msg id =

message number
FSAIEFEHOI A v 7 T= RN Ty bOTu barnTa—NaRE L,
WR7I a3 RE,

15—)‘ “Jt—:) %$Threat Defense-7-714007: IKE Initiator sending Initial Contact

£ BA Secure Firewall Threat Defense 7 /34 A X, T#ID X 7 K XA v— REEEL IO
FELTWET,

WRF7H a2 RE,

15—)‘ ‘yt—*“) $Threat Defense-7-714011: Description of received ID values

i BA Secure Firewall Threat Defense 7 /34 A M, Fx I —3 g U HIC, FRrINZID E#RE
ZELE LR,

HREFTH O ay RE,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



