Syslog A v t—< 101001 ~ 199021

ZOFEF, WO THMEINTHET,

o« A v tE—101001 ~ 109213 (1 ~=—7)
e A v —37110002 ~ 113045 (33 2—)
o A vtE—3 114001 ~ 199027 (50 ~2—73)

* v t— 101001 ~ 109213

101001

101002

ZOIETIX, 101001 225 109213 FTO A v E—JIZHOWTHALE T,

I5—AwH— sFTD-1-101001: (Primary) Failover cable OK.

BT = — VA — = =T VR S hL, IEFICHEE L TV E T, Primary X, B &Y
HEE OE X Secondary ERENHZ EHLH Y FT,

W7 a2 RE,

15—)‘ vt—*‘) $Threat Defense-1-101002: (Primary) Bad failover cable.

BT = — A — = =T R ST ET A, IEFICHEEE L T EHR A, Primary 13,
T F Y HEEOEE T Secondary ERENDH I EHLH Y FT,

RT3y TN — R =T N EZHLET,

101003. 101004

IS5—Aw t—:/ $Threat Defense-1-101003: (Primary) Failover cable not connected (this

unit) .

Syslog 4 v —< 101001 ~ 199021 .



B 101005

101005

103001
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13—)( ‘yt—*‘) $Threat Defense-1-101004: (Primary) Failover cable not connected (other
unit) .

BT = — LA — N — T RS R — TN TWVET R, 72— L F— N — F— TR
T )V RT O OB SNV TWER A, Primary (X, EA XV EEOY
A1% Secondary L RENDH T EHH D EFT,

WRET7HYaYy 72—V —NR— r—T N %7 x— /L F—— T DOl 7 OB (B L E
D

15_7‘ ‘yt—*‘) $Threat Defense-1-101005: (Primary) Error reading failover cable status.

BT = — AR =T AREGR SN TVETE, I VEEBRASDOAT —F A%
Hrcx £ A,

WET7Oay r—TNELZHLET,

15_)( ‘y’b-*‘) %$Threat Defense-1-103001: (Primary) No response from other firewall

(reason code = code).

MEAT IAVIEBEN T 2 — VA — = =TT X VB L BETEEEA,
Primary £, EU & VEEEDY A Secondary L RSNHZ &b dH Y T, IROKIZ, 7 =—
WA= =33 LT RR A2 HWr T 2 720 O RIK 2 — RB LU A R LET,

FREa—F Bl

1 s
LAN 7 = — /LA —
=R LT85
BlE 7 =—vF—

N—LAN A & —
T AET, ¥
U7 NVT =2—)b
A= N—NFEAEL
it R %
T =)L A —/N—
r—7)V kT,
hello /37 v N &%
FLTELT, v
TINF LIk
HELTWET,
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103001 i

RRa—F

B

A HE—T AR
BN4O0D7 =—)b
F—N— T A D
I HOWVTND ]
Dl S EE
ATLIC, 4DD7
A MZ, 1) Link

Up. 2) Monitor for
Network Traffic,

3) ARP, BLIW

4) Broadcast Ping C
R

UTIN =T
Ta~vy RBR%EE
Sh7=% 15 Ll Lk
)72 ACK 235213
SHEHA,

T =)L A —/N—
LAN A % —7 =«
AABZX T L,

fthoFr—% A

H—T A AL,

BloA s H—T
A ADT A MIE
BELTOHEREA,

Flz, m—Adk
BT NRE T
LTWHZEEE
SLTVET,

a7 4 Fal—
va R =
TAHRIZ, AF
NA ETRE T
LFE L

BRI 5ET LT
FH¥AL, Tz=—Ib
F—=N— =y b
RS EH
Ao
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B 103002

103002

103003

103004

103005
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WRFHay 72— A —N"— Fr—TUNELL S, fiFOEBERFRE L A AN— RT =
TV eT . BLERar 7 4 X2l — g I TVWAI L AR LET, MENRE
WL 722WES . Cisco TAC IZBRWEHhEL &,

15—)‘ vt—’) $Threat Defense-1-103002: (Primary) Other firewall network interface
interface number OK.

Bt X VEEORY NT—T A U H—T 2 A ANEFTHDL 2T T4~V EENR
HLUE L7, Primary 1X, BH ¥V EEOEEIX Secondary L RSNHZ &b H Y £,

HREFTH O ay RE,

15—)( vt—’) %$Threat Defense-1-103003: (Primary) Other firewall network interface

interface number failed.

BBt HVEEICARA Y NV =0 A =T = AT T~ VIEPRHLE LT,
Primary (X, &0 % VEEEDYA I Secondary E R ENHZ b dH Y £T,

WRTI v v FVEEOR Yy N =T LF Yy NU—27 N"THR R LET,
DEISCT, EORELIER Y NI —0 A F—T oA A ZHLET,

Ia_)‘ ‘yt—*‘) $Threat Defense-1-103004: (Primary) Other firewall reports this firewall

failed. Reason: reason-string
BT T A~ VEBIEENREL TCWDL I EERT A=V T T4~ VBRI X
VIEENGZAE LE Lz, Primary X, &7 & VEEOY AL Secondary L RENDHZ L dH
0 ET, HEE, RoWnFThcen £,
Tz A= RNmavy N AU =T 2 ADKR—=Y 7 2y BRI L& W EZ
®WLE LR,
*LAN 72— VA —N— A U F—T o f ANKIMLE LT,
* E'7 73 Standby Ready JREE~DBATIZR L £ L7z,
AT A K2 b= a DERRLV TN = a VZKRLE LT, 2O 7 AT U —
NDALT 4 X2 b—2a UREIL T RWATEER & Y £7,
« Tz VA== Ay —VDREITRE L, ZEHEHKRED ACK 33%E ShEH A,

RT3 TIA~VEBORT =X ALMHRLET,

15—)‘ Vi t—:/ %$Threat Defense-1-103005: (Primary) Other firewall reporting failure.

Reason: SSM card failure
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103006

103007

103008

104001. 104002

103006 ]

SR A A VEBEN T T A~ VIEEICSSM A — FOEELHE LE L7, Primaryld, &4
VE Y IEEOEA L Secondary EorENAZ ELHY T,

WRT7IS A ED X VEBORAT— X AR LET,

Io5—4% vt—’) $Threat Defense-1-103006: (Primary|Secondary) Mate version ver num is

not compatible with ours ver num

SREAC — VAR L R B N— 3 VAR FEIT LTS, HA Hitless Upgrade BERE & A #2372
W7 #E{E % Secure Firewall Threat Defense 7 /3 2 23 LE L7-,

sver_num: RN— 3 UE S

WEFHOIUMFOERBIC, AU A=V a v FRITAEBMEOSHHA—2a 0 DA A=k A
VA=V LET,

15_)‘ Vi t_:/ $Threat Defense-1-103007: (Primary|Secondary) Mate version ver num is

not identical with ours ver num

BB TEE TEITINTWAD A=V g e —h VS L 72 573, Hitless Upgrade % 5 78—
FLTEY, m—hViEE L BfEN S D 2 L % Secure Firewall Threat Defense 7 /34 A 23

HMLELTZ, A A=Y=V a U RERDTZDIZ, VAT LONT 3 —< U AMETT 25
ENRHYET, Fio, Bl A AV EREMMIATT S & Secure Firewall Threat Defense 7
INA A CTREMDORIENBAET HAEEMENH Y 77,

sver_num : N— g VEE

HRT7O 30 TELHRIR, MTOEEICFREANA=Ta DA A=V A b=V LE
R

Io—XAw 1t — 2Threat Defense-1-103008: Mate hwdib index is not compatible
BEAT 7T 4 THE L AL UNAIREDA L F =T = A AR L TIEH Y FHE A,

WRE7I a3y 2=y MDA LU E—T oA AOENRFRICLTHLZ L 2R LET, HHIC
LT, BIMDOA L Z =T 24 ZAF V2=V ERVANT D EIFBOT A A 2RI %
VENRH) T, WA =T =2 AR —H LTS, HA Z BRIk L T b HAT 2 &
T, BEDFB 2 H L £,

Io5—4% ‘yt—*‘) $Threat Defense-1-104001: (Primary) Switching to ACTIVE (cause: string
) .
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104003

104004

105001
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15—)( W) t—:/ %$Threat Defense-1-104002: (Primary) Switching to STANDBY (cause: string
).

SREAR & g HEfE Clailover active 2~ K& ATIT 50, £72137 7 7 ¢ 744 T nofailover
activex~ > REANTDHZ LT Ko THRHINIZ T = — A — = X7 OZRENE D B2 Hi
% L7z, Primary (X, EZ ¥ VEEDOYA X Secondary E R ENHZ b dH Y £7, string 28
BOMITRD EB 0 T,

* state check

* bad/incomplete config

» ifc [interface] check, mate is healthier

* the other side wants me to standby

« in failed state, cannot be active

* switch to failed state

» other unit set to active by CLI config command fail active

RT3V FEECLDNMADRFERTA v =V RRRINDGET. LEITRETT,
ZNLSOGEIE, B o F Y EENORE SNRRZHA LT, <7 OEET T D AT —
S ALHERB LET,

15—)( “Jt—:) %$Threat Defense-1-104003: (Primary) Switching to FAILED.
BT T A~ VAEEICEENBELE L,

WHRT7IVIVTIAVEBORA v E—VhER LT, MEONEE RTERNBRNNE D
MEFNET (X vE'—T 104001 Z5H) , Primary (£, &BH & U #EDYA 13 Secondary
ERENDZELHY T,

IS5 —A* Y+t — sThreat Defense-1-104004: (Primary) Switching to OK.

SRBARNIC R E ISR S T2 EEE N HOEEL TV D s LE L7z, Primary (X, &4 & U 3EE
DA 1% Secondary ERINDHZ EHH Y ET,

WET7H a0 RE,

15—)‘ ‘yt—*“) $Threat Defense-1-105001: (Primary) Disabling failover.

A=Y a VI LIETIE, 20X vE—UlF, E—FDOIAw T (VI NNEREEeL
F) . TABLADI AT T (BEbEmiFar XA N | FEN— RV =7 OME
(—HOEEEIZIXIPSSSM 231 A h—/LSHL, EDOETIZIE CSCSSM A Y A h—/LEi
TW3) BNEKTY 2= F—_"=RNHBICT 4 B—T R T2 2 L 2R THERH Y £
7, Primary |X, BH XV EEOL AT Secondary E RSN DHZ EBHY ET,

WET7H a0 RE,
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105002

105003

105004

105005

105002 [

Ia—)( ‘yt—*‘) %$Threat Defense-1-105002: (Primary) Enabling failover.

BBACNECTT == A —N—%2T =T NI LTV ear Y=L ThlEEiEEETIC
failover =~ > RMEHA & E Lz, Primary 13, B H &V EEDOLATT Secondary &7k S
H52LbHYET,

HRF7H O a Y RE,

Ia_)( Vi 't’_:/ $Threat Defense-1-105003: (Primary) Monitoring on interface interface name
waiting

£5BA Secure Firewall Threat Defense 7 /3 A BEE SRy NT—0 f L H—T 2 A A (T =—
WA —=NR—= XTOHFEELEDA L F—T A R) T ANLTWET, Primary (X, BF
& A E DAL Secondary ERESND T EHH D T,

)

(B EBEORAT—F ADEE KT B L syslog DR ZITRIEAVE U5 ATRENER B Y %

T, TR, A H—T 2 A AF=H =) U TRICERESINTZAR—1 TR L R —
U R L 5 D TY,

RT3 RE Secure Firewall Threat Defense 7 /31 Z 1%, [EFEEFIZHS DR v B
T—J A B —T oA ALMHBEIE=F—LET,

15_)( Vi t_:/ %Threat Defense-1-105004: (Primary) Monitoring on interface interface name

normal

SMEBAfRE SN FR Y N~ A H =T = ADT A MPKREILE LTz, Primary i, &4
K EEEDOYAT Secondary EoRENDHZ EHLHD T,

)

GE)  EBORTF—Z ZAOELL H#T 5 L. syslog DB XL FIRIENE U % AAEMD & 1 %

To TOBEL, A F =T 2 A AFE=H— ) T HICRE SN2 —Y & Z R & AR —
b REFFIC L D 6D TY,

RT3 RE,

15—)‘ Vi t—:/ %$Threat Defense-1-105005: (Primary) Lost Failover communications with

mate on interface interface name.
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105008

105009

105010
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FREAY = — LA — = RXT O— T OILE NPT OFHFEEE L@ TE <72V £ L7, Primary
L, B XV EEDOY AT Secondary ERENDH T EHH D FT,

WRT IV IVEESNI AV F—T oA RAZHF SN TND Ry N =7 BRELH#REL T
WHZEEMERLET,

15—)‘ “Jt—:)%Threat Defense-1-105006: (Primary) Link status Up on interface

interface name.

Io5—A% vt—*‘) $Threat Defense-1-105007: (Primary) Link status Down on interface

interface name.

BBARESNIA L H =T 2 A ADY I AT —=H ADE=F Y U ITRERPRESNE L,
Primary (X, EW %V EEDYA S Secondary E RSN HZ L bdH Y £T,

WRFI AV Vo7 AT —HART T THIERIL. BESNIZA VX —T oA AITHE
I TWAERy hT—INRELLEELTWAZ 2R LET,

15—)( ‘yt—*‘) $FTD-1-105008: (Primary) Testing interface interface name.

BBARE SN Y NV =0 A 2 =T 2 A ZADT A MPMTOIVE LTz, ZO7 X ME, 18E
SN 7-[EFaT% |ZSecure Firewall Threat Defense 7 /XA ANZEDA X —T = A A LTAHK A
WENOA =V EZITRD 2 ENTE RS TG EIZR > TEITINE T, Primary 1%,
Y ) HEEOEA T Secondary EoRENDHZELH Y FT,

HREFTH O ay RE,

15—)( W) t—:/ $Threat Defense-1-105009: (Primary) Testing on interface interface name
{Passed|Failed}.

SEBRIOA U H—T A AT A NOFER (Passed F 721X Failed) 2345 Sk L7=, Primary

X, B XV EEEOY AL Secondary EIRENDH T EHH Y FT,

HWRT I L3 U iERN Passed THAVUIARETT, FEHED Failed DAL, WFD 7 = — A —
NHEBADR Yy NT—7 r—T N, BLORy hU—7 BEBELIHEELTNDZ L
EFxv I L, A UNAREDOAT —H A B LET,

I%—)‘ ‘yt—*‘) $Threat Defense-3-105010: (Primary) Failover message block alloc failed.
BT o v 7 AU BB LE L, ZHUT—E A v — T, Secure Firewall Threat Defense

T AFEET H LN H Y £, Primary 13, BH XV #EOYE 1T Secondary & 7R X
L2L6HDET,
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105011

105020

105021

105022

105011 ]

RT3 showblocks I~ FEFEHALT, BffO7ay 7 A2V E2E=F—LFET,

13_7( ‘yt—°) $Threat Defense-1-105011: (Primary) Failover cable communication failure

AT == NA == =T NNT T~ VIERE L 2 ) EEFOMEE 27T LT EE
luo Primary (X, &I & VEEDOEA L Secondary LRSS EHHY ET,

WR7Iay r—TANRELLERINTWDZ 2R LET,

Io—XAw t—< sThreat Defense-1-105020: (Primary) Incomplete/slow config replication

SREAY = — A — =0T B L. T 7T 772 Secure Firewall Threat Defense 5 /XA A X
AEIVANOREE A 7 4 Falb—raremiLET, 8%, 2Ry —e 2ol
WIRK & 72> TWES, Primary (%, &Bh & VEEEDOYE X Secondary E/RSNDZ L6 H D
=S

#2427 4 < 3 > Secure Firewall Threat Defense 7 /3 A N7 = — /LA — —% K L7214,
Secure Firewall Threat Defense 7 /34 A [(FHENWIZY 7— ML T, 77 v a AEU by
T4 X2 b—arEa— RKT50, 721380 Secure Firewall Threat Defense 7 /34 A & f
FHUELET (WHT2 2 bV ET) . 7oA — =05 &fE RETIHAIL
T )V —N— a7 4 X o b— g VEPHANT, H5 D Secure Firewall Threat Defense 7
INARAEEBPNHEVCBETE L 2R LET,

Io—XAw t—:/ $Threat Defense-1-105021: (failover unit ) Standby unit failed to sync

due to a locked context name config. Lock held by lock owner name

EAD T 4 X2 L— g VORBYETIC, OG0T ae AN S pEBERTar T 4
Xal—rarEuey /LT, Vo=t —N"—TFexAR3FH L nar7 s Xalb—ralk
BT 2028 CWA5E, AU (EBITAPESEZ ) r—FLET, 2k, a2~
T4 X2 b—ya VEEHEOEITRIC, EEENAL R EBETEI T T 4 X2 —T 3
VICBEEBLTWAGERICRETAZ ROV ET, a~v 2 FU 77 LU ATA KT, Kk
EXEC &— R ® show running-config =~ K&, Zm— v a7 4Falb— g F—F
@ pager linesnum <> RESMH LT 2S00,

WETII U AZURAEBNEINCT— N, 775 4 THEBLEDT 2 — L4 ——
EHESL L CWARIE, AFUANABEETI L 7 4 X alb—a U ERREFITEELRNTL
720N,

Io5—A*A vt—’) $FTD-1-105022: (host) Config replication failed with reason = (reason)

Syslog # v —<° 101001 ~ 199021 .
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105031

105032

105033

105034
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SARAIAEL T r—va VBRI D L ZOA v UNERSRET, TRENOM
HIZRD EEBY TH,

chogt : BIfED T =—NA—"—2=y b DENVTTA~VETEH o H Y EZRLET,

ereason : 7x— LA —NR"—a 7 4 Fa2l—2ar LT UE—2a i &KTOREA LT TR
HAFR OB,

« CFG_SYNC TIMEOUT : 77 T A 7nH A K L3 ~Di% E DB 60 B &2 A
~ =R L2, T AOHEEISHB S ET,

« CFG_PROGRESSION_TIMEOUT : & ] AR O R 2 B3 5 6 REfH D & A ~—N3
BB L E L,

#REFHOa VL,

15—)( “Jt—:) %$Threat Defense-1-105031: Failover LAN interface is up
HMBALAN 72—V F—RN— A o H—T 2 A AV INT v 7 LTNET,
WET7V a3y RE,

I5—4 ‘yt—’) %$Threat Defense-1-105032: LAN Failover interface is down
BB LAN 72— LA — R f L H—T 2 A VIR L TVET,

WRET7ZIVAVLAND 7 2 — LA —R— A VH—T o AR LET, #HE £
THBEGFEORENELWI EEHRLET,

Io5—X% ‘yt—*‘) %$Threat Defense-1-105033: LAN FO cmd Iface down and up again
BB = — LA —NR—DLAN A VX —T =2 ANFX T LE LT,
ET7V a0 7= NA—n"— V7 2R LET, BEOHBEOMREERH Y £,

I5—*AYtE— 3Threat Defense-1-105034: Receive a LAN FAILOVER UP message from peer.
BEBACT N7 —hESNT, Yl Z 7 M Ay bE—UREFESRE L,
WR7I a3y RE,
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105035 ]

105035

Ia—)( ‘yt—*‘) %$Threat Defense-1-105035: Receive a LAN failover interface down msg

from peer.

BT LAN 72— LA —R—f L H =T 2 AV I RE T L TCNET, EENRS
N T—= KRR TWAEE, 77747 T— FICHo&EbY £,
HEBF7HOIVETLAND 72—V —N"— (¥ —T = AR L E T,

105036

Ia_)‘ ‘y’b-*‘) $Threat Defense-1-105036: dropped a LAN Failover command message.

588 Secure Firewall Threat Defense 7 /34 A [ZMEISE D LAN 7 = — /LA —/N— a<w K X v
Y—UEBEELELE, THIZLAN 7 = — /bt — = ( VF—T = A A EE NS
HTEaRLET,

WRF7IVAVLANA LV E—T oA AT —T AP ERENTNDZ E 2R LET,

105037

15_)‘ v t_:/ %Threat Defense-1-105037: The primary and standby units are switching

back and forth as the active unit.

AT IAVEBBLORAY RS EEBNT 7T 4 THEE L UTARICY Y B> T E
T, ZAUE, LAN 7 = — A — NR—EEEF 2L 7 b = T ORI BNEETDH L &R
L/i‘j‘o

WRFIVAVILANA LV E—T oA AT —T ARG ENTND Z & 2R LET,

105038

15—)‘ “Jt—:) %$Threat Defense-1-105038: (Primary) Interface count mismatch

BT = — VA — RN AETBH L T 7T+ 772 Secure Firewall Threat Defense 7 /3 A |
AEVANORERRA L T 4 Fab—ra b ERILET, @%., ZHTERY— e 20 Fl
WIRIK & 72> TWES, Primary (%, &I & VAEEDYGX Secondary E RSN 2 L b H Y
i‘a‘o

#2427 9 2 3 > Secure Firewall Threat Defense 7 /34 A (2L > TV = — /LA — "= S
% & . Secure Firewall Threat Defense 7 /XA A [FHEAIIZY 7 — LT, 7T v a A€M
bary 7 4Xal—yariEn— KT 50, F7213510 Secure Firewall Threat Defense 773 A A
EHFEMHELET (MATO 2L bV ET) . 7= A — =05 I RETI5E
X, 72— F—R—a 7 4 X2 b— g EPHT, MWD Secure Firewall Threat Defense
TNA A BGEPENTBEETED Z &2 M LET,
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105039

105040

105041
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Ia—)( ‘yt—*‘) %$Threat Defense-1-105039: (Primary) Unable to verify the Interface

count with mate. Failover may be disabled in mate.

B 7 = LA NI RN T T A~ VB L O # U @ Secure Firewall Threat Defense
TNA A TCHESNTNDAS U F—T 2 A ADENRFALTHLZ L 2B LET, ZDOAy
t—E. & &Y DSecure Firewall Threat Defense 7 /31 A CTRE SN TWEHA LV F—T =
A AD¥ % 7 F A ~ 1 DSecure Firewall Threat Defense 7 /3 ANFER TE W2 L2 LFE
T, ZDOAvE—IL, 77 A~V SecureFirewall Threat Defense 7 /31 A )N 7 = — /LA —/—
A B —T A ARHE TEH L Z U Secure Firewall Threat Defense 7 /31 A L@ T 7202
EA/RLUET, Primary I%, &4 & VIEEOEAIL Secondary EnENDHZ EHH Y £,

WRT7HILa T T4~ BLOED - Z VU D Secure Firewall Threat Defense 7 /34 A D7 = —
WA —/N—LAN, A v Z—T 2 A ARE, AT —HAEHRLET, B ¥ U O Secure
Firewall Threat Defense 7 /31 A 73 Secure Firewall Threat Defense 7 /3 A 77U r— g %
FITLTBY, 72— NA—N"—RNARX—=T N THDHI L EZHERLET,

15—)‘ “Jt—:) %$Threat Defense-1-105040: (Primary) Mate failover version is not

compatible.

SR T A <~ U B X O & U @ Secure Firewall Threat Defense 7 /XA A [X, 7 =—/L 4 —
N XT L LTEET220ICR L7 2= — "= VT T =T OV 3 v E2ETTD
VENRHY EF, ZOA =X, B4 U DSecure Firewall Threat Defense 7 /34 A 7 = —
WA —=IN—= VT N7 =T ON— 3 N7 T A~V DSecure Firewall Threat Defense 7 /31 A &
BN 72N EERLET, 72— A — =037 F 1 < U DSecure Firewall Threat Defense
TINA ATT 4 B—T W27 > TWET, Primaryld, &5 % U D Secure Firewall Threat Defense
TR A DYEIE Secondary ERENDH T EHH Y FT,

WET7HSIY T2— V=R A X—=T T HEDIL, TITA~VBLOEIZ YD
Secure Firewall Threat Defense 7 /3 A M C—& L=V 7 b =7 N—Ya &AL ET,

IS5—4 ‘y’b-*‘) $Threat Defense-1-105041: cmd failed during sync

BEAT VT 4 THEE L AL NAEEDA U H—T A ZAEDE LTIV 2D, nameif 2
v ROBRITKE L £ LT,

MEF7FIO3 a2y MNEIOA VZ—T7 24 ZADENRFEICLTHLZ E2HERLET, BAIC
FoT, BMOA v H—T 2 A AT 2a—VERY T D0, EERIOT A 2% HT 5
VERHY EF, WEA X —T oA AP—F L6, HA Z—FREILLTho BT &
T, REOFRMZRE L ET,
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105042

105043

105044

105045

10502 i

Is—)( ‘yt_:) %$Threat Defense-1-105042: (Primary) Failover interface OK

BT =N A= N= Ry = VEEETHA I =T oA AL, T=— A==V T D
WHLAT — 2 ANL T LTWDEA, £70037 = — A — =7 MO L2 #Fi 8 Kb,
ZOFRERARP N7y MIA R y T INDGEICK U T HRRERSHVET, ZOA vE—
DIk, L2 ARP #2120 LI RICAER S E T,

HRFTHY O ay RE,

Ia—)( ‘yt_:) %$Threat Defense-1-105043: (Primary) Failover interface failed
EBA Z D Syslog 1Z, 7 =— A== 7 ODYFAT —ZANZ T LTWHEE, -
X7 = — VA — =T MO L2 #n RN G&GIcERSnE T, Uidse, == 1
D ARP X7y FidKbivET,
HEWE
« T2 — V==Y T OYHEAT —Z ALRER L, MBAT —Z A LEERT —Z AN
HRELTWAZ 2R LET,
*ARP/ X7y IR T =2 — VA —R—=RT D7 = — A== 7 O SR & @imd 5
TEEMERLET,

I%—)‘ Vi 't’_:/ %$Threat Defense-1-105044: (Primary) Mate operational mode mode is not

compatible with my mode mode.

BEABEE— N (7 NVEF~AT) BT 2= A== TR THLRWESE, 7x—
NH—R—=FT 4 =TIz £9,

WET7I a3V FELEE— FICRD LI T =— A —_"— ETEREL T, 7=—
NH == FEA =T M LET,

15—)‘ ‘y’b-*‘) $Threat Defense-1-105045: (Primary) Mate license (number contexts) 1is

not compatible with my license (number contexts).

AT A —F ¥ TA RV AR T 2= A— "= ETET—HLRVGHE, 7= —Lbd——
(=S el e SIS DS

WMRTVIaVFALT74—TF % FA B RCRDEICT == N A== ET ZHREL TH
5. 7 TN A—NN—EBHEA X —T T L%,
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105046

105047

105048

105050
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Ia—)( ‘yt—*‘) %$Threat Defense-1-105046: (Primary|Secondary) Mate has a different

chassis

B2 OO T = — L= RN—HEBENBRDHA T O v — B o TCWET, e E
MI3IARY hOVY—vEFFL, b5—FN6 Ay hOvy—vEFFO5HA5TT,
HREFTHLAU2OD T 2— Lt —R—dEBRFELTHL L MR LET,

IZ5—AYHE— sThreat Defense-1-105047: Mate has a io card namel card in slot

slot number which is different from my io card name2

SHBA2 OO T = — LA — N EEE R WINT A ARy MR XA T D — FRFERLINT
b\i‘a—o

HE7HL 3y J7o— N —AR—EEOHI—F a7 4 X2l —arRNELTHAHAI L
R LET,

15_)‘ “Jt_:) $Threat Defense-1-105048: (unit ) Mate’s service module (application )

is different from mine (application )

BEAT 7T 4 TEBELAZ A IEEOY — CRAE D a— NV TRRLT T r—va UEIE
LCWAZtadT7z— NG == 7o 2R/¥mHLELE, BAR53Y—ER 22— L0ME
HENTWEEA, 22007 = — LA —N"—3EEITAEHRERH Y FH A,

eunit: 77 A~V EiTeh o FY
e application : 77U r—3 3 L O4T (72L& 213, InterScan Security Card)

WRE7I Y3y 7oA FEA X =T MIT HHIC, W OB Y — 2
Va2 VEER LTS 2 L AR LET,

Io—XAw t—:/ %$Threat Defense-3-105050: ASAv ethernet interface mismatch

BEBAA S N HEEEBOAA =Y Ry N A B —T A ADENT 7T 4 THEBOA —FF v b
A F =T =2 ZADEL Y VIRNTT,

WEFTOI A AU F—T A ADEDFE U Secure Firewall Threat Defense 7 /3 A A & AU M
RTICLTLIEEN, BBEOA LV HF—T oA ZAOEBREILTHAHZ L 2R LET, 512
LoT, BIMOA U H =T 2 A AET 2a—AERDMIT B, 23O T AL ZA2HEHT 2
M\%ﬁ‘%@iﬁ' WAL E—T A AN —FL7=H, HA Z—HBHEIE L Thb/\EEIT &
T, REORMAZEH L ET,
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106001

106002

106006

106007

106001 i

Ia—)( ‘yt—*‘) $Threat Defense-2-106001: Inbound TCP connection denied from
IP address/port to IP address/port flags tcp flags on interface interface name
BEAET KL A~OBRORTE, MESRE FT 74 v S4 7 ERSIE 2
T4 R =L oTHASNE LTz, REINDIPT FLAL, NATIZk > TRRSIND
IP7 RUARATIERSEEDOIP T RUATY, KnIivd tep flags I, HEmDESG SN L
ZFELTWETCP ~y X —D7 7 712 LET, 72 & 21X, Secure Firewall Threat Defense
TN ZNZHHEIRREDPFAE LW TCP N b3S L, ThBEEINZHETT, 20
27w RO tep flags 1% FIN 3 X OV ACK T,
tep_flags 2RI AR LET,

* ACK : HESEEFEZNZESNELL,

*FIN: 7= DBFESNE LI,

*PSH : ZGENT — 2 %7 7V r—ra cELE L,

«RST: #Efis Vv hanE Lz,

*SYN : =7 U ARG Z G D70 mifb Sk L,

*URG : BARA V2N THDLEES SN E LT,
HET7 Va0 RE,

Io—XAw t—:/ $Threat Defense-2-106002: protocol Connection denied by outbound list
acl ID src inside address dest outside address

SRBRfRE S 7 BsE. outbounddeny =t~ > R2NENTA.RI L % L7z, protocol Z54% i3 ICMP,
TCP, F£721XUDPIZ72 V) £7,

#2EF - a2 showoutbound =~ > RZHHA LT, ¥EY A &R LET,

I5—AYHE— 3Threat Defense-2-106006: Deny inbound UDP from

outside address/outside port to inside address/inside port on interface interface name.

SHBAE{E UDP X7 v bW, HESINTZ T 7 4 v 7 XA FITEFRSINTWD X2V T 4 R
Jo—llLoTHEEINE LT,

HREFTH o ay RE,

I5—*wHt— sThreat Defense-2-106007: Deny inbound UDP from

outside address/outside port to inside address/inside port due to DNS {Response|Query}.

SREBADNS 7 = U —F 3B E 8T UDP X7 v EMER S E LT,
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106010

106011

106012

106013
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WRT Va3 MR- FESRS3OHRE, WHAA MI*y v/ x—h—"—k L
THRESIN TS EEZ BN E T, accesslist 2~ RLABIMLT, UDPHR—hK 53D 7
T4 7 BRONEHAA NOEHRE L M) ZFFAILET, SMNBA— FESY 53 D5E . DNS
P R—=DIEEPEP -T2, 72U —ZiFOV —"—BIRE L EXLONET,

Io—XAw t—:/ $Threat Defense-3-106010: Deny inbound protocol src [interface name
: source address/source port ] [([idfw user | FQODN string ], sg info )] dst

[interface name : dest address /dest port }[([idfw user | FQODN string ], sg info )]
RBAEEHL, BEX 2T 40 AU —ICXoTHEAINE LT,

WET7V a2 M I 74y 7 EBFATOMERDLGAIE. X2 T 0 N v—%EEL
£T, ZOAvE—URRYBELERSNSHEE, VE—F ETOEREICBRNEDEL
TEEW,

15—)‘ vt—*‘) $Threat Defense-3-106011: Deny inbound (No xlate) protocol src
Interface:IP/port dst Interface-nameif:IP/port

SBAZDOA =, Web 7 T UPRHATS, VX —%y MIT 7 EBA L TWANH2—Y —
DWDGE, BHEDONT 7 4 v 7 & CERRENET, HEan ) By FEINEGAIEEIC,
Secure Firewall Threat Defense 7 /31 A 235t U & > b 255 L7 RICE OO 5 D AR A
N3y REBEETDHE, ZOXAyE—URFoRENET, JHudlEE., BRLOHEVE
A,

#2274 > 3 > nologging message 106011 =~ > F&Z AN LT, ZDA v &—I M syslog H—
N=ZFER SNV E DT LET,

I5—4 W — $Threat Defense-6-106012: Deny IP from IP address to IP address , IP

options hex.

SHEAIP Xy "RIPA T v a v bt bicErnEnE Lz, PATvaidkx=a2lT7 4 U R
JLRBRENDDT, Ny MIEEINE LT,

HREFa VE— M KRAN VAT LAOEBREICMNEDE T, BEZHBILEST, o—
HN YA FEFHER LT, HWOFEWNR Y — R JL—TF ¢ VTR Y — R JL—F T2
ME I PEFRET,

Io—XAw t—:/ $Threat Defense-2-106013: Dropping echo request from IP address to PAT

address IP address
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106014

106015

106016

106014 ]

£iBA Secure Firewall Threat Defense 7 /34 A [%, PAT 72— 3L 7 KL R IZxHSdT A% T K
VAZESERFBICMP = a—ER Ay "2FEELE L, HEEAATY Yy MI, 07y &
ZETHREPAT RA MEFRETERVOTHEEINET,

HREFTH a0 RE,

Io5—XAw t—:/ $Threat Defense-3-106014: Deny inbound icmp src interface name :
IP address [([idfw user | FQDN string ], sg info )] dst interface name : IP address

[([idfw user | FQDN string ], sg info )] (type dec , code dec )

£5tBH Secure Firewall Threat Defense 7 /XA A X, &5 ICMP /X7 > F 77 B A& F X THESL
F L7, 774/ 8T, ICMP 237w MEITRT, FFIZHFRIENTWDIHAEZRE, 778X
FPHEAEINET,

HRETH O ay RE,

I%—)‘ vt’—*‘) $Threat Defense-6-106015: Deny TCP (no connection) from IP address

/port to IP address /port flags tcp flags on interface interface name.

£5BA Secure Firewall Threat Defense 7 /34 & X, BAEAHT 5 41TV 2 #5#5E7° Secure Firewall Threat

Defense $f5t 7 — 7 W72 TCP 237w M &2 BE#E L L7=, Secure Firewall Threat Defense 7 /X
A AL, BT LW ORI ER A R T SYN 77 7% 37 v hTHRLET, SINZZ7 7ty
MENTE LT, BEFEOERI 72V 54A . Secure Firewall Threat Defense 7 /3 A A [ZZ D737
ML ET,

#2274 2 3 > Secure Firewall Threat Defense 7 /34 A 23 23U 5 OS2 TCP /N7 v N & K&
WCZETLHEZRE, AETT, REIIZETLIHEE. Xy F&2#EEThLr—2AL
T, ZNHDT Yy MPEE S ER 2R L ET,

13_)‘ ‘y‘t'—*‘) $Threat Defense-2-106016: Deny IP spoof from (IP address ) to IP address

on interface interface name.

ERBASESCIP 7 R L A%30.0.0.0 T, %E85E MAC 7 R L A7} Secure Firewall Threat Defense - > & —
T2 A ADT KL AD > k) Secure Firewall Threat Defense f % — 7 = A AIZEFHELE L
7o £72. ZTDORAvE—I1L, Secure Firewall Threat Defense 7 /34 A DBNEZH /R IRETLT KL A

(T2 2, WITRTT RLAREDEST KL R) 2RO/ v MEBEELIZGAIT S AR
INET,

s N—T Ry J Fy hU—7 (127.0.0.0)
« 71— K% ¥ AL (limited, net-directed, subnet-directed, 3 J T all-subnets-directed)
« 5556 A b (land.c)
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106020

106021
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AP =T 4T Ny M E S BIZiE{ET HI2iE, iemp 2w REFEH LT, NFfx v b
U— BT HEEILT NV REFFD/N7 v % BEFET 5 K 9 1T Secure Firewall Threat Defense
TN A ZE LET, BUE, accesslist =~ FidHEEsn Tl o9, ELLEMETHZ L
HERFES N TWER A,

WET7O a3V ——MRESNTWDI Ry Y= ZfERIZE 6L 9 L LTV
EIODEHMLET, RECRVDOHL 7 IAT » MaeFxv 7 LET,

I5—AYE— 3Threat Defense-2-106017: Deny IP due to Land Attack from IP address
to IP address

SREAIP 25{Z 0T KL A & IPSE5EA3 A — T, o5t — b EEELAR— A FE—D 7 » b
% Secure Firewall Threat Defense /3 A BNZELFE LT, DA v =, VAT LDOHE
BEBWNE L TCAT =T 0 T E3 Ny bER LET, ZOXEIL, Land B & FEZN
F7,

RT3 ZOA = VREIEHEERRINDHEIL, BEPETH TH S RS H
DET, Ty M KBEOEFZREST 5D Ha2iEmaRitLEEA,

15—)( W) ‘t’—:) $Threat Defense-2-106018: ICMP packet type ICMP_ type denied by outbound
list acl ID src inside address dest outside address

SBAE — LA b (inside address) 7 HAMHA A b (outside address) ~DFE(E ICMP /347
~ (FEESNIZICMP O3 7 v 1) 2335 ACL U A MZ k- T s £ LT,

iy R N

Io5—H* ‘yt—*“) %$Threat Defense-2-106020: Deny IP teardrop fragment (size = number,

offset = number) from IP address to IP address

£5B8 Secure Firewall Threat Defense 7 /3 A A 3, /NS7e A7y NEFIIT T 7 A FOEE
NEEND teardrop 7 =F ¥ HFFOIP X7 REBEFE L F L=, ZiuL. Secure Firewall
Threat Defense 7 /3 A F 72T AMREN S AT L& HR < HOF A~ F T

WR7 Va2 VE— b ETOFHEECERT D0, FFEF2V T 4 R =X~ T
ZOMEDEREZ R LET,

IS—XAw t—:/ $Threat Defense-1-106021: Deny protocol reverse path check from

source_address to dest address on interface interface name
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106022

106023

10602 i

SRBAMCE N HEITH T, A RN R EDOIP T RLADAT =7 4 Ik BT
4, WiL—h Ly T v 7 BEEEN D Unicast RPF 1%, b— ML - TRENDEETT
RURABEZ20W Sy aBEE L. D 3% > k% Secure Firewall Threat Defense 7 734 A~
DHBEDO—HTHDHERELET,

DA vE—E, ip verify reverse-path =~ > K C Unicast RPF % A X —7 /LI L TV HHA
WCRRSINET, ZOKREIX, 1 F—T A RANEND Ty MZOWTEELET,
SMAITREE STV S A, Secure Firewall Threat Defense 7 /34 AL, M0 B BIFET 5 X
Ty MR LET,

Secure Firewall Threat Defense 7 /N1 A%, source address |ZFDWNWT/L— &KL ET, =
YRUPBHENT, A= FRERINRVGRIE. TOA vy E—UNFIRI I, BB
SINET,

= R 3% B5A . Secure Firewall Threat Defense 7 /3 AIX T DA X —T7 = A A& MR
LET, N7y EBRIOA o Z—=T 2 A AZBFEL TWDLGE, A/ —T7407ThoHM £
T3 SE e~ DEESANGFIET DI —T 4 VT BRETH 50O L H 50 TF, Secure
Firewall Threat Defense 7 /31 A%, IR —T 4 7 &P R —FLTWEREA,

Secure Firewall Threat Defense 7 /3 A A [ZNERA X —7 = A AIZEHESINTWDEHE, A X
TAy T N—b avw RXEIEIRIP 2 F = v 7 LET, source address 28 D7 572005
A A2 —HF—137 FL2AE A S —T7 4 7 LTWET,

WR7I a3 VKBEBPEITHTHLTH, ZOEENA R—T N> TWOIUR, 22— —{C
K A AEIEAREE T, Secure Firewall Threat Defense 7 /3 A 2k 0 . BENMHIEINET,

IS5—4 “Jt—:) $Threat Defense-1-106022: Deny protocol connection spoof from
source address to dest address on interface interface name

BBAEEGE L — BT DTy b EOEERDBMG SN LV F =T = A RET R DA o H —
Tz A AZEBIZF LE Lz, F£72. ip verify reverse-path 2= > KRR EINTWER A,

el 21X, 22— —=DNEA ¥ —7 = A A THE & BALE L7273, Secure Firewall Threat Defense
TFNA AMBERA VX —T oA AR ET BIE U 23 5384, Secure Firewall Threat
Defense 7/ ARSI ~D/SA L MEEFF > TVD 2 LT Y FF, SR —T 1~
7" & ’EEL, Secure Firewall Threat Defense 7 /34 A Tld AR — F EHTWEF A,

WEF X, Secure Firewall Threat Defense 7 /NA AR AT D HiEE LT, 1 DO B HIO
Bl Xy FEAMIMLE S ERADZEHHV ET, EHLDEE S, SecureFirewall Threat
Defense 734 A [ZZ DA v —U % FR LT, ERAEELFT,

WRT7HI a2 N—T 4V ITRERNHTRN EEHERLET,

15_)( v t_:)%Threat Defense-4-106023: Deny protocol src [interface name

:source address /source port ] [([idfw user |FQDN string ], sg info )] dst interface name
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106024

106025, 106026

106027
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:dest_address /dest port [([idfw user |FQDN string ], sg info )] [type {string }, code
{code }] by access group acl ID [0x8ed66b60, 0x£f8852875]

REAACLICE W EIP Ny hBERIRE LT, 20X vyE&—U1F, ACLIZX L Tlog 4~
TarkEAR—T ML TWRWEETHLERRINET, IPT FLAIX, NATIZ K- TER
SNDETERLSEREDOIP T RLATY, =BT 2b0BR00 o756, IP T R R
g D —H— ID {F# & FQDN {HFHR O H 23 H 1 E v F 3, Secure Firewall Threat Defense 7
SN A, BEER (RAA A2—W—) F/ZIXFQDN (22— —Z03MHEH TEWiEH)

DOWTNnE e 7 ek L E T, #RBIEHR E 721X FQDN 23M# Al §E72 854, Secure Firewall

Threat Defense 7 /3A A |, ZDIEWMEZEFEILESEIEOWFT O 7ITidk L E T,

WRFHOIVEIUEELT FLANLD A v b= U5 &E R EnNs58EF., 7y b7
VT T ERER b AF Yy VBTOR TV S THEMA H Y £, VE— b R b0
BHHEICBRWEDOEL ZEN,

15—)‘ “Jt—:) %$Threat Defense-2-106024: Access rules memory exhausted

AT /A VA MDA N TaEAT, AFIBRELTOVET, KEOIEFRT 7
T2 YR MURBIGBIMENTZa 7 X2 b—3 g9 UERITT T, Secure Firewall Threat
Defense 7 /31 A DHHIBRSNE Lz, IO NANERT 78X YA ROE Y RRFE
EEHINET,

HESZE 7 49 S 3 > Access Lists, AAA, ICMP, SSH. Telnet. B L OMLOMRAIZ 1A 71X, 77 &
A YA NORAIZ A T E LTS, ar M rEnEd, ZHORANY A 7o %
FRL T, oA XA FEBMTELL9ICLET,

Io5—H* vt—’) %Threat Defense-6-106025: Failed to determine the security context for

the packet:sourceVlan:source address dest address source port dest port protocol

I5—X*Y t— 2Threat Defense-6-106026: Failed to determine the security context for

the packet:sourceVlan:source address dest address source port dest port protocol
FAVNLTFarT XA T ROy bOEF2 VT 4 2T XA PEHETEEEA,
ELLDAyE—=Vh h—=FELF T AT L h = NTREESND PN MC
$LUTERSNDZ EBH Y £,

WREF7Y a2 RE,

15—9‘ “Jt_:) $Threat Defense-4-106027:acl ID: Deny src [source address] dst

[destination address] by access-group “access-list name"

FBACLICEVIEIP N7y FMERSHE L, 2O A vE—UF, 7o & 20 ACL 1%
LTlog A7 v a v BARXR—T I o> TWRWEETHERRINET,
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106100

106100 [

HETVAVFELERELT FLADLDOA v =V REIEELRINLHE/IT. 7y b7
Vo7 4 o ZEIEFR—F AF vy UPMTONE I L LTS Z L2 R LTV L AR H Y *
T UE—h RX FOBFBHEFIZBHWEDESEI VY,

I5—4 W —%Threat Defense-6-106100: access-list acl ID {permitted | denied |
est-allowed} protocol interface name /source address (source port ) (idfw user , sg info
) interface name /dest address (dest port ) (idfw user , sg info ) hit-cnt number ({first

hit | number -second interval}) hash codes

SRBEMOHEL, XL HMOAHHBEERLEST, 20X vE—TlF, EE SN
Ry METEZRERLT, By MILREREZR LIV L EEFRWNWA vE—106023 LY b
%L OIEFREREL L FT,

777 A URROITIC log BIEA G ENTWDHEE, R NS~ 3 Secure Firewall Threat
Defense 7 /3NA A ZEE L, 77 EBAVARMILsTRIHiENDZ LiIZE-T, ZDOAvE—
CIDB M) H—SNDAREMER S D EEEINE T, 72 & %L, SecureFirewall Threat Defense
TR AT (BT — 7 I TCP B MFAE L72VY) ACK /37 v b &%f5 L7236, Secure
Firewall Threat Defense 7 /34 A (2L 5 T A v — 106100 235K S5 AIREMER B 0 5,
DA ye—IF, Xy NI SN, —BT 2P GFIELRNWTZOIZE TIEL S BE
EINDHIEERLET,

Ay —VOEIFROLEBY TT,

« permitted | denied | est-allowed : Z AL 5 DfEIL, 737 > M3 ACLIZ X o THFFA Sl iER
SRR L ET, D est-allowed DA, /37 v MEIACLIZE > THRAGENEL
e, TTCICHENLEN TS ey v a yTIFRISLE L (T8 2, Wi —HF—03 A
VHE=Hy DT J B RAEFFA S, W@EIE ACL I Lo TG SN DIEE Ty B3
FFArEhET) o

s protocol : TCP, UDP, ICMP, F72/ZIP 71 | a &5,

«interface name: B 7 7 —DOEEFEILELIISEHLDOA VU F —T = A A%, VLAN A —
Tz A AP R—=FINTWVET,

esource address: B2 7 —DFETLIP T KL A, IP 7 KL AX, NAT ([ZX - TFERS
NAMETIIRLS EBEDOIP T KL ATY,

sdest address: =27 7 —@%EEIP 7 RL A, IP 7 RL AL, NAT IZL > TEREIND
AT EBEDOIP 7 KL ATT,

e source port : 27 7 —0D%EETLAR— F (TCP £721ZUDP) , ICMP D4, &IE AR —
FOBOETFIZ, AvE—T XA T TT,

« idfw_user : Secure Firewall Threat Defense 7 /3 A A 3454 P 7 KL A D=2 — W —4 % FL>
TG AR O syslog IZIBIMMEN D, FAA VA xEhra—Y —ililH=—¥—4,

« sg_info : Secure Firewall Threat Defense 7 /3 A ([Z LK > THFLIP 7 RLADEX 2T o
TN—T TR SN T syslog IZIBMEND X2 VT 4 INV—TF X T, &
X2 VT4 IN—T41F, BEX=2VT 4 IA—T 2 TRbhEEn s L blcEranE
R

edest port: 17 7 —DspdAR— b~ (TCP £721X UDP) , ICMP D4, s8R — kD
DEFUTICMP A vy E—Y a— T, ZHE DA vy = F A A TRETT,
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106102

106103
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B AT DY, TAUTEIZO0TT, ICMP A v tE—Y XA 7D Y A MIOWTIE, KO
URL &ML T 72 &V, hitp://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

« hit-cnt number : F%E L7=#MIZ, 207 v —28 ACL =2 MV IZ X > THFAIEITEA &
Au7zlal%k, Secure Firewall Threat Defense 7 /3 A A N Z D7 1 —Zx%t L THRAID A v&—
AT H EXOMEIT 1 T,

e firsthit : 2D 7 @ —{Zxf L CTERINTZHEYD A vE—,

« number-second interval : t v MEAERET LG, Z OHIFIE, accesslist =v > KT
interval 7> 3 VEMBEHLCRELET,

*hash codes : A7 Y= 7 | Z/V—7 ACE 36 L UMEALEER D1@H O ACE [Zid, %7 2 7&K
REINET, L, X7y b3k Yy FTHACE ECIRESHET, ZhbD/Ny v a a—
K% #7795 1213 show-accesslist =~ > K& A LT,

RT3y RE,

15—)‘ “Jt—:) $Threat Defense-1-106101 Number of cached deny-flows for ACL log has

reached limit (number ).

£%BA ACLdeny X (accesslistiddeny =~ R) (ZlogA 7> a v ZRELTHY, FT7 4 v
7 7 u—» ACL L& —EH9 544, Secure Firewall Threat Defense 7° /31 A |37 v —{E#H %
Xy lLET, TOA =L, Secure Firewall Threat Defense 7 /N1 A TH ¥ v /a2 &
NH—E 7o —DHMN=2—H—25%E L7-HIfR (accesslist deny-flow-max =~ > F&fH) %
AT ERLET, ZOA Y=V, —ERIEH (DoS) BEDFERAM S D FTHE
HERH Y F9,

« number : access-list deny-flow-max =~ > RKZ& i L T E S 7= il iR
HET7V a0 RE,

13—7‘ ‘y‘t'—*‘) $Threat Defense-6-106102: access-list acl ID {permitted|denied} protocol
for user username interface name /source address source port interface name /dest address

dest port hit-cnt number {first hit|number -second interval} hash codes

BB VPN 7 ¢ L4 AU CEAI SRS T /£ 2 U A MCko TRy b AT & i &
NEL, ZOAyE—UF, AvyE—106100 (ZHHY T 5 VPN/AAA 7 AV Z DA v E—
T,

WREF7HI a2 RE,

I5—H*vt—TsThreat Defense-4-106103: access-list acl ID denied protocol for user
username interface name /source address source port interface name /dest address dest port

hit-cnt number first hit hash codes
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107001

109011

109012

109013

10700 [

SHEAVPN 7 4 V2 Z B U TCHAINAET 7R VR ML T Ay FRESENE LT,
DA yE—U, A vE—T 106023 IZFHYE T D VPN/AAA 7 4V Z DA v E—UTT,

HRFTH O ay RE,

I5—*wt—sThreat Defense-1-107001: RIP auth failed from IP address :

version=number, type=string, mode=string, sequence=number on interface interface name

£5tB8 Secure Firewall Threat Defense 7 /3 A A [XRIE/RFAEA FFO RIP JEE A v —V &2 %5 L
FLz, ZDORAyB—UE, N—H F7=iESecure Firewall Threat Defense 7 /31 A D% E D7k

D . F7z1%Secure Firewall Threat Defense 7 /XA A D /V—T 4 2 7 T —T JL~DBBED AR
SR N 3% 53/ J= S

WR7IL3IVIDOA b VEBEOTERE R LTV, F=4—T3LERH Y
T ZOAYE—VIORENTVDRFEILIP T FLAZBML TORVERIE, FEHTED

TUT AT A FTRIPGEGEF —Z &M L9, WREADBEFOF—2HHIL L5 LAATND
AEEME S H Y £ T,

15—)‘ ‘yt—*“) %$Threat Defense-2-109011: Authen Session Start: user 'user ', sid

number

SHBANAEE v > 3 SR A | & Secure Firewall Threat Defense 7 /3 A A O TG I E L=
N, FEETLTWEEA,

WREF7HI a2 RE,

I%—)‘ vt—’) %$Threat Defense-5-109012: Authen Session End: user 'user', sid number,

elapsed number seconds

HBATGEX v v Y aNF A LT U Mo TWET, 22— —d, RO CHIESLEIZ
720 £, timeoutuauth 2~ REZEHL T, ZDOX A ~—DF A LT 7 MNEEEZEFECTEF
7,

RT3y RE,

I5—A ‘y’b-*‘) $Threat Defense-3-109013: User must authenticate before using this

BB — V=3, V= AZEA T LANGEREE T D RERH Y 7,
WEFV LV ay F— RN DA FTP, Telnet, £7213 HTTP 2 #H L CTRRREL £ 3,
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109018

109019
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Ia—)( ‘yt—*‘) $Threat Defense-3-109016: Can't find authorization ACL acl ID for user

'user '

B Z D — P —D AAA Y — X —THE S 7= ACL 23, Secure Firewall Threat Defense 7 /XA
ANWFELET A, ZDxT T —|L, SecureFirewall Threat Defense 7 /3 A A Z 5% T T D HIIZ AAA
PR RE LI ACRAET 5 2 L5 Y EF, AAA S ST F A DR
(VSA) MIKDEDNT I/ T D ATREMER H D £7,
* acl=acl ID
* shell:acl=acl_ID
» ACS:CiscoSecured-Defined-ACL=acl ID

HELE 7 9 3 3 > Secure Firewall Threat Defense /31 A 2 ACL 2B/ L. AAA V— X—T#5
ELIZbD LR CARTZLTHERLET,

15—)( “Jt—:) $Threat Defense-3-109018: Downloaded ACL acl ID is empty

AKX U o— RENTZRAICACE RN H Y £ A, ZOWRMIE, BYESCTS ipinad# 0>
D DOFEY . FTolT access-list 2~ ROFMEDBEIK &R TWD RN H D £,

junk:junk# l=permit tcp any any eq junk ip:inacl#l="

WEBF7HI OavERENT-ZZT—DHDACL 2 R—% 2 ha AAA YV —R_R— FCEELSE
7,

I%—)‘ Y t_:/ $Threat Defense-3-109019: Downloaded ACL acl ID has parsing error; ACE

string

SREE A U v m— R L723R Al O &M 75 ipiinac¥NNN= D 32—/ > 2 %5 NNN % fiihr iz —
T—RAELE L, = DRE, TN OLTFRANX—RAPUNDOLTFR# & =DRIZH D,
NNN 725 999999999 L W KZ\, R EDREENEZLNET,

ip:inacl# 1 permit tcp any any
ip:inacl# 1ljunk2=permit tcp any any
ip:inacl# 1000000000=permit tcp any any

W7 aVIERHINTEIZTI—DHH ACL I FR—F% 2 & AAA —_— FEELF
‘déo

Ia_)‘ ‘y‘b-*‘) %$Threat Defense-3-109020: Downloaded ACL has config error; ACE
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109026

109027

109029

109030

100026 [Jjj

HEAX U0 — RENEZRAOIVAR—=R L hD1IDZar 74 Fal—2a T —R"H0
£, BEOTXFAFEERRA v E—JICEENTWVET, 2O XA v E—1TEE, 7R
access-list 2~ > RXBJEIR & 72 o TUWVET,

W7 aVIERINTEZT—0HD ACL 2 F—F 2 M2 AAA —_— FTEELE
7,

Io5—X4 ‘y‘t'—*‘) $Threat Defense-3-109026: [aaa protocol ] Invalid reply digest received;

shared server key may be mismatched.

BB AAA F— NN DISEERETE FH A, RESNTZY— 13— F =2 o> TV D ARE
HRHY E£T, ZDOAvE—TIE, RADIUS —/N—F 721X TACACS+ H—— LD h T
7 va PIZAERSND ZENDY £,

aga-server 2~y R L CRESNIZY—— F—NIELWZ L 2GR LET,

Io—4% ‘yt—*“) $Threat Defense-4-109027: [aaa protocol] Unable to decipher response

message Server = server IP address , User = user

SR AAA F— =D DISEEZRFETE EH A, BESNY—— F =25 TV D ITHE
PERHY £3, 2D A vE—TK, RADIUS H—/3N—F 721X TACACS+ H—_"— LD kT
JvaryPIlFREND I ENHY £3, server IP address 1L, BIET 5 AAA H— 3—D [P
7 RUVATT, userid, HFICEEMTONTWDEZ—F—4TT,

RV a2 aaasaver a< 2 REFHA L TCRESNEZT—"—F—RNELWZ L 2MEHEL
3

Io—H% ‘yt—*“) $Threat Defense-5-109029: Parsing downloaded ACL: string

EEEE:L%—U:P—AHALA nEEP RADIUS 'H‘*‘/\*‘b’%y\l? vl — Féhf:?yﬂzx U A ]\ Z“_’ﬁg;i:ﬁ LT
WAL= 7 — 033 AE L E LT,

egring: 727 A YA MDIE LW 2T T oL T —2fF k4 52T — A vt —v

WET7V230 ZOA v E—VICERSN TV D IEREZMMN LT, RADIUSY —"—=a 7 ¢
Fal—2aNOT 7R VA NERIHOLMLT T —2REL, FTIELET,

I7 * Jt $Threat Defense-4-109030: Autodetect ACL convert wildcard did not convert

ACL access list source |dest netmask netmask .

SRBA RADIUS h— R—TREINTHF AT I v 7 ACLN, VANV RKI—RK Ry h~AJ % H
N T DA D= AL Lo TEBRENFETATLE, BT, Xy h~AZBTA LR
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109033
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H—=RTHDHN, BHEOXY b AT THEINEZDA T = RLPNHPITE RN RBAEL
7,

e access list : B TE 72T 7 EA U AR

esource : IMEILIP 7 R LA

sdest : 3G IP 7 KL R

snetmask : 5E5C7 RV AEIFEE LT RLRZRHT 5 10 ERFEFOY T xy F w& 7
HEF7HIL3VRADIUS —_"—DT7 7 A VAN Xy b~ A7 2R L T, UL Fh—
Rarr74Xab—2a URRVONEIDERNET, XY AT ZTUA NV RI—RIZT5
FEOHEE., BLOFOH—N"—DT7 VA VAN Xy "R FTRTNVIA )L RH—FT
H DA . AAA — 3—D acl-netmask-convert (2 wildcard R EAEH LET, FNLIS DL
ABlX. Xy P AT EBBBEOX Y b~ AT 3R — NV EEERVWIA NV EI—FR %y b~ 2R
JIWICEFELET (DFD, Xy bR 8T 2 2ERO 1 Z8r L ET, &2
00000000.00000000.00011111.11111111 F7=1% 16 #E D 0.031.255 D L H 2RV FF) , A
BREICT AT EOES. BEIOZEOYF—R—DFRTOT 72 YA R Fy b~ 27N
WTHDHHEE. AAA Y —3—0D acl-netmask-convert (Z normal *E&EHH L £,

I5—A4 W — sThreat Defense-3-109032: Unable to install ACL access list , downloaded
for user username ; Error in ACE: ace .
S5 BA Secure Firewall Threat Defense /3 A A [Z, 2 —HP —B&GICE@H+T27 7R a2 ho—
/v U A % RADIUS == bZELE LN, VA POT Y MUIHIT T —R"EEh
TWET, =TI7—PFENDV A P2MHTLL. BF2 T 0 RY = @RI 72 5 TREMED
& BH7-%., Secure Firewall Threat Defense 7 /34 A [T —H —ZFFETCX EHATL,

» access list : show accesslist 2~ > RO NICERRSINDEZ XA FI v T7EA YRR

FD LB THR TV DAH]
cusername : TOERENZ DT 7 A Y A b O AT D 2 —H — D4R
cace: LI — ARSI L SIS TWET 78X YA FDx R Y

MEF7I932RADIUS H—NR"—Dar 7 4 Fal—a D7 78R VA RNEEZITIEL
ij‘o

IS5—4 “Jt—:) $Threat Defense-4-109033: Authentication failed for admin user user
from src IP . Interactive challenge processing is not supported for protocol connections
SRBAEEREG OFGEFIZ AAA T L U DAL R U B — S v E L7278, Secure Firewall Threat
Defense 7/3A ZNXZED T FA T T 7V r—2a U TORGERT v L DR ZBilg T &
Ft A, TOXIRGEIF. BAERITHES S, BRI ES SN ET,

e user @ AR RO L — W — DA R

eSCIP: 2 7AT N BRARDIPT RLZ,

s protocol : 7 FA 7 ¥ bR 2 h2v (SSHvI & 7213 H HTTP)
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109034

109035

109036

100034 i

WET V3 INOOERY A T LTTF v Lo VRBARAE L7220 K 512 AAA % 6k
FELET, ZHuE, @HE. RSASecurlD H—/3—_ F£7-1ZRADIUSHFRH D h—2 L N—Z AAA
P N—TH LT, SD OB Y A T ORBALE BT D Z L BB LET,

15—)‘ Y t—:/ %$Threat Defense-4-109034: Authentication failed for network user user
from src IP/port to dst IP/port . Interactive challenge processing is not supported for

protocol connections
HEAR Y NU— 7 BHEOAIFTIZ AAA T ¥ L MR U N — &3 E L7223, Secure Firewall
Threat Defense 7 /XA A [ZZD 74’77‘/ N7V r— g TOXEERTF v L DA & B
WBCEERA, 20X RGAIR, REEITHES S, BnES I ET,

e user @ FRREXRTR D 1 —F — DA il

ssrc IPlport: 7 7 A T N BRARDIP T RLAB IR — |,

sdst IP/port: 7 A7 v EBERLE D E LTWEH—"—DIPT KL ABLOAR— kK,

e protocol : 7 74 7 v MERET w h A (72 & xIiX, FTP)
RT3 INDOERZ A TR L TTF v L DREERHAE L7220 L 9 I8 AAA Z %
ELET, T, @, RSASecurlD —/3— F7ZIZRADIUSHEH D h— 7 X—Z AAA
P R—ZK LT, TNODOER Y A TORGEEZRET D Z L 2B L ET,

I%—)‘ vt—*‘) $Threat Defense-3-109035: Exceeded maximum number (<max num>) of DAP

attribute instances for user <user>

B Z o v ZiX, RADIUS — =655 L7z DAP JBIEDOEAN, fEE Sz —F—DHE
BEDFERETICFF A SN TV DR AREZBA -G E BRI E T,

WRET7HAVDAP BMEO L 7 4 X2l —2 g U ELEFE LT THESN TSR
RELLUFIZ DAP BIEOEEEE L, i€ Lica— =0 c& b L olcLE T,

15—% ‘y‘b-*‘) %$Threat Defense-6-109036: Exceeded 1000 attribute values for the

attribute name attribute for user username .

FBA LDAP S5 A »E—1Z, 1000 2 X HEEFFOREN G ENTVET,

« attribute_name : LDAP B4
e username : 12 7' A VRO L —H—4

HRF7H O a Y RE,
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Ia—)( ‘yt—*‘) %$Threat Defense-3-109037: Exceeded 5000 attribute values for the

attribute name attribute for user username .

£ BA Secure Firewall Threat Defense 7 /34 A TlX, AAA — =05 F B0 EE O 2%
BTHZE&NIR—FINTVET, AAAH——n5[H CEPEIZEI LT 5000 488 2 2%
G IRENEE SN TE2HE . Secure Firewall Threat Defense 7 /34 A TIXZ DISEA v & —
VEBAGRD & LT L, M£%ﬁfbi¢ ZOX D RRBT, Bk T A b Y — 2 fi
AT 57 RRETCETHZAEINTWET, EEOERB* Y NV —7 TRAET HAREMEITET
HYEFEA,

« attribute_name : LDAP B4
susername : & 7 A VO ——4
HEFH a7 a ha) XA=75 (WireShark 72 &) % H L T Secure Firewall Threat Defense

7‘/\/(1 EAAA T —N—[OEIENT 7 4 v 7 BV iIAH, FL—R 77 A L% Cisco TAC
IZHEIE U T 2K L T 7230,

I5—H*w 1t — 2Threat Defense-3-109038: Attribute internal-attribute-name value
string-from-server from AAA server could not be parsed as a type internal-attribute-name

string representation of the attribute name

FRBA AAA Y7 U AT AW AAA Y — =D O EMEENERERBLA~E T L L D & L TRIRL
F L7
« string-fromrserver : AAA Y— 3= 5525 L7 30F4, 40 SCFICUI s CoET,
ctype : fEESNTBIEDO X AT
HET7Iay BHENRAAA == EIZELLERENTND Z E 2R LET, sBico
WCIE, debugldap =~ FE X W debugradius 2~ REMFHALET,

IS5—XAw t—:/ %$Threat Defense-5-109039: AAA Authentication:Dropping an unsupported
IPv6/IP46/1IP64 packet from lifc :laddr to fifc :faddr

HEBANATIZE S CIPVE 7 KL RIZEHINDIPv6 7 KLU AEZIIIPvA T KLU A ZETe/r
}*G 61 AAA@nAquiﬁ_ 3:7?5?373)%%’(@— AAA@NAL‘HE%J:U\%NAL‘ IXIPv6 7 }“ LA %‘H—T‘_‘
FLEEA, X7y NIy FINNET,

elifc: AJjA v X —T A A
e laddr : #FEILIP 7 RLA
ofifc: HAHA v F—T =24 R

« faddr : NAT ZE#% D525 1P 7 R LA ({FET H5BE)
RT3 RE,
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109100

109101

109102

100100 [

IS—XAw t—:/ %$Threat Defense-6-109100: Received CoA update from coa-source-ip for
user username , with session ID: audit-session-id , changing authorization attributes
£5BA Secure Firewall Threat Defense 7 /34 A %, & v = > ID audit-session-id % £f> = —H—
username @ coa-source-ip 7> H @ CoA AR Y o —HHERZ EF LI L E L7z, I Syslog
A w—I%, BAEERY O —OHH % Secure Firewall Threat Defense 7 /3 A A 2352 (FHLY |
RRERS KON L2 IR SNE T, =7 =2 0nga, R EAE 2% iio TUELT 5 &
TNAEREIND DIXZ D Syslog A v E—YDHTT,

« coa-source-ip : FFATEROZEHDORFIP 7 K L&

cusername: £EJ Lty v arDa—H—

« audit-session-id : £ S5ty arDZva—sI0ID

WREF7Y a2 RE,

15—% “Jt_:) %$Threat Defense-6-109101: Received CoA disconnect request from

coa-source-ip for user username , with audit-session-id: audit-session-id

%88 Secure Firewall Threat Defense 7 /3 A {X, 7277 4 772 VPN v ¥ 3 LIk L TIELL
7 4 —~ v h &#7z Disconnect-Request #5215 L, #Eficx EFICHK T LE L,

« coa-source-ip : FFAERDEHDFHEFEIP 7 KL 2

cusername : AHE$ Lot v g rDa—F—

« audit-session-id : ZHE x5k g D7 m— U0 D

RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-4-109102: Received CoA action-type from coa-source-ip
, but cannot find named session audit-session-id
5B Secure Firewall Threat Defense 7 /N1 A (XA 7Rl A H IR ZZ(E L E L7222, FERT
FBEENT=& v 3 ID 2 Secure Firewall Threat Defense 7 /3 A FDOT 75 4 Tt v g
vE—HLEFA, ZHUE, 22—V —DTTIZH LBy v a v EORRBF AT & Y — N — 35
ITLED ELERBRTHL AR H Y £,

- action-type : R SR AIEE T 7 23 (update F 721 disconnect)

« coa-source-ip : FFATEROZETDOREFIP 7 R L&

- audit-session-id : ZHINLHEYy a0 v— LD

WET7H a0 RE,
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Io5—X% ‘yt—*‘) $Threat Defense-3-109103: CoA action-type from coa-source-ip failed
for user username , with session ID: audit-session-id .
£iBA Secure Firewall Threat Defense 7 /34 A JTIELL 74—~ > F SN2 A B HER 2 Z(E
LE LR, EFICUBTEEFATLE,

« action-type : BoR XN FBAIAL T T 7 o a2 > (update F 721 disconnect)

« coa-source-ip : FF P EROEEDFHIE P 7 K LR

cusername : A JTH v v a rD—H—

« audit-session-id : ZH I oty a D/ m—U0 1D
HET7HI L IVEHETLVPNY 72T A0 7 2RA L, FFsh@gitaiftcxiono
TFEIE, £y a 2K T TCERpoT-HEBLZ B LET,

15—)‘ “Jt—:) %$Threat Defense-3-109104: CoA action-type from coa-source-ip failed

for user username , session ID: audit-session-id . Action not supported.

i BA Secure Firewall Threat Defense 7 /XA A [ZFRA[EF 2 1E LWERTZITERY £ L7228, 5
EZIT=T 7 2 3 I Secure Firewall Threat Defense 7 /XA A2 THR— K I TV RN =0T
P L EHATL,

e action-type : ZR SN AIEHE T 7 a3 > (update F 721 disconnect)
« coa-source-ip : FF A ERDOEEDFRIEFEIP 7 K L&

cusername : AT 5ty g O —H—

- audit-session-id : ZH I bty a0 m—s0 1D

HREFTH O a Ly RE,

ITo5—4% vt—’) SFTD-3-109105: Failed to determine the egress interface for locally

generated traffic destined to <protocol> <IP>:<port>.

HBAA o H—T = A ANBVITHIUL., — MBTELE L7V 54A . Secure Firewall Threat Defense
TNA A [T syslog &0 ZIZREERT HDMERHV ET, T 74/ N L— ERFEIEL, IELWA
VHE—T A ANy NEV—T 4 T LIRS AITBHCE 22 < 72 W £9, SecureFirewall
Threat Defense DAL, T—F A v Z—T =24 ADRICETEHL— N DBPMBINET, 2
DIDT 7 4V N )v— "SRR DFEEIT ATy N v—T 4 7T 55E1%, BEHAEL 72
D ET,

W73V ELVSEEDT 744 s b— FE2BINTH), ZAZT 4 w7 )b— KZBII1
HZLaEBEIOLET,
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109201

109202

109203

109204

109205

100201 i

Ia—)( ‘yt—*‘) SFTD-5-109201: UAUTH Session session, User username, Assigned IP IP
Address, Succeeded adding entry.

HEA VPN 2 —F—REFICEMEND L, 20X vE—URERShET,
WR7Oa L,

15_)( ‘yt—*‘) %$Threat Defense-6-109202: UAUTH Session session, User username, Assigned

IP IP Address, Succeeded incrementing entry use.
FiBA VPN 2 —H—7 W v MITTITEEL, 2RI U MIEFITHE S E LT
WEF7avl,

15—)‘ “J‘t’—:) %$Threat Defense-3-109203: UAUTH Session session, User username, Assigned
IP IP Address, Failed adding entry.

BB ZORA v E—UF, TS AZABH LB E e — Y —x2 2 F VI ACL /b— /L &
TERIPSTHEITERENET,

WRT VS ay e ET,

15_7‘ ‘y‘t'—*“) $Threat Defense-5-109204: UAUTH Session session, User username, Assigned
IP IP Address, Succeeded applying filter.

B ZOA vy E—TF TS ABRH LMK SRz~ —= 2 b VI ACL /b —/V 238
TERDOTGEIERSNE T,

#HREFTOa VL,

15_7‘ vt—’) $Threat Defense-3-109205: UAUTH Session session, User username, Assigned
IP IP Address, Failed applying filter.

HBAZOAvE—VF, a—P— U NURTTIEEL, AV EF—T =24 A DBV g
W LWL— VBBl CTER PTG/ I AEREINET,

i: 3 I I S il e S B
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15_7‘ ‘y‘t'—:) $Threat Defense-3-109206: UAUTH Session session, User username, Assigned
IP IP Address, Removing stale entry added hours ago.

A ZDORA BV, TR ARY g roEdlila—F— o MY OBINCEKR L,
Wz b EHIBR LSS AR SN ET,

i: 3 I IR S il e S B

I%—)‘ “Jt_:) $Threat Defense-5-109207: UAUTH Session session, User username, Assigned
IP IP Address, Succeeded updating entry.

A DOA v E—UF, TAA AN, U E—T 24 A O —F—D)L— )L EEFICHEH L
XA SIVET,

#REFZHOa VL,

Iﬁ—)‘ “Jt—:) %$Threat Defense-3-109208: UAUTH Session session, User username, Assigned
IP IP Address, Failed updating entry - no entry.

BMAZDOA Y E—DE, TAAZARAZ=F =2 P ZH LVL— L TEHRTE R o258
WZAERR S ET,

i: g I IR S TRt S B

15—)‘ “J‘t’—:) %$Threat Defense-3-109209: UAUTH Session session, User username, Assigned
IP IP Address, Failed updating filter for entry.

SEAZORA =V, T AR D a DDl ——2 L N O)L— LA EHFTE
o AT ER SN ET,

i: 2 I IR S TRt e B

15—)‘ ‘y‘t'—*“) $Threat Defense-5-109210: UAUTH Session session, User username, Assigned

IP IP Address, Successfully removed the rules for user during tunnel torn down.

A Z DAy =V, b RADUWTRIZT A AR 2= =D — L2 ERICHIER LT25
BIAERSNET,

#RFTaVL,
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109211

109212

109213

Avy—

110002

100211 |

15_7‘ ‘y‘lz—“‘/‘ $Threat Defense-6-109211: UAUTH Session session, User username, Assigned

IP IP Address, Successfully removed the rules for user during tunnel torn down.

REAZ DA yE—UIE, PRV OHIBRZICSE S U MBIEFIZED LTEGA AR S IVE
R

RF7aVL,

I%—)‘ “Jt_:) $Threat Defense-3-109212: UAUTH Session session, User username, Assigned
IP IP Address, Failed removing entry.

BB ZOA =T, ERRT RURAEIIIARERT S MY BFEETT A 2 DOHIBRIZ KL
L2 B AR SET,
HRET7 OV ay HEEROUIN 2R A E£T,

Iﬁ—)‘ “Jt—:) %$Threat Defense-3-109213: UAUTH Session session, User username, Assigned
IP IP Address, Failed removing entry.

A ZOAvE—ViE, 2—F =2 hDa ) P a URFENTT A ZDOHIBRICER L=
BICAERRSNET,
WET7 VLY BEEROUIM 2R £,

110002 ~ 113045

T O T, 110002 ~ 113045 DA »E—I 2O T L ¥,

15_)( ‘yt—°) %Threat Defense-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port
SRBA XA N OBEITHEAT S A v Z—7 = A A% Secure Firewall Threat Defense 7 /31 A A3
LIS &L Els, == AELE L,

e protocol : /X7y hDT R kAL

e srcinterface : /N7 ROEFTTA VH—T = A A

csclP: /"7y FOEFILIPT LA

e sreport @ EE AR — M

cdestIP: "7y FOSESEIP 7 F LA

« dest port : sESEAR— M
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111001
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WEFH a3 T T7— Aokt —V BE BT —DFREERSTZA XV FNOFEME =
E— L. Cisco TAC IZBRIWE L ELTZE VY,

Io—Avy ‘t’_:/ $Threat Defense-6-110003: Routing failed to locate next-hop for protocol

from src interface :src IP/src port to dest interface :dest IP/dest port
BEAA v —T 2 A AN—=TFT 4T T—=T N EOFRT A~ K v 7% Secure Firewall Threat
Defense 7 /34 A BHL I L Lz &z, =9—0%ELE L,

« protocol : /N7y hDTm bk av

s gcinterface : /X7 v FOEEFEITLA LV H—T = A A

escIP: X7y FOXEETLIP T RLA

e sreport : FEITLAR— M

edestIP: /X7y hDSESETIP 7 R LA

e dest port : 5E5EAR— FEE
WR7I a3 27— AvkE—V BE, BLORT—ORRE LRS- NOFEME =
E— L. CiscoTAC IZBRWAEDLELZEW, TNy THRRINV—T 4 > 7 T —T VO % 3
R DHIZIE, show asp tablerouting =~ > RZHH L £9,

I5—*Yt— ¢Threat Defense-6-110004: Egress interface changed from old active ifc
to new active ifc on ip protocol connection conn id for outside zone /parent outside ifc
:outside addr /outside port (mapped addr /mapped port ) to inside zone /parent inside ifc

:inside addr /inside port (mapped addr /mapped port )
BB SIA =T oA ATT R —PNERINE LT,
WETV a2 RNE,

15—)‘ v t—:/ $Threat Defense-5-111001: Begin configuration: IP address writing to

device

A 74 X2l —a BT AR (T =T 4 A7 7T v a AEY, TFTP,
T o)L= = A2 U NAEEE . Ea s VRO WT DY) ITKENT D writea
Y READLE L, IP addressid, r7 A vRar Y —KR— kTiTbhizh, £
Telnet #f5t TN Te a2 R L ET,

RT3y RE,
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111002

111003

111004

111005

111002 JJjj

IS—XAw t—:/ $Threat Defense-5-111002: Begin configuration: IP address reading from

device

B 74 X2l —Ta v E AL R (TryE—F 4 RY TTFv a2 AFEY ., TFTP,

T xRN RAZ N MEE F T g LR O W) B EAELD read =
~ U REANLE L, IPaddressid, v/ A iz Yy —)L R— NTIThivlen, £2iX
Telnet #5f5¢ TN E R LE T,

HREFTH O a Dy RE,

I5—*vt— sThreat Defense-5-111003: IP address Erase configuration

BBz Y — L Twritegrase 2~ REANLTT7 T v a2 AV DORAREHEELE LT,

IP_address D%, v /A XV —)b K— bk Tirbivizh, 7203 Telnet B3¢ TITHL
TehraRLET,

WEBF7H a3 a7 4 F¥al—y g w2HELREE. Secure Firewall Threat Defense 7 /31 A
EFHRELTCHLV Iy 7 Falb—va 2 RELET, 03, 7ay =T o A7 E
IRy MU — 27 OMOBITIZH D TFTP — R—IZLHiRGFLTH DI 7 4 Fab— 3
PO REEILTEET,

I%—)‘ vt’—’) $Threat Defense-5-111004: IP address end configuration: {FAILED|OK}

£ BA config floppy/memory/ network ==~ > K & 7= 1% write floppy/memory/networ k/standby =~
Y REANLE L, IPaddress DfEIX, v J A v aryy—/)LKR— NTirbihier, £
IE Telnet #2f5e CITho e Z R LET,

WRETV a2V Ay E—UPNOK THROIVIAETT, ZOXAyE—V T I —NERINT
ek, BEERLET, HE2E, 7y B —T 4 AV ICEZIADE AT, 7ay e —
T A AT DEZIABIEILIZ > TRV L 2R L E T, TFTP ¥ — A=l EZ AL AT,
P—R—EEL TWDZ L 2R LE T,

Io5—X% vt—*‘) $Threat Defense-5-111005: IP address end configuration: OK

BEBADY 74 X2l —varE—REKRTLELRE, IP_addressOffilL, n /A viary—
b AR— M TIThen, £7203 Telnet #fe TiThoN ez m LET,

HREFTHa Yy RE,
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111007

111008

111009

111010

111111
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IS5—XAw t—:/ $Threat Defense-5-111007: Begin configuration: IP address reading from

device.

fiBAreload =~ RE 7zl configure a2~ RE AN LTar 7 4 X ab—a v EmbirAi
F L7, device 7H¥ A NI, 7avE—FT 4 A7, AEV, FXv b, AXUA F30ER
I2720 £9, IP address DfElE, B2/ A R ar Y —L R— N TIFb=n, %7213 Telnet
B it e LET,

WREF7HI a2 RE,

I%—)‘ vt’—*‘) $Threat Defense-5-111008: User user executed the command string
BFBA—Y =2 show 2~ RESOIEEDa~ > RE AN LE LT,
HET7V a3y R

15—)( v t—:/ $Threat Defense-7-111009:User user executed cmd:string

AL ——IZLY, a7 Falb—rvarPERINRN Ay RBRANENE L, 2
DA vE—IF, show 2~ RICRY #RrEhEd,

RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-5-111010: User username , running application-name

from IP ip addr , executed cmd

A — =N ELEE LTV E LT,
e username : X ELH AT o o —H —
- application-name : = —HF—NETLTNWLT7 7V Fr—va v
cipaddr : HEAT— a3 v DIP 7 KL A
ecmd : 2—H—NRETLIa~v R

WRE7Y a2y RE,

I5—*AY4E— % Threat Defense-1-111111 error message
AL AT L 2T —FTFIA T TANT I Ty 2T —RAELE L,
HRET L3y BEMRR LR WEEIE, Cisco TAC IZBMWEHHE 2S00,
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112001

113001

113003

113004

113005

1200 JJjj

Io5—4% ‘yt—*‘) $Threat Defense-2-112001: (string :dec ) Clear complete.

BT a— L ar 7 4 Xal—valrEHETAERNETLELE, Y—RA 77 AB
SOITEENFESINET,

WRT7HY a3y RE,

ITo5—H* ‘y’b-*‘) $Threat Defense-3-113001: Unable to open AAA session. Session limit
[1imit ] reached.

B AAA YU Y —ZABNEATERWZDIT, IPSec kv /L E7-1F WebVPN #555: T AAA BhifE
FEITTEEE A, limit I, FEEAAA FT 0V 7 v g v ORKREEZRLET,

WEF7HL 3D WRETHAT. AAAY Y —RADEREZHS LET,

15—)‘ “Jt—:) %$Threat Defense-6-113003: AAA group policy for user user is being set

to policy name .

REA N S NA—TICBEEMIT O N TWDE =T R Y =R a—HPF—FHHFORY —
policy name T E&EX IfvE 9, pollcy name %, LOCAL §RAEDF ERFIZ username 2~ > &
A L CHE SN CTE Y . RADIUS #RFED R E R IZ RADIUS CLASS BitE iR S E T,

HWREFTH o ay RE,

Io5—A% ‘yt—*“) $Threat Defense-6-113004: AAA user aaa type Successful: server =

server IP address , User = user

Z5BA IPSec F 7~ 1% WebVPN #6310 615 AAA BERTEFIZE T LE L, AAA Z A4 7T
FREE, BFRl. ERBET AU T 47 TF, server_IP_addressid, BT 5 AAA 47‘%/\%0)
IP7 RLUATY, user ld, #ERICEEMTONTWD 22— —4TT,

WREF7HI a2 RE,

ITo5—H* vt’—’) $Threat Defense-6-113005: AAA user authentication Rejected: reason =

AAA failure: server = ip addr : user = *****: user IP = ip addr

ERBAHEENE T AAA RBREICRIN L £ Lz, =— =R 13 W G50 ARG TR RSN EE
IS, BENeYA F 7213 nologging hideusername =~ & R E SN TV DL AITER RSN
£7
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113006

113007

113008
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WET7 I ay BiEamaiT LT 7Eauy,

Io5—X% ‘yt—*‘) %$Threat Defense-6-113005: AAA user authentication Rejected: reason =

AAA failure: server = ip addr : user = *****: user IP = ip addr

ERBAEHE T AAA RBEEICKRIM L £ Lz, 22— =R 1T G 60 R IT R RSN EE
S, A7 A F 7213 nologging hideusername =~ > RSERE SN TWAEAITE RSN
£7

RT3y it imaRiT LT EE,

Is_)‘ ‘y‘b—*‘) $Threat Defense-6-113006: User user locked out on exceeding number

successive failed authentication attempts

Eﬁﬁﬂﬁ_ﬁﬂ/ IREINTWDL—HF—Ray /77 RSN TWET, ZOXAvE—ViF, 2

D =P —{ZOUVCFRFERIANE#RE L CREEEIZITHAE LT L I8, 4% 02— —
NeiEaEZ T Lo L LTh, EHLE D clear aaalocal user lockout =~ > RaffH L Cax—H—

ETray /3T 5ETIE, TXTERINDGZ EARLET, user IFBIfER v 7 ST %

2 —H—TdH Y. number |% aaalocal authentication attemptsmax-fail =~ > R L THEE

SN TV DRI L Z WE T,

#2274 > 3> clear_aaa local_user lockout =< RZHEHA L Ca—Y—27nmvr45%
VIR u?ﬁéhé ﬁ‘f}buu umgiﬂ&@ﬁikéi%nﬂ%zbiﬂ_

ITo5—H* ‘y‘b—*‘) $Threat Defense-6-113007: User user unlocked by administrator

B e — W VISR E S L7 —H —23, aaalocal authentication attemptsmax-fail =~ > K & ff
LU CERE SN TlHRaE RO IR K B 2 T-feda vy 7 70 &3l tk, FRENTWD
BHEICL-TT ey 7 EnFE L,

RT3y RE,

15_)( ‘y’b-*‘) %$Threat Defense-6-113008: AAA transaction status ACCEPT: user = user

£iBA IPSec B2%5¢ £ 721% WebVPN B2 BE AT SN TN D 2—F—D AAA v T HF 7 v a v
MNIEFIZFE T UE Lz, user 1%, #EFHICEEMITON WD 22— —4 T9,

WET7H a0 R,
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113009

113010

113011

113012

113013

113009 i

Io5—4% ‘yt—*‘) $Threat Defense-6-113009: AAA retrieved default group policy policy

for user user

5 BH IPSec #%#¢ & 72 13 WebVPN B35t ORBAE & 721358 7] 23 TH4vE L7z, tunne-group =2~ K
Fidwebvpn a2~ RTHRESNTZZAV—7 R o—DBHENREE S E Lz,

WRT7THY a3y RE,

15_)( ‘y’b-*‘) $Threat Defense-6-113010: AAA challenge received for user user from

server server IP address

SR SecurlD — /N —ZAF ] U7= IPSec BERE D FRAEN TN E Lz, 2 —W—%. FREEITHET -
T RE AT L HoRdDENFET,

e user : BEICBEAM I DTV —H—4,
sserver _|P_address: B# 45 AAA »—X—DIP 7 FL A

RT3y RE,

15—)‘ V) t—:/ $Threat Defense-6-113011: AAA retrieved user specific group policy

policy for user user

ERBA TPSec ¥5#5t & 72 13 WebVPN £35t OFRREE 721358 AT 3 TdoivE L7, tunnel-group 2> R
Floidwebvpn a2~ RTHRESNTZZAV—7 R —DBENES S E Lz,

HREFTH O ay RE,

15—)‘ ‘yt—*“) %$Threat Defense-6-113012: AAA user authentication Successful: local

database: user = user

SRBA IPSec #5f5t & 721X WebVPN 845t (Z BT b TV b 2 — Y —», g—h il 2 —HF—F—
57/\\\—%6 IEI% quuﬂ%éhﬂi Lf;.o

s user : PEGICBEAT I b TCnW DS ——4
HREFTH O ay RE,

I%—)‘ ‘y‘b—*‘) %$Threat Defense-6-113013: AAA unable to complete the request Error:

reason = reason : user = user
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113015

113016
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SRR TPSec #4545t £ 721X WebVPN 5 1 BEAHT 6TV A 22— —D AAA VT HF o g v
N, =T —ICEVRKLEL, FREAY U —ERICEVESSNE L,

e reason : FEHOFEM
euser : FEREICEEM T O N TWE 2 —Y—4

HREFTH O a Yy RE,

I5—4 ‘y’b-*‘) %$Threat Defense-6-113014: AAA authentication server not accessible:

server = server IP address : user = user

BT /S A DS, IPSec HifE F 72 1L WebVPN eI BEATHT 5T D AAA 7 7 v a
VHICEREE I AAA P — "= L BETCEXEHATLE, 20D, 22— =0l Lo &
L7zl &, aaaserver 7 L—7IZRESINTNWOINY 7T v T P —_R—BLREDH—/—0D
TRAZEVT A WRET, SERICKRNT 2580, RLR2WGELH Y £3, 2—HF—41F
BN RGAESRANA LRGSR RSN ET AN, ARG £ 7213 nologging hide username =
<V RRRESN T DHAETR R EINET,

WRFIS a3y REFHD AAA —— L O 2 MR L1,

Io5—A ‘y’b-*‘) $Threat Defense-6-113015: AAA user authentication Rejected: reason =

reason : local database: user = user: user IP = XXX.XXX.XXX.XXX

S51BA TPSec #5467 £ 72 1% WebVPN 2l B#AHT BTV D —F—pr—H L 22— — F—
B R ASOFFEERPIES SIVE Le, 2 — =4I ED G50 ARG G IEFR RS E
BAN, B4 £7-1% nologging hideusername =~ > RAHE SN TWAEAITFERE
nEJ,

e reason : ZERDVERS S A7 BRE OFEAR

e user : BEGICBEMT T b TV S 22— P —4

e user_ip : il E 7 IFRRREER A Bk L 7c 2 — Y —D IP 7 N L A<915CLI>

WET7H a0 RE,

15—)‘ “Jt—:) %$Threat Defense-6-113016: AAA credentials rejected: reason = reason :

server = server IP address : user = user<915CLI>: wuser IP = XXX.XXX.XXX.XXX

E5BA IPSec B4t & 7213 WebVPN 56l Bdf 1T b T\ Db 2 —HF—D AAA b T oo v a v
B, TT7—IZX VR LT, FREFRY U EKICEVESRSNE L, = ——4 1385
RGERARHRGEIIR S INETALN, A7 %E £7-13 nologging hide username =~ &
RBPRESNTWLHEETERRINET,

s reason : BURMES S LB O
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113019
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13017 ]

e server |P_address : B4 5 AAA —X—DIP 7 KL &
s user : BERICBEM T DTV D 2 ——4
« <915CLI>user_ip : 7k £ /2 ITAFEER 2 BisA L7z —F —D P 7 KL A

RT3 RE,

15—)‘ “Jt—:) %$Threat Defense-6-113017: AAA credentials rejected: reason = reason :
local database: user = user: user IP = XXX.XXX.XXX.XXX
A 1PSec #2ft £ 721X WebVPN #5t I BhEf i b Tnd2—HF—D AAA R o7 v a v
N, TT=IZXVRI LT, FERY v —ERKICRVIESESNE L, 204Xy R
IRENDDIE, AAA R T W7 2 a Vs AAA ——TiERlv—h L a2—H%— F—
B R A LATPNSBATET T,

e reason : ZEURAMES S BRH OFERE

e user : FEREICEEMT T bV D 2 —F—4

cuser_ip : ARl E ITRREER ZRG L2 —F—D P 7 RL A

HREFTH O a Yy RE,

Io5—XAwy ‘t'_:/ $Threat Defense-3-113018: User: user , Unsupported downloaded ACL Entry:
ACL entry , Action: action
BB AR —FENTWRWNWT 4 —~ v D ACL =2 b BFEFEY — "= b H 7 rm— KX
NELE, AvE—VOMEEIKROLEEY TT,

cuser - BV A U ERITL TV D2 —H—

« ACL_entry : @ik —_—ho Xy — NIl hAR— SR THWRWACL = kU

e action : VAR —FENTWRWACL = UKL THEITTDHT 7 v a v
RT3V B — =D ACL = ML, PAR—bhENRTHDHACL= b 74—
~v MIEAT 2L ICEHENER T HOLENH Y £,

15—)‘ “Jt—:) %$Threat Defense-4-113019: Group = group , Username = username , 1P =
peer address , Session disconnected. Session Type: type , Duration: duration , Bytes

xmt: count , Bytes rcv: count , Reason: reason

SREAR KT A RV a—H =24 I 7 L 20mERLET,
e group : ZIV—74
e username : L—H%—%
\IP:ET T RLR
*Session Type: v a ¥ XA 7 (7=& z2I1X IPSec F£7-21% UDP)
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e duration : B (KffE. 0. B L OW)
* Bytesxmt : X{5 S L7231 MK

* Bytesrov : A5 S L7 A MK

« reason : GIWTJHIAl

a—PF—nbERINT
iienyA /oY gW
VA YIS oY g Wl
TA RKVEALLT DR
I RHRF ] 2 A L 72
BHENV Y FLI
BHENY 7 — LT
BHEN vy P UL
N—h x=T—

NAS = 7 —

NAS Zk

NAS U 7 — |k
— b DOAREAL

Syslog # v £—< 101001 ~ 199021 |

BRSO, FA—a—P—CXDFRn /A VHFEREBAT LR LET, Z
DOREZRRT 21213, FREm 7 A Ul T 7, 22— =8 L TRED 2 —F —4 &8

AU —RC1EEG R /A V5T 55510 LET,

R— s
fEHCE RN —E R
e 2V
=TT —
RARMRERLT

SA AHRYEIIL

IKE OHIIfR
HRE OF BT F —
AEBIE IR G4

T x—RX2 DR
TrAT U —IDA—EK
VT T RLVADER

ACL figtfr=— 7 —
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113020

113021

113020 [

T —RQ T —

RET T —

T O FER

W~ Z —

JUT N =y WY —=RNEONERN
L2TP BH4h

VLAN v vy B> =5 —

NAC KR v— xF—

BAFI w7 TIRARY O —0ORKT
PR—rENTWRWITTAL T N ZAT
A

RT3 VEBICHEN RSN TWRWIRY | AEITARETT,

15—)‘ vt—’) %$Threat Defense-3-113020: Kerberos error: Clock skew with server
ip address greater than 300 seconds
£ BA Kerberos H—/3—#%&H @ IPSec F 7213 WebVPN D = ——DFEFEA . Secure Firewall Threat
Defense 7 /35 A D/ vy 7 L 20— =07y 7R 545 300F) LETNTWDHZD
WKL E LT, ZORMBEZ oo &id, #L Lo & LThIERINET,

« ip_address : Kerberos #—/3—®D P 7 F L X

#2427 2 < 3 > Secure Firewall Threat Defense 5 /31 A $—/3— & Kerberos —/3—D 7 11 v
7 xRl s ET,

IS5—H*w 1t — 2Threat Defense-3-113021 : Attempted console login failed. User username
did NOT have appropriate Admin Rights.

BBl — P —NEFHa L Y — LT 7 A LES L LELEDY., EHESESNE L,

susername : L — P —B AN Lz —HF—4

HRET Va2 L ENSNT admin #ERL—F—DHEX, ZO2—F—DH— R ¥
4 7 (LOCAL %7213 RADIUS FGEY —/N—) BRO X DT 7 v A% T2 X 5 IZHE S
NTWNWEZ & EHERLET,

e nas-prompt : 22 Y —/b~DBuF A B LRI LV D EXEC FitEZ FF A LET
D, AFX—T)N (ar7 4 F¥al—aMfEE) 778 RIHFTLER A,

eadmin : I XTOT V7B RAZFHFALET, a~vy REFHEICL > THK TE F9,
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RSO a—F—DRAIT, FO—F—NEHa LV — L ~DOREY R T 7 AR T
WET, FTEINDTI7vavid, 20X REBECETAIHNORY —I1Z@#Ae LTV DN
ERH Y F9,

Io—XAw t—:/ %$Threat Defense-2-113022: AAA Marking RADIUS server servername in
aaa-server group AAA-Using-DNS as FAILED

£ BA Secure Firewall Threat Defense 7 /34 A 5% AAA H— N—ZFRGE, #Frl, F37 0w
TAYTDERERBLE LR, HFESNTWDHA LT 7 MIBINIOSEZ2%E LEHAT
L7z 2D AAA —NR_—FRMD~—7 BT ENET, TD AAA —1—F, ¥—F
AMBHIBRSIVE LT,

s protocol : IRDOWFTNND X A T OFEFET 1 k2L
- RADIUS
- TACACS+
-NT
- RSA SecurlD
- Kerberos
- LDAP
sip-addr : AAA ¥ —"—D P 7 KL X
stag : —3— F—T4

HRE792 32 AAA — =242 T A . Secure Firewall Threat Defense 7 /31 2 25T
JHATEDLZ LR LET,

Ia—)‘ ‘yt—*“) $Threat Defense-2-113023: AAA Marking protocol server ip-addr in server
group tag as ACTIVE

SRBALLET R D~ — 7 A1 Hiviz AAA — 3—73 . Secure Firewall Threat Defense 7 /XA A
WL THOT 77 4 7IZSNE LTz, AAAZDROMPRIZ, ZDOAAA Y —"—ZHTX 5
£ FE LI

« protocol : RDOWFTNNDHF A TORGET 1 k=)L
- RADIUS
- TACACS+
-NT
- RSA SecurID
- Kerberos

- LDAP
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113024

113025

113026

1304 [

sip-addr : AAA ¥ —"—D P 7 FL X
stag : V—N\— T L—T4

RT3 RE,

15—)‘ “Jt—:) %$Threat Defense-5-113024: Group tg : Authenticating type connection
from ip with username, user name , from client certificate
BB —F - OEAMATKEIC L > T, AAAICY T4 7 > MEREN S Sz =2 —
P—HTIHO2—P—AN EEFEXINE LT,

stg: RV I —7F

stype: B DX A7 (SSLZ ATV NELIZITA T FLR)

cip: L TWH—HF—DIP 7 RL X

e user_name : AAA 22 T4 7 > REBED DAl S 7= 4Rl

HRTH O ay RE,

ITo5—H* ‘y‘b—*‘) $Threat Defense-5-113025: Group tg : fields Could not authenticate
connection type connection from ip
REAREE D 2 —F—Z &2 EFICHH TE EHATL,

‘tg: o 7 —7

- fields : x50 DN 7 ¢ —/L K

« connection type : #6iD X A 7 (SSL 7 7 A4 7> hE72137 747 > h L R)

cip: B L CWVWDH =P —DIP T KL A

T - a .y EPE L. authentication aaa certificate, sd certificate-authentication. 35 kO
authorization-dn-attributes 45— U7 — RN E LS BESNTWNWAH Z L 2HRTIMLENDH Y
ij‘o

15—)‘ “Jt—:) %$Threat Defense-4-113026: Error error while executing Lua script for
group tunnel group
B AAA 22 T4 7 FREEN b 2 —F—A ZHhiHPic, =7 —0FBELELLE, 20
A v —U 1%, username-from-certificate use-script 47 > 7 U WA RIGAIT T AR SV E
—éqo

e error : Lua BREE B IR E 7z = 7 —3CF5]

e tunnel group : FEAEN S 22— —H BT L LS L LIz b 71—
#2427 U 2 3 2 username-from-certificate use-script 47’ 3  CHEH SN TWH A7 U 7 M=
T INIRNINE D NN E T,
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113029

113030
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Io5—X% ‘yt—*‘) %$Threat Defense-2-113027: Error activating tunnel-group scripts

BEBARAZ U N 7y A NVEIEFIZR— R TE EH A, username-from-certificate use-script 4~
VavEFERATL R R IA—TRIELSEEL T ER A,

WETH a3y EHET, ASDMZEH LT, A7 U7 b 77 A V2T —=RR0ONE S )
R T HMENH Y £, debugaaa 2~ R L CHEMIRT T — X v —Y 2G4
D EBRNBHET,

I%—)‘ ‘yt'—’) %$Threat Defense-7-113028: Extraction of username from VPN client

certificate has string. [Request num ]
tBRRE O 2 — Y —Z OMBE R T, FEITHTHDH0, KT LELE,

enum: ZRDID (77 A RS~DFRA X OME) . HFIZEMT 2%& 5T,
s gring : IKOWNWTNIPDRAT —H A X vt—,

+ Ibeen requested (FERFEA) |

o Istarted (BH#R) |

« [finished with error (=7 —"THT) |

+ [finished successfully (IE&(ZH#T) |

+ Tlcompleted (52 7T) |

RT3 RE,

Io—XAw t—:/ %Threat Defense-4-113029: Group group User user IP ipaddr Session could

not be established: session limit of num reached

SBBEOE Yy v a v EREREYy Y a Ly a— REBBLTCWATRD, a—F—tvi g
LWL TEEH A,

HET7V D a Ul Thiud, REISNTWDOHIREZHEML, m— K RXTF R 7T 275
LLET,

15—)‘ “Jt—:) $Threat Defense-4-113030: Group group User user IP ipaddr User ACL acl

from AAA doesn't exist on the device, terminating connection.

SRBATE & & 1172 ACL 28 Secure Firewall Threat Defense 5 /34 2 E TR O™ FHATL,

e group : Z/L— 7 D4R
suser : —HF—D4 ]
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113031

113032

113033

13031 ]

eipaddr : IP 7 RL- A

eacl : ACL %
WR7 a3 a7 4 X2 b—va a2 H LT, BESNZACL ZEBMNT %2, ACLOD
HIEETELET,

I%—)‘ v ‘t’—:/ %Threat Defense-4-113031: Group group User user IP ipaddr AnyConnect
vpn-filter filter is an IPv6 ACL; ACL not applied.
SRBAEEFH S D ACL DX A 73> TWET, vpnfilter 2~ RIZ X > T, IPv6 ACL 23 IPv4
ACL & L TRESNTVET,

sgroup : L—HF—D I N—T R —4

cuser @ 2 —H—4

eipaddr : =—H =0TV v 7 (FID B THATWRWY) IPT RLA

- filter : VPN 7 1 /L % D4 Hil

HEEZ 7 9 < 3 > Secure Firewall Threat Defense 7 /XA A @ VPN 7 ¢ /L& & IPv6 VPN 7 ¢ )L %Z
DOFE. BELUAAA (RADIUS) V—RR—D T 4V EZ NRITA—FHH LET, ELWEZA
TOACLBPEEENTWAHZ L 2R LET,

15—)‘ v t—:/ $Threat Defense-4-113032: Group group User user IP ipaddr AnyConnect
ipvé-vpn-filter filter is an IPv4 ACL; ACL not applied.
ERBA W95 ACL O A 73> TWE T, ipve-vpn-filter =~ RiZX > T, IPv4 ACL 3
IPv6 ACL & L TRESNTNET,

sgroup : L—HF—D T N—TF K v —4

cuser @ 2—Y—4

eipaddr : =—H—D TV v 7 (EID B THATWRW) IPT RLA

« filter : VPN 7 ¢ )L ¥ D4 Hij

#4227 2 < 3 > Secure Firewall Threat Defense 5 /34 A @ VPN 7 ¢ /L4 & TPv6 VPN 7 ¢ )L X
DORE. BEIOAAA (RADIUS) y—_"—D T 4 VEZ NG A—F I LET, ELWFA
TOACLBEESNTWAZ L 2R LET,

Io—XAw t—:/ $Threat Defense-6-113033: Group group User user IP ipaddr AnyConnect

session not allowed. ACL parse error.

SHBARIET D ACL MEST L TN W=, Z D7 L —7FNOIEE S -2 —% — D WebVPN
tovarNnNFEnNEErAL, TOTT—NMEEINDE T, 2—PF—7 WebVPN 2/ L C
07 ATHZEIEFEHTINET A,
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sgroup : L—HF—DINV—T KU —4
o user : L—HY—4
eipaddr : 22— —D/T Y v 7 (FIDHTHATWRWY) IPT FLA

RT3 WebVPN ACL ZEIEL £,

Io5—H% ‘yt—*“) %Threat Defense-4-113034: Group group User user IP ipaddr User ACL acl
from AAA ignored, AV-PAIR ACL used instead.

5B Cisco AV-PAIR ACL 2MEH & i7=7=, Efii S/ ACL ™MEHSNERHATL,
e group : Z/L—7 D4R
euser : —YP—DLH]
sipaddr : IP 7 RL- &
sacl : ACL %

WET7Oa T 28072 ACL ZIRE L, REXEELET,

Io5—H% ‘yt—*“) $Threat Defense-4-113035: Group group User user IP ipaddr Session
terminated: AnyConnect not enabled or invalid AnyConnect image on the ASA.
B —H% —73 AnyConnect 7 74 7> h&fEH L Tr 7 A LE L, SVCH—EANRT m—
PN =T T2 o TR, ETESVCA A — U BMEMEH L T ET, By va
RIS T SIVE LT,

e group : = — W —DOEHEFITRICHE T T 5 7V —7 K > — D4R

cuser @ HEEA BT L TV D 2 —F— D4R

ciaddrp : #i 2T L TV DB —HF—DIP T FL A
HREF7Har sveenablez~ 2 REFEHALT, SVC &7 a— LA 3x—T M LET,
svcimage 2~ REMHALTH LA A=V %2 B —RF$+252 LT, SVC A A—T DA
ENR—=Va v ERRELET,

Io—Aw t—:/ %Threat Defense-4-113036: Group group User user IP ipaddr AAA parameter
name value invalid.
BBATER SN T A—Z OEPAR T, EIIFEFICRWATRERH D120, RSN EE
Po

e group : 7 /L—F D4R

cuser ¢ = —H—DH4H]

eipadddr : IP 7 R L- &

s name : /X7 A —X DR
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113037

113038

113039

113040

113037 ]
WR7O a3y REELETL, SHELIAT AL EBEELET,

Io5—4 ‘yt—*‘) $Threat Defense-6-113037: Reboot pending, new sessions disabled. Denied
user login.

5 BASecure Firewall Threat Defense 7 /34 A 73U 7 — MLEIH O 7=, = —H—7 WebVPN (2
nJA L TCEEEA,

WRT7HY a3y RE,

Ia_)‘ ‘y’b-*‘) $Threat Defense-4-113038: Group group User user IP ipaddr Unable to
create AnyConnect parent session.
HEBY Y —ADORED=D, BEINTINV—TNO2—H—|Z% LT AnyConnect & v ¥ =
UIMERESIERATL, To& 2R, ==K Re 7 A UHIBRICE L7 rRetErH v F
RS

e group : Z/L—7 D4R

cuser : —HF—DLHI

eipadddr : IP 7 KL &

WET7H a0 RE,

15—)‘ v t—:/ %$Threat Defense-6-113039: Group group User user IP ipaddr AnyConnect
parent session started.
BRI N2 IP T FLRAIZEIT D 207 V—7NO2—H—{Z% L T AnyConnect & v =
VBB ENE Lz, =—F =2 AnyConnect 2 7 A > RX—TENH LTI AT DH L,
AnyConnect & v ¥ a3 DSBSV E T,

s group : 7 /L—7F D4 Hi

cuser @ = — Y —DLH

eipadddr : IP 7 R L&

WRT7HY a3y RE,

IS5—H*w t— 3Threat Defense-4-113040: Terminating the VPN connection attempt from

attempted group . Reason: This connection is group locked to locked group.

BRBA B AT S NS PRV =T, T—T my ZITRESNTND F L T
N—TLRICTIEH Y XA,
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- attempted group : BN EET D hoxv T u—7
« locked group : B e v 7 FITHIRE N TWD by F—7

WET7Vay IN—T7 R v—FiFa—F—BhEO I V—T oy ZEEHEE L ET,

15—)‘ “Jt—:) $Threat Defense-4-113041: Redirect ACL configured for assigned IP does
not exist on the device.

RBAY XA L2 B URL 31 A h—/L &L, ACL B ISE b2 fE &z n, VXA L7 b
ACL 73 Secure Firewall Threat Defense 7 /3 A A (\ZTFAELRWGARICZ T —NEAELE LT,

sassigned-ip: 7747 MZEIDVETHENDIPT RLXA
HE3Z2 7 4 < 3 > Secure Firewall Threat Defense /3 Z 2V XA L7 M ACLZERTELE T,

15—)( W) t_:) $Threat Defense-4-113042: CoA: Non-HTTP connection from src if :src ip
/src_port to dest if :dest ip /dest port for user username at client IP denied by redirect

filter; only HTTP connections are supported for redirection.

SRBA CoAMSBED A, VXA LT NACLZ 4 VX%, U EA LY NERIZ—Ed 5 IEHTTP
o7 4vl% Ry L, T LENT 74y 7a—|lBTHEHREZEMLET,

ssrc if, srcip, src port: Ve —0EEITEA A —T = A4 A, IPT R A, R"—F

o dest_if, dest_ip, dest port: 7o —D3EHA v H—T =4 A, IPT RV A, HR— |

o username : L —H— D4 Hif

scliet IP: 7747 FDIPT RLXA
#2279 < 3 > Secure Firewall Threat Defense /31 A O U XA L7 b ACL DR E & ik L F
T, VXAV bTBRTT7 4 v Z7IZIELL —HL, BiEZHFAT527e—RlE-T7 ey
TENDZENBRNVEIITHEIER 7 A NV FEBHEHAL T EE,

A v+t —< 114001 ~ 199027

114001

ZOIETIE, 114001 725 199027 £ TH A vE—VICHOWCTHB LET,

IS5—A4A ‘y’b-*‘) $Threat Defense-1-114001: Failed to initialize 4GE SSM I/O card (error

error string ).

BBARC =T —F 72 FT AL v FHHULT T — D7D AT LA 4GESSM /O 71— R & WL
TEEHATLI

s sydog_id : A v E—TRkB T

. Syslog # v t—<° 101001 ~ 199021



| Syslog # v+—< 101001 ~ 199021

114002

114002 I

e>error_string : RCY Y TN NRAZT—F I AS v TF T 72 ATT— (10RO T —
a—FR) RCYYTARRAZT—IROLEY T,

« 12C_BUS_TRANSACTION ERROR
« 12C_CHKSUM_ERROR

« 12C_TIMEOUT_ERROR

« 12C_BUS_COLLISION_ERROR
«12C_HOST BUSY ERROR

« 12C_UNPOPULATED_ERROR

« 12C_SMBUS_UNSUPPORT
«12C_BYTE_COUNT_ERROR

« 12C_DATA_PTR_ERROR

WET7 I aVROFIEEZFATLET,

ARy MIBEEMTONTHWD A v -V 2T — %58 L TR L £,

Secure Firewall Threat Defense 7 /3 A TEITLTWH Y 7 by =7 %2V 7 — kK LET,
TNA ZADERE G > TOrLHEALET, EREZU-72%, LT HF-oThHE
e ANET,

4. EPMRR L2V EE . Cisco TAC IZBRIWEDE L ZE 0,

w N e

ITo5—H* ‘y‘b—*‘) $Threat Defense-1-114002: Failed to initialize SFP in 4GE SSM I/0 card

(error error string ).

FARC =T —F 723 AL v FHHULT T —DIDIT T AT 473 4GE SSM /O 71— R D SFP
Xy Z P TE EFEATLI,

« >sydlog id : A v E—RkBIA
e>error_string : RCY Y TNV ANRRA T —F L FAA v F T 7827 — (10#EHO=T —
a—FR) , RCYUTANRRATT—TRD LB TT,

« 12C_BUS_TRANSACTION _ERROR
«12C_CHKSUM_ERROR

« 12C_TIMEOUT_ERROR

« 12C_BUS_COLLISION_ERROR
«12C_HOST BUSY_ERROR

« 12C_UNPOPULATED ERROR

« 12C_SMBUS_UNSUPPORT
«12C_BYTE_COUNT_ERROR

« 12C_DATA_PTR_ERROR

WET7VaVROFIEEZFITLET,

1. ANV MIBEEMTONTWA A vVt T —2 508 L CTHERLET,
2. Secure Firewall Threat Defense 7 /3 A TEITLTCWD Y 7+ 2T %2 7—hMLFET,
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3 TS ADERE —EU > ThoERALET, G277 %, L TERF-> THhoE
HEANET,
4. MR L7I2WEGE . Cisco TAC IZBWEHhELTZE W,

15—)( vt—’) $Threat Defense-1-114003: Failed to run cached commands in 4GE SSM I/O

card (error error string ).

HEADRCZT—F13 AL v FUIHEL= T — DD 2T AN 4GESSMIO I — ik ¥ v
Vadifavwy REFTTCEERATLE,

« >sydlog_id : A v E—RkBIT
e>error_string : RCY Y TNV NRA T —F IR v F T 7827 — (108HO=T —
a—R) , RCY VT NRTT—TRO LBV TT,

« 12C_BUS_TRANSACTION _ERROR
« 12C_CHKSUM_ERROR

« 12C_TIMEOUT_ERROR
«12C_BUS_COLLISION_ERROR
«12C_HOST BUSY ERROR

« 12C_UNPOPULATED ERROR

« 12C_SMBUS_UNSUPPORT
«12C_BYTE_COUNT_ERROR

« 12C_DATA_PTR_ERROR

WE7HOa3VKOFEEZEITLET,

AR MIBEEMITONTWARA vy =V 2T — %308k L THERLET,

Secure Firewall Threat Defense 7 /XA A THEITLCWDH Y 7 by =T %Y 7 —hKLET,
TNRA ZADERE —EO > ThrbHERALET, EHREE2-7-%, XNIEPH-> ThbE
FHaE ALET,

4. MIEIER U72W4A . Cisco TAC [ZBWAbEL Z &0,

w DN e

15—)‘ ‘yt—*“) $Threat Defense-6-114004: 4GE SSM I/O Initialization start.
%84 4GE SSM /0 O#IHIE B STV D Z &N —F— Il SN E LTz,

e >syslog_id : A v E— kI
RT3 RE,

IT5—*Yt— sThreat Defense-6-114005: 4GE SSM I/0 Initialization end.

5388 4GE SSM I/O OHIHMERSE T L= 2 E a—F — (Tl s Lz,
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114006

114007

114006 [Jjj

s >sydog id : A v &—URBIT
WRET7TI a3 AE,

I5—A Wt — sThreat Defense-3-114006: Failed to get port statistics in 4GE SSM I/O

card (error error string ).

REA2C =T —F 721X A A v F Wb =T —D7=®IZ Secure Firewall Threat Defense 7 /31 A
23 4GE SSM /O 71— R DR — Mt &z G TE A TLI,

« >sydlog id : A v E—EkBIA
e>error_string : RCY Y 7NV ANRRA T —F L FAA v F T 7827 — (10#EHO=T —
a—FR) RCYU T ARZRZT—[FROLEBY TT,

« 12C_BUS_TRANSACTION _ERROR
« 12C_CHKSUM_ERROR

« 12C_TIMEOUT_ERROR

« 12C_BUS_COLLISION_ERROR

« 12C_HOST BUSY_ERROR

« 12C_UNPOPULATED ERROR

« 12C_SMBUS_UNSUPPORT
«12C_BYTE_COUNT_ERROR

« 12C_DATA_PTR_ERROR

WET7VaVROFIEEZFITLET,

AR MZBEEMTONTNDE Ay =TT —%5i L TR LT,

Secure Firewall Threat Defense 7 /34 A CFEITLTNWHLY 7 Ny =7 %Y 7 —hFLET,
TNA ZADERE —EG > TOrLHEALET, ERZU-7%, LTHEHF->ThLE
TREANET,

4. REMRR U7eW 54, Cisco TAC IZBIWAHE 7230,

w DN P

15—)‘ W) t—:/ $Threat Defense-3-114007: Failed to get current msr in 4GE SSM I/0 card
(error error string ).

HBARC =T —F 7T A A v THIHHL= T — D72 ¥DIZ Secure Firewall Threat Defense 7 /31 A
7R4GESSMIO 71 — FOBIEDE 2/l AT — 5 A L VA S AA R TE AT LR,
s >sydog id : A v E&—TFABIT
e Serror sring: RCY U T ANRRA LT —F1 3 AL v F T 7 ERATT— (10EROTF —
a—FR) RCTIUTIARZATT—IRDO LB T,

«12C_BUS_TRANSACTION_ERROR
« 12C_CHKSUM_ERROR
« 12C_TIMEOUT ERROR
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«12C_BUS_COLLISION _ERROR
« 12C_HOST BUSY_ERROR

« 12C_UNPOPULATED ERROR
« 12C_SMBUS_UNSUPPORT

«12C_ BYTE_COUNT ERROR

« 12C_DATA_PTR_ERROR

HREY Va3 VIROFIEZFIATLET,

w N e

ARy MZBEAMTONTWA A b=V b2 T — %08 L CHER L ET,

Secure Firewall Threat Defense 7 /XA A THEITLTCWAHAY 7 by =T %Y 7T —hKLET,
TNA ADERE —EG > TOLHERALET, EREZU-7%, LT fF-oThHE
RAaANET,

FEN R U224, Cisco TAC IZBRBWAbELTE X0,

15—)‘ v t_:/ %$Threat Defense-3-114008: Failed to enable port after link is up in 4GE

SSM I/0 card due to either I2C serial bus access error or switch access error.

BEDRCLUTA AR T I YR TT—( AL vF TI/EA TT—DFHIZ, Up R~
DY 7 AT AGE SSM I/O I — K THiH & 7-141Z Secure Firewall Threat Defense 7 /31 A
WIR— oA RX—T NI TEEFHATL .,

e >syslog_id : A v E— kR T
e>eror_string : RCYV Y TN NATT—F R FAA v F 7782 =T — (10RO T —
a—FR) , RCYU T NRRATT—[FROLEEBY TT,

« 12C_BUS_TRANSACTION ERROR
« 12C_CHKSUM_ERROR

« 12C_TIMEOUT_ERROR

« 12C_BUS_COLLISION_ERROR
«12C_HOST BUSY ERROR

« 12C_UNPOPULATED ERROR

« 12C_SMBUS_UNSUPPORT
«12C_BYTE_COUNT_ERROR

« 12C_DATA_PTR _ERROR

WET7 I aVROFIEEZFATLET,

w N e

AR MZBEEMSTONTND Ay =TT — %58 L TR L £,

Secure Firewall Threat Defense 7 /34 A CHFEITLTNWHLY 7 N =7 %Y 7 —hFLET,
TNA ADERE —EG > THhoHHRALET, EREU-7%, LT -> ThHhbHE
WAEAIET,

RREDMRE L 72 WA, Cisco TAC IZBRIWAbEL 72 &0,
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114009

114010

114009 i

Ia—)( ‘yt—*‘) %$Threat Defense-3-114009: Failed to set multicast address in 4GE SSM

I/0 card (error error string ).

SEARC =T —F /21T A A v F U= — D72 |Z Secure Firewall Threat Defense 5 /31 A
NA4GESSMI/O 1 — ROV FF ¥ AR 7 RV AZRETEEHATLE,

«>sydog id : A v B—UFRAI T
e>error_string : RC UV 7V NRAZT—F 2 EAL v F T 7 8A T — (10#EKOTT —
a—R) , RCY VT NRTT—TROELEBY TT,

« 12C_BUS_TRANSACTION_ERROR
« 12C_CHKSUM_ERROR

« 12C_TIMEOUT_ERROR

« 12C_BUS_COLLISION_ERROR

« 12C_HOST BUSY_ERROR

« 12C_UNPOPULATED ERROR

« 12C_SMBUS_UNSUPPORT
«12C_BYTE_COUNT_ERROR

« 12C_DATA_PTR_ERROR

WRFOaVIROFIEEZFATLET,

ARy MEEMS TN TWARA vy =Vt T —Z2H L THRRALET,

Secure Firewall Threat Defense 7 /XA A TEITLCWHY 7 by =T %Y 7 —hKLET,
TNAADOERE —EY > TOLHHRALET, ERZU-7%, LTEDF-THHE
WaEAET,

4. REMRR U7eW 54, Cisco TAC IZBWA DR Z 30,

w DN e

IS5—4 ‘yt—’) $Threat Defense-3-114010: Failed to set multicast hardware address in
4GE SSM I/0 card (error error string ).

SBADRC =T —F 13 AA v FHHEUELT T — D 7= 1T Secure Firewall Threat Defense 7 /XA A
BNA4GESSMI/O 1 — RO ILVFFHF ¥ AR N—R =7 7 RLAZRETETEFATLE,

* >syslog_id : A 2 — Rk
e >error_gring: 2CY U TV NRA LT —F7- 3 AL vF 77 EATT— (10H#EKOTT—
a—FK) RCYUTIVRAZT—IROLEEBY T,

« 12C_BUS_TRANSACTION_ERROR
« 12C_CHKSUM_ERROR

« 12C_TIMEOUT ERROR

« 12C_BUS_COLLISION_ERROR

« 12C_HOST BUSY_ERROR

« 12C_UNPOPULATED_ERROR

« 12C_SMBUS_UNSUPPORT
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«12C_BYTE_COUNT_ERROR
« 12C_DATA_PTR_ERROR
« 12C_DATA_PTR_ERROR

WETVaVROFIEEFATLET,

1 ARV MNIEEMTONTHWDEI Ay E—V 2T — %58k L CHERBLET,

2. Secure Firewall Threat Defense 7 /31 A THEITLTWAH Y 7 by =272 U7 —FLET,

3. THRAZADOERELEY —EI > TOrLHEEALET, EEZU-7-%, LTEHG->THrbE
FEaE ANET,

4, RENRERL72WEE . Cisco TAC IZBRIWADbE L 2 &0,

Io—XAw t—:/ $Threat Defense-3-114011: Failed to delete multicast address in 4GE SSM

I/0 card (error error string ).

SHEBADRC =T —F 1T AA v F b= Z —D 7= Secure Firewall Threat Defense 7 /XA A
PM4GESSMI/O 1 — RO~V FH ¥ A~ 7 RLAZHIFRTEEFATL,

e >sydlog id : A v E— kKT
e>error_string : RC U TV NRA T —F 72 FAAL v F 77 8A =T — (10O T —
a—FR) , RCYU TN ANRRATT—TRO LB TT,

« 12C_BUS_TRANSACTION_ERROR
« 12C_CHKSUM_ERROR

« 12C_TIMEOUT_ERROR

« 12C_BUS_COLLISION_ERROR

« 12C_HOST BUSY_ERROR

- 12C_UNPOPULATED ERROR

« 12C_SMBUS_UNSUPPORT
«12C_BYTE_COUNT_ERROR

« 12C_DATA_PTR_ERROR

WRT7IaVIROFIREFITLET,

ARy MZBEMTONTWA A v b=V b2 T — %8 L CHERLET,

Secure Firewall Threat Defense 7 /XA A THEITLTCWAHY 7 by =T %Y 7 —KLET,
TNAADERE —EG > TOLHERALET, EREZU-7%, LTERHF-oThHE
RAaANNET,

4. REMER L7246, Cisco TAC ICBRIWE L 30,

w NP

15—)‘ ‘y‘b-*‘) %$Threat Defense-3-114012: Failed to delete multicast hardware address

in 4GE SSM I/0 card (error error string ).
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114013 ||

HBAC =T —F 70T A A v THIHHb= T — D72 DT Secure Firewall Threat Defense 7 /31 A
M4GESSMI/O 1 — RO~ NLVFH ¥ A~ N—Ry =7 7 RLAZHIFRTEEEATL,
s >sydog id : A v E&—TFkABIT
e>eror_dring: RCYV VTN NATLT—FRFIAAL v F T 72T — (10EKDOTT —
a2—R) ,  RCT YT ARRATT—(ZEKDLEBY TT,
* [2C_BUS TRANSACTION_ ERROR
* [2C_CHKSUM_ERROR
« 12C_TIMEOUT ERROR
« 12C_BUS_COLLISION ERROR
«12C_HOST BUSY_ERROR
* [2C_UNPOPULATED ERROR
« 12C_SMBUS_UNSUPPORT
« 12C_BYTE_COUNT ERROR
« 12C_DATA_PTR_ERROR

WETVaVROFIEEZFATLET,

1 ARV MNIEEMTONTVWD Ay =V LT — 258 L TR LET,

2. Secure Firewall Threat Defense 7 /34 A CEITLTWAHY 7 =T %2 U7 —hLET,

3. THAAADERE —EY > ThLHRALET, EREU-7-%, LTENHF->THLE
WaEAIET,

4. AR L7206, Cisco TAC IZBRWEHbE 7230,

114013

Io—4% “Jt—:) %$Threat Defense-3-114013: Failed to set mac address table in 4GE SSM

I/0 card (error error string ).

SEAI2C =5 —F 7132 A v FHHL = 5 — D 7= HIZ Secure Firewall Threat Defense 7 /3 A A
NAGESSMI/O #— RO MAC 7 RL A F—7 VAR ETEEHATL,

e >sydog id : A v E— kAT
e>error_string : RCY Y 7NV NRA T —F L F AL v F 7782 2T — (10#EHO=T —
a—FR) , RCYY TN ARRAZT—TROLEEY TT,

-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT _ERROR
-12C_DATA_PTR_ERROR
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WRT7IaVROFNEEFITLET,

ARy MIBEEMTONRTHND A v E—V 2T — %58 L TR L £ 7,

Secure Firewall Threat Defense 7 /34 A CHEITLTNWLY 7 Ny =T %Y 7 —hFLET,
TNA ADERE —EG > TOrLHEERALET, ERZU-72%, LTHEfHF-oThHE
e AnVET,

4. BEPRR L2V EE . Cisco TAC IZBRIWE DR ZE W,

w N e

15—)( V) t—:/ %$Threat Defense-3-114014: Failed to set mac address in 4GE SSM I/0O card

(error error string ).

REA2C =T —F 721X A A v FHHbL =T —D7=®IZ Secure Firewall Threat Defense 7 /31 A
R A4GESSMI/O #— RO MAC 7 FLAZRETE EHATL,

«>sydlog id : A v B—UFRAI T
e>error_string : RCY U 7NV NA LT —F AL v F T 78R 2T — (108D T —
a—R) , RCYVTINRTT—TRDELEBY TT,

-12C_BUS _TRANSACTION_ ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT_ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY ERROR

- 12C_UNPOPULATED_ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT ERROR

-12C_DATA_PTR_ERROR

WHRT7VaVROTFIEEFETLET,

ARy MIEEMFTONTWDIA v E—V 2T — 2508k L TR LE T,

Secure Firewall Threat Defense 7 /34 A TFEITLTCNLY 7 by =7 % U 7—FLET,
TNA ADERE —FEY > THOHBEALET, EBREU-72%, LT ThLE
a ANET,

4. MEMMRR L72WEG . Cisco TAC IZBIWEHEL TZE 0,

w DN e

15—)‘ W) t—:/ $Threat Defense-3-114015: Failed to set mode in 4GE SSM I/O card (error

error string ).

SEBADRC =T —F 21T AA v FHHUELT T — D72 1T Secure Firewall Threat Defense 5 /XA A
73 4GE SSMI/O 71— ROl % DF— R E -3 EER T — FERETEEHATLE,
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114016

114016 JJjj

e >sydog_id : A v &— kAT
e >error_gring: 2CY U TV NRA LT —F7- AL vF T 78R TT— (10#EKDOTT—
:I‘—]\) c RCTUT I INA j:?»—bj:&-\»@kja@(j—o

-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT ERROR
-12C_DATA_PTR_ERROR

WETVaVROFIEEFATLET,

1 ARV NMIEEMTONTWDEI Ay E—V T — %5k L CHERBLET,

2. Secure Firewall Threat Defense 7 /34 A CEITLTWAHY 7 hv =T % U7 —hLET,

3. THARADERE—EY > ThLBERALET, EEU--7-%, LTEIFF->THLE
WA AIET,

4. FEDFER L7246, Cisco TAC IZBRWEHbE L7230,

Io5—4%A “Jt—:) %$Threat Defense-3-114016: Failed to set multicast mode in 4GE SSM I/0

card (error error string ).
REA2C =T —F 71X AL v F W= T —D7=IZ Secure Firewall Threat Defense 7 /N1 A
2NAGESSMI/O #— ROV NLFF ¥ A F T— REHETETEHATL,
«>syslog_id : A v E—TRkNIF
e>error_string : RCY Y 7NV NRRA T —F L FAA v F 7782 2T — (10#EHO=T —
I—=F) o RCYVY TN ANRAZTT—TROLEBY T,

-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT_ERROR
-12C_DATA_PTR_ERROR
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WRT7IaVROFNEEFITLET,

ARy MIBEEMTONRTHND A v E—V 2T — %58 L TR L £ 7,

Secure Firewall Threat Defense 7 /34 A CHEITLTNWLY 7 Ny =T %Y 7 —hFLET,
TNA ADERE —EG > TOrLHEERALET, ERZU-72%, LTHEfHF-oThHE
e AnVET,

4. BEPRR L2V EE . Cisco TAC IZBRIWE DR ZE W,

w N e

15—)( vt—’) $Threat Defense-3-114017: Failed to get link status in 4GE SSM I/O

card (error error string ).

SBARCY Y TIANRAT I BA LT —F 703 AA vF 77 B A =T —D 75T Secure Firewall
Threat Defense 7 /34 A 22 4GESSMI/O H— KDY 7 AT —Z A EZBAETCEFHATLE,

«>sydlog id : A v B—UFRAI T
e>error_string : RCY U 7NV NA LT —F AL v F T 78R 2T — (108D T —
a—R) , RCYVTINRTT—TRDELEBY TT,

-12C_BUS _TRANSACTION_ ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT_ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY_ERROR

- 12C_UNPOPULATED_ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT ERROR

-12C_DATA_PTR_ERROR

RT3y  ROAT v T E#FETLET,

VAT NEHEEIEM LET,

ARy MIBEEMTONTWVWARA =V e T — %258k L THRB L ET,

Secure Firewall Threat Defense 7 /3 A CFEITLTNWHLY 7 =7 %Y 77— LET,
THRA ADQERE —E > THOHRALET, EREU-72%, LTEHHF-> ThbE
W ANET,

5. REEMRR LW 55 Cisco TAC ICBRIWEHEL ZE W,

A wDdpRE

I5—A Wt — sThreat Defense-3-114018: Failed to set port speed in 4GE SSM I/0 card

(error error string ).
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SEBADRC =T —F 1T AA v FHHEUELT T — D 7= 1T Secure Firewall Threat Defense 5 /XA A
NAGESSMI/O 1 — RDOKR— MEEZBRE T EHATLE,
s >sydog id : A v E&—TFkABIT
e>eror_dring: RCYV VTN NATLT—FRFIAAL v F T 72T — (10EKDOTT —
a—FR) . RCYUTNARZRTT—FTKDLEEY T,

-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT ERROR
-12C_DATA_PTR_ERROR

WETVaVROFIEEFATLET,

1 ARV MNIEEMTONTVWD Ay =V LT — 258 L TR LET,

2. Secure Firewall Threat Defense 7 /34 A CEITLTWAH Y 7 =T % U7 —hLET,

3. THAAADERE —EY > ThLHRALET, EREU-7-%, LTENHF->THLE
WaEAIET,

4. AR L7206, Cisco TAC IZBRWEHbE L7230,

15—)‘ “Jt—:) %$Threat Defense-3-114019: Failed to set media type in 4GE SSM I/O0 card

(error error string ).
SHEBARC =T —F 13X A v FHHUL=F —D7- 9|2 Secure Firewall Threat Defense 7 /3 A &
MNAGESSMI/O I—RDAT 47 A ThHRETEEHEATL,
«>syslog_id : A v E—RkAIF
e>error_string : RCY Y 7NV NRA T —F L F AL v F 7782 =T — (10#EHO=T —
a—FR) , RQCYUTIVARRATT—IKD LB TI,

-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
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-12C BYTE_COUNT ERROR

-12C_DATA_PTR_ERROR

WMET7OLaVvROFIEZFEITLET,

ARy MZEEMTONTWDERA v =V T —% 08 L TR LET,

Secure Firewall Threat Defense 7 /XA A THEITLCWH Y 7 by =T %Y 7 —hKLET,
TNRAADERE —EY > TOHOLHERALET, EFREU-72%, LITEDHFoTHLE
HaE A ET,

4. FEMER L 72V A, Cisco TAC IZBRIWEHE L 7Z X,

w N e

15—)( vt—’) $Threat Defense-3-114020: Port link speed is unknown in 4GE SSM I/0

card.

£iiBA Secure Firewall Threat Defense 5 /XA A 73 4GE SSM /O 1 — RKDAR— b U v 7 @& 2 H
TXEHA,

WRE7Hay  ROAT v T HEITLET,

1 ARV MIBEEMTONTWDE A v E—UZiek L THER L ET,

2. 4GESSMI/O #—FZVUtvy hL, Y7 hU=TRA X2 b HEWIZEET 2089
MEBELET,

3. V7 MU =T RNHBEMIZEIE LRWGESIEX. T AOERE —EY > T L HEALE
T, BRZU- %, WTEMNF-> TorbERE ANLET,

4. REDMRER L2 WEGE . Cisco TAC ICBRIWEHHE L 72 &0,

15—)( ‘yt—*‘) $Threat Defense-3-114021: Failed to set multicast address table in 4GE
SSM I/0 card due to error .

HMBARCY I TNNRRAT I HRALT—E7IAA v F T 78 AT =D I Secure Firewall
Threat Defense 7 /34 2 B 4GESSMI/O 1 — RO /LF X4 A KN T KL A FT—TLERET
XFEHATLE,

sgror : AA v F T AT — (10#EHEOTT— a2—R) FLERCYIY T RRA T
F— EZONANRCIITILANR T —|TEKDO LB TT,

-12C_BUS_TRANSACTION_ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
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-12C BYTE_COUNT ERROR

-12C_DATA PTR_ERROR

HRT7V2aY RORAT v T H#FITLET,

ARy MIBEEMTONTWVWD A v E—U %58k L CTHEGR L E T,

Secure Firewall Threat Defense 5 /3 AD ) 7' — M & A FE T,

V7 MU= T EEIRICEE LA WEEIR. TS AOERE —EY > ThLEBEALE
T, BRI %, BTEF-> TOrLEREZANET,

4. REMER L 72V A, Cisco TAC IZBRIWEHE L 7ZE 1,

w N e

114022

Io5—4% vt—’) %$Threat Defense-3-114022: Failed to pass broadcast traffic in 4GE SSM

I/0 card due to error string

HEAX A v F T 7R =T —NEK T Secure Firewall Threat Defense 7 /3 2 3 4GE SSM /O
H—RTT7r—RX¥x AN NT7T7 4y 7 52ETZENTEEEATLE,

cerror_string: 10 =7 — a— R THLIAAS v TF T/ A =T —
WRE7H3 ROAT v T HEITLET,
1L AXRVEDREFENTNDRAyE—V =T —%58 LET,
2. ssmdge dump 7 7 A NNVE ALY N T Ty anBEFF L, Cisco TAC IZfF LET,
3. FH1FB IV 2 TIE L7=EH A Cisco TAC (ZHfE L £37,

)

GE)  4GESSM 2y BH#AICY By FENEE L X,

114023

Io—4% “Jt—:) $Threat Defense-3-114023: Failed to cache/flush mac table in 4GE SSM
I/0 card due to error string .

HEARCIIVTNAVNRRATI®VA T —%FAA v F T 78X =7 —NFK T, 4GE SSM
VIO —FRTMACT—7 NV EZX Yy vy aFii7 7 v aTEFHAT L, 20X yE—
UNRFEIREIND DI T,

cerror_string : 2C U 7 NA T — (AREREICOVWTIEL, 2FDOHEASM) £7-
FAAL v F 7 I7EA2T7— (10T — a—F) |
cRCTUTINANZATT—TRO LB TT,
12C_BUS TRANSACTION_ERROR
12C_CHKSUM_ERROR
12C_TIMEOUT_ERROR

[12C_BUS COLLISION ERROR
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12C_HOST BUSY ERROR
12C_UNPOPULATED ERROR
12C_SMBUS_UNSUPPORT

12C_ BYTE_COUNT ERROR
12C_DATA PTR_ERROR
WRT7IaVROFNEEFITLET,

AR EBREENTND syslog A vE—T b= T—%F0kLET,
Secure Firewall Threat Defense /S A DY 7 v =7 V7 — "2 A ET,
Secure Firewall Threat Defense 7 /3 2 O&EFZ —EH) > THOHERAL £,

w N e

)

GE)  EREZY-®&, LTERF-> ThbEREANES, FIE1~3 2% T Lk, ME

DR U725 1E, Cisco TAC IZEAE LT, FIA1 OE#RA#2ME L £ 9, Secure Firewall
Threat Defense 7734 A O RMA WNLEIZR 5603 H Y £4,

I5—AYE— sThreat Defense-2-115000: Critical assertion in process: process name
fiber: fiber name , component: component name , subcomponent: subcomponent name , file:

filename , line: line number , cond: condition

BEBAEE T = a UL E L, 20X vE—UX, Fx v BV R TORRKHICE
A SN, EREBEL R TIER SN ER A,

« processname : 7 12 & A D4 il

- fiber name : 7 7 A NDOLHI

« component name : f5E L7 2 AR —% 2 D4 HI

« subcomponent name : f57E L7=V 7 2R —F% > N D4 HI

«filename : 5 E L7=7 7 A /L D4 i

« linenumber : ¥57& L 72ATD1TH 5

- condition : fi5fi S AL 7R AR
WRETHO I VEREORVEELZLHEE L TEL, 7T —va v oFEREFHEL, BEE2E
ETOH50ENHY T,

15—)‘ “Jt—:) %$Threat Defense-3-115001: Error in process: process name fiber: fiber
name , component: component name , subcomponent: subcomponent name , file: filename ,

line: line number , cond: condition

ST — 7Y —a v RRBMLELE, ZOAvyE—IlF, Fx v EL R TORIRKIC
RS, EBEHe L STIMERH S ERE A,
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199002

115002 JJjj

s processname : 7' & & A DA Hi

« fiber name : 7 7 A /D4 il

« component name : fEE L7z 2 A —F o kDRI

« subcomponent name : f5/E L7 7 2 AR —3 2 R OAHI

« filename : fRE L7=7 7 A /L D4 il

« line number : $57E L 71T DITE =

« condition : & = AL HRTE
WR7I O aVEELTRRELCTEL, 7T —ra v oRKEREL, MEEELET L HEN
HYET,

15—% v t— 2 sThreat Defense-4-115002: Warning in process: process name fiber: fiber
name , component: component name , subcomponent: subcomponent name , file: filename ,

line: line number , cond: condition

BBASET - a UKL E L, SOA v =D, Fx v B N TORRERICE G
S, FEREEL RTIHEHIhET A,

s processname : 7 1 A DL

« fiber name : 7 7 A XDOLHI

« component name : 57 L7 22 AR —% v h D4R

« subcomponent name : F57E L7=V 7 a2 R —% > F D4 HI

- filename : 57 L7277 7 A /L D4 il

« linenumber : ¥57& L 72ATOATH 5

« condition : fEfii S U7k EE
WRE7 S av 7 —va COREKREZFEL, BER RO T2561, BEELZEE LT
L., MEEEET2O2HLERHD £,

15—)( v t—:/ $Threat Defense-5-199001: Reload command executed from Telnet (remote
IP address ).

5%BA reload =~ > R C Secure Firewall Threat Defense 7 /34 2 ® VU 7 — N Z BT HH A hD
7 RUADRLERS LR LT,

RT3y RE,

15_)‘ ‘y’b-*‘) %$Threat Defense-6-199002: startup completed. Beginning operation.

it BA Secure Firewall Threat Defense /341 A 23, ZDOHHI7T — FBIOT7 T v a AE ik
WY =A% T L, IEFEMEEZGT D HEFEIEWE LT,
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GE) DA vyE—T1L, nologgingmessage 2~ REMFHLTHL 7 vy 7 TEEHA,

WRT7HY a3y RE,

IS5—4 ‘y’b-*‘) $Threat Defense-6-199003: Reducing link MTU dec .

£%BA Secure Firewall Threat Defense 7 /34 A 23, Wiixy h T —27 L0 H REWVWMTU ZfEH L
TWABINERA Yy NU =7 by EZIELE LTz, & D%Secure Firewall Threat Defense 5
SNA AL, 72 MTU 2 S =— b9 5720, ICMP A vt— V% Z OANHRAR A MIEE
LELEZ, B XAvb®—TI2F, ICMP X v =YDy —Fr U AFENREENTWVET,

RT3y RE,

15—)‘ ‘y’b-*‘) %$Threat Defense-6-199005: Startup begin
£itBA Secure Firewall Threat Defense 5 /XA A 23BA#G & E L=,
RT3 RE,

15—)( “Jt—:) %$Threat Defense-1-199010: Signal 11 caught in process/fiber (rtcli async
executor process)/ (rtcli async executor) at address 0xf132e03b, corrective action at
Oxcal961lal

BREBALV AT AMIERRT T =0 bREIE L E L,
HAET U a2 Cisco TAC IZBIWEDELZE W,

Io5—H* ‘yt—*“) $Threat Defense-2-199011: Close on bad channel in process/fiber
process/fiber , channel ID p , channel state s process/fiber name of the process/fiber

that caused the bad channel close operation.

SBATH LT v b 7 e —XRESARH SV E L,
*p: Fr*/ID
« process/fiber : RIEZ2F ¥ /v 7 v —XEEDIRIK & 7p o 7o Tt 2/ 7 7 A DA
+s: T ¥ VIR EE

AT a2 Cisco TAC IZBIWEDELTZI W, ZOEIER Y 77 AV ERM LT
él/\o
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199013

199014

199015

199016

190012 ]

I5—AwH— 2FrD-1-1199012: Stack overflow during new stack call in process/fiber
process/fiber , call target f , stack size s , process/fiber name of the process/fiber

that caused the stack overflow
B X & » I A — =T m—RESRE S E LT,

o f : new stack call DX —7% v b
« processlfiber : A% v 7 A — =T —DJFK L xSl T a R R/T 7 A SOLHI
*s:new stack call CHESNTWVWAHLWVWAK v 7 H A X

75232 CiscoTACIZBMWELEL TSN, ZOBIZIu S 7 7 A LV EZHRMNLTLEE
AN

I5—+4Y+E— sThreat Defense-1-199013: syslog
SRBAZSHL syslog MABIAY 72 T o A2k » THERERE LT,

esyslog : 77— b syslog AN 1 2D verbatim A JEL F L7
ST 9 2 3 Cisco TAC IZBRWADEL ZE W,

I5—AwH— sThreat Defense-2-199014: syslog
SRBAZE AL syslog MBI 7 o A ko TARENE Lz,

* syslog : K72 syslog 23MA 7 v A7)0 6 verbatim ZE L E L7-
HESRT 2 3> Cisco TAC IZBRIWADEL &0,

I5—AwHE— sThreat Defense-3-199015: syslog
SRBAZE K syslog MBI R 7 o A k> TAR SN E LTz,

» syslog : =7 — syslog 2’37 22 A5 verbatim ZJE L E L7z
HRET Y 23> Cisco TAC IZBHNWADEL ZE 0,

IS5—Awy t—:/ $Threat Defense-4-199016: syslog
SRBAZ L syslog BB 72 7B R K> TERENE LT,
« sydog : 45 syslog 3MER 7 0B A5 verbatim 295 L% L7
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T4 S 3> Cisco TAC ITBMWEbEL 72 &,

I5—*AYHt— sThreat Defense-5-199017: syslog
ERBAZ KL syslog MBI 72 7 e A Kk » THER SN E LT,

« syslog : il syslog AT 1 & A5 verbatim 25 L F L7
RT3y R,

I5—A Wt — 3Threat Defense-6-199018: syslog
SRBAZHL syslog MBI 72 7 e Al K » TAER SR E LT,

+ syslog : 15 syslog 23N~ 2 A5 verbatim 2 L & L7z
RT3y R,

I5— 4w+t — sThreat Defense-7-199019: syslog
SRBAZHL syslog MBI 72 7 e AlZ ko TAERERE LT,

e syslog : 7 /3w 7 syslog AR B AN verbatim A JE L F L7
WETV a3 RNE,

Io5—H% ‘yt—*“) $Threat Defense-2-199020: System memory utilization has reached X %.

System will reload if memory usage reaches the configured trigger level of Y %.

AL AT A AT VDEHARN VAT A AEY DT vF Ny THEREDR EMD 80% I L
* L7,

W7y "I 74 v AWMEBEBL, bTT7 497 AU AT Vg UEHIFRL. ACL
TR YOEERSTRELT, VAT A AEFYOMAREZES LTLLEEN, AEY J—
7 RN AEE1L. Cisco TAC IZBMWEhE 7 &,

Io—XAw t—:/ $Threat Defense-1-199021: System memory utilization has reached the

configured watchdog trigger level of Y %. System will now reload

B AT A AFTUDHEHRN AT A ATV DU 4 vF Ky THEREOFR EED 100% |27
LEL, VAT AZEIMICY e—REnET,
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WRBF7Iay "I T4 v 7 AWMEBEBL, bTT7 497 AU ANT Vg UEHIFRL. ACL
T MY OEEROTRELT, VAT L ATYOHEHREFS LTI EE N, A J—
I MO HEETE. Cisco TAC IZBWEHhHEL FE W,
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