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c K&
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BODHTNERSIVET,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator M E A&

CDO O VM « * — % & L 1= Secure Device Connector O & .

Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Image

and follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by

ATFY TS Zip 7 7 ANDLTRCOT 7 A NEHHLET, ZhbiE, KOL IR LD TY,
« CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
¢ CDO-SDC-VM-ddd50fa-disk1.vmdk

ATw 6 vSphere Web 7 74 7> haEMHAL T, BHE L LT VMware ——lcu 74 LET,
GE)  ESXiWeb 7 5472 MIBEHALALANTLFEN,

ATy Tl Fur 7 MIHEST, OVF 727 L— R b Secure Device Connector {RAR~ & > 2 BB L £ 97,
ATvFT8 By M7 yTRETLESL, SDCVM OERE ANLET,

ATvF9 HLWSDCVM D=V —LEHEET,

ATF9T10 =2—H—FcdoTrI7 A LET, 774/ hDO/RAT— KT adml23 T,

ATy TN 727 T, sudo sdc-onboard setup & AJJLE T,

[cdo@localhost ~]$ sudo sdc-onboard setup

ATFYT12 RRAU—FOT a7 FRERENTED, adn12z EASLET,

ATFYT13 Fr T M-S T, root 2—F—DFH LW ZA T — REEHR LE T, root T—HF—D /2T — & A
HLET,
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ATy T Tor 7T M- T, cdo—HF—DFH LUV AT — REEKRLET, cdox—PF—D AT — K% ASH
LET,

ATY 15 [BEfHiT D CDO KA A &R L TL 7ZEV (Please choose the CDO domain you connectto) ] &) 7' 12
U IBFERENT D, Cisco Defense Orchestrator D R A A UAFHAE AT LET,

ATV T16 Tur7 InFREnizh, SDCVM ORD KA A R E AT LET,
a) IP 7 KL Z/CIDR
by FY—hv=A
¢) DNS #—s3—
d) NTP ¥—/N—F 721X FQDN
e) Docker 7'V v

F720%. Docker 7'V w U S e WEEA L Enter ¥ — & L E T,

AT T [ZTNHOMIZELWTT? (X0 x)  (Are these values correct? (y/n)) ] (y/n), &5 7 r 7
DERINTH, [TV ZAN LT MY ZiER L ET,

ATV T8 ATNEEMHELET,

AT9F19 [T <SDCEFHELET 20?2 1TV x)  (Would you like to setup the SDC now? (y/n)] &5 7 a
T IRBRFREINTH, ) BZASLET,

ATFYT20 VM arY—nAhrbLEENICe 77T FLET,

ATv 721 SDC ~? SSH #f & Ef L £7, cdo L LTrZ AL, NAU—FREANLET,

ATFwF22 Fu7 R T, sudo sdc-onboard bootstrap & AJTLFET,

[cdo@localhost ~]1$ sudo sdc-onboard bootstrap

RTYT2B [sudo] NAV—FRDODANZRDONIZDL, AT v 7 14 THER LTz cdo NAV—FE AN LET,

ATY T2 [CDODEF a7 AR I HRX—=UNET— A RNT v 7T —HEa— LT EE (Please copy the
bootstrap data form the Secure Connector Page of CDO) | &\ 9 7' > 7 hRFRR I B, RO FNEIZHE
WET,

1. CDOcuas/A v L%,
2. a—HW—RA=a—05, [BEXxaT 2317 # (Secure Connectors) | Z iR L £,

3. [7 7 ar (Actions) | <A T, [A 27 L I AD Secure Device Connector D Ji£(A (Deploy an
On-Premises Secure Device Connector) | %7 U v 7 LET,

4 FATRITRY T ADAT 2 T[T —h AN T TF—Fxav—1%227Yy 7L, SSHY 1>~
R IZRE O fH1F £ 9,
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ATv T2

AT v T 26

[CNHOBREZFEHFLETH?2 (XD R)
VT RMFORENTEL, ]l ZASILET,

[Secure Device Connector] ~X— 2R Y £9°, HTLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SINDHET, BEHEEHLET,

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcOluUjVjQak2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZExDSnBjM81pT21KcGRHUWIMOBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1bUZ1ZENJNmJuVNNiQ3dpYzNWaWF tvmpkR1I1Y8dVal9pSjFjM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpgTXdMV1poWW10bFptRXpPRAUWWMLIcO1tTnNhY 121
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQa1zSWSKbF1XUW1MQB
k1T1RSbUBvSTRNOZFoWWI1NNUXUUTNPRGNGWW1 Zek 1DMW1ZVBpaWldaaE16aGhOR1 10 TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZ XNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNjby
ThbWFsbG1lvIgpDREGTQkIPVFNUUKFQX1VSTDO1iaHRAcHMELY93d3cuZGVmZNS5ZzZWOyY2h1le3RyYXRy
ci5jb26vc2RjL2Jvb3RzdHJIheC9 jaXNjby1hbWFsbGlvLZNpc2ZNvLWFtYWxsaW8tUBRDIgo=

£ Copy bootstrap data

BB R

» Secure Device Connector @ k7 7 /L3 2 — b

(Do you want to update these setting? (y/n)) ] £\ H 7'

o TA AL SDC OEFGICET D VT TNy =T 4 T

B 5 VM £ T Secure Device Connector M E

TRA 2D BT A AFREBH L TCDO &7 /3 AT 286, CDO &7 /31 AR D
FEEHRT HI-HIZ, v N U —27IZ Secure Device Connector (SDC) # % 7 > m— KL T
B2 2 EMRART T I T 4 ATT, WH, INDOT AL RFHERN—ATHY | 7
Uy 27 IPT RURAERR0D, SNBA =T = A ATHDNTZR— P &2Ffo T E T,
WYX= )T 477547 A (ASA) . Firepower Threat Defense 7 /34 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /3 A A {9 XT, 7/3A
20T A NEREFEH L TCCDO LA VY R— R T& £,

SDC L, EEXRT NA A CTFEITTHMLERDH DA~y R BHEIRT A RZEEFT D0
ERHDHA v E—VIZONT, CDOZEMLET, SDCIE, CDO b TZma~vr R
FATL, BEXIGRT A 2> TCDO LA v —VEEE L, BEHMRT NA ANLD
%A CDO IR L £,

1 20 SDC WEETX 57 3, ADHIT, TNEDT NA AZFEES N TV DHEEE & . HERk
T7ANDYARZE->TERRY ET, 72720, BEGFEOBEZE LT, 1250 SDC THK 500
BOFNA AP R—FTEDZLEMELTOET, FEMIZOVWTIE, H—0 CDO 75
FCHE D SDC 45 (19 2—) ZBRL T EE,
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Cisco Defense Orchestrator M E A& |
B & ® VM L T Secure Device Connector O FERf

ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L
HHFECOWTHBALET,

\}

GE)  SDCHA A M—NTHDICHREIND, KbHEHECEHETE 5 H1kIE,. CDO @ SDCOVA
A A=VHEF T a—RLTA VA =T 5Z LTI, FIEIDONTIE, CDOOVMA A —
> Zx i U7 Secure Device Connector DJERH (6 X—<) ZHZMM L T &0,

4R HHEIIZ

+CDO (F, WERAEAET = v 7 20EL L, SDC LA v ¥ —F v hOFD Web/2 2T
vruaFx eV AR—hFLTWERA,

e SDCIZIZTCP AR— K 443 TOA v H—F > "ADFEEIRT 7 MXT L KT 7 ANNE
<9,

e X NIT—=TDHA KT A 2DV TIL, [Cisco Defense Orchestrator & B 45 /3 A
ANDEEE) 2R L TLTEEND,

svCenter Web 7 74 7 FE7-1FrESXiWeb 7 A4 7 b E2EHLTA VA h—vE T
VMware ESXi /8 A |,

N

GE)  vSphere 7 A2V by T FA4 T v MM LIA VA F—EH
R—=HFLTWEHEA,

« ESXi 5.1 /A 7= 31
+CentOS7 7 AN ARV —F 4 T VAT A,
« SDC DL &> VM D2 AT LEff:
« VMware ESXi 78 A MZiE 2 2D CPU ST T,
* VMware ESXi 78 A MZIL2GB LA ED X E U BMLETT,

s VMware ESXi Tid, R EYVa =7 O@ERIZISUT, I~ &2 R— 572
WIZI0GB DT 4 A7 BRENMETYT, iU, LEIILLCTT 4 A7 KA YEET
X519, N—TFT 4 a rTHIERY 2— 28 (LVM) Z2HEA LTS Z L5248
E LT,

cVMODOCPU L AEYZEHLIZL, VMOERE AN, [EF =27 2127 F (Secure
Connectors) | X—IZSDC A [T 277 47 IRETHDHZ LN RENTND Z & ZfER
]\/\i—g—o

ZOFNEEFITT B —P—L, Linnx BEOBIEIZHLATEY  viE Y27 VT 4
EFEALCT7 7 ANVERELTVARLERSY £7,
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ATy
ATy T2
ATvT3

ATvT4
ATv7T5

ATvT6

ATy T17
ATvT8
ATvT9

B 5O VM £ T® Secure Device Connector ) & .

e F UL I ADSDC % CentOS IR~ NZA VA M —AT 5581, YumEx =V T 4

Ny FhEMHINCA VA=AV T D2 LaBED LET, YamDOFEFHZTGT 5720 D
EIR U T, A= 443 2 TR<A—F 80 THLT U MU KT 7R ZFH LEN
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHLERHY T, X2V T EBHF—LEHEEL T, YumOEHZEHET L7290
WEX a2 VT AR —2BRTTHLENLLNE D EHE LES,

GE)  MROHBEINZ : FENO a2~ Rk, a8 —LTEHRY 4 > RO T 20 Tidia< AT
HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DTAEAT Im&Zy =] ELTHEHAINDGERHY, a~vy RBRRRTHRREE 72D F
K

SDC Z{Epd % CDO 7F v hMem 74 LET,
CDO A =a— "= L[EE (Admin) ]>[EF2 73+ 4 (Secure Connectors) JIZBEH L £,

[E¥ =7 a2 x27 % (Secure Connectors) | X— T, HEWTTRARX %7 Y v 7 L, [Secure Device
Connector] Z &R L F 7,

é 0 < tenant name _

user name

c K3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

T4 RUDFE2 DT — AT v T —H 2 AERIIaE—LET,
D7 EHIRO RAM & T 4 A7 FHIRAS SDCIZEID B{THNTWD CentOS 7RIS V& A A h—
L LET,

+ 8 GB ® RAM

c10GB OF 4 AT AR— R

AV AR=LIeH, SDCOIPT FL A, TRy h~vAT | = b Tz DRERE, Fv hT—7
DIARFEEAITVET,

DNS (RAA R—LH——) ZFRELET,

NTP (v hU—27 AL T ba)) —_"—%RELET,

SDC @ CLI & flHICRV EY T& 5 X 512, CentOS |2 SSH — "—% A > A h—/L LET,
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. B 5 ® VM L T® Secure Device Connector O &Rl

ATv 710

ATy TN

ATv 712

ATy 713

ATy 714

ATvT15

ATv 716

ATy I

ATy 718

Yum DA FELT L, open-vm-tools, nettools, & OFbind-utils /X 7 —Y % A VA b=V LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI Xy 75—V % A > A h—/L L E£7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ 2 L T 7230,

CE)  -—-user 77 JIMEHLZWTLS &N,

Docker CE /X 75— % A A h—/)L LE£79, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ Z M L T 7231,

(GE) TURY MU EER LIoA A b—v) Gk LET,

Docker —E A Z&BAA L, EEIRFIZBRGETE D L 21T LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

fedo| & Tsde] D2 oD —F—FERK LE T, cdox—H—F, HWHEHAEAY EITTAH7-0Dlca s (v
T 52— —TF (DFEVroot 2 —WV—ZERMHTILEIHY FHA) , sdcx—P—L, SDCdocker
arv T FEETT LY —TT,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo 2—HP—D AT — REHELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo t—H%—% [wheel] Z/L— 12BN, FEHE (sudo) MERZFIS L ET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker " A h—L&Nb &, 2a—HF =T L —72MERE SN E T, CentOS/Docker D/ X— 5 TG
C T, [ldocker] F7zi% ldockerroot] &FHIFVET, /fete/group 7 7 A /LT ED T —THERL S L7z
EREALIZD, sde 2—P—&Z D7/ NL—TITBMLET,

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 7 7 A L HMFEIE L2 WIGEIEIERC L, I TONEEZ AT LET, FRLZ6,
docker 7 —E > Z HELEI L £,

. Cisco Defense Orchestrator D E K
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ATy 719

ATy T2
ATvT2N

ATy T2

ATvT23

ATvT24

ATv T2

B 5O VM £ T® Secure Device Connector ) & .

G¥) lgroup) F—IC AT LT N—T40, HIOFIEAD Jetc/group 7 7 A )V TRAOTF T 7 N—T L
—ELTWLZEaMER LTSN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BIfE vSphere = > Y — /bty a VEBHLTWDEAIEL, SSHIZEIW #x T, [ledo) =—H¥—Tr o
A LET, A LD, Tsde) 22— =8IV EZET, SAT—FROANEZRDLNTZH,
ledo) —H—D 2T —RKE2AHLET,

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

7 4 L2 NV % lusr/locallcdo (25 L £ 9,

bootstrapdata & WIF LT 7 A L EIER L, [4 7 L 2 AD Secure Device Connector D JEERH  (Deploy
an On-Premises Secure Device Connector) |V 4 ¥ — KOFNR2 D7 — A N T v T T —F% ZDOT7 74
VIZRED T £, [R1E (Save) 1227 Vw7 LCT7 7 A NVERGFELET, [vi] £7213 [nano] #FEH L
T7 7 A NVEERTE ET,

f_ FA b 7 7705:\“_‘& [¥ base64 T a— | éﬂfb\i?‘*@’t\ @‘%"ﬂﬁ LT extractedbootstrapdata
EWVWH T AMIET AR—MLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

catI~v L REFET L TEBIL LETF— 22K R LET, a7 FBLOEELLETF—ZIZXDO LS 1T
Y FET,

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UFTDa~vy REFTLT, B UL — AN v T =2 O—HaRELHIZ= 7 AR — ML E
K

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDOMBT— A NT IR NLEFA T a—RLET,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO TOKEN" "$CDO BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 -—-:=—:—— ——:——:—-— ——:——:—— 10654
[sdc@sdc-vm ~]1$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball % JEBd L . bootstrap.sh 774’/1/%%?? LTSDC /Xy Fr—T% A R ]“*‘/I/L/i—a—o

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped - extracted files>
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[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458: Pulling
from

ciscodefenseorchestrator/sdc prod

08d48e6flcff: Pull complete

ebbdl10b629b1l: Pull complete

dl14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

5L, CDOTSDCY [T T7 47 ) EFERENDITTTT,

RDERY
s [TARAZABIO—EADA VR —F] IZBEIL T, CDO TEHIT LT /NS R& 4
R—FLET,

Secure Device Connector M HI[&
A

DI

& ZOFIEIZX Y. Secure Device Connector (SDC) MHIFRENFE T, ZORETTICEEEE
oo ZOEIEEIToIRIE. HTLWSDC A VA M=)V L TT A A2 HEHITHET, £
D SDC IZHFE SN TNWDT NA ZAEEHTE R T, T/, A2 HEERT 2101, &
B DR T NA AL EHE 0 7 A VIEREFADNTHLERNS 5550300 £7°,

TF v+ SDC ZHIRT 2121, ROFINEEZFEITLE T,

ATy T HIERT 5 SDC IZHHE S AL TNDT A A& T XTHIBRLET,

«1. SDC THHEINDTXTOTNA AZKEET HI121E,  [[F— SDC 2 H L7= CDO (28T 53
RTDOTNRA ZAZ /OS] 2L TLIZEV, [6— SDC #4i L7- CDO IZ##i T 53T
DFNRA ZAHBRBOTDL (20 2—)

2. £ kYU (nventory) |-5—UT, #H LT _TOF AL &R LET,

3. [T/ AT 27 ar (Device Actions) ]V 4 > K7 C[HIR (Remove) 1227 VU v 27 L. [OK] &
7V w7 LTHEZRMEE L ET,

ATY T2 CDO A =a—_"—=25[EE (Admin) |>[EF173+%9 4% (Secure Connectors) \ZBEEI L £,
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I Cisco Defense Orchestrator ()& A&
%% D 7 5310 soc ~ AsA 0T [

AT9 T3 [BEXa2T ax2 4 (SecureConnectors) |*— T, HEW\WI T AKRZ %27 U7 L, [Secure Device Connector]
IR L ET,

é e tenant name

user name

c &3

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM

ATY T8 [BEX2T 27 % (Secure Connectors) | 7 —7/LC, HIBRT 5 SDC Z#8R L EJ, TN T, T34 2
[y = A e R G AN = o R G

ATy s [77 ¥ ar (Actions) 734 T, [HI: Remove) |7 A 2 @427 U w7 LET, ROBEENRFREN
iﬁ‘o

& <sdc_name> ZHIBRL £ 5 & LTWE T, SDC OHIFRIZTICEE EH A, SDC ZHIBRT 2 &, T

NWNAREF LV R—T 4 V7 EITA L R—T 4 7T HEIZ, HLWSDCE/ER L TA VR —
FTAUTTHLERDHY £,

[

BAET VR —F 4 VT EBR DT AL AN 5720, SDCEHIRT HI2IE. TS DT A R & FE L.
FLWSDC ZRELI=ZICe 7 A VIEREFHEANTLILERH Y 7,

« TEMRBAFEND DA, [Ty kA (Cancel) 127 Y v 7 LT, CDO #A— MMZBMWE
i 7ZEN,

FATT DITIE. TOTFA MR v 7 AT <sdec_name>Z A ) LT, [OK] %7 U7 LET,

ATV T6 HATTHHEAT, BEA v —VICEH SN TWD SDC DART MR A T a7 Ry 7 A AT LET,
ATvF7T [OK] %27 V27 LT, SDC DHIbRZHEE L £,

& % SDC H 5 A1 SDC ~ 0 ASA DFZEN

CDO TiX., H—® CDO 77+ M CTH%E® SDC #HT 5, WOFNEEFEHL T, EEXIHR
ASA %, 55 SDC 55D SDC IZBEITE £79,

ATY TN FeF—2 g =T, [ U (Inventory) 127V v 7 LET,
ATV T2 [T34 A (Device) | #7% 271Uy 7 LThb, [ASA]| #7457 )7 LET,
ATv T3 BOSDCIZBEIT S 1 DLl LD ASA Z#RIRL 7,

Cisco Defense Orchestrator D E A& .




B Firepower Dtz8E0 5 1 L tEHROER

Cisco Defense Orchestrator DA |

RATY T8 [T/ AT 73 (Device Actions) |4 »C, [EHEHMOEH (Update Credentials) 1547 U v 27 L

£7,

ATYTS [BEXaT T3 2Aax7 # (Secure Device Connector) 7R ¥ %7 Vw7 L, T3 ADOKBEJ D SDC %

ERL X7,

RAT9T6 CDONT A AT A T 51D T2EHEDL—F -4 L AT —READ L, [FH (Update) ]

7V o7 LET, BEEINTWRWRY, FHEOZ—Y—4 LSRR T — RiE, ASA DA R— Rl
AL A U AEHRMERLCTT, ZNODOEEEZT A RAZEETILNETHY A,

GE) T RTCOASADRFR L A U NEREFERA L TWBEES. #HED ASA 2. &5 SDC 7>5 58 SDC
WIC—FECRBEICX £7, BEODO ASADu J A AMNERN R D856 4 ASA % & 5 SDC 75 B D
SDCIZ 12T OBENTAMERH Y 7,

Firepower D#E# O J 1 VIFHMDEH

AT T1
ATvT2
ATvT3
ATv74

ATy TH

Meraki % > 3 = AR — R BH LW APL F— %24k T 555 1X, CDO THifin 7 A U 1EH %z %
T D2MERHY T, Fr LTI —Z AT 25OV TIL, Meraki APL ¥ — D ARk & BufS
EHRL TSV, CDO TlE, 731 ABEOEin 74 NEREEHT 5 L1XTEF
T, BEIZET T, Meraki # v ¥ 2R — RTAPI X —4%2 TFETHEH CTEEJ, v rA 15H
LRGN T 521X, CDOUI T APl % —42FETHEFTHIXLENRH D 7,

)

GE)  CDOMNT A ADRIFNCIE LIZHE. CDO DA T — % A [#sh7e o 74 1 (Invalid
Credentials) | & EREINDHZ E0NH @ iﬁ” ZOEIE, APIF—Z L L 9 & Lz mraetk
NI 9, IR L7- Meraki MX @O API F—2NIE LW 2 & Z2HER L7,

WO FNEZM LT, Meraki MX /34 201 7 A EREFHFH L ET,

TS —rva =T, [1 X}V (nventory) |57 Vv 7 LET,
[T /34 A (Device) | #7 %27 Vw7 LTHD, [Merakil| ¥ 7% 27V v 7 LET,
Hefoer 7 A WA T T 5 Meraki MX Z IR L £,

[F/3A A7 27+ a3 (Device Actions) ] ~5A T, [0 A AEMOEH (Update Credentials) ] %27 U v
7 LET,

CDO WTF AL A I A T BT 2 APL ¥—% A L. [EH (Update) 1527V v 27 LET,
TOAPIF—IF. EHEENTWHZRWED . MerakiMX DA > R— RIZEHA L0 LE U e 7 A SR T,
INOOEFEEZTNA RIEREATILEEHY A,
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Secure Device Connector D& R LT H

ATYT1 CDO A=a— =15 [ (Admin) ]>[EF 27 2 %27 % (Secure Connectors) ] (ZBE L £,
ATwT2 AHiEEET5HSDC ZERLET,

RTv T3 FEMASA T, SDC DARTOMICH HMRET A =2 & 27 ) v 7 LET,

RATv T8 SDC DAFIZAEFELET,

ZOHLWARNE, [1 X kU (Inventory) ]XA @ Secure Device Connector 7 /L 7 72
£ CDO A ¥ —7 =4 AND SDC A NER SN DGR RSNET,

Secure Device Connector ) & &

COFEZ, NI a—TF 4 Y= LTHEA LT EE Y, @E. SDC I H &
WCEHESND -0, ZOFIEZFERATISLETHY A, 72770, VMOBRZFERENE L <
720 GA . SDC X AWS ~DOHEH 2 i L THEFTZZECEEHAN, ZOFIEIZEY, SDC
OEFH N S, FEAFOMEIC L 2 =T =0k ShE T,

ATw 1 SDCIcHAGE L ¥ 9, SSH &2 L Tk 9 57>, VMware Hypervisor D 2> Y — /LB o — & T& £,
AFv T2 cdoz—¥—&LTSDCIcu /A LET,
AT w73 SDC 2—H—(ZH) Y & % T, SDC Docker = > 7 F % HH L ET,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

ATv T4 SDCY—NFy " T v 771 —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AT SDC% 7 v 77 L —RFLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]1$

BE—mCDO T+ FTHEH®DSDC ZERT S

T v MIBEE O SDC ZET 5L, RT3 —v U AR BT IRH 4L, L&l 0F
NAREBEHTEET, 1ODSDCHEFHTEX LT3 AL, TN DHDT /A R ZHEEX
NTWAHHEREL . W7 7 A NDY A RIZX - TR 97,

T MZA VA M=/ TZ 5 SDC DEIZHIBRIZH Y FH A, £SDCIT 1 DDORY hT—7
YA NEEHTEET, INHDOSDCIE, ZNOHDXy NI =78 T AL NNDT A
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B = soczmmLC00 BEHET BT RTOFAIRERDTS

A %Al =D CDO 7 F > M L £3, #HEBO SDCHARWEE, Biltshizxry hU—2t
T AV NNDTNA A% BipZ CDO 7 N CTEHTAINERSH Y 7,

2 & B LM SDC % BT 2 FMEIL, A SDC & T 2 FIE L [F LT, CDO D VM A
A — T %ffiH L7z Secure Device Connector D &>, HE D VM L T? Secure Device Connector
DEAZ ENTEET, 7T FORYIO SDC 12X, 7T FOARTEFS | BMfAAER
TWET, BINOA SDCIZIE, EFICHF ST o ET,

B— SDC #FEAL-CDO ICEH{ET DI RXRTOTNAIREZRDIT+5

WOFIEIZHE T, [FLT SDC ZEH LT CDO IZHfET AT _XTOF A ZAZFH;A L E T,

AT Tl TS~ a0 R_—=T, [1 XU (nventory) |27 U7 LET,

ATY T2 [T/3 A (Devices) |27 %227V v 7 LTTNA AERDTET,

ATV T3 WYUIRTNNAAZATOE T2V w7 LET,

ATYTE T4 NG EERTTIHEES N T LHERIE, A2 _XU b T =7 A0 EIChHSH[7 VT (Clear) 1R
&7V w7 LT, CDO TEELTNDTRTOT NS R —ERAEZRRFLET,

ARTYTS T4 NERE Varvos LT, [Z4v% (Filter) |A=a—%RBEALEST, 7414 B1<—)

ATYT6 7 4 /LHD [Secure Device Connector] ¥ 7 > a > C, M7 SDC D4 Z7 U7 LES, £ K
T—=T X, T4 NETF =y 7 L7z SDC Zfi ]l LT CDO IZHfE L TW DT /A ADHDBRRSE
7

RTv T (F7vav) REBEZIDICRVALICIE, 74 NP A=a—TEBNMOT7 AN EETF v LET,

ATYT8 (FAFvayv) BTLEL, AV NI T—TNDERIZHL [ VT (Clear) | RZ %7 U w7 L
T, CDO CEHLTNDTRTOT NS ALY —EREZRRLET,

Secure Device Connector F — Y —RXAE LUV —KNN\—FT 1454 €
VAREM

*amqplib *
amgplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, "amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *

Copyright (c) 2010-2016 Caolan McMahon
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Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the ""Software") , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.
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THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR APARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.
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* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the "'Software'), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INANACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the "Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
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WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT,NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CCO. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
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Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR APARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

""License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor' shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control' means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.
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"Contribution™ shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
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Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS™ BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS IS"™ AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER INANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
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ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
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A=V T TIVTEREYV 2T 778850, 77UV X v aiR— RTHEE: CDO i@
MEZELET, CDOTIDOET > a rEAINITHIZE, BIRLET U TEEY =T 7 v
JEHETFENTHAL, V=77 v 7 URL ZBUGTHHLERH D £9, sHMic>W ik, [CDO
WHHA—EAHEOHIME] 2SR L TIEE0,

CDO EXNAY—EXHEEDEIEL

P—ERAEEEHINC LT, IBESNTA v =0 7Y r— g v E i3 h—E 2%
LTCCDO@MAEIRELET, BHEZET DL, Av—V T 7TV r—varing

Webhook URL % £k L, CDO @ [{@A1F%E (Notification Settings) ] X— " C% D Webhook %
CDO IZHRETHHLERH Y 77,

CDO i, P —EAH#H A L LT Cisco Webex & Slack 2 %A 7 4 71 HR—hLTWET, Zh
LOP—ERZFEEEND A vE—VIE, FrEHEBAR Yy MHICFINICZ +—~ v FSh
TWET,
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Webex F—LDEEV T I VY .

\)

GE)  [@ZE%E (Notification Settings) | -X— Y CER L@, AvEv—Y 7 77V r—v 3
VNTHRIE S ND A N R TT,

Webex F—LDFEEIZT IV

48 HHEIIZ

CDOEANE, FRESNIEY =7 AR—RIZRKREND D, HER Yy FELTTIAX—F Ay
T —UICERENE T, Webex Teams 737 = 7 7 v 7 ZQLF$ 2 J7{EOFEMIC OV T,
['Webex for Developers] =&ML T 7230,

WOFNEZEH LT, Webex Teams DEET =7 7 v 7 2 LET,

ATY 1 Webex Teams 77V 7r—3 a3 U aHEET,

ATvT2 U4 FRUDETHICSHS 77V (Apps) 1742z )y 7 LES, ZOT7varicky, #ht
77 7YV OH LN H 7T Cisco Webex App Hub 230 & £ 97,

AT T3 BRBA—ZFEHLT, [BEEV=77>7 (Incoming Webhooks) ] Z#EL 7,

ATy T4  [BEe (Comnect) | #EHIRLET, ZDOT 7 v a ik, OAuth KRB BEMNN., 77U r— a i
LWH ZIZRREND L DI E£7,
ATV F5 [ (Accept) 1 Z#BIRLE T, ¥ 7 RHEBWIZT 7V r—va VOBRESX—VICV XA L7 hanE
7
ATYvT6 WEHKELET,
[Vx=77 v 74 (Webhookname) |: ZDT7 7 U r—a Nl loTHRELEND A v EB—T 255
T LA EIRELET,
o [AX—ZDEI (Selectaspace) |: Rr v I HX T A=a—%EH L T[AX—2R (Space) | & i
WLFET, AL—RAT Webex Teams IZBEICTFE L TWAMENRDH D F9, AX—ANRTFE LW
A%, Webex Teams THI LWAR—XAZAER TEE9, 77V r—2a VOREI—TE2FEHTDH
EHLNWAR—=ANRKRINET,

ATy FT B (Add) ] 28R L E3, IR L7 Webex AS— (2, 77U r—3a URNBMEE &9 @Em
MEFEINET,

ATFYT8 U=T7T7yZ 7 URLEZaE—LET,

ATvF9 CcDOWCmrs A LET,

ATy T FAEEO2—V—RA=o—%BE, [EE (Settings) ] &R L ET,

ATYTNM CDO A=a—N"—70[EE] > [BMFENFLEHL £,

ATY 12 [P—EZHE (Service Integrations) | £ TAZ m—/L LET,

ATV T HFEODOTIAREZ L H 7Y v 7 LET,

ATy T HRIEANLET, ZOARNEL. RESNEF—ERHEAL LTCDOICEREINET, RESNZY—
ERCHRIE SN D A X2 MFFE RSN EE A,
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B seckmoiEyzI7v2

ATFYT15 Ry XA A=ma—%EHL, —E XX 14 7L LT Webex ZEIR L E7,
ATy T16 J—E2ZANLAER LT =77 v 7 URL ZAk0 i £,
ATFY 11 [OK] %27V v LET,

Slack HDEEV T T 79

CDO HFIL, HEEINIZT ¥ XNMZEREND ), BEIR Y hE LTTITARX— A v E—
DICFRREINET, SlackiZ L DFRE Y =7 7 v 7 OB FEOFENC OV T, Slack Apps)
EHBL TSN,

WOFINEEZMHA LT, Slack DERE TV =7 7 v 7 i LET,

ATvF1 Slack 7 v M rs A4 LET,

AT T2 EMOSRFLT, —HFETAZo—LLT[7 7V DENM (Add Apps) ] ZEN L £,

ATv T3 [ElEV=77>7 (IncomingWebhooks) |7 7V /r—rar s 4L 7 M) ERBEL, 77V & /ROl
F9. LEM (Add) ] Z|IRL £,

RATYyT4  SlackV—27 AXR—ZADERFTIERWGE, MOEREIC) 7oA EREL, T7YREDOT T
7Y MIBMENDLDEFHFOVLERH Y £7, [REDY 7= A I (Request Configuration) ] Z 3R L £
T, A arDAvE—VEANL, [VZ/ZAMNOFEEZHRIRLET,

ATYTS U= AR—RATHERBYV =T 7 v I T T YRENIIR-T-5, Slack DEEN—VEEH L, L=
77w kT — 7 ARX—ATEN (Add New Webhook to Workspace) ] Z34R L 77,

ATYvT6 Foy7Hyr2A=a—%HERAL T, CDOM@AZFEKRT 5 Slack F v RV ZBIR L, [AR (Authorize) ]
ZERRLET, VDA MPAEDCRDDEHFES TOBLRICZ D=V b8 L1254 1E, Slackicn
TA LT, EEBIZHDT =7 AX—2L %R L ET, Fay A A=a—pb[U—7 AN—
AD I AL ~<A X (Customize Workspace) | ZEIR L, [7 7 U OFXE (Configure Apps) | ZiER L 7,
[ (Manage) ]>[H R % L#A (Custom Integrations) JWZBENL £9, [EE7 =777 (Incoming
Webhooks) |ZER L CT SV DT T 4 L T _R—=VhE, X705 [RE (Settings) & EIR L F9,
ZOTTIVREDIIRS>TND T —I AXR=ANOTRTO2—YP =R —BRRINES, 22— =i
THY Y NOBREDFRREMEDOHTEET, V—F AR—ALEZFINL THRELZMWME L., RITHERE

TO
ATvTT  Slack DFRTEX—T b, TTVORES—VICVEAA LY FanET, V=77 v 7 URL ZH21FT
b —LF9,

ATy T8 CDOWCus A LET,

ATvT9 LAEMOa—Y—RX=a2—%B&, T (Settings) ] ZEINL £,

ATy F10 CDO A==a— =05 [EE (Admin) ]>[EXNE%E (Notification Settings) JIZREN L £ 97,

ATy TN [—E RS (Service Integrations) | £ TAZ r—/L LET,

ATFYT1R HEEOTIARE 27 ) v LET,

ATYT13 LREANLET, ZOARNEL, RESHEP—ERHEAL LTCDOICHERENET, RESZY—
BRSNS A XV MR TR ENEE A,

ATYT18 Fuy7FourAima—%REL, h—E A% A7 L& LTI[Slack] IR L F7,

RATFYT1 = 2NLAER LY =277 v 7 URL 205D 11 £,
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ATv 716

hzasgmeRoEEyI7vs ]

[OK] %27 Vv 7 LET,

NRELHERDBEEITT IV

AT T1
ATvT2
ATv73
ATv74
ATvTH
ATv 76

ATy 717

ATvT8
ATvT9

1R BHHIIZ

COD (%, WAX LHERAIA =V 27—~y FLERA, DAX LY —ERAFEET
TV = a OREERIRLIZEE. CDOIZISON A vt —U % EELET,

BRI 772/ LY =77 v 27 URL ZAKT D HEICHONTE, —EAD~
—a2 TNV EBRLTLEEY, V27 7y 7 URLZEELES, LTOFEAFHLTCY =
77T EHMMILET,

BRI HAZ LA —CREBZT TV r—varhby=7 7y 7 URL 24K L Tav—LET,
CDOIZmr A LET,

CDO A ===/ [EHE (Admin) 1> [BENEXE (Notification Settings) JIZB®E) L £,
[—E R4 (Service Integrations) | £ TAZ v—/L LET,

HODTTARL %20 Y v LET,

LZBIEATILET, ZOLFNLI. BEINEF—ERHEAS L LTCDOIZERINET, EINTY—
ANTHRIEEIN DA X MR RENEFE A,

Fay 77X Ama—wREL, [V—EAX A7 (Service Type) ] & LT [H AF L (Custom) | % i8R
LET,

P—bZ2MGERLIZY =77 v 7 URL ZRE0 i £9,
[OK]ZZ7 VU7 LET,

AX> T DETE

HAHOAR baX o ZToORBRE, FIRANY By PENDZETOEY AKEFRLET, #F
SIN=a X1, CiscoCloud B 1E L2 EME SN A Ry b —4 &£ T2 LIZEELTL
72 &0,

[ HERE D~ (View Historical Usage) %27 UV » 27 LT, @£ 12 AT v N T=F
ENTT_RTCOuX T EFRRLET,

BIMOA N —V %) 72X T BEDIEATER) 7850 £9,

SAML > > 4 )LY A A > & Cisco Defense Orchestrator D4

Cisco Defense Orchestrator (CDO) %, Cisco Secure Sign-On % SAML > 7 )V %A A2 T A
TUT AT 4 T X =L UL, Z2EEZGE (MFA) 12 Duo Security 2/ L £7,
ZHE, CDO THERE SN DRFESIETT,
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|
72770, BEDMBE O SAML > > I A A dP V) 2a—3 g & CDO Z#HA L=V
A, IdP A SAML 2.0 BLONID 7 a A X —NBbdT 5V —27 7 —%H R —F L TWVBIR
D, FNHLAHEETT,
ME D SAML Y U 22—y 3 U EHRET 555 1E. Cisco Defense Orchestrator 78— M Z [
B EEN,

APl F—2 >

BRAE1X. amRmTMH@UML%ﬁ5&%’GMAmh JUEFERLET, O L
RS EEHI2IE, AP F—2 % REST APl %G~y ¥ —IZH AT HHLENH D £3°, API
F—2 %, AR O TESIZ] 778 A =27 TFR, BHLEZY, RO LE
D CTEET,

CDO N5 AP b—2 U EARRTE F7, ARSIz h—7 %, ERERIC, [ E

(General Settings) | <X— YNV TWHRIOAFRENE T, CDO T%'J@“\_V%Fa'ﬂb‘fﬁ>
O [—HXEXE (General Settings) | X—VIZRD &, =7 URFITINIZZ LT £F
B, b= EFRRSNRLS R ET,

il %2 Da2—WF—iF, FFEOTF > M L THMAD h—7 v E2ERTEEd, HDH2—H—N»
Moz—F—ltfbo T h—=r v a4ERTHZLITTEEYA, =27 H T ETF
VRORTIZEABTHY ., hoz—PF—LTF 0 FOMAEDLEIZIIMERA TE A,

API r—7 oK EDY L—LA

API h—72 X JSONWeb F—7 > (JWT) T9, JWT h—7 U FERXOFEMIZ OV T,
Mntroduction to JSON Web Tokens] ZZM L T 72 &0,

CDO API h—7 %, RO—HD I L— L& L £,
sid : 2 —W—/7 /34 R uid
e parentld : 77> I uid
ever : AF—DON—T g v (W N—T 3 2030, # : cdo_jwt_sig_pub_key.0)
« subscriptions : SSE V7 A7 U 7L g ((EE)
s client_id : Tapi-client]

“jtic h—2 > id
=0 DEE
APl k—% L DR

ATV T1 CDO A ==2— "= 5[EE (Admin) 1> [£#&%E (General Settings) N\CBEI L £,
ATw T2 [¥vA4 b—2 > (MyTokens) ] C, [API h—2 > D/EfK (Generate API Token) 127 U v 27 LE7,
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arl k—svoiz |

ATVT3 WET — 2 BRI 21O DREDORANT T 7T 4 AT, b—2 U ERERGIRF LET,

APl ~—%2 U DHERR

APl b—7 NZADHIRIZH 0 TN, 22—V —F. b—=7 B LGS, BESNE
e, E3E0X 2 VT 4 A RIA NTHERLES B DS, APL h— 7 O EH 28R
TEET,

ATV T1 CDO A ==2— "= 5[EE (Admin) 1> [£#&%E (General Settings) N\CBEI L £,

ATFwF2 [vA b—2 > (MyTokens) | C. [E#H (Renew) ] %2 U v 27 LEF, Defense Orchestrator {Z J » TH L
Wh—27 URERREINET,

ARTY T3 WET— 2T D100 REORRANT T 7T 4 AH-T, HLW h—7 VB LZERIGFNRT L
£7,

APl k—Y VDERYIEL

ATy T1 CDO A=a2—"—n5[EE (Admin) > [£%E%E (General Settings) [IZ&8) L £ 7,

RATY T2 [vA4 b—7 > (MyTokens) ] T, [V L (Revoke) %27 VY v 2 LET, Defense Orchestrator |Z & ¥
=2 UHRERVEISNET,

TATOTAT4 TAINA A —THh> k& DefenseOrchestrator 11—
H—La—FEDEE

Cisco Defense Orchestrator (CDO) (21 7 A 9 512i%, SAML 2.0 #EJLo ID 7' /A X —

(IdP) . ZHEERFLET M X — BLOCDOD2—H —L a— REEOT v A%
T, WP T AV MliFZa—Y—on A AAFENEGENTEY, P IZZ 00 7 A 1EHR

SN —%— %ntunELiT %g%\‘nmnif X, 747/7‘474 X2 U T o OFIN
fcﬁl//('\’ﬁl?mf,\éfhi*ﬂ CDO = —H%—L a— NiZiL, Elcz—WF—4, = —F =Bt
HEﬂécmT?fyh\J%%%@D%wﬁﬁinifoJ%%%ﬁaﬁ4yﬁét\am
X IdP D2 —H¥—1ID % CDO 7 F > hOFfFa—Y—L a— RN LEJ, CDO
D=HTHLa—RFE2EO0HEIC, Z48T52—F—1ZEOTF o h~DOr T A &
SNET,

BEHOBEIMEDO Y I NY A A ID T a " Z =R R | ID 7 a3 X —
Cisco Secure Sign-on CJ~, Cisco Secure Sign-On (%, ZEFEFHFEIZ Duo 2 H L 9, BEIT
MBEIZIS U TCSAML &> 7 V%A w4 > & Cisco Defense Orchestrator Dt & TE F9,
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B osov—v50-

A4 nNT7—49 70—

2T AP T T RA CDO =W —iZn 7oA 572012 CDO —HF— L a— R
EDEITRYED T 2OV THEHICH L E 5,

ATy T1 22— —F, FBIAED7=8I|Z Cisco Secure Sign-On  (https://sign-on.security.cisco.com ) 7% £ SAML 2.0 #EHLod>
?4?V?4747DA4%~mm’nﬁ4ybf CDO ~DT 7 A&ZERLE T,

AT9 T2 [dPIE, 2—HF—PEAYTHH L) SAML 7H—a U EFHITL, A—ZMZix, =2—F—Rn77t=R
T&Z 577U —3 a3y (https:/defenseorchestrator.com < https://defenseorchestrator.eu,
https://www.apj.cdo.cisco.com/ Z KT X A V72 &) DERRINET,

ATY 73 CDOIESAML 7 #—v g U EMGEL, 22— F—ZZHH LT, ZOa—V—LIET 57 v hohn
ba—¥—La—REzRoF L5 ELET,

e 21— =3 CDO LD 1 >OFTF v MZa—HF—La— RK&zffoTWBHHA. CDOITFD2—H—(Z
TFIA~DT IR AEH AL, 2= =0 — NIk o CTEITTEET 7 a rBNIRED £97,

s =Y =D OTF U Mla—F—La— R&ffo TWH A, CDOIEREGES N2 —H%—
RTELT7 T OVARARNERRLET, 22—V —RTF U FEBRIRTDHE, T bm@'f&ﬁzx
DHATSNET, TOHEDT v hTO2—P—u—ILoT, FATTEHT 7 a v BIRED
7,

IR —— &7%/k®1~% La—RED~ vy B 7R CDO IZRWEE., CDOIXT >
TAY TN =V EFRLT, 2= —ICCDODFMERGR L2 Y, FEHAMREZ Y 722 M L7+
DR EIREE L E T,

CDO Ca—H—La— R&E{ERLCTH IdP T H v MIER ST, IdP TT v FEERLTH
CDO IZa—W—L a— NIfER SN FH A,

FIEEIZ, AP DT v > F&EHIBELTH, CDO b 2—H—L a— REHIRLIZZ Eiidihy $8A, 7=
72U, IdP 7 H v Rd/punnd, CDO X L Ca—H—%F8GE7 5 HiLiEdh v £8 A, CDO =—H%—1L
a— ROHIBRIZ, P 7 AT FEHIBRLIEZ EZERT 20 TIEHY £HA, 72720, CDO = —H—
La— KRR E, BRESNz2—F =2 CDO 75> MIT 7 AT 5 HEEH Y £ A,

DT —FTIFrDEE

Cisco Secure Sign-On A3 2%

BEHD CDO @ Cisco Secure Sign-OnID 7w/ NA X — 2 L CW A5, A—/—FHHE
1L CDO Ca—H—La— REERTE, =2—HF—LCDO ICHOEHTEET, 2 2D —
P—AN KL, 2—F—NELIRFEINTWHESE, =—F =L CDOICr /(L T&F
7,

2P =R CDOIZT 7 EATERNEIICT DUNERD HLEIL, A— —FBE ) CDO
2—HP—Da—W—La— REHIBRT 571 TiEA £ 7, CiscoSecureSign-On 7 7 7 > M E5|
XIMEEL, A— = HE N —PF— L0 LIZWIEEIE, CiscoSecure Sign-On T /] L
TWEbDER L2 —F—4TH L CDO 22— — L a— REERT 5 2 LN TE £,
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BEOTATo74 74 Tang 5—51omEE

BEENCDO DBBEICHEB L., V7oL T AX LA H— (TAC) HIEOH T MLBEMR
EUERE, BEENTACZ V=7 Da—W—La— F&2{El+T52 LT, TACZ V=
TINTFH U hEREL, BEHRICER /R EZHRETEDI IR T,

MBDTZ7ATUTA4T« TANA S —% 1L DEE

SAML > 7 )V¥ A > F > & Cisco Defense Orchestrator DFE L. T AT v T 4T 4 T34
=T H hECDOT AU b FEHIILEST, 20Xk 5BEHEIT. CDOTT AT
YTAT 4 TN T —DT Ty e a—P—La— FEERBIOEHTE E9,

22— —NCDOILT VA TERWVWE T ILEND HEEIT. BEEIZIAPT U b,
CDO 22—V —La— K, FHIFFOmFEHIBRTE £,

Cisco TAC 206 DB N VB2 551F, BEMKITHARY EHe — V2T AT T 4T 4
TaN, =Ty hECDOZ—Y—La— ROl F%, TACT V=7 fIfERK T &
T, TACTZ LV =TI%., BEHOCDOTF v MIT 7 AL THAEL., Bl LEREBELE
WCHETHZENTEET,

PRAIFR—VRY—EXR TONSH—

VA wFx—Y R —ER Fraq X— (MSP) %, CDO @ Cisco Secure Sign-On IdP % {3 ]
LTV 5554, Cisco Secure Sign-On (2 H OB CE 97, MSP DB EEILCDO IZZNZEID
a—P—La— REERTE L5720, MSPIZBEHOT T FMaEHTEET, bbAHA, B
KERIZMSP O L 2— FOHIBRZZERICHE CE £ (HIFRZEIRLIZGE) .

ESPEREY=]

o 2—HFDOKE

TILFTFU P R—FILDER

CDO ~/VFTFF v b R—=F) Ea—ZiE, BEOT T NMIELERDLTXTOT S A0ND
P SNFRNRRENET, ZOVAVFT T2 MR=FUIE, THRAADAT —H A,
FNRAATETHDY 7 v 72T RX—=U g ViR ERFRENET,

)

B ~AFTFU MR=FANL, EEOY—Va  iCT Ty hEEMLEZY  BLET T b
DEHMRT NA A% FR L) CEETR, T bORERST A AOWEF TS EHE
Mo

IZ L& BHIIC

v NTF T hAR—=Z K, TF Y T OBRERNAENCR o TV DEAICOAREHTE £
T, 7T N TN TTF U FR—F NV EFMNTT HITIE, Cisco TAC THAR—+Fr v b &
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Cisco Defense Orchestrator DA |
B <575+ rk—sroeEm

FEET, PAR—FFTy FRRIRESIL, R—FZADBMERSND L, R—=F L TRy bT—5
EBEOD —NEFfOa—P =2 TFUFEBMTELXL010R0 £,

RETDHAREMEOHDEEDT T 7 EEOREEZRIRET 572012, Web 7 T UL Xy v
va kb CookieZ 7 VT THZLEBEIDLET,

RVFTFTY RR=2)L
S NFF Iy b E—= M, DA =2 —RAB S TOET,
« [T3A A (Device) ]:

o R—HNEMENTZT T MIFET DT R TCOT AR, ANRKREINET, [T 4
V% (Filter) | & [#5% (Search) | 7 4 —/V R&EMH LT, £RT5H5FT 31 A& %K
TEET, TXARET Vw7 TBE TRARADAT—HA FUR—T 4T F
X, 77AT U —NVE—FR, Tzo— VA —N—F—F, VT T T N =T 3a 7%
EEFRRTEET,

AHE =T 2 A, TTNVEIERTET AL AT aRT 4 BENEZIZ7 VT
THRICHEHTE %Iy 1—= 3%V £9, [AnyConnect U E— k7~ & XA VPN
ERE, MMOTRTOTNA AT 0T 4N T 74/ hTRIRESNTWET, 7—7

WaRAZZA AT DHE CDOWZREIY A A L& &, BRLZANEN CDO T
RFF SN TV ET,

TNRARET Y v 7358 AICEDOFMAFRINET,

e R—HILDIERIT, 2~V E (CSV) 77 A Micms ZR—K © TxFE4,
ZONHRIT, TAAL RE/W LD, T 7R RAEDR N2 —F—ZEE LTV T 50
WCENLHET, T X ET 7 AR — hTHZNT, CDO TIEHT LV csv 7 7 A LA
B SN ET, 1B END 7 7 A VLT EA BN E TN E T,

« FNA AEEIT S CDO TF 2 IS DBT AL ZAEERTEET, v LFTFFH

R AR—=%UIZIE, CDO T F v b _X—=ICBEITH 720D [T /34 ZADEFE (Manage
Devices) | V7 BRHEBEESNTWET, TOT T bMOT ATy "N effoTRY, 7
FURER—=EZARFELY —a VHIZH LS. TAALRIZZDY VI BRFREIN
F9, T MIT I B AT BHERPZVIGEL, [T/3 AOE B (Manage Devices) ]
Vo7 iFEREnNEtA, iEoxry NU— 7 EHEFICER L CHFATEHELZENT
xET,

N

GE) FTARARZREZEHRLTCWDST T RO =2 a v RNICh DS
X, FOUV—=a O CDOIILY A AT D00 7Bk
RENET, FOUV—YarNDOCDO £F0) —Y 3 A
DT F v MZT 7B AT HHRDO R NGAIX, T3 AEEHT
TEHA,
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I Cisco Defense Orchestrator ()& A&
nFFFork—snizrro rzEnts i

rosa All Devices & Services Muki-Tanars -

«[77F > & (Tenants) ] :
s R=F MBS NT=T v "BRRFEINET,
e Xy NT—VEHEFE L —F—NAR—ZNVIT T hEBNTEET,

T BTV ITHE CDOT TV FDAAL U R=URERRINET,

RILVFTFHY biR—2IZTF 2 bFEMNT S
Super Admin B — V& FFO2—F— %, R—F /LT F v FEBNTEET, BH0) —V3
VNICEERSTT U R EBNTEET, 282, I—mo XU —VarnbKkE)—Vs
T NEBILEY, KEV—Yarhba—ayN) —Ua VGEMLZY TEXE
—é—o

S

BE T U MIAPIOAD—Y—ZAERKTH L. CDO ~DFEFEHIZ API b—7 V&4 T 5 2
LEBEIOLET,

)

GE)  HAN—FNMEEOT T FEBNT 58T, &7 ML APL b—27 U EARL, TFHA
N7 7 A MTEED FHTET, 2k, BEEOTF 2 N ER—ZVIZREIBINTE £97,
=2 AT 272D @mE T FEEI VB ZMBIIH D FHA,

ATYT1 TF U MX=VIZBEBL, THUY R A=a—00 [RE (Settings) > [—i%i%E (General Settings) ]>
[v1 k=2 (MyTokens) 1227V vy7 LET, >>

ATv T2 [API b—2 &A% (Generate API Token) | %227 U v/ L Cabt—LE7,

ATFY T3 R=cBEL, [TF > F (Tenants) | X7 %27 U v 7 LET,

ATv74 Eﬁl]@?‘}“/ MEMARZ %7 )y LET,
AT9TE F—=r &MV MT T, (IR1F (Save) 1227 U v 7 LET,
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B <1557 rk—suns07+ roBik

TRILFTFHY bR—F2 I oDTFH 2 ORI

AT TN A= BE#L, [TF > F (Tenants) 1 X7 %27 U v 7 LET,
ATY T2 FRICERENDIHIGTHHIRT A a7 ) v LT, BERTF 2 MEHIBRL £,
AT 73 [HIER Remove) |27V v/ LET, BE#EMNTONTZT A A R—=XLnbHIBRENET,

Manage-Tenant R— % JLD & E

Cisco Defense Orchestrator (Defense Orchestrator) A i/ LT, [BXE (Settings) ] ~—T D~V
FTFF o hR—=F Nl D= =T T NORFEDI G E DAL~ A A TEET, [2—
P—A==— (usermenu) | ZBAE. [XE (Settings) | &7 U v 7 LT, [XE (Settings) ]
NV T I EALET,

US East Coast .

admin@cisco.com

2]

£3 Settings

%8 Switch Account

(= Sign Out

RE
e E S

Web GATIZ LD, =YDt v MUK S EAORGEREHRS A 2 iCitsnvE T,
WX, FRLER—Y, RXR=UTEHELLERHE., 770V 0oR—Tg 0 #AA—TUg 0
TNRAADKRA MR EPREENET, ZOHRIL. ¥ A A EREOM RIS & — o & fifess
L, ®ih2UET0IERESNE T, TRTOMARRT — 2 13EA T, BT — X 13245
SNFEHA,

Web 70#T1E7 7 /L b THNI /2> TWET, Web b2 BN, RERIIICHZNZT D121,
WOFNEIZHENE T,

1. o= —=RX=a—06, [E (Settings) ] ZERL £,
2. [&f%F%E (General Settings) 1 %7 U v 27 LT,

3. [Web Z3Hr (Web Analytics) | D FIZHDHATA X —% 7 Vv LET,

[1—H—& (User Management) ]

Y VFTF o hR—=Z MCEES T BN TN ST RTO2—F— L a— N, [2—F—FH
(UserManagement) [ CHER CTXET, =—WF—T7T D v MBI, WEE-ITHIFRTX
F9, FEMICOVWTEL, T2—¥EH] 2ZRLTIEIN,
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7hvoromyiz [

ThovrooYEZ

EHOR—BNLT H T "RHIEE. CDOMMST AT 7 I, BARDR—FZ LT
T RNERT T NT AT MNETHID R A D ENTEET,

ATV TN ~VFTF o bAR—=F LT, AEMICFERENDIT AT M A=a2—% 27U v 7 LET,
ATY T2 [THU L bOYYE X (Switch Account) [ %27 U > 7 LET,
ATV T3 FRTIHLR—FNERLETT o MEBIRLET,

Cisco Success Network

Cisco Success Network |Z—%fiiad 7 T 7 K¥—E ZXT7, Cisco Success Network % A %hIZ
T 5HE, T3 AL Cisco Cloud B & % = 7 2 BEe 03 e S A, IR DU B3 2 1 &
FHEBRNA N —I 7 &ENET, TVAMIER NI —=I T TH5ZLICEH-T, T30 R
MHDH/ROT — 5 2RI TENEZHEEATY E— FOEBEAT — 9 VITHEET DA
= ALRRE N7, IROAY v ERELNET,

« Xy h =27 WO OB A A LSS 572002, FIF AR ARl H OREREIC DWW Tl
MLUET,

« WIS ATREZR, BINDT 7 =T R— F =R LE=F— U IOV THEM
]\/ij—o

o VA OWRFEIHESLL ET,

T RXENC X 2 T 7 BEG A N L OWERF L. Cisco Success Network I8 T 5 L 9
WIZLET, T30 A&, L 721 T Cisco Success Network DR EEZEE CTx £97,

N\

G¥) « Firepower Threat Defense /A 7 XA T E U T 4 X7 TIX, 777 4 771 A% &RT S
& AHX LR, T34 AD Cisco Success Network i¥ €% LEX LE7,

+ CDO % Cisco Success Network i EXFIL L FH A, REOEIH LT L A NV FHROFEME
L. Firepower Device Manager (FDM) L—H—A > ¥ —7 = A ARTWVET,

Cisco Success Network D H%h1E £ =1L EZh1E

VAT LD ERFZ, Cisco Smart Software Manager (27 /31 A &8 &kT 5 L HIkd b
F9, BERETIC 90 HEOFHN 7 A & A& 28546, MO OK TN T N1 2%
BET DMENDY £7T, T35 ZA&8ET H121E,. [(Av— 74 A (SmartLicensing) ]
~—C) Cisco Smart Software Manager (27 /3 A &% ExT 57, FlITBEF—%2 AL T
Cisco Defense Orchestrator {288k L £ 97,

TNHRAREREET DL, X=F XNV T AT ENET AL RZTA B ARED Y ToHE
To TAAZABRETDHE ADCL TV TRTOF T v ar T4 ABBEKSNET,
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B -»e=

Z OFE#LIL, Cisco Success Network # #2925 Z & CWOTHHEPIZTEXETN, 2047
v a VIZFDMUI L DB TE LT, BT L L. T/ AN T 0 Fonbblfrsiu
F7, UL THEHOZERCA~Y— I T4 v AMEOBIEICIZZEY T, IEFICEEEMK
BLET, sEMIZ OV TIX,  [Firepower DeviceManager 2> 7 4 ¥ = L—1 3 » HA R, /—
Tar 640 L] o 27 2EH# ] OEFED [Cisco Success Network ~D#EfE] &7 3
EHZRLTLLIEEN,

a—H &I

CDO Ca—H—L a— REEREISRET DRIC, (TATT 4T 4 Tunf =T
7 bk & Defense Orchestrator =—%— 1L 22— N L OEIfR] ZHA T, ID 7 u/34 ¥ — (IdP)
THhHy v hea—F—La—RREDOLIITHAEERTL20EFE L TEE, CDO = —
P—F, IS TCDOTF > MIT 7B ATES L HIZ, CDO L a— REXHET 5 IdP 7
BT N PSHBETT,

ﬁ%@%@kﬁﬁ&w@@ CMm%wmﬁgOniT&T@KDO?TVF@HIfDN4V~
LD ET, ZORFOERD O, ID Fr s34 X — L LT Cisco Secure Sign-On i ff] L
TWDHZ E&AEHRE LTHET,

Ty MCBEEMT LN TND TR TCOa—P—L a— NiL, Aa——BEWH CHERETEE
T, VR —Fry NEMRRT DD ST v v MBS T vl A g rR— b
TV THLRERERD T,

T2 MIEEMfTFONATWAA—Y—La— KFDOXRT

ATY 1 CDO A =a—"—n5[EE (Admin) > [1—H—&E (User Management) NIZBEN L 7,
ATY T2 [2—HP—EH (User Management) | %27V v 7 LET,

o~ example_tenant _
net-ops@examgle.com
@ SETTINGS
User Management
User Management Email Last Login Token Roles
21231201
sec-ops@example.com /232018 i 8 Admin
8/30/2018
superadmin@example.com Super Admin
8/29/2018
here2help@cisco.com Read Only
B/25/2018
net-ops@example.com 2 Admin

G YRADYR—IRTFT U MITZ7EBATERNEIICT DI, [ E (General Settings) |
BERE 36 2—) R=UTTHY L FREZEELET,
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I Cisco Defense Orchestrator ()& A&
a—H—EED Active Directory ' )L— 7 .

21—+ —&I 0 Active Directory & )L— 7

ZHO =P —=NHBIIANED LT T oSS, ix Oa—F—% CDO (BT 2P
D iZ, CDO % Active Directory (AD) Z NV —FZ~v 7 LT, 2—%—UJ X fLa—HF—
n—/L&xLDMBEICEETEET, LT —0ENCBEFO2—F—0DHIRE Vo Tz
2 —PF—DER LT T, Active Directory TEITTEX 5 L D272V, CDO THEITT HHLEEN
A/ 3 D

[2—H%—% P (UserManagement) |X— /5 AD 7 /V—7 B0, fRtE. F2ITHIBRT 51
l%. SuperAdmin = —HW—m —/LRNETT, FEMIZHONWTIE, [2—Fo&E] 2R LT
<TZEvy,

[Active Directory ' JL— ' (Active Directory Groups) ] % 7

[%7E (Settings) ]X— @ [—H —4H (User Management) | &7 ¥ 3 »\Zix, HIE CDO
IZ~ v B 7 ST D Active Directory 7 /L —7 DX 7350 £9, L EELRSE LT, Z
DRX—=UIZIE, AD VX =V ¥ THOV Y THNTL AD VL —TOr— L RNERRINET,

AD 7V —FZE FN TV D —H —X, [Active Directory 27 /L —=" (Active Directory Groups) ]
27 ETNT [ —F— (Users) | ¥ 7IfEBNCR RS NER A,

[Audit Logs] % 7

[%E (Settings) | ~X—V @ [—H —4FH (User Management) | &7 ¥ a3 2%, E&r 7D
BTRHYET, ZOHLWEZ 2 /IiE, CDOT A Y MZT 7 BA LT R TO2—
P—oka 74 UL E ka7 A4 VIFICREEL TS — Y —or— A RERINE
T, ZRCiE. PR —Y—a A L AD S v—T A LV Om R EENE T,

RLFA—LA—Y—

CDO @O IAM BSRENIEIES L, 22—V —PNEEO e — L 2RO LN TED 92 EL
770

22— =L AD OEHD T N—TITBB L TWDEANRH Y. TN oD% 7 /V—71X, CDO IZ
BWTHRRLHCDOR—/VTERTEET, 22—V —0u 7o VRICHEIGT 2 FofEr 72 HERR I,
ZOa—HF—nNELT\D, CDO TEHRINTWNDLTRXTD AD 7 /V—7Du— )LOMAE
bETT, 2E2E, 2—F—N2 200 AD VAL —FIZELTEY, MFDITIL—FN2O50
Bippn— (WEEHELET 7aAEHHRY) TCDOIZEBMEINTWAEA, =—F—I%ifH
LHEHET 7oA HEHOWGOMRERLET, Ziux, EEOKEDO I V—7 v —/VIZiHEH
ENnET,

AD JN—T7 D~y ¥ 7% CDO CEXRTHAVLENHLZDIX1EHEITTHY, 2—F—D7T
7 A LHEROBERIL, FD%, B 7V —F M Cca—PF—%BMN, Y. £-1388E1 %
Z LT Lo T AD THHMhIZFITTE E T,
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Cisco Defense Orchestrator DA |
B scozm-

\)

GCE) a—¥—n, fH=—F—ThHY, "OELTT > FOAD ZL—7 1288 L TWAIEAIL.
fER 2 —F —Da—HF—a—LRNAD V' L—FDa—F—o—L L b ELESNET,

[T L& SHIZ

AD I NV—T <o ¥V a—P—FHEA L LTCDOIZBINT SHIZ. AD % SecureX & #&
ETHHVENRSHD FET, ADDID 7r A X — (IdP) NEEMAINTWVARWEATL., kD
BEEZ EITTH2MERH Y £97,

1. CiscoTAC CTHHR— FNr—RX&HE, ROEREFEH L THAX LAADIAPHEEERLE
7,

* CDO DT F ¥ N4 & Hiue,
CHARZDN—T 4 T 2EFRT D RAAL Y (B @ @cisco.com, @myenterprise.com) .
« XML JERDFEHEL 72T L —va v A¥T—4,
2. ADIZIRDA AL A SAML ERZBEM L ET, TA0OE TIERILF E/NCFRXEE
i—a‘o

« SamlADUserGrouplds : Z ®Jg X, = —%—723 AD E TR XTO 7 L—7 DR
WA EFERLET, xR RORATZ Y —r gy MRT L IIZ, Azure T [+
TN—THRDIEN (+ Add groups claim) ] ZEIR L F 7,
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Feo sz

1: Active Directory TEZESNT=H R Z LER

= Microsoft Azure £ Search resources, services,

Home * Cisco-COO0-Dey * Enterprise applications > securex-okta-ci > SAML-based Sign-on >

Attributes & Claims

=+ Add new claim  —+ Add a group cdaim =2 Columns 57 Got feedback?

Raquired claim
Claim name Valua

Unigue User Identifier {Mame 10 user.userprincipalname [mameid-for.. ***

Additional claims

Clairm name Value

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/emailaddress user.mail

hittp/fschemas xmiscap.ongws/ 200505 identity/claims/givenname user.givennams

hittp/fschemas xmiscapuongfws/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocapuong s/ 200505 identity/claims/surname USELSUMamea T
[ SamlaDUserGrouplds | USELQraups 2t
| samiscurceidpissuer | “https:/ysts windows.net/1e491488-.. ***

« SamlSourceldplssuer : Z D JEMEIL, ADA VAKX A% —EIZ#HBILET, =& 2.
WDAY V—rvay MIRTEIIZ, Azure T [+ /b— 7 EROBENM (+ Addagroup
claim) 1 Z@IR L., A2 1—/,L LT Azure AD itkBll+% RoF £,
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. 21—+ —& 2 Active Directory 7' J)L— 7 DB

2: Azure Active Directory DRI FE R D115

= Microsoft feure

13 Zagrch rescurces, sendces, and docs 05+

Home * Crco-CDO-Deyw * Enterprise apalications * secured-siags

securex-stage | SAML-based Sign-on

Enterprise Application

B Cherview

[ mepioyment Fian
Manage

1] Properies

& Jremess

&« Raoles and administrators [Previen]

A5 Ukars and groups
2 Single sgn-on
B Provisioning
! spplication prosy

S Sall-sersice

Security

% Conditional Acoess
%, Parmisions

B Token ancrppton
Arthiby

T Sign-in logs

S Usage B insights
B sudit logs

W Peosioniog logs

= ACODSE PEVAOWS

T Uplosd metadata file ) Chesge single sign-on mode 55 Test this spsiication B Gl Fumclnack?

EUTLIRTITRFLA R LAY
Reley Bpte Ol
Lagaout Ld s

g Ariributes & Clams

givenname UEr Givan name

SUrTAT AT ST

amaladdnizss AT T

Fang LT SR i N

SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
{dac?6f~

SamiaDLEerEaupids W Groups

Linigue Lisar Ddanti R Rl e T ER

g SAML Signing Certdficate

Statuz At

Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0

Expiraticn 11/9/2028 B:1151 PM

Matification Emal
&pp Federation Matadata Ur

| i Aeginmicrasatantng cam 104314886254, [ |

Certilicate (Rasefd) Dramibcaad
Certificate (Raw) [orwmiboag
Fedaratice Matadata Xl Terambound

n Zet up secunex-stage

W'D i e configisne B applation ta Bnk with Azunk AD

Lagia URL | Fitpscttagin ricrassfranine com/ Te491486- 6250,y |
[ ttpecsress windowe. nesy Tesa1aBe- 62sa-aff-2021 . [ |
Lagout URL | Fitpsciginmicasafanine com/ TesdnaBE-625... 1 |

e ste - by-sbep instructions

21—+ —& I Active Directory 2/ JL— JME/N

ATvT1
ATvT2
ATvT73
ATvT4

ATy TH

CDOcu 7 A4 LET,
CDO A ==z2—"—7L[EHE (Admin) ]>[2—HF—EHE (User Management) JIZBE L £,
T—T7 VD LT B [Active Directory 7 /b—=7 (Active Directory Groups) ] Z&EIR L £ 7,
BUED AD 7 V—T 137 WAL, [ADZV—7 DB (AddADgroup) %7V v 27 LET, BEfFO=
N RHH%EEE, BB (Add) 1 RZX %2270 w7 LET,
ROEWE AT LET,
o [ V—7"4% (GroupName) ] :
TIHY EHA, CDOIE, ZD7 4 —/L FTCHBELFEEZFR—F LTWEHA,

—BOL4HIEATILET, TOL4HNIE. ADDITNV—T4 L —HT DM

£ Edit

& Edit
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21— — &I Active Directory &' )L— T DiRE .

«[/V—7ID]: AD LD N—T7ID ZFETAN LES, Z/—7ID OffilE, I A ¥ LERIER
DIN—=TID ERILTHLIMLENRHY £, ZOMHEIE. 7= O—E0 D ITHET HIEEDHE
(my-favourite-group, 1234572 &) (2T 52 &N TEET,

« [AD %417# (ADIssuer) ]: AD 2°5 0D AD BITH OfEE FETAS L ET,

s[m—/L (Role) ]: ZOAD IV NA—TIZEENL TR TO—Y =D — /L3 E Y £7, FEMIZON
TiE, Ta—HP—m—) 2L TIEEN,

o (A7va ) [ (Notes) 1: 2D AD VA —7ICH SN L EREEBMLET,

ATv 76 [OK] ZERL £,

21—+ —%&IEF Active Directory &' )L— T DiRE

1R BHHIIZ

CDO TAD /' N—7Da—HW—EHEHEET H5A1L. CDO 2% AD 7 )V—7 %R 5 Fik
FUEEETELZLICERLTLEEVY, CDO TAD /L —7HEKEHRET L LIXTx
FHA, ADZNV—THNO2—H—D Y A N EHEETDHICIE, ADEZHHATILERH Y 7,

ATvF1 CDOCn /A LET,

ATY T2 CDO A =a—"—n5[EE (Admin) > [1—H—&E (User Management) NIZBENL 7,
AT9 T3 T—T VD LIZH D [Active DirectoryZ /—7 (Active Directory Groups) | Z 3R L £,
ATV T8 F{ETDAD V=T EFFEL, [fRE (Edit) |74 3 2@RLET,

ATV TS ROMEEELLET,

s [ZVv—7% (Group Name) |: —EODOL4RAIZANLET, CDOIX, ZD7 —/) R TRERCTFEY
A—FLTHEREA,

[/ NV—TID] : AD LD N—TIDZFEHTASILET, 7 —71IDDEIX, I AX LFEREFRD
IN—71ID LRICTHLIMERHY £, ZOMEIT, Z7—7DO—E0 ID IS 2EEOHE
(my-favourite-group, 1234572 %) IZT 52 N TEET,

« [AD 36174 (ADIssuer) ]: AD 725D AD ¥{TH D% FETAH L ET,

s[m—/ (Role) ]: ZTOAD IV N—TIZEENLTRTOL—YF =D —/LRRFED 9, FEMIZON
Tix., Tz—%F—m—] 2BBL T I,

«[1EE (Notes) ]: 2 AD Z L — I SN AL ZBM L £,
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. 21— —& A Active Directory 7' )L— T D HI

1 —+H—&EF Active Directory /' )L— T D BIlf&

ATy F1 CDO s A LET,

ATY T2 CDO A =a—"—n5[EE (Admin) 1> [1—H—&E (User Management) NIBENL 7,
AT9 T3 T—T VD EIZH D [Active DirectoryZ /—7 (Active Directory Groups) | Z 3R L £,
RTv T4 HERT 5 AD ZJV—TEFELET,

RATv 5 [HIFR (Delete) |7 A a2 &R LET,

ATwT6 [OK]2Z7 U7 LT, ADZNV—T7ZHIET25 2L 2R LET,

#T# CD0 1 —H —D1ERKL

WD 2HODE AL, H LU CDO =W —Z AR 572 DICUETY, NFIZFITT 24 H

THY A,
o Bl —H —MmF Cisco Secure Sign-On 7 % 7 >k DAERL

¢ CDO &.— ¥ —4 T CDO . —H— L z1— ROAERK

INOLDHRIPETTHE, 22— =X Hiflo—13—7 Cisco Secure Sign-On % ¥ = AR —

K5 CDO #BA< Z &M TEET,

## 1 — —[[E (+ Cisco Secure Sign-On 7 A7 > FDYERL

Cisco Secure Sign-on 7 4 7 & F DERIE, FrL W a—HF—=2H5THDOTHITH 2
T, YU ToHNDLT T FOARTZIEE L T LEHITH Y XA,

CDO~DBT A 2IZDUNT

Cisco Defense Orchestrator (CDO) (. Cisco Secure Sign-On 27 A 727 4 7 4 T H/NA X —
ELTHMAL, ZEFEBIE (MFA) (2 Duo 2 LEF, CDOZAY A T BICF, £
Cisco Secure Sign-On T7ho > bZ#/EK L. Duo ZFERALTMFA R ETHILELAHY F

ED

CDO 121X MFA N VETY, MFA X, 22—V =T AT 0T 4T 4 2R#ETH-0DEF 2
T4 &L LET, MFADO—ETH D " HEHRHEIETIE, CDOICe /A Th2—F—DID
EHERT HI2DIIZ, 200 a iR —3 2 MERIFEZENLETT, ROOEHRT2—V -4 L
RAT— KT, 2BHOERIIA LT~ RTERIND T H A L/SAT— K (OTP) T,
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R |

| o

EE 209F10F14B&XYRIZCDOTF > FBAEEL T =HEEIX., ZOEHDMDHYIZ [Cisco
Secure Sign-On ID 7' H /A X —~DBAT 31 X—Y) | Zr /A U FHE LTHEALTE
é l/ \O

OJ4 9 BHIl

Duo Security DA > R k—JL, DuoSecurity 7 7'V 77— a3 > & ERFEIEICA A
=T BZEEBEIDLET, Duio DA A F—LIZOWTTEMN S 58541%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] 22/ L T 72 &y,

BZIDORE, TENRNANT AL ZREFH L TT o H A LR A T — R&EERE LES, OTP LR

R=ZATHHD, TAALADI Oy IR TAEALERBLTWSZ ENEETT, T2

AZAD7 vy 7 PNHBC, £ FHTELWREIICRESN TWAS Z & 2R LET,
#1485 Cisco Secure Sign-On 7 h ™7 > FDERL & Duo EEZRBIADRTE

BHIOYA AU —r 7a—T4BEEO T ot 2T, 4 BETRCEETTALERH Y
iﬁ‘o

AT w71 #H LU Cisco Secure Sign-On 7 hH Y MY A o7 v T3
1. https://sign-on.security.cisco.com {Z7 7 A L £ 7,

2. [A A (Signln) JHIEHD FERIZHD [T v (Signup) 1227V v 7 LET,

Cisco Defense Orchestrator D E A& .
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Cisco Defense Orchestrator DA |

. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

3. [T A vy bDOIER (Create Account) | Z A 7 a7 D7 4—L RIZAS L, Bk (Register) &2 7 U v
7 LET,
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

WIZWL DD v FERLET,
«[E A—/L (Email) ]: CDO ~®D " 7 A ANIEENEHTL2E A —VT FRLAZ AT LET,
* [#A#% (Organization) |: 2ftZRITLFIZEBML £,
4, [B4% (Register) 1227 ) w7358, LT RLAICHRA—LNEESNET, EFA L%
flx, [T Ty hoBAE (Activate Account) |27 U v 27 LET,
ATv7T2 Do 2FEALTEERDMZ LY F TV TT D
ZHEREE Y N T v 7 T5LET, ERXANAT AL AEEAT L L 2BEIDLET,

1. [ZERFIEOHRE (Set up multi-factor authentication) | i T, [EFHE DO E (Configure factor) ] % 7
Uy 27 LET,

2. [By b7y 7 OB (Startsetup) 227 Vw7 L, TR T MIES TENSA LT AL ZAEERL T,
ZDENRANTNAALET H T NOXT Y T hR LET,

FEMIZ DWW T, [Duo Guide to Two Factor Authentication : Enrollment Guidel] Z#ZM L T &, T
NARZDuo 77V —2a BT TILA VA M= LSNNTWAEGEEIX, ZOT AU NOT 7T 4
NR—ygra— RFREEENET, DwlEl BEOTF AL ZATEROT I a2V R—FLET,

3. U4V —FDEHKT, [m7A v %%it177 % (Continue to Login) ] %7 Vv 7 LET,
4, T HEFFBFEAEM LT Cisco Secure Sign-On (21 74 > L ¥ 7,

ATv7T3 (FE) BMOF—trT4H5—2ELTGoogle A—t T4 7—2%/RELET,

1. GoogleA—t> T 4 7r—H2EXT VL TFTHENANTNA REERL, [k~ (Next) 127 Vv L
\iﬁqo

2. By R T v U4 —FROT T MIEST, Google A—t T 4 r—F%&ty N7 v 7 LET,

AT T4 CiscoSecure Sign-On 7HD Y bDFTHhIU M) ANYDA TS a3V EERET S
1. SMSEZMHLTCT AV ba2U Yy FEL0DTiOEFE SRR L T,
2. BEX 2V T4 A A—TVERRLET,

3. [¥A T vy bOVER (Create My Account) 1% 27 U w7 LEJ, ZIL T, Cisco Security Sign-On 4 -
VaR—=RIZCDOT 7V r—va DI ANNERSNET, MOT7 7V r—ar ZA NV HFIRE
NAGERHD 7,
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

By alm—RETHIANE RT v 7 LTCHENERTZY, ZFTEERLTEA NV E T V=TI LT
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B coox—v—%co0a——La— ko

CDO0 L —H—LZ THCD0 L—H—L a— FDOERL

(%> bU— 27 &8¥E (Super Admin) | HEFR %75 CDO +—H#—DH A CDO L+ —H —L a—
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LTWAUMERHY 1,
RTF9TE Ky 7F v Ama—mba—F—Da—FOREZRIRL £,
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1 —+H —H\ Cisco Secure Sign-On % v & 1 7R— KA S CDO Zf <
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CTNAARELL L, BER V2R R L, VPN~ v B AR T 5,
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ERANAN
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WEFHL—V —13, ROWMIELZFATTEERA,
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T NAADA A=V T T TV —ReRrVa—NT5, £LETTFETHIET S,
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« VAT LEHREZRET Do
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T NA RV R—T 4 TT B,

« THA ZEHIBRT D,

VPNt v ¥ a vrEida—Y—t vy a U EHIRT 2,
«CDO —H#—L a— FE/ERT 5,

e —HF—m—LEEETT D,

RRERO—I
BHEGEHe =V ZFFoa—W—X, WOBELZFITTEET,
« BRI BT 2 MO T NA AF T TEEOT A ZZEBT D,
* ASA TA ZADBERF A JCITRT 0, 7L T D,
T NAADA A= T T T —REeRrPa—NT5, ELEFEHTHIBT S,

X2 VT 4T —ER—ADT v T T = REART TV a— T 5, £ FETRHLET
Do

c FHEREHT 7 v a U EMBAT S,

RS —Y =13, ROBIEZFATTEER AL
«Snort2 & Snort3 D/N— 3 U ETFEITHUID X D,
T U T L— MEERLET,

« BEf70 OOB ZH DR EAE LT 5,

« VAT DEHBREEWET D,

T NAREF L R—=T 4 T T %,

« TS ZEHIBRT B,

VPNt v v avrElda—F—tya v 2HlRT 2,
AEBEOR—UTER, BT, RIE. EITHIRT D,
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i A9 DB BT ICERFF ST E T,

VPNt arvx—Iya— i rHoa—F—3, ROZLERNTXET,
« CDO DAEEDN— Y E TR E L BT 5,
fEREORN—=TDAT UV ERRBI T AN 2 T D,
T NAARERIE L, BEr 72K /RKL, RAVPN ¥ v E 2 7 2R T 5,
AEEON—VORTEEIIAT Vs MIBET TR TOELEE2RRT D,

HEDAPI h—7 U EART D, EHTH, RVIET, VPNEy v arvRx—VyDar—
P—iF, BODO =7 ZROHETE, BERTERVWI LIZEELTIIEEN,

s B =T 2 ANLYR—MIEK L, EEe 2T AR — T35,
*BFFORAVPN By v a v #TT 5,

VPN Ey v a w3 —VyDa—H—F, ROZLIITEFERA,
AEEOS— VTR, R BUE. EITHIERT 5.
CTNAREF Y R=T 4 T D,

cFA TVl PR IR EOERITME IR Z AT D AT » T AN—XTE DPRAFLT
RN

«CDO 2 —H—L a— R&E{EHKT 5,
e —HP—n— LB EHET D,
T I EBAN—NERY I —IZTEZ v FELIITE vTFT 5,

Admin O —)L
FHE—Y—IX, CDO OHHWPHMEIZTERICT 7 A TEET, FHEL—VF—I1TKkD
CLBTEET,
*CDO DIEEDOF TV =7 FaAEr, B0 BHr, HIFRL, REZTT O,

s THNAADF Y R—=F 4 7,

« CDO DEED =V TR E LR T 5.

AEEOR=T DAL T UV ERRBI O T AT ) T D,

c THAAARELHE L, BHEr 7 2FK R L, VPNV v U 7 E2RT 5,
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AVHE =T 2 A RENLTHR—MNIEK L, BFERT 2T AR—FTEET,
BHE LY —IRO L EEFTEEEA.

¢+ CDO —W—L a— F&EKT 5,

e 2—P—n—LEEETD,

*y hI—UEBBEO-I

A—N—EHE 2P~ CDO DH DLW LMMHEITTERICT 7 B ATEET, A—"—EH
FIROZENTEET,

s 2—HF—a— L EEETH,
c a—HF—La— FE/ERT 5,

)
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e
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WD ENTEET,

s H =T 2 ANLYR—MNIEK L, BEEe 227 AFR— T 5,

A—H—A—)LOLa—KFKDZLEE
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THEIZ®H D [PA 7 > 7 (Signup) 127 Uy 7 LT, HEBEKTEET,
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GE) DX AT HBEITTHIZIE, CDO TRy hT—VEBRE D — /LD — )L BRNLETT,

A—H—La— FOER

ATy T
ATvT2

ATvT3
ATy T4

ATy TH
ATvT6

ROFIEZFER LT, @R r—Y—o— a2 ffoa—HF—La— REERLET,

cDo e A v LET,
CDO A =z2— "= 5[EE (Admin) ]>[1—F—&E (User Management) IZBEH L £,

%31/\7?7\21“?57‘/ 7 Vw7 LT, Frllna—Y%—%5F o MIBEMLET,
2P —DBEFA—NT RLAEZATILET,

G

=Y —DFEF A —/LT FL AL, Cisco Secure Log-On 7 7 7 > F DEF A —/LT KL AIZKIL
LTWHRERDY £,

Ry 77Xy A= a—pnba—PF—Da—FOEFZRINL £,
WMz27Vv27 LET,

G

A—N—EHEFICDO 2 —H — L a— FZERTE £T, €O2—F—Lba— REFTiE=—
P=BT T Mu A 3523 AR+ TT, 7T PMERT DT e X =0T o
FHBEITRY £, BEROBEICMBO Y T NAY A A DT a8 L =320 RY | ID
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ATY T2 CDO A =a—"—n5[EE (Admin) |>[1—H—&E (User Management) NIZBENL 7,
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BE Z—P—HIZEA—NAT FLRAZHERALEZY, @ XTFEEDDHLLIFTEEEA,
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ARTYT6 Fry AU Ama—nba—F—Da—FOEEZRINL 5,
ATy TT [OK] 227V v r7 LET,
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7V w27 LCTAPI h—7 % BAFLET,
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GCE) ZOFARIEFITTHITIE, CDO TRy N —7EFBHE D — 1O — VRN KETT,

A

AR o—Y—la—Foe—2EET5HL, 22—V —La— RZEEMTLNZAPL F—2 N
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V) EEERLET,
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Oa—NEEFL, fEFRELTAPI b—7 U EHIBRT A Z L2 HRTHLERHY £, )
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F7,
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A—Y—L3a— P@ﬁ'lﬁf%

A—HF—LaA—NIERIN TV =L ZHIERT 5123, ROFIEZEITLET,
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ATy 74 [OK] %227V vr7 LET,
ATy TS [OK]Z 27 V7 LT, TFo b T A7 bEHIBRT D Z L 2R L £,

TNAREY—ERDEE

Cisco Defense Orchestrator (CDO) (%, VR — SN TNET A AL —E R EFTor, FH,
TANEY . BEUGHET HHAEA R LT, [f o< R U (Inventory) ] ~— 7
5. ROBEEZFEITTEFET,

cCDOEHHDOT A ALY —EAEL LV R—FT 47 LET,
 WHXROT NA R LY —ERAORERRE L BRIk EEZ F R L ET,

e F VA= RLIET A RET T L— NEEROZ T L TERRLET, [[Af
>~V (Inventory) | <—UIHHOFR (B0 ~—) | ZZRL T ZIV,

ML DT NA ALY —EREFME L, TV aEBFTLET,
s TNRA ALY —ERIZEFOEHREF R L, MEEHRELET,

s &I, XA T IPT RLVA, BT N4, YU TARSELILT VT, T AEIET
VL= MERBLET, MBETIIRLFE/NLFRESNERT AL, BEOBBESRNE
ANTHE, LR EH1OORMIC—HKTEHT A ALY —EARKREINET, M
#O(83 =) | EBRLTIEEN,

CTNRAARALAT  N—RyxTEIT R xT O/NN—T 3, Snort /X—T 3, RIEA
T—H A EEIREE. BiAfH. Secure Device Connector, BB LT ~L T, TN, AET-
X7 7= DT 4 VB ERDiIARET, T4 2B L TLIEEN,

CDODT/INAADIPT7 FLRZLEET 3

IP7 KL A& LCTT 731 A% Cisco Defense Orchestrator (CDO) (24> 7" — K335 &, CDO
TIEHZDIP T RUANRT —FRX—=ARFSH, TA R OBEBEIEHINET, 731
AZADIPT FUANEFESNHEIE, CDOIRFSNTWVDHIPT FLAZEH LT, HLwn
T RLVAIZHSHELZENTEET, CDOTT A ADIPT RLAZEHLELTH, 731
ADRERRITEE SILEE A,

CDO TT /XA AL DBEICHEATAIP T FLAZEFET A%, WOFIEEZETLET,

ATFY TN FEHF =g 3—=T, [ U (Inventory) |27V v 7 LET,
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ATYT4 IPT FLAEZEHRT L7 /3 A%ERLET,

ATY TS [FTA ZADOFMM (Device Details) |4 > D ET, TNXAZADIPT L ADFEIZH HIRERLZ 27 U
7 LET,

Nashua Building 1
ATYT6 74—V FIZHLWIPT FL2E2 AL, HQOF =y 7R Z %2 ) v 7 LET,

TAAL ZAARITERE S NN, T3 AD [REAT —H A (Configuration Status) ] IZi%, 5] X
[[FHAFE A (Synced) ] EFRRINFET,

BHEfEHR -
« THAZOHEY v (76 =)

* CDO ~DT A A —FEHEE (79 X—)
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T A= RE UL, FAALRETF T L— T TRHATEET, BIRLET AL 22 A
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LTEWESERBA o R_X B T =TI FEREIN TN DEINE I D EHRLET, T XTO7 4 b
Zal VT LTTRTCOEFHEMNRT NA ALY —ERAEFRRT L0, [HHE 7 4 LX LTI
TOTNA AL —EAO—HERRFLET, =7 AR — MERIZ, 12X )T —71Z
FRENDINEET 7 AKR— M LET,

CDO F 47—y g N—T, [/ U (Inventory) &7 Vv 7 LET,

[T/ A (Devices) | X7 %7 Vw7 LTT A RAERDFB), [T 7 L—F (Templates) | ¥ 7 % 7
Vo7 LTETNATNA AR FET,

WEIRT NA ZAEA TR TH ) w7 LT, TDOXTOT A ADFEME T AR— T D50, [TT
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ATv T2

ATvT3
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ATy TH
ATvT6

—HIZT I AR—FTEXDLTFNAA ZAREITI DT T, ROFIEEZEHA LT, T34 20
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TS —a NN —T, [A XY (Inventory) ]| %#7 Vv 7 LET,

[7/34 A (Devices) | # 7 %7 Vv 7 LTTNA AZRHDT L0, [T 7 b— 1 (Templates) | ¥ 7% 7
Uy 7 LTCETNAT AN, A& BT ET,

YR T NARAZA T DR T ) v LET,

TANG ERREMM LT, BERT AN ZAZ/OT L5 ENTEET,

WEEIR T NA A 2RI T, R~ LET,
[7 73y (Actions) 131 > C, [REMDTZ AR— bk (Export Configuration) ] &R L 7,
[#78 (Confirm) ] ZEIRL T, &iEZ JSON 7 7 A /L& LTRIFL £,
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TINA ZADINERY >0

LY = ASDNA =1 7 ER L, CDO TEHT 5T A AT 2 2 &N T
TFET, TOMREEZHFEHLT, WINhOT AL ZADa =<3 — ¥y ~OFER7R ) 7 %
B cE £ ( ZOBREEZFEHL T, Moy, FRa X )Yy —2 ¥wiki, F
TR L2 DD URL ~D Y > 7 ZERTE 9, RBEREDOINTEY 7 2T /314 AT
BEfIIT D 2 &mTcEEd, MUY 7 ZRIFICEROT A ZACEEfIT 52 &b T F
T

External Links

& Search

Add External Links @

ERRLIZY Y73 EZICTHRETE XTI, ROt Xa VT 4 BRI EDY £HA, &
ZIE, WAL T LI AT, FRIEVPNERAZ N L THRED URLICT 7B AT 52 LItk -
TRy MU —2 ICHERT D BER S HHE, OB S E T, R¥ENEED URL
E7uy s LTVAHA, TNLOURLIFSIEHE 7 n vy 7 kT, RS T2V URL
FBEFEEFIRS N EE A

locationZ= %4

URL (ZHLA AT Z &3 TE S {location} ZHATERL L E L1z, ZOEEIZIZ, T/ ZAD 1P
T RUVABRANESNET, WRICHIZRLET,

https://{location}

o

BE R -
T AR = aEL (197—D)

TR ALY —EZDY R DT ZAR—K (74 2—2)

TINA AW DIVERY >0 DR

ATV Tl FEF—=va =T, [ &7V 7 LET,

AT9 T2 [T314 A (Devices) | X7 %7 Vw7 LTTNAAERDT BN, [T 7 L—1 (Templates) | ¥ 7 %7
Uo7 LTET AT N, A% BOTET,

ATV T3 WYIRTANAAXATOE TRV w7 LET,

ATV T4 TR AEITET NV EBEIRL £,

TANZ ERREMA LT, BERTASAZAEZROTHENTEET,
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ATy TH
ATvT6
ATy 71

ATvT8

~osgy ook ]

FANDOFEMASA D, [FMY 2 (External Links) &7 >3 SZBEIL £,
V7 D4 A LET,

[URL] 7 4 —/V FIZY 7D URL Z AN LET, B2 URL ZfRETOILERH Y £, & 2T A
aOA . http://www.cisco.com & AJT L E T,

[HZ27YV 27 LT, Vo7 &Fng 2 afHEftir£7,

~DHERY D DYERR

ATy T
ATvT2

ATvT3
ATvT4
ATy TH
ATvT6

ATy T1

ATvT8

. % CDO b ELHERR < BRI ik 2 IRISR L £,

FEF =g N—=T, (A &7 v LET,

[T /3 A (Devices) | #7527V w7 LTT A RAERDIFH0, [T 7 L—1h (Templates) | ¥ 7 % 7
Uy 7 LTETNAT N, RAERDITET,

WYRT N AXATOXTHT ) w7 LET,

TANGERREMEN LT, BERT AL AZ/DOT D ENTEET,

TNRAAETITET VERIRLET,
FOFERAA b, [HMEBY > 7 (BExternal Links) |27 g B8 L E 5,
REDY T OARTIEANTILET,

https:/{location} % [URL] 7 4 —/L RIZAJJ L EF, {location} ZHIZIX, T /31 ADIP T KL ANAT &
WET,

[H ARy 7 A&7V w7 LET,

BT INAZADHERY) U DIERR

&
ATy T2

ATvT3

ATv74
RATvTH
ATvT6
ATvT1

FEF =g N—T, (R IV E27Y v LET,

[7 /34 A (Devices) | #7 %7 V7 LTTNA AERHDT LD, [T 7 b— b (Templates) | ¥ 7 % 7
Vo7 LTET AT ANA A& RO ET,

WERT NNA AL TDOETH 7Y v LET,

T4 NEERBEFA LT, LBERT NNARERDOTHZENTEET,

BEOT A AFEITET NV EZRINLET,

FNOFEAASA D, ALY >~ (External Links) | &2 2 a SIBEIL £,

V27 O&4FIE AT LET,

WONWTNNOFEEFH LT, 778 A9FH5URLEANLET,

« RO LFH % [URL] 7 4 —/L RIZASH LET,

https://{location}
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B s romesraag

{location} ZHIE, T XA ZADIP T RUANASIINET, Ak, 7734 2D ASDM ~D HE)
U7 PMERR S IVET,

*[URL] 7 4 —/V RIZU 27 D URL # A LET, 588272 URL ZH5ETHLENH Y £, 72L& 21E
A aADEE | http://www.cisco.com & AT L ET,

ATYT8 [H %7V vy LT, Vo7 &T A AaMlffiT £,

SERY) 2D DiRSE F = IZHIBR

ATy Tl FEF—va =T, [ &7V w7 LET,

AT9 T2 [T14 A (Devices) | X7 %7 Vw7 LTTNARAERDT B, [T 7 L—1 (Templates) | ¥ 7 %7
Vo7 LTETNATNA AR FET,

ATV T3 WYUIRTNAAZATOE TRV v LET,

TANKEEMBEERA LT, LERT XA AERDTHZ ENTEET,

AT T8 THRAAETFTETNVEEBRLET,

AT TS LGRIOFEMASA 06, MY 7 (External Links) &7 v a cBE L9,

ATYT6 V7D LEIH—INVEB L, RETA 2 LHIRT A a0 BRRRINET,

AT HMTHTAarz27 0y L, MR 7 ZREZTITHIBRL T, 727 v a v ZlERLET,

BRDTINA A~DHNER) 2D DIREF = IXHIBR

ATY T FeF—2a " —T, (> &227 Yy 7 LET,

ATV T2 [T34 A (Devices) | X757 Vw7 LTT A RAERDTF 50, [T 7 L—k (Templates) | ¥ 7% 7
Vo2 LTET AT AL A& RO ET,

ATV T3 WERTNAAZAT DR T %) w7 LET,
TANEERBEFEA LT, DEBRTANAAELOTHZENTEET,

ATV T4 FHOTNA AETNTETVEBRLET,

ATV TS FRIDOFEMASA 06, OB Y > 2 (External Links) 1 &7 v a icBEi L9,

ATVT6 Vo IAD R —YNEES L RETA 2 EHIRT A a2V BERENET,

ATV T FNTLHTAavw 7 )y 7 L, AN v 7 #REZTITHIBRLT, 77 a vzl iLET,
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7131 20 00 ~0EEH

T/N\A R D CDO ~DFHEHT

B -

CDO ~D T /34 XA —{E B Hn

CDO #ffH35 &, HELEIIHEBOEEXG:T /N A% CDO IZ[RIRFC ke 2 il b Z &2
T&XET, CDO BWEET LT /34 AN TEERTE] &~—72 SNTWAHEE, CDO kst
WROEFEZRH LY, TAL REZEH LY TR0 £, UconTiE, & &
ERFERPEZEZONET, T34 AR EZRAD Z L1, CDOWZL DT A ADEHE
T 12D DRI DO AT v 7T,

\)

CE) B LWREREZ R OT AA A& T 556, CDO VL, 7731 X LO# LWGEEZ A8
IR L TRIT AN, D L OB LT LET, 2L, BT 57 /31 A8 15
2 o%E, CDO X, Tl Ok & AT 57202, REAELZ FE THEGE L T AR
LT LERODET,

AT Tl FEF—2 a0 R_X—=T, [1 XU (nventory) |27 U7 LET,
AT9 T2 [T314 A (Devices) |7 %27 Vv 7 LT, T34 A&ERADTET,
ATY T3 WYRTNAAZAT DR T o) v LET,

TANZEER LT, AT —Z AN TEERGE] THLT A AL ADT TSN,
ATV T8 T4 NBLBOFERNG | FERERRE DT S A& BIRL ET,

A7y T5 [F#EE (Reconnect) [ #27 U v/ LET, CDOTIE, BRLIZTRTOF AL RCHATEXAT V>3
YDA RRZ DRI S Z LITHERE LTI EEN,

AT T6 [ (notifications) | ¥ 7 CT—ET /A AFEHET 7 > a v ORI A MR L ET,

Evb TS ZAOFERAEL I 0 VA AERPEE SN DICHERICR LI SEE, Th b7
NA ZEHNCHEHEHE LT, FrLve 70 UEREZBML, BT LOREAEZ 20 AN D LERH
D ET,

FINA R —rHEZEL

LLFOFIET, T ZAHICH—D L —2TFTF A D ) — N7 7 A VEERR LE T,
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B oo~ ry anentory) 1 x—StERORT

ATY T e =g 3—=T, [ U (Inventory) 1227V v 7 LET,

RATYT2 [T/ A (Devices) | #7227V w7 LTTNA A& RDT D0, [T 7 L— 1~ (Templates) | % 7% 7
Uo7 LTET AT N, A% BHOITET,

AT T3 WYRTNAARZATDET o) v LET,

ATV T8 )= PEAFRT 2T A AETITET VEERL E7,

ATy TS5 AElO [EH (Management) |4 > T, [/ —F (Notes) [ #7 U v LET, B Nowes,

AT97T6 filoT 42— RE a7 ) v 7 LT, BEDT XA RTT 44 (Vim £721% Emacs 7% A hTT ¢
X)) BBIRLET,

ATvTT [/—F (Notes) | X—T%MELET,

ATY T8 [1F (Save) 1227V v LET,
J— MIZ TIREFESINET,

[41 >R k1) (Inventory) | R—IUIEHDRT

[ >~ RV (Inventory) ] <X—IIZiX, T XTOYHB I MREA AR — KT R F
VR— RFEAL ANPBIER S NET T L— FRFERSNET, [ Y (Inventory) ]
R=UTE, T/ MALET T L= IBENEND XA TIZHESOVTHEIIL, &T A AH
A TEHRAOKET 54 T ICRRSNET, RABEREEEHT 20, 74V 2 ZH LT, BR
LT AL AR T DR TNOTF AL A% RHOTFHZ LN TxET,

[f >~ U (Inventory) ]-S—IZi%, ROFEMERNF REINET,

« [T /34 A (Devices) ] ¥ 7IZiE, CDOIZA VA= RENTWNELTRTDTATT/NA A
MERINET,

s [T 7 L— | (Templates) 121X, T4 7T /34 Ab, 721X CDO IZA v A— &
TRERR 7 7 AN BAERRENT-T RTOT o FL— RN F A ARERINET,

FRNIILET 4 )L NIE

TAME, T AERRIAT V= b= T T B SR ET, A R—T 4
YIHREILBA VR =T 4 T HEONDOTH, 1 DU EDOT AL ATV EBEATE £,
TN EAT V2l MTEHT DI, FT TV EERLES, TS AEREA TV =7
MZT_VEBRALIEDL, TDOT NIV LT NA AT =T NVERFA TV =7 b T =T D
NEET ANE Y S TEET,

\}

CE) TS RZHEA SN T IVE, ZOEAT V=7 Ma3dtEShEEA, Eiz, EAT
YxJ MIEH SN T ~IViE, TOBEFT V=7 MIERShEEA,
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FRAREF IOy FsALzEmTs

TV N—T X, IROFESC Tgroupname:label) ZfH L CIERRTE £97, 72 & 21X, Region:East
F 721X Region:West 72 & T, ZNHD2 0D T~V EEKT DA, 7 —7T UL Region
2720, ZD 7 N—"T70 Bast £721% West 2 HIEIR TE 7,

TFINAREFA TV MR ZEZERT S

TNRA 2T @M 510%, LFOFIEZFEITLET,

ATY TN TAL ATV EBINT ST, EMoFesr—var o4 Ry THAr_UR) 2270 w7 LE
T, ATV MZTULVEBINT AL, EMOFESF =2 a0 RYTTHA T V=7 ~ (Objects) ]
Vw7 LET,

AT T2 [T34 A (Devices) | X7 %7 Vw7 LTT A RAERDT D), [T 7 L—F (Templates) | ¥ 7% 7
Vo2 LTET AT AL A RO ET,

ART9 T3 T A RZA T DR T %7 ) v LET,
RTYT ERENTEZRTIOUEOT A AFRIFET VERRLET,
AT TS FRO [T N—T LT ~LDiEN (Add Groups and Labels) | 7 4 —/L KT, T34 ZAD T~V EIEE L F

B

ATy HEO+TAarw 7Yy LET,

TJ4IL53

[1 X FU (Inventory) |"—T & [A7 Y =27 b (Objects) |"X—VDOIEIERT 4 LH
EHEALT, L TWAT RS ABIOA T V=27 NERDTFHZENTEET,

T 4 NVHBRT 5120E, [T/ ALY —E X (Devices and Services) | X 7, [R Y —
(Policies) 1% 7, BLW[A T =27  (Object) 1 ¥ T DEMOALTY 27V v LE
ﬁ—o

AR RN)TAUNETIE TAAZAT NNy =T LY T T =T D=V g,
Snort N— 3 v, BREAT—HX A, BEGIREE, BiAMIE. Secure Device Connector, 3LV T
NVTT A NGRRILTEET, 74N ZZ@H LT, BIRLIET NS RZATDETHOT A
ARERDTHZENTEET, 74N FEFEHLT, BIRLIET NS AXATDOETNOT
WA RGBT HZENTEET,

N

GE)

LHEAICORFIREINET,

[FMC IZ L% 7 4 /v (Filterby FMC) | 7 4 VXX, A7V IAFMC 4 AR — KL T

FTx2 I NTANEEGERT DL, TAA R, MEFA T, EAT V=2 b BT O
BRWAT 2l b, BEOAT V2l NI T TT 4 NVAZUFTEET, RISV ATLAT
TVl bEEDLIMEIDEFIRTEET, MET7 4 — NV REHEH LT, FFEDOLAT, IPT R
VA, FRER—NESEZL T ANIERNOAT V=2l NERBTHIEHTEET,
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B = soczmmLC00 BEHET BT RTOFAIRERDTS

TNRAREFT V27 N7 4 VAT L0546, MEEEZHAGDE T, BEETHERE R
DT B2 DN ONDOEEEN IR RIS 2 ERk T2 Z LN TE £,
wopIciEx, THE ERS TS, £7203. REAR) Bbr47 V=7 b, o, BIo

EEROWEFTo =7 b, D, FEDZAT (XY NU—2 F2id, —ER) OF7
VI M TOLROIBRAT V=V FEMKT L7 4R EASET,

Filter by Device

Show System-Defined Objects

a Unused
Duplicate
a Inconsistent

LE

Default Values
Owerride Values
3 Additional Values

Unassociated

a MNetwork

Protocol
a Service
ICMP
Time Range
URL
Application Filter

Securitv 7one

RI—SDCAEEAL=CDOIZIEHRT 2T RTHOT/NM A%
BO+ 3

WOFIEIZHE > T, [FLT SDC ZEH LT CDO IZEfT AT _XTOF A ZAZFHA L FE T,
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ATwT1
ATvT2
ATv73
ATv74

ATy TH
ATvT6

ATy T
ATv7S8

RER

ATy T

FEr—a i N—T, [41 XV (nventory) %7V v 7 LET,

[T /34 A (Devices) | ¥ 7 %27V v LTT A AERDITET,

WYRT NAAXATOETHT ) w7 LET,

TANBEERT TIHRESIN TV DGAEIE, A X M) T =700 EEiCH S [27 V7 (Clear) |7R %
&7V v 7 LT, CDO TEHEELTNATRTOTNA ALY —ERERRLET,

74”5ﬁ5y1'%7Uy7LT\W4ﬂﬁ(ﬁmﬁ]le%%%%bifo74W5(M&%V)

7 4 v # D [Secure Device Connector] 27 2 a > C, #87 SDC D4 HIZ7 Vv 7 LET, £ X K
T—=T X, T4 NETF =y 7 L7z SDC Zfi ] LT CDO IZHfE L TW DT /A ADBBRRSE

(AT var) MREeILITKRYIALIZIE, ZANVFA=a—TBINOT7 ANV 2T =y 7 LET,
(FFvary) BETLEL, AV NIT—TADEHIZHL[Z7 VT (Clear) | HhZ %27 Y v7 L
T, CDO TEEHLTNDLTRTOT NS R LY —EAERRLET,

CDOX. XM A, A7 V=7 b, BIXOT 7R I N—T52HHBICHMBRTE 558 T170%R
BERE Rt L E 3, [ X FUJANR—=RATIX, MBA—ICANZRFGET 27200 T, MERE
T 2T A AREREINET, T3 ADLFIO—H, IPT KL A 7 3WEET N
AADVYTNEZEANNN LT, TAIAAERDTDH ENTEET,

R, [ 7Y =2 1 (Objects) | AN—ADRHFA—ZHEALT, A7 V=2 MO,
FRIFEIPT FLA, B—b, LEfET FLA, o baro—E AN LTAH TPz b
ERMETEET,

A E =T 2 A AD LI IZHHHBBAA—ICBE LT,

RTYT2 BBAN—ITHREMEEANT D L. ST DfRNERSNET,

SAa—N)LERE

Ja— S )VKREERE A FE 95 & CDO WOt Rl BE 72 B AYEHE A~ DT /3 A A L B AT
Cxl NERBTEET, EHIC, BMBERENOT AL AL F TV 27 FO_R—JICHERE)
TEFET,

TRTORBRERIT, BIRLTcA VT v 7 AMERA T v a A2 ESTWET, A>T v 7 A
ERE A7 > a IR D EBY T,
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B o o7y xemommn

c INA T 7 MMERL : TNAA T v 7 ZAER T BB AR TBERH Y £, 20D
Fat AT, VAT LANDOTRTDOTF AL AL ATl a2 RAF vy L, ATV 7 A
YERZFEON L7 RRICDI, TENDERBA VT v 7 AZRKRLET, TN T V7 R
TERLZ FFONH 312 E, BEFEHER DS L EE T,

FEZOWTIE, 7o T v 7 AERR OB (84 X—) AL TLEE N,

MDA T v T AMER AR NR—ADA T v I AMER T 0 AT, T RAEIT
TV MBI, BE, FFHIBRSNATNCRBEA T v 7 A HBIRIIC S
nET,

MR 7 4 — /b FICANT DIF®TIE, KLFLANLFRXBI S EE A, T3 24 O,
URL, IP7 RV A, IP T RUREH, £ HNIZT AL, ARA T V=2 b, ATV =
7 MEWNT 7 A NI ER N L TRREZIATTE 75

BSRERICE, RIECTINC—ET BT R COF A AL AT V= s PRRFESNET, BF
LFFINT S ARAT V7 IS LB BHA, RN T TV (FAA AL EAT
Vx/ 1) OFRERFRSNET, 7740 F Tl RREEROBAIOE HSREL R S, Z
DIFA OISR DA AZRFENET, VA FEAZ a— L LTRFREROEA E 2
Vs HE ETAMMERR LY RMIET = VB LY TE ET,

\}

G¥) o« Ju— NV TIE, BEETOMBERIIFRINERA, 7 V=7 VOGA, A4
T2 FOUIDIE, 7727 P a— BT A7-OIFHIET,

*CDOMMBTNA ZAZHIRT DL, BET 2T XTOFT V=7 BT m—rIURERA
T w7 AnbHIBRENET,

IR =B F TVl FEHIRL., T, AR LR T VA T v 7 AERE
BRIGTH L, HIBR L7247V =7 MIT A ACEEMNT O TWA D, 7 a— 3Lk
RA VT v 7 AR £,

LA T v A{EB DR

AT T FEHEEITHR Y NV EREERZFFOT AU MEfEHALTCDOICun 7 A v LET,

AT9FT2 CDO A=a—"—0L[EE (Admin) 1> [£A&%E (General Settings) NIZE L £,

RT9T3 Ta— VBT, [TVA 2T v 7 AMEROBAE (Initiate Full Indexing) 1227 U > 7 LCA T v 7 AE
E N AT—LET,

Global Search \_ @ Initiate Full Indexing )

To view the Global Search workflow, click here

GE) TINA T 7 ADIERE T 5 &, CDOTF v NOBFDOA VT v 7 A7 VT ShET,
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sa—rugroEs ]

ARTFYTE ZZEHE IV LT, Fa— R —r 7a—%5FE R LET,

7 0—NIILIREREDET

2TFv 71 CDOWCue /A LET,

ATV T2 CDOR—VDE EMBICHIMBT A arw s U vr L, FRENDBET 4 —/V RITRE LTI AL
ij‘o

(e
| ‘s’ Defense Orchestrator @ £- & O

RBELTFHNDOANN BT 2 & FIRREDOH DRBFRERDO Y X FRFRRSNET, BBEHBRIT, [TT
(All) 1. [T3A A (Devices) . BEWN[AT V=27 bk (Objects) ] D3 ODX T D FIZERENET,

(Q e X )

26 search results (2]

All 5 & Devices 21 € Objects

Devices
ASA-
ASA- @

ASA-|
Details

ASA-
ASA-

Firewall Mode routed

Location
AsaModelDevice

Objects

GroupPolicy1
GroupPolicy_dentaltest

ATV T3 MBERERNOT AL RAEIAT V=7 ERBIRL, REAIT A a0 %27 ) v 27 LT, MEBEHRNOXILRD
TRAABIOA TV 27 hOXR=VIZBEILET,

ATV T4 X127V w7 LTHRBEA—FZHEET,

— AT R SA AR —T AR

CDO Cif, a~v R4y A ¥ —TxA A (CLI) LT T NS AEERTEET,
awy N B—O7F S 2CEFET5 286 A CHEOEROT A ZTFEFHIEET 5
ZEBHRETT, ZOHA T, CLIa~y REBEOT /A AT —FEIZEFET 2B 0
T LET,
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B scurs5-—5z42

BEE R
* CiscolOSCLI®D R = A > MZOWTIX, BEWDIOS /N— 3 @ [Networking Software

(I0S & NX-08) | #Z&M L T 7Z &V, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html

—fECUA >3 —T AR

4 Bulk CLI
5 ] 7 ]
O 2 AT My List ) ocuton @)
» shom run | grep user 3 e ._— By Dew
a4 ' [ RU "
® 0 81 Devic
8 .

1217, 1:06:54 PN
show run | grep user

\}

GE) w20 T IRTLELT (Done!) | LW 9H A v tE—I CDO ICERENET,
e < KR T —R L CIERICEITENT-14,

e Ay ROETREFERMI G 2o Te i, T2l 21X, FFEORETY M ZMET D
EHRFRZET show 2~ RE2RITLIZELET, ZOEHREROFFIZEETIHRTE
T NUMRo A, CDOV [ETLELF (Donel) | ZiRLFE1,

T—2A Bl

: vy FIBIEAA L EBI LTV 70 12 AT 0 F BT, BT A 20
Vv LET,

2 av U REE, a~vr REEETHE, CDOIXZDERESA iza~w s R

ARLEKTHOT, v Faeb ) ~ERIRL, HEIITTEET,

3 av L RAf v, 2O DT urF NMiavwy REANLET,

. Cisco Defense Orchestrator D E K


https://www.cisco.com/c/en/us/support/ios-nx-os-software/index.html
https://www.cisco.com/c/en/us/support/ios-nx-os-software/index.html

I Cisco Defense Orchestrator ()& A&

avy ro—mzE i

Bl

JEENSA . CDOIE, A~ v FIZRT 57 /31 ZADJRE L CDO A vt —
CERRLET, BEOT AL ADISENR U o256, &AL IT

[X T A ADIRE % #x L CUWET (Showing Responses for X devices) |
EWVWI Ay B—UNFRENET, [XT /N1 A (XDevices) |27V w7
ToHL, avr PR LTRUSEZIR LIZT R TOT /3 AHRCDOICE
IRSNET,

GE) WoO2oO0RMT ISETLELE (Done!) | EWVWH X oE—
N CDO IZFREINET,

e v RBRZT—72 L CIEFIZFEITI N4,

e AV RORTREFERMIG o726, T28 21E, §F
EOHRET Y N 2B HIEREKBAZFTe show 2 v N
EFATLICELET, ZOEBRRBOFMICEET IR ET
YRR E, CDO L ISET LELT (Done!) |

ZRLET,

[vA4 U AR~ (MyList) ] #7I2i%, [4 x> Y (Inventory) ] 7—7 /b
MBBIRLTZT ASA ANRERINET, ZOXT T, avr FEXETD
TNRA RGOV LT THZENTEET,

(6]

LEORTHEAFTRIN TS [T (Bxecution) | ¥ 71Zi%, JEREALA T
BRENTND A~y FORRT A ARKRINET, ZofITIE, &
JiE~A T show run | grep user =~ > RVER I 4L, [T (Execution) | %
702, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 IZ3kf5 Sz =
ERFIRINET,

USR] (ByResponse) | # 7% 7 U w7 35HE, avy RZLoTERS
NTISBEDY A SBRRSNET, F—DISEIX 1T —T & E
T USERN # 7 TITERIRT 5 L. CDOIXZED 2~ RADISEZIGE
NANZRRLET,

[7 /31 28] (By Device) 1 #7427 U v 795 &, &F /54 Zm b5
DINEMFRRENET, VA MNOWTNDDOT A R 7V 7T 5 &
BEDTFNRA ANSDa~vwy RADIEEEFRTEET,

v Y RO—iEEIE

AT T1 FEHF— 38—,

[ >_X kY (Inventory) 1%7 U v 7 LEJ,

AT T2 [T/34 A2 (Devices) | X7 %27V v 7 LT, T, AERDTET,
ATy T3 BHIRTANARAEZATDET 20U v 7 LET,
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ATY T8 CLIZMEALTEHEHT AT NS AZRFEL T, ZTNHEETIRLET,

ATY TS FEMASA T, > [a~v2 R TIA A v H—T A A (Command Line Interface) 1 %7V v 7 LE7,

ATYT6 avr RS jZa~vr RE A LT, [#E Send) 1227V v 7 LET, a~vr RHAPIGESA 1
ForENET, avr FIEEn 7S, CDO L2~ & [~HECLI (BulkCLID) ] 714> FKud
[ (History) ]34 IZFEEkLET,

GE)  BIRLZEZT A ADPEBEAETRBISN TV D ZE 2R L T EEN,

—{EaY Y FBRETOEME

—FECLla~y FEEETHE,. CDOIFFDa~vwy RE—FECLIA v ¥ —T7 = A AX—D
JEIESA ANCFER L E T, BIEASA RPN a~vy RiL, B37975628b, a~v R
T 7 L—hELTEHAT b TEET, BESAOavr RiE, ERoNRFTIN
T TCDT A ZZEEA T AL TWET,

AT Tl FEF—r a0 R_X—=T, [1 XU (Inventory) |27 U7 LET,

RTY T2 [T34 A (Devices) | ¥ 7 %7V w7 LT, A AEROTET,

AT T3 WYRTARAAZATOETHI Vw7 L, RETDHT A AERIRLET,
ATy T4 [a~2 T A X —TxAA (Command Line Interface) | %727 U v 27 LET,

RATv 5 [JBFE (History) | AV CEEEIIHEETIa~vy FERIRLET, BIRLIZa~y RIZEEEDT A
A ZZHEMITONTEY, ZAIOAT v P TEIRLEBD L IFROERNZ LIZTHEE L TIZEIN,
ATYT6 [vAUAK MyList) | #7Z2RAT, FEFELLIELTWNDa~y RBRHEOT AL RZEFEIND &

iR LET,
AT TT a~v s Rf v Tavr REREL, BE Send) 127V v 7 LET, CDOIL, JEESA vica~w R
DfERERTLET,

GE  BRLETASA Z2OWTNPRFE SN TORWES, RO RORPFFASIET : show,

ping. traceroute, vpn-sessiondb, changeto, dir, write, copy

—EaT U R4 IILE TOEIME

—§E CLI 2~ R&FETH, AR (By Response) | 7 A /L& & [F73A A5 (By Device) ]
TANEEHER LT, T ADBREERITTEET,

ISER 7 14 ILA

—fEa~r ROEFTH,. CDO X AR (ByResponse) | ¥ 712, 2~y RERELET /A
AMBIRISNTISED Y A N AT LET, RUNEDT A A ITICELEDBNET, [k
B (ByResponse) | #7 DATa T U w73 D&, JEESA NIT SA ADDDINENRRR S
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NET, WWERA NNEEDT A, ZADIGENRRRIND GG, [XT AL ADIGEZFRRL
TWE T (Showing Responses for X devices) | W) A vE—URERENET, [XT /34 &
(X Devices) |27 Vw7 35L, a<vwr RIZH LTRUREZELIZTXTOT A AN

By Response By Device

: devices &;_

1 Devices 5

1 Devices

CDO IZFRENFET,

g~ NREICEEM T ONTT AL ZD Y R MZa~y REEET LI ROFNEIZTEN
iﬁ—o

RTw 1 &R (ByResponse) | Z 7 OATICH DA~y Ry vRLEI ) v 7 LET,

ATV T2 a~v s RfrTCa~vry REEERL, X5 Send) 127 Vv 7 LTCa~y REHEEETLIN, [ZVT
(Clear) 1%#7 Vw7 L TCavwy R4 %707 L, FHiLnavy REANLTT AL RZEFLTH
O, [FF Send) 1227V v/ LET,

ATYT3 a~vr FebZTR-o B 2R L ET,

ATV T8 BRULET AL ZADFTar 74X a2l —vay 77 A MIEERKBENTWD Z L BHEEREAIT.
g~ KA T Tdeploymemory] & AJIL, [ (Send) 15227 VU 7 LET, ZOHREICLY ., FET
AT A X2 L= a PRI = T v T a7 4 Fab—a VIBREENET,

TINA RB T4 ILE

—fEa~r ROEFTH,. CDO X [T (Execution) ] ¥ 7 & [T /34 ABl| (By Device) ] % 7
W2, av Y FEFELET A ZADY Z 2 ATJLET, [7731 23] (ByDevice) |4 7 DIT
BV I THE BT NAL ADINENFRENET,

FILTNARY A MTa<wy REFETTHI2E,. ROFNEIENET,

ATY T [T/34 25| (ByDevice) | ¥ 7 &7V v 7 LET,

ATYT2 > INHLDOT A A Ta~vy R&J{T (> Execute a command on these devices) | %7 V v 7 LE7,

RTFYT3 [ZVT (Clear) 127U v/ LCavwy Rf &7 7L, HrLna~vr KEAILET,

ATY T8 [vA4UAK MylList) ]34 T, UARNNOE A DT /SA A BRI LRIIERR L T, a~ > ek
BT27 M ADY X MERELET,

ATY TS [%E (Send) 127V v 7 LEd, a~vy RADIGENIGESAL VFRENET, IWEA VIO
TNA ADISENRREINDEGE. X T AL ADRE%FRm L TCWET (Showing Responses for X
devices) | EWIH Ay E—UNRERENET, [XT /34 A (XDevices) | #2727 F5HE&, avr NI
LT UISEZR LT _XRTOT /S, AN CDO IZFEKRINET,
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ATYT6 BIRLET AL ZADFTar 74X alb—vary 77 A MIEERRBENTWND Z L BHEEREEIT.
a2 R 2 Tdeploymemory] & AJJL, [i5(§ (Send) 1227V 27 LET,

FINA ADEEFA CLI 74 O

CLI=7ui, ¥ <IFHTE %2R ERDCLI 2~ R, I3 FTRIICE R T 5 CLI
AvY ROT T L= TE, $TOY7aid, 12U ED T3 ATRFHIFEITTE &
7,

T 7= M CLI =7 n 2 LT, HEOT A ATRLa~y FEFFFCETLE
T CLIvZ vk, 7A ZORELEFHO—BMEZRELET, ZRRPBADCLIvZ n4x
AL T, 7 AT LHEREBIFLET, 7 ATTIHENTED I EIE R CLI
~zuandHh ET,

BB AT T A AT ZEMT A7-OOCLI~ Y 2 2B TX 9, FEHIcOWTIE,  [HH
a<w L KL D CLL w7 u D] 2B LT &,

CLIw7Zuif, VAT AERELIF2—V—EHXTT, VATLAEFZE~Z HILZCDOIZL-T
LI, WMEDHIBRDL TEEHA, 22—V —EF~ 7 2T —V—2MER L., e 72 13H]
BT ET,

\}

GE)  TARALABCDOIZA Y HR— RENTZRIZDIR, THAA AD~ T a R TE 7,

il LTASAZMBHT S L, WD ASA THRED 22— —2 BT HHA1E. kDa~
v REFITTEET,

show running-config | grep username

Toavwy REFETTAE, BRELTWAZ—HF—Da2—HF —4 7 ysername IZEBE XD Y F
T, Zoa~vry Kb~ aZ B+ 5120k, FUa<wy K2R LT, username Z HHEIN T
BH A E T,

> show running-config | grep EUECGELEES]

NI A= IMEBEOLRIE T D LN TE, ZONRTA—FLTRIL~Z 0 2ERT 5 2
Ly TEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

NG A= GITHAMNRARNC TE, 2T L THREEHTOILERHY 9, 204, =
<V RV E 7 A FRDO L ST £,

show running-config | grep

avw Y RO—EE LT, a~vy ROEELXOT A RZE LIZCLIV V¥ v 7 A%FEHT 4
b ET,
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gmavy rrsocuvs ook

FHEaT MO CU YT ODER

ATy I

ATvT2
ATvT3
RATv74
ATvT5
ATvT6

ATvT1
ATvT8
ATvT9
ATv 710
ATvITMN

CLI~7Z uZ{ERkTDHIIZCDO Da~<w KR I A v A —T 2 ATa<w s KETAMLT, a<wv
ROBECNELL, GEHTEZOMENEIND Z 2R LET

GE)

TS =2 a =T, [1 XU (nventory) %7 U v 7 LET,

[T /31 A (Devices) | Z 7% 27 Vw27 LTT A RAERDITET,
WENRTNARZATDETHI V7 L, TIPS TS T A ZAERIRLET,
[> a<> RIA4 A% —7 =4 A (> Command Line Interface) (%27 U v 7 LET,

CLI~Z BOBRICAY DAL —K &2V v 7 LT, TTIHHET 5~ 7 n B L £,

7°’7‘X7ﬁ&"/ 7V LET,

~ /7 Bl —EOAHIEEELET, LESUT, CLI~Z il AEZ2 A LET,

[2~> F (Command) | 7 4 —/V RiZa<> FE AN LET,

avy ROETRICER Lo a~y Rofsad, HHEIMCHENT AT A —F4ICEEHZ E7,
[{ER% (Create) 127 U w7 LET, Bk Lic~7 vid, RUNIETE LT A AT TR, 20X A
TOFTXTOT A ATHEMTEET,

awr REETTHICE,. [CLI~27rnFET] 223B LT &0,

CUERFEIIEFENCU Y- OMNLOCL - ODER

ATy T

ATvT2
ATvT3
ATvT4
ATvT5

ZOFETIE, TTICETLIZza~vy R, Jloa—F—EFx~r/n, TRV ATLAER~Y
anba—F—EFZ~ s v Bk L £,

TS —va =T, [1 XU (nventory) %7 U v 27 LET,

GE) CLILERNLa2—V—FER~7 v 2ElT 25812, 2~ FEFEIT LT A AR L E
T, CLI~7uiZ, U7y hOTFT A A AfTHF INETN, CLLBERIIEE ST
/1/0

[TNAR 2T H7Y v LET,

WERT A RZATOE T2 Yy 7 L, T4 OIS TNDT A ZAEBIRLET,
> a~>RKI7A4 4% —7xAA (> Command Line Interface) ] %27 UV v 27 LET,

CLI~vZ m&fET 53~y FERO0 TERLET, KOWTNIDHEEHHA LTI EEW,

2y Q%r )9 LT, ZOFAL ATEF LI a~y RERRLET, 7 0ot sa
vV REBINT DL, avr RS cFDavy FRERSET,
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B cu~snoxs

ATvT6

ATvT1
ATvT8
ATvT79
RATv 710

cCLIFZ BDOBRICANDAZ—K E2 7Y v 7 LT, TCICHET DI~/ u bl LEd, BFE4
Ha—YP—EBEITTATLAERZOCLIZ aZBIRLET, a~vr R a<wy R U2 FKR
ShET,

aAvy RBRavwy RS R RINITRET, CLIYZ rO&BOR Vv LET, ZO
A<y KPR, HLWCLI~Z7 v ORI 97,

~ I/ RIC-EOARIERRELET, HEISLT, CLIFZudilE AEZ2 A LET,

[2<> K (Command) | 7 4 —/VRDa<wy RafER L, LEREFZMZET,

Ay ROETIRHCER LIz a~y ROy &2, FHEINTHENT AT A —Z AICE SR ET,
[ERk (Create) 1227 Vw27 LET, fERLIc~2 vlid, BN E LT A AT TR, 20X A
TOFTXTOT A ZATHEHATEET,

aw Y REETTHICE, CLIZ 2DFETFTESRL T EN,

CLIT/ OMNELT

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

FEesr—ranN—=T, [A1 X U (nventory) %7 U v/ LET,
[THAAR 2T %20 w7 LET,
W) T SA RABATDET a7 Y7 L, 1 DU EDOT A AEFRLET,
[> a<> RIA4 A% —7 x4 A (> Command Line Interface) (%27 U v 7 LET,
v PRRAT, A=W EI) v LET,
Ay RANFAMND CLI w7 n 2R IR L E T,
WOWTINNDHIETY 7 mx2FTLET,
CERT DT A AR I BICEENTORVEAE, [EE Send) 1227V v LES, avy
RADIREBINENA SCERENET, TR TETTY,
eI BIZRTA—ENEENTVDEA (FO Configure DNS v 27 172 Y) | [> NI A—HDFRKR
(> View Parameters) | %7V v 27 LET,

* Configure DNS

> dns domain-lookup m
dns server-group DefaultDNS
name-server IP_ADDR

[/3F A —4 (Parameters) ]34 2T, /XT7 A —X D% [/37 A—4 (Parameters) ] D47 4 —/v FiZ
ATTLET,
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Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

ATFwT9 [EE (Send) 1227V w27 LET, CDONIEFEICIVY REEFEL, T/ ADWRZFHTD L.
52T EWVWIH A vE—URFRENET,

ATFYTIN o~ FEEELEERT, [—Hoa~wr FRFETay 74X a2 b—y g VIZEFRZNZ - AREMN B
NEFT] LWVIHIRAE=UNRN2O0DT T EEBITRRINAEZENDHY 7,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

S[FA A7 ~OEERH (WritetoDisk) 122V v 27T 5L, ZOavy FIZE>TNALNER
L ETA T4 X2 —a r DFOMOEENRT AN, ZADAY — NT » FRERICRIESNE T,

<[V iHd (Dismiss) 1227 Vv 7 425L, AvE—URRVESHET,

CLl ¥/~ OMDiRLE

=P —TERDCLI v 2 IImETEXETN, VAT AEEO~YZ B ImETETETA, CLI
</ aEfETLE, TRTOTNAA AT 7 aRNEREINET, 7 2 i3EEDOT A A [H
FOLOTIEH Y £H A,

AT Tl TS a0 R_X—=T, [1 XU (Inventory) |27 U7 LET,
ARTYT2 [THAR BT H7 ) w7 LET,

ATV T3 WURTNAAZATDORTHI Y v 7 LET,

AT T8 TR AR ET,

ATFY TS [a~ RTIA A H—T A A (Command Line Interface) 1 %7 V v 7 LE7,
ATV T6 WETLHZ—VP—ER~ I 2RI £,

ATYT1 v/ I XVORET A a5 v LET,

ATy T8 [v7 udfff (EditMacro) | ¥ A7 07Ky 7 ATCLI~7 raffiE LET,
ATy 79 [fRTE (Save) 122V v 7 LET,
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CLI =7 uDE[THEIZHOWTIE, [CLI~Z7 adET) 28R L TN,

CLI ¥4 Ok

=P —TFFED CLI 7 TIHIBETEETN, VAT LAERD~Z 2 FHIRTEEEA, CLI
~ I nEHIETLE. TRTOT A, AT aBNHIBRSNET, 7 aidfFEDT /31 A[H
HDOHLDTIEHY £H A,

ATFY TN FEHF =g =T, [4 kU (Inventory) |27V v 27 LET,
ARTFYT2 [TRAR LT %7V w7 LET,

ATV T3 WYUIRTNNAAZATOE TRV v LET,
RTYT8 TR AZRIRLET,

AT TS [~ T A ¥ —T x4 A (Command Line Interface) | %7 U v 7 LET,
ATV 76 HIRT 52—V —ELZCLI~7 m&iEIRLET,

ATy T1 CLI~7 a7 VoIaIfrA4area s ) v 7 LET,

RAT9T8 CLI~7 a&HlRdT 52 L2 LET,

I k

FTV =l ME, 109U EOEF 2T AR —THATELEROaTF T, A7 V=
7 NEfHTLE, A —O—BHAMRICHRTEET, 047 =7 MEERL,
BIDRV—%FHLC, A7 V=7 VEERTDHE, TOEENFTT V=7 T
FTRTCORY =B SNET, 77 V27 FEEHALARVEAIE, FUEERLER TN
TORY —%AMNCERETIVLENHY £7,

THNAREF U R—=RT DL, CDOEZEDT A ATHEHINLDGTXTOFT V=7 MR
WMLTHRAFEL, [A7 =7 F (Objects) | X—TIZUAMLET, [A7 =2 F (Objects) |
R=Unb, BFOA 7V =7 FNERELEY, EX2 VT 4RV —CHEHATLIH LAY
xl NEfERRLTZY TXET,

CDO TlE, B OT A A THHASNDI AT V27 Va4 T V=7 FENO, [47 V=
7 b (Objects) | X—YTZORy Y B TENLEZHIILET,
HHEAT 7 "M S0 [RE] 2522, BEORY —F-1357 341 AW TRe
ICHE SN RDGERH Y FT,
cEBHEA TV LT, AT AL ARIIH D, LRNTIERZMEIZFCTHE 2o E
DFTV 7 FTT, BE, BEL-A TV MIFUEMER-L, SFE8FERRY

ko THEREANE T, EETAA TV Y ME, ZoMEOT A 2y B cERIE
nET,
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AIoxH k

#7vzor 547 |

CABEF TS FLIL. 22 EOF A R FIZH D, AFNEFE UEMEIXR RS 4T
TVl hTT, 22—V —d, SEIERFREOFT T, FLARIENEOA T V=7 FEAE
KTDHZENBYET, ZNHDAT V=7 bOFENEFF OB DI T AR 72 D E
IR0 REANELET, REAF TV xr MI, ZOREOT A 2 B THAIS
7,

CKRERATO Y ME. TS AERIHFHET D200, JlIOAT Y7 b, TRV
A M, NATL—LIZ L o TERENTWARWAT V=7 T, RMEAAT V=27 ML
ZOREOT A 3 L TS NET,

= LRR Y o —TFT I T D0 F TV =7 NEERTAZ L TEET, L—LR
RY —IZBEMIT WA T V=7 FEERTE ST, BEMf T TN A T V=7 b e
N—VETIFRY) =TT S L. CDO TlEZF D a B —MER &, TOa b — i3 i &
nEJ,

(A7 V=2 kb (Objects) | A== —ICBBIT 20, Fy NU—2 R =DM TAT V=
NEFRFTHZELICEY, CDOIC - THIENTVWAA T V= FEFRTEET,

CDO #fifAT 2L, YHR—FEINTWET A RAEBEORY NT—0 FT V= FeV—F
AFT V2l bl DOOGFANGEBTEET, CDO #EHT5L, ROKFETHT Vs
NEEHTEET,

s SEIFEREEICESNWT, TRTOFT V=7 MERRLTAT V=7 P74 02 LE
ER

T NA X EOEE, KMEH, BIUOREEOAT7 V) NERHOT T, FNbD4 7V
7 FOREEZRG, HIFR, 3R LET,

cBEMFT O TWRNWAT V27 FERDIT T, ZRORREH THIVUTHIERL £7,
« TAA AMTIBOIA AT V=7 FEIELET,

AW AEaAIy MTDRHNC, A7V bADEER—HEDORY —L TN RCEZ D
BAME L £,

s —HOFT T2l PEENLOBRE, SEIERRY T A, ZATHELET,

» T AN CDO ICA VR = FENTfh, 7 AL > TSN TN S AT V=7 b
EXx 7Ty LET,

FUR—=RENTZT R ANLDOFT V=7 FOERK., e, T3 AID TRENEA L
85813, CDOD RTINSy a—F 4 o T RBR LTI TEEN,

AT

PIFOETIE, T8 AFI/ERK L, CDO 2 L TEHTE 5247 V27 MTOW T
L/i—a—o
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B s5100:z0¢

% 2: Firpeower Management Center (FMC) DA 72 x4y b5 4~

FISz b 5

Xy NT—2 F TV b RARNEFITRY FU—2 DT RLAZER
TAHRY NU—7 T —TBIOxy hU—
73727 b BHL TRy hU—2 % T
Tz FEENET)

P—bER AT b P—ERAFT Vs b, P—ERT—T
A—FZNV—"1%, TCP/IP 7' & fh a/)L A A —
FO—ERBE I N7 1 b /VERIEIR—
Mg EA R R —3 v R TT,

£FFTOU b

Cisco Defense Orchestrator (CDO) Tix, B OT A 2 FORICA4RTIER CHNBROAS 7V =7
NedBAT s FENORET, EAT V2 MIZOT A a2 THEHIESNET,

)

%, (7Y =27 b (Objects) [N—VIZFErSNET, A7V VEFERTH L.
I DT CAT V2l hEERTE, TOEENEDOAT V=7 NeEHTAHMMOTXTORY
IRET L, R U OMRNESIZRVET, EAT V=7 FEEHLRWEGS
L. FICEERLERTXTORY —%@INZERTTL20EN DY £7°,

EHEA T2 VEFETDHEAE,. CDO TlEA 7Vl FONERNLE T V= r M T —T M
FranEd, £HEAT V27 FONEIZES7ZLFELTY, CDO TliX, A7 V=7 hOHE
FROFE I, 2FV 77y MeEhlz) Ea—2N5ElA IR RSN ET, FE2A
CCIE, Ry U= BEENEMARY A MY Ty MEERTEY, 4EiftE A7V =7 MZ
EREEEM T N TN LIZEE L TLEEN,
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A7

+7vxs rot—n—54¢ |

ObJeCTS Displaying 100 of 163 objects ATL'TMG"NT
3 Object Type Network Group
Q. Search for objects by name, IP, @ Compare + Create Object
Al L=oF=VWrc U A NELWOIK \aroup rs
ATL-SS-BUDC 2 @ Network Group ® SHARED
ATL-TMG-INT [3] & Network Group Biwon
OBJECT REFERENCE TYPE 130.131.230.14
= 130.131.230. 150
ATLFTMGPO1 Network Object/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 [3) & Network Object & lockseol )
& lock: 3
ATLADDSPO2 o © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 (3] © Network Object
ATLADDSPO4 3] & Network Object
ATLARCHPO1 [3] & Network Object

H DA —IN—54 K

FTV=2) DA —=N=F4 FefillT5L, HEDT A A LOIARY NV—IF TV =
7 bW A—"—=F 4 FTEET, CDO &, A—"—=T A FatlifT 5L EIHELLT
NAZZHIET DAL LES, ZNoDFT V= r ME, 4FNIE CTHED R 588D
TAA A LRIZHY FF7, CDOE, ZNHDERA—"—=F A P& LTBEMSH72Z0 T,
INOERBEEA TV ML LTGRIILEE A,

WFEAEDT A, AENREREZRE LA TV =7 balEk LT, BRbERELE L
THVEDTINA AZONWT, A—N"—F A REMEHLTAHT V=7 MIHTHEENKER
ETEET, £, TRTOT AL RATH L TAH—R—=F 4 NTEIRERH LA TV 27 b
B L, ZOF TV =7 FEEHLTTRTOTF AL RZHEHATHHE—DORY o —Z21ERT 5
ZEHTEFET, ATV P A—AR—=F 4 T, TS AR THEATLZ2HERY >—D
INE Tty FEERL, HxDOT A, AOMLEIZGUTHRY v—%2EHETEXET,

TmezE, EF T4 RZT Y EY—R=RHY, TV HFY—N—FT V=7 | print-server
EERLTNDY TV AEEZXTHEL LI, ACLIZIE, TV v ZH—"—DAf  F—F v |
DT TR REERTHN— NV ERELTWET, TV F p—_"—FT7 V=7 ML, &
TAAZEICERTEDLT 74V MEBRH Y T, TNEATHICF, AT V=7 FhOA—/—
FA FEFEHL, T XTOHFTTAL—L L Tprinter-server] 47 Y =7 hO—EMAHERFL
T EIXRRL5E60H0 £7) .

)

G¥)

—BMEORNAT = FRBHLIGEIE. A== T A4 FEERLTENLE 10 AT
T/ MIETEET, MOV TIE, AEEAT7 V=7 FORMBEEZRT 225 R LT
<TEEV,
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Cisco Defense Orchestrator DA |
B szdionuriozs

EEMITDENATo I b

=R =TT IMFEHT D04 T V=7 FEERTEETE, =R v—
WBEM T2 nWA 7T V27 MEERRT A2 &b TEET, BEMf TR TWenAT V=2 b
B— L ETIR ) =TT 5 L. CDO TIEZ D a B —nNER S, £ a e —»EH
ENFET, BEMTONTWARNWITEDOF T V=7 ME, KHDOA LT F o2 a 7T THIREN
L, =W —=2HIRTHE T, HHMER - EOAT Vs FAICEKD £,

BEAHT 5N TN AT V27 MIaE—LE LTCDOILEY ., A7 V=7 MCBEEMT S
NTeN—VETFRY =0 THIBR SN GBI TR TOREN KbV E ST LE
7

BREAT SN T WA T V27 &R RTHITIE, [A7 =2 b (Objects) 1% 7 DED
NAUNZHD Y 7y L, [BEEST 72 L (Unassociated) | F =y 7Ry 7 2R F NI LE
R

AT PO

ATY T [F7 V=7 (Objects) | X—T %&£,
ATV T2 X=VOAT V=l " T 4 NAUE LT, BT 24T V27 bEROITET,

Ry T3 [l (Compare) ] o Ry s Yy LET,
ATy T4 Wi+ 24727 baR K3 OETRIRL £,
ATw TS BHEDOTFEHICAT =27 FEW_RTHERRLET,
(AT V=2 FOFEH (ObjectDetails) |2 A MANR—D EFOREZ 2 Y v 27 LT, #F#RTHF7V=
7 NI Z R L £,

o [FEAl (Details) ] v 7 A L [B9f% (Relationships) [ v 7 A& BT 2070 7272 AT, FRT D1
WERELET,
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TAILE .

ATwT6 (A7 ar) [BFE (Relationships) 1R > 7 AZiX, A7 V=7 "ol TENERRENET, 47V
T MET AL AEIERY —ICBEEMA T LN TWAEERB Y T, 7 V=7 MRTSA RZBES
FTONTWBERIE., T ALE TV v 7 LTS ko FRKz (View Configuration) [ %7 U v 7 L
T, TS, AW ZFRTE £, CDOIZT A ZADWR T 7 A NEFERL, TOFT V=7 O
M) ZEANATA4 NLET,

TJ4IL3

[1 >~ FU (Inventory) |"—T & [A7 Y =2 k (Objects) |"—VDOXFEIERT 4 LH
EEHALT, LTWAT AL ABIOA T V=7 VERDOTDHZENTEET,

T A NVHRBRT B2, [T/ ALY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1% 7, BXW[A 7Y =27 k (Object) X T DEMDA L TY 27 ) w7 LE
D

AR TUNETIE, TRARZA T N=Ry=T7 YT =T ONR—=V g,
Snort XN— 3, BRTEAT—H A, BEFIRIE, BEAMIH. Secure Device Connector, 35 KO8T
NVTT 4NV TEET, 74V ZEEHA LT BRULIET AL RZ A TDEZTHDOT N
ARBERDTHZENTEET, 74NV EEZMERHLT, BIRLET A RAZATDETHNOT
NARERDTHZERTEET,

)

GE)

LDHBINCDHFTRINET,

[FMC {2 k%57 4 L% (Filterby FMC) ] 7 4 A X1, A7 LI AFMC &4 A—RLTW

FT I VTN B EEHAT DL TR, WA T EAT Vs b BT O
BRWATT 2l b BEROAT V2l NEA T TT 4V FRETE LT, RISV AT AT
TV NEEOLNEIDERINTEET, MB7 4 — VL REMHEH LT, FFEDOLRI, IPT R
VA, IR — FEBEEL T A NI ERNOF TV 27 NeRBRTHI L TEET,

TIAREFT V=0 b a7 4 VAT 56, MEHEEMAGDE T, BET /#Rz R
DT 212D DN OPOE(ER RRBEIE 2 RS2 Z LN TEET,

wROFITIE, TRIE EHSHTWD, 723, AEE) BH5AT7 =7 b, o, BIO
EZFFOIFEFTT V=7 b DO BEDHAT (XY FU—7 F2lid, $—ER) OF7
Tl b ThHLZEOIRFAT V=V FERRT LT ANV REHSLET,

Cisco Defense Orchestrator D E A& .



Cisco Defense Orchestrator DA |
B Aoc-vr740%

Filter
£ Filter by Device
Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

@ Shared Obiects

Default Values
Owverride Values
3 Additional Values

LR D B LR B i ol B W ) ol P B

Unassociated

Metwork
Protocol
Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

IOV LT 4ILE

T AN HITE, (A7 V=7 b (Object) | Z T DLEMDOSALTY 27 v LE
j—o

[TRTOAT V=7 b (AllObjects) |- Z D7 4 V&L, CDO A R—F 7 LIz
TRTCDT N, ANSHEHAARER TR TOLAT V=7 b2RELEST, 207 0213,
TRCOAT V27 VeI 572010, FRIIRBOBFMELE LT, ST 74
VA GEAT DI £,

«[HfH AT =/~ (Shared Objects) |- 2DV A w7 7 4 VF X, BEOT A ATHE
INTVDHZENCDO L > THRIHENTZTRXTOF T V=7 haRRLET,

S [TNNAARTEDAT Y27+ (ObjectsByDevice) |-HFEDT /34 AZ@E IR LT, @8I L
2T NAATRONS AT V7 heRRTEET,
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+I0zs k740558275 |

YT T YNE KA T 4 VENITIE, EBRE I BITRVIATLT-OICEATE 277 40
ANBHVET, TN T T4 NE T, ATV NEAT (Fy NT—2 —E R, S
o kg d) (SN TWET,

ZDTANEN=TRIRSNI= T 4 NV ZE, UFORMHZ BT 247 V=7 FaiRLET,

RODTNAADWTINNCSH LA TV =7 b (T3 A TT 4 VX MEE (Filterby Device) |
IV LTCT A AZBELET) . BLO

*—BMHOBEWA TV b, BXO
*RYND)—OF T2 FEFRITIY—ERFT TV 27 b, BIW
* ATVl hOMAFANT TOIN—T ) LWHIHEREGENR WAL TV b,

[ AT LAT =7 bDOFER (Show System Objects) ] BA N2> TV BT, FERIZIHY
ATALETVx ) hea—W—ERA 7=/ NOWMEREENET,

DRATLFTOLY FORERIT 4 ILE

—ERDT A AT ﬁm&ﬁ%fxﬁﬁ$ﬁﬁiéﬂkﬁ79:7Fﬁ%@ifo:ﬂ%
@/XTAT7/I7 BEICIERR SN TERY . =R Y o — T TE 20 THEF]T
T, ATV ]\7‘“—7/1/ 2L DVAT LA TV =7 NREENILGENRDHY T, VA
TAFT V=7 MIWREEZITAIBRTE £ A,

[VAT LAT Y= s h%&FR (ShowSystemObjects) [1L7T 74/ N T A7) T, A7V =
I NT =TIV AT LTV FaeRRTHITE, TA4NVF—_—T[VAT LA TV =
7 N %3 (Show System Objects) | &4 LET, A7 V=V T —T N TU AT LAT
V=7 bEFERCT DIZE, T ANS ATV AT AT V=7 M EFR (Show System
Objects) | =4 7D FFIZLET,

VAT AFT V2l FEIEFRICTDEE, FNHIEFHMBR IO A VA LB O RIZE TN
KN FET, VAT AFT V2l "aERTDHE, ZNHIFAT V=7 bOBRBLE T 4 L F AL
FOMRICEENET,

FITDTV RTAIBERET D

ATvT1

ATy T2

ATvT3

ST BRI THRELCTIANEZ Y T TEET, T4NEZ ) TTEH 073 R"E0IE
. THRENAERID L2 F5,

TS = a =T[4 7=2 F (Objects) [#27 V27 LT, [£A7 =27 b (Objects) | X—T%
FRLET,

— PO T ANET A X2 )7 LT, TANENRILEREET, 77 MR-
%%éh&wioh\?:/7H%®74»&@?m/7%%bi¢oéEL\@ﬁ74—NF%ﬁT\
BT 4=V FICAIENTWREEOH DT A FE2HIBRL T,

FEREFFEDT NA A TR T2 b DITRE LT2WIEE
[T/NA RTT 4 )LRMEE (Filter By Device) 1 %7 U v 7 LET,
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B - vszerer i zepnyass

2. TRTCDTNAA RGBT DI Tr-AAZT a7V w7 LTREDHB DT A ADHZ ik L
jﬁﬁ—o

3. T ANEEICEDBTNANAADF = IRy 7 Ak F 2 LET,
4, [OK] %7 Vw27 LET,

ATV T84 BMBHERIIVAT LT V=27 V&0 5I2E, [VAT LA TV h%&FE (Show System Objects) ]
EAANCLET, MBH-ERTUAT LA T V27 bR DR, (VAT LA TV 22 &R (Show
System Objects) | &4 712 L £7,

ATy 75 [[E (ssues) | C. ZA4NZ VT TH5AET V2l "OMBOF = v 7Ry 7 AeA N LET, B
DEEEA AT DL, AT LTeWT IO T AV DOFT V=7 "R T 4 VERERIZEENET,

ATy 6 RBERNHSTNEHEICL > TEHSNEA T V27 FE2FERTH5AF, [ (Ignored) | ORIE A
Frxv 7 LET,

AT TT 20U EDTARAAMTHEIND AT V=V b2 T 4 N2 ) U TTH5AF, A7 =7 & (Shared
Objects) | THRERT 4 VX A T LET,

«[77 4/ ME (DefaultValues) ]: 77 4 /v MEDHEZFFOFT V= a7 4B Y 7 LET,

o [A—/3—F A NE (Override Values) |: A——F 1 RSNTMEEZFFOF T V=7 b7 4 V5
Y LET,

s GEMOfE (Additional Values) | : IBMOEZFFSA TV =7 NaT7 4NV 2 ) 7 LET,

RATY T8 N NFELFARY =TI ARNWAT Vs VT o NZ ) T B, [T L
(Unassociated) ] ZA4 1 LET,

ATFYTY TUNBYTFTE[A T FEZA T (Object Types) | &A1 LET,

ATYTN0 FT7Txl b IPT RLA, FRER—-MESE[FT7 V=27 (Objects) M7 1 —/L RIZIBIL
T, ZANE ) T SNEREROPINORBRMC BT 247 V=27 FERHSOTDHZLHTEET,

TAIVFEENSTNA RERNT BI5E

TNARE T 4 NVE ) 7 HEEITEBINT S & fERICIIT A A LA T V=7 MIEREN
FTN, TNEDAT V=7 h DT A 2 EDORITFRTRENET A, 728 21E. ObjectA
DS ASAL & ASA2 ORI CHEINTWBELE, 7 V=7 a7 V& U7 LTASAL ED
HHEFT Vs NEm#ETH L, ObjectAlT o0 £9725, [BIFE (Relationships) ]34 1Z
X, A7V R ASALIZH D Z EETRFRINET,

F 7V MREET DT RTOT AN, AEZRRT HITIE, RBESFETT A AEfRE LN
TLIEEW, MOFHETT7 42 ) 7 L, REIDL U THREBESELZEMLES, CDO Hik
BTBH4T7 V= NEBIR L, [BIf% (Relationships) | XA »ZH~NET, £OFT V=7 b
BT 23T _XRTOT A ALRY —RNEREINET,
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+7vz0 romansk [

FI79x0 FDERDER

&
ATy T2
ATvT3

RATv74
ATvT5

KEM, BE, REEOAT V=7 FERTLHEDO1SF, ThbEBET 52 L TT,

FT7V =l FBRRMER, B, FREAEETH-oTH, TOWRBEBITITIEL RHHNH 5 &H)
WL, A7 Y= FOREERMROERICT LI L2ERT LG5 0H0 3, FRkOHD
BT, INODEBASNIAT V=7 bEMFHRT D LPBBEIIRDIGENRLY £, &7
VxZ FNORMBEBRRT 5L EITCDO FEREINT-AT Vs FPERR LRV, B S
NEFAT V=0 bDFAT V=7 FUARET A NZ Y 7 L, fERICESWDTHEAET 2 0LEN
HYET,

[A7 =27 & (Objects) | X—T&EBXET,
FT 2T NTANH,

(A7 =2 b (Object) 17—7NT, BMEELMHRT HAT V=7 baTXTERLET, —EIZ120OF
TV FOBRAMRRTE ET,

FEMEASA O C (AL OMERR (Unignore) 1227 U w7 LET,

FOREZMARLET, T T A7 V=7 MERBETT7 42 ) 7358 DENTEHEIN TV AT V=
7 FBRRONDIETTTY,

ATy FOHIER

1 ODOFT V=2l FEFITEBROA TV 27 FEHIBRTE 9,

120472y FDOHIBR

ATy T
ATvT2
ATvT3

ATvT4
ATvT5
ATvT6

1 OOAT V=7 FaHIBRT 21213, ROFIEZFEITLET,

(7Y =7 & (Objects) |7 %27V 27 LT, [£A7Y=7 b (Objects) | X—T%EEET,
FTV2 I NTANBERRT 4=V REEHLT, BIBRT 2472 FEROT, ZENEERLET,
[BIf% (Relationships) XA U ZFERLET, A7 V=7 "RV U—F I AT V=2 M7 V—7 T
SNTWDLEHEEIE, ZORY U—F B3I NV—T00HIRTHETEHT V=7 MEHIRTE EHA,

[7 7 a > (Actions) |34 > T, [HIBE (Remove) | 7A@ %27 Uy T LET,

[OK] %2727 Vw7 LTCAT V=7 bOHIBEHKERL £,
ToleBEZLEa— L TRATIN, HFELTHrOEBOLE 2 —ZIZRERLET,

RKERA T2V bOTIL—TDHEIK

TRA A A R—= L TAT V=7 F ORI T L, ZORBHOAT V=2
RSO £, —FEICRKRSOEORMENA TV =7 FEHIBRTE X7,
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IR

ATy T

ATy T2

ATvT3
ATvT4

[ (ssues) |74 VZEMEA LT, READF IS Y FE2RHOTET, T A AT 4NV EEERTS
BRIZ [7/3A 272 L (NoDevice) 1ZBRL, 734 RIZBEEA T N TWRNWAT V=7 FEREKTH 2
LB TEET, ATV NIARETANZ) U TTDHE ATV MDF =y 7Ry 7 APRFRS

FTV 2T N T TN~y X —O [TRTERR (Selectall) | F v 7Ry 7 A%EFNIILT, 74 VHI|C
Ko T ENAT7 V=7 N T —TNMIRREINHITRTOLAT V=7 NEBIRT 50, HIBRT 2% D
FT 2l NOEADF = IRy 7 A N LET,

[77 v a3y (Actions) ]-3A > T, [HIFR (Remove) | 7A@ %227 U v LET,
ToleBEEEZAT L Ea2— L TREMT L, L TOrOEROEELZ —FEICERLET,

2y b= AT bk

120y bI—9FToxH M, FAM, Fy hTI—ZIPT KLA IPT KLAD
#iDH, SEREM FAA 4 (FQDN) £721Z CIDR F#i2 DOV 7Ry hT =7 OWFRmnl HE
ANNDHZENTEET, RYRIT—DTNL—TL, v VT —=0FT V=T b, TA—TIT
BT 5Z0MOEA DT RUVAELFYT7xy NI—7 OEAETT, Xy NU—I 47
Vxl Fe Ry FT—I IN—FL, T RBANL—, Xy =T R —, BLONAT
N—NTHEHAENET, CDOEFEHLT, XAy NTV—IFT V=27 MRy NT—T T —
TElER. FHL BXOHIBRCTEE T,

£K3:FYNI—O ATy FTHASIhDIE

R4k RT—H T —TTHASHEHE

2y D=0 ATOH FORTR

CDO AL CERT ARy NTV—0 AT V=27 b, AR —=F 4 T LT A ADE
ENE CDO MRikT 5% v NI —2 47 V27 ME, [F7 V=2 b (Objects) | <— VI
IRENFET, INLDOXRY NU—IFT V7 NI, TNENDOLET V=V AT DT
AT ENTHET, kY, TV NEATTTIANEZY) 7 LT, ELTWD
FTV 2l NeTIER ADTFHZ ENTEET,

[F7 =7 b (Objects) |"X—TVTHRy NT—IF T V=7 NeBRTHE, 7727 D
B2 [FEM (Detail) 1A SR RINET, [BFR (Relationships) | ~A ZiE, A7V =7
FRRY —THEHAINTNDINE I D, BEIOPA T V27 MRRESNTWNDT /A ANRK
IRSNVET,

Iy NI =0 TN—T% 0 Vw7 3HL, TOTNV—TONENRERINET, Xy NU—7
TN—T1F, Ry vI—0F TVl ML TIN—TIE5 2 5N T_XRTOMEOESET
D
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ASA %y kT—5F TS H kB kURy kI—s S—TonmEraEE [

ASARy FT—9 AT bELUVRY FT—0 T IL—TDERFE

- 13imE

ASAFRY D=0 ATy ML, CIDREFLTRIAINIEARA M, IPT KL A, F720X
BT XY N T RLARAZEDDLHZENTEET, XY I—=05WL—TL, 77 8AL—,

Iy NT—I R v— BIOENAT V- AL THEHEINDI XYy NV—2 4T V=27 b, Xy b
T— TN —"7 BEIWIP T RLADELGEKETT, CDOZFEHLT, xy NIV —2FT V=

7 hEFRY NU—=I TA—T AR, BAEY . BT, BEUHIFRTE 9,

Fy NI —=0F TV MIBIMTEHIPT FLA

TIN4 R & 1 |[IPv4/IPv6] DU T R | T RFLREE |58 K A | CIDR RiEEIC
~ (Device L& A% EBY TRy
Type) (PQDN) ~

ASA IPv4 P P I P

ASA 1y b D=0 ATy FOERK

ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

FEF = a =T, A7 V=7 b (Objects) 1227 Vv LET,

%@@7"?1%5"/ 7 Vw7 LT, ATV FEERLET,

[ASA]> [y FT—% (Network) 1227V v 7 LET,

FTx NAEATILET,

(R NU—27 A7V NOVERK (Create a network object) ] 3R L £ 7,
(ER) A7 V=7 OB EATILET,

[ME (Value) 1 &7 > 2 > T, IROWTNOOHETIP 7 RLUATFREZBMLET,

cleq] ZFIRL, H—DIP T RL A, CIDREZLZFEH LIV 7Ry b7 RL A E72ITE 0 ER R A
A >4 (PQDN) # AL FET,

o [#iFH (range) | ZER L, IPT7 KL ADOHKHAEZ AN LE T, #HOBBT RLALKTT RL A& A
NR=Z2TEYI>TADLET, #:10.1.1.1 10.1.1.255,

DEMN (Add) 1227V v7 LET,

BE BB ENT=F Y NI =0 AT V=7 FE, —AR Y —DO—ETlEanizH, Wit
DASAT ™A AZHLEEf T O TWEFA, TNOLDOF TV hERRTHITIE, AT V=
7 N7 4 & TBEATIT 72 L (Unassociated) |47 =7 M7 Y Z2@R L E7, FRAIIZ DN
Tix, [ F7 V=27 b7 0%] BB LTLIEEN, T8 ADN—)LR0R Y o —(Z BT

LILTWRWAT V=2 FaT 5L, 20OFT V=7 MIZOT A ZZBEMT B E T,
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B asaxoro—5 s—Jokm

ASA Xy FTD—4 JIL—TDERK
[*> FU—2 7 L—7 (NetworkGroup) ]IZiX, IP7 RV A, X NI =7 ATV =7 b,
BLORY NI T N—T%EDHZ ENTEET, LW [y hU—2 7 )L—7 (Network
Group) | ZAFRT 2 L &IT, A, IP7 FLA, IP 7 N LA, $£7213 FQDN TREfFD A
TVl NEREL, [y NU—2 7 —7 (NetworkGroup) JIZBITEXEd, 7V =7
M MEE LAV AL, FIUA v H—T = ATEDFT V= s Fad<IER L, [ b
U —2 7' )—=7" (Network Group) ]IZIBINTE F9°,

ATy 1 FEF—v a3 nR—T, [T V=7 b (Objects) 1227 U7 LET,

ATvT2 %@@7"3;«#:57\/%79»)9 LT, A7 V=7 MEERRLET,
ATv T3 [ASA]>[#v bT—% (Network) 1 %7 U > LET,

RATwTF4 [A7T =2 b4 (ObjectName) ] # ASJLET,

ATFY TS [Fv hU—7 T N—TDVER (Create a network group) ] Z 4R L £,
ATvT6 EE) A7 V=7 bOEHEALLET,

ATy TT [l (Values) 17 4 —/L NI, HEEAT V=7 MaEANLEST, ANEBETSE AIC—5T
HAT V= s M ELIMEN CDO Io ko TRRSNET,

AT9T8 RSN TWIBGFEOAT V27 bO 1 DEBRT D0, AN LIeARTE L ITEICESNTH LA
V= FEERTEET,
ATFwFT9 CDO C—HEMBHENTZHE, BMEOAT V=7 F2RIRT 51201, B (Add) 1227V v 27 LT,
Xy NI—IFT7 V2l NERERY NI =T 7V —T%FH LRy NT—27 Z— 15BN L ET,
ATV HFEHELRWMEEZA 7Y =7 ME AN LA, ROWThNEFITTEET,
[ ZDAHRIDFH LNWA T V=2 b & LTEM (Addas New Object With ThisName) %27 U v 7 LT,

ZDOLFOFH LNAT V=7 b2IERLET, 2 AL, Ty ~—2%27 U v 7 LTRIFL
=75

LA T7 Y7 FoEAN (AddasNewObject) 1227 U w27 LT, riLWAT7 V=7 FEER L E
9, A7V MAEEIEFRITCTT, 4RiEANL, Ty r2~—2%227 0 v 7 LTRIFLET,

«[fEDEM (Add Value) 1 %27 Vw27 LT, 7V =7 bEFEHETICA T4 MEEERLET,
HEADL, FovI~—2%7 )7 LTREFELET,
ERTTICHFEELTWHWTH, HiLNAT7 V=7 MIERTEET, TNo0A7 V=7 NMIEEEZMNZ
TRIFCTEET,
GE) WET AL %27 Uy 7 LT, fFlzERCEET, HIBgR X %2277 LTH, A7V
7 FBEIFHIBRST, RDVIZ, Xy NT—=7 T —ThbHIBRSNET,

ATV TN MERFTV=27 FEEBMLES, RFE Save) 1227V v 7 LTHLOR Y NU—F T A—T % {ERK
Liﬂ_o
ATFYT12 TRTCOTFAAAOBRELEO S L 2— L R,
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asazy ko—s175z4 rokk [

ASA %y D=0 ATz FOIRE

ATv T
ATy T2

ATvT3

ATvT4

ATy T5
ATvT6

FEH =g =T, [F7 V=7 bk (Objects) 127 Vw7 LET,

FTVx2T FTANFERKT 4 — VR LT, T D547V =7 FERDITET,

Fy NI —=0 ATy FEEIR L, [727 a2 (Actions) | A CHRET A a2 f RV LE
D

AT TRy 7 AOMEZE, FEOFIRTER LI E LR CAHIETHRELET,

(B Xy MNI—ITN=TnoAT7 V=7 FaHIRT 2123, BIChIHIRT A 222 v/ LE
R

[R7F (Save) 1227V v 27 LET, CDOIE, BHEOEBELZITHT A A 2K LET,
[f#58 (Confirm) |%#27 Vw7 LT, A7V NeZTOEBEZTDLT A A~DELEHELET,

ASA Aty FI—0 0 IL—TDimE

&M
ATvT2

ATv7T3
ATvT4

ATy TH

FESF—a i NN—"T, [F7 =7 (Objects) [%#7 Vw7 LET,

ATl N7 4Bl [FER (Search) | 74—V REMHL T, WMETIRY NU—2 T N—T% >
JET

Py NT—=T T N—T%2ERL, [7T7 3 (Actions) | A > THRET A 2 2oV LET,

Xy NU—=7 TN —FIZF TIZEMESNTWAAF T V=l bERIEIR Y NV =7 T N—T 52 BT H56
T, ROFIEEZFETLET,

1. ﬁfﬁiﬁ%%ik@*vFU~77N—7@@K%%§%6%%743V”f%7Uy7LT\%
nNoEERELET,

2. Fxvl~—20%7) v L TEERNRERFELET,

GE) HIBRT7TA=2r%22) v 7 LT, Xy hI—=2 7 N—TnbEEEIRTE £1,

Iy NT—=T TN —FIH LRy NT—I 377 FERIIR Y N —27 T —7 28T 55451

WOFNEE EITTHHERHY £,

1. [fE (values) 17 14—V RIZ, HILWEE I FOR Y NV =7 A7V =7 NOARTEATILET,
ANERETHE, AT 547 V=7 MERIIMENRCDOIZ L > TERINET, RS
TWAREFOA TV =7 bD 1 DEERT D00, A LTARTEITEIZE SN THLWAT V=7
MEERTE E T,

2. CDO C—EMPMHENT-HE. BMEOA 7 V=7 FERIRT 520, B (Add) 1227V v 27 LT,
Ry hT— 7%7/:71itix/b7 &7»~7%%Lmz/%7~7ﬁw~7KEMLiTO
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B s5+0r9—vo—T~oEnnEnEm

3 MHELMRWMEXIZA T V=7 P2 AN LTIESLEIE. ROWTNEFITTEET,

[ZOARIOFH LA T V=7 b E LTEM (Add as New Object With This Name) %727 U v 7 L
T, ZOZHOHF LWAT V=7 FEAERLET, EANL, Fevr~—2%27 Vv 7 LT
RIFLET,

LA 7Yz BN (AddasNewObject) &7 U > 7 LT, HiLWAT V=V MEERL
FT, ATV M EEIZFRICTT, ARiEANL, Ty ~v—2%2 ) v 7 LTIRIFLE
ﬁ—o

s [MEDEM (AddValue) 1227V v 7 LT, A7 V=7 FNEMHAETICA T4 EEER L ET,
EE AL, Fovr~—2%7 0 v 7 LTIRIFELET,

AT TIHEL TN TH, LA T V=7 MIERTEET, TNoDAT V=7 MIAEZMAT
RFCTEET,

ATYT6 [fRTF (Save) |27 U v 27 LET, CDOE, BHEOEEBELZITHR) V—%2FRLET,
ATw T [HEE (Confim) 127 Vw7 LT, A7V M ZDEBEZTHTNAA~DERZHELET,
ATYT8 TRTCOF A ADHEELEDO S L 2— L R,

HERY R T—9 5 )IL—TADEMDIED BN

BEAHT 5N/ T RTOT A, RFET 2GRy VU= ZV—TNOEIL. 7711
M EMEERET, CDO 2T H &, HHXY NU—2 Zv—212 TIEMOE] B
L. TNHDEAEZDOHE R Y N U —2 T —TIZBHEA T B0 ONDT A Z2E
MTHZENTEET, CDOBRT A ACEFEZRIT S L&, NEMRESN., [TF7%
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