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J—VREZT7499

NITA4 I WRDHA L E =T A AZAD, ALY = DRDOA o F—=T =4 ANBHDZ
LN TE L X919 5I1TiE. [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] >
[Enable traffic between two or more hosts connected to the same interface]& 1 x— 7 /MIZ LT kT
T4 INBRECA L E—T oA A MAD TEHEHIZL, EHIT, [Configuration] > [Device
Setup] > [Interface Settings] > [Interfaces] > [Enable traffic between two or more interfaces which are
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T xA ANV —T 4 7 TEEE A,
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AVHE =T 2 AADL T N—T HHMENSTHILERNDH Y 7,
ROV —ERAE S =0 DT _XRTCDA B —T 2 A AT—HTHLIEHRELET,
T I A NL—I FRULTIZIEAN—NE S =2 DT R TCDALN— B —T A
ANWHWAT 50, Za— 2L 7782 L— LB ERLET,
Wil ZR L ET,
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access-group ZONE1l in interface outside3

eNAT : V=0 DT RTCDALN— AL H—T 2 ATHEUNAT R > —%RETD
. 7 —sS U NAT V=V LES (0F 0, Tanyl ZfH L TNAT L—/b
T = DAV E—T oA AERLET) .

A B —T 2 A APAT 1TV R —FINTWEREA,
WRIZH R LET,
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1 ODAE—T A ANMRA L NR—ZR AN TEXL ) — 31 T T3,
o = T LR RSODA VE—T 2 A R EHDH I ENTEET,

cECMP DG, V—r DT _XRTDA L BE—T A4 AT, V—r LIk K8 HDEa X
M —bhEBIMTEET, 72, 8A—MlBEBO—HE LTI DDA U H—T =1 ATH
BON— b ERETHIELTEET,

A I =T e A AT DL FNEDA L H—T 2 f ADFTRTDALTF 4
7 N— RSB SAVE T,

o S —VINDA VH—T A ATDHCP V) L— 2T EHA,

cASATIZ, ARDA v B —T oA A — RS T ENET TR MIONWT,
TITAMEENT ATy FOU TR I MTIR—F L TWETA, 2REDT7 T
AU MEI Ry TENRET,

¢ PIM/IGMP <V F ¥ ¥ A ML—TFT 4 U7 1E, V=V NDOA v Z—T 2 A ATIEYVAR—F X
NWEE A,

— N E,-Ll_l_l
kS T74v0 JV—2DETE
ZHIEAT T2 = BRE L, AV F—T 2 A AEFDY —NZE Y B TES,
FIE

RTw 71 [®E (Configuration) 1>[7T/31 ADEXE (Device Setup) | >[4 2 —T 4 ADEKE
(Interface Settings) ]1>[V—> (Zones) | DIAIZEIR L, BN (Add) 1227 Vv 7 LET,

F 721, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add Interface] 4
TRl Ry I ADS =N B =T oA AEFVETHI L TEET,

ATw T2 V=T K 48 LETLEIZf T £,
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ATV T3 12U DA H—T 24 A% [A 73— (Member) |fEIKIGEMLUET, TXTOA ¥ —
T2 AZADEXF 2V T4 LRIARFELTHEZ L E2HERLET,

ATy 7T4 [EH (Apply) 1227V v 7 LET,

kS TO4w O IJ—2DEZ=ZRY G

ZOHETIE, T 747 V= EE=H—THHETOWTHHLET,

J—IEHR
* show zone [name]
Y—=vID, arTHFALM EX2VUT 4 Lo BROAUAN—EFRRLET,
show zone =2~ & RIZOWTIE, RO EZRL T IZE 0,

ciscoasa# show zone outside-zone

Zone: zone-outside id: 2
Security-level: 0
Context: test-ctx

Zone Member(s) : 2
outsidel GigabitEthernet0/0
outside?2 GigabitEthernet0/1

show nameif zone
A B =T A AZBIONY - A 5FRLET,
show nameif zone =< > RKIZOWTIE, ROH T2 L T ZE W,

ciscoasa# show nameif zone

Interface Name zone—-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

Y — Utk

show conn [long | detail] [zone zone_name [zone zone_name] [...]]

show connzone =~ > RiX, YV —r D#fa R~ LET, long ¥ —7— K& detail ¥—
U— RiE, BERPBEINEZT T4~V A F—T 2 A AL NT T 4 v 7 OIRRIZHEH
ENDBEDA v H—T = ARRLET,

show conn long zone =2~ KOO &S L T 7Z S0,
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ciscoasa# show conn long zone zone-inside zone zone-outside

TCP outside-zone:outsidel (outside?2) :

inside-zone:insidel (inside2) :

show asp table zone

10.122.122.1:1080

10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

TNy JENTEEEX 2T 4 XA T =T N ERRLET,

show local-host [zone zone_name [zone zone_name] [...]]

= NOBR—H )V TRA NDOFy MU= REEZFRLET,

showlocal-host zone =< > RIZDOWTIL, ROMDEZSHRLTLEIW, 7I7A4~U A
=T 2 A ANFMNCE RSN, BIIEOA v H—T A4 ARH v 2lZHENRTOET,

ciscoasa# show local-host zone outside-zone

Zone:outside-zone: 4 active,
<10.122.122.1>,

1

™

ocal host:

TCP flow count/limit = 3/unlimited

5 maximum active, 0 denied

TCP embryonic count to host = 0
TCP intercept watermark =

UDP flow count/limit = 0/unlimited

Conn:

unlimited

TCP outside-zone:outsidel (outside2) :
inside-zone:insidel (inside?2) :

J—VI—TFT4 5

 show route zone
= A BE—T A ADN— M EFRLET,
show routezone 2~ > RIZOWTIL, IROHTTEBHRL T E I,

ciscoasa# show route zone

C

odes: C - connected, S - sta
D - EIGRP, EX - EIGRP
N1 - OSPF NSSA external type 1,

E1 - OSPF external type 1,

i - Is-Is, L1 - IS-IS
* - candidate default,
P - periodic downloaded static route

10.122.122.1:1080

10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

tic, I -
external,

level-1,

IGRP, R - RIP, M - mobile, B - BGP
O - OSPF, IA - OSPF inter area
N2 - OSPF NSSA external type 2

E2 - OSPF external type 2, E - EGP
L2 - IS-IS level-2, ia - IS-IS inter area

U - per-user static route, o - ODR

Gateway of last resort is not set

OO nOOwn

192.168.105.1 255.255.255.255

[1/0] via 172.16.1.1, outside-zone:outsidel

192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
.0 255.255.255.0 is directly connected, wan-zone:outside2

172.16.
10.5.5.
10.2.2.
10.1.1.

1
0
1
1

255.255.255.0 [
255.255.255.255
255.255.255.255

1/0] via
[110/11]
[110/11]

172.16.1.1, wan-zone:outside2
via 192.168.212.3, 2:09:24, lan-zone:inside
via 192.168.212.2, 2:09:24, lan-zone:inside
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+ show asp tablerouting

FS5T4vs U=y |

TRy ZARNTEEEX 2 )T 4 RAT =TV EFRRL, F— MIEES T by —
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show asp tablerouting =~ > RIZOWTIIROHE N2 S L T 72 S0,

ciscoasa# show asp table routing

route table timestamp: 60

in 255.255.255.255 255.255.255.255 identity
in 10.1.0.1
in 10.2.0.1
in 10.6.6.4
in 10.4.4.4

in 172
in 172

.0.0.67
.0.0.0

in 10.85.43.0
in 10.85.45.0

in 192
in 192
out 255
out 172
out 172

.168.0.0
.168.1.0

255.255.255.255 identity
255.255.255.255 identity

255.255.255.255 identity
255.255.255.255 via 10.4.0.10 (unresolved, timestamp: 49)
255.255.255.255 identity
255.255.255.0 wan-zone:outside2
255.255.255.0 via 10.4.0.3 (unresolved, timestamp: 50)
255.255.255.0 via 10.4.0.20 (unresolved, timestamp: 51)
255.255.255.0 mgmt
255.255.0.0 lan-zone:inside

.255.255.255 255.255.255.255 mgmt

.0.0.67
.0.0.0

out 10.4.0.0
out 255.255.255.255 255.255.255.255 lan-zone:inside
out 10.1.0.1
out 10.2.0.0
out 10.4.0.0

255.255.255.255 mgmt
255.255.255.0 mgmt

240.0.0.0 mgmt

255.255.255.255 lan-zone:inside
255.255.0.0 lan-zone:inside
240.0.0.0 lan-zone:inside
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192.168.9.6 10.3.59

interface gigabitethernet0/0
no shutdown
description outside switch 1
interface gigabitethernet0/1
no shutdown
description outside switch 2

interface gigabitethernet0/2
no shutdown
description inside switch

zone outside

interface gigabitethernet0/0.101
vlan 101
nameif outsidel
security-level O
ip address 209.165.200.225 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/0.102
vlan 102
nameif outside2
security-level O
ip address 209.165.201.1 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/1.201
vlan 201
nameif outside3
security-level O
ip address 198.51.100.1 255.255.255.0
zone-member outside
no shutdown
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interface gigabitethernet0/1.202
vlan 202
nameif outside4
security-level O
ip address 203.0.113.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/2.301
vlan 301
nameif inside
security-level 100
ip address 192.168.9.1 255.255.255.0
no shutdown

interface gigabitethernet0/2.302
vlan 302
nameif dmz
security-level 50
ip address 10.3.5.1 255.255.255.0
no shutdown

# Static NAT for DMZ web server on any destination interface
object network WEBSERVER

host 10.3.5.9 255.255.255.255

nat (dmz,any) static 209.165.202.129 dns

# Dynamic PAT for inside network on any destination interface
object network INSIDE

subnet 192.168.9.0 255.255.255.0

nat (inside,any) dynamic 209.165.202.130

# Global access rule for DMZ web server
access-list WEB-SERVER extended permit tcp any host WEBSERVER eqg 80
access—-group WEB-SERVER global

# 4 equal cost default routes for outside interfaces

route outsidel 0 0 209.165.200.230

route outside2 0 0 209.165.201.10

route outside3 0 0 198.51.100.99

route outside4 0 0 203.0.113.87

# Static routes for NAT addresses - see redistribute static command
route dmz 209.165.202.129 255.255.255.255 10.3.5.99

route inside 209.165.202.130 255.255.255.255 192.168.9.99

# The global service policy
class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options _default ip options map
inspect netbios
inspect rsh

. bSO vH =2
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inspect rtsp
inspect skinny
inspect esmtp default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
service-policy global policy global
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[Configuration] > [Device Setup] > [I nterface Parameter s
> [Zones]

[Configuration] > [Device Setup] > [Interface Parameter s
> [Interfaces],

clear local-host =< > K 9.14(1) clear local-host =~ > FEB L OZFDT XTOREMEE F—
U— FBBEIESNE LT, 5%DV ) —ATHIBRESIL D
FETT,
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