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Ty RE—KRTEATva o TF,

EETXA =T oA AL EIPVAB I OVEZITIPv6 7 RLAZRKEL, [OK] 227 U v 7 L
i‘ﬂ‘o

ASA AR 7 A X HIHH Y o 71X TPv6 9K — F LER A,

[#8mk (Configuration) 1>[T /31 ADEXE (DeviceSetup) >[4 2 —7 =4 REE (Interface
Settings) ]>[VXLAN] DJEIZEIR L £,

(AFvar) T 74004789 MOLEET H 841X, [VXLAN Destination Port] Dfia A JJ L
ij‘o

VNV F A TFHFARFT—RTIL, VAT LAE[TFAR—ATZORTELZITVET,

MEHL TRy N =2k RARA > b T2t Z AT 5 (Enable Network
Virtualization Endpoint encapsulation using) | K2 v "X 7 A =2 —T, [VXLAN] Zi&R L £
ﬁqo

Ka v 7y U A RH) G [VTEP Tunnel Interface] Z 38R L £ 97,

G¥) VTEP A ' Z—7 = A ZAD MTU 28 1554 /34 b (IPv4 DE) £7-13 1574 31k
(IPv6 DIE) Rt DS, ASAITHEIAYIC MTU % 1554 /34 M FE 721X 1574 /34
MZECLET,

(472 = ) [Configure Packet Recipient] F— v 7 Ry 7 A% A NI LET,

s (WA F AUTHARNE—R (VU )VE—RTIEA TV 3 ) [Specify Peer VTEP IP
Address] # AJJLC, FEHICET VIEPDIP 7 FL AZIREL 7,

ET7IPT RLRAEZRELESGES, S AVTXY AN T —7 5T 4 AN IERATEEE
o “NTF¥ A RMI, wVF arTFA N T FTEHYER—-FEINTWRNWED, F
BRENME—DA T 9T, VIEPIZIZ 1 DOET OREIEETE £,

s (Y7 E— RDH) [Multicast traffic to default multicast address] 2 A7 LT, BI#fF i)
BRTETRTOVNIA U F =T = A AT 74N FDOVAF XY AN =T HBEL
i ‘j‘o

VNIA Vv HZ—T oA AL FFx AN I A—TFHBEL T RWNWEST., 207
—TFEHENET, FOVYNIA LB —T 2 A A LY TN —TFEREL TS
BT, FOTNL—TRNZOHRELY bEEINET,

VXLAN 1 42 —J x4 X .
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B vws—ozrzome

AT 79 [Applyl 27 Vv 7 LET,

VNIA B —D 14 RADETE

&

ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

VNIA U H—T oA AZBIMLTENE VIEPEETEA v F—7 = A AT T, AR
VH—T 2 A NRT A= ERELET,

Azure @ ASA virtual DA, @HE D VXLAN A V' H—7 = A AZRET DD, Azure GWLB T
HEHTA2T7 7 aXsF— RFOVXLANA v F—T 2 A AR ETEET, A7r7aFxi £—
KX, 79 2& ) v 7 TCHR—rENEM—DF— FTT,

FIE

[#&R (Configuration) 1>[T/\4/ REXTE (DeviceSetup) >[4 42— =4 RARE (Interface
Settings) | >[4 22— 4 X (Interfaces) |DIEIZEIR L, [BA0 (Add) ]>[VNIA >4 —
74X (VNI Interface) 1227 Vv 27 LET,

[VNIID] i% 1 ~ 10000 DI CTAI L E T,
ZDOID IXNEA X — T = A A@HIF T,

[VNI Segment ID] I% 1 ~ 16777215 O TATI L ET,
7 A MID X VXLAN ¥ X 72 S E T,

(FFZUART LU R E—R) ZOA U H—T = A A%&EY 2T 5 [Bridge Group] Z+57E L £
j‘o

BVIA VA2 —T 2 A ABRELTCHREDA L B —T oA A% ZDOT7 UV v F)—7 BT
B0, TV o IN—T A =T 2 ZADREEZSRLTLIEE N,

[Interface Name] Z# AJJ L £ 97,

name |3 K 48 LFDT F A M XFHITT, KRXFE/NLFEFRNEINETA, AHIEZEET
HIZE, Zoa<wry RTHLWEZBAN LET,

[Security Level] 1Z 0 (Fefk) ~100 (i) #ASILET, EX=2 U740 LV ESRLTL
ZEU,

(> 7L &—K) [Multicast Group IP Address] 2 A/ L %79,

VNIA > —T = ZZXH LT NATHF ¥ AN T N—T2FEL2WEEIX, VTEP #E LA
VH =T 2 AREDT T AN N IA—T RSN ET (EHATRERSEA) . VIEP (57T
AVH =T oA AK L CTFECTVIEP BT IP AR E LI2HA. VNIA V¥ —7 = A ATKL
TYNT XX AN INV—TEEETH LI TEERA, SV TFFY XML, VT a7
FAPNE—RTEHYFR—FENTWVERA,

[VTEP h > R A B —T = A A~ v B 7 (Map to VTEP Tunnel Interface) | 7= » 7 78 v
I AEF AT LET,

. VXLAN 1 52 —J (4 X
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Geneve f 4 —J T4 ADHE .

ZOBREIZEY, VUNIA VX —T oA AN VTEP EF A V¥ —7 = A ZAZBHEMIT S E
j‘o
[EnableInterface] F= > 7 Ry 7 A& AN LET, ZOREXT 744 F TS, R—T IR

TWET,
ATV F10  (L—F v KE—NK) [IP Address] Sl T, IPv4 7 RL ZAZFHE L E T, IPv6 X ET HIC

WX, [IPv6] # 7 %27 U w7 LET,
ATy TN [OK]. HWT[Applyl 227 VU v 27 LET,

ATvT9

=L

Geneve f 3 —TJ 14 ADXRTE

ASA B @ Geneve f ' 2 —7 = A AR ET HITIE. WOFINEEEITLE T,

\)

(GE)  VXLAN F721% Geneve ZiRETEF T, VXLAN £ ' F—7 = A ATOWTIL, VXLAN A
B—T o ZADHEE (123—) BT,

FIE

AT w1 Geneve ® VIEP EZT0A v F—7 oA ZADHRE (153—) |
AFv T2 Geneve D VNI A X —T =4 ZADFHRE (16 2—)
ATYT3 F— oA a— R T UHPDOANLAF =y 7 O] (17 2—)

Geneve D VTEP E{ETTA V3 —T 214 ADHEF
ASA{RIE L1 OO VIEP EE LA Vv F— T oA ARRETXE T, VIEPIZ, Ry fNU—
IRk KiRA > b (NVE) & LCEEINET,

FIE

AT w1 [#A (Configuration) 1>[T/31 RDEKXTE (DeviceSetup) >[4 v Z—T A RERE (Interface
Settings) | >[4 & —7 4 X (Interfaces) | DIEIZEIN L, VTEP EE0A v F—7 =1 A
AT A =T oA AEMRELET,

(&) [VTEPEETEA v ¥ —7 = A A (VTEPSourceInterface) 1 F = v 7 Ry 7 A& 4 10Z

LET,
TOREICEST, T T4 I NIDA L E—T 2 A AD VXLAN ORITHIBEN £,

ATy T2

ATV T3 BEETA L H—T oA AL L IPVAT FLAZREL, [OK]%Z27 Y v 7 LET,

VXLAN 1 42 —J x4 X .



VXIAN 1 >4 —J x4 Z |

B ceccovniss—orqszomE

ATv74

ATy TH

ATv 6
ATy 17

ATvT8

[#8mk (Configuration) 1>[T /31 ADHRE (DeviceSetup) >[4 v 2 —T 4 RAERE (Interface
Settings) ] > [VXLAN] OJEIZER L ET,

EHLTRy h—2AB b= KA > DI T2 EFHZT S (Enable Network

Virtualization Endpoint encapsulation using) ] K= > #1722 =2 —T, [Geneve] Zi#R L F
D

[Geneverh— K (Geneve Port) JIZZAH L2 TL 72 &V, AWS IZIEA— b 6081 2348 C9,
Ka v 7 & U A RH5 [VTEP Tunnel Interface] Z 384K L £ 97,

Gx) VTEP A v % —7 = A A®D MTU 28 1806 /XA MRTGDHE . ASA 1T HENRIIZ MTU
% 1806 /31 ML LET,

[Applyl 27 U v 27 LET,

Geneve D VNI A 32— 4 ADEXTE

&

ATvT2

ATvT3

ATvT4

ATvT5

ATvT6

ATy T17

VNIA VX —T A AZBIMLTENE VIEP B ETEA ¥ — 7 = A AZBE#AT T, FEAA
VHE—T 2 f ANRT A=K ERTELET,

FIE

[#&R (Configuration) 1>[T/34f REXTE (DeviceSetup) >[4 42— =4 ARE (Interface
Settings) | >[4 22— 4 X (Interfaces) |DIEIZEIR L, [:BA0 (Add) ]>[VNIA >4 —
74X (VNI Interface) 1227 Vv 27 LET,

[VNIID] iZ 1 ~ 10000 O CTAI L E9,
ZDOIDIENTEA v H—T = A ABHIFTT,

[Interface Name] # A1 L £ 97,

name I K 48 LFDT F A FLFHTT, RIFL/ILFRRNENETAL, LHizEET
5121, ZoOa<wr RTHLWMEZEADLET,

[Security Level] 1Z 0 (Ffk) ~100 Gxm) # AN LET, EX2U 70 LA ESRLTL
720,

[VTEP f > RV AV H—T =4 A< 7 (Mapto VTEP Tunnel Interface) ]9 = > 7 &R v
J A AN LET,

TOFREIZEY, VNI A F—T = A AR VTEP EETEA V¥ — 7 =4 AZEHEM T LNE
@—O

[EnableInterface] = > 7 R v 7 A% AN LET, ZOREXT 744 F TS, R—T IR 5
TWET,

[ I NT —Ah7axEHT % (Enable Single-Arm Proxy) ] &4 2 LE 9,
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=tz a—ERS DALz Fzyoona [

ATwv T8 [IPT FL A (IPAddress) |FEIK T, IPvd 7 KL AZREL 9, IPv6 2 ET DT, [IPv6]
2Tx7 Vw7 LET,
ATwF9 [OK] %7 YVvr LET,
ATFYT0 774y I WBE— A HF—T 2 ATHAY TEDLHITTHITE, [RICA v Z—T=A
W SILTCWA22LLEDRA NED T 7 4 v 7 HF53ZT % (Enable traffic between two
or more hosts connected to the same interface) | &4 12 L E T,

ATy TN [Applyl 227V v/ LET,

T—bOzAO—KNSUHDANILAF v OFF

AWS 721X Azure 77— b = A B — KRXT YT, 7T ITAT VARSIV ATF = v 7 IZIE
LSBT HMLERH D FT, AWS F—hU=Af B — KNRXZ UL, ERERREINDETT
FAT LV RZDIR T T 4 v 7 HEELET,

SSH. Telnet. HTTP. F7=IZHTTPS D~V AF = v 7 IZHET 3 L H 12 ASA AR #3RET 5
WVERH Y F97,

SSH 4%

SSHDOHBE, F'— o= —RKXXT UMD SSHAEZHF A LET, Y— bz A a— KX
Z L, ASAAE ~OER O ZRIT L, 27 A VO ASARB OT v 7 MR EFEED
AL E L CHUE S E T,

Y

GE) SSHu A 0TIl 0BICHA LT TR LET, TOXA LT U MIKHST B2, 7F—
Y z2Af B —=RNRXZ B TEVEWVWANAT = VRBERETIVNENDY £9,

Telnet 15t

Telnet DG, Y= hr Uz A B — KT P 5D Telnet ZFFALET, Y'—hv=zAfa—FK
RT UHIE. ASA R ~DOPEG DML Z23R1T L. ASARAE o 7' A o7 a7 S IEREME
DL E L THRESNET,

A\

GE) HELEVWEXF2UT A LD A v F—T7 oA A Telnet T TX 722, ZOFHEITSE
FBTIEH Y £ A,

HTTP (S) Ay rRIL—TOFY
F—=R T2 A0 —RNNFTUHIZHTTP (S) v/ AV BERTHELIICASA ZHRETETET,
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B v s—5zqz08

R—FEBREZELIZRITAVI AR —DT A XNAT ZERA L HTTP (S) YAA LY
b

NVAF 2w 7 e AXT—H HTTPS) h— =2V XA L7 8325 K 52 ASA AR 2R ET
xF9, HTTP (S) ~VAF = v 7 DA, HTTP (S) H—/3%200— 399 D&IJHD AT — X
Aa—RTH = Uz 08— RRTUHRETLZHERH D £7, ASA AR CIIFIRFE E
PR OIHIBER H DT, ~NATF = 7 BT — =47 e —KT5HZ L TEE
7

R NEWABRELT-AZT A v I A B —T oA ANATZEHTH L, BA— T (F— k80
RE) ~OEERRERIDIP T RLAICY XA L7 b TEET, 72& 2IE. ASA AR A ERA o~
H—T 2 ADS RO~ T = A 0 — RNXT U 5O HTITP 237 v k%, HTTP ¥—
N—DFEHEEFD ASARIB SN A v X —T = A ANEO L HICEH L E T, RIZ ASA {48
TNTy Ny B 7 ENT5%T RURICERE LET, HTTP %—3—1X ASA {48 156
ABE =T oA RUNE L, ASAREIZT— bV = B — RRT UHIONEEIEELET,
T—=h Tz A= RXTUHNLHTTP Y —N~D N T 7 4 v 7 R T 57 78 A —)LR
METT,

VXLAN 1/ > 32— =4 ZAD )

KD VXLAN OREFIZ S| L T30,

FSURRTLY RVXLAN 75— k7 = 1 D

VI3
101010024
Trar1ss|:|.z::ﬂ|"l.¢~,srj?tl Sanii1a0 .
r—— ", insidevm100 ;
il b b e 101010124
vri2 valanB000
-------- et e 10.20.20.1/24
vk vxlani 0000 =T
"""""""" é;:m G0 .200
insidevm200
outside - 10.20.20.0/24
o GO
insidepe Ve
PCs
- [

——
ZOFIOWRDEHESRL T IEEV,

» GigabitEthernet 0/0 DANIBA o % —7 = A AlE, VIEPEIETLA v ¥ —7 = A A& LT
SN, LAY 3 Ry NI ICERINET,

» GigabitEthernet 0/1.100 @ insidevm100 VLAN # 7' > % —7 = A A{X, VM3 BNFEHET S
10.10.10.0/24 % v FU—Z I ENET, VM3 7S VML L EET 5848 (FRENEHE
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F522X7LY R VKAN S — ko1 0 [}

Ao MiFEDH, 10.10.10.024 DIP 7 KL 2% ED) | ASA iX VXLAN % 7 6000 Z {5 L
i‘g—o

« GigabitEthernet 0/1.200 ® insidevm200 VLAN 7' A > # —7 = A A1, VM2 N{FEFET D
10.20.20.0/24 % v b U — 27 \ZEfINE T, VM2 VM4 LT 556 FrSnEd
Ao MiHFEDH. 1020.20.024 DIP 7 KL 2A%&ED) | ASA (X VXLAN % 7 8000 2 L
i‘é—o

« GigabitEthernet 0/2 @ insidepc { > % — 7 = A A&, 5D PC AIFEET 5 10.30.30.0/24 %
U —ZIZEfSNET, ENHOPCH, FLRy hU—2 (F37T10.30.30.0/24 O 1P
7 RV AZED) IZETHYE—FVIEPDED VMs/PCs (FrENEHA) L@ETH
Y. ASA IX VXLAN # 7 10000 ZfiH L £,

ASA DEETE

firewall transparent
vxlan port 8427
|
interface gigabitethernet0/0
nve-only
nameif outside
ip address 192.168.1.30 255.255.255.0
no shutdown
|
nve 1
encapsulation vxlan
source-interface outside
|
interface vnil
segment-id 6000
nameif vxlan6000
security-level O
bridge-group 1
vtep-nve 1
mcast-group 235.0.0.100
|
interface vni2
segment-id 8000
nameif vx1an8000
security-level O
bridge-group 2
vtep-nve 1
mcast-group 236.0.0.100
|
interface vni3
segment-id 10000
nameif vx1lanl0000
security-level O
bridge-group 3
vtep-nve 1
mcast-group 236.0.0.100
|
interface gigabitethernet0/1.100
nameif insidevml00
security-level 100
bridge-group 1
|

interface gigabitethernet0/1.200
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nameif insidevm200
security-level 100
bridge-group 2

|

interface gigabitethernet0/2
nameif insidepc
security-level 100
bridge-group 3

|

interface bvi 1

ip address 10.10.10.1 255.255.255.0
|

interface bvi 2

ip address 10.20.20.1 255.255.255.0
|

interface bvi 3
ip address 10.30.30.1 255.255.255.0

=3
=]
LS

e VNI A ' Z 7 =—A vnil & vni2 DG, 7 EAALREIZNE VLAN Z 7 DN HIBR S E
7,

e VNI A > H#—7 = A Avyni2 & vni3 i, ¥/LFF ¥ A FTH 7 EIALENTZ ARP 26 LT
RIL<ATXr A RNIPT FLRAEEFLET, ZoHFGITHFTINET,

* ASAIX, EFEOBVIET Y v ¥ JN—TRIEIZFESVTVXLAN N7 7 4 v 7 % IEVXLAN
THR—FENTWES U H—T =2 ATV vV LET, IESNEZLA V2% b
U —27 0% 7 A b (10.10.10.0/24, 10.20.20.0/24. 10.30.30.0/24) DA, ASA 137
Vool LTHREELET,

« B D VNI £ 1213 O@EE DA v #—7 = A A (VLAN 7213 IS v 2 —7 =
AR) T VoY JN—FIZHETEET, VXLANEZ A KD /25 VLANID (4#
AU H—=T =2 RA) OEEEFIIIBHEAMTIL, BHEMACT RLAIZK > TRES L, £
HLH0DA U H—T A ARG SNV E T,

s VIEP EE A v F—T = A AL, A v F—T7 = A ZAFETnveonly IZE > TrRaEnd b
FGURART LU N T AT I — L E— ROLA Y3 Z—T A ATT, VIEPEE
TA L E—T A AL, BVIA L H—T = A ZAFETITEHA L X —T 2 A ATIEH Y £8
WIS, IPT RLARHY, V=T 47 T—TNEHEHLET,
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VXLAN JL—TF 1 > T Dl

192.168.1.10/24

VXLAN L—TF 1 > Dl .

182.168.1.20/24

VM2

Virtual Server 2

interface vni2, nameif vaxlans000

Virtual Server 1

interface vnil, nameif vaxlang000

10.20.20.1/240 | +10.10.10.1/24
5 GO
192.168.1.30/24 — outside

ZOBOWDFHBE B L T ZE0,
e VM1 (10.10.10.10) (ZfRAEY— 8— 1 {[ZH A b &L, VM2 (10.20.20.20) 1H{FAEY— N —

2WRA P ESNET,

VML DF 7 )V s = U= A1TASATHY, AV — =1 LELORy FiZhb v £
FAD, VML ZZNEZB#HLETAL, VMLIE, ZOT 74V K F— KUz ADIPT K
L A7310.10.101 THDHZ LT EFERLET, B, VM2 IZT 74V b F— o=
ADIPT FLA23102020.1 THDHZ EETEEBELET,

RAB— R— 1 B L2 D VIEP YR — BRI ANA X=X, BCY 7Ty hERITL

AY¥Y3Fy hU—7 (FRR L, ZOEE, ASA LAY —_R—DT7 v 7V 7185
Iy hT—27 T RUVARSH D) RHETASA Ll TE T,

VML D87 > M, EDONA 7R—=XA FDVTEPIZ L > TH 7S, VXLAN kv

XV T EBBEHLTEDT 740 N 5= U = A ITEEINET,

VML Yy b2 VMIZIRET 2 8. Ty MIZOBRNST 74V 5= U =A

10.10.101 2/ LCEEENE 4, (REV—3—11310.10.10.1 52 — W /722 & &38R
L TWBDOT, VIEP IZ VXLANRRH T/ v & 7k L. ASA ® VTEP ([Z4(E

Lij—o

ASA T, X7y MIO 7B LR ENE T, VXLAN 27 X ~ID %, I 7B LfE
FREFICEAEA SN ET, KRIZ,

ASA IX, VXLAN EZ A M IDZFESWT, VNI A & —

T xA A (vnil) [ZHIET IR 7 L— L2 FHRALE T, TO®RIC, ASAITL— KLy
IT T EEITL, BIO VNI A 2 —T =4 A (vni2) A THE A7 v hE2EELE
T vni2 ZREHT 5T XTOH TN v M, VXLAN &2 A > k8000 TH 7/ LE
AU, VTEP #&H CTHMICEHE SN E T,

o BRI, BT ML ENTZ Ny OMEAES— R—2 D VTEP IZ L » TREESN., h 7
IR S, VM2 IZHEE S E 1,
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ASA DEETE

interface gigabitethernet0/0
nameif outside
ip address 192.168.1.30 255.255.255.0
no shutdown
|
nve 1
encapsulation vxlan
source-interface outside
default-mcast-group 235.0.0.100
|
interface vnil
segment-id 6000
nameif vxlan6000
security-level 0
vtep-nve 1
ip address 10.20.20.1 255.255.255.0
|
interface vni2
segment-id 8000
nameif vx1an8000
security-level 0
vtep-nve 1
ip address 10.10.10.1 255.255.255.0

VXLAN 1/ >3 —2J = 4 ADERE

RIVXIANA 3 —D 24 ADEE

HaE

iy

AR
I)__

VXLAN VTEP IPv6 O H R — k 920(1) [ VXLANVTEP A > % —7 = A ZIZIPv6 7 RLAXRIFGETX AL HI22 F
L7-, IPv6 TiL. ASA{EAR 7 7 A XU > 7 £ 721X Geneve 1 7 & /L4L
NHR—FINTWERA,

LV U
« [#8mX (Configuration) 1>[T/31 ADXRTE (DeviceSetup) >[4 % —
74 RADHKE (Interface Settings) ]>[VXLAN]

« [#5L (Configuration) ]1>[T/ 1 AMDEFE (DeviceSetup) >[4 >4 —
T4 ADHKTE (Interface Settings) >[4 V2 —T 4 R
(Interfaces) ]1>[&M0 (Add) ]>[VNIA 22— x4 X (VNI
Interface) ]

. VXLAN 1 52 —J (4 X
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v £ v 45—z 4 20RE [

)
IJ_
R

HEEEHR

Azure 77— F U = B — KT
H—@ ASA Virtual D7 7’11 ¥
v VXLAN

9.19(1)

Azure 7 — b7 = A B— RXTZ 4 (GWLB) THEHT 572912, Azure
ASA Virtual D X7 7 & F— K VXLAN A VX —7 = A& T& F
4, ASA Virtual [T, X7 72 % > ® VXLAN 27 A F&2FH LT, H—
DNICIZANBA v H—T 2 A ALNHTA LV F—T =2 A AEERLET,

/AT Shi-2~ 2 K external-port, external-segment-id. internal-port,
internal-segment-id. proxy paired

ASDM #R— MIH Y £ A,

AWS Z— R xAf B — KNZ7
P D AWS TOD ASA {8 D
Geneve 74— b

9.17(1)

AWS 7= U= A B — RRZFUHDU TN T — LT nx i R— b
H720IZ, ASAV30, ASAVS0, 355 TNASAVI00 O Geneve 7 7 & /WAL AR —
RVBIIESIE LT,

B LVVAEE ST

[Configuration] > [Device Setup] >[I nterface Settings] > [I nterfaces] > [Add] >
[VNI Interface]

[Configuration] > [Device Setup] > [Interface Settings] > [VXLAN]

VXLAN O YR — b

9.4(1)

VXLAN O%FR— hnBEMEnE L7z (VXLAN For /b =2 RaiRA > b

(VTEP) OHR—F&25Te) . ASAE7-13ExalT s avFXx2 b2
LI DD VTEP EETXA v 2 —T = AR EFETXET,
WOHEEDNEAINE LT,

[Configuration] > [Device Setup] > [Interface Settings] > [I nterfaces] > [Add] >
[VNI Interface]

[Configuration] > [Device Setup] > [I nterface Settings] > [VXLAN]
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



