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Hl4E ) — FORD Day0 R EICIL, 77— AT v FREL, TS T—4 / — R
INDA U E—T A ARENBTENTVET, KFOTFAMI, 7—4% /— FO Day0 i
ECERTHMERD HMHERLTOET,

Y

GE) ZOREICE, 7 TAZFLOBREDHNEENET, Day0 iXEICIL, T4 B A, SSHT
JHEA, ASDM 7 7 A7 EOMDBETE S E O HMLENRH Y 7, Dayl % EDFEMIZ DN T
X, A¥— R T w7 HA RESBLTIIEIN,

I'BOOTSTRAP

! Cluster interface mode

cluster interface mode individual
|

! VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54
|
! Alternate object group representation

! object-network xyz

! range 10.6.6.51 10.6.6.54

! object-group network cluster-peers

! network-object object xyz

|

! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7

description CCL VTEP src ifc

nve-only cluster

nameif ccl

security-level O

ip address 10.6.6.51 255.255.255.0

no shutdown

|

! VXLAN Network Identifier (VNI) interface

interface wvnil

segment-id 1

vtep-nve 1

|

! Set the CCL MTU
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mtu ccl 1654

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan
source-interface ccl

peer-group cluster-peers

|

! Management Interface Using DHCP
interface management 0/0

nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt_ pool
! no shutdown

|

|

Cluster Config
cluster group clusterl
local-unit A
cluster-interface vnil ip 10.2.2.1 255.255.255.0
priority 1
enable noconfirm
|
! INTERFACES
|
ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
|

interface GigabitEthernet0/1
nameif inside
security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0

nameif outside

security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

' JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

F—% /— K Day0 3% E

F—H ) — FOWD Dayd #EIZIE, 7T—FA T v TREOHENEGEENTOET, KFDOT
F A ME, HlfH /) — RO Day0 s ENOEET DZMERH LA R L TWET,

\)

GE)  ZORECE, 7 TAXPLOFREDOHNEZENET, Day0 sk ElZlL, 74 A, SSHT
JEA, ASDM 7 7 B A EOMOFRE S E D HMLENH Y £9°, Day0 s EDFEMIZDOWNT
X, A= T o7 A RESRLTITEIN,

'BOOTSTRAP
! Cluster interface mode
cluster interface mode individual
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|
! VXLAN peer group
object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54
|
! Alternate object group representation
! object-network xyz
! range 10.6.6.51 10.6.6.54
! object-group network cluster-peers
! network-object object xyz
|
! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7
description CCL VTEP src ifc
nve-only cluster
nameif ccl
security-level O
ip address 10.6.6.52 255.255.255.0
no shutdown
|
! VXLAN Network Identifier (VNI) interface
interface wvnil
segment-id 1
vtep-nve 1
|
! Set the CCL MTU
mtu ccl 1654
|
! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1
encapsulation vxlan
source-interface ccl
peer-group cluster-peers
|
! Management Interface Using DHCP
interface management 0/0
nameif management
ip address dhcp setroute
no shutdown
|
! Alternate Management Using Static IP
! ip local pool mgmt pool 10.1.1.1 10.10.10.4
! interface management 0/0
! nameif management
! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt pool
! no shutdown
|
! Cluster Config
cluster group clusterl
local-unit B
cluster-interface vnil ip 10.2.2.2 255.255.255.0
priority 2
enable noconfirm
!
| INTERFACES
!
ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
!

interface GigabitEthernet0/1
nameif inside
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security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0

nameif outside

security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

'JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

RERDASAREI S A2 VT DERE

ASARAR DIERRIC Y AKXV U T HBET DL, ROX AT #FITLET,

aAVT74FXaL—Sa3 DNy o7y T (R

F—B A=y NCITAZN T A =T N T D E, BIEODI L 7 4 X2 b —3 3 VIiEF
ML7eT 7747 2=y hOREICEZSMZIONET, 77 AX2REMET 256, R
BEREEHA LA —T oA A2 a7 4 X2l —a Oy 77y 7 a7 4 Xal—gy
BELS TR ERNDGENH Y £7,

IR B
o=y bONRYIT v T EBFETLET,

FIE

ATvT1 [Y—IL (Tools) |>[/\v ¥ 7 T&E (Backup Configurations) | Z#R L F7,
RT9T2 R THLFETa V74 Xab—va a2y 7y 7 LET, sl FIEICONTIE, =2
T4 X2 L —a LV EIEEOMD T 7 ANDNRy 7T v FEETESRBL TSN,

A3 —T 4 ADEKRTE

DI FTAZAE—=Tx2AAXET—FRE, /) —ROA L F—T A AZFRELET, £
H—T oA AERIL, 7 TAXIIBMT B &7 —% /— NiZE-InNET, 772 ZH#H
Vo7 ofERRIZ, 77— AT o7 ar 74X a2 —yva CFIETHPASNA TS Z LIZHEE
LTLEE,

DHIE/ —FTOSFRAZAVEZ—DTIARE—FZRET S

I TGARN T EENCT LN, HaADA v F—T 2 A%FEHATHEIICT 7 AT U4 —
NWEBBTHIVENHVET, VITAX) T THERATE A 0 X —7 = A AOFEFEN
RS D72, ZDOF et A TIE, BHFEOREIZHBIED IR NA L F—T 2 A ARDHDHNE
IMEMERL, PR—=FENTWRNAS U H—T 2 AZRETERNEICLET,
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DHE ) — KTH528 A v8—T 14X E—Fx&ETS |

\)

6=

ATy T

Tz A AF— Fae ZOHDOHIIE > TFHITHRET DLENHY £, Hil#l/ — Fnrbd

# 7 — RziBid 25813, ASDMABT —4 ) — RDA » F—7 = A 2% — F& HBIZ

Liﬁ‘o

HilfE ) — o7 —4 7 — FZiBLgnigaid, fill ) — F7Z2Th<a/ —FoA 2 —

5‘—‘\__

BN

AxX A&

FIE

p S N . S
fHf# / — Ko ASDM T, [Tools] >[Command Linelnterface] DJEIZEIR L E§, HHED 20
N > N — - N S s N >
AT 4 Falb—rarEFRRL, BHEHRICA =T 2 AT FICLTHRTa Y 74X
L—2a v BBETELLIICLET, Z0a~vy RTIETE— NZIZEINFEREA,
cluster interface-modeindividual check-details
1: A9V R A4V AVE—TART I Ty b
[] [ ] Command Line Interface
Type a command to be sent directly to the device. Fer command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.
Command
© Single Line Multiple Line Enable context sensitive help (7)
cluster interface-mode individual check-details <
Response:
Result of the command: “cluster interface-mode individual check-details"
ERROR: Please modify the following configuration elements that are incompatible with ‘'individual' interface-mode.
- A cluster IP address pool must be specified on interface Gil/1l(outside). Or remove IP address configuration.
- A cluster IP address pool must be specified on interface Gil/2(inside). Or remove IP address configuration.
- IPVE6 autoconfig is configured on interface Gil/2(inside).
- DHCP Client cannot be enabled on interface, Gil/3(dmzl)
- DHCP Client cannot be enabled on interface, Gil/4(dmz2)
Clear Response
Help Close -
= N N = A ==d - 24 Ay N - s s 2
EE A H =T 2 A A= FERE LRI, FICA o F—T = ATHHTELH LD

W2 ET, L, 77 AZ ) THEMBCEHAET DL ICEEA VX —T oA R
ERETDHRNCASAZ I —RT5L (ZExiE, 7 7AXIP = L&BINT5
72O, FZIEDHCP B IP 7 RVAZRSGTH7280) . 77 A% & ABMED 20
A B =T oA AT 4 FX¥al—arRNHIRENL-0H, BT RY
£9., TOBEAIE., TRETHNIEI Y —LR— MR L T v ¥ —T = A 2
V74X 2= a v EEETAMNERDD £7,

ATFYT2 VT3 RAZYV U ITRHICA A —T 24 A ET— REHRELET,
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cluster interface-mode individual force

1 -
B2: 48— T4 R E—KDHETE

[B Command Line Interface =
|
| Type a command to be sent directly to the device. For command help, type a command followed by a question mark For commands that would prompt for confirmation, add an appropriate noconfirm option as parameter to the command and
send it to the device. To make the changes permanent, usz the File > Save Running Configurztion to Flash menu option to save the configuration to flash.
Command
1
(O single Line (@) Mutiple Line Enable context sensiive help (2)

cluster interface-mode individus

| Responsa:
Result of the command: "cluster interface-mods individual forcen

WERNING: Cluster interface-mode is changed to 'individual' without validating compatibility of the running configuration. Please make sure to resclve all remaining cenfigurat

T

FI7 NV IEREEH Y A, WRIICE— FE2BIRTLILERSHY £9, E— FE2RELT
WRWEARIE, 7T AX VU T A X—TNIZTEER A,

force A7 a L EBET AL, AfMEDORWa L T 4 X a2 L—2 g COREIITHOTICE—
FRERTINET, a7 4F2b—2a OfEND L5, T— FNEEE LICRICFH)
TIRRT HMERHVET, (v FZ—T oA XA AT 4 Fal— g VOEBEERTX HDIE
F— FOFREBRICEOENDDT, forced 7V a v AT 2B LET, ZDLHIC
FTHE, FIETH, BBFEOaL 7 4 X2l —a rORENOBBCEXET, IBIChHA Xy
ANMBIRGANL, T— R& % E L7 C check-details 47> a2 2 HFEITLE T,

force4 7 a v ZEELRWE, EHMEDORWa Ly 74X a2 b —aBb A, o
T4FXal—rvariEz7) 7L TVe—RTaLo kbbbt T, 2y —R—hk (7
BRRGE) ICER L CEET 7 ERAEZHRET LIMLENRHVET, a7 Fal—ra il
HHMEORIEN 2 WEAIE (Enkr—R) | BE— RRLEEIh, a7 4F2b— a3
MFFESNET, av 74 Xa2b—var a7 VT LELSRWEAIE, n2Z AL Tavr K
BTLET,

A B =T A A FT— REfERT 5121, nocluster interfacemode =~ > R&Z AN LET,
ATV T3 ASDMEHKTL, Va—FRLEd, /I9RAF A F—T 2 A FT—RIZELLAETD LD

\Z ASDM Z HiEBI T2 LR H Y £9, U — KOtk, &—2L ~X—TIZ [ASA Cluster] % 773
FKRENET,

3:ASDM DEFHHANKHE
Device Information
General ASA Cluster virtual Resources License

Cluster Interface Mode: Individual Interface
Cluster is not enabled.

B ASAYSREADISREERRTS



| ASAYS250YS5245RET S

s —rcosszasmy vongE |

HlE/ — FTOI SR EHIE) U DERE

JTARZEMT HENC, 7 TAZEEY I A4 H—T 2 A ADVXLANA V' H—T =4 A
EFTLET, VXLANBEOZ 7 A2 HIfH Y > 7 OFMICONTIE, 7 5 A XY > 7
(5§ ~=2) ZZWLTITZS,

1R8O HHEIIZ

SRR 7 THERT A AR T L —ATREAINC LT, 7T AZEEY 7D

MTU ZHESEICRETE DRI LET, VXY AT L —LE/HTHE, ASAR Y r—
FanEd, [BRE (Configuration) |> [T/ XDty b7 v T (DeviceSetup) > [1 >

A—T x4 RFEFE (Interface Settings) | > [4 2 —7 x4 X (Interfaces) | M ffEad L £
7T

)

GE) &K —FRTHEIICS Yy R L—APREEDNCTALERH Y F7,

ATy T

ATy T2

FIE

Xy NT—0 ATV b F—FHNO VXLAN b kb RKiRA > b (VIEP) 7 IP
7 R RAZEAIL £,

Xy NU—=0 FT V= b IA—TOFEMIC OV T, [Configuration > Firewall > Objects>
Network Objects/Groups)] ~—¥, BLOPASA 77 A T U+— /) a7 4Falb—va i
4 K@ TObjects for Access Control] DFEAZ S L TS0,

VTEP B DOHEREL 725 1P * v b U —27 X, VXLAN F* v U —275&B+ (VNI) A X —7 =
A ADMERT 52 T ALEIY v 7 Fy NI — 2 BN L TWET, 4 VIEP V— A A >
H—T A AL, ALY TRy hEOIPT RLARHY ET, ZOH 73y b, thod
NXTOT T4y I 0BIIREEL, 27 ZAZ2HIY) 74 =T =4 AT REENRD LD
IZLTLESN,

VTEP &G 7eA v X —7 = A AZFHELET,

VTEPAETiA v ¥ —7 = A AlX, VNIA ¥ —7 = A ZZBAEM T B D FEDERED ASA

A B =T A ATT, | DOVIEP VY —AA L Z—T = A R% 7 T AZHY 7 & L

THEIET DL OICRETEET, YA H—T A RL, 7T AXHIFY > 7 O HEA

TS TWET,

a) [#m (Configuration) |>[7 /34 AMEKE (DeviceSetup) ]>[4 V8 —T 4 ARE
(Interface Settings) 1 >[4 % —2 x4 X (Interfaces) ] DIEIZEIR L, VTEP {51
VHE =T 2 RAERT DA H—T o AERELET,

b) A1V —TIARBERELET,

c) [VTEP Source Interface (cluster)] &= v 7 Rv 7 A4 1 LET,

d) [Enable Interface] 412 L £ 7,

e) ERIPVA T RLAZRELET,

ASAUSREDY S AL EREYT S
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B 56 —rcosszesmyrrogE

ATvT3

RATv74

IP7 RLAF, Ry NI—7 ATV N T NA—TDOET D1 DL LTEDIVLEND
D\i‘g_(]

f) [Advanced] # 7% 27 Vw7 L, MTUZT —4# A% —7 A ADHFAKMTU LV $4072<
EH 154 31 FELSEHELET,
TIAZGINY 7 DNTT 4w TIZET —H Ny MBEREGEND D, 7T A X
Y 23T =2y hERIKOYV A RZMATITAF T T 4 v 7 DOF—/—~ R
(100 XA ) BELOVXLAN OA—r3—~ K (54 54 1) IZHXIGETLD2HERH Y T
. MTU % 1554 ~ 9198 /N1 FOTRELET, 7 74/L h®D MTU 1% 1554 /3A R T
To T—HALH—T A ARI500ICHESILTCNDEEIT, 7 7 AXFI#EY 27 OMTU
1654 ICRETHZEZBEOLET, ZOMEICITY v — RBKERY v VR T L—2L
DTNV TT,
2TV AR T =L EEH L TWDIGE, K MTU X 9198 N1 N TH LT,
F— LA H =T 2 A ADIKMTU L 9044 (2720 . 7 T AXHIE Y > 71X 9198 IZRRE
TEET,

g [OK1ZZVUvZ LET,

VTEP ¥ —AA U H =T = A A%Xy b =7 kT RARA > & (NVE) (2B £

R

a) [#RL (Configuration) ]>[T /31 ADEKE (DeviceSetup) | >[4 32 —T =4 REFE

(Interface Settings) ] >[VXLAN] DJIEIZEIR L E 9,

b) (ER) 774/ k4789 HAEET 5354 1X, [VXLAN Destination Port] DfE% AJj L &
ﬁ—O

c) [Enable Network Virtualization Endpoint encapsulation using VXLAN] F = > 77 7R v 7 A& 4
IZLET,

d) Fwuvy 7% U AR5 [VTEP Tunnel Interface] 38R L £9-,

e) [Configure PacketRecipient] 7= > 7 7N v 7 A% F 2 L, [PeerGroup]| A 7> a ViR Z v %&
7 U7 LT AER LI T 70— 23R L E 7,

f) [Applyl %7 Vw27 LET,

VNI A v B —7 = A ZA&AERR L £ T,

VNI A X —T =2 A AL VLAN A X —7 = A R TWET, VNI A X —T7 = A AL,
BRETEFRALTEHEODYIRA L E—T oA ATDFRY NT—27 8T 7 4 v 7 OSEIZHER
THRBA o H—T =2 ATT, BRECTEDL VNI A X —T A AL 1 DEFTY,

a) [#M (Configuration) ]>[7/34 XRE&E (DeviceSetup) | >[4 VB2 —T =4 REE
(Interface Settings) >[4 2 —7 =4 X (Interfaces) |DJEIZERIN L, [:BH0 (Add) 1>
[VNI4 2 —2 4R (VNI Interface) 127 VU v 27 LET,

b) [VNIID] (% 1 ~ 10000 DR CTAS L ET,

ZDIDIINEA v X —T = A AR TT,
¢) [VNI Segment ID] 1% 1 ~ 16777215 DI TAH L E T,
¥ 7 AL FIDIXVXLAN Z X 2R SN E T,

d) [NVE Mapped to VTEP Interface] = v 7 Ry 7 A& A2 LET,
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Bansra—7z1208% |

TOBREIZEY ., UNIA L Z—T x4 AN VTEP HETA v F— 7 = A ZZEEMMT S
\iﬁqo

e) [OK]. o\ T [Applyl 27 U v 7 LET,

BrOAE—T A4 ADETE

U TAZN T ERENCT AR, BEIP T RLARRESN TWDHAS VA —T =2 A%
T AL %I ’ﬁﬁféz%ﬁ>%bifr BEHICHWIP 7 RLAZERT 255X, Dl &
H. ASDM DA EIN TWAERA LV ¥ —T 2 A ZAZEETAHVNERNSH AR H D £
T, DA X —T 2 A RZONWTIR, 7T AZ ) T EEMET DRIETZIFZF OBICHET
XFET, BERAL T A XL =T arBNH LW TRAZ )= RERMITA LT, TTO
AVHE—T 2 A AEFEAICRET D EEHERLE T,

Tl DA BT 2 A AN TAZ Y T HME IR DX IA U H—T = f A%
ETDHIEZONWTHILET, HBlA 2 —T oA ATEHEDONLV—T v KA X —T = A A
ThHY, TRENVLHEHDOIPT FLAZIPT RLA =AM BELET, A7 T RAH
IP7 RLRZ, TDVFTAZDIZODBEET RLATH Y, HICHAEDOHIE /) — FIZE L £
T, TRTCOT =X A X —T = A AI@EBA > 7 — 714xfkéz%#%91¢o

WAL B —T oA AT, IPT FL AT — L &FETHH, DHCPZH T £4, FH A
VHE—=T 2 A ADIHNPDHCP DT KL ADEEGE YR — K LTWET, DHCP #EHT 5
AR, ZOFREEZMFEH LT ZEn, b, 8% EBVICRELET b—T v R
= RO A v H—T oA A NRT A= DRELEBR)

1R B
(A7vay) Y742 —T oA AR ELET,
EHA U H—T oA AL, BT RUAERERT 50, DHCPA2fEH CTx £9, ¥#MHIP

7bvx%ﬁ%bfk0\MDM%ﬁ%LT£@4/ﬁ T AT E— MNMTHEE LT
WAHEAIE, [ RkOT—% 7 — FOBED IP 7 KL AT —KH) 72 b O TY,

e H AL, I — R TERBENTZ I TAZIP F—AMSIP T FLANEID Y
T%ﬂi?o

« VT AHIP =X, RO FVIPT RLAZET, Xy NU—7 TTT
WEHTOT7T RLAZEDDHZ LT TEEEA,

Wz & m LET,
1. I — K 10.1.1.1 2% EL £,
2. fthod/ — Fizix, 10.1.1.2, 10.1.1.3, 10.1.1.4 Z{FEH L E£9,

3. Hili#l ) — DI FAXDIP S —NVERETDHHAE, FHFPTHDIH-HI2, 3. 4
DT RLVRE S —NVIZEOHZ LIITEEEA,

4. fRbVIZ, 5. 6, .7, 8DLHIR, Xy MIT—T7DMOIP T RV RAEEHT S
VBN H Y £,
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B ecoro5—ozq208%

\}

ATy
ATvT2

ATvT3

ATy T4

GE) 7=zt il — REEL I T AZDA NGO T RLA
NPUNETT, D 1T RLRFAALS VI TAXIPT RLATH
D, BEOHIE ) — KoL T,

5. 7T AZIBMT DL EN—RFNRT FLATHEES L, MoGir TEMTE %
TO

FIE

[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] ~<1 % 3&K L £ 9,

AVE—T 24 A{TEHEIRL T, [Bdit) 22 Vv 7 LET, [StaticIP] Z=R L E 3, DHCP &

PPPoE [TV AR — h & E A,

IPv4d 7 5 AP F—)L, MACT RL A 7—)L, BLOYA RO MACT KL 2B 5

IZ1%. [Advanced] # 7% 27 U w27 L, [ASACluster] =V 7 NT A —H ZRELET,

a) [IP AddressPool] 7 4 —/V ROFEIZH D L] ARF L Z 7 Vw7 LTI FAXIP 7S—NLEE
L £, #RENDEREPAIL, [General]l # 7 TRETHAA L IP T KL AZX Yk
ELET,

b) [Add]ZZ7 Vv LET,

Q) AAYIVTAADIPT FLAZGERVWT RLARHEZRELET, v hU—ZANT
BEEH SN TWDT RLALEAET A, #iIE, 722X T RLrE W) L oHIT,
7T AZDYA RZEDLETHRIIRELSTLILERH Y 7,

8no Add IPvé Pool
Name: inside_pool
Starting IP Address: | 192.168.1.2 D
Ending IP Address: | 192.168.1.9 [_]

Subnet Mask: 255.255.255.04 :'

Help Cancel oK |

JMe4

d) [OK]%Z7VUvyZ7 LT, LW —LE2ERLET,
e) TERL7=8 LT — L& @R LT, [Assign]ZZ U v 27 L, WIC[OK]&Z27 Y v 7 LET,

7 — V473 [IP Address Pool] 7 4 —/V RIZERENE T,

) (EE) 7T ar) MACT RLREFEITHRET 2%A X, [MAC Address Pool] %
RELET,

IPv6 7 RV AZRET DI, [IPV6) ¥ 7% 7 U w7 LET,

a) [Enable IPv6] T = v 7Ry 7 A&F NI LET,

B ASAYSREADISREERRTS



| ASAYS250YS5245RET S

b)

2
h)

)

BEIRAMY < ¥— RE@EALEY S 2ankrErEsm ]

[Interface IPv6 Addresses] =V 7 C, [Add] =7 V v 7 L7,
[Enable address autoconfiguration] 47" a U dH AR — hENFHA,
[Add IPv6 Address for Interface] % A 7 1 7R v 7 ANFRIILET,

[Address/Prefix Length] 7 4 —/V KiZ, 72—/ L IPv6 7 RL AL IPV6 VT 4 v 7 AD
EI2ANDLET, =& 201E. 12001:0DB8::BA98:0:3210/48] DL HICATILET,
[LIARZ%ZT7 V7 LT, VITRAZIP =NV ERELET,

[Add] 27 Vw7 LET,

ano Add IPvE Pool
Mame: inside_ipw6_pool
Starting IP Address: 2001:DEB8::1002 -

Prefix Length: 32

Mumber of Addresses: BI

Help Cancel 0K

F— VORGP 7 KL A (X NT—2 FLT7 4wV R) . L7 49T AE, 7 RL
A EHRELET,

[OK]ZZ7 Vw27 LT, HrLWS— v EElk L ET,

VERE U728 LW — L 258 L C., [Assign] 227 V) v 27 L, WRIC[OK]Z2Z VU v 27 LET,
[ASA Cluster IP Pool] 7 4 —/V RIZ /' — A REREINET,

[OK1 %27 U v 7 LET,

ATw 75 [OK] %7 U v 7 LT, [Interfaces] <A VIR Y £9°,
ATy 76 [EH (Apply) 127V v 7 LET,

S AEY Y- FEFERALEZY SR XDEREIES

7T ABNDE ) — RN ZAZZEMT DL, 7= A N7 v TRENLETT,  (HI#E
J—KlZ72%) 1 H® /— K LT High Availability and Scalability 7 4 #— R&Z3F4TLCTr 7 &
HEER L, T—% ) — REBIMLET,

4 HREIIC

sV TALGIEY A H—T A AEHT D VXLAN VIEP YV —AA X —T = A A
I, B SN AL v TFTT v 7REICR> T AYERS D £97,

BT O T A — RN 5L, —FINC, BREALR/ Ny bAERE N e v 75
BETLIERHY T, ZHITEENOEETT,

ASAY 524500524 %BHT5 I}
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FIE

RF v F1 [Wizards > [High Availability and Scalability Wizard] OIEICER L4, kOFIETZOW ¢
P—ROHA RTA U EHERL T IEEN,
AT w72 [ASA Cluster Configuration] Hi[fii C, 7 — hA KT v 7 OFREEMHK L T,

o [A N —DESENERL (Member Priority) | : fillf#l » — N&EHIC, 20/ — FOEIENENL
Z 1~ 100 OFPHNTERE L ET, 1 D3 Fem OEFENANL T,

[Sitelndex] : ¥+ RH 27 FZ A&V T EMERTLGEIEZ. 2O/ — KOV A D 23 E
LT, A4 MEHFADOMACT FL A (1 ~8) MMEHIND LIICLET,

« (A7 ar) [HAEF— (SharedKey) |: 7 7 AZHIEY > 7 O - T 7 4 v 7 DK
B =% E LET, WHEMEIL, 1 ~ 63 LT ASCI 74T, HLHEWMEIL, e
X —ZARTHEDICHHINE T, ZORTA—ZL, T—HRANTT 4 v (HEki
WEEOFHIRLF Xy R E) I BLERA, T—FNANT T 4 v 71, &
W27 U T7TFARELTHEENET, NRATY— RO LY —E 224 X —T N5
LA, ZORTA—FEHRETILENRD Y £7,

« (# 7Y = ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :

B OB EAIMELET, ZONRTFA—=FEIT 74V N TET 4 B—7 M5 T
£, AROHEIL. 77 A2 0 ASATEMIICAMMEREZ LB L, AR D> T
DT NA ANBAFMDDIRNT S, 2T LR 47— FLET, AME#RE AH
TOMMREZ, 1 ~360 POHANTIHRELET, ZONRTA—ZX, 7—FA T v 7R
EO—ETIERL, Hilfl ) — kb7 —2 7 — RicERlsnE T,

6= A M AT AT LTI OF OBz BE LT IZawn, Res Y
ATDITTAZ AN EB I TE £ A,

s (AT al) [VITAINDZDOT A ADNVAE=HX Y > T 223 % (Enable

health monitoring of this device within the cluster) ]: 7 7 A% /— K~V A F = v 7 HRE%
B LET, /— RO~NVAZHRT D20, ASAD Y T AKX ) — Ridr 7 A2
VI THO ) — RiiN— b= A v E—UERELET, /— FREEEERANICE T

=R A= hE— R A=V EZELRWEE, TOET /) — NIREREE T
T MREEE AR I ET,

G¥) SO MR PEFRE(THI EE (L2 T—FA L Z—T oA ZADBN
FITHIR. ASA £ AL v F LA B —T = A4 ZADOFLE 71T ES)
b)) X, ~NVAF v 72l BIL LA v —T 2 ADFE=F
YT HENCTHMERD Y £, PR YVOEENET LT, REDLEN
TRCHO/ — RIZRFENZS, ~"NAF = v 7 ZHERNCTEET,

« [Time to Wait Before Device Considered Failed] : Z Dffiix, /— KOF—F 774 7 A

T—HA Ay —VOMRERELET, ®HIX03 ~45KTT, T 740 MNE3
»cd,
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| ASAYS250YS5245RET S

ATvT3

ATv74

BEIRAMY < ¥— RE@EALEY S 2ankrErEsm ]

s (AFvay) [ary— 1V hEEET S (Replicate console output) ]: 7 —& J — K
SHlE ) — R~y — R A LET, ZOMEEIZT 7 40 b CEICHRE S
WTWET, ASAIL, FFEDEKRA RV MR ELZE X, Ay E—VhEEa Y —
MIHNT 2RS0T, ar Yy —VEREEMHTHE, T—% /7 — Kbl
J—RiZaryy—nNRAyvt—UNEEENDLIDOT, TE=XTIHMLERHLDITT T AXZD
Y= )LR— M1OFETFTT, ZONRNT A= L, T—FA LT v TEEO—HETILA
<, il — b7 —42 7 —RicERsnET,

* [Cluster Control Link] : 7 7 A XY 7 4 2 —T =4 AZHEELET,

«[MTU] : VTEP Y —AA L B —T = A A KRIG¥E=y FEfRELE T, 77— 4
VHE—=T 2 A ADFRKMTU L0 D72 L b 154 31 hEVEEZIEELES, 77X
HHFENY > D NT T 4w ZIET —F Ny MEEREGEND 2D, 7T AXIE
Vo 7035 =2y "EEOY A RZMZATI TAZNT T 47 DF—r3—~
K (100 31 1) BEOVXLAN DA — 3=~ R (54 54 1) IZH3ST 2080
HY FET, MTU % 1554 ~9198 31 MO TRELE T, 7 7 4/L O MTU X 1554
NARTT, T=HA L H =T A AN 1500 IZRESNLTWDHEAIL. 7T AXH|
Y7 OMTUZ 1654 ICRET HZ L aBEOLET, ZOMEIZITT Yy A7 L—
LADTFRIMMKETT, 220 R 7L—0%2FH L TWEHEE. HAMTUIL
9198 XA N TH DD, T—H AL H—T x4 ADHKKMTU L9044 (2720, 7T
AZEY > 71T 9 ICEHETEET, ZDONRTA—=H|T, T— AT v TRE
DO—iB T, Hlfl, — Ko7y —% /) — NI ET, F: Vv AR
L— 2D TRIEZFDNCL TORWGEEE, Vo PF—FREKTL, VYo A7L—20%
BAHZLTHD, ZOFIEZFRATLILERH D 7,

[~AE=Z Y U THROA > H—T = A A (Interfaces for Health Monitoring) | Mg T, —#
DALVE—=T 2 A ALFEEDE=F Y L THENGRATEET, 2L, FHA ¥ —
TxAf AR E WEUNDA VB =T 2 f ADNVAT=L Y T T 48 —T T HI L
DTEET,

GE) {ENDO MR YEEEITIEE (R 2E, T—HF A F—T A ZADBMEE
VIHIBR, ASAF 72T AL v F LA v H—T =4 ADFIMLF 21T ERL) X, ~
NAF =7 BHHZ L, ML LA vV F—T 2 ADFE=H Y T H T
HMERHY ET, MABTYOEENET LT, FEOEENRTTO / — RIZIH
Mo, ~NAF =y 7 EFHERHICTEET,

[ X —7 A ZAHENFHAHE (Interface Auto Rejoin settings) ][ T, > F—7 = A A
FNT7 T AZGIEHY 7 TRERBELIZGEOHBFEAOREL DAL ~YA ALET, ¥
A7, ROAT v a v ERETEET,
* [Maximum Rejoin Attempts] : 27 7 A Z ~DHfEG OFATEIE 2 EFK T H72DIZ, [Unlimited]
F71F 0~ 65535 OFIPATHEEZRELET, 0IFABHMEET 4 E—7 M LES, 7
T4V MER, 7T AS A B —T 2 A ADOEAE [Unlimited], 7 —4% A >4 —7 = A
ADLEIL 3 TT,
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* [Rejoin Interval] : FR5ARITRIMBORR 2 €K T 572012, 2 ~ 60 OFPH CHIREZHTE L

FT., T 4N MEIZEDTT, 7 FRAZ~OFESME /) — RRRITT 5 R AA R
1. BB OREERRAERS 14400 4 (10 H) ICHIBS N E T,

* [Interval Variation] : 1 ~ 3 O#i THREL T, MRZEMEELNEINEERLET

(1:ZH72 L, 2: HATOMRO 2%, 3: BRIOMBEO 3 %) . =& 21X, MEZ 55
WCRRE L, 0% 2ICRE LIEEAIE. BAIOFITN 5 0%, 2 [BIHORITH 10 5% (2
x5) . 3IBEEORITA200% 2x10) £V ET, TTANMEIX, FTAFA K —
Tz A ADEARIF L T—H A HE—T A4 ADYEAIF2TT,

AT 75 [Finish) #7 V7 LET,
ATYT6 ASAITEfTI L 74 Xal—a a2 AX Yy LT, 2T AZY 35 LT WERED

ATy 17

R~y ROFEATARET, 740 ar 74 Xal—vaiibhbbavr Ry, =
NICEYT 52 ERnBY 3, BRMEORV <y REHIRTAI2IZ[0K] 227 Y v 7 LET,
[Cancel] 7 U v 7T 25 &, 7 TF7AXZY U TIFEDIRD FHA,

LI T5E, ASDMNZ 5 AZ 2B LT ASA IS L. ASA NV T A X 2B E
Ni-Z & W3 % [Information] MW AR S ET,

G¥) Al EoTUE, VA F—FOETRIZY 7 AZITBIMUTZBRIC T T =N AET D

AREMENH D £, ASDMOMUIEI SN TV 5 &, ASDMIZZFNICHIK =7 —% ASA
MOZELEY A, ASDMICHERL LB 7 F ALY VIR T 48— VDA
X, ASA a2 Y — )L iR— NI LT, 7 7 AZ VU ITRT 4 8—T N7 5T
WA= T — IR Z fWr 3 20 ERH 0 9, xR, 7 72Xy >
MWE T L TWAATREMENRH Y £,

T—5 )= R&BINT210E, 13 (Yes) 1227V v 27 LET,

HfH ) — b 7 4 = REFETT L8568, Va4V — REEMICBRET 2L &I [7 T A%
IR A X —% BT 5 (Add another member to the cluster) ] 472 a » &®INL CF—#
J—RZBENTEET,

AT 78 [Deployment Options] fE{Ek T, K [Deploy By] 47> 5 > DWW NEER L 7,

49 <YE— 2=y MICLI 2~v > R&Z%{57 % (Sending CLI commands to the remote

unitnow) ]: 77— MR NI v TREET —F /—F (—K) EFHIPT FLARICEELE
T, T—H ) —FKFHIPT FLA, 22—V =% RAT—=FZ2AHLET,

c[AEESNECLIl vy FEFETat—L T, VE—hax=y NIV 1T 5 (Copying

generated CLI commands to paste on the remote unit manually) |: 7 —% / — R® CLI T2~
YRENY T U RR—=ANTESD, F£IXASDM O CLI Y — LV E2EHTE L L Hic=
<> F&EARK L E T, [Commandsto Deploy] R v 7 AT, B THEHATI-HODOa~v K
BIRL T —LET,
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R OPl: [V ECAZEN |

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet(/4
no shutdown
cluster group clusterl
local-unit asall
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- neconfirm

DIREZ)VITMEDHREZTARX

Day0XiED—B & LT, £IT7 TAZDOREMZIZ, JTAZY T ~VAE=FY T
TCP BB DBIE, 7 n—DELY 7 4| MOKE{LE I AF v A X TEET,

HilfE ) — F CIROFNEELFATL £,

ASA Y SRBZDMDERINT A —FDEETE

ATy I

HfH ) — RED I FAZBREENAZ~ARTEET, IV TAX~D ) — ROBINZY 4 H—
REFEHLRWGEGIEL, 77 AZRTA—2EFETHETEET, TTIZZT7AZ VTN
A X =T NTHIUE, W DOMDIT TARX RT AL ERETEET, 7 TAZY IR A
F—T Mo TWHMIIRETERNL DL, LA FRRSNET, ZOFIEICIEK, Vg
P—RIZEHEENTORWEER AT A= EENET,

1R BRI

e U4 W— REMFHES, FEITY 7 AZICBMT AL, 77 AZ BT DE1IC, %
) —RTOIAZHIEY) 7 ZHERETDHDHLENH Y £, §li# ) — Ty T 2%
WUy oFE (17—) ZBRLTLIEZEN,

FIE

[#&R (Configuration) 1>[7/34 XA & (Device Management) |>[ERI A ERT—FEY
5 4 (High Availability and Scalability) ]>[ASA% 524 (ASA Cluster) | DIEIZER L £+,

TTILY FRAZIZTANA APRBIMS N TWT, 2R — FOSGEIE. 201 i3
[Cluster Configuration] % 7 (2% D 77,

AT w72 [Configure ASA cluster settings] = v 7 R v 7 A& AN LET,

ASAY 524500524 %BHT5 I}
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T2 IRy I A%AT7ICTHE, REDHESINET, NTA—FORENTXTETTDH
% T, [Participate in ASA cluster] &4 N2 L72WVTL 72 &0,

G¥) I TARYN T A 32 —T I LT, [Configure ASA clustersettings] F = v 7 7R >
I A%FTICTHHEEIT, REISERE L) A TITo TLEEN, 71875
LT RTDOIFTAZ a7 4 Falb—arRN7 U7 S, ASDM 23 S
TWAEBA VA —T 2 A AEGLT RO A —T A Ab vy vy hE UL
T3, ZOHA, BREETTAICE, 2=V A= FTCLIIZT 7 AT 5
MENHY E£7,

ATYT3 ROT— b AT T NRTA—HERELET,

* [Cluster Name] : 7 7 A X\ ZARTZATT E7, £4RIIE 1~ 38 5O ASCI L FHTH D Z
EMMETT, /J—RIELICEETEDZ TAXZILIDETTT, 7 I7RAZDTRTDA
UARE CARTEER T 20E RS 77,

* [Member Name] : Z D2 T AF A L NOEA DA% 1 ~ 38 LF0 ASCI CF-FTHE
LET,

o [A 2 N—DESENAEN. (Member Priority) ] : il / — FEREHIZ, 20/ — KOEILIAN
Z 1~ 100 OFPANTHRE L E 9, 1 Hm OESEIERN T,

*[Sitelndex] : ¥ "7 FAZ Y T EMERTL5EIE. 2O/ —ROHA M ID Z3KE
LT, %4 MNEHDOMACT FL A (1 ~8) MEHINDLIICLET,

« (A7 =3 ) [SharedKey] : 7 7 AZHIH Y > 7 OFIE ~ T 7 1 7 OB % — &R IE

LET, HEMEIL, 1 ~ 63 XFD ASCH XFHTY, LAMEIL, e x—24ERT
LI=DIEHENET, ZONRTA=FIE, T—FRANT T 4 v 7 (HEERREOERS
HRIEFE AT N E) [QITBLEYA, T—F¥ XA NT 7407, WIZZ UV TTF
ARELTHEEENET, NAT— RORSEY—ERZ2 A X—TMZTH5EAICH, 2
DIRTA—=BEBET DHLENS Y £7,

« (#F 7T = ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :

B OB EAIMELET, ZORTA=FIIT 74V FTIET 4 E—T TR o T
F9. ZONTA=FE, T— ATy TREO—FTIERL, Hli# ) — Ko7 —%
J— PICERENET, AbESh TV 256, ASAIL, 1BH7= Y ORI T 5 1F
WA EHANCAZH L, FT LWL, 1| o7 OERENZNT A AN BIRARTOT
NAAZFT7r—FLET, BFEO#ERIIBHINEEA, IBIZ, Zoavxr FEIR
T2V OEEFEICE SV TORFLGET 5720, %/ — N CHNL SN OREIT S &
SNT, EROBBITE L 2WHENH Y £, ARHERZ T 5HEZ. 1~ 360
BOHANTHEELET, 774V MEISHTT,

BB ) — Ricth 7o —Ransd &, IR £1,

A M R AR I L UIEROB DB ERELRNWTLEEN, BbY% A s0r T
AB A NTIEF LW A B TTE TR A,

* [Enable cluster load monitor] : 7 T AX AL ND KT 7 4 v 7 AMEE=F—TEX5HLH1C
7m0 FE L, g, ARHEREL CPU L AU DR, Ny 77 Ka v 7R ENE
FNET, BRPETEDHE, FYVD /) — RBPAMEQLITX 2581, /—FDr o
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asa 522 0Ex 5 —s0%z |

AZY T e FEYTHINCT D0, IMBAAL v TFOa— RNRT o T agid 5k ik
RTexFET, ZOMRERIZ, 774V T RX—T SN TWET, T 74 v 7 OARA
EEMCE=4—T&ET, AMPET L5581, /—NTI/IFRFZ ) T2 FEHT
WNCTHZ EEBNTEET,

ROMEEFRELET,

s[Timelnterval]: E=% U > 7 A »E—URORM%Z, 10 ~ 360 P OFPH CHRE L E
T T 74V MI 20 TT,

* [ Number Of interval]: ASA 237 — % Z{RFFT HRIBOE A 1 ~ 60 OHFIPH CTHRE L £
+, T 7+ ML 30 T,

N7 7 4 v 7 A EF£RT HI121E, [Monitoring] >[ASA Cluster] > [Cluster L oad-M onitoring]
LTI EEN,

(A7 2 ) [Enable health monitoring of this device within the cluster] : 7 7 A% / — KD
SNAF =y VTHERREANZL T, /— K ==k AT —=Z X X vE— VRO
MEZRELET, 030045 OMTRIRTEEd, 774V MNI3HTT, F: 8L
W= RE&EI7ZAZITGEMLTWT, ASAEZIZAAL v FO MR U RERINLEGE,
7T ALNERT HETIOMEEEL —HNICT =7 ML, T4 e—T Mz ENTA
VHE—T 2 A ADA B =T 2 A A F=Z Y T TF A =T NICTAMERS Y 3
([#&RZ (Configuration) 1> [T /31 REH (Device Management) |>[/\1 7L FE )
F4ER7—FE YT 4 (High Availability and Scalability) ]>[ASAY 524 (ASA
Cluster) >[5 RBA VB —T 4 AANJLREZR 1) >4 (Cluster Interface Health
Monitoring) 1) . 7 7 AX & FARBYOEFNZET Lich, ZOKEZHEA F—71IC
THZENTEET, /= RONVRAZMERT D72, ASADY T A% ) —RNiZry 7 A%
HEY o7 TR ) — Ric—FE— b A v =V % RELET, / — R2MERERRIAIIC
BT )= Rinb— = b Ayt —VEZELRVWEES, TOET / — RIIWVETRE
7Ty RREEE R SihvET,

(A7 ar) [T37 2 AW (Debounce Time) ]: ASA 23 A ¥ —7 = A A& [EEN

RELTNDERARL, 727 AZNE ) — FRBIREND ETOTF AT L AR 2R E L
F9, ZOMEEICEY, A F—T A ADEEEL LV IEICHRETEEST, TRATUR
BRI A SIS B b, MRIOTREMER < 725 2 I LTS, v 8 —T =
ADAT—H AFHBPRAET DL, ASAIFA v F—T oA AzfEEFELLT~—2 L, 77
25D ) — REBIRT 5 E TIESNZ S VDB LET, F7 40 hOF AL 2
1% 500 ms T, AR EOFF I 300 ms ~ 9 BT,

(AFvary) 2y —nHhEERT 25 (Replicate console output) ] : 77—/ — K>

HHlE ) — R~ a ) — W AEREZFHIC L ET, ZOREILT 7 4 /L b TENIHRE
NTWET, ASAIE, FHEOERA NV PRFELLLEIC, AvE—VEdEEaL Y —
M T D508V £3, a Y —VEREGHZTDH L, T—% 7 — R o iilff)
J—RIiZaryyY—nNAyve—UNEEEINLDOT, TE=FTIHMLERHLDITT T AXZD
a2y —VR— 12T TT, ZONRTA—=2F, 7T—h AT v THREO—ERTILAR
<. Ml — Kb TF—4 ) — RICERIET,

(A7vay) 93R2)05 20—FEY T4 HE#AFr—TILIZLET, LISP A A2
73 arOFRE 33X—=) EBRLTIEE N,

ASAY 524500524 %BHT5 I}
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« (A7 =3 ) [Enable Director Localization for inter-DC cluster] : 7 — %t > % —DH A k

M7 FAZY T TNRT A=< A% M EZETT U RN » TR OBRIE % FEHET 5
Wik, T4 v 72—V EB—va rE A R—7/MILET, @E. FrLunEpiie—F
NI UAINT, FFEDYA NNDT TAL A N—Z XA SNET, 72720, ASA
X7 4 L7 X OBRENEALEOY A N TAUNRNZEV Y TES, ToLr¥un—h)E—
Ta kY, BMOT 4 L7 BEEINA X —T TR £9, ZiUL, A& ERCY
A MNHFET DR =N T L7 X e AEEOYA MNIEETE L7 a— LT 4 L7
2TT, BIEEET A VI X EFELYA MIBRET DI LT, X7 —~v o ARMELE
T o, TOFEETHREENRELILSGSG, v—IV T o L7 2%, FUYA M THL
WM A B 2 BIR L3, 7T A AU R=RROHV A N THA STV DD /R
Ty NEZETLIHAE., /a—UV T 4 LI ERMEREINET,

(7' a2 ) [Site Redundancy] : A FOEENSG 70 —%2RK#ET 572D, 4 FD

TUEMEAEMNCTEET, BNy I 7T v A —F =04 —F—L R LY A MNhIGE
X, A4 FOBEENS 7 a—2R#ET H72012, BIMONR Y 7T v 7 F—F—nRHloH A
FABBIRENET, ToAL 7 X n—hUEB—Tar b A bOILEMTHI A~ DT
T ZOILD 1 OEFIM G EZRET DI ENTEET,

(A7 ay) HRFEAMT 787 L —2 9 286402725 (Enable config sync
acceleration) ]: 7 —% / — KA/ — K & [F UAEEROS G, MO RIIZ A% > 7 L,
armat LET, ZOMEILT 74V b TA X —T M > TWET, ZOBREITE
J— RCRESH, #ilfHll ) — ko7 —4 7 — NZERESES A,

(6z3)) —HOREa~Y RiX, 7 7AZEEOmEILE ERERH Y A, ZD
DAy RBR ) — RIFET 256, 7 7 AZEGOEBEIRHED /2> T
ThH, REDEWIIFICHRELET, 7 7AXFBEOREREILEZEIEIELHIC
i, EHPED R WEREEHIBRT 2 M3 A B D 97, show cluster info
unit-join-acceler ation incompatible-config Zffi il L T, A D 720G E & R
LET,

L5t D L7V r— N % H%hZ3 % (Enable parallel configuration replicate) |: 7 — %
J— REWAT L TRIEERENRSb SN D Koz, Il — FE2AZcLEd, £9 LA
W FIINIERICET I, ZORERRDPND 2 ERH Y £7,
[Za—RETHFOX—77 71 7R (Flow State Refresh Keepalive Interval) ]: 7 17—
F—=F =T A VI EABIUONY I T v T —F— DT —REEHA v E—

(clu_keepalive 3 X O clu_update A v &—) OXF—77 7 4 TkFE%E 15 ~ 20 O
THRELET, 774NV MIIS T, ZIRZHAI 7D T 7 4 v 7 BaWb T
WIZ, T74NVPEDbRVEARZRET DL TEET,

* [Cluster Control Link] : 7 Z A Z Y 7 A 2 —T = A4 A%IEELET,
e AVBA—TIA R VNIA VX —T oA AEEELET,

«[IPAddress] : IP7 RLZIZIXIPVA 7 RLAZFEELET, IPV6IE, DA X —7 =
AATEYFR—FEhEHA,

* [SubnetMask] : 47 Ry h v A7 HFEELET,

B ASAYSREADISREERRTS
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ATy T4
ATy S5

1v8—2142 ~pRE=4 Y v psvanEsngEorE

«[MTU] : VTEP Y —ZAA v 2 —7 = {4 ADKRIGEL=y FEEELET, T—FA
VHE =T 2 A ADFKRKMTU L0072 EH 154 N1 FEVEEZEELES, 77X
SRV T DT T 4 ZIZET —F Ny NBEREEND 2D, 7T A Xl
Vo137 =27 hRIKROY A RIIMZATI TAZ ST T 4 w7 DF—rN—~y
K (100 31 1) BEOVXLAN DA — 3=~ R (5454 1) IZH%ET 248N
HYFET, MTU % 1554 ~9198 N1 "D THRELE T, 7 7 4/L O MTU iE 1554
NABRTT, T=HA L Z =T A AN 1500 IZRESNTWDHHEAIE. 77 AXH|
Y7 OMTUE 1654 ICRET HZ L aBEIOLET, ZOMEIZITT Yy A7 L—
LDOTRIDVETY, 22130 %R 7L —L2%2FHLTWAEES. &R RKMTUIZ
9198 XA "N TH DD, T—H A H—T x4 ADHKRKMTU L9044 (2720, 7T
AZLEIEY 1L 9198 ICRETEET, ZDONRTA—=H(X, 77— AT v THE
DO—TIERL, Il — T —% /) — NicEREnEd, F: Vv R 7
L= LD TPRIEHDNIL TORWEEIT, V¥ U RT7 =L /L Thb, 20
FlEZEHT 2 LERH Y £97,

[Participate in ASA cluster] = v 7 Ry 7 A& AN LT, 77 AZIIHZMLET,
[Applyl &7 U v 7 LET,

AVB—TITARANILRAREZR Y VOB LUVEHEBSMEREDIRTE

ATvT1

ATy T2

T 2, A =T oA AL WAUSNDA VB =T 2 A ADNVAE=HZ ) T %
FTAE—=TNICTHZERNTEET, ~"NAEF=X Y U TIIVLAN Y A o H—T = A AT
XFEITENERA, ZJTAFGIEHY 7 DF=F ) U TIEIRETEEEAL, ZDU T ITHFIC
EFoH—INTWVET,

FIE

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] ®NEIZEIR L £7°,

[Monitored Interfaces] 7N 7 A TA L F —7 = A A% IR L, [Add] %~ U v 7 LT [Unmonitored
Interfaces] N 7 ANZEDA  F—T = A4 A2 BE L E T,

AVE—=T A ART—FA Ay E—=VICLoT, Vo I7EERRHINET, /— FMRHR—
U REREINICA  H—T 2 A AT —F A A v —U%8ZELRVESIT, ASA XA L 3—
7T ABMHHIERT S ETORRIL. T — RBHENLEHRA L NTHDHH, £2137 7 A
ZIZBMLEIELTVDENICE S TERYVES, 774V FTIE, ~NVATF =y 71FTRT
DA VE—T 2 A ATAF—T NI >TWVET,

T 2, BHA =T oA A WAUSNDA VB —T 2 A ZADNVAE=HZ Y T %
FUE—TNMITHENTEET, ~NAE=F Y U ZIZVLAN Y 7 A v Z—T = A AT
EEITESNFEREAL, ZT7ARAZEY 7 D=2 ) VTR ETEEEL, 2OV U7 ITHIC
FoH—EINTWVET,

ASAY 524500524 %BHT5 I}
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B /sxscrEnnrEonE

MHNO MR IER (T2& 2 X7 =2 A 2 =7 = A ZADBIN/HIER, ASA £72TAA v F
LA F =T 2 AOFYIENE) £1T O & ZITIE, S ATF = v THEREATEIC L

([Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA Cluster]) .
WM LIcA v F =T 2 A ZADEF=Z Y TG L TS ESWV MR POEENET L
T, REOEENRTRTO/ — RICAMENTZH, ~V AT =y JHEREEHBEAGHICTEE
R

RTFYT3 A F—T oA A, VAT A, £330 T ALY o 7\ ZEENEAE LTZSA O BEIFERES
DEREE AR~ A AT HIZIE, [AutoRejoin] ¥ 7% 27 U v 7 LET, &4 7B L T[Edit]
7V w7 LTIROBEEITVET,

* [Maximum Rejoin Attempts] : 27 7 A Z ~D GG OFATEIEZ EF T H72DIZ, [Unlimited]
F721F 0~ 65535 DHIPFATHEEAZRE LET, OIXHBIHEGET +E—7 VI LET, 7
TxNMEIX, 7T ALA U H—T 2 A ADYA L [Unlimited], T—H# A X —7 = A A
BLOY AT LADEAIT[3] T,

* [Rejoin Interval] : FfEAATHIBORE 2 EFRT D7-DIT, 2 ~ 60 OFIPH CRIRE R E L
3, TIHNMEIZS ST, 7 I AZ~OHSBME /) — RWRITT D KRG FHER
X, BB DOREERAERDS 14400 45 (10 B) ICHIBRENET,

* [Interval Variation] : 1 ~ 3 O THEL T, MREZHNIEL0EINEERLET
(1:ZEHRL, 2: BEAIORMRO 2%, 3: EAIOMBRO 345 . 72&xiX, MREE 55
ICRRE L. 0% 2 ICRRE LT2alE. RPIORITN 5 43%. 2 BIHOFRITHR 10 5% (2
x5)  3IEHORITN2040% 2x10) &RV ET, T TAHN MEZ, 7 TRAZA L H—
T2 A ADHEEIT[]. T—E A F =T 2 A ABLOV AT AOBEAEIT[2] TT.

T 7 v R EIZERTIZIX, [Restore Defaults] #7 V v 27 LET,

ATy 74 [Applyl 227 VU v 7 LET,

7 5 A% TCP EHDEEDERTE

TCP #fie D 7 7 A X EHOBEIL A HME LT, T4 V7 XN 7T v 7 7a—ElROBIEIC
K DRI A ELN T v —ZBE T D TREREE] ZHRCEES, T4 LI XN I Ty
77 —=MERSILDRNC =y RBRKRIT D551, o0 7 a—%2RETLHZ LIETE
FHA, FRRIC, 70 —%ERT 2RI N7 7 40 v 7 BBl =y MIEFREINIHE, it
NERETDHZEIXTEEEA, TCP DT U X 2Lz Wb+2 N7 7 4 7 O TCP DER
DIIEZH M L2V E D IZTHHERH Y £,

FIE

X T w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication] DIAIZER L £,
AT9 72 [Add] %27V v 7 LTROEEZHELET,
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* [Replication delay] : 1 ~ 15 O#iFH TR Z%E L 7,
« [HTTP] : ¥ XTCOHTTP F 77 4 v 7 OBEBILEFHE L £,
* [Source Criteria]
* [Source] : IEZILIP T RLAEZHRELET,
* [Service] : (A 7T a ) F#METLAR— FERELET, @HFIL, EEILELITIEITLR—
FOWTNDERET D0, WL BITRELEEA,
* [Destination Criteria]
s [Source] : 485G IP 7 KL AZFHREL 7,

e [Service] : (A 7T av) FEER—FERELET, @FIL, FEILELITEER—
ROWTINERET HH, WL BICHEELEEA,

ATy T3 [OK] &7V 7 LET,
ATY T4 [Applyl 227 U v 7 LET,

B A FEEREEDRE

PA M2 T 2B Y 2T DEE, TR LR E BB, REEN RS v A A TEE
¥,

HSRE JA—FEEYTFADETE

LISPO T 7 4 v 7 #RELT, V—"=0FA MNEEZBHT LT — )T 0520
Iz TEET,

LISP 4 VAR S 3|22\ T
LISP N7 74 v 7 RBTHZLET, A4 M7 —DFRE VT 4 AN TEET,

LISP -2\ T

VMware vMotion 72 E D7 —Z o Z— (i~ LV DEE Y T 4 IZ X > T, $—=NZ7 74T
v b DOEG MR D ERIFIC, T2 X —RERBEITEET, ZokoRT -2
Z—=YP—=NEEYT 4 &R — T2, = "OBERFICT— S ~D AT — & —
ZNEHHTELMEDNH Y £7, Cisco Locator/ID Separation Protocol (LISP) O7 —F%7 7 F ¥
. 731 A ID, DEV = RARA 2 MID (BID) D%, 2V L—FT 47 nlr—
% (RLOC) 752 0DRRLFT L NY T A=l L, T—_"OBITE 7 74Tk
WXL CHEBIICLET, 72& 21X, T—BF LWGFTICBEI L, 7 747 v b3 —IC
o740 BRETHL, V=R LWEINIC N 7 v 72 U XA L7 FLET,

LISP TiX., LISP /1 b v b—% (ETR) . ASi b x—% (ITR) . 77 —A b
Ky n—&, <=7 UYL (MR) . BLXO=y 7 ¥ — (MS) REOHD—EDT—

ASAY 524500524 %BHT5 I}
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B ssauspovi—+

BN T N—F L — RPN ETT, =RV —F BRI TWD Z a2 —D
Ty —A MKy T INV—=EZRENTHE, FONL—=Z[IMDOTRTONL—F LT —HZX—2 %
FH L, 7747 MIBRINTWDLITRN N7 7 4 v 7 2RITZE LT 7L L, #
LW —ROLATICEFETE D L oI LE T,

ASA LISP DH 7R — K

ASA VX LISP HIAZFAT L EEAN, GITOERIZEATHLISP N7 7 4 v 7 &AL, v —
LVAR 7 T ALY o TERAEOT-DICZ OIFHREHEHTE E9, LISPOREEZITHORWIGA .
= "PEF LA MIBET L, NI T4 v 73T r—F—F—0fRbVIiZ, FHLn
A RTASAZ TAHZ A NR—=Z0ET, FILOASANRNENT A FDASAIZNT T ¢
7 HERE LT2%, WO ASA IR, P NIZBBET A0 N T T 4 v 7 EFH LY A MZEED
BT VENHYES, TORT T4 v 7 7a—3EETIERL. [horR—=12] -1
(~NT V=07 IR ET,

LISPHEAIZE D, ASA 7 T AH AU N—X, HRHIOK v 7 )—4 & ETR £721F ITR [H T
DELY SNABLISP 774 v 7 &2BEL, 7R—0FF&EEHT LY A MIEFETEET,

LISPOTTA R4~

cASA T T AR AUNR—F, A bDT 7 —A Ky L—% L ITR £721X ETR DI
TFHELTWAIRERSH D 7, ASA 7 FAXHIEKEIEE I AL DT 7 —A Ky
N—ZIZTHZ LT TEER A,

cSEESBINTET e —DRERYR—NEhET, —JifbEniTe— FomEhizr
o—, ¥EEcD ) —RIZBLTWS 7 —3H LA —F—ICciB#sEnEtA, F
SMENTZ 70 —IESIPREDT F Y r—va v NEENTEY, BHlon—LZ03x
TOF7ua—NET ASAICE > T SNET,

IV TAZFLAVIBLC4D T n—REEZBESELZT T, —HOT 7Y r—v =
VT NEbND AR H D T,

HIFM O 7 0 —F I E VR RIARAI R TRWT u—Dg4A, A—FT—0BENIa M TR
WHBEMEDRH D FT, /1 VAT v a RN —%RETDHEEIT, ZOWETYR—H
END T 747 DEATEFHIETEES, £/, 7 —FE U T AR KRR NT
T4y ZIHIBT A HERH D £,

ASA LISP 1 54

ZOREICIE, HEOMEICEFRT 2R ENEGENTVET (ZNHIZOVWTITRTIDE
THBALET) .

1. (BB RAFEREFV—SIPT7 FLRAICESSHMESRED O#IR : 77 —A F &R
T N—H1L, ASA 7 T AEA NG LTWRWKRA MERITRy U —2 2 EID @& A
T —VERETIHENDY ET, ZORD, JTAXIEETHY—"FETRY b
U —27 DOHIZED ZHIRTEET, 72& L. 7 T7AZB2O00Y A FORIZEEL LT
D03, LISPMR3ODH A R TEITENTWDIEAIL, 7 7 AXIZEELTWS2200H 1
MZX L TOAREID & O 50ERNH Y 7,
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usp 1 vz~ avonzE |

2. LISP 77407 £ AR ay : ASAE, 77 —A MRy 7 —F L ITR £721%
ETR O TEEENS EID WA A v B — 28T, UDP AR— k 4342 FDLISP 5
T4 v 7 ERAELET, ASAIL, EID &A1 b~ ID ZB8#E#fHT 5 EID 7 — 7 VA RFFL £
T, ToE2X, BHDOB Yy T N—FOEFILIP T KL AL ITR £721X ETR D567 KL
A&EHBODOLISP N7 7 4 v 7 ERETLIMLENRSHY 9, LISP hT7 7 4 v 7 IZTT 4 LY
ARFED LB THNTEOT, LISP N7 74 v 7 AKIZZ 7 A2 REBOILFIZSM L7202
LICEBELTLLEE N,

3. HBESNIEI T 74y TOT7u— T4 EANNCTEHI—EA R — VX
2O VF 4 AN RNT T 47 TT7a—F YT 4 BN THLERHY T, 12+ %
X, 7e—%v U7 4%, HTTPS F 77 4 v 7 DARIZHIR L2V | FFED Y —/3 & DI
TRV END T 7 4y 7 OBRITHIRLIZY TEET,

4. VA FID:ASAITZ, K7 TAHX ) — KOV A FIDEZEALTHLWA—F—2HTLE
7,

5. 70— EFEEUT 4 EFENCTAHI TARAZLVDORIE: 7V TAZ L~-YLThHL 72— FL
VT 4 ZHMNTHVERSY £, 204 /F 7O AT L2 T, BED
IJIFGADRNT T 4 v EET TV r—a kLT 77— ) 74 2fHEICEDE
P | e G = I

LISP A VAR S 3 VDHRTE

&

LISPO T 7 4 v 7 #BEL T, V==V A "NEEBHT I 70— T 0 2FH
M TEET,

48 HHEIIZ

e ASA VT AXDIEAINRT A= DFE Q25X—=) [~ T, KEIVTAHF 2= &
P4 FIDIZEY B TET,

CLISPO N T 7 4 v IIXT 7AWV A VAT ay VT T 490 7T RTEENRNE

O, ZTOFIEO—FELTLISPDO N7 7 4 v 7 HIZRIOV T AZRETHMLENRH Y F
—gqo

FIE

(fEE) LISPA VAT v ary vy aRELT, IPT FLRIZESWTHRAEFAO EID %

HIRR L. LISP OFAEAF—2RE L ET,

a) [#RK (Configuration) 1>[Z 74 7 +—JL (Firewall) 1>[#7 <z k (Objects) ]>
[#RZ&E~ v 7 (Inspect Maps) | >[LISP]Z#E4R L £,

b) [Add] %27V v 7 LT, HriLnwwy 7 ZBMLET,

c) 4ni (K40 X7) EFHAEZANLET,

d) Allowed-EID access-list {Z->W Cl%, [Manage] %7 VU v 7 L %7,

[ACL Manager] 3B & £ 7,

ASAUSREDY S AL EREYT S
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2)

ASAYSRADY 528 %EHTS |

77 —ARN Ky NN—FFEZITITRETR (X, ASA 7 7 AZBEE L TWRWEA MER
Iy NU—ZI|ZEIDIBHIA v —VE2EETLHIENHV ET, 20D, 7T RAFIC
B 5 —N_"—F IRy NU—7 DARICEID IR Cx 4, 7m&ziE, 77 AN
2O0DH A FORIZEE L TWEN, LISPA3 DY A FTIEITESNTWHEAIE, 7T
ABZEAGLTNE2200% A MIXLTOAEID 2505 LERH Y 7,

T7AT U —IVDFRETA RIZE-T, D7e< 1250 ACE TACL ZBIMLET,
VEIZS LT, BEEF—2 A LET,

Bt —%2 a2 — L72%A1E., [Encrypted| 47 v a v R a7 0y r LET,
[OK] %7 Vw27 LET,

ATV T2 =R RV — b— L &ZBIMLTLISP A VAT v a U ERELET,

a)

b)
c)

d)

2)
h)
i)
j)

k)

[#&RL (Configuration) |>[Z 74 72 4—JL (Firewall) ]>[H—EXKRY >—)L—)L
(Service Policy Rules) % i®&R L 7,

GEM (Add) 127 Vw27 LET,

[Service Policy] “X— T, A V¥ —7 = A A~DN—)VE 1T T v — L 7p)b— )L % i

HLET,

MHEOV—E A R —THATIILORHE, ZORY —I2— LBl
. 7 74/ T, ASA ZiL global_policy & FEEIAD 7 o — L R —REENE
T RV =& m—VLZHEALBRWEAIE, A2 —T A ZATLI21 DD —F
AR =% ERTH B TEET, LISPA VAT v a ik, WEBIZ ST 7 4 v
JIZHAT 5720, BETLEMIEOWT DA o H—T 2 A AZH—ERARY > —%
TOHLETIHY EEA, NI T4 v BWFROY T AT D55, L—v a2
THALH =Tz ARIHADT DT T 4 v 7 OFTRTHBREEZITET,

[Traffic Classification Criteria] ~X—3""C, [Create a new traffic class] =2 U v~ 7 L. [Traffic
Match Criteria] @ T #F@ [Source and Destination IP Address (uses ACL)| &4 12 L E 7,
Next] #27 U7 LET,
AVART Y arEBTO NI T4y I EBEELET, V7 —A b Ay T )—%Z L UDP
A= R 4382 DITR £72IXETR DO b7 7 ¢ v 7 ZH5E L E 7, 1Pv4 ACL 3 LUV IPv6
ACLDOELLIZHHE L TWVET,
Next] Z#27 U v 27 LET,
[Rule Actions] 7 « #'— K ~X—F 72X % 7 T, [Protocol Inspection] % 7 Zi#IN L &£ 7,
[LISP] F =y /Ry IV A% AN LET,

(A7 a ) [Configure] 27 U w7 LT, AERLToA VAT va v~y T HEIRL
*7,
[Finish] #27 Vv 27 LT, +—EZX RY > — L— L ZRFELET,

ATy T3 P—EAR)—N—LEBNLT, BERI NI 74y 7D70— T T 02BN LE

B
a)

b)

[#mk (Configuration) 1>[Z 74 7 4—JL (Firewal) ]1>[H—EXKRJ >—)L—)L
(Service Policy Rules) 1% 3&R L £,
GEM (Add) 1227 Vv 7 LET,

B ASAYSREADISREERRTS
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RTv74

ATy TH

1525 /—roEz [

¢)  [Service Policy] *—C, LISP A VA7 ¥ a VAT AR EY—EARY —%5%
WLET,

d) [Traffic Classification Criteria] ~—73""C, [Create a new traffic class] &2 U v~ L. [Traffic
Match Criteria] @ T8¢ [Source and Destination IP Address (uses ACL)|& 4 12 L £,

e) [Next]zZVUv7ZLET,

f) PN A NEEET L& EITHRERTA MIHEEHV Y TTD, BEORR 7 VT4
ANIRNT 74 v 7 B EELET, LLaT, 7r—EE VT 4 Z HTTPS N7 7 1 v
JBIWERLBRHEDY —N—=~D T 7 4 v 7 DHITHIRTEET, IPv4ACL B &
WIPV6 ACL D EH BIZ b5t L TV ET,

g [Next]zZ7Uv7LET,

h)  [Rule Actions] 7 « #'— K =T F 721X 4 7T, [Cluster] ¥ 7 2R L £,

i) [Enable Cluster flow-mobility triggered by LISP EID messages] &= v 7 R 7 A& 42 L
ESc RN

j)  [Finish] 227V w27 LT, ¥—ERRY > — L—LEEEFELET,

[#mX (Configuration) ]>[7T/34f A& (DeviceManagement) |>[Er A% ERT—SEY

T« (High Availability and Scalability) ]>[ASAY 5 X% (ASA Cluster) 1>[V S R A &E

(Cluster Members) |DIEIZEIR L, [/ FAX V7 7a—E VT 4 AT 5 (Enable

Clustering flow mobility) | F = v 7R v 7 A&+ IZ LET,

LEAH (Apply) 1227V >y 27 LET,

DIARAZ/—FDEHE

TSREEBEBALTHZIZ, 274Xl —2 a3 EH L, 752X ) — REEHTXxE
KR

HEH/ — DL DF LT —%/ — FDIEN

HlE ) — R 7 T ARICT —H 7 — R&iBJITCE £9°, High Availability and Scalability ™7 ¢
P—REFEH LT =%/ —FEBNTAH5Z b TEET, Hlfll ) — Ko7y —%/— %8
Myn&. 77 2A2HMY 7 E2FETE, BMTLHET =% ) —RNIIFAZ A H—T =
AAEF—RERETEDLENI AT Y EBHY F,

It =¥/ —Ficul AL, J—RECEEIITARAZ )V TERETHZ L TEE
T, 727l VTRZ Y T RAA R —T M LT IE. ASDMtE v > a NI EN 5 O T,
HERETHOLENRDY 9,

1R BHIIZ

Ry NT— LT — RNy ar T 4 Fal— g VEEETAIEAT. T—
) —RIZT 7 ERARERIP T RLARH D Z L B L T2 &0,

ASAY 524500524 %BHT5 I}
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FIE

AT w71 [#R (Configuration) ]1>[7 /31 XEH (DeviceManagement) | > [ERIAMERTr—3EY
5 4 (High Availability and Scalability) ]>[ASAZ 524 (ASA Cluster) |>[7 SR8 A >
/N\— (Cluster Members) | DJIEIZER L E T,

ATv7T2 BN (Add) 1227V v7 LET,

ATYT3 RONTA—=ZERELET,

* [Member Name] : 2DV T AKX AL /NOFEA DA% 1~ 38 L5 0 ASCI LT THE
L\ij—o

o [A 2 N—DESENEN. (Member Priority) | : il » — FEMIZ, 20O/ — FOESEIAN
Z 1~ 100 OFPFANTEHE LET, 1 Dem OESEIELL T,

« [T ALY > 27 (Cluster Control Link) ]>[IP7 KL A (IP Address) ] : filffl / — Ko
TR 7 ERICR Yy NU—2 LT, JI7RAXHE) T DDA R—IZ—F
DIPT7 FLRAZEEELET,

s JBBAA 7> a2 > (Deployment Options) ] #8IH T, K® [Deploy By] &7+ a3 » O\
IR E 7,

[T <CUE— b=y MICLIZ~Y R&%{57 5 (Sending CLI commands to the remote
unitnow) ]: 7= hA T v TRIEET —F /—F (—F) FEHIPT FLRICHEL
F9, FT—H ) —RFEHIPT RLA, 2—HF—% NZAT—RKEAHLET,

c[AERENZCLIa~vy FEaFEHTat—L T, VE—baz=y MY T3
(Copying generated CLI commands to paste on the remote unit manually) ]: 7 —% /— K
DCLITa~y Raly N7 ¥ FR=ZAFT&E %, £/ ASDM & CLI ¥ —/L & A{f
fAicxsLolca~vy RE4ARKLET, [Commands to Deploy] 7~ v 7 AT, #% Cffi
THbOavy FERRLTat—LET,

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remate unit manually

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet0/4
no shutdown
cluster group clusterl
local-unit asall
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- necenfirm

ATY T4 [OK]Z27 U7 L, EHI[Applyl 227 U 7 LET,

B ASAYSREADISREERRTS
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TV T14T/—FIZES

IGABDIET VT 4 TIRANAN=ICRHIZIE, 75AZ )T a7 4 Xalb— g 3E
HHPIo, FO/)—FETI A2 T 5F 42— NI LET,

)

GE)  ASAN (FENC, 3 NAF 27 =7 —2X0) ETI7T 47D E, TXRTOT—
BAE—T 2 A ANV Yy NI ENET, BHEAA VX —T oA ADHBN T T 4 v
I EREZETEET, NI 74y 77 —2BRSEDITE, 7T RZ ) VT EHROA, 1—7
JZLET, £21E, 20O/ — K27 TAINLREHIBRLET, BEHA VX —T A A
X, 2D — KRBT TAZIP F—IInDZ WMo IP 7 R LA ZHEH L THl & it X BERRE
ERVET, 2L, Va—FRLTHL/ —RKBRI TRAINTEET 7T 4 7 TIERWEE (7
FTABY TN IREE CREZ R LT GE R E) | WA X —T oA XTI
F9, ThUEOa 7 X2 b—ra UMEEQL, ary Y — R — AT OIMNERSY
£,

FIE

ATy 1 [#B (Configuration) ]>[7 /34 REHE (DeviceManagement) | > &AL R7r—FE Y
T 4 (High Availability and Scalability) 1>[ASA%Y 5 X4 (ASA Cluster) |>[7 S RSB HRE
(Cluster Members) | DJRIZEIN L £ 7,

AT w 72 [Participate in ASA cluster] = v 7 R 7 A% A 7IZLET,

GE) [Configure ASA cluster settings] = v 7 7R > 7 A% 4 72 LRNTL &SN, 7
2T DE, TR_RTCOITAZ av T 4 Fal—arB7 U7 S, ASDM 2%
MINTVWDIEHA L E—T 2 A REFLTXTDA L Z—T A Ab T ¥y b F
v LET. ZOHE, i ECTOIE, 2 Y=L A= RFTCLLIZT 7 &
AT HMENRDY 7,

AT97T3 [Applyl 227 U v 7 LET,

HE — koD T—2/ —FDETV T4 1L

T—=2 )= F&H T 7T 47T DHITIE, ROFIEEZFEITLET,

ASAY 524500524 %BHT5 I}
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6=

ASAMNIET 7T 4 T2l d b, TRXRTCOT—H A X —T 2 A ARV ¥y MU EINET,
BHEHA X —T oA ADHBN T T 4 v 7 B EZFTEET, VT 740y 7 7u—%FHH
THIZE, 7 FRZV T EREANILET, BHEA L —T =4 R X, O/ — KB T T
AL NP T —=NNOZITRASTZIP 7 RV RAEMEH L Tl S BpRE L e £9, 72720,
Va—RLTHL/ = RKBRITAXNTERET VT 4 7 TEHRWEGS (77220 07385073
REETHREEARGFELTSEARY) | BHA U H—T oA ZTEHICRY £, ZhLUBED =
T4 X2 —g AMEEITE, ar Y — L R— FERERTALERS Y £,

FIE

AT 71 [#R (Configuration) 1>[7 /31 XEE (DeviceManagement) | > [EAIAMERT—3EY
T« (High Availability and Scalability) ]>[ASAY 5 X2 (ASACluster) | DIEIZER L 9,

ATY T2 BT DT —4% /) — R&EZIRLT[HIFR (Delete) 1227 U 27 LET,
F—H )—FODT— ATy T ar 74 X¥a2l—aZRELTHY ., FOJREEFLH L
R UBT—F ) — FEHBINT&E £9,

AT97T3 [Applyl 27 U 7 LET,

DS AI~DBSM

= RN ZAZBHIBRESNIZGE (Tl 21X BEENRELIA V=T = ZDGE,
FIBFANRN=2FBTHT 77 4 7L E) 13, 7 7 AZICFHTHSMT HLE1H
nET,

FIE

ATY 1 ASDMICERET 7B AL TWBEEIE, HA 3x—7/MbTd 5/ — KIZ ASDM % #%f5i L C,
ASDM T/ T AX ) v T BHBOAENMITHIENTEET,

HLWA U NR—=L L TEBMLTWRWERY, T—% ) —FDI7F XX ) o7&l — K
HOACTHZ i TEEREA,

a)

b)
¢)

[#F (Configuration) ]1>[7T/31 R&H (Device Management) | > [EaAltERTr—5
EF 4 (High Availability and Scalability) ]>[ASA%Y 5 Z#% (ASA Cluster) | DIIEIZ %
RLET,

[Participate in ASA cluster] 7= v 7 R 7 A% 42 LET,

[Applyl 7 U v 7 LT,

ATw T2 ASDM ZfEHTEX2WEE : 2V — LT, V59 AFZ a7 4Xalb— gy T— N&th
LET,
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v5zams0mE [l

cluster group name

&1

ciscoasa (config)# cluster group podl

ARTFYT3 VAR T A F—T M LET,
enable
ISR DR
7T AENEERIIMIET AL, VTAF T AN Ty T arZ 4 Fal—ra el

ATy T

ATy T2

ATvT3

ATvT4

%ﬁ'ﬂ[&%ﬂ"é%%#% DET, &/ —FROBEDa 74 Fal—ait Tr/5472=y
FOBREMIENT) RUTHDED, 7 ITAZNOIETEE, 7722 ) U TRiOa 7 4
Xal—alawR_y I T vl NEILTHN, IPT RLAOBEGERT D07 X
L—ya VEBEELTYOOLRONET Z &L MBI 9,

FIE

T8 ) —=FROBG, 7 TAZ) T ERO LD ITEIELET,

cluster group cluster_name no enable

1

ciscoasa(config) # cluster group clusterl
ciscoasa(cfg-cluster)# no enable

IR TN T—H ) — RETAR—T IR >TWABMIZ, 207 4Fal—va &
FAEITH Z EITTEERA,

JIGAR AT 4 Xal—alrE U T LET,

clear configure cluster

ASAIL, A S =T =2 A AL T TRALHHY 7 B LT X TOA I =T 2 RE VY
rET U LUET,

JGAB A E—T 2 A A EFT—RET =TT LET,

no cluster interface-mode

F—RNEIar74Xab—ra VIZMRESINRWED, TEITI By FTAMLERH D E
j—O

Ny I Ty 7ar7sXal—alrBNbiHGE, FTar74Xa2b—va iRy s 7y
FarJ 4 Fal—arkgar’—LET,

ASAY 524500524 %BHT5 I}



ASAYSRADY 528 %EHTS |
B o —rozs

copy backup_cfg running-config
1

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

ATYWTE a7 4 Fal—alrERAE— T IR ELET,

write memory

ATFYT6 RNy T v F ar7 4 Xal—alyBNR0EEaE, BT 7 A2HEELET, 12L&
. AV H =T 2 AIPT RLVAZEHRL, ELWKA MEETLET,

HlfE /) — FDERE

EE OB — FEEETLIRBOFEL H# /) — R Tr 722 ) 72N L, B LWifilE
=y FOBRREFGS>ThD, 7 TRZY VP 2BEANITHHETT, Hll — Rt 5
J— REBEIHRET A2RERNH L5581, ZOHOFEZFERLET, 720, FRgEpi
HREDL AL, ZOFIAZMEH L THIfE , — RETEZMEIT25 & T _XTOERN Fae v 7S
DT, FLWHIE Y, — R ECHERZBELTH2MLERDH D £,

HilfH ) — P2 2T 21203 WOFIEEZFEITLET,

FIE

AT 71 [Monitoring] > [ASA Cluster] > [Cluster Summary] % 3R L £,

RT9T2 Fay Xy A NNOHIE — RIZT 57 —4% /) — REZRL, §lffl ) — T 282~
Vv LET,

ATY T3 M) — ROELEHERTHEIITROOENET, [Yes] &7 Vv 7 LET,

RARTY T8 ASDMZKT L, ALY 7 TAZIPT RVAZMER L CHEER L ET,

DSRZEERTOIAR Y FOET

awy REI FAZNOTXTO )/ — RIZ, FRIEHED / — RIZEETHI2E, ROFIEE
FITLET, show 2~ RETRTO /) — FIZEETDH &L T_TOHAMNIUE S CTHIE
D) —RDary Y —)VIRREINET, TOMDa~v R, 72& xiE captureC copy &, 7
TAZERTOFEITEIERTEET,
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1R BRI
av L RIA A B —T oA A Y — LTI DOFIEAEELT L ET, [Tools] > [Command Line
Interface] Z &R L £7°,

FIE

FTARTO/ = RiZa~vr FERELES, /— FMEHRELZHEAIE, FED/ — FITHEL
iﬁqo

cluster exec [unit node_name] =~ > N

1

ciscoasa# cluster exec show xlate

J— & &2FRT HI21E, cduster execunit ? (RIED /) — RERELS T RTOLAFINERIN
%) EASITAHH, showcluster info =~ RZ AN L ET,

1

FILXY 7T Y77 ANET TRAENOTXTO ) — RS REFFZ TETP — N2 =
E—9 221X, il ) — FCckoa<r FEANLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

D PCAP 7 7 AV (% — Kb 1 5F2) NTFTP +—NiZab—shET,
BHDFX ¥ T F ¥ 7 7 A NAIITEBRNC ) — RABRIIS 4L, capturel _asal.peap,
capturel asa2.pcap 72 & L 720 £, ZOFITIL, asal & asa2 1T/ 7 A% /) — R4 T
D

ASA RO S REDE=R)2Y

7 TAZDRE LR AT =S —BLO NI TN 2a—T 4 VT TEET,

DI2RERAT—RADE=ZZYY
I IARAZDOIREDE=F Y 7IZHONTIE, ROBEIHZSRL T ZIN,
e [Monitoring] > [ASA Cluster] > [Cluster Summary]

ZDORA IR, BERRTFED ) — R 7 T RAZDZFDMD ) — ROFEERNRFERENE T,
Fl2, TORSL T I~ ) —REERTHZ ERTEET,
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* [Cluster Dashboard]

TI7A4 <Y )= RKOKE—LX—=U D[V T AXH v am— K (Cluster Dashboard) ] & [V
FTART 7 AT g —)VH 2R — K (Cluster Firewall Dashboard) ] ZfH L TZ 7 A
FuE=FTEET,

DS RIEERDINT Y FDXNY TF ¥

I TAZTONT Y NOF ¥ T F IO TIE, ROBEHEZSBLTIZSN,
[Wizards] > [Packet Capture Wizard]

IGARBIRD NTG TNy a—F 4 o Y R— T 5103, H# ) — R ETor 5 22EE
N7 47D T F Y ANNILET, ZNT, Z7T7AXNDODTRTOT—X ) —FKTh
HEWIZHIZ /R0 5,

DSRZYY—RDE=ZZY Y
JTGARY = ADE=H Y LTI ONTIE, ROBEHZZRL TS0,
* [Monitoring] > [ASA Cluster] > [System Resour ces Graphs] > [CPU]

ZTORL T, VTG AE ) — RO CPUMERARE RT VT 7137 — 7 V52 1ERK
TEHZLENTEET,

* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory], Z D<A > TiX, 7
FAR ) — RERD (26X AV (Free Memory) ] & [fiH#E & AE U (Used Memory) |
ERRTDHT T ITEREIT =T NVEERT D ENTEET,

D2RZ 2749 7DFEZZV Y
JITABNT T 4w D=L Y TIZONTE, ROBEHEZSRL T EE,
* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections],

ZDORA TR, IV TAZ AUNABEROE i~ 7T 7 E I T =7 VAT 52 L
MTEET,

* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Throughput],
ZONA LT, I TAZANRERDNT T 4 v T DAN—T y MR 77 7 LI
T=TNEMERT D LN TEET,

[E=4 1 >%5 (Monitoring) |>[ASAY 5 X4 (ASACluster) |>[V S A2 ERODE=4
1) >4 (Cluster Load-Monitoring) ]

Z Z ClX. [Load Monitor-Information] ~<-{ >~ & [Load-Monitor Details] A4 > (22U T
LEY, A—FEZS—FRICIT, KEDA L F— VDY TAZANRND T T 4 v
A, BRORESNEBBOAFROTY) (F7 4/ FTIE30) RNERENET, £
R DA RIEME 2 Frrd 5 121E. [Load-Monitor Details] 21 > & H L £ 9,
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— l — N
DSREGH) o ODEZR) DY
7T AZDREDE=HY U 72OV TIE, ROBEHEZ SR LT EE0,
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],

ZDRA T, 7T AXENEY 7 D [Receival] 3 L O [Transmittal] K EFE LA FKRT D
T TENEIT =T NVEERTHZ ENTEET,

DIRAIDIL—T 4 TDE=ZZYYT
I FABDN—T 4 ZIZHONWTIE, ROBEHZSZEL T ZIU,
* [Monitoring] > [Routing] > [LISP-EID Table€]
EIDs &%+ b ID 7~ ASAEID 7 —7 V&R R LET,

— g » o E I_._I
D9SRB N)oo0OF D DERE
I FGAZN T DOaX L TOREICHOWTIL, ROBEEHEZSBL T EEN,
[Configuration] > [Device Management] > [L ogging] > [Syslog Setup]

U T ABNDE ) — RIE, syslog A v E—VEMANCER LET, F—E713R7257 /510 %
IDff& Tsyslog A v B —V&AERTDLIENTE, 77 AFNOE—FITRRD /) — Rin
EDOAyE—VDEICREDLZENTEET,

ASA RABH S RA Y 25 0H

PLFOFNzIE, —RHI7REATD ASA DY FAFZBEHEOTRTOAL 7 4 Fal— g N
HENET,

BERlA =T TARAN—TFTY FE—F/—RAHIOX 54 FREDHI

WOHITIE, WEL—& LTV — 2 OfICEE Sz (/—AV T RAFHEA) 2507 —4% &
VE—DENENNZ2DODASA VT AK ) — RRHHGEERLET, 7T A% — K&,
DCIRRHE D7 Z AZHIHY 7 Ic Ko TSN TWET, &7 —F B X —DONHL—4 &
A L— & 1%, OSPF & PBRE72IXECMPEZMEH LTI T AZ AV ARBTRTI 7 4 v 7 &2 —
RANZ o 2LET, DCHUZE A M—EHID Y THZ LIZXD, FFEDOY A FOTXTO
ASA V7 T AKX ) —RINFZ T LRWRY, b T 74 v 73T — 2t ¥ —NICHiR &S E
T 120V A NOTRTOI TAH ) — RIZEERBELTSGE, VT 74y 713K LV—4
6 DCI R TODY A FD ASA 7 7 A% ) — RiIZkEbhEd,
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Data Center 1

Router

k.

i R,
o N

C Outside )

oo

Higher cost route -

Higher cost route

Router

DIRAR)TDEEEN

ok vailiE, FTAX Y T OEMEICET S

ASA DEMEELE VS AR Y VY

ASA D DOKERE
THR—bFENFET, TOMOBERE

IZASA 7 T AHF Y 7 TIEYR—hENT,

Data Center 2

AR ENE T,

—HEBOBKREITHIE ) — FIZT

COWTTEY 2 HERICET 2EERH L5685V £

‘@‘O

HDSRBN) G THR—

¥ (RAYAY 1o

WORKEEEIX, 7 T AX ) IR/ L &I
TS Vu X v afiAT 222774 K aa=rr—3 3 UHERE

RETET, avy NIESINET,

« JE—h 727 A VPN (SSL VPN ¥ L T IPSec VPN)

AN HNA B —T = A X (VT
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CRDT TV r—vary A AT g
« CTIQBE
« H323, H225., B LU RAS
e [Psec /XA A JL—
* MGCP
* MMP
* RTSP
+ SCCP (Skinny)
* WAAS
* WCCP

ARy bRy N NTFT T4 T4NH
* Auto Update Server

*DHCP 7 7947 b, —1_—, BIXUOF 1%, DHCP V L —3¥KR—F I TWE
9,

cVPNE— R RF o7
o 7 x— )L —/N—
HEAN—T A TRBIOTY v

s FIPS £E— I

D3RR T DR REPRIEEE
WOMHEE, #I#) — F LET THRE— FSRET, 77 ASOHA LA —) v 7 Shkt
Mo

\}

GE)  HREFARMED N T 7 4 v 7%, 7T AZEY 7R TA L N— ) — R Bl — K
WCERE SN E T,
OB EFERT 2563, PRETRETED N T 7 ¢ v 7 BB pRIREE & U CO%E
NABNCHES A TN T, HIE ) — RLSD ) — RICHEEESND Z ERHY £9., Z0HS
WX, N7 74 v 7D — Rk iKSE T,
HR LR R AREERE IZ SN TIE, I — R CREENEAT D LT TOEREN Fe y 7&8N5D
T, FHLWHE S — R ECEERE2 LT 2X0ERNLY £,

cRDT TV r—ray A VAR a0
« DCERPC
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« ESMTP
- IM

« NetBIOS
« PPTP

« RADIUS
«RSH

« SNMP
« SQLNET
« SUNRPC
« TFTP

« XDMCP

AR T 4T N— KN FE=H YT
e Xy NT—T TR ADBIEB L O], T AT T 4 v ZI3IEEFRITT,
« T A4NH N T P—E A

o %A N VPN

e ILFHX Y AN N—F 4

BerD/—FIZBERASNHHEE
SRBOBIEIE. 77 AL RKELIFME ) — FTIEARL, & ASA / — FIClfl ShET,

*QoS:QoSARY v—iF, ar 74 FXal—a GO L LTI I RAZEETHY S
NWET, 2L, AU 3% — RIEslicEf s Ed, =&z, HAEs L TR
VU T RRETHHEAIT. HEL— FPRBIOHEENN—A ML, FFED ASA >HHT
ﬁ<b774/7_%méhi# 3 =K BRD7 TAZNHY, T T 4 v 7R
WAL TWDEA, AL — MIERICZ ZJAZDOL— O 3512700 £7°,

o BRI BRI, — R EICEBNCHEE L E3, 7o & 2, EAFEHERIZ — R
BAH T, & xX, A= FAF Y U BREPHEELRVOIF, AXY U b T 740 v I RE
J—FHTa—F RT3 7EN, 120 —=RKTIRTDONT 7 4 v 7 BfERTER
Weh T,

U Y—AEFH v L FalTHFRANE—RRTOY Y—AFH T, o— b /UFEARDUIZIES
WTE ) — RIEBNC#EH S vE T,

LISP N5 7 4> :UDPAR—1F4342 FOLISP FTF 7 4 w71, &2/ — Flck-T
BMEINFETN, T4 L7 X FEVYToENFRA, &/ — R, Z772XxETEEEN
5 EID 7—7 /W2 BIMEE TN, LISP b7 7 4 v 7 BIKIZZ 7 A ZIRBEDO A IS
LEH A,
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v ko= 7o uzxAOMAES 52525 [

2 NT=0 FTOECABDAA EYSREY DY

Iy NT—7 T 7 2AHOAAA L, BRE. TRl 7T T 47 D3 DOy R—R b
THERL SN ET, BRIEEE L, 7 T A Z U U7l 7 — B EChdusi h AURERE & L TRk
NCEY, T—HHEEN T TAXT—F ) — NIZERESET, il — FRRRIN-
B WESLIE B DOFEREE 2 —— 8B L O — W —|ZBE# A DI ZFF A & 5] & e & Rl /e < 38
%Tét M%&T~T®kﬁ%ﬁbwﬂﬁ/ﬂ%#%ﬁbiT 2 —P—HADOT A FIL
:Bot(ﬁﬁ‘@xf&/r AT T NI, #l# — FREFE s & bR SnE 7,

7ﬁ?y%4yﬁm\7§X&W®”ﬁm%A&LT£‘énfwif Tﬁ?y%4yﬁ

Tu—HNTEITENDITZD, 70 =TT T T 4V IRREENTHDLESR. =D
Tu—%ETHITRE ) — R KNTh T 4 TR ELEDRA v — /%Mm%—ﬂ—
WCIEELE T,

BMREEVIRZ YT

PehillRix, 7 7 A2 efcEA S vET (R (Configuration) |>[Z 74 724 —IL
(Firewall) 1>[¥—E XK1Y >— (ServicePolicy) | X—Y &%) , &/ — K2k, 77—
RE¥XY A MR wE—VIZESL I TRAZBEOD T 2 OWEMENRH Y £F, 7 T AXEIRT
BERHR 2R E L Th, EMEEZBE L T, MEBICHIRECEH SN2 WSEE1H 0 £7, &
J— RTlE, EBEORRTOY T AXBEOH T o Z A KN E 72 1308/ Nl X 45 "l RE
PERHY EF, 72720, =N T v Iy 7 AZTiE, RO E & HIZE@R?
BEENET,

BAFIVIN—Ta2I9EEVCISIREY VY

ERIA v H—T 2 AE—KRTlE, &/ —RBRAX KT V=2 L L TNA—T 47T m
FaLEFETLET, A— FOFEEE, £ — FREBNITOE T,
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B srzvon—5o8800525007

4: BN VB —TTARE—RTDEAFIVI L—TF425

Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers

FEORTIE, V—Z AlFIN—F B~DHEIA K RANR4RH DL EEFEHLET, SRITZE
NEN1 OO ASA #iEELET, ECMP 2 LT, 4 A TrI 7 4 v 7 Dur— R NT
VU T EITWLWET, K ASA, AL —HX LEET AL X, ENENERLIL—X]ID E

BN L7,
BHFIT, K/ —RICERDINV—FZIDPRESNDIELIC, V—FIDDI TAX T — )V ik
ETHVERHY 97,

EIGRPIL, fHBIDOA v H—T 2 Af AT —FRDI T AZ T L DFRAN—URETEK L EE A,

)

GE)  TURMMROT-DIIZr T A X RE— /L —2 13t L TEBOBEEGRZ FFo%m a6, FEFL—
T4 VT BRRTHETERN NI 7 0 v VHRRIDBBET L25E503H 0 £3, IEdHL—T ¢
VI ERT DO, FIL T T4 v 7= INBTRTDOASAA LV E—T = A A%
FLOET, FTT AT V= OREESRLTLIEE N,

ASA Y SREMY S RAZ ERET %
[ s | I
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AXTECTUDY N |

FIPEOSREZY LT

sFIPDF v/ ar ha— L F ¥y RLDT70—RNENENHDYT T AR XA R—|Z Lo
TAHHEESNTWAEHAE, DF ¥ RO —F—1ZEWICT A RV XA LT TR T v
TTF—hEarir—)L Fy xLOE—F—IZEF L, TA KV EA LT Y MaETH
LET, 27F2L, avia—n7ao—0F—F—n)n—RKIn<T, artr—/L 70—
MERAT 4 7 ENTHEEE, BF7 e —BRiEHER S 2< v ET, LEenoT,
arhkr—LT7ua—07 A RV EALT Y MNIEFINETA,

«FTP 7 7 & AT AAA 3 2856, Hli#ETF v x v 7o —XiHl#E ) — RicgEdh S E
@—O

ICMP A U ARL a3V EDSREYVY

7 T AH ki@imT % ICMP B L WNICMP =7 —/ X7 > RO 7 v —%, ICMP/ICMP =7 —A >
ART 2 a VINFRIINE I MIT L 5 TR Y £, ICMPA VAT va VEER L7eWGE,
ICMP IZ—HH D70 —ThH0, T4 L7 Z7a—IVR—bFSNEHA, ICMP A A7
varEEATLEHEE. ICMP 7 a— (X AR, T4 VI XNy 7T v T T7a—lLo
TR I T v 7FENET, BMESNZICMP 72 —DE WD 1 DL, k&N 7y b
TALIZAMBIIHYET, T4 V72, Ty " a7+ U —FITETRDYIZ, 7e—
F—F—IZICMP = a2 —5& Ty NEiik LET,

IIWNFXXYRMIL—TFTAVTEISREYDYG

fEBA 2 —T 24 AF— RTIE, vVTFFX¥ X MIEHLTCz=y FAMEBNCENET 2 Z &1
HVERA, T—EBLION—=FT 4 T DRy MITRTHIElZ= > P TRIELEN Tlzk &
NAEOT, Ny b7V r—T g ronEESnET,

NAT &SRB VT

NAT (%, 7 7 AZDRENRAN—T"y MIEBELZEZ2H5ZE0HVET, A T RE
KXOT T MU RONAT X7y N3, ZNENT T AZNORHOD ASA IZERFE SND T &N
HVFEFT, B— RS T 7T AAIIP T RLAER— MUKEL TWEFAS,
NATMERSND L X, AT RET T INRT U RET, NT Yy ROIPT RLARR—
RSB NETT, NAT A—F—TIIR W ASA IZRIFE L=/ M, 7T R ZHIEY) o~
THEN L TCA—T—IZEEEINAT-D, 7 7RAZEIH) I KRED N T 7 4 v 70 ELE
T, NAT A —F—F, EX =2V T4 BLORY —F = v 7 OFERIZISE U TRT > OBk
EAERCERWATREMER S B 720, ZEM /) — NiX, A—F—~ifgk 7 o —&2Eilk L7sn 2
CICHEBE LTSN,

ZFNTH 7 TAZY 7 TNAT 2T 2561F, ROTA RT7A4 0 2BELTIIZIN,
e XU ARP 2L  ARA VX —T A ZADEEIT, v BT T RLAIZHONWT TR
XV ARPIGENEEEIND Z L 1EIH Y A, UL, 7 T AXITHFIE LR Ipo T
RIMED®H D ASA LEEL— 2 LR ETBUREHERFT 2 2 L 22T, Ty AL
YU =3, AA L IFAZPT RLAZET~ Y E L7 7 FLRICOWTITA X
TAY T NV—RNERIEPBR EF TV 2 N VTR TEMERTOLERHY £3, 2
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UL, A% K EtherChannel ORETIZIH Y TR A, 7T AZ AL L F—T = A AL HE
MIFOENTZIP T RLAR 1 DR N=H T,

AHBNA v B —T 2 A ADA L H—T 2 APAT 72 L : £ v X —7 = A A PAT 1%, {HRIA

VHE—=T 2 A AT AR —PFINTWEREA,

eR—h Ty JEIDYTIZLD PAT : ZOBEEEIZOWTIL, ROTA KT A4 2L

TLIEENY,

s RA NBHTE Y OFEKEHIRIZ, 77 A2 2EOHIRTIERL, /— FZ & IE#RIZE

SNFET, LEERsT, FA RSV OREKEIENTICHESNLTWS3 ) — K7 T
AATIE, RANDSLD NI 7 4w 7 MM3O50D ) — IR — KT 7 X
NTWBIGE, 352070y 7 %% /) —RIZ1ODTOFDYTHZIENTEET,

N I T T T = NMmE RNy I T T ) — R TEREINTZAR— T ey 7 id, FA b
B2 OEKRHIBOEARFICITBEINERE A,

« PAT 7 — VR SERIZH LW IP 7 R L AD#iPH CTEH S5 On-the-fly PAT /L—/L D
EETIE, FILWT—=ABENI 2> T THWEERETD xlate N 77 v 7 HE
RiCxH4 5 Xlate N 2T o TOEMRPKBMLET, ZOFEIIR— DT o v 7%
DY THBEICEA R b DO TIERL . T—ABRSBENTN T T4 v I NI FTAZ ) — R
MTr—RRT o7 E3N57 7 AZBBTORRLIND KL PAT 7 —/L D
M T,

¢« JTAZTENMEL CWDAEE, 7y 7EVYTHA XEEFTTHZ LTI TEEY
lo LY A XL, 7 TAZNOET A A% Y a— RLIERIZOZENIRD F
T, KT NAADY v — ROLBEWZREGEET 572012, 7 XToO7a vy 7E ) 4T
N—VEHIBRL, £ DO — VIZBEET 5T X Th xlate 27 V795 Z & & k#)
WLET, 2O%, 7uav I b A XEEHTL, 7ay 7EY Y TOL— L EFERTE
7

« XA F w7 PAT D NAT 7—/L7 KLU A : PAT 7— LV E2RETHE. 7T AKX
T—=VHADOEIP T RLAZR— T ay Z7IZnELET, 774V T &7 107
IXS12AR— K TTR, R—=r7 v ZE0ETOL—NERETDHE, DV IC2—FDT
a0y 7REMEHEINET, o7 a vy 737 7 AXND ) — RRETHEIZSBRE
5720, %/ —KRIZIZPAT 77— /LNDIP 7 RLAZ L2 12U EoTay 7 i3d0 F
T, Lo T, HEIND PAT #Hfctzxt L THA THLLEITIE, 7T AX D PAT
T=NWIZEDHDLHIP T RL A% 1 DFEFIZTH5Z LN TEET, PAT 7 —/L D NAT L—)b
THPREALAR—=F 1 ~1023 28505501247y a v aRELRVRY, R—h7 vy
271% 1024 ~ 65535 OAR— M EZ B 8— L £7,

c BHDON—NNZEIT B PAT 7—/LOHEFIAH B DONL— /L TR C PAT F— L 2T 5
Wi, =BT B4 v —7 oA AOBPUCEEZLIDLERH Y £, T3TD
N—IVTREDA VF—T 2 A AT 50, HDHNETATONL—LT EED] A
VE =T 2 A ZAEERT L. WTUNERIRT AL ERNH Y £9, L— BRI bTEo
TREDA 2 —T A AL UEE] DA VX —T oA AZRESELZ LITTEER
ho IBIESHED E, VAT LRV Z—V NTT7 497 L7 T AZNOGEYR ) — R —
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SHDLZENTERLRDIGAENHY £, V— AT EIZEAD PAT 7 — Vv EMHHT 5
Z i L EBEMEOSNFT Y 3 T,

e TS UL REEVARL PAT— VDT Ty Ruabit, 792X Y7 TR R—MEh
FH A,

cHEREPAT 72 L : VEBEPAT 137 A Z Y L I THR—FENFH A,

ol ) — FIC X o TEHINDF AT I w7 NAT xlate : #lffl / — K723 xlate 7 — 7 /L & #

FFL, 77—/ —RIZERLET, ¥4 T IV I NAT 2B LT 58T —4 /— K
WZAF LT & &I, ZOxlate T — 7 VNIZI WA, 7 —4 / — RIZiil#l / — Rz xlate
EERLET, T—X /) — R0 ETia LET,

o IHFD xlates : BEGEATAE D xlate 7 A KRN EHFINEEA, LIZNn->T, T4 K
BRI T A KA A LT 7 S aiB2 BEERNH Y £97, refent230 T, 7A KX A~—
ERRESNTZZALT T LY RENGEE, HXADxlate THhDHZ 2R LET,

« per-session PAT B§HE : 7 7 A X U U 7\ZBR Y EH AN, per-session PAT FEHEIZ LT > T PAT
OPERMERT ELET, 772XV T OBRAEIX, &7 —% /7 — RHVHE O PAT Bifit
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A —F— L [RERIZ TCPARBEEG M AL L E T, T4 L7 XX, 20ROy I T v
F—F— LTOBEEEEL T,

IHLIE, T U—FICEE SNy I ARTC, A==k EahE .,
Ny RRZEOMO ) — RIZEUE ENTHE. €D/ — RiExT 4 L7 Z I WEabET
F—F—ZHEL, 7a—%iELET,
Ta—DIRENELLZHEAE. KT v 7T — "R —F =BT 4 L7 HZITEESH
F9,

ICMP 5& U UDP DY > TILT—42 70—
ROBIE, B LOBREORE 2R LET,
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IcMP 3£ U UDP 4> TLF—42 70— |

1 RE5:ICMPHELUTUDPT—/T0O—

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP

Packet Server

A
Outside
—’

A

5. 2nd UDP Packet

Inside

After step 5, all remaining packets
are forwarded directly to the
owner.

l--"l

) <

Forwarder
Cluster

UDP X7y "7 FA T2 EDBREEIIL, 1 DD ASA (u— FXRT v T HIEICES
<) ITEEENET,

2. WMIONTy MeRE LI — N, BEILSELEIP T FLRA LR —bONy =l
WCBRSNT 4 LI Z ) —FR&rx) LET,

3. THLVIXEEFOVe—EKREET,. T4 L7 ¥ 7ue—%=ER LT, LEID / — R
by FEEELET, 2FEV., TALIZEANRZOT7Ta—0F—F—FERLI-ZLIThRY
F7,

4. F—F—F7u—&FKL. T4 L7 ZITRET v T — FEEEFEL T, =3I
Ty b EERELET,

5 2FEHDOUDP N7y MIH—"—N0REIN. 7+ VUV —FICEREINET,

6. 7AU—HIIT 4 L X L CHTEHNHREZ 2 =) LE9, Ao~ o — (DNS
8 OBFE, 7V —FiFr VTR0 y FERIEICT L7 ZITEE L.
TAVLITENZFONRTry Mt —F—|ZEELET,

7. T4 VU ZIIFTARENSRE 7 4 U —ZITRIG LE T

8. T U—FFE T v —2ERlR L TA—TF = Haisk L, Ty Med—T—Zimk L
=7,

9. A—TF—lFITy I TAT MIEELET,

ASA Y SREDY SRS ERMT S
|



ASAYSRADY 528 %EHTS |

B sLutcrEgosszesuhcomsE
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ASA R

T TFAR) =L —REFIE T AN — b —F 2L 50— RRT U  TORERE L
T, 78— 8ImY BEUTEGEIE, FTLWEREOBEREL T, 1 BHZ0 OF L
BN Z N ) — R ) — RIZHLWTCP 7u—%2 U XA L7 hTHZ LN TEET,
BEfF D7 v —3fthod / — RiZIZBEh S EH A,

Zoawy FXIBHTY OEGEICES W TORBLSEHT 5720, £/ —
BOBREITZE SNT, HEROBRBITFELI RWEERH Y 7,

Bt plo ) — RicA7n—Rahd &, Py £9,

HA M RARE I LI OB DB ERE LRNWTL SN, BB A vy T AH
AT LW R A BB CTE A,

RS S AU

SRR T DERE

HERER N— | HEEER
vav
Ta—AT—Z A0 (9201) | 7o —F—F—IX, F—TT T4 7 (clu_keepalive £ vE&—") EHH (clu update

EARE/R 7 T A X F—
7T oA 7RG

Aot —) BT 4 LIABLIONRNY I T v T —F—IZEEL T, 7a—DIREE
FHLET, =TT IATHRERETEDLXOICRVELE, T 74T 15
BWTHO., 1I5~5500fETHBERETCEET, 7 I7AXHEHY) 7D NTT7 4>
JBEROLTTEOICEVWRIREEZRETCEET,

BB/ S - [BRE (Configuration) 1> [T/34f R EIE (Device

M anagement) ]>[|—:_IFHT$&?IL§E|$ (ngh Availability and Scalability) ]>[ASAY S
A% (ASA Cluster) 1>[2 2 RZDE&E (Cluster Configuration) ]

9.19(1)| ™Master] & [Slave] &W9 HiEZAGira~ 2 K, a~wr R,

I%. TControl] & TControl] IZEE XN FE L7,

FH/AET I7- 2~ K : cluster control-node, enable as-data-node, prompt,
cluster history, show cluster info

syslog A v&—

show

VMware 3 X TN KVM
A D ASAv30,
ASAvV50, LT ASAv
100 7 7 A% 7

91T() |ASA AR 7 Z A% ) v 7T 5 & K 16 D ASA (RAH % Hi—DOFRET /N A A
ELTIN—ATEET, 7T AX T, BT, 20T XTOFEE (FH,
Xy NT—I ~DOA) 25— 5T, BET A AL TEWAL—T v I
JOEMZZERLET, ASARIB 7 7 A2V 71X, =Ty R 774 T T4+ —
JLE— RCEBA v H—T 2 A AF— K&V R— Kk LET, A3 K EtherChannels
T AR—hSNTWERTA, ASAIRIE L, 7 7 A XY > 712 VXLAN {RAEA >
2 —T7xAA (VNI) ZEHLET,

FLVWER S
* [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces)

* [Configuration] > [Device M anagement] > [High Availability and Scalability] >
Cluster]
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