FRAERS T a—Fa 5

CDOETIE, ASAD T TN a—T 4 T HiELEEREROT A2 N IFEICOWTHA L E
R

e A F—T ) NAT— K& Telnet X2 T — ROE[E (1 ~<—3)

* Packet Capture Wizard Z i L 725 ¥ 7' F ¥ O E & F(T (5 X—)

CPUEHHRL LAR—F (132—)

s REDT AN (19 =)

e NTF—RUAEVAT AV —=ADFT=HY T (28 —)

B DE=H Y T (31 RX—)

T ANBIONN T TNV a—T 4 T ORERE (31 =)

A 2—TILINRART— K & Telnet /S X J— KD [E]E

ASA AR B L TVISA 3000 T /L Tlt, £ X —T7 N/RAT— RE 721X Telnet /XA U — K& =
TAICEETEET, CLIZH LT A7 ZETT204ENH Y £,

)

CE) 2077y 74 —LTHE, RNAV—REENEHGEIZEET L2 LIXTEEFA, L3
HfRE DT 7 4L PR EIRT Z LIXA[EE T, AU —KE2T 74V MUy FTEET,
Firepower 4100/9300 D354 1%, [FXOS configuration guide] % Z M L T < 72 &V, Firepower
1000, 2100, I35 & X Secure Firewall 3100/4200 O34 1%, [FXOS troubleshooting guidel] % 2
LTLEENY,

ISA3000 TD/\RXT— FD[ETE

ISA 3000 D/R AU — RDEIEIZIE, WOFIEZFEITLET,
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https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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B sps0coszo—roms

&M
ATvT2
AFvT3

ATv74

ATy Th

ATvT6

ATy T1

ATvT8

FIE

ASA D= Y —)L R— MTEE L 7,

ASA DERZG > THr 6, BOERE A ICLET,

2B — T v 7%, ROMMONE— RIZAD L) Ic7 v 7 FdRRENTH, Escaped —%
HLET,

AT 4K a2l —vay VORMEET v T T — N T AR, kOavr REANLET,

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASATEIED Y 7 4 X2l —vay LYVRKEEHRA T a0 A NREREINET,
HBTHEIETEXA LI, BIfEDa Ly 7 4 X2l —2a DL AR ERXTRELET,

Configuration Register: 0x00000041

Configuration Summary

] password recovery

display break prompt

ignore system configuration

auto-boot image in disks

console baud: 9600

oot: ...... auto-boot index 1 image in disks

onf
[ O
[ 1]
[ 2]
[ 31
[ 1
b

WDa<wr KEANHLT, ASA2Vua—RNLET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASAlX, A=K7 v a7 4FXal—arofbicTF 7/ hary7 X2l — g
vET—RLET,

WDa<r RuE AN LT, ¥l EXECE— RIZT7 7B AL ET,

ciscoasa# enable

INRAT—RKDANZRD NS, Enter F—%2 L £,
INAY— RiZZEHTY,

WDa<vwy REANLT, AA— Ty F a7 Fal—arkzue—RFLET,

ciscoasa# copy startup-config running-config
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ATvT9

ATv 710

ATvIN

AT T12

AsA 558 iz 7 — kA 2 —somE [

WKDOa<w  REANLT, Fa—)L a7 4Xal—y gy B—RNIT7E8ALET,

ciscoasa# configure terminal

KDa<wy REAALT, 74NV a7 4FXal—3 g r TREIZEUTRAT— RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

Koa<wr REANLT, 740k a7 4 Xal—arvika—RLET,

ciscoasa(config) # no config-register

FTIFNE AT 4 K2l —a DU AZHEIZOXI T, a7 4 Fal— g LY
AL DFMZHONWTE, I~ RV 77 LR LTLEEN,

WDa<y REASILT, HTLWRRAY—REAZ— T v 7 ary7 4Xalb—a VRF
]\/iﬁ—o

ciscoasa(config) # copy running-config startup-config

ASA R3E D/INRT— FFEEIFA A—CDEE

&

ATvT2

ATvT3

ASA AR D/NAT — RET 3 A A=V ZEET 5121, ROFIEZFATLET,

FIE

FATa 74X al—2a B ASAIR Oy 7T v 7 77 A la—LET,
copy running-config filename

1 -

ciscoasa# copy running-config backup.cfg

ASA A8 # 8 L £,
reload

[GNUGRUB] A == —nb, FRAIZML, 32T FaL—2a3rxzA—FRLEWSTT V=
> T <filename> #i®IRN L, Enter ¥—%2 ML ET, 77 A NV4IE, ASAKIE OFT 74 /L RO
T—=h A A=TDT 7 ANLTT, TT7HN DT —k A4 A=V, fallback =< Rizk»

FRARERS TNV a—F Y .-


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html
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B saswn—Fo 70 20— rEEOESE

THEMIZZ—FShD 2 Li3d ) FHA, TOH%, BIRLZT—F A A—VZn—FLZE
ﬂ—o

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

51

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

ATFYT4 EfTar 74 Xal—a RNy s Tyl ard7 i Xal—ay Il at’™—LFE
7,

copy filename running-config

i -

ciscoasa (config)# copy backup.cfg running-config

ATV TE RZAT—FDU kv b,
enable passwor d password

1 -

ciscoasa(config)# enable password ciscol23

ATYT6 HLOEELZRTFLET,
write memory

1 -

ciscoasa(config)# write memory

ISA3000 /\— KT 7D/NRXRT— FKEIEDEMIL
Y

(GE)  ASA {48, Cisco Secure Firewall €57 /L C/XRA T — REEAT 4 —7 Vet 52 LixTxF
A,

FERR D 72N —HF =N R AT — R A W = X L&A LT ASA ZfEfRICE 42 & 23720
Loz, MRV —=FEEEZT 4= 2T BI%. ROFIEEZFEITLET,
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Packet Capture Wizard Z{EfA L =¥ ¥ 7F v DR TE &L F1T .

1R BHHIIZ

ASA C. noservicepassword-recovery =~ > K& 9% & ROMMON E— RIZ A>T, 23
TAX 2L —va OEEEBSZENTEET, ROMMONE— RIZAS &, ASATIE, T
RCDTTvva T7AN VAT LAOWEEERDDL Ty 7 ERFRENET, ROICTHE
ZFITL7VE . ROMMON E— RZBBTEEHA, 77 vva 774V VAT AEEE
L7aWEgA, ASA XY rn— & Ed, /2 Y — KAl X ROMMON £ — ROff f & BEFED
AT A4 Falb—Ta VORFFIEFEL TS DT, ZOEEIZEL ST, NAY— RDEIEN
TERRVET, 72720, NRAT—=REZEETERTDH2LT, RERa—F—nar
T4 X2l —varEFRRLEY, JIONRRAT— REFALIZDTDHZ EnRR0ET, =
DA, VAT LEEMERRERRREIZEIE T 212F, FILWA A=V E Ry I T v T a7y
Xal—vary7ryA4L (ARTELHE) 2u—KLET,

servicepassword-recovery 2~ R, 2> 7 4 Falb—Taly 7AW@ E LTOH
FoRENET, CLIZar 7 ML Tavy REANTH L, HEIEINVRAMIZRF S LE
T, REELEFETAHME—DHET, CLIZae P hTavry REANTHZ LT, Znaw
YROBRRLZARA-VarTHary 7 4 Xal—varEu—RFLTH, REFRLEIREYE
Mo (RAT— REHEOHERERET) AX— T v TRIZAZ— T v a7 4 ¥z b—
Va U EERT L L9 ASAVERESINTWVDLGEICSAY—NEEEZT 1 =7 MZT 5 L,
WHEEBV A= T v S ar7 4 Xal—arzn—RT55 90 ASA DERENEHE S
NET, 7o— A —R_—ZFHL, A¥—F T v 7 ar74X¥al—var ZBHT5L9
\ZAH VN HEERRE SN TV DAL, noservicepassword-recovery 2 > K TA X L3
AEBICER LT X2, a7 4Fal—ay LYRZICRUEERMZ SNET,

F|i§
NAT— RKEEZT 4 B—7 2 LET,

No service passwor d-recovery

&1

ciscoasa (config)# no service password-recovery

Packet Capture Wizard ZfEF L /=% v T F v DFRTE L E

1T

Packet Capture Wizard #ffH L C, =7 —D "N F7 TNV a—T 4 VT E2TOIGEOXF Y VT ¥
AREBLOFTTEET, ¥+ 7Fr TIXACLEZFEALT, F¥7F¥INDHET77 14 v
T DEATH, FEEILEFHRILEDT RLALR -, BIRI2ULEOA ¥ —7 = A XA THIR
TEET, 2OV AP —RE, AHIA Vv Z—T =2 ZADZNENTH Y 7F v & 1 EFETL
FT. F¥TFY LTy NI PCIRFLTAT y F 7 F A4 FTHITEET,

FRARERS TNV a—F Y .“
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. Packet Capture Wizard % {18 L 7= % v 7 F v D% E & E1T

A\

G ZDOY—=1iX, 7747 MV ASSLVPN ¥ ¥ 7F v 2 R— KL TWWEEA,

¥ T T Y EREBLIOETTDI2E, ROFINEEZFATLET,

FIE

ATw 1  [Wizards] > [Packet Capture Wizard] OJIEIZEIR L £7-,

[Overview of Packet Capture] B IZ1X, 7 4 ¥ — R&EETTHETIATI X A7 O—ENER
ENET, ThboX 271, UFREEhET,

s AN A VB —T = A4 ADFEIR,
c A v B —T = A ADTEIN,
e RNy T 7 T A—HDRE,
o Xy ITF v DT,

e (AFvar) XX TTFv¥ T —FDPC ~DIRAE,

ATFw T2 [Next]ZZ7 Vw27 LET,
7 7 AZEREETCIX, [Cluster Option] B AR RINET, AT v 7 3ICHERET,
I T A X BB TIX. [Ingress Traffic Selector] A F RINFE T, AT v 7 4 TR FT T,

AT w73  [Cluster Option] H[i C, ¥ 7' F ¥ DFEFTx4:& LT [This device only] F 72 1% [The whole cluster]
DWTNNOF T a Z2EIRLET, [Next] 27 U v 7 LT [Ingress Selector] [ [fij & Z 7~ L

i‘j‘o
ATYT4 AH—Tx2 A ATy MeXx ¥ 7F v T 5HIC1E, [Select Interface] &7~ a v R¥ &7
Uw 7 LET,

JIGRARY U BETIR, VI9AZ aryha—)L FL—r RNy hDOHhEXYy T F v+ 51T
IZ. [CP-Cluster] = v 7Ry 7 AeA 2 LET,

ATV TS ASACXT—H T L—r Ty bEFxx7F ¥ 5HI2IE, [Use backplane channel] 47> 3
VIREEIZY I LET,
ATw7F6  [Packet Match Criteria] fEI& T, IKOWTNEFITLET,
« Ny NOBAIZMHT 5 ACL Z15ET 2121, [T7E2A )R FDER (Select access
list) | A7 v arvihs w270 v 7 L, [ACLOEIR (Select ACL) | Ke vy XU R
R775 ACL 238K L £3, VURTRE L2 ACLZHAAED K vy F & U 2 MBIt 5%
(21X, [Manage] %7 Y v 7 L C[ACLManager] <A > %3/~ LE7, ACL #E{R L T[OK]
Vv LET,
AL FNNTy EXRXYTFXYEHMNCTHE, 77 RAVANET T v a ATEDITRD F
T FEMIZOVWTIE, AN BT 74 v 7 BLZH (103—V) 22 LTSN,

. TFAMERST TN a—TFaT
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Packet Capture Wizard Z{EfA L =¥ ¥ 7F v DR TE &L F1T .

* [Specify Packet Parameters) 47> a > RA %7 Vw7 LT, X7y b T A—F &R
ELET,

a) [ICMP Capture] K7 > 77X U A N TCROWT NN EFEITLET,

GE) U@@C@mﬂ74%wF!\ﬁ@74VF?T7?X?ﬁ7V5kaTHm
whole cluster] % H&R L7255 R E SIVET,

c TTAT T —IVT A R AR T, WHEDNTF 7 4 v 7 LI NTZ T T 1
7 Ol =GB 5 b L7 IPsec /X7 > b &% v 7 F v § 521X, [include-decrypted] %
R L ET,

« JTAK 2=y N EOKENT Y NaeX v 7T v T HITIE, [persist] ZIBIR L E T,

ATy T LUBROFEIZOWTIE, AT 7497 L7 X2 (103—2) 2B LTLIEEN,
ATw T8 [Next] #7 VU w7 LT, [Egress Traffic Selector] Hifi# £~ L £,

ATYT9 AL X =Tz A ATy X v 7T ¥ T 5I121E, [Select Interface] 47> a > R¥ %7
Vw7 LET,

PIABN U TBRE T TAX avba—)L FL—r Xy bAhrddy 7 F v 5120%
[CP-Cluster] = v 7Ry 7 A4 N LET,

GE) [Egress Traffic Selector] ® 7 4 — /b RO OWCIFHE I T 7 4 v 7 LI X
(11 ==2) ZZRLTIIZEN,

[Egress Traffic Selector] 7  —/L ROFAZOWTIZH AN T 7 4 v 7 L2 & (11 ~2—
V) BBRRLTLIEEN,

ATvT10 [Next] #7 VU v LT [Buffers & Captures] Wi # 3/~ L ¥9, Hf73 H2iL. [Buffers] &%
L c<zEan,

ATYIN EFHOX Y 7T v & 10T L ICHEBMNICEET 5 L 912, [Capture Parameters] fHIK T [Get
capture every 10 seconds] F = > 7 7R v 7 A& T Liﬁ‘o FT7F /N ETEH, 20X T T v
IEER ANy 7 7 2 L ET,

AT w712 [Buffer Parameters] fHI T, v 77 A XL X7y N A XER/ELET, Nv 77 AR
E. X T TF DTy NERIET DO TR AT Y OFRKREETT, 7y A
R, ¥ T Ty DBRFECTCEDIREDO Ty T, TELRVZLLOERET Y T F v T5
7o, mENSTYy B A RXEMEHT L LA HERELET,
a) (A 7+ =, CiscoSecureFirewall3100 7 /NA ADRIZHEA I NET) v 7F v iz
AA o F Ty NERGET DI, [AA v F (Switch) | F =y 7Ry 7 AEA N LE

7
b) N#/b%4f%AﬁLiT N A ZEPIE 14 ~ 1522 234 R T, AA v FR
7y bRy FF YOS, ARV A XO&EHIT 64 ~ 9,006 /34 FTT,

c) Ay77#4X%AﬁLi¢oﬁ%tﬁ4x fH X 1534 ~ 33554432 354 R T, A A v
Fry bR TF v DA AR A XOHMIL 256 ~ 2,048 /31 T,

d) Fx¥7Fy¥ SNy FERFET DI, [Use circular buffer] = v 7 Ry 7 A% 4
ZLET,

TFAMERST TN a—TFaT .
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. Packet Capture Wizard % {18 L 7= % v 7 F v D% E & E1T

ATvT13

ATV 714

ATy 715

AT v 716

ATy I

ATy 718

ATv 719

ATy T2

ATv7T2AN

ATvT22

GE) CORERBIRTHLE, TRTONRY 77 AL —URNMEHENTWEEA.
XX IFyriIkb Wy haaD EEEX L MEDET,

Next]Z 27V v 7 LT, AL TAZNORIEED ) T AL FTay (7T AX B
LTCWBEHE) . NI 74w BLIH Ny Ty RT A=K EKRT 5 [Summary] i %
KR LET, HATT 21T, TR 2ZRLTIESN,

[Next] 22 U » 7 LT [RunCaptures] B Z &/~ L, RIZ[Start] 27 U » 27 LT/ T v hDF ¥
TF v EBLET, [Stop]zZ Vw7 LT 7T 24K T LET, BEROFIEICOWTIE,
XX T FXDOFEIT (123—) ZBRLTLEEN, 7 TRV T aERLTOL85E51F.
FIE 16 (2R FE T,

O DNy T 7 AN—REMEERT 5121, [Get Capture Buffer]) 27 U v 7 LE 9, BFED
vy hONEZHIRL T, Ny 77O NRT Y FaeXxy TF v A=A MR 51
I%. [Clear Buffer on Device] #7 V v 7 L£7,

77 A X EBEETIL, [Run Captures] H[fii C, IROFNAD 1 SLL EZFEITLET,

* [Get Cluster Capture Summary] %7 U v 735 &, 7 7 AZNORIEED N7 > k v 7
Fy ROV~ U =T\ T, FEEDO T v b v T F A FRNFRINLET,

* [Get Capture Buffer] 27 V v 745 L, 7T AXDFIEBEICEDRENR Y 7 7 AL—ZAN
o TWDADMNERSIILET, [Capture Buffer from Device] X4 7 1 7 Ry 7 ARFRE
WET,

* [Clear Capture Buffer]| #7 U v 735 &, 7 7 AXZNOREDEEFI2ILT X TOEED
BAEDOa T oY ZHIBRL, STy haeXy T TF Y T57200Ny 7 7 e gk
]\/\iﬁ—o

[Save captures] 27 U v 7 LC, [Save Capture] ¥ A 7Ry 7 AkFrLET, AFx 7
Fx, WX 7T ¥, ELFTEOMSFERGFT DA T a v E2RINTEET, FifTT5HIC
. Ty 7 Frofff] 2ZRL TSN,

[Save Ingress Capture] & 7 U 27 LC, [Savecapturefile] ¥ f 72 /Ry 7 A%&FKrLET, PC
FORAFGFTEEE LT, [Save] 27 U v 7 LET,

[Launch Network Sniffer Application] 22~ Y 2 LT, [Tools] > [Preferences] TIE L7=/37 v
Nt T 7V r—varEREB L, ANFYy 7 FraorLET,

[Save Egress Capture] 2 7 U 2 L"C, [Savecapturefile] ¥ A 72 /Ry 7 A%&FRrxLET, PC
FORAFGFT A EE LT, [Save] 7 U v 7 LET,

[Launch Network Sniffer Application] %2~ 1 > 2 L C, [Tools] > [Preferences| CTHE L7/ v
Nyt 7T 7V r—va v EESH L, Hhxx T FrEoLET,

[Close] 7 U w2 L, &IZ[Finish) 227 U v 27 LT 4P —FREKTLET,

. TFAMERST TN a—TFaT
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Ryt xeT7Fvnsit1rsqy |

NTY X TFNYOHAFSA Y

AVTFERMNE—F

c AT HFANNDY TAXEEY 7 TRy T F Y ERECTEET, ZOEE, £DU T
AHAHMEY 7 TEEINDI T HFA MIEEMT LN TWDAI Ay MR 7

FxInET,
°WANQkkmﬁf%é%?7?%ilﬁtff¢oAﬁWAN®@ﬁ®Z/T#XF
TX¥ Y S F Y 2RELY CEBICERELEX Yy ST EIMERENE T,

BRBICGRE LT, (T7747) 7T 2HIRLEEAIE. Bloa 7% X hTHEN
RELIEXF Y T F¥YNHoTh, 77T 47 WXRBXYT7FXIIHYEFA, ¥ 7 F v
ETIT 47T HINE, Sy 7T 2HBELGEMUETSLERS Y £,

XY T TXYERELTA L E—T oA AEBTHTRXTOIN T T4 v I RF Y T TF ¥ &
nNE4, Zhicid, 6 VLAN Eoioa s TR A b~ T 7 0 v 7 bE&EENE T,
L7=RoT, HHVLAND AU THFARA TOF Y FF v X —T NI LTZE &I
FZDOVLAN a7 %A N B THEHAINAGEE. :V%#X%A&z/v%be
DWFTDOANNT T 4 v I R¥¥y T FyInvEzT,

WO T 7 497 D8RF. 772747 X7 Fvy0OHDarTXANDNT T 4 w7712
FRF vy 7 F ¥ ENET, ME—opsMEL, ICMPHEZ A 2 —7 M L7 (L7zAd-> T,
ICMP b7 7 4 w7 DF vy a rRNEd /SR 22\0) BAETY, Zo%AlE, 4 VLAN
DTRTCHDALTXARNTANEHIIDOICMP v T 7 4 v I RFx 7TF ¥ INET,

ZOMDHA FS 4>

« ASA WARIEZRERD TCP ~v X —%F>/3% v b %&%/5 L. ASP 7" invalid-tcp-hdr-length
ThHhrEWH FeyTHBHTEONRTy M Ny 73556, 207y NaZEL
A B =T A A LD showcapture =2~ NI, £ 7y FEFRLER A,

*IP N7 74w 7Ry 7 F ¥ TEET, ARPREDIIP Ny MIF ¥ F v TX
FH A,

e A TAVSCT # TfFENTy NOBE, ¥¥ 7Ty SN Ty MZEENLTWAHIE
JNCMD ~v & —%_  PCAP B a—T Nk LW & NH Y £7,

Xy XX T XL, VAT LAEEET D, FIFA AT T a DD
FHAIND /7y b NAT, TCPOIEHL, X7 v NONEZFHIET D E OMOEREN
FNET,

o T HRRHHANSNTAAE R v FOFEMOD R L—R L, T—F /XA TOYE 7 >k
DMFRZ TEFEICKM L COWER A, ZOEWNT, Y7 =T "—=Va v, fik, BLO
FHASNTAAENS T bOX A FIZL - TR F97, EWDE LSRR & 7225 a[ReMEN
B HAEROBEZRIT R LET,

cRIUARARMIFLT2OUEDNAT 25— M A Y NBFET A,

el
/L\
[=]

TFAMERST TN a—TFaT .
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B nrsoi0swL04

cBEIDIE M E W MmO 7 e —T7a ha Ry ®Ri s (EHmMO 72— UDP £7-
IZ TCP T, #ifFfMD 7 a—RNICMP Th LA E) |

cICMP =T —A LV ART 2 g UINENZ > TN\ 5,

AALSTTav LA

ATy T
ATy T2

ATvT3
ATv74

ATy TH

ATvT6

Nry b XX TFXYDANA L E =T = A A FELLSEDRA NEFIRY FT—7 . B
X0 b avERET DI, ROFIREZFATLET,

FIE

Fay X YA INNOANA v Z—T A4 AB BRI ET,
ANEFETLHFANBIOR Yy T —2 % AN LET, ASACXT—X 7L —> ETRry b %
X ¥ 7 F ¥ 3 5HITIL. [Usebackplane channel] 47> a > R&Z %227 V) v 7 LET,
ANBEHHRA NBL Ry FU—=2 2 A LET,
Xy T FXITLH7e hal XA TEEELET, BETES 72 haLid, ah, eigrp. esp.
gre, icmp, icmp6, igmp. igrp. ip. ipinip. nos, ospf, pcp. pim. snp, tcp. F7=iFudp TI,
a) ICMPIZOAHICMP # A 7Z&2 NS LE T, fEETE L XA &, all, alternate address,
conversion-error, echo, echo-reply. information-reply, information-request, mask-reply,
mask-request, mobile-redirect, parameter-problem, redirect, router-advertisement,
router-solicitation, source-quench, time-exceeded, timestamp-reply, timestamp-request,
traceroute, 3 7 (3 unreachable T,
b) TCP B LNUDP 7'm ka2 L2 OFEELB L% ER— hOo— A EfELET, 15
ETEDLAT Y a NIROERY T,
e TRTDOV—EREED DI, [All Services] iR L £,
e —ER ZNN—T%EOHDHITIE, [Service Groups] ZEER L £ 7,

FFEDY—E A& & DHITIL, aol, bgp, chargen, cifx, citrix-ica, ctigbe. daytime.
discard, domain, echo, exec, finger, ftp, ftp-data, gopher, h323., hostname, http,
https, ident, imap4, irc, kerberos, klogin, kshell, ldap. ldaps, login, lotusnotes, Ipd,
netbios-ssn, nntp, pcanywhere-data, pim-auto-rp, pop2. pop3. pptp. rsh, rtsp. sip.
smtp, sqlnet, ssh, sunrpc, tacacs, talk, telnet, uucp., F 7213 whois DWFT N EE
LET,

Cisco TrustSec ' —EADRT y b F ¥ I F ¥ 2 HHNTLHIZE, [BEF =2V T4 7 V—TF27
(Security Group Tagging) ]8I ® [SGTEH % (SGTnumber) | F = v 7Ry 7 A% A NI LT,
X2 VT U IN—=TE TR GEANNLET, ARREX2 VT4 TN—T X 7FFT2~
65519 T4
(A7 3>, Cisco Secure Firewall 3100 5734 A 3 X T Cisco Secure Firewall 4200 &5 /L5 /%
A RZDHEHFRE) o« A v Ty MY T F ¥ 2 AITTDITIE [AA v Tl (Switch

. TFAMERST TN a—TFaT
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thrs5749stLo5 |

Control) |fHIK T [AA v F (Switch) | F = v 7Ry 7 X% A2 LT, WiE VLAN & 4G
VLAN O#iPH (1 ~ 4096) &L £7,

GEx) AL TRy MY T TF Y EENCTDE, TI7VAY A N T v g T EIC
A= i

ATvT1l (FTvary, ZOFTvadi, Ay F Ay My T Fr 2 HCT 5 LHEATEE
4) , Cisco Secure Firewall4200 & /LT /N4 ZAD/N7 o by TF R ITH L TCAN T 7 4 >
I HRDINT A—F ERET HIZiE. [HHflfE (DirectionControl) ]HEIK T, [5IA (Direction) ]
Ry 7 Z T b AR L ET,

HBALST4v I LIS

Buffers

Nry b XY TFXYTOHNA I =T = A FEILESEDTA LRy FT—7 | BX
OREIL LSRN — FOY—E A ZRET DI21E, ROFIELIATLET,

FIE

RTYTN A H =T A ATy haX v 7F v T 5I2I1E, [Select Interface] 47> a v R¥ %7
Uw 27 LET, ASACX T —H 7L —r BTy NaX ¥ 7 F v 5I2IE, [Use backplane
channel] 7' > a v RE %7 v 7 LET,

AT9T2 Fry7EZU L VA MNOIIA V7 —T o 4 AL ZRINL £77,

RT9 T3 HAEELHRA MBIy NT—27 &2 AN LET,

RTv T4 HImEERANBLORy NT—27 2 AN LET,

ANRERHTEIR L7 a2 han A4 TRFTTIZV A RERTHNET,

ATv TS5 (A7 a3, Cisco Secure Firewall 3100 7 /34 A3 L U Cisco Secure Firewall 4200 €7 /L7 /3
A AZDHBEHFRE) o A v F Ty bx Yy T F ¥ 2 AT LTV DH5HEIE. WES VLAN
& HME VLAN O#GH (1 ~4096) ZHELET, AA v F ATy bRy T F XY a2 {0CT5
Wi, AN T 7097 BL 272 (105—2) ZBRL TSN,

RT9Te (A7var, ZoFTvarvid, Ay F Ty b2 x T F 2T o LA TEE
4) , Cisco Secure Firewall4200 EF /LT /N4 ZAD/N7 o by TF I L TCHAD N T 7 4 >
I FRDINT A—H ERET HIZiE. [HHAflE (DirectionControl) ]HEIK T, [5IA (Direction) ]
=R Ve oW (1 Fgt /N DR S

NTy b FXTFXONRTy b YA X Ny T7 A4 X BLOWERNY 7 7 2T 570
EOMERET DITIE, ROTFIRZFEITLET,
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ATy T2
ATvT3
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FIE

XY T T PRFFCEDIRED Ny " A LET, TEHRETELOFEREX YT F v T
D=z, HBEWMRERREYA XE2MHL T EEN,

WNry NeRFET 2D 7Ty PHEHATEDI AT OFKEEEATILET,

N7y NORFIZIHER ANy 77 2FEH LET, THRANYy 77Dy 77 A ML —URFT_TC
VRS ESnNdE, Fx 7 TFriTRbENSTy b EEXZBDET,

[Summary] BiEZIX, 7 T AZ ATV ay (VIARAZV U TEMERHLTHWAES) . F T 74>
BV IE IO 4= RFREHETEIRLIE ATy F Xy T FrDEDDONRy T 7 XNT A—
EWFERINET,

v TF ¥ DET

ATV
ATvT2
ATvT3
RTv74
ATv 75

ATy T6
ATvT1

ATvT8

Xy T by a VOBRMBBIWMEILE, XY TTy Ry T rORR, Xy NT—F TFT
AV TV r—2aryOlFE, Sy b FyTFYOBRME, BLORNY 7707 VT %179
IZiE, ROFNEEZFEITLET,

FIE

[Start] #27 UV w7 LT, RLTA X —T=2A A LTy b X7 F v Eyia &z
BLET,

[Stop]Z 27 Vw7 LT, BRLIEA LV H—T 2 A A LDy h Xy T F ¥y a &R
LET,

[GetCaptureBuffer] # 7 U v 7 LT, f V' H—T =2 A LTxX ¥ I F ¥y SNy hORF >
Tvay hERGLET,

[Ingress] #7 Vv 7 LC, ANA LV H =T =2 ADFYTF ¥ Nv 77 2FKrLET,
[Egress] 7 UV v 7 LC, HHA v H—T 2 ADFx TF v N 77 2FRrLET,

[Clear Buffer on Device] #27 U v 7 LC, T A LDy 77 ZHELET,

[Launch Network Sniffer Application] %2 YV > 2 L C, [Tools] > [Preferences]| CfiE L7z, AJJ
XY I TF X EIHNX Y T Ty 20N T 57200y Nk T 7Y r—va v EEE L
R

[Save Captures] #27 U v 7 LT, ANF ¥ 7 F v BILOHTIF ¥ 7F v % ASCIl £ 721X PCAP
R THRIFLET,
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F v TTF ¥ DRF

Nry NS LI T 57D, ANMBLOHE N v b %+ 7 F v % ASCI £ 7213 PCAP
77 AN THRET DITIE. ROFIEEZFEITLET,

FIE

ATV Tl £ 7FF ¥ RNy 7 7% ASCIH EXTIRFET AT, [ASCH 227V v 7 LET,
ATY T2 X% 7F v Ny 7 7% PCAP X TIRIFT DX, [PCAP1 227V v 7 LET,

RT9T3 ATy N Xxy 7T Y B2 RGFT D7 7 A VERET HITIE, [Save ingress capture] & 7 U v
7 LET,

ATy T84 Whlry N2y T F X 2RGT57 7 A VERET HITIX, [Saveegress capture] %7 U v 7
LET,

CPUEREL LKR—k

CPUEAE LR — M, FBESNZREEINICHEH &7z CPUDEIG OB BE RIS NET,
W, a7 — 7 BLIAMTIZAE CPU BB DR 30 ~ 40% TEMEL ., v'— 7 ERTH 60 ~
70% ORETEEL 7,

0 vCPU {E FAZRASA 18

CPU fE S OKEH 2 R 7 5 121X, ASA {48 Tshowcpuusage =~ REMH L E9, ASA
AR @ vCPU R TIL, 7 —# NA, HlfiARA b BEWMNE T mE A THEF ST
% vCPU O EZ KR LET,

(VMware, Azure, OCI 72 ¥ D) 750 K —E R a4 X —|Z Lo THEZND vCPU
FEFRIZIE, RENTWD ASA (RABFEF=RIZINZ T, LFREENnE7,

« ASA A8 D7 A RV
¢« ASA VM T &7 %SYS A — 83—~ K

« vSwitch, VNICE X U'pNIC D] Z BT 5 /37 v ROF— =~y K, ZOF—/3—~y
RIZIEFICREL RDGAERH Y £7,

CPU e R=EnD B!

HE 7z vCPU DIFE RN KIBICE R D0 2RISR L ET,
o ASA fRAE DL AR— b : 40%

*DP : 35%
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B vwware o cru ERED LK— ~

T EER 5%

s vSphere ® L'7R— b : 95%

* ASA (ASA AR LAR—F&ELT) :40%

«ASA T A KL=V 7 1 10%

o F——y R 45%
A8y Rl A 2SS PREREDFAT, 36 LT vSwitch Z I L 72 NIC & vNIC D]
D3y MEEIHEA ST E S,

ASARIB D= DDA —"—~y K& LT, ESXitr—RBMMoary Ba—F7 47 )V —2R
PHERATAGENH DD, EHARIZ100% B2 52 E03H 0 £4,

VMware @) CPU {EFHZED L 7R— k

vSphere C [VM Performance] ¥ 7% 7 U w7 L. [Advanced] %7 V v 7 32 & [Chart Options]
Fay7Z o)A MRERENET, 22T VMOEAT—F (%USER, %IDLE, %SYS
72E) OVvCPUMEHIERNERRINET, ZOEHRIT. VMware DELE G CPU Y Y — Z3MEH
STV DT B FE 5 DI B £ 7,

ESXi r—/"—D v =L (RA h~OEFIC SSH A L Ty = /c 7 72 A LET) T,
esxtop ZfEF T& £9°, Esxtop I Linux @ top =~ > NIZRIZ BB LM Z D, IRONE
% &t vSphere D /X7 4 —< L AIZETH VM O A7 — MERZZEEL £,

+vCPU, AEV, Xy hT—FFEHEOFM
« £ VM D AT — T L@ vCPU fifi =R

e AEY (FHTHIC TMI EAT) Exy FU—2 (FEITHIZ IN) EAN) ITmA T, #
HIFHRE RX Fu v 7

ASA {R48 & vCenter DT 5 7
ASA A8 & vCenter ® CPU i R DOEUEIZITE N H Y £7,
e vCenter D77 7 DEMEILHINZ ASA IAE OFE LV b R&E RV £T,
+ vCenter TiZ Z OfEIT %CPU usage & FEIXAL, ASA AR T Z OfEIZ %CPU utilization &
PRI E T,
FH5E [%CPU utilization| & [%CPU usage] (IBIDOHDEEWRL TV ET,
« CPU utilization |%, #/¥ CPU O#taHEHR AR L £ 7,

« CPU usage |% CPU OA N—RA L w7 4 » ZIZES W imEE CPU OFtEHE M A 1k L £
T LML, 1 DO VCPU OAMBEREIND720, NAN—AL T 4 U7 ITEEL 4
Ao
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Amazon CloudWatch CPU {# & L R— k .

vCenter (% CPU % usage Z XD X 5 IZFHHE L £ 7,

T 7T 4 TIHEREN AR CPU O &, ifFIEEZ: CPU O&FHIX T 2%I5 L LTIHRESN
F9,

ZOFEIF, RA OB RAZCPUMHARTHY, YA NI —T 4T VAT ANB R
CPUMHETIIH Y T A, £72. I~ > THEATREZR T CTOE CPU D)
CPU fEH=RIZ72 0 9,

7o & 21, 1EORE CPU Z45# L7 1 DOIE~ 8, 4 HOMEE CPU 258 L7121 &
DARA R TIEITENTEY ., 0O CPUMEAERN 100% OHFE, M~ 0%, 1 {HO%E CPU
I RTHEALCOET, KA CPU OfFHRIL,  TMHz AL O R /A8 CPU O x 227
AR L LTCRIAESRET,

fif %R % MHz TLb#g9 2% & vCenter & ASA AR &5 OEEIX—E L £ 9, vCenter 77 7 />
5. MHz % CPU {1 F =% 60/(2499 x 1 vCPU) =24 LR 5N E T,

Amazon CloudWatch CPU FFHZE L /R— k

ATy T

ATy T2

ATvT3

AN I I A0 —F352FKR/LTC, #2770 XF 4TV —ReFEHF—TCExFET, &
EDA AL AD CPUMEHEOHHZF AT HITIE, WOFIEEZFEITLET,

FIE

[CloudWatch] = > Y —/V&BIE, =2 a3 XA U T[A MU 7 A (Metrics) | Z&EIR L
ﬁ‘o

EC2A MU 7 ADAHIZERZERIR L, [V AF AT DA MY 7 A (Per-instance Metrics) ]
Fa AT arEBEBRLET,

R 7 4 — L KIZ CPUUtilization & AJJ LT Enter Z4f L £, SBi A A K o ADIT %1%
WL, ZDOA L AH L AD CPUULIlization A NV v 7 DT T 7 %FRLET,

FEMIC DU TIX, Amazon CloudWatch O Ry o A > A2 LT F &V,

ASA {%%8 & Amazon CloudWatch M4 S5 2

Amazon CloudWatch ® 27" Z 7 O¥fiiiZ, CPU i H=ERDFHE H1E)Y ASA k48 & CloudWatch T
BB, FELIDBREL Lo TWVET,

ASAIE NAR—Y > 7VE— RTHEITEIN TV DA, & CPUIL, AENIE— RS20
A RVIRRBICA DDV I, BEBa~r FOL—7%2ET L ET, Zhcky, AT L0E
BFIREBICE > TH A7 E2OV R0 70y 7 2GR L0 T 50 TIE R, a7 NI
TIT 4 TR TN T —< U AR ELET,

ASARAENTIE, ZDOT 774 T 4137 A4 RU L ITEMETH D L%k S 4, CPU fEHHEN
ELLFHEEINET, =72 L. Amazon CloudWatch T, 9XT® CPU VA 7 )WVIZFEITT D
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WENDDHTD, TA RVREEOEEIIT®EFDO CPUT VT A ET A DEICRAET, 2
12X V., CloudWatch TlXEV CPUBEHZR (85 ~90%) NFERIINET,

Azure @) CPUERZEL R— +

Azure Monitor 7>& VM Insights ZfE/H L C, EHxXRO VM §XToD CPU EHFEEZERTT D
WZiE, ROFNEZFEITLET,

FIE

ATY 1 Azure R—HZ VBB L, [ (Monitor) | B4R L T 5 [V U =—3 3> (Solutions) |+t
7 v a T [RAE~ > (Virtual Machines) ] &38R L £,

ATw T2 X7 x—<> A (Performance) | ¥ 7 % &R L T [CPUM 3% (CPU Utilization %) 17 7 7 %
FRLET, 2077 70%, FHT ety HERHENRDEW B DO~ U RERRE N
i—a‘o

BFE D Azure VM 6 EHE CPU R T T 7 2 F x4 512i%, ROFNEZFITLET,

FIE

ATY 1 Azure R—HZ VBB L, [~ > (Virtual Machines) ] 23R L £,
ATY T2 VMDY A IMNE VM 238U ET,

RAT9F3 [£=%1V 7 (Monitoring) | &7 3T, [Insights] Z &R L £,
ATY T8 [INT+—T 2R (Performance) | % 7 #iEIR L £7°,

FEHIZ OV T, THow to chart performance with VM insights ] [$23E] 22 L T 72 &0,

ASA {48 & Azure DY S5 2

ASA fFA8 & Azure @ CPU i R OB ICITE VN H U £, Azure |, [ FEE72 CPU DA
HITKTAEE L LTHESINS, 77T 4 ZIEH SN TWARAE CUP & & LT CPU
HREHET D720, Azure DV T 7 OFAEITHE I ASA AR OE LV &< 720 £97,

ZOHEIZ, RAIMBLEZCPUERARTHY, YA M ARL—FT 4 T VAT AN R
CPUEHAERTIIH Y A, T2, ZIUIRME~ T THEAREZ T X T O{RAE CPU D)
CPU EHRIZ2 Y £,

72 & 2 I1E, 1 HORAE CPU 28 L7- 1 DORMB~ > U2, 4 HOWPE CPU 2 L7- 15

DFEANTIITEINTEY ., 2O CPUMHAEN 100% DA, KA~ L, 1 {EOWE CPU
BT NTHEALTOWET, AR CPU OfE AL, TMHz BALOM /A4 CPU O X 27
Bt L L CHESNET,
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Hyper-v cPU ERELA— ]

Azure 13, A M OSICX > THERENS CPUDEIZH L— MilBRZEA LEd, ASA {48
2N 40% D CPU EFRAZ WA L, A S— A P MR 90% O CPU ALK ZHE L T\ E T
FIZDONWTEXTHEL LD, ZITASABIE NS 572508 % R84, CPUEM
N 80% B A, NA NN PR 95% ZHB 2 D CPUMHREZRET HA[REENH Y £7,
ZHZEY, ASARIE BRAR—V 7 E— RTREaI~Y ROAL—TE2FTLTNDLETTT
ARV UTEEEZRL TN ZELTH, NA NS PFITASARBECPUE AT Y N 7T
HZ LI ET,

Hyper-V CPU A2 L 7R— k

ERAREZ 7 7 7 R —/ 3—=0D CPU, RAM, BX T 4 A7 BEOERIGEHR DL RITINZ T,
TA4AT, VO, BEOFRy NU—ZERLFRTEET, ZOFHREMLHL T, =—X2H#
L7227 0 RYP—R—FRELTLEE, a2 K71 nova? 747 > hFE72i% Cloud
Control Panel f > % —7 = A A% LT, HHAAER Y —R—%2FRTE£7,

AU RTAUT, ROa~vy REFTLET,

nova flavor-list

AR TR TOY— "= AFE RSN ET, VA ML, ROERDEENLTOET,
«ID : Y—/3—HEAL ID
« Zfil : RAM A RERT fp—< U AL A T TT T ST R4
* Memory_MB : #i%? RAM D&

* T A A7 GBELOT 4 A7 ¥ A X (A2 TV R —"—DfE VAT AT 4 A7
DY A X)

CTT ATV T I T A AT DA R
AT w7 ATy TR DY A X
« VCPU : #ERKIZBEEfT 1T & 7= (AR CPU D#%

« RXTX Factor : $—/3— T8¢ 1 7- PublicNet 78— k| ServiceNet 18— b, 3 X OV =
Nlexy NU—27 (777 Rxy hU—27) IZHID Y Ton2HEEEDE (Mbps HAL)

« Is_Public : A

ASA Virtual & Hyper-V D5 5 2

ASA Virtual & Hyper-V @ CPU f =R DEEIZITEV R H Y 77,
« Hyper-V O 27" 5 7 Ol 13 ASA Virtual DEIE L 0 HEICRKE 220 £97,

* Hyper-V Tl& Z O %CPU usage & ML, ASA Virtual TlE Z OffiZ %CPU utilization
ERETIVET,

& [%CPU utilization] & [%CPU usage] FBIDOHDEEHRL TV ET,
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« CPU utilization 1%, #F CPU O#EHER AR L £,

« CPU usage I% CPU DA N—ZA L v F 4 ISV =i CPU OFEHE R Z 2L L
T, LL, 1 20O vCPU OAHMEHAEIND =0 \A4A%XV/T4/7i@¢biﬁ
/\/O

Hyper-V Tld %CPU usage [T D X 9 IZFHHRE S E T,

T 7T 4 TIER IR CPU O &, #ifR[EEZ: CPU O&FHIX T 2EIG L LTHRESN
iTO

ZOFHEIF, RA PO RAZCPUMARTHY, AN ITXL—T 4T VAT ANB R
CPUEHETIIH Y A, 2. ZIUIEE~ T THEMHAEEZR T T ORI CPU D)
CPU fEH=RIZ/2 0 9,

7o 2I1E, 1EORIE CPU ZH# L7z 1 DORB~ T U2, 4 HOWE CPU 2458 L7 1 &
DHEANTIFEITENTEY . ZD CPUMEMARN 100% DA, B~ 1L, 1EO%E CPU
T A_THEHLTWET, AR CPU O HRIX,  TMHz AL O /48 CPU O x =27
ERE) & LCEEESNET,

\)

GE)  TFHeZe CPUMHERZE5I21%. ASA Virtual LAR— FEFARLZ L2880 LET,

OCI CPU AR L R—

ATy T

ATy T2

ATvT3

AVEa—T 4T AV AZ A AR v 7 oci_computeagent Z{#H LT, OCI ® CPU ff
A FRTEET, Cpultilization A F VU v 71X, CPUNLDT 7T 4 BT 4 L-ULEFRL,
HEIERICHT ARG E LTRENE T, B—Da L Pa—TFT 4 AL AZLADA N v
I 7T 7 RRRTHITIE, ROPIREFEITLET,

FIE

FEer—varAma—EHE [ Ea—T 47 (Compute) |DFD[A 2 AH LA
(Instances) | &7 V27 LET,

AVAB L AET ) w7 L, [UY—A (Resources) |DFD[A Y v7 (Metrics) %27V v
7 LET,

A RY w7 AHIZER] U A KT [oci_computeagent] 2R L £ 7,

FANZOWTIL, a v Pa—TFT 40 T AV AZ A AN w7 EBRBLTLEE N,
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asafriE L ocinss57

ASAR¥E & 0CIlDYT 57

OCI i%. A FHEZ: CPU OAFHCHTAE G L LTHREESNS., 7774 7IEHER TV
LM CUP O& & LT CPUMEHARAZERT 5=, OCI DY T 7 OEAEILHEIZ ASA AR O
BHELIYEL< 2 F7,

ZOFEIF, RAMPLRAZCPUMARTHY, AN IRXL—T 4T VAT ANL R
CPUEHFETIIH Y A, T, ZIUIEE~ T THERHATEEZR T T ORI CPU O
CPU fEHZRIZA2 D F97,

7o & 20, 1EORAE CPU 244k L7 1 DOfIE~ 8, 4 OB CPU 258 L7 1 &
DFEANTIEITENTEY ., ZO CPUMHAEN 100% D4, AR~ 0L, 1 EO%E CPU
I RCHERALTCOET, KAE CPU O ARIE,  [MHz HALOMEH/AME CPU O X 27
B & LUCEESNET,

k

ZITIE, YUV E—FRASAELEEEF 2V T 4 2T R R MOHEREDOT R Gk,
ASA A B —T A A% ping THHE BIOHLA L FZ—T x4 X EOKRA MpboA
VHE—=T 2 A A LDOKRA MIping TEDL LT DHHIEZOWTHMHLET,

X
it
S
ol
N

EXREHGEOTA L : 7 FLRRITOD ping DEST

pingli%, FFEDT RUANRHEHAIEET, BT EINE I DR T 20O M a~< KT
T, RO MY 7 TX, Z0a~y ROFEMEZNEMH - TEITAEEZR T A MZHOWTHRIA L
7,

ping TEITRIEERZ TR b

TNA R ping TDHE, ZOT /A RINT Yy EPRFESI, T ANNELZKLET,

ZO7TatvRAEMHEHALT, vy NT—27 T80 2 F, HAICKRH, @3, BLXOTAMT5Z

EWTEET,

ping #FEHL T, WOT A NEFEITTETET,
2DODA U H =T 2 A ADN—T Ny 7 TAL AL ASA T—HDOA o H—T 2 A R
bbb I —HDA U H—T A R ping BNV —T Ny 7 FTARELTEREITLHE, W
FHDALE—T A ADFERNIR [T 7| AT —FABLOEELRIETE T,
* ASA D ping : BID ASA DA X —T A Ak ping L, DAL X —T A ANRT v 7L
TWTRET D2 LB TE £,
« ASA FEH D ping : ASA DA T /34 A% ping 5 Z L1k > T, [l ASA FH T
ping THZEMTEET, Ay ME, TNENOFBET S & &2, 2 SOHfH

ASADA VB —T A ZZWBLET, ZOT7 7 aii,. Plla=y rOA X —T =
A A, BE. BRXOISEEROEART X M2 £9,
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B 1cmP ping & TeP ping dsEiR

Xy U= FARAZADEED LWEIEEZT A M T 57200 ping : ASA A > H—T = A A
MNH, EFWICEREL W NWEEbNND Ry NU—27 T A Zping THIENTEE
Ty AVE—T A APELLRESNTNDICHL2ND LT a—03Z G SR WigEA
X, T RACHERSH D EEZEZLNET,

« PREEEET A T A720D ping : ASA A LV Z—T = A Anb, IEFICHERET 5 Z LR
BPoTND Ry bT—2 FAL A pingT 52 LN TEET, Ta—%ZE LEEA.
HENZ 8 DT /8 AT R CTEFICEEL, WHEICIE LS ERINTND Z L DHEGRS
Nz &z £9,

ICMP ping & TCP ping 38R

ICMP &1k

ASAZIX, ICMP =2 —H#R X7y R ZEF LT, ma—ibE 7 v N &%ZET H0EK D ping
DB LTWET, iUk, Y=L T, $XTOMI Ry U —27 T3 ZATICMP 7
T Ay IR ENDGAEIT) E<HEL EJ, ICMPping ZfEH L T, IPv4/IPv6 7 KL 2%
TAEARA M & ping THZ LM TEET,

722U, ICMP 2281 LTV D Ry bU—2 60 7, ZHEHOR Y MU —27 23 ZHUTEEY
L5561, bV IZ, TCPping ZfEH L Txy MY —J#fia 7 A N T& X9, TCPping T
I%. ping 7°5 TCP SYN /X7 F23IE[E S, JRZE T SYN-ACK 233215 ST B T % O ping
DLz Re3nET, £/, TCPping TIX, IPv4 7 RL A E T (EAHA A M43 ping TX
F92%, IPv6 7 R L AT ping TX FH A,

IEH 72 ICMP £721X TCP ping & 1X, HINTWADT RLARHEYHTRED K A 7D ~T
TAYZIINETHIEEZERLTWAIZTEEHA, ZHITEARERPHEIEL WD Z b %
BWLES, A A LETEMETAMORY > —T, BEDFATDNT T 4 v T NTF A A
AEBTEARNEIICTHZENnTEET,

FIZFNVEITIE, EXF 2V T4 0EWA v A —T 2 A ANDEF 2V T 4 DIERWVA L F—T =
AA~D ping ZFATTEET, VF—2 NI 74w 7 Z@BRIEDLLIITICMP A o AXY
VarEAFR—TVIT LI EREINRMETT, X2V T A DRWA U F—T = AbE
WA LB —T = A AT ping THITIE. T T 4 v EFFATDH ACL ZlEHT 5 HERH Y F
R

ASA A U B —T = A A% ping THHEIT, TDOA ¥ —7 = A AZHH &iviz ICMP L— )b
IZEo T, ma—2R Ty exma— &y RBRFRISNLLENH Y £7, ICMP/L—
JVITEBERTRE T, ZDON— NV ERTE L2 5/E. A v X2 —7 = A~DOTXTHICMP
NI T4y I BRI SIET,

ZOFINETIE, ASA A L H—T7 A AD ICMP ping % A % —7 /M T 572, £721%. ASA
e o ping HICHER T AMEDHHICMP 2 7 4 X2 L—2 a3 L OTRTUZHOWTHHAL £
R
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ATy

ATy T2

ATvT3

RA kO ping

"X~ D ping .

FIE

ICMP /V_/Vfiz_g*/ij_mﬁﬁ‘ﬁ:jéﬂé & %ﬁﬁmu Li‘d‘o

ICMP /L —/LiE, BIEFRET, A ¥ —7 = A AZHEHEXE SN D ICMP N7 v MIEH S

F9, ICMP V— L ZH#H Lo e daid, $XCOICMP 77 B ABRFA S ET, 20D
ElX., 7 a VR ARETT,

72720, ICMP v — V& FET HGE1E, =a—ZRA vy b—Vbza—i&E A vyE—Y D7
RUARAZFFA[THN—NADEA L Z—T 2 ATEHEENTND Z & 2R LEd, [Configuration]
> [Device Management] > [Management Access] > [[CMP] XA > CICMP /L —/V & X TE L £7,

TR NL—/LTICMP WiFRIEND Z L 2R LET,

ASA R THEA N ping THHEIX, 778X VL—ILTICMP b7 7 1 v 7 OXESZAZ0FFA]
ENDHVENHYET, TR L=, Dy, ma—BR/ma—G&ICMP 3T v
MR THAMLEND Y £, _n%mw—/w;ﬁ 72—/ L )—)L e LCGEMT 52 ENTE
i‘ﬂ‘o

T IR AN—)VEER LRWEAE, BERMMOX A TDRNT T 4 v 7 bFFATH0LERD Y
FT, ZhIE A E =T 2 A AT 7B A A=V EEHAT S L, BEERO deny 25BN S5
e, MOTXTDORNT 7 4 v 7 BHKEISNDHTZDTT,

[Configuration] > [Firewall] > [Access Rules] XA > CT7 7 Z A L— L &EFEL LT, HIZT A b
B TCA— L ZEBNT55581%, 7 A RO TRICZEDLV—LVEHIFRTE £7,

ICMP A VAT g v 32— I LET,

A BZ—T = A AD ping & IIXHAYIZ, ASA #H T ping T 25G1E. ICMP A A7 L g

YPEETY, A AT a ATV, VA= R T v (DFED, ma—RE
Ny h) Zping ZRA LA A MIETZENTED9 2, X7y bdHT20 1 DOIRED

FIEDMRAESND T2, FED XA TORELZSIETHZ LN TEET,

ICMPA VAT v g id, T74N DT a— S\ Af VAR g RY —TA Rx—T )b
IZTEET,

a) [Configuration] > [Firewall] > [Service Policy Rules] DJIEIZER L £ 1,

b) inspection_default 7' m—/ 3L L— L ZARE L 9,

c) [Rule Actions] > [Protocol Inspection] % 7 C, ICMP % &N L £,

d) [OK]Z27 Vw27 L, SHIZ[Applyl 227 Vv LET,

T NA A% ping 35 121F, [Tools] > [Ping] # &R LT, ping T 5% D IP 7 KL AL ZI1EK
A N4 EASL, [Pingl &7 U v 7 F 57203 T, TCPping DHFAIL, [TCP] Z R LT, 58
R —hbEOET, B@EIF EITTLOIMLEOH LT A bOFHIZ LET,

% L7z ping D Hi 7341
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Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

mgﬁ%%Lt Grtrld. RCU 723723 2 TR S A, AREDERD 100% A2 720 £9 (3T
KIMLT=5815 0% 12720 £9)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)

7272 L. ping D—#BOAIE ZHIHTHNNT A =L EEBMTHZ b TEET, LFICHEARALT
varvERLET,

« ICMP ping : 5{Z7CIP 7 RV AT A v X —T = A AR TE £, 72720, H
NAVE—=T A AL, T—EN—T 4T T—TNEHEHLIZV— V7T v 7T
FoTREENET, IPV4A/IPV6 7 RLAEIFIHA A MM & ping T5H5Z LB TEET,

* TCP ping : ping 7540550 TCP R— M & #IRT 20 E SV £9°, 72 & 21X, HTTP A —
k% ping 9% 1Z1% www.examplecom 80 & L £, IPv4d 7 RL A E70FAR A M4 % ping
THZETTEETA, IPv6 7 KL A% pingT5HZ EIXTEEHA,

BETLIPT FLVARIMEAT A v 2 —T 2 AEEETDHA TV a bbb F9, 7272
L. HhA v Z =T x4 RT, T—HIN—TFT 4 T T—=TNEFERALIZL— Ly 7T
ko TiESNET,

B\, ping 2RV B EH (F7 40 MESE) FREERITOXA LT TR (F74
MR B) EHRETEET,

ASA ERHIDIARIIET X b

ATy T

ASA LD & BTSSRI T A S &2 FATT 25813, RO FIEEZEHN TS £,

4R8O HREIIC

FINETHH Lz syslog A v B —VZERT 2551F, vn¥ 7% A4 3% —7 2L E£7 (logging
enable =~ > N£ 7213 ASDM O [Configuration] > [Device Management] > [Logging] > [Logging
Setup]) .

FIE

Ao B =T AL, EFX2U T4 LU, BEXOIPT RLAZRT TV E— KD ASA
FEEX2 VT4 aTXFAMOREIER LET, KIIE, BEEERINZTXTONL—
. BIOASA % ping TAHNLV—F DRI HDHRA B EDODILERH Y F7°,
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1A= R, V=8, BLVKRR +EETCHRY FT—IE

Host Host Host Host
-!10.1.1.55 |:|! 209.265.200.230 |:|! 10.1.36 ﬁ 209.165.201.24
e Router e Router % Router eﬁ_nut&r
! /

dmz1 outside disEa |
1921 209.165.201.1 qg2 1 outside
68.1. security0 &8 3 securityl

. F

2N Transp. ASA
ol Routed ASA %l 10.1.0.3

s " “ e

dmz2 inside dmz4 inside
192.168.21  1o92.188.0.1 192.168.4.1 security100

se;u rity40 security100  SeCU rity80
I

N
% Router %Homer % Router

10.1.2.90 10.1.0.34 10.1.4.5?

— —_— e
r—— Frer—— e ——

Host Host Host

Router

10115 &
5 B
m

T

ost

RATw T2 HEHH SN NN— 2D DEASAAL X —T =2 A A& ping LET, T AT LU b E—
RTiX, BVIIP7 KL A% ping LET, ZOTANTIE, ASAA X —T = A ANRT 7T 4
TThHHIE, BIOAVF—T oA A2 7 4 Fal—ralPELWI EEERALET,

ASAA U H—T 2 ARANT 7T 4 T TEHRWEE, A VX —Tx2f AT 4F¥al—s
UIMIELL RWEA. T ASA EV—Z DB TAAL v FNEZ T LTWBEA, ping 135k
T DR S £ ROMEZI) . ZO%AE. N7y FABASAIZEFELRWVWDT,
TNy T A y—URsyslog A v E—VIFERREINERA,

H2:ASAA VB3 —T 4 ATD ping DK

Ping & % .

Host Router
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ATvT3

ATvT4

ATy TH

3:IP7 FLy U OREREIZ& S ping DKREX

Ping =
192.168.1.2 192.168.1.1 ===

Router Security
Appliance

192.168.1.2

m)

1

Haost

ping IRENRN—Z IR SN WIEEIT, A v F V—TFELETTNEIP T RUVADFET H 7]
REME2ZH Y £9 ROKEZZEM])

VE—F KA INDHEASAA LV H—T oA A% ping LET, hTU AT L kN E—RT
X, BVIIP 7 RL A% ping LET, ZDOT A N Tl BE#EERINIZL—FBNEA NE ASA
DETNRTy NaV—T 4 7 TELNE I, BEXOASA BTy NEIEREIV—T 4~
T LTHEANMIRELNE I DEHERLET,

HRL—H Zif > THRA MIRED/L— hA ASA IZ2 WA, ping 1ZKBT B AlREMER H 0 F
T (RORESH) . ZOLAIE. Ty 7 A vte—Uidping SR LTz Z L &R LET D,
N—T 4 T DI E T syslog A v E— 110001 BERINET,

4:ASADRY IL— FREERFEIZ K B ping DK

Ping

S Iy

2
Router ASA E

ASA A H—T A AMBEERDF v U —27 F 814 ZA~D ping 1T1E L HEREL TV £,

cping M5 L WEGEEIZ, XEN—RV 2T B3 A v 4 —T =2 ADA LT 4 X2l —
Va VNIRERH A RN H Y F T,

CASADA L H =T 2 A ANELLRESNTNAICHE2 b 6T, TBEROEE ] T
AANDBTaA—EEEZE LRWERIE, A v F—T =2 A A — U =7 OZ(EHEEEICH
BRboEeEZLNET, BEMOERZ] ZEWREEFOMNOA 2 —7 A AT, [F
U TEEROER 2] T34 ZZx LT ping Z5E L Coa—42%Z 5 T 558, &KIID
AVHE—=T 2 A AD/NN— R =7 OZGHEEEICHENRD 5 LRI LI 7,

BRANERIFINV—FNOIRETA VX —T 2 A RN LTHDOA L H—T 24 A EORIOFE A
NEIIL—ZIZping LET, HEABBERTXTOL v Z—T 2 2 _TIZH LT, 2O
ATy T HMBEVIRLET, NAT 2T 25613, ZOT A ME4T75 & NAT RIELSEIEL
TWAHI ERDLNMY FT,

ping BN THE, L—TFT v K E—ROT KL AZEH (305009 F721% 305011) & ICMP i
DHEN. ST Z & (302020) % kBT 5 syslog A v —URFERSLE T, show xlate 2~ >
RZE7ziZshoweconns =~ > RE AN L CZDOFEREFRTHZ L L TEET,

NAT BIEL S RE SN TWRNZ ENRER T, ping KT 52 bdVET, ZOHE,
NAT 23 RIE U722 & &R 7 syslog A v EB—UNFE RS ET (305005 F 7213 305006) , ping
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WOMEAR A FMOREIR R F~EE S, AXT 4 v 7 EBPIELRONGEIE, AvE—Y
106010 23K /R S AL E T,

5:ASAD7 KL ATHDRIREIZ & B ping D KEX

—'}:»%—r—f\m i
H—Th ! E
Router Security —
Appliance Flalne: Finst

RARETHDIL— FDEHS

IP7 RLVA~ND T 7 4 w7 DFETRIENEEL TCWBEEIE, mA METO/L— b ZIBH
THZEILE TRy hT—7 RN NN E ) D EER TE £,

FIE

ATV 1 FL—RL— bk EDASA DFER 252—) AL CTEGICTAHZ ENTEET,
ART9 T2 RNy b )b—FOWRE 26 %—) AL TEDNT L ENTEET,

fL—X JL— kLD ASA DERR
FTITAIRT, ASAIZ R L —R Lb— K FIZARy 7L LTERENETA, ZNEERT DI

=S

ASA Z i@ T 537 v b OLFRE P RERFH 25 LT, ICMP BEIEARREA v E—Y DL — |

HIR 2 LT HERH Y £,

FIE

AT9T1 H—

a)
b)

<)

d)

e)

EZRY =2 LT TIL 26 LET,
[Configuration] > [Firewall] > [Service Policy Rules] DNEIZFEIN L £ 7,
=NV BMEIERELET, 72& 2, TILZEO T 72047 > a v & BIAEEk
=V BT TICHFEET DA, LA — LV EERT 203135 0 A,

N— VT a— S )VEFA v —T oA AZWH L, N7 74 v 7 BEEFEET % [Rule
Actions] X—YE TV 4 P— REEDE T, 72L& 21X, 7 17— b matchany /L— /L & {ERL
TEET,
[Rule Actions] ~—"C, [Connection Settings] ¥ 7 % 7 U v 7 LT, [Decrement time to live
for a connection] Z IR L 9,
[OK] £721% [Finish] #7 U v 7 LT 6, [Apply] 227 U v 7 LET,

ATw T2 ICMP BIERGEL — MR Z L L £,
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a) [Configuration] > [Device Management] > [Management Access] > [ICMP] Z &R L £7°,

b) =T D FEIZH % [IPv4 ICMP Unreachable Message Limits] > [Rate Limit] D 2 1> L &
T, 7o ziE, 50T L ET,

c) [Applyl %7 U v 7 LET,

INTY R IL— FDRE

traceroute & 31X, X7 v MRFELRICEIETHETO/N— FEFFETE £7, traceroute
%, R — b ED%EEIZ UDP /37 v M E72IXICMPY6 =2 — %2 35535 2 &L THREL £
T A= EBERTRWIZD, 585 ~DIEHTITH H/V— 2 [ LICMP F 72 1L ICMPv6 Time Exceeded
Message TIEE L, TDOTT—% ASA IZ#E LET,

traceroute (X 25[5 SN7=K 7T —T7 OFREFR R LET, HIIOKITN 1 OO TTLEIZRHE L
£ (FE) . kORI, HAOGRFOMBHEZRLUET,

HAHEES = BA

* A LT NOHFRNIZ T —T ~OIEEZFELEFATLE,

U FETE~DI— N BFE L EH A,

nn msec K )—RTHBELEHOTa—T7D5 7 R v A2 bf (2
) o

IN. ICMP % v b U — 27 ZH#ETE EW A, ICMPV6 TlE, 7 KL AT GHL T,

'H ICMP 7R A MZEETE EHA,

'P ICMP IZE|Z#ETE E£H A, ICMPV6 Tix, A— FREIEARRETT,

A ICMP WEHFIC Lo TSN THET,

? JRAEARHD ICMP — 7 —723584E L £ L7z,

FIE

ATy 71 Tools > Traceroute DIEIZER L £ 7,
ARTYT2 V= NEBIT25EAA M EIXIP 7 FLRAEANLET, mA MEEMTL LI
DNS #r—_—Zg&iE LET,
AT9 T3 (FFvar) PL—RAORMEEHRELET, 774NV ERIEEAEDr—RTHAELET,
s [Timeout] : %A 57 U T2 E TIREEHET DR, 7740 MI3BTT,
e [Port] : 9% UDP R— bk, 7 74 /L ~iZ 33434 T,

* [Probe] : % TTL LUV CkET 57 n—7 0%, 774/ ME3 TY,
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 [TTL] : 7' —7 O/ L ORI fTREREH, 7 7 4V MOKR/MEIZ 1 TTH, 20
EZEC LT, BEROFR Yy T7ORREMHT 52 ENTEET, 7 74 /L hORKAHEIL30
TY, FL—R— NI, N7y MDPSEEICEIET 50, FITRKNEICET DL E-ETL
i‘g—o

* [Specify source interface or IP address] : L —ADEFEILE L THEAT LA X —T = A
Ao A VB =T 2 A AL, AATETIZIP 7 RUATHRETE EJ, IPv6 T, H#EF0A
VH =T oA ABRETEEHA, BEILIPT FLALITE2BETEET, IPv6 7 N
Al ASA A U H =T = A ATIPV6 ZHMNZ L TWDEEICOLAZHTT, FT AN
TLybhE-RTIE B FLRAZERTILERDHD £,

* [Reverse Resolve] : DNS 4 BifR 235X E STV 5 W SRy 74T & H
m%ﬁ#éﬂgaﬂom?va@ﬁ%%r#éﬁ7/a/%%mm%biﬁo

*[Use ICMP] : UDP ’'m—7 /X7 FORDOVIZICMP 'r—7 X7y Mk T 50 E
5 b)O

AT T4 [TraceRoute] 27 V v 7 LT hL—Zb— F&BKBLET,

[Traceroute Output] fEIKIZ, I L —RZ/b— FDFERIZONTOFEMA A v — VU NRERINE
R

Ny b fL—HZEFRLER) O —REDTR b+

&
ATvT2
AFvT3

ATvT4

ATvT5

BETLEIEDOT RLARBIO T v b a VORFHEIZESW TN ry h 22T U1k T5 2 &1
FOoTHRYV V—FEETARITEET, PL—RF, RV —BREFTLTT 7 A L—L
RNAT 72 8% T A ML, Ty NEFATH0, EET 50 %MRE L ET,
DLy NETARNTBHILILL ST, R —DREMHRE L, HEIISCT, &F
WERFERTAIN T 74 v I DOX A TN EINDINE I NET A N TEET, HEDHER
WMZ T, bL—H2FHLTHFITRENRTy RBRERENS 72 EOTHERENEEZ T Ny
JTEET,

FIE

[Tools] > [Packet Tracer] DJAIZEIN L E 5,

Ny b FL—ZADKETA VA —T A AZERLET,

N7y N ML=y b EAATEIBELET, HBETE D77 a1 X, ICMP,
IP, TCP, UDP, B XUSCTP T,

(AFvar), BxXa2VT 4 IN—T ZTDEN LA ¥ 2CMD ~v X —|ZHDIAET-/%
oy M EIBIT D (Trustsec) ¥aiE. [SGTnumber] #4212 L T, ¥X=2 VT 4 FN—F X
T DF S (0~ 65533) ZANLET,

(FZoAXT VLU R E—FR) Xy b bL—R (BTHITA L F—T oA A2V XA L
7 hNEND) BA L E—T A ATAD L DITT HITIE, [VLANID] A 12 LT, 1~ 4096
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B or—=ozevzxsnvv—z0r=syoy

ATvT6
ATy T17

ATvT8

ATvT9

ATy 710

IND A —7X

OFFEOID # A LET, VLANID iZ, ANA v F—T =2 ARV T A H—T =2 AT
WEARICOREHTE 7,
(FZoAXRT LU R E—FR) BEMACT RLREZEELET,
Ny FOBETL LS ERELE T,
Cisco TrustSec Z i 4 23-&1L. IPv4 7213 1Pv6 7 KL A, 552Efi KA A 4 (FQDN) .
FFEX 2T 4 IN—TDLEHDHVIIZ T HIFETEET, BETLT FLRITH LT,
Domain\username JE . Cx—F—L 24 ETH L H TEET,
7a haVvoREERTELET,
« [ICMP] : ICMP % A 7, ICMP =2— K (0 ~255) . BLOA T 3 TICMP ikAll+% A
FLET,
« [TCP/UDP/SCTP] : iIME LB L OSSO R — hEZEZ A LET,

« [Raw IP] : 7'z h = L& (0 ~255) AN LET,

JIGAE 2=y NARKTNT y NaT Ny 73 5120E, "y b Fr—HE2HEHLET,

[Cluster Capture] K2 v 7*Z 7 U R vt IROEHZERLET,

a) decrypted : VPN F > RV THEB(LINTNT Yy FEFEAL, EHIZ, VPN b
MLCTEETLSZ Ny hE2YIab—MLET,

b) pesist: 77 AZ 2=y FREKETEWT L7y FEEALET,

¢) bypass-checks—Skips security checks like ACL, VPN filters, IPsec spoof, and uRPF.

d) transmit: I 2L —FINTNT Y FBASANGHOND KX OIZLET,

[Start] #7 Vv 27 LT, "oy & b —ALET,

[Information Display Area] (2, /37 v & N L —ZADFERIZET H5EHIERDBRSRINET,

DAREVARTLYY—ZADE=ZZ) Y

SFESFERIATALAY YV —RAEEF=2F—TFTHZLILoT, N7 r—~ 2 X FOREE - 13%
DM OBERN 72MEE/ETHI LN TEET,

INTAF—IVADE=ZARY Y

ATy T

ASA DR T —~< L 2R E VT 7N E IR TCERTEET,

FIE

[Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] DJIEIZIER L £,
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AT w72 [Graph Window Title] (27T 7 7 4 ' RUDZ A "EANTTHI LS, BFOX A ML E®E
W&z bTEET,

AT 73 [Available Graphs] U A hinDig K4 2O hY ZBR L THD, [Add] 227V v 7 LTER
HDx 2~V % [Selected Graphs] U A MIBEI L3, EHARRERA > a TkO LD T
R

* [AAA Perfmon] : FBFE, #FAl, BXOT BT T 4 v 7 ERIZEET 5 AL OB REL,

s [Inspection Perfmon] : HTTP, FTP, 3L NTCP A > A 3 NZBAT A HEA DT v
M

* [Web Perfmon] : URL 7 7 & A Z:R & URL H—/N—ZRIZEET 5 D BT O B R 2K,

* [Connections Perfmon] : J- X TDO#EfE, UDP #5#i, TCP 8k, 3 L O TCP RAIT(5 1B
VY A UL G

* [Xlate Perfmon] : #VH.{Z D NAT xlate,

AT 74 [Show Graphs] %7 U v 7 L ¥,

777 Ea—bT =70 Ea—DRTENTNORREUVEZ LI ENTEET, £2,
THOEFHELZER LY, T2 22 AR— P EREFAHML7ZY T2 TEE
j—O

AEY JAYVYIDE=ZARYYH
2XARY) TuyZ bERATOREY Tuv &7 RN ERIIERXNTCERRATETET,

FIE

AT w71 [Monitoring] > [Properties] > [System Resources Graphs] > [Blocks] DJIEIZER L £,

AT w72 [Graph Window Title] (27T 7 7 4 > RUDXA MEANTDHZ EH, BEFOX A bV %
NIz TEEd,

AT w73 [Available Graphs] U A kb= MU ZRIRL TG, [Add] 227 U v 7 LTENLDOT L b
U % [Selected Graphs] U A MBI L 9, EHARERA T > a MFRO LB TT,

* [Blocks Used] : ASA THEHHDOAEY 7wy s 2R RLET,

* [Blocks Free] : ASA DZEXAEY Trv /2T RrLET,

AT 74 [Show Graphs] &7 U v 7 L £,
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777 Ba—bT =70 Ea—0DMTENTNORREUVFEZ LI ENTEET, £2,
T OEFHELZER LY T2 227 AR— P EREFAML7ZY T2 TEE
j—o

CPUDE=RY Y

ATy I
ATy T2

ATv7T3
RTv74

CPUEHHEELRRTETET,

FIE

[Monitoring] > [Properties] > [System Resources Graphs] > [CPU] DIEIZEIR L 97,

[Graph Window Title] {225 7 U 4 RUDX A MEANTDHZ b, BEFOX A iR
RTHZ2 b TEET,

[Selected Graphs] Y A K {Z [CPU Utilization] Z 3B/ L £ 7,
[Show Graphs] 27 U v 7 LE 7,

V57 CambT =7 Ca—ORTRREDIEAD LN TEET, F2, F—HOE
RS A LT LY, 7S eT s AK— PEEEERILEZYT5 2L bTEET,

AEYDE=ZAYY

ATv T
ATy T2

ATvT3

RTv74

AEVMHEHERREZ 77 7B E IR TERTEET,

FIE

[Monitoring] > [Properties] > [System Resources Graphs] > [Memory] OJEIZER L £,

[Graph Window Title] {227 7 U 4 RUDX A "NEANTHZ &b, BEFOX A i
Ry b TEET,

[Available Graphs] UV A k226 R Y Z@INLTHD, [Add] 227 Vv 7 LTENLO=ZY |
U % [Selected Graphs] V A MIBEILE 3, EHAERA T a IR O LB TT,

s [Free Memory] : ASA DZEEX AEY 2R RLET,

* [Used Memory] : ASA DD AEY ZFRLET,

[Show Graphs] #2 U v 7 LE£7,
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777 Ba—bT =70 Ea—0DRTENLTNORREUVFEZ LI ENTEET, £2,
T OEFHELZER LY, T2 227 AR— P EREFAML7ZY T2 TEE
@—o

JOvREAGDCPUFEREOE=F2) YT

CPU TEITEINTWL TR A EE=F—T&ET, FFEDT v ATHEMN IS CPU OfF
MRICHET 2B RERSGTEET, CPUMHROMEERIIFEIE T~ Hh, EHRORS &
W R AN RENET, £72. TV RATLEDOCPUICKT 2 AMICHET A HEHR G
BRI O 5 BET. 1 08T, BERO S oRIOE®R) bEERTWET, ZoFRITI s BEBEICH
ECHEH S, U TS A DOREHERPF RSN ET, ASDM TiE, 30 BB EICHERS
ET,

7'vt AHNLO CPU 3 % FRr9 % (21X, [Monitoring] > [Properties] > [Per-Process CPU
Usage] DIIEIZER L £,

HENE S 221 LC, @2 TETEHL, 77 A VIRIFET D Z &N TE £, [Configure
CPU Usage Colors] 7 U v 7 LT, HBIZESNTHERALARALTEIRT 52 L1k -
T, HFHEOGWTBEADAX ¥ U2 FTLOTLTHZLHTEET,

BEHmox=42)2Y

BIEDOH 2 BN TERRT HIZIE. ASDM A A > U 1 R T, [Monitoring] > [Properties]
> [Connections] DNEIZER L £ 97, FHHICEH T HEWICIT, 7m b=, FExE7 KLk
AT RUADRE, BAED/RT vy RREEELITIZESNTHLDOT A FVKHH, 8L UHE
DT 74y 7 BRPEENLET,

TAMBLV LI TN 2a—TFT4 VO DERE

Y- T3y bk SR BA
J4+—L4L1Y
1)—X
traceroute® IPv6 V7" — h 9.7(1) traceroute =~ R H X u, IPv6 7

nNond LT E L,
WOBEEMNER IVE LT, [Tools] > [T
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73y b Bl
24+ —L4L)
)y—2

3
b
R

TY oD I N—TF Ani"— f 2 —T =4 |9.7(1) TV TN—TF R )N— [ B —T x4
AHDONNTy b b= DOHR— b ML —HEMEHTELLOICRDELL
Ny b R L—Y OEEIZ [VLANID] 38 KT

MAC Address] 7 4 —/V KRB E L
[Packet Tracer]

FENC LBy b XYy T F ¥ DOBtE L ELE [ 9.7(D) F¥ Ty E TETIEEREBIUBEBRTE 5.
L7,

IBN/ZEE X7 EifE : [Wizards] > [Packet (
Wizard] > [Run Captures]

BI/EE SN A7 v a v : [Start] RH
N
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B Iv k|58
TA—LY
J—2
STy b R LB XUy b [9.9(1) Sy b b L RO TR S F

X v 7 F v HERE

Ry "IN T AR =y MNE&I#
iy MBI LET,
e I ab— FENTENT Y RHAS/
XolcLET,
e vIal—hENEATY FDEF
T ENANRALET,

e vIal— &Ny B & IPse
SNT=ANTy FELTHRVWET,
Ny N F e T R IXIROBERE THE(L S
NIy FEEBILLIERICE Y 7T
s hL—R%&Fx7F ¥ L, Kkfit) A

R
PR ETIIEE SN
[Tools] > [Packet Tracer]

WDA T a &Y R— T 5 [Cluster (
JV RZBILE L7 : [decrypted], [persi
[bypass-checks]. [transmit]

[All Sessions] K> 77X 72U A RDTF
Ea—IZ2 2008 LA T v a v &iB
[Origin] 3 & O [Origin-ID]

[Monitoring] > [VPN] > [VPN Statistics] >
and Capture]

[Packet Capture Wizard] [#i & |2 [ICMP Capi
ZiEHI L FE L7z : [Wizards] > [Packet Ca

ICMP % 7F ¥ Z ¥R — h9 25220
include-decrypted 35 J U persist #iE8/0 L
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3
b
R

T3k
T —L
) —2

Bl

ACL Z#fEHEFIPv6 h T 7 1 v 7 % —F &
HLOD/ry b Xy TFyOYR— |

9.10(1)

capture =~ > R match % — 7 — R & f
any ¥—7— RiXIPv4d b T 7 1 v 7 DL
IPv4 £721LIPv6 8T 7 4 v 7 %% v 7 F ¥~
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