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Azure|X, VM Z {51k L CHEENT2 EETINL MO H D, AT I v TV v I IPET 7 %
VR TIER LET, BEIP 7 RLREBERETIHEIT, F—F VDT v 7 IP #fl&E, A7
ST T RUANBAZT 47 7T RLVAIZERLET,

MEZE T, DNS DT ~LZ2EBMLET,

SERMERT K A A 41X, DNS 73L& Azure URL OFLAAHE T,
<dnslabel> .<location> .cloupapp.azure.com DE AU 72 W £47,

WA OBAEAR v BT —27 3R D0 HLWMER Yy U —27 2B L £,
ASAV ZHAT 5 450F 7 xy MaREL, [OK] 227 U v 7 LET,

BE KA BF—T 2 AR —BOV TRy NIT Xy FTHLERHY £,
[OK1 %27 U v 7 LET,

ATY TS MY~ AL, [OK]Z27 Vv 27 LET,
ATvT6 FIAGHZMRL, [fEKR (Create) 15227 U v 7 LET,
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Microsoft Azure 7 57 K~ ASAV DEA |

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H L T, RE%
WATLET, ASDMIZT 7 B X T 5 FIEIZOWTIL. [ASDM DRt 2L TL 72
él/\o

Azure Security Center 5 5 D ASAv DE A

ATy T

ATy T2

ATvT3
ATvT4
ATy T5

ATvT6

ATy 17

Microsoft Azure Security Center (%, B&EEN Y 70 NEAICKT 58X 2V T 4 U R T 2051,
B, BB TEL LT 2 Azure MITDOEF =2V 7T 4 VY 2—3 3 TY, Security
Center DX v aRh—RKhn, EXa2 V74 RV —2RELEZD, X2V T 4 REEET=
Z—L1Y, EXa2 VT4 77— EeRRLIEY TEET,

Security Center (X, Azure V) YV —ADt X = U T (REEZGHT LT, BENREX2) T 10 D
FIEARE LET, HEREEO Y 2 MIEW, RERaY b=V ERET DT 0k A% ELT
LT, MRITIE. Azure DBEHCHTE 77 AT U4 —b YU a— 3t LT ASAY
DEANEEZDDHZ EINTEET,

Security Center DG Y U 2—a DX HIZ, #27 VY v 7 TASAY 23T EAL, BH—
mﬁyyiﬁ—F#Et%n)744~/kkE%ﬁ4«/F%%%5 T&ET, ROFIH
I%. Security Center 7> ASAv 38 A3 2 FIEOHE TI, FEMITOWTIL,  [Azure Security
Center]] ZZM L T EEW,

Azure R—HF a7 A4 LET,

Azure R—X )L, T—H v ¥ —OEFNIIERRL ., BIEOT Iv v NeH TR Y 7 g I BEEA)
o RBEREFR R LET,

Microsoft Azure A == —7>5 . [Security Center] iR L £,

#18 C Security Center (27 7 & AT BE1E, [Welcome] 7 L — F‘ﬁifa'ﬁ% %9, [Yes! | want toLaunch
Azure Security Center] Z 3841 L T, [Security Center] 7' L — K& B &, T —X[UEEZHHZL T,

[Security Center] 7' L — KC, [Policy] # A V&R L E T,
[Security policy] 77" L — K, [Prevention policy] % &R L 7,
[Prevention policy] 7 L— KT, X% =2VU7 4 AU v —D—E& L TERRTHHEFHE A L ET,

a) [Next generation firewall] % [On] IZ3%E L £7, Z4L T, ASAv 2 Security Center WOHELE Y U = —
varenhEd,
b) SEILLC T, MOHREFEREELZELET,

[Security Center] 77 L — RIZJ& - T, [Recommendations] % - /L& 3#IR L F 97,

Security Center [X, Azure V YV —AD&F = U7 ¢ IREZEMAIZ/HOHT LE T, Security Center 23 ETER 72
XU T 4 OWEFHEERFET D &, [Recommendations] 7 L — RIZHELEFIHNF R I FE T,

[Recommendations] 7' L — K C [Add a Next Generation Firewall] #E53SIH 2 8241 L C, FEMIZ R R L7120
MEE RS 212007 7 v a v w2F L0 LET,
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ATvT8

ATvT9

ATy 710

ATvIN

Azure Security Center /5 M ASAv DE A .

[FIRIER (Create New) |1 E721E [BEFO Y UV =— g & (Use existing solution) ] %38 L THh
b, BATLASAVEZ U v LET,

HEAR IR EEATOVET,
a) A~ DAHIEATILET, ZOL4FNTAzure 7 A7 U 7L a VN T ETHLILENRH D £
‘a‘o

BEE AN —E TR BFEOARMEZHHMAT 5 & BAICKKLET,

by Z—H—HEANLET,
¢) WMREDZ AT ELT, NAU—= REIZESSH F—DWN Tz @R L £,

NAT — REBBRLIZGAIE, NAT—REASNLTHEELET,

d) $ 727V Fary A4 FE@RLET,
e) VYV—AR TN —TEBRLET,

VY= I N—TF, XY hT—=7 DV V=R FT—T LRI THLULENRDH Y 7,
) BETAERIRLET,
BT, *y =2 BIQNY V=R TV —TFLELTHLIVLERH D £,
g) [OK]%7 Vw7 LET,
ASAV OB EHHA 2R E L ET,
a) A~ OV A XEFIRL FT,
ASAv X, Standard D3 33 £ O Standard D3 _v2 AW 7R — F & E 7,
b) APL—UTF AT bEBERLET,

MDA D=7 B0 2T 2130, FBUERT 226 TEET, A=V THY
YOI Ry P BROMAE~ v ERIC THHMER B Y 7,

c) [Name] 7 4 —/V RIZIP T RLADTZ~LZ AL, [OK]Z 27Uy 7 LT, "TYUvZIPT RLXA
ZERLET,

Azure 1%, VM #{E1L L CHEET AL ERFINIARELEOH L, XA FIv 7 TV I IPE2T
TANV NTIEERLET, BEEIPT RLVAZEBLETIHEIL., F—F1VOT ) v I IPEHE, ¥
AFIv T TRUVANBAZT 47 T RLVAIZERLET,

d) MEIZIE U T, DNS OF L4258l £7,

SEARMERG N A A 41X, DNS 7 UL & Azure URL OFAA G HE T,
<dnslabel> .<location> .cloupapp.azure.com D RUZ 72 V) 47,

e) BEFOIRAER Yy NU—27 Z@&IRT 500, FTLWRER Y NU—27 2B L 7,
f) ASAVEZEATH400H TRy FEFEL, [OK]Z27 Y v 7 LET,

= BAE—T oA A —EBOY T3y NMNZT X v T THMLERLD 7,
g) [OK]Z27VyZ LET,
Y~V 2R L, [OK] &2 Y v 7 LET,
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ATy 12 FIRASGHEEZHER L, [ER (Create) 127V v 7 LET,

RDEZRY

*SSHZ/TLTCANTEDCLIa~y REHAT I, F/IXASDM 2 LT, ZEL
WITLET, ASDMIZT 7 2T 5 FIEIZOWTIL, [TASDM DRl 2L TL 7
él/\o

« Security Center WOHELTHIAN XD K 912 Azure V) Y — A DB SO O FERIIZ DU
T, Security Center 7*H AFARER~Y =2 7 LA S L TS Z 30,

Azure Resource Manager 5 5 @ ASAv for High Availability W& A

RO TFNAIL., Microsoft Azure T ol HPE (HA) ASAv X7 ZiRET 2 FNEOHEME 27~ LTV E
T, Azure OFEDZEMRFIEIZOWTIL, TAzure 2o TH L] 2L T &V,

Azure D ASAv HA T, 2 2D ASAv Z#afHMEYE v MZEAL, VY—& TV 7 IPT
RLA, = T =T N POXERTEZEINAERLET, BAKIC, CNHLORTE S
HIZEHTE £,

ATFY 1 Azure R—Z)ica 74 LET,

Azure N—H Vid, T—H B HX —OGEANCERRL, BIEOT I MV T AT Y T g IZBEEA
o RBEREZRRLET,

ATFYv T2 ~—4 v b7 LA AT[CiscoASAv] & L. [ASAV4NICHA] %7V v 7 LT, 7 =—/LA—/3— ASAvy
M A EALET,
AT w73 [Basics] REEMEM L £,
a) ASAVS U UADT VT 4w 7 AEANITLET, ASAVOLRNL V7407 R AL L7 4y
J A B2/ E£9,

BEE MFEOT VT 4 o 7 AFH L TCWRNWZ 2R LET, HifT2E, BAITRKLE
—a—o

by =—Y—HEANLET,
T O~ v DF . — Y — 4 T,
BE Azure TlE, admin &) 2 —HF—FIHHTE A,

¢) WSO~ NIFEREY A 7 & LC, [Password] % 721% [SSH public key] DWW 9 7&K L £,
[/SA T — R (Password) ] # IR L72HEIE, NAV—FEZ AL CTHELET,

d VYT R7VTvar XA TEERLET,
e) [Resource group] % i&IN L £,
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Azure Resource Manager 5 5 @ ASAv for High Availability D& A .

[Createnew] ZBINL TH LY YV —R T N—TZERT 57>, [Useexisting] TBEfFD Y Y —R 71—
TEBERLEYS, BFEOY Y =R IV =T 2T 25613, ETHLILENDY £, £ 5 Thw
BEIE, LV Y —R T —F BT 5 0NERH Y £7,

f) [Location] Z R L E 7,
BT, Fy V=2 BIXR) Y= FA—T LR THLLENDY £1,
g) [OK]Z27 V7 LET,
AT 74 [Cisco ASAv settings] Z 7% & L £,

a) A~ OV A XEFIRLET,
b) [Managed] ¥ 7213 [Unmanaged OS disk] A F L— U Z @I L 97,

BE ASA HA *&— K CIL% |2 [Managed] i H L £,

ATvT5 [ASAV-A] REZHERKR L £7,
a) (A7 3r) [Createnew] ZEIR L C, [Name] 7 4 —/L KIZIP 7 KL AD T~ L% AJjL., [OK] &
7Yy 7 LTAT Yy 7 IPT RUVRAZERLET, N7 U7 IPT RLUABRKERNGAIL. [None]
IR E 7,

G¥) Azure (X, VM Z{8 1L L CHE T EEEINIAEEOH D, XA T I v 7 TV v 7
IPEF 74V FTIIER LET, BEEIPT FLAZELTIEAIT. R—ZLDONT ) v
JIPEHE, AT I TRLAMWBAEZT w7 T RLAICERLET,
b) MEIZEL T, DNSDOT~ULEBMLET,

SEAIER R A A 41, DNS 7L L Azure URL OfAGHH T,
<dnslabel> .<location> .cloupapp.azure.com DZRIZ 72 D F 97,

c) ASAv-A BEEEZHOA ML — T H 7L MOKLERREZHER L ET,
ATvT6 [ASAV-B] REICONTH, ZOFIEEZHE KL £,
RATY T BEFEOREFR Y N —2 Z@IRT 500, HLWRER Yy hT—7 Z{ER L ET,
a) ASAVEZEATLH4 000 TRy FEFREL, [OK]Z27 Vv 7 LET,

-3 KA HE—T AR —BOV TRy NMIT Xy TFTHLERDY £,
b) [OK]%ZZ7 VU7 LET,

AT w78 RO [Summary] ZHER L, [OK] %227 U 27 LET,
ATv 79 FIHEMHZMR L, R (Create) 1227 VU v 27 LET,

RDBRY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £721X ASDM 2 H L T, RE%
AT LET, ASDMIZT 7 AT A FEIZCOWTIE., [TASDM OFfls] #8172
éb\o
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Microsoft Azure 7 57 K~ ASAV DEA |

B v 5500 v—2F 2T L— F £ LT Are 1050 ASAY DEA

» Azure M ASAv HA #OFEAMIZ DU Tik,  TASA Series General Operations Configuration
Guidel] @ [Failover for High Availability in the Public Cloud] DFEZZH L T 72X,

VID ELUYY—RTUTL— bE{FERALT= Azure " 5D ASAv DE

A

ATy

ATy T2

A APNRBET B EHME VHD A A= 2R LT, MEDOH AZ L ASAV A A — TV E/ER T
F9, VHD A A—V %A L CEBT 212X, Azure A FL—Y T B2 MIVHD A A—
T v 7 u—RTAULERNLYET, RIS, Ty7a—KLET A A7 A4 A=V B LW Azure
Resource Manager 7> 7' L — R 2 L T, HHHGRA A —V 2B TE £7, Azure 727
L— M, VY—ADFAENRT A—=HDERNEGENTND ISON 7 7 A LTI,

1R BRI

*ASAvT 7 L— FOREIZIZ, JISONT 7L — b B I ORIET HISONNT A—X 7 7
ANVNUETT, 7oL —F77AE, RO GitHub Y ARY R b4 7 v— KT
EET,
https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure

T T L= R ENRTA=Z T 7 A NVEREST DFIEICOW T, 18k Azure V) V— R T
YT L—hOf] (19—2) 2ZRLTIEIN,

« ZOFNETIX, Azure |Z Linux VM MFEL TWAMERH VD £, —KA)72 Linux VM

(Ubuntu 16.04 72 &) AfEH L T, Azure IZEME VHD A A — %27 v 7rn—RK§5Z L%
BEIOLET, 2O A—VEMHRT HI21E, FIS0GBDOA L —URMETY, Fio,

Azure @ Linux VM 2°5 Azure A h L — U ~D7T v 71— RIFBNEL 720 9,

VM ZAERT 2 M ERN B D553, IROWT O HFEEZHBH L ET,
e Azure CLI |Z X A Linux A~ > v OFERY
o Azure 7R —# )L CTO Linux AR~ > > OVERL

cAzure V7 A7 U L g L, ASAV Z BT AT CHEARER A ML —UT v v
rRMETT,

https:/software.cisco.com/download/home ~~— 7225 ASAv JEfff VHD A A —Y %2 X m—RLET,

a)

b)

[Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software] |8 L £,
[Adaptive Security Virtual Appliance (ASAV)] =727 U v 7 LE 7,

FHNEH > TA A=V F 7 m— LTI EENY,
7o & 1L, asav9-14-1.vhd.bz2

Azure @ Linux VM IZJF#E VHD 4 A —Y 2 a2 — 1L %7,
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

| Microsoft Azure & 57 E~? ASAv DA

ATFvT3
ATvT4

ATy TH

ATvT6

VHD 5& U Y—RF > FL— b &AL Azre 150 AsAv OEA |

Azure LD TT7 7 AN BRI THT-OIHEHTE 247> a v EEL<HY EF, ZOBITIE,
SCP (t¥=7atv—) ZRrLET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

Azure ® Linux VM IZa Z A4 > L, JEMi VHD A A —2 % ab—1L7=T 4 L7 U ICBEIL£9,
ASAv VHD A A — 2R U £ 9,

7 7 ANVEIRRE T IERRR T DT TE L4 7 a U< b £9, 2 DOFITId Bzip2
22— 4 VT 4 R LETH, Windows X—AD2—F 4 VT 4 HIEFICHERE L 9,

# bunzip2 asav9-14-1.vhd.bz2

Azure A NL—U T AT MDA TFICVHD 27 v 7 u—RLET, BFOA ML—VT AV M
AT 21E0, FBUCERT 222 b TEET, ARL—UT B Y0 MK, IUTF LR TO R L
MT& %7,

ANL=UT AT MIVHD 27 v 70— KT TE ATV a v BE<H 0 £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure /" — % /L'7¢ & T9,
ASAV LRHEDREZIDT 7 A MTIE, Azure R—F NV EER L7g 2 & 2 HEEE L £,

WOBNE, Azure CLI ZfEH L7 E/R L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
--—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page
VHD 7> & F BRI GA A=V %l L7,
a) Azure R—H LT, [f A— (Images) ] ZER L E7,
b) [EM (Add) 127U v 27 LT, HiLWA A—VEERLET,

¢) KOEHREANLET,
s 401 (Name) |: BHEHLRA A=V D2 —F—FEZOARTEZ AT LET,

o[ 7 A7 U a3 (Subscription) |: Ky 7H U URRNNLYT A7 Y Fva @Rl
E3x 8

o[V Y —RATN—7 (Resourcegroup) ]: BEFDO VU YV —AT)N—T%RIEINT D0, HLWY V—2R
TN—TE2ER L ET,

«[0ST 1+ A7 (0Sdisk) 1: 0S8 %A 7 & LT Linux Z34R L E5,

s [AFL—Y 717 (Storageblob) 1: AL —UTHhU Ly hEBELC, 7 v/ u— KL/ VHD
IR E T,

[T s EZ AT (Accounttype) ]: Rr w7 X2 U R hpb [#EHE (HDD)  (Standard
(HDD)) ] Zi#ERL £,

s [RARMF¥ 2 (Hostcaching) ]: Ry X T U A LD AN /FEZIAL
(Read/write) ] Z#IR L F7,
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B v 5500 v—2F 2T L— F £ LT Are 1050 ASAY DEA

ATy 17

ATvT8

ATvT9

[T—47 4 A7 (Datadisks) 1: 774/ bDFRICLTEEET, 7—FT 4 A7 ZBINLZ
TSN,

d) [fERk (Create) 1227V v 27 LET,

[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A v &— 708 [[@%
(Notifications) ] % 7 D FIZFKREIND ETHHLET,

G BHSRA A—UPMER SN, Ty e —RLZVHD &7 v 7 u— R AL —U 7 A
7 N EHIBRTE 9,

HHITHER LTS RA A—2D) V—Z2 1D AL ET,

Azure DNETIZ, HHH Y V—2n Y V=2 IDIZE#EMTONATWET, VY—2IDIZ, Z0O&
B RA A= BHT LWASAY 7 7 A T U4 —/VERET S & SITHEIZRY 7,

a) Azure IR—H )L T, [f A— (Images) | Z IR L 7,

b) RIDAT > 7 TER LT BRI R A A — V2R L £7,

c) [EE (Overview) |27 U v 7 LT, £ A=V D707 4 BFKRLET,
d 7V y7HR—RIYVY—RIDEZar—LET,

)Y —ZID . ROBXEEY £7,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider Microsoft.Compute/<container>/ <vhdname>

BHHNEA A —VBLIOV Y —AT 7L — LT, ASAV 7 7 A4 7 U4 — /L EZHE L £,

a) [FEl (New) 1 ZBIRL, A7 a U OBBIRTEL L9125 FE T[T 7 b— MER (Template
Deployment) | Zf53E L £ 7,

b) [1EAK (Create) ] Z3#IRL 9,

¢) [T 4 ¥ TMHEDOT 7 L— %49 % (Build your own template in the editor) ] Z 3R L £ 7,
HAZZARXTEDLEADT 7 L— FMERRENE T, T 7 b— MRS 2 5EOHNIZ O
T, VY =2 T 7 L= hOEE Q0 ~—2) 2ZRLTIEE0,

d) WAZ~AXLISONT VT L—ha—R&7 0> RO fHF, [R1F (Save) 1227V v 7 L
7,

e) Fuv 7 Xy RN [T A2 Y7 3 (Subscription) | ZER L £,

0 BEfFO[Y Y —A 27— (Resourcegroup) [ZIEIRT D, FHLWU YV —A T N—TZERR L E T,

g) Ky 77Xy URNnpE e —3 3 (Location) | ZER L F 7,

h)y FIAT v 7N DOEINGRA A=V D[V Y —AID (ResourceID) ]% [VME IR A A —TID (Vm
Managed Image Id) ] 7 « —/V RIZREY 115 £ 97,

[# A% LR (Custom deployment) [~— Y D EIZH 2 [T A — % OfFtE (Edit parameters) | % 7

Vo2 LET, WAFZTA XTEDLNRNTA—FT T — MR ERSNET,

a) [Z77A4/LvOr—R (Loadfile) |27 Uy 27 L, WAZ~A AL ASAV /XT A —X 7 7 4 )L &L
LET, RIA=FT T L— FEERTLHHNCONTE, [RTA—=F 7 7 A LOER (29—
V) 1 EBRLTIEEN,
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t52 : Are Y y—2 7T L—rohl [

b) BAFwARLIISONART A—K 2— Ra o ¢ v R0 A1, (77 (Save) 147 U v 7 LE
j—o
ATV HAXLBREOEMEZMZELET, [HEAR (Basics) | & [BXE (Settings) ] D1EH ([V Y —AID (Resource
ID) 172&) 2, HELCEAREIC BT LI L4 LET,

ATy 7N FASNZ#EE L, [ LR ABKIZHEZE LET (agreeto the terms and conditions stated above) ] = »
TRy I AT ;Li@”o

ATv 12 [fEAN (Purchase) 127 U v 7 L, BHUNRAA—VBLOIAX LT T L—E2HEH L TASAY 7 7
ST F LA LET

T U—= KT 7 ANENRT A—=2T 7 A VZEANR TR, BENEEIZE T LTWAHIET TY,
PRI A A —iF, RO 72270 7o a v BIUOHBENOEROREBICER X3,

RDBERY

*SSHZITLTCANTEDLCLL 2~y REMHT L0, £721X ASDM ZiH L T, RE%
AT LET, ASDMICT 7 AT AFEICONTIX., [ASDM OBtk B 1L TL 72
W,

18% : Azure ) V—RX T TL— DYl
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"variables": { }
"resources": [ ]
"outputs": { }

"parameters": { },
4
4
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"Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"type": "string",

"defaultValue": "ngfw",

"metadata": {

"description": "Name of the NGFW VM"

}I
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}I
"adminUsername": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvalue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"
}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I

"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
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"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I
"diagSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig0O0SubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": |
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {
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"virtualNetworkID":
"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',
parameters ('virtualNetworkName'))]"

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType')]l",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
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"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",

"name": "[variables ('vmNicOName')]",

"location": "[resourceGroup () .location]",

"dependsOn": [
"[concat ('Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",
"[concat ("Microsoft.Network/publicIPAddresses/"',

variables ('vmMgmtPublicIPAddressName'))]"
] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('mgmtSubnetName')) ]
}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

"

variables ('vmNicONsgName"')) ]

}I

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('diagSubnetName')) ]

} }

] r

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
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"location": "[resourceGroup () .location]",
"dependsOn": [
] 4
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {

"privateIPAllocationMethod":

yy—2z5oIL— ok [

"Static",

"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName')) "
}

] r

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
] 4
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {

"privateIPAllocationMethod":

"Static",

"privateIPAddress" : "[parameters ('gigOlSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] r

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": " [concat (parameters ('vmStorageAccount'))]l",
"apiVersion": "2015-06-15",
"location": "[resourceGroup () .location]",
"properties": {
"accountType": "Standard LRS"
}
}I
{
"apiVersion": "2017-12-01",
"type": "Microsoft.Compute/virtualMachines",
"name": " [parameters ('vmName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
"[concat ('"Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]1l",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNicOName'))]",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNiclName'))]",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic2Name'))]",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic3Name'))]"
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"properties": {
"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"
}I
"osProfile": {
"computername": "[parameters ('vmName')]",
"adminUsername": " [parameters ('AdminUsername')]",
"adminPassword": " [parameters ('AdminPassword')]"
}I
"storageProfile": ({
"imageReference": {
"id": "[parameters ('vmManagedImageId') "
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"
}
}I
"networkProfile": {

"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

"

variables ('vmNic3Name')) ]

}

}I
"diagnosticsProfile": ({
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net"') "

}

]I
"outputs": { }
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"$Sschema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {

"vmName" :
"value":

}7

{

"cisco-asavl"

"vmManagedImageId": {

"value":

"'/suoscripticns/33d0251 Te-caB3-46aa-od-7TAF 1 dde A1/ resouraeGraes/envenagedlineces—rg/providers/Microsoft . Canpute/imeges/AAv-9. 10. 1-81-Managed-Trrece"!

}7

"adminUsername": {
"value": "jdoe"

}!

"adminPassword": {
"value": "Pw0987654321"

}!

"vmStorageAccount": {
"value": "ciscoasavstorage"

}7

"virtualNetworkResourceGroup":

"value": "ew-west8-rg"
}!
"virtualNetworkName": {
"value": "ew-west8-vn"

}7

"mgmtSubnetName": {

"value":

}7

"mgmt "

"mgmtSubnetIP": {

"value":

}7

"10.8.3.77"

"gigO0OSubnetName": {

"value":

}7

"inside"

"gig00SubnetIP": {

"value":

}7

"10.8.2.77"

"gigOlSubnetName": {

"value":

b

"outside"

"gig0lSubnetIP": {

"value":

}7

"10.8.1.77"

"gig02SubnetName": {

"value":

}7

"dmz"

"gig02SubnetIP": {

"value":
}!
"VmSize":

"value":
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